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57 ABSTRACT

To provide suflicient security, a method, based on the use of
a code-controlled one-way function with a threshold
scheme, 1s described. N shadows s. are derived from the
personal code of each of n authorized persons 1n the central
office, a code k 1s calculated 1n the central office from the n
shadows s, . . . s, using an (n, t) threshold scheme, and the
data for establishing code k 1s transmitted though an unse-
cured channel. The data for establishing code k comprises
data required for deriving shadows s, from the personal
codes k; and n-1 other shadows of the (n,t) threshold
scheme, which other shadows differ from the shadows of the
authorized persons. The method can be used for a plurality
of purposes; however, 1t 1s specifically designed for provid-
ing security in the transmission of a broadcast program
subject to fees (pay-TV, pay-radio).

6 Claims, 1 Drawing Sheet

In a central office, deriving n

shadows from the personal code of

-3 102

each of n authorized persons

Calculating a common code k in the

central office from the n shadows using
an (n,t) threshold scheme

104

Transmitting data for establishing code k
through an unsecured channel, the data
comprising at least n-1 other shadows of the
(n,t) threshold scheme

o 106

The n authorized persons receiving the data for

establishing code k, calculating their

- 108

individual shadow from their personal code,
and deriving code k from their shadow
and the n-1 other shadows




U.S. Patent May 11, 1999 5,903,649

In a central office, deriving n
shadows from the personal code of i 102
each of n authorized persons

Calculating a common code k in the
central office from the n shadows using
an (n,t) threshold scheme

104

Transmitting data for establishing code k
through an unsecured channel, the data
comprising at least n-1 other shadows of the
(n,t) threshold scheme

The n authorized persons receiving the data for
establishing code k, calculating their
individual shadow from their personal code,
and deriving code k from their shadow
and the n-1 other shadows

—~— 108

FIG. 1



5,903,649

1

METHOD FOR ESTABLISHING A COMMON
CODE FOR AUTHORIZED PERSONS
THROUGH A CENTRAL OFFICE

FIELD OF THE INVENTION

The 1invention concerns a method for establishing a com-
mon code for authorized persons though a central office. The
method can be used for a plurality of purposes; however, 1t
1s specifically designed for providing security in the trans-
mission of a broadcast program subject to fees (pay-TV,
pay-radio).

RELATED TECHNOLOGY

A method for establishing a common code 1s
implemented, for example, in DIN EN 50 094 for the
Eurocrypt pay-1TV system. It 1s used for the establishment of
common secret information k (code) for authorized persons
from a larger group of persons P=(P,, . . ., P,,) through a
central authority Z (central office).

The central office decides which, of the group P of
persons, are authorized. (For example to receive a pay-for-
TV broadcast). The method guarantees that only these
persons can obtain or calculate the code k. As used herein,
authorized persons are designated generally asP,, ..., P, (so
that n=m applies). Messages can be sent from the central
office to a group of users of P through a broadcasting
medium (earth-based broadcast, satellite, cable network) or
other unsecured channels.

The use of a symmetric encryption algorithm has been
disclosed (see A. Beutelspacher: Cryptology, The Math-
ematical Society of America, 1994 for the definition of a
symmetric encryption algorithm). Each person P; from P is
assigned a personal code k, known only to the person
himself and the central office. The central otfice Z selects the
code k and only encrypts it for I=1, . , n with the
corresponding personal code k::

C.=E(k,k).

This cryptogram is then sent to the (authorized) person P,
who can calculate code k by decoding the cryptogram:

D(k,,C)=D(k;,E(k;k))=k.

This method 1s used, for example, 1n the Eurocrypt pay-TV
system (DIN EN 50 094) for establishing a system code.

The disadvantage of this method consists of the fact that
code k 1s transmitted encrypted. In many countries the use
of an encryption algorithm 1s legally restricted. These
restrictions mean that only a very weak algorithm E (for
“encryption”may be able to be used.

SUMMARY OF THE INVENTION

The object of the invention 1s to provide a method usable
without restrictions that 1s sufficiently secure at the same
fime.

The present invention therefore provides a method for
establishing a common code k for authorized persons, with
the number of authorized persons being a time-variable
subset of the total number of participants. The data for
determining code k are provided through a central office Z
via unsecured channels, in particular a broadcast medium
where each of the participants has a personal code K, known
only to the participant 1n question and the central office. The
steps of the method provide that the central office derives a
partial code (shadow) s; from the personal code of each of
the n authorized persons. An (n,t) threshold scheme (with
t22n-1) is then built from the totality of shadows obtained
from the personal codes of the authorized persons. The code
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2

k 1s then calculated from the n shadows s,, . . . s, with the
help of this (n,t) threshold scheme. The data for establishing,
code k at the reception side, comprising the data required for
deriving shadows s, from the personal codes k;: and from n-1
other shadows of the (n,t) threshold scheme dif ‘ering from
the shadows of the authorized persons, are transferred
through the unsecured channel. Then, on the reception side,
the authorized persons derive code k by calculating shadow
s, assigned to them from their personal code k,, and from this
shadow, using n-1 other shadows and the (n,t) threshold
scheme, calculate code k.

Furthermore, the method may provide that, in the central
office, the partial code (shadow) s; may be derived in the
form s,=f(r,k;) from the personal code for each of the n
authorized persons by using a common parameter r and a
personal code k;, with the help of a one-way function f(.,.).

The (n,t) threshold scheme may be implemented through
an (n—1)th-degree polynomial, uniquely defined through n
solution points dertved with the help of the shadows, and in
which further shadows are obtained by the central office by
selecting points on the polynomials’ line that are different
from the solution points obtained from the shadows of the
authorized participants.

The method may be used to successively establish a
hierarchy of codes.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a flow chart of the method of the present
invention

DETAILED DESCRIPTION

The 1invention, which 1s described 1n more detail below
through examples of embodiments and FIG. 1, comprises
emulating the functionality of the above-described method
with the methods of symmetric cryptography, but without
using encryption methods. The security of the code distri-
bution mechanism can thus be improved while the legal
regulations are being observed.

The mnvention described herein 1s based on a combination

of a code-controlled one-way function with a threshold
scheme (A. Shamir: How to Share a Secret, Comm. ACM,
Vol. 24, No. 11, 1979, 118-119).

A one-way function (see Beutelspacher, as above) is an
casy-to-evaluate function g(.) (i.e., g(a) is easily calculated
for each value a), for which it is, however, virtually impos-
sible to find a preimage a for a given image b so that g(a)=b
applies. A code-controlled one-way function 1s a one-way
function (f.,.) with two arguments k and a, where k can be
considered as a code.

Using an (n,t) threshold scheme, a code k can be decom-
posed 1nto t parts, called shadows, so that this code can be
reconstructed from any n of the t shadows.

As an example of such an (n,t) threshold scheme, we shall
use an (n—1)th-degree polynomial, from which t=2n-1 solu-
tion points are selected as shadows. A unique (n—1)th-degree
polynomial 1s defined by providing n solution points, 1.€., n
pairs (Xx,y,) (I=1, , n) of elements of a domain with
different x components. This polynomial intersects the y axis
at a uniquely defined point.

To establish a common code for the authorized persons
P, ..., P, first a solution point (a,, b;) is assigned to each
person P out of P, using the personal code k;. (See step 102,
FIG. 1) This can be done in different ways

1. (a,b,):=(.k,),
2. (

a,b;):=(, g(k;)) for a one-way function g(.),
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3. (a;,b)):=(, f(r,k;)) for a code-controlled one-way func-
tion f(.,.) and a random number r,
4. (a;,b):=(f(r,l,), f(r,l)) for a code-controlled one-way
function £(.,.), a random number r and k;=(1,1,"), etc.
Solution points (a,b,), . . ., (a,b ) define an (n-1)th-
degree polynomial p(x). The unique point of intersection

k:=p(0)
of this polynomial with the y axis i1s the common code for

P, ...,P, . (Seestep 104, FIG. 1). The central office selects
n—1 other solution points (c,,d,), . . ., (c,_1,d,,_;), which
must be different from (a,,b,;), . . ., (a,b,) to enable the

authorized persons P,, . . . , P, to calculate this value k.
These, together with the additional information required for
calculating the solution points (e.g., the random number r
from 3. above), can be sent to all persons of P. (See step 106)

Only the authorized persons P; (1=j=n) can now calcu-
late the code k. For this purpose, P; (the authorized recipient)
utilizes amounts (c,,d,), . . ., (¢,_,, d__,) along with his
solution point (a,,b;), which can only be calculated by P; and
the central office, since only P; and the central office know
the personal code k;. The n solution points thus obtained
uniquely determine polynomial p(x) and thus also the num-
ber k=p(0). (See step 108)

Unauthorized persons P/(n+1=j=m) cannot calculate
code k, since the potential points they can try to calculate
(a;,b;) are not located on the line of p(x).

An extremely simple numerical example demonstrating
the above steps can be shown using n=3, in other words,
with three authorized persons P,, P,, and P;. P, has a secret
code k,=3, P, has a secret code k,=5, and P, has a secret
code k;=9. Using the method (1.) above, the central office
can create n shadows or solution points: (1,3), (2,5) and
(3,9). The central office can then easily derive, from the three
(X, p(x)) solution points, a second polynomial p(x)=p,+p,X+
p-X"=3-x+x". As can be seen, p(1)=3, p(2)=5 and p(3)=9.
The secret code then is k=p(0)=3. The central office then
chooses (n-1) other solution points or shadows, for
example, (4,15) and (5,23), and broadcasts this information.
User P, for example, since he 1s authorized, can then use his
secret code 5 to form his shadow (2,5) at the receiving end.
With the two broadcast points (4,15) and (5,23) and his own
shadow, he can then determine the polynomial and thus the
secret code k.

A recommended 1mplementation of the invention pre-
sented here uses a code-controlled one-way function, 1.€., a
version of method (3.) or (4.), for deriving the solution
points 1n order to prevent any unauthorized access, which
would be possible with the use of the weaker versions (1.)
and (2.). In this case, it can be shown that an unauthorized
person could only break a code k established according to
this method by inverting the one-way function.

What 1s claimed 1s:

1. A method for establishing a common authorization
code k for n authorized persons 1n a group of participants
through a central office via unsecured channels, where each
of the participants has a personal authorization code k,, the
method comprising the steps of:
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deriving n solution points s; from the personal authoriza-
tion code of each of the n authorized persons 1n the
central office,

constructing an (n,t) threshold coding system from the n
solution points of the n authorized persons,

calculating the common authorization code k 1n the cen-
tral office from the n solution points s, . .., s, using the
(n, t) threshold coding system, and

transmitting data for establishing common authorization
code k through an unsecured channel, the data for
establishing common authorization code k comprising
data required for deriving solution points sfrom tlhe
personal authorization codes k; and n-1 other solution
points of the (n,t) threshold system, the other solution
points differing from the solution points of the autho-
rized persons.

2. The method as recited 1n claim 1 further comprising the
steps of at least one of the n authorized persons receiving the
data for establishing common authorization code k, calcu-
lating solution points s; assigned to them from their personal
authorization code k;, and deriving common authorization
code k from at least their solution point s; and the n—1 other
solution points.

3. The method as recited 1n claam 1 wherein the solution
point s; is derived in the form s=f(r,k;) from the personal
authorization code for each of the n authorized persons by
using a common parameter r and the personal authorization
code k., with the help of a one-way function f( . . . ).

4. The method as recited in claim 1 wherein the (n,t)
threshold coding system 1s implemented through an (n-1)
th-degree polynomial. uniquely defined through the n solu-
tion points, and in which the n-1 other solution points are
obtained by selecting points on the polynomial’s line that are
different from the n solution points.

5. The method as recited 1n claim 1 further comprising the
step of establishing a hierarchy of common authorization
codes.

6. A method for establishing a common authorization
code k by n authorized persons who each have an individual
authorization code k. from which an individual solution
point of a polynomial can be determined, the method com-
prising the steps of at least one of the n authorized persons:

receiving (n—1) other solution points of the polynomial,
the (n-1) other solution points being other than the

solution points which may be determined by the n
authorized persons;

determining their individual solution point from their
individual authorization code k; by using a one-way
function; and

establishing the common authorization code k using their
individual solution point and the (n—1) other solution
points.
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