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register. Subsequently, the second data string 1s shifted in the

first direction such that the carry over bit from the carry over
register 1s transierred onto the second data string while the
first bit of the second data string 1s transferred to the carry
over register.
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REMOTE KEYLESS ENTRY ENCRYPTION
ALGORITHM

FIELD OF THE INVENTION

This mvention relates to secure systems, generally, and
more particularly a remote keyless entry encryption algo-
rithm.

BACKGROUND OF THE INVENTION

In the automotive industry, remote keyless entry (“RKE”)
systems have become standard equipment on many new
vehicles. Comprising a receiver within the car and a number
of fob transmitters for transmitting a message to the receiver,
RKE systems enable users to control several vehicle func-
tions remotely, such as the door locks and trunk, for
example.

In providing remote control to vehicle functions, a prob-
lem arises as to restricting remote access to the automobile’s
owners and other authorized users. To prevent unauthorized
access, an 1identification system 1s incorporated with a secu-
rity code or codes within both the fob transmitter and
receiver. The receiver receives a transmitted signal having a
command and and 1dentification or security code and com-
pares the received code with the security code stored 1 its
memory. If the receiver determines the received security
code to match the stored code, the command 1s 1nitiated for.
execution.

As the demand for RKE systems has evolved 1n the
marketplace, greater emphasis has been placed on increased
security, reliability and flexibility. With the development of
sophisticated electronics, presently, a transmitted message
may be decoded and retransmitted at a later time. This 1s 1n
part because 1n these known systems the transmitted
message, does not change between transmissions.

As such, one area of focus has been the mcorporation of
encryption techniques to decrease the likelihood of unau-
thorized reception and retransmission of the originally trans-
mitted signal comprising both the command and security
code. Theretore, there 1s a demand for an encryption method
designed specifically for RKE systems. Moreover, a need
further exists for a RKE system which encrypts the trans-
mitted message.

SUMMARY OF THE INVENTION

In order to achieve the advantages of the present
invention, a method of encrypting a set of data having a test
bit 1s disclosed. The method comprises the step of generating,
a first and a second data string from the set of data. Once
ogenerated, the test bit 1s tested, and if 1t comprises a first
value, the first data string 1s shifted 1 a first direction to
transfer a first bit of the first data string into a carry over
register while transferring a first special bit 1nto the first data
string. This shifting step 1s followed by the step of shifting
the second data string 1n a second direction to transfer the
carry over bit from the carry over register into the second
data string while transferring a first bit from the second data
string to the carry over register. However, if the test bit
comprises a second value, a first logic operation 1s executed
on the first data string with a first number, and a second logic
operation 1s executed on the second data string with a second
number. Thereatter, the first data string 1s shifted 1n a third
direction such that the first bit of the first data string is
transferred to the carry over register while the carry over bit
1s transferred onto the first data string. Subsequently, the
second data string 1s shifted in a fourth direction such that
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the first bit of the second data string 1s transferred to the
carry over register while the carry over bit 1s transferred onto
the second data string.

In a further embodiment of the present invention, a system
1s disclosed for encrypting a set of data having a test bit. The
system comprises a first and a second storage device for
storing a first and a second data string having a test bit, a
carry over bit register for storing a carry over bit from the
first and second storage devices, and memory for supplying
a first and a second number. The system also comprises a
microcomputer for testing the value of the test bit. In
response to the test bit comprising a first value, the micro-
computer shifts first data string 1n a first direction to transfer
a first bit of the first data string 1nto the carry over register,
while transferring a first special bit into the first data string.
Moreover, the microcomputer shifts the second data string in
a second direction to transfer a first bit of the second data
string to the carry over register while transferring the carry
over bit 1into the second data string. However, if the test bit
value comprises a second value, the microcomputer
executes a first logic operation on the-first data string with
a first number stored 1n a first memory location, and executes
a second logic operation on the second data string with a
seccond number stored 1n a second memory location.
Subsequently, the microcomputer shifts first data string 1n a
third direction such that the first bit of the first data string 1s
transferred to the carry over register while the carry over bit
1s transferred onto the first data string. Furthermore, the
microcomputer shifts the second data string modified by the
second logic operation 1n a fourth direction such that the first
bit of the second data string 1s transferred to the carry over
register while carry over bit 1s transferred into the second
data string. The microcomputer also comprises a decre-
menter for decrementing a counter each time the test bit
equals either the first or second value. Furthermore, the
microcomputer repeats the shifting of the first data string
and the shifting of the second data string if the test bit
comprises the first value, and the executing of the first logic
operation on the first data string, the executing of the second
logic operation on the second data string, setting the carry
over bit, the shifting of the first data string, and the shifting
of the second data string if the test bit comprises the second

value, until said counter equals a preset number.

These and other advantages and objects will become
apparent to those skilled in the art from the following
detailed description read in conjunction with the appended
claims and the drawings attached hereto.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be better understood from
reading the following description of non-limitative
embodiments, with reference to the attached drawings,
wherein below:

FIG. 1 1llustrates a low chart of a first embodiment of the
present 1nvention; and

FIG. 2 1llustrates a block diagram of a second embodi-
ment of the present invention.

It should be emphasized that the drawings of the instant
application are not to scale but are merely schematic repre-
sentations and are not intended to portray the speciiic
parameters or the structural details of the invention, which
can be determined by one of skill in the art by examination
of the mmformation herein.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring to FIG. 1, a flow chart of a method of encrypt-
ing data transmitted by a transmitter and received by a
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receiver 1s 1llustrated. Upon 1nitiating the algorithm (START
10), a first and a second register, preferably 16 bits wide, are
initialized (INITIALIZE 15) to create a first and a second
data string, respectively, having a test bit. In the preferred
embodiment, the test bit comprises the lower order bit of the
second data string. It should be apparent to one of ordinary
skill in the art, however, that any bit on either data string
may be employed 1n this regard.

Once both first and second registers are inmitialized, the
algorithm tests (TEST 20) whether the first data string is
identical to the second data string. In the event both data
strings are not equivalent, the counter 1s already set to a
predetermined number (COUNTER ALREADY SET 25). In
the preferred embodiment, the predetermined number 1s 16.
It should be apparent, nonetheless, that numbers other than
16 arc also employable for the predetermined number.

If both data strings are deemed equivalent, however, a
counter 1s set to the predetermined number (SET 30).
Moreover, the first and second data strings may be set such
that first data string 1s set to “1” while second data string
remains unchanged. In the preferred embodiment, the sec-
ond data string stores the predetermined number and the first
data string stores the present value of the counter. It should
also be apparent that the roles of the first and second data
strings may be reversed.

Irrespective of whether the first data string 1s equivalent to
second data string, both outcomes, upon acknowledging the
counter’s state or setting the counter (COUNTER
ALREADY SET 25 or SET 30), result in a process step of
determining whether the test bit is equal to zero (TEST BIT
VALUE 35). In the event the test bit is set to zero, a leftward
shift right (LEFT SHIFT RIGHT 40) is performed on the
first data string. In the preferred embodiment, this leftward
shift right further comprises the step of shifting the lower
order bit of the first data string to a carry over register and
shifting a first special bit into the high order bit position of
the first data string. In the preferred embodiment, the first
special bit 1s a zero bit.

Under the same conditions where the test bit value 1s
equal to zero, following the leftward shift right (LEFT
SHIFT RIGHT 40), a rightward shift is executed on the
second string (RIGHT SHIFT 50). In the preferred embodi-
ment of the present invention, this rightward shift further
comprises the step of shifting the second data string to
transfer the carry over bit from the carry over register into
the high order bit position of the second data string, and
transterring the low order bit of the second string to the carry
over register.

After the first data string is shifted leftwards (SHIFT
LEFT RIGHT 40) and the second data string is shifted
rightwards (SHIFT RIGHT 50), the counter is decremented
by one (DECREMENT COUNTER 70). At this point in the
algorithm, a test 1s performed on the counter to determine
whether the counter value is zero (COUNTER TEST 785). If
the counter is zero, the method is complete (STOP 80) as
both data strings are encrypted. On the other hand, if the
counter 1s, not zero, process control of the algorithm 1s
returned to the step of determining whether the test bit of the
second data string is set to zero (TEST BIT VALUE 35) for

the number of loops remaining as reflected by the counter.

A second process path the present algorithm provides 1s 1n
the event the test bit of the second data string 1s not equal to
zero, but rather one. Here, a first logic operation 1s per-
formed on the first data string with a first set mask number
(FIRST LOGIC OPERATION 45). Subsequent to executing

the first logic operation on the first data string (FIRST
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LOGIC OPERATION 45), a second logic operation 1is
performed on the second data string with a second set mask
number (SECOND LOGIC OPERATION 8§5).

In the preferred embodiment, each of the logic operations
detailed hereinabove, which are performed using a first and
second mask to enable access to the first and second number,
respectively, are stored 1n an electrically erasable program-
mable read only memory (EEPROM), 1s an EXCLUSIVE
OR (XOR). However, in an alternate embodiment of the
present mvention, first and second masks need not be used
nor must the storage source of the first number be an
EEPROM. Moreover, other logic operations may be also be
employed including a logic AND, NAND, OR and NOR

operations.

Upon performing both logic operations (FIRST LOGIC
OPERATION 45 and SECOND LOGIC OPERATION 8§5),
the carry bit 1s set and a rightward shift 1s performed on the
first data string (RIGHT SHIFT 60). In the preferred
embodiment, this rightward shift further comprises the step
of shifting the first data string as modified by the first logic
operation rightward such that the carry over bit from the
carry over register 1s transferred onto the high order bit of
the first data string while the low order bit of the first data
string 1s transferred to the carry over register.

Subsequent to completing the rightward shift (RIGHT
SHIFT 60), a rightward shift is executed on the second string
(RIGHT SHIFT 65). In the preferred embodiment, this
richtward shift further comprises the step of shifting the
second data string as modified by the second logic operation
richtward such that the carry over bit from the carry over
register 1s transferred onto the high order bit of the second
data string and the low order bit of the second data string 1s
transferred to the carry over register.

Once the first data string is shifted rightwards (SHIFT
RIGHT 60) and the second data string is also shifted
rightwards (SHIFT RIGHT 65), the counter is decremented
by one (DECREMENT COUNTER 70). At this point in the
algorithm, a test 1s performed on the counter to determine
whether the counter value is zero (COUNTER TEST 75). If
the counter 1s zero, both first and second data strings are
deemed to be encrypted and the method is complete (STOP
80). On the other hand, if the counter 1s not zero, process
control of the algorithm 1s returned to the step of determin-
ing whether, the test bit of the second data string 1s set to
zero (TEST BIT VALUE 35) for the number of loops

remaining as reflected by the counter.

Referring to FIG. 2, a block diagram of a system 100 for
encrypting data transmitted by a transmitter and received by
a receiver 1s depicted. System 100 comprises a first and a
second storage device, 110 and 120, each preferably a 16 bat
wide random access memory register. Storage devices 110
and 120 functionally provide storage for a first and a second
data string having a test bit. This test bit, as detailed
hereinabove, preferably 1s realized by the low order bit 122
of second storage device 120.

Moreover, system 100 comprises a carry over register
130. Carry over register 130 stores a carry over bit from first
and second storage registers, 110 and 120. To achieve this
end, 1n one embodiment carry over register 130 1s directly
coupled with first and second storage registers, 110 and 120.

System 100 additionally comprises a microcomputer 144).
Microcomputer 140 1s coupled with first and second regis-
ters 110 and 120, a carry over register 130, a first and second
logic device, 132 and 134, a memory 136 having a first and
second location for storing a first and second number, and a
counter 144. It should be noted that while each of the
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components are 1llustrated as discrete components, micro-
computer 140 may comprise these internally, as a scaled
integrated device.

Microcomputer 140 performs several functions. Firstly,
microcomputer 140 test the value of the test bit. In response
to the test bit being equal to a first value, microcomputer 140
initializes both first and second registers 110 and 120, and
tests whether the first data string 1s i1dentical to the second
data string. In the event both data strings are not equivalent,
a counter 144 1s established as being already set to a
predetermined number, preferably 16. Otherwise, should
both data strings be equivalent, counter 1s set to 16.

Regardless of whether first data string 1s equivalent to
second data string, both outcomes, upon acknowledging the
counter’s state or setting the counter, microcomputer 140
determines whether the test bit 1s equal to zero. In the event
the test bit 1s set to zero, microcomputer 140 performs a
leftward shift right operation on the first data string con-
tained within second register 110. In the preferred
embodiment, this leftward shift right further comprises the
step of shifting the low order bit of the first data string to
transfer a carry over bit stored 1n to the carry over register
and a first special bit, preferably a zero bit, 1s inserted 1nto
the high order bit position of the first data string.

Under the same conditions where the test bit value 1s
equal to zero, following the leftward shift right, the micro-
computer 140 executes a rightward shift operation on second
data string contained within second register 120. In the
preferred embodiment of the present imnvention, this right-
ward shift Turther comprises the step of shifting the second
data string to transfer the carry over bit from the carry over
register into the high order bit position of the second data
string, and transferring the low order bit of the second string
to the carry over register.

Once the first data string 1s shifted leftwards and the
second data string 1s shifted rightwards, microcomputer 140
decrements counter 144 by one. At this point in the
algorithm, a test 1s performed on counter 144 to determine
whether the counter value 1s zero. If counter 144 1s zero, the
method 1s complete as both data strings are encrypted. On
the other hand, 1f counter 144 1s not zero, process control of
the algorithm by microcomputer 140 is returned to deter-
mining whether the test bit of the second data string con-
tained within second register 120 1s set to zero for the
number of loops remaining as reiflected by counter 144.

Microcomputer 140, on the other hand, operates along a
second process path 1n the event the test bit of the second
data string 1s not equal to zero, but rather one. Under these
circumstances, microcomputer 140 executes a first logic
operation using a first logic device 132 on the first data string
contained within first register 110 with a first set mask
number found 1 a first location of memory device 136.
Subsequent to executing the first logic operation, a second
logic operation using a second logic device 134 1s performed
by microcomputer 140 on the second data string contained
within second register 120 with a second set mask number
found 1n a second location of memory device 136.

As detailed hereinabove, 1 the preferred embodiment,
cach of the first and second logic operations are performed
using a first and second mask to enable access to the first and
second number, respectively, preferably stored 1in an elec-
trically erasable programmable read only memory
(EEPROM) 136, is an EXCLUSIVE OR (XOR). However,
in an alternate embodiment of the present invention, first and
second masks need not be used nor must the storage source
of the first number be an EEPROM. Moreover, other logic
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operations may be also be employed including a logic AND,
NAND, OR and NOR operations.

Upon performing both logic operations, microcomputer
140 performs a rightward shift on the first data string. In the
preferred embodiment, this rightward shift further comprises
the step of shifting the first data string as modified by the first
logic operation rightward such that the carry over bit from
the carry over register 1s transferred onto the high order bat
of the first data string while the low order bit of the first data
string 1s transferred to the carry over register.

After completing the rightward shift, a rightward shift is
executed by microcomputer 140 on the second string. In the
preferred embodiment, this rightward shift further comprises
the step of shifting the second data string as modified by the
second logic operation rightward such that the carry over bit
from the carry over register 1s transferred onto the lwo order
bit of the second data string and the high order bit of the
second data string 1s transferred to the carry over register.

Once the first data string 1s shifted rightwards and the
second data string 1s also shifted rightwards, microcomputer
140 decrements counter 144 by one. At this point 1n the
algorithm, microcomputer 140 examines whether the
counter value 1s zero. If the value residing in counter 144 1s
zero, first and second data strings are deemed by microcom-
puter 144 to be encrypted. On the other hand, if counter 144
1s not zero, microcomputer 144 is returned to the step of
determining whether the test bit of the second data string 1s
set to zero for the number of loops remaining as reflected by
the counter.

It should also be noted that reference to term message
hereinabove shall mean either a single code set or, as in the
preferred embodiment, a pair of code sefts.

While the particular invention has been described with
reference to illustrative embodiments, this description is not
meant to be construed 1n a limiting sense. It 1s understood
that although the present invention has been described 1n a
preferred embodiment, various modifications of the illustra-
tive embodiments, as well as additional embodiments of the
invention, will be apparent to persons skilled 1n the art upon
reference to this description without departing from the
spirit of the invention, as recited i the claims appended
hereto. Thus, for example, 1t should be apparent to one of
ordinary skill 1n the art that the security system of the present
invention may be applied 1n conjunction with enclosed
spaces which inhibit entry and/or exit such as a vehicle,-
door, building entrance, sate, desk drawer or jail cell, and the
like. The mvention detailed herein 1s, hence, applicable to
other secured enclosed spaces or secured switching mecha-
nisms requiring security for deterring theft. Moreover, the
present 1nvention 1s also applicable to key formats requiring,
the storage of personal or secured information thereon. It 1s
therefore contemplated that the appended claims will cover
any such modifications or embodiments as fall within the
true scope of the mmvention.

All of the U.S. Patents cited herein are hereby incorpo-
rated by reference as 1if set forth in their entirety.

What 1s claimed 1s:

1. A method of encrypting a set of data having a test bit,
the method comprising the steps of:

generating a first and a second data string from the set of
data;

if the test bit comprises a first value,
shifting said first data string 1n a first direction to
transfer a carry over bit from a carry over register
into said first data string while transferring a first bit
of said first data string to said carry over register; and
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shifting said second data string 1in a second direction to
transfer a first bit of said second data string to said
carry over register while transferring said carry over
bit from said carry over register 1into said second data
string; and

if the test bit comprises a second value,
executing a first logic operation on said first data string
with a first number;
executing a second logic operation on said second data
string with a second number;
shifting said first data string modified by said first logic
operation 1n said second direction such that said
carry over bit from said carry over register 1s trans-
ferred onto said first data string while said first bit of
said first data string 1s transierred to said carry over
register; and
shifting said second data string modified by said second
logic operation 1n said first direction such that said
carry over bit from said carry over register 1s trans-
ferred onto said second data string while said first bit
of said second data string 1s transferred to said carry
over register.
2. The invention of claim 1, further comprising the steps

of:

counting each time the test bit equals said first or second
value; and

repeating said steps of shifting said first data string 1 a
first direction and shifting said second data string 1n a
second direction if the test bit comprises said {first
value, and executing said first logic operation on said
first data string, executing said second logic operation
on said second data string, shifting said first data string
in said second direction, and shifting said second data
string 1n said first direction if the test bit comprises said
second value, until said number of times counted equal
a preselected count number.

3. The mvention of claim 1, wherein said step of gener-
ating a first and a second data string comprises the step of
initializing at least one of said first and second data strings.

4. The invention of claim 1, wherein at least one of said
first and second logic operations comprise at least one of an
OR, AND, NOR, NAND, EX-OR logic functions.

S. The invention of claim 1, wherein at least one of said
first and second logic operations are performed using a
mask.

6. The mvention of claim 1, wherein at least one of said
first and second number comprise a number stored in
memory.

7. A method of encrypting data transmitted by a trans-
mitter and received by a receiver, the method comprising the
steps of:

initializing a first and a second register creating a first and
a second data string having a test bait;

if said test bit comprises a first value,
shifting said first data string 1n a first direction to
transfer a carry over bit from a carry over register
into said first data string while transferring a first bit
of said first data string to said carry over register; and
shifting said second data string in a second direction to
transfer a first bit of said second data string to said
carry over register while transferring said carry over
bit from said carry over register 1nto said second data
string;;
if the test bit comprises a second value,
executing a first logic operation on said first data string
with a first number stored 1n a first memory location;
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executing a second logic operation on said second data
string with a second number stored 1n a second
memory location;

shifting said first data string modified by said first logic
operation 1n sald second direction such that said
carry over bit from said carry over register 1s trans-
ferred onto said first data string while said first bit of
said first data string 1s transierred to said carry over
register; and

shifting said second data string modified by said second
logic operation 1n said first direction such that said
carry over bit from said carry over register 15 trans-
ferred onto said second data string while said first bit
of said second data string 1s transferred to said carry
over register;

decrementing a counter each time the test bit equals
said first or second value; and

repeating said steps of shifting said first data string in
a first direction and shifting said second data string
in a second direction 1if the test bit comprises said
first value, and executing said first logic operation on
said first data string, executing said second logic
operation on said second data string, shifting said
first data string 1n said second direction, and shifting,
sald second data string 1n said first direction 1if the
test bit comprises said second value, until said
counter equals a preset number.

8. The invention of claim 7, wherein said first direction 1s
leftwards, and said second direction 1s rightwards.

9. The invention of claim 7, wherein said test bit 1s the
right most bit of said second data string.

10. The invention of claim 7, wherein at least one of said
first and second logic operations comprise at least one of an
OR, AND, NOR, NAND, EX-OR logic functions.

11. The 1invention of claim 7, wherein at least one of said
first and second logic operations are performed using a
mask.

12. A system for encrypting data transmitted by a trans-
mitter and received by a receiver, the system comprising:

a first and a second storage device for storing a first and
a second data string having a test bit;

a carry over bit register for storing a carry over bit from
said first and second storage devices;

memory for supplying a first and a second number;
a microcomputer for testing the value of said test bit, and

if said test bit comprises a second value,

for shifting said first data string 1n a first direction to
transfer a carry over bit from a carry over register
into said first data string while transferring a first bit
of said first data string to said carry over register; and

for shifting said second data string 1n a second direction
to transter a first bit of said second data string to said
carry over register while transferring said carry over
bit from said carry over register into said second data
string;

if said test bit comprises a second value,

for executing a first logic operation on said first data
string with a first number stored 1n a first memory
location;

for executing a second logic operation on said second
data string with a second number stored in a second
memory location;

for shifting said first data string modified by said first
logic operation 1n said second direction such that
said carry over bit from said carry over register 1s
transferred onto said first data string while said first
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bit of said first data string 1s transferred to said carry
over register; and

for shifting said second data string modified by said
second logic operation 1n said first direction such that
said carry over bit from said carry over register 1s
transferred onto said second data string while said
first bit of said second data string 1s transierred to
said carry over register;

for decrementing a counter each time the test bit equals
said first or second value; and

for repeating said shifting said first data string 1n a first
direction and said shifting said second data string 1n
a second direction 1f the test bit comprises said first
value, and said executing said first logic operation on
said first data string, said executing said second logic
operation on said second data string, said shifting
said first data string in said second direction, and said
shifting said second data string 1n said first direction

10

15

10

if the test bit comprises said second value, until said

counter equals a preset number.

13. The invention of claim 12, wherein said first direction
1s leftwards, and said second direction 1s rightwards.

14. The mvention of claim 12, wherein said test bit 1s the
richt most bit of said second data string.

15. The invention of claim 12, wherein at least one of said
first and second logic operations comprise at least one of an
OR, AND, NOR, NAND, EX-OR logic functions.

16. The invention of claim 12, wherein at least one of said
first and second logic operations are performed using a
mask.

17. The 1invention of claim 10, wherein at least one of said
first and second storage devices comprise a memory cell in
clectrically erasable programmable read only memory.
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