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57] ABSTRACT

A microcomputer malfunction monitoring system comprises
a controlled unit, a microcomputer control unit for sending,
a system operation signal to the controlled unit, a reset I1C
having a watchdog function, and a detection circuit. The
reset IC having a watchdog function comprises a watchdog
timer circuit and a first voltage monitoring circuit. And the
detection circuit comprises a second voltage monitoring
circuit and an abnormality monitoring circuit. When clock
signals which are output from the microcomputer control
unit successively along with normal program processing
cease, the watchdog timer circuit outputs short pulse signals
at predetermined time intervals to reset the program pro-
cessing of the microcomputer control unit until the clock
signals are output again. The first voltage monitoring circuit
outputs a long pulse signal when the power voltage E falls
below a threshold value WD. The abnormality monitoring
circuit detects the lengths of the pulse signals, counts only
short pulse signals from the watchdog timer circuit, and
outputs a malfunction detection signal to the controlled unit
when the count number reaches a predetermined value.
When a drop 1n power voltage E 1s detected by at least one
of the first and second voltage monitoring circuits, 1 addi-
tion to a low voltage when power 1s turned on, the count
value of the abnormality monitoring circuit 1s reset.

5 Claims, 4 Drawing Sheets
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MALFUNCTION MONITORING CIRCUIT OF
MICROCOMPUTER SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the Invention

This mnvention relates to a microcomputer malfunction
monitoring system for detecting an abnormality 1n the
function of a microcomputer control circuit.

2. Description of the Prior Art

In general, more than ten microcomputer control units are
mstalled in a wvehicle, robot, machine tool, construction
machine or the like 1n some ways. These microcomputer
control units are connected to controlled units and a main
control board (control panel) so that a signal indicative of
normal operation or abnormal operation 1s transmitted from
a microcomputer control unit to a controlled unit and the
control panel. Each microcomputer control unit 1s provided
with a watchdog timer circuit for detecting an abnormality
In program processing and a voltage monitoring circuit for
detecting an abnormality 1n power voltage.

The watchdog timer circuit detects clock signals which
are output successively from a microcomputer control unit
along with program processing and transmits a short pulse
signal to the reset imput terminal of the microcomputer
control unit to reset the program processing of the micro-
computer control unit when the omission of the clock signals
or an abnormal clock frequency 1s detected. This short pulse
signal 1s generally a signal having a pulse width of 2 us or
more.

The voltage monitoring circuit of the microcomputer
control unit detects a power voltage and transmits a long
pulse signal having a pulse width of 20 ms or more to the
same reset put terminal to reset program processing when
the detected power voltage 1s outside a predetermined range.
Since 1t takes a slightly longer time for the microcomputer
control unit to return to its normal operation 1n the case of
abnormal power voltage than the case of a simple trouble 1n
program processing, resetting 1s carried out with a long pulse
signal.

However, when elements constituting the microcomputer
control unit are destroyed or a stored program itself
malfunctions, the function of the microcomputer control unit
1s not restored even by repeating resetting of program
processing. In this case, 1t 1s necessary to cause the unit
controlled by the microcomputer control unit to undertake
appropriate fail-safe operation, or to report an abnormality 1n
the microcomputer control unit to the main control board
(control panel) connected to the microcomputer control unit.

Then, a detection circuit for counting pulse signals to be
applied to the reset input terminal of the microcomputer
control unit 1s provided to output a malfunction detection
signal indicative of an abnormality in the microcomputer
control unit when the number of times of resetting reaches
a predetermined number.

This microcomputer malfunction monitoring system 1s
described in JP-A 291634/1992 (the term “JP-A” as used
herein means an “unexamined published Japanese patent
application”), for example. In this prior art, a pulse signal to
be applied to the reset input terminal 1s stored 1n a capacitor
and a malfunction detection signal i1s output when the
terminal voltage of the capacity exceeds a threshold value by
continuous repetitions of resetting.

When the microcomputer control unit 1s reset by the
voltage monitoring circuit, it 1s not necessary to add this
resetting to the count number of times of resetting because
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2

power voltage 1s abnormal and there 1s no problem with the
function of the microcomputer control unit itself. When an
abnormality in the microcomputer control unit itself 1s
detected, the microcomputer control unit 1s reset only by the
watchdog timer circuit.

However, a microcomputer malfunction monitoring sys-
tem disclosed m JP-A 291634/1992 involves such a problem
that resetting by the voltage monitoring circuit and resetting
by the watchdog timer circuit are confused. In addition,
when one pulse signal output from the voltage monitoring
circuit 1s 1mput, a voltage equivalent to 5 to 6 short pulse
signals output from the watchdog timer circuit 1s stored in
the capacitor and exceeds a threshold value at a stretch. As
a result, a malfunction detection signal 1s output 1n spite that
there 1s no problem with the function of the microcomputer
control unit.

SUMMARY OF THE INVENTION

In view of the above problems, 1t 1s an object of the
present invention to provide a microcomputer malfunction
monitoring system capable of detecting an abnormality 1n a
microcomputer control unit with certainty without confusing
it with an abnormality 1n power voltage.

To attain the above object, the inventors of the present
invention have first attempted to provide 1n the detection
circuit a discharge circuit for discharging a voltage accu-
mulated 1n a capacitor by comparing a power voltage with
a predetermined threshold value and reset the count number
of pulse signals by nullifying the accumulated voltage when
the power voltage falls below the threshold value. When a
long pulse signal 1s transmitted from the voltage monitoring
circuit, the capacitor 1s bypassed to the ground potential in

advance and hence, resetting by the voltage monitoring
circuit 18 not counted. However, 1n this case, 1t has been
found that the detection circuit 35 malfunctions if the
threshold value of the voltage monitoring circuit and the
threshold value of the detection circuit differ from each
other. For 1nstance, the following defect has been found. For
mstance, when the threshold value of the detection circuit 1s
lower than the threshold value of the voltage monitoring
circuit and the power voltage falls to an intermediate value
between the two threshold values, the capacitor 1s not
bypassed and a long pulse signal 1s stored in the capacitor
even 1 the long pulse signal 1s transmitted from the voltage
monitoring circuit with the result that the power voltage
exceeds the threshold value. After such preliminary experi-
ments have been further studied, the present invention
described below has been accomplished.

The present 1nvention comprises a controlled unit, a
microcomputer control unit connected to the controlled unat,
a reset IC having a watchdog function connected to the
microcomputer control unit, and a detection circuit. The
reset IC comprises a watchdog timer circuit for detecting
pulse signals which are output from the microcomputer
control unit successively along with program processing and
transmitting a first pulse signal to the reset input terminal of
the microcomputer control unit to reset the program pro-
cessing when an abnormality 1s detected and a first voltage
monitoring circuit for detecting a change 1n power voltage
and transmitting a second pulse signal longer than the first
pulse signal to the reset mput terminal to reset the program
processing when the detected power voltage 1s outside a
predetermined range. The first and second pulse signals are
preferably falling pulses, or negative polarity pulses as
shown line graphs (c) in FIGS. 2 to 4. The detection circuit
outputs a malfunction detection signal when the abnormality
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indicated by the first pulse signal 1s not canceled even by
repeating resetting of the program processing. According to
the feature of the present invention, the detection circuit
resets 1ts count value when the power supply 1s turned on,
counts only the first pulse signals by detecting the length of
cach pulse signal, and can output the malfunction detection
signal only when 1ts count value of the first pulse signals
reaches a predetermined value.

This detection circuit 1s preferably constituted such that it
resets 1ts count value when 1t detects that the microcomputer
control circuit 1s powered on at a start of the system
operation. Since the detection circuit does not count the
second pulse signals by discriminating the length of each
pulse signal, only the first pulse signals from the watchdog
fimer circuit are counted after the count value is reset by
power-on operation or the like. Therefore, the second pulse
signals from the voltage monitoring circuit are not counted.

Further, this detection circuit is preferably constituted
such that it detects a change 1n power voltage during
operation and resets the count value of the first pulse signals
even when the detected power voltage falls below a prede-
termined threshold value. In this case, 1t 1s more preferred
that the detection circuit has a second power voltage moni-
toring circuit to detect a change in power voltage itself,
independent from the first voltage monitoring circuit. When
the power voltage falls below the predetermined threshold
value, 1t 1s possible that the program processing of the
microcomputer control unit will be interfered, the watchdog
fimer circuit will malfunction, which causes the first pulse
signal to be output, or the detection circuit itself will
malfunction, which causes the erroncous counting of the
first pulse signals. Then, when the power voltage falls below
the predetermined threshold value, the count value of the
first pulse signals 1s reset to clear the count value which may
be 1nfluenced by a drop 1n power voltage, and a malfunction
detection signal 1s output only with a count value derived
from an abnormality 1n the microcomputer control unit.

Preferably, the detection circuit resets the count value of
the first pulse signals even at the rising edge of the second
pulse signal. Here, the rising edge 1s defined for the negative
polarity pulse. For positive polarity pulse, “the rising edge”
should be read as “the falling edge”. When 1t 1s judged by the
voltage monitoring circuit that the power voltage 1is
abnormal, the detection circuit resets the count value of the
first pulse signals to clear the count value which may be
influenced by a drop 1n power voltage so that it can output
a malfunction detection signal only with a count value
derived from an abnormality 1n the microcomputer control
unit. Since the count value of the first pulse signals 1s reset
when a drop 1 power voltage 1s detected by the second
voltage monitoring circuit in the detection circuit and when
it 1s judged by the first voltage monitoring circuit that the
power voltage 1s abnormal, the count value of the first pulse
signals never reaches a predetermined value by an erroneous
counting operation (such as the malfunction of elements or
the count value of noise pulses) caused by a drop in power
voltage.

The detection circuit of the present invention may be
composed of an edge detection circuit for detecting the
rising edges and falling edges of a first pulse signal and a
second pulse signal, a timer 1n which a time duration longer
than the first pulse signal and shorter than the second pulse
signal 1s set and which 1s activated at the falling edge, a
counter for incrementing the count value of the first pulse
signals by one when the falling edge 1s detected within the
time duration set 1n the timer, and a reset circuit for resetting
the count value of the counter when the rising edge 1is
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detected after the passage of the time duration set i the
timer (The rising and falling edges are defined for negative
polarity pulses). Thus, the provision of this detection circuit
makes 1t possible to detect the length of each pulse signal
and discriminate the first pulse signal from the second pulse
signal. When the rising edge of a pulse appears within a
predetermined time from the falling edge of the pulse signal,
the pulse signal 1s 1dentified as the first pulse signal and the
count value of the counter 1s incremented by one. In other
words, when the rising edge of a pulse signal appears after
the passage of the predetermined time from the falling edge
of the pulse signal, the pulse signal 1s 1dentified as the second
pulse signal and the counter 1s reset.

Other and further objects and features of the present
invention will become obvious upon an understanding of the
illustrative embodiment about to be described 1n connection
with the accompanying drawings or will be 1indicated m the
appended claims, and various advantages not referred to
herein will occur to one skilled 1n the art upon employing of
the 1nvention 1n practice.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram for explaining the constitution of a
microcomputer malfunction monitoring system according to
an embodiment of the present mnvention;

FIG. 2 1s a timing chart for explaining the counting of the
number of times of resetting by a watchdog timer circuit of
the system shown in FIG. 1;

FIG. 3 1s a timing chart for explaining the operation of the
system when power voltage drops under the condition that

WD 1s higher than KE 1n the system shown i FIG. 1; and

FIG. 4 1s a timing chart for explaining the operation of the
system when power voltage drops under the condition that
WD 1s lower than KE in the system shown 1n FIG. 1.

DETAILED DESCRIPTION OF THE
EMBODIMENT

An embodiment of the present invention will be described
with reference to the accompanying drawings. It 1s to be
noted that the same or similar reference numerals are applied
to the same or similar parts and elements throughout the
drawings, and the description of the same or similar parts
and elements will be omitted or simplified.

With reference to FIGS. 1 to 4, a microcomputer mal-
function monitoring system according to the present inven-
tion will be described. FIG. 1 1s a diagram for explaining the
constitution of the microcomputer malfunction monitoring
system, FIG. 2 1s a timing chart for explaining counting of
the number of times of resetting by the watchdog circuit, and
FIGS. 3 and 4 are timing charts for explaining the operation
of the system when power voltage drops. Voltage variations
at locations (a) to (j) in FIG. 1 are shown in line graphs (a)

to () of FIG. 2. Similarly, voltage variations at locations (a)
to (j) in FIG. 1 are shown in line graphs (a) to (j) of FIGS.

3 and 4. The line graphs (a) to (j) of FIG. 2 are referred to
as FIG. 2(a) to FIG. 2(j), respectively, in the following

description. The same 1s applied to FIGS. 3 and 4.

In the embodiment of the present invention, a large
number of microcomputer control units installed 1n a vehicle
are each provided with a reset IC 11 having a watchdog
function and a detection circuit 14 as shown in FIG. 1. The
detection circuit 14 outputs a malfunction detection signal
() to a controlled unit 13 when the microcomputer control
unit 12 does not return to its normal operation even if
operation even 1f the reset IC 11 having a watchdog function
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repeats resetting of the microcomputer control unit 12 a
predetermined number of times, €.g., four times. Then, the
controlled unit 13 intercepts control by the microcomputer
control unit 12 and proceeds to a predetermined fail-safe
operation. The malfunction detection signal (j) is also sent to
a control panel 51 and an abnormality 1n the microcomputer
control unit 12 1s displayed on the control panel 51.

The reset IC 11 having a watchdog function may be used
as a general-purpose product 1n which a watchdog timer
circuit 15 and a first voltage monitoring circuit 16 are housed
in one package, which 1s arranged outside the microcom-
puter control unit 12 and operates independently.

The watchdog timer circuit 15 detects clock signals which
are output successively from the microcomputer control unit
12 as shown in FIG. 2(b) and transmits a short falling pulse
signal which 1s “a first pulse signal” to the reset input
terminal of the microcomputer control unit 12 as shown 1in
FIG. 2(c) to reset program processing when the omission of
the clock signals or an abnormal frequency 1s detected. The
output of the watchdog timer circuit 15 is normally (or
stationary) high (H) level. And the first pulse signal is a
negative polarity pulse designating “1” by low (L) level.

Where power voltage 1s within a normal range, program
processing can be started immediately after initializing a
register or the like of the microcomputer control unit 12.
Therefore, program processing can be reset with a short
falling pulse signal (first pulse signal c¢) having a time
duration of about 2 us.

The first voltage monitoring circuit 16 detects a change in
power voltage E shown in FIG. 2(a) and transmits a long
falling pulse signal (¢) which 1s “a second pulse signal” as
shown in FIG. 3(c) to the same reset input terminal of the
microcomputer control unit 12 to reset program processing
when power voltage E 1s outside the predetermined range.
The predetermined range of the power voltage E differs
depending on type of an electronic control unit but may be
set to 3 to 4.5 V, for example. Upon a first rise 1in power
voltage E immediately after the power voltage as shown in
FIG. 2(a) 1s supplied at a start of the microcomputer system
or upon a drop in power voltage E caused by some factor
during operation as shown in FIG. 3(a) and FIG. 4(a), it is
necessary to suspend program processing until an oscillation
circuit made of quartz or the like 1n the microcomputer
control unit 12 1s stabilized. Therefore, program processing
1s reset with a long falling pulse signal having a time

duration of about 20 ms as shown in FIG. 2(¢), FIG. 3(c) and
FIG. 4(c).

The microcomputer control unit 12 forms a system driv-
ing signal every moment with reference to the outputs of
other miscellaneous equipments 61, 62, . . . and a sensor 71
and transmits 1t to the controlled unit 13 as shown in FIG.
1. For instance, like a brake controller for controlling a brake
unit or an audio controller for controlling a plurality of car
audio units, the microcomputer control unit 12 transmits a
system driving signal according to a program stored 1n the
memory of the microcomputer control unit to control the
operation of the controlled unit 13 totally. A clock signal
rising step and a clock signal falling step are inserted at
predetermined positions of the program. If normal program
processing 1s executed, clock signals having an equal length

are applied to the reset IC 11 having a watchdog function at
almost fixed time 1ntervals.

The detection circuit 14 1s composed of an abnormality
monitoring circuit 17 for adding up the number of times of
resetting by the watchdog timer circuit 15 and determining
that the microcomputer control circuit 12 malfunctions when
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the number of times of resetting exceeds a predetermined
number and a second voltage monitoring circuit 18 for
resetting the abnormality monitoring circuit 17 when power
voltage falls below a predetermined threshold value KE.

To the reset 1input terminal of the microcomputer control
unit 12 are applied both short falling pulse signals as shown
in FIG. 2(c) which are the first pulse signals from the
watchdog timer circuit 15 and long falling pulse signals as
shown in FIG. 3(c¢) and FIG. 4(c) which are second pulse
signals from the first voltage monitoring circuit 16. The
abnormality monitoring circuit 17 excludes signals corre-
sponding to the long falling pulse signals, counts only
signals corresponding to the short falling

Pulse signals and outputs a malfunction detection signal
(1) to the controlled unit 13 and the control panel 51 when
the count number of the pulse signals reaches a predeter-
mined number, ¢.g., four.

An edge detection circuit 21 detects the rising edges and
falling edges of the first and second pulse signals (¢) from
the reset IC 11 having a watchdog function. A short pulse (¢)
is formed at the falling edge of the first pulse signal (c) as
shown in FIGS. 2(¢) and 3(e) and is applied to the set
terminal S of a flip-flop 23. By the short pulse (e) applied to
the set terminal S, the output Q of the flip-flop 23 1s inverted
from an L level to an H level as shown in FIG. 3(g). At the
rising edge of the first pulse signal (c), a short pulse (f) is
formed as shown 1n FIGS. 2(f), 3(f) and 4(f) and applied to
AND gates 24 and 285.

A time duration set 1n the timer 22 i1s an intermediate
between the length of the short falling pulse signal (first
pulse signal) from the watchdog timer circuit 15 and the
length of the long falling pulse signal (second pulse signal)
from the first voltage monitoring circuit 16. Stated more
specifically, the time duration 1s set to an intermediate value
between the length of the first short pulse signal from the
watchdog timer circuit 15 and a wait time TS during which
a reset state 1s continued when the power voltage E exceeds
a threshold value WD to be described later and returns to 1its
original value. For example, when the wait time TS 1s 180
ms, the control time of the timer 22 may be set to 21 ms.

The timer 22 1s activated upon each falling edge of the
falling pulse signal (c). After the passage of the time
duration set 1in the timer 22 (timer counts up), a short pulse
1s applied to the reset terminal R of the tlip-flop 23. Then, the
output Q of the flip-flop 23 1s inverted from an H level to an
L level as shown in FIGS. 2(g) and 3(g). In the case of a
short falling pulse signal (c), since the edge detection circuit
21 detects the rising edge of the pulse signal (c) before the
timer 22 counts up, a pulse (f) corresponding to the rising
edge of the falling pulse signal (c) passes through the AND
gate 24 to become a pulse (h) which is then applied to the
counter 27 as shown in FIG. 2(%). The counter 27 counts the
pulses (h) and outputs a malfunction detection signal () as
shown in FIG. 2(j) when its count value becomes 4.

The count value of the counter 27 1s reset when the output
(1) of an OR gate 26 becomes an H level. That is, the counter
27 1s reset when the first voltage monitoring circuit 16
detects an abnormality 1n power voltage E and the output of
the AND gate 25 becomes an H level and 1s applied to the
OR gate 26 or when the second voltage monitoring circuit 18
judges that the power voltage E 1s below a threshold value
KE and applies an L level output (d) for resetting the
abnormality monitoring circuit 17 to the inversion input
terminal of the OR gate 26.

The output Q to be applied to the AND gate 25 from the
flip-flop 23 1s an 1inverted value of output Q. When the timer
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22 counts up, the output Q becomes an L level as shown 1n
FIG. 2(g), and the output Q returns to an H level. Therefore,
in the case of a long falling pulse signal (c) from the first
voltage monitoring circuit 16 of the reset IC 11 having a
watchdog function, the rising edge of the falling pulse signal
(¢) is detected after the output Q returns to an H level when
the timer 22 counts up and a pulse (f) is then output from the
edge detection circuit 21. This pulse (f) passes through the
AND gate 25 and the OR gate 26 to become a counter reset
pulse (1) to reset the counter 27.

The comparator 37 of the second voltage monitoring
circuit 18 compares a detected voltage obtained by dividing
the power voltage E by resistors 36 and 35 with a reference
voltage stored 1n a capacitor 32 obtained by dividing the
power voltage by resistors 31, 34 and 33. The comparator 37
fixes its output to an L level immediately when the detected
voltage falls below the reference voltage and fixes its output
to an H level after a predetermined time period which 1s
shorter than the wait time TS as shown in FIG. 3,4(d) when
the detected voltage exceeds the reference voltage.

Suppose that the key switch of a vehicle 1s operated at a
fime A to turn on the power supply and the power voltage E
rises as shown in FIG. 2(a). The first voltage monitoring
circuit 16 cancels resetting of the microcomputer control
unit 12 in response to a pulse (¢) shown in FIG. 2(c¢) after the
passage of the wait time TS from a time B when the power
voltage exceeds a threshold value WD. As a result, the
program processing of the microcomputer control unit 12 1s
started and clock signals (b) are applied to the watchdog
timer circuit 15 as shown in FIG. 2(b). The short falling
pulse signal (c¢) which is the output of the watchdog timer
circuit 15 1s applied to the edge detection circuit 21. At the
same time, when the rising edge of the long pulse signal (c)
from the first power monitoring circuit 16 1s detected by the
abnormality monitoring circuit 14, the pulses (f) and (1) are
formed as shown in FIG. 2(f) and FIG. 2(i), and the count
value of the counter 27 is reset at a time C.

Then suppose that the program processing of the micro-
computer control unit 12 runs recklessly at a time D and
clock signals (b) cease. The watchdog timer circuit 15
transmit a short falling pulse signal to the microcomputer
control unit 12 as shown in FIG. 2(c) to reset the program
processing because a clock signal (b) 1s not detected after a
time duration TD. At this point, 1f the microcomputer control
unit 12 returns to its normal operation within the time
duration TD, as shown in FIG. 2(b), the sending of clock
signals 1s resumed.

Then suppose that a program 1s destroyed at a time E and
clock signals from the microcomputer control unit 12 cease
again. At this point, if the microcomputer control umit 12
does not return to 1ts normal operation even by repeating the
same resetting operation as that at the time D, the watchdog
timer circuit 15 transmits a new falling pulse signal (c) each
fime the time duration TD passes from a rise in the pulse
signal as shown in FIG. 2(c¢).

Since these falling pulse signals (c¢) are short falling pulse
signals from the watchdog timer circuit 15, as shown 1n FIG.
2(g), a rising edge 1s detected by the edge detection circuit
21 within a time period from the time when the timer 22
counts up to the time when the output Q becomes an L level,
and a pulse (f) shown in FIG. 2(f) is output. As a result, a
pulse (h) corresponding to the rising edge shown in FIG.
2(h) 1s applied by the AND gate 24 to the counter 27. The
counter 27 starts counting the number of pulse signals (h) in
response to the pulse (1) after its count value is reset at a time
C and outputs a malfunction detection signal (j) at a time F
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3

when 1ts count value becomes 4. The malfunction detection
signal (j) 1s applied to the controlled unit 13 and the control
panel 51.

FIGS. 3 and 4 show how the detection circuit 14 functions
when the power voltage E drops during operation. FIG. 3
shows the case where the threshold value KE of the second
monitoring circuit 18 1s lower than the threshold value WD
of the first voltage monitoring circuit 16 and FIG. 4 shows
the case where the threshold value KE of the second
monitoring circuit 18 1s higher than the threshold value WD

of the first voltage monitoring circuit 16.

A description 1s first given of the case where KE 1s lower
than WD. As shown in a left side portion of FIG. 3(a),
suppose that, after the power voltage begins to drop at a time
H and falls below a threshold value WD, 1t further falls
below a threshold value KE and then rises to its original
level. The first voltage monitoring circuit 16 cancel resetting
of program processing after the function of the microcom-
puter control unit 12 1s stabilized as descried above. The
long falling pulse signal from the first voltage monitoring
circuit 16 drops concurrently with the power voltage E’s
falling below the threshold value WD as shown in FIG. 3(c¢).
The long falling pulse (c) does not rise before the passage of
a predetermined wait time TS even when the power voltage
E rises again and exceeds the threshold value WD, and does
not cancel the resetting. The length of the long falling pulse
signal (c) from the first voltage monitoring circuit 16
changes according to a time period during which the power
voltage E 1s below the threshold value WD but 1s never
shorter than the predetermined wait time TS as shown 1n
FIG. 3(c).

When the power voltage E falls below the threshold value
KE, the states of signals 1n the detection circuit 14 become
unstable. At this point, the second voltage monitoring circuit
18 outputs a falling pulse signal (d) as shown in FIG. 3(d)
and resets the counter 27 of the abnormality monitoring,
circuit 17 through the OR gate 26 when the signal becomes
an L level. The second voltage monitoring circuit 18 gen-
erates an L level output (d) concurrently with the power
voltage E’s falling below the threshold value KE and an H
level output (d) a little after the power voltage E exceeds the
threshold value KE. The counter 27 of the abnormality
monitoring circuit 17 is also reset by a pulse (f) at the rising
edge of the long falling pulse signal (¢) shown in FIG. 3(c)
after the falling pulse signal (d) generated at the time that the
power voltage E falls below the threshold value KE (see,
FIG. 3(2)).

Then suppose that, as shown 1n a right side portion of FIG.
3(a), the power voltage E begins to drop at a time I, falls
below the threshold value WD and rises to 1ts original level
rigcht without falling further below the threshold value KE.
In this case, since the power voltage E does not fall below
the threshold value KE, the counter 27 of the abnormality
monitoring circuit 17 1s not reset by the second voltage
monitoring circuit 18 as shown in FIG. 3(d), but is reset by
a pulse (1) generated by a pulse (f) corresponding to the

rising edge of the pulse signal (c¢) of the first voltage
monitoring circuit 16 as shown in FIG. 3(c), FIG. 3(f) and

FIG. 3(2).
A description 1s subsequently given of the case where KE
1s higher than WD with reference to FIG. 4. First suppose

that the power voltage E begins to drop at a time J, falls

below the threshold value KE, and further falls below the
threshold WD which 1s lower than KE and then rises to its
original level as shown 1n a left side portion of FIG. 4(a). In
this case, as shown in FIG. 4(d), since the second voltage
monitoring circuit 18 resets the edge detection circuit 21
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before the power voltage E falls below the threshold value
WD, the timer 22 1s not activated. However, as shown 1n
FIG. 4(c) and FIG. 4(d), since the long falling pulse signal
(¢) from the first voltage monitoring circuit 16 rises after
resetting by the second voltage monitoring circuit 18 1is
canceled, the edge detection circuit 21 outputs a pulse (f)
corresponding to the rising edge of this pulse signal as

shown in FIG. 4(f). Therefore, after the counter 27 of the
abnormality monitoring circuit 17 1s reset when the output
(d) of the second voltage monitoring circuit 18 shown in
FIG. 4(d) and FIG. 4(i) becomes an L level, it 1s also reset
by pulses (f) and (1) corresponding to the rising edge of the
long falling pulse signal of the first voltage monitoring
circuit as shown in FIG. 4(c), FIG. 4(f) and FIG. 4(i).

Then suppose that, as shown 1n a right side portion of FIG.
4(a), the power voltage E begins to drop at a time K, falls
below the threshold value KE and then rises to its original
level without falling below the threshold value WD. In this
case, as shown in the right side portion of FIG. 4(c), since
a long falling pulse signal as shown 1n the left side portion
of FIG. 2(c) or FIG. 4(c) 1s not output from the first voltage
monitoring circuit 16, the microcomputer control unit 12 is
not reset and clock signals as shown in FIG. 4(b) do not
cease. A rising edge 1s not detected by the edge detection
circuit 21 and the timer 22 1s not activated. However, the
counter 27 of the abnormality monitoring circuit 17 1s reset
by a counter reset pulse (1) corresponding to the output (d)
of the second voltage monitoring circuit 18 as shown 1n FIG.
4(d) and FIG. 4(i). The counter 27 is continued to be reset
during which the output of the second voltage monitoring
circuit 18 becomes an L level immediately after the power
voltage E falls below the threshold value KE until a prede-
termined time period passes (which is shorter than the wait
time TS) from the time the power voltage E rises again and
exceeds the threshold value KE.

According to the microcomputer malfunction monitoring
system of the embodiment of the present invention, since the
abnormality monitoring circuit 17 discriminates the lengths
of the first and second pulse signals and only the number of
pulse signals (h) derived from the short falling pulse signals
(c) which are the first pulse signals from the watchdog timer
circuit 15 1s counted, an abnormality in the microcomputer
control unit 12 or the program can be detected accurately
without confusmng it with an abnormality in the power
voltage E.

Since the counter 27 1s reset when the power voltage E
falls below the threshold value WD of the first voltage
monitoring circuit 16 and when the power voltage E falls
below the threshold value KE of the second voltage moni-
foring circuit 18 i1n addition to the time of starting the
microcomputer control unit 12 (the time of turning on the
power supply as shown in a left end portion of FIG. 2(a)),
there 1s no fear that an unnecessary malfunction detection
signal connected with an abnormality in the power voltage
E 1s output. For instance, when the power voltage E 1is
abnormal, even 1f there 1s no abnormality in the elements
constituting the microcomputer control unit 12 and the
program stored 1n the memory of the microcomputer control
unit, the first pulse signal may be output by the erroneous
operation of the watchdog timer circuit 15. When the
microcomputer control unit 12 malfunctions due to an
abnormality 1n the power voltage E, the watchdog timer
circuit 15 outputs the first pulse signal. Even 1n the case
where the microcomputer control unit itself 1s not abnormal
like this, the present invention can prevent an unnecessary
malfunction detection signal from being generated in the
following manner. That 1s, in the microcomputer malfunc-
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fion monitoring system according to the embodiment of the
present invention, since a change in the power voltage E 1s
detected and the counter 27 1s reset by a signal (i) corre-
sponding to the second pulse signal, the first pulse signals
caused by a failure 1n the power voltage E are not counted.
Further, the noise signals 1n the abnormality monitoring
circuit 17 caused by an abnormality 1n the power voltage E
are not counted either.

As described above, only the short falling pulse signals
(first pulse signals) of the watchdog timer circuit 15 directly
caused by an abnormality in the microcomputer control unit
12 or the program are counted correctly. Therefore, even 1f
an abnormality 1n the power voltage E 1s caused by a drop
in battery voltage or a short circuit of the motor, the
controlled unit 13 does not start unnecessary fail-safe opera-
tion and the abnormality 1n the microcomputer control unit
12 1s not displayed on the control panel. Consequently,
according to the present invention, where a large number of
microcomputer control units are installed in a vehicle, the
manecuvability of the vehicle 1s not impaired unnecessarily
during operation. In addition, the reliability’s of the fail-safe

operation and the display of the control panel are highly
secured.

Further, according to the present invention, since the
counter 27 1s reset when the power voltage E falls below at
least one of the threshold values WD and KE, as shown 1n
FIGS. 3 and 4, there 1s no fear that the count value of the
counter 27 1s changed by the relationship between the
threshold values WD and KE or the difference therebetween.
Therefore, even 1f automobiles, car equipments or elements
are different, an abnormality in the microcomputer control
unit 12 or the program 1s always evaluated based on the
same criteria and the reliability of the detection circuit 14 1s
not 1impaired.

Various modifications will become possible for those
skilled in the art after receiving the teachings of the present
disclosure without departing from the scope thereof.

What 1s claimed 1s:

1. A malfunction monitoring circuit comprising:

(a) a controlled unit;

(b) a microcomputer control unit having a reset terminal
and outputting (1) a control signal to said controlled
unit, and (i1) pulse signal successively;

(¢) a watchdog timer circuit for applying a first pulse
signal to the reset terminal of said microcomputer
control unit to reset said microcomputer control unit
when the frequency or cycle of the pulse signals
becomes abnormal;

(d) a first voltage monitoring circuit for applying a second
pulse signal longer than the first pulse signal to the reset
terminal of said microcomputer control unit to reset
said microcomputer control unit when power voltage
supplied to said microcomputer control unit becomes
abnormal; and

(¢) a detection circuit for identifying the first pulse signal
by comparing the lengths of the first pulse signal and
the second pulse signal with a predetermined value,
counting only pulse signals identified as the first pulse
signals and applying a malfunction detection signal to
said controlled unit for causing said controlled unit to
carry out a fail-safe operation when 1ts counted number
exceeds a predetermined number.

2. The malfunction monitoring circuit of claim 1, wherein
said detection circuit detects a change 1n power voltage
when power 1s supplied to said microcomputer control unit
nitially and reset the count value of pulse signals 1dentified
as the first pulse signal.
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3. The malfunction monitoring circuit of claim 1, wherein
said detection circuit has a second voltage monitoring circuit
for detecting a change 1n power voltage and resets the count
value of pulse signals 1dentified as the first pulse signal when
the power voltage falls below a predetermined threshold
value.

4. The malfunction monitoring circuit of claim 3, wherein
said detection circuit resets the count value of pulse signals
identified as the first pulse signal upon the rising edge of the
second pulse signal.

5. The malfunction monitoring circuit of claim 3, wherein
said detection circuit comprising:

an edge detection circuit for detecting the rising edges and
falling edges of the first pulse signal and the second
pulse signal;

12

a timer 1n which a time duration longer than the pulse
width of the first pulse signal and shorter than the pulse
width of the second pulse signal 1s set and which 1s
activated by the falling edge;

a counter for icrementing the count value of pulse
signals 1dentified as the first pulse signal by one when
the rising edge 1s detected within the time duration set
i said timer; and

10 areset circuit for resetting the count value of pulse signals
identified as the first pulse signal when the rising edge
1s detected after the passage of the time duration set 1n
said timer.
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