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ABSTRACT

The invention relates to a card reader system (10) including
a detector (58") for determining a predetermined irregular
mode of operation of the reader system. The invention is
characterized by a card invalidation device (21, 24, 26)

operable to render a card (2) permanently non-usable in
response to the detection of the predetermined irregular
mode of operation.

4 Claims, 5 Drawing Sheets
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FIG. 3
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CARD READER SYSTEM INCLUDING AN
INVALIDATING DEVICE

BACKGROUND OF THE INVENTION

This invention relates to a card reader and to a card
reader/writer The 1nvention has application, for example, to
a card reader for use 1n a transaction terminal such as an
automated teller machine (ATM).

There are presently two types of card that can be used in
an ATM: a magnetic stripe card; and an integrated circuit
(IC) card. IC cards carry an IC chip which can be configured
to provide a variety of functions. IC cards are commonly
referred to as “smart cards”, and are well known to persons

skilled 1n the art.

Both types of card can store a variety of encoded user
information, such as, account information, or user 1dentifi-
cation information in the form of a so called PIN (Personal
[dentification Number) which is required by an ATM before

the ATM will grant a user access to the services provided by
the ATM.

Many such cards are multipurpose cards which function
not only as a user 1dentification card for use with ATMs, but
also as a cheque guarantee card, and/or as a debit/credit card
which enables money to be debited from a user’s bank
account.

Whatever type of card 1s used, fraudulent or unauthorized
use of such cards 1s a common problem, with significant
consequences to the financial mnstitutions issuing the cards.

It 1s known, for example, to insert a card shaped device
into a card reader, which causes a card subsequently mnserted
into the card reader to become jammed when the reader
attempts to return the card to the user. Both the card shaped
device and the jammed card can then be removed from the
card reader by an unauthorized person, utilizing a specially
designed tool. The card can then be used fraudulently 1n an
ATM 1f the PIN associated with the illegally removed card
1s known.

Even 1f the PIN 1s not known 1t may still be possible to
make use of a multipurpose card either as a cheque guar-
antee card or as a debit/credit card, as only the user’s
signature 1s required in order to authorize a transaction with
such cards.

SUMMARY OF THE INVENTION

It 1s an object of the present 1nvention to provide a card
reader, which reduces the risk of magnetic stripe cards or
smart cards being fraudulently used.

According to the present invention, there i1s provided a
card reader including detection means for determining a
predetermined 1rregular mode of operation, characterized by
card 1invalidation means operable to render a card perma-
nently non-usable 1n response to the detection of said
predetermined irregular mode of operation.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the mnvention will now be described, by
way ol example, with reference to the accompanying
drawings, 1n which:

FIG. 1 1s a schematic plan view of a magnetic stripe card;

FIG. 2A 1s a schematic side view of a first embodiment of
a card reader 1n accordance with the present invention, with
a card inserted therein, including a card invalidation means
comprising a deformation plate;

FIG. 2B 1s a schematic plan view of the card reader of
FIG. 2A;
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FIG. 3 1s a block diagram of parts of a card reader 1n
accordance with the present invention;

FIG. 4A 15 an enlarged perspective view of the deforma-
tion plate of FIG. 2;

FIG. 4B 1s an enlarged perspective view of a cutting blade
which can be utilized as the invalidation means 1n the reader

of FIG. 2 mstead of the deformation plate;

FIG. 5A 1s a schematic side view of a further embodiment
of a card reader 1n accordance with the invention with a card
inserted therein, wherein the invalidation means comprises
hot air deformation means;

FIG. 5B 1s a schematic plan view of the card reader of
FIG. SA; and

FIG. 5C 1s a block diagram of the card reader of FIGS. SA
and SB;

DETAILED DESCRIPTION

FIG. 1 illustrates a magnetic stripe card 2 carrying a
magnetic stripe 3 running along the length of the reference
cdge 4 of the card 2. Substantially parallel to the magnetic
stripe 3 15 a stripe 5 designed to receive the written signature
of the authorized user of the card.

Most cards are substantially rectangular 1n shape being
approximately 85 mm long and 55 mm wide.

FIGS. 2A and 2B 1llustrate a first embodiment of a card
reader 10 1n accordance with the invention. The card reader
10 1s designed to read magnetic stripe cards, such as the card
illustrated 1n FIG. 1. The invention is also applicable to card
readers which read smart cards; however, for simplicity the
invention will be described herein only 1n terms of a
magnetic stripe card reader.

The card reader 10 1s designed to be incorporated 1n a host
device, for example an ATM, and connected to a central
processor unit (CPU) 100 (FIG. 3) in the host device via is

connection means 101, thus enabling communication
between the reader and the CPU 100 1n the host device.

The reader 10 includes an 1nput slot 11 dimensioned so as
to receive the card 2. When not 1n use, access to the interior
of the reader 10 1s prohibited by means of a retractable
shutter 12, the shutter 12 being retractable so as to enable the
card 2 to be received 1nto the interior of the reader 10.

The shutter 12 1s located approximately 2 cms behind the
slot 11. In the space between the slot 11 and the shutter 12
1s located a pre-magnetic head 13, which detects whether or
not a card 2 mserted into the slot 11 has a magnetic stripe 3,
and sends a signal to that effect to a control means 50 1n the
reader 10. The position of the shutter 12 1s controlled by a
shutter actuator 51 (FIG. 3), which 1s operable under the
control of the control means 50. If the pre-magnetic head 13

fails to detect a magnetic stripe 3, then the shutter 12 will not
be retracted and access to the 1interior of the reader 10 will

be denied.

The reader 10 incorporates card feed means 14 1n the form
of a first pair 15 and a second pair 16 of co-operating belt
means which receive the card 2 adjacent the shutter 12 and
convey the card 2 along a feed path 17. The belt means 16
orip the card 2 near the reference edge 4 and the belt means
15 grip the card 2 near the edge opposite thereto, to feed the
card 4 along the feed path 17.

A magnetic stripe read-head 18 1s located 1n the reader 10
so that the magnetic stripe 3 of a card 2 when transported
along the feed path 17 passes above the read head 18, which
can read the data therefrom. The read-head 18 detects the
changes 1n magnetism along the length of the stripe 3 and
provides an electrical signal in response thereto to the




J,828,043

3

control means 50, the signals being representative of the data
stored 1n the stripe 3, as 1s well known to persons skilled 1n
the art.

In normal operation passage of the card 2 from the slot 11
throughout the reader 10 1s monitored by the central pro-
cessor 50 via an array of optical detectors 58, which are
located along the feed path 17, from the shutter 12 to a
location beyond the magnetic head 18 where the card 2 is
stored prior to being returned to the user, during normal
operation of the reader 10.

When the data has been read from the magnetic stripe 3,
and an authorized user has completed a valid transaction
with the host device, the reader 10 will attempt to return the
card 2 to the slot 11 for removal by the user. As the card 2
1s returned to the slot 11 the control means 50 causes the
shutter 12 to be retracted and the card 2 to extend through
the slot 11. The belt motor 52 1s controlled to stop the card
2 from being expelled totally from the reader 10.

State of the art card readers operate largely as described
above. A card reader 1n accordance with a first embodiment
of the present invention 1s further provided with a movable
deformation plate 21 located behind the shutter 12 (FIG.
2A), which can be actuated to invalidate a card 2 jammed in
the reader 10 once the control means 50 determines that the
card 2 has been jammed intentionally at the shutter 12, as
will be described 1n detail below.

If the card 2 1s jammed, say at the shutter 12, then the
detector 58' adjacent the shutter 12 will detect the prolonged
presence of the card 2 beneath the shutter 12, and will send
a signal to this effect to the central processor 50.

The optical detectors 38 each comprise a light emitting
diode (LED) 3581 and an optical sensor 582 which is
arranged to detect light emitted by the LED only 1f the light
1s reflected from the surface of a card 2 located in the feed
path 17 above the detector 58.

If a card shaped device has been 1nserted into the space
between the slot 11 and the shutter 12, the card 2 will
become jammed beneath the shutter 12, with a portion of the
card 2 extending beyond the shutter 12. Thus a person
utilizing a specially designed tool could then remove the
card shaped device and the card 2 from the reader, as
discussed above.

A first embodiment of a reader 10 1n accordance with the
present 1nvention 1s adapted to address this problem by
providing the reader 10 with a card invalidation means 1n the
form of a deformation plate 21, as mentioned above, which
1s actuable under the control of the control means S0 to
damage a card 2 which 1s jammed 1n this manner.

The plate 21 1s located, usually, 1n a retracted position
above the feed path 17 in the card reader 10 behind the
shutter 12 as shown 1 FIG. 2A. When a card 2 1s jammed
in the feed path 17, as discussed above, the presence of the
card 2 at the shutter 12 1s detected by the sensor 58' adjacent
the shutter 12, whereupon the control means 50 sends a
signal to the plate actuator means 53 which actuates the plate
21 which 1s urged down onto the card 2 with sufficient force
to deform permanently the card 2, such that the card 2 will

not be reusable.

The plate 21 (FIG. 4A) can be replaced by a blade 24 with
a cutting edge 25 (FIG. 4B) such that when the blade 24 is
urged down 1nto contact with the card 2 the card 1s cut mnto
two pieces. Both the plate 21 and the blade 24 are attached
to movable means (not shown) in the reader 10 by screws
(not shown) which are received through screw holes 32
located remote from the edge of the plate 21 or blade 24
which engages the card 2 when 1n use.
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In a further embodiment of the present mvention, 1llus-
trated 1n FIGS. 5A and 5B, and with reference to FIG. 5C,
the card reader 10 1s provided with a hot air nozzle 26
located just behind the shutter 12, 1 place of the invalidation
means 21, 24. In all other respects the card reader 10 of

FIGS. 5A and 5B operates 1n the same manner as the card
readers of FIGS. 2A and 2B.

The hot air nozzle 26 1s arranged to focus air forced
through the nozzle. The nozzle 26 1s connected to a flexible
tube 28 which 1s 1n turn connected to a source of hot air in
the form of a fan 30 and a heater 32 which heats the air
produced by the fan 30. When a card 2 1s jammed 1n the
reader 10 at the shutter 12 as detected by the detector 58
(FIG. 5A), the control means S0 will cause a hot air
actuation means 53 (FIG. 5C) to actuate the supply of hot air
resulting 1 a controlled and focused blast of hot air being
issued from the nozzle 26, thus distorting the plastic card 2.
Such distortion of the card 2 renders the magnetic stripe 3
unreadable, and therefore the card 2 invalid.

The card reader 10 1s also provided with both an air
pressure sensor 56 (FIG. 5C) and an air temperature sensor
57, to ensure that only the required degree of deformation of
the card 2 1s produced. The air pressure sensor 56 will also
detect any blockage of the air nozzle 26, and transmit a
signal to this effect to the control means 50 which will then
close down the reader 10 to ensure that the aforementioned
fraudulent removal of a card 2 can not be attempted while
the 1nvalidation means may be ineffective.

The card reader 10 will not accept a subsequently ten-
dered magnetic stripe card when any one of the detectors 58
detect that a card 2 1s present 1n the feed path 17. Thus the
invalidation means within the reader 10 can not be 1nad-
vertently actuated to damage a validly inserted card.

Such 1nvalidated cards will not only be moperative with
ATMs. but will also not be usable as a cheque guarantee
card, debit/credit card or any other sort of data card.

What 1s claimed 1s:

1. A card reader comprising:

detection means for detecting a predetermined irregular
mode of operation; and

card mmvalidation means other than a magnetic write head
for rendering a card permanently non-usable when a
predetermined irregular mode of operation 1s detected,
the card invalidation means including actuatable hot air
means for, when actuated, heating a card to a sufficient
temperature to physically deform the card.

2. A card reader according to claim 1, further comprising
(1) an air pressure detector for detecting the pressure of air
expelled by the hot air means, and (i1) means for shutting
down operation of the card reader when the pressure of air
expelled by the hot air means lies outside of a predetermined
acceptable range.

3. A card reader comprising:

a detector for (1) detecting a predetermined irregular mode
of operation, and (i1) providing a signal indicative
thereof; and

a card deforming device for physically deforming a card
to render the card permanently non-usable when the
detector provides the signal indicative of a predeter-
mined 1rregular mode of operation, the card deforming,
device including actuatable hot air means for, when
actuated, heating a card to a sufficient temperature to
physically deform the card.

4. A method of handling a user’s card at an automated

teller machine (ATM), the method comprising the steps of:

(a) receiving the card from a user;
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(b) detecting a predetermined irregular mode of operation non-usable when a predetermined wrregular mode of
when the card 1s received from the user; and operation is detected.

(¢) heating the card to a sufficient temperature to physi-
cally deform the card to render the card permanently % %k k%
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