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57 ABSTRACT

An 1nteractive video guide system 1s provided in which
nationally generic guide data, local guide data, and interac-
five video guide object code are transmitted to set-top
decoder units located 1n customers’ homes. Initially, nation-
ally generic data or program information from a variety of
sources 15 gathered together via modem at a central process-
ing unit, and then manipulated, parsed and formatted 1nto a
national database compatible for use by a head end com-
puter. This mmformation is typically collected and updated on
a daily basis. The manipulated nationally generic data 1s then
transferred via modem to a transmitter for uplink to a
selected telecommunications satellite. The satellite signal 1s
then received by one or more local satellite CATV head end
receivers which then forward a video base band signal
carrying the nationally generic data to associated local head
end computers. At the local head end computer, the nation-
ally generic data 1s again manipulated, winnowed, parsed
and processed to suit the requirements of the particular local
market. Local guide data and interactive video guide object
code may then be added to the nationally generic data and
then the combined data and object code 1s transmitted over
the CATV system to one or more decoder units in the
consumers’ homes.

17 Claims, 5 Drawing Sheets
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SYSTEM AND METHOD FOR
COMMUNICATING DATA AND OBJECTIVE
CODE FOR AN INTERACTIVE VIDEO
GUIDE SYSTEM

This 1s a continuation, of application Ser. No. 959,042,
filed Oct. 9, 1992, entitled INTERACTIVE VIDEO SYS-

TEM now U.S. Pat. No. 5,644.,590.

BACKGROUND OF THE INVENTION

This mvention relates generally to video communication
systems and more particularly concerns an interactive video
information retrieval system enabling a viewer to access
continually updated information resources such as program
ouides, sports activities, weather, financial reports and the

like.

It 1s generally accepted that before the year 2000 there
will be 150 plus cable channels to choose from. Such
concepts as movies-on-demand, two-way interactive TV,
interactive program guides, and enhanced “people meters”
are already being tested or soon will be.

To facilitate the use of this technology, there 1s a need for
an 1nteractive video system that will help subscribers to
navigate through their video resources. No such system 1s
presently available.

Furthermore, while there 1s a need for subscriber flexibil-
ity 1n use of such a system, security to prevent unauthorized
use of the system 1s also essential.

There are presently known smart card implementations
which rely upon the use of an external and secure computer
system to achieve data security. When the interface com-
puter 1s not secure, such as when a product can be reverse
engineered and the firmware modified and examined, then
the security of these present methods 1s weak at best.

The four basic methods presently known for achieving
securlty 1 known smart card systems are, therefore, 1nad-
cquate to the present application. In one method, access
applicating keys lock out various portions of a smart card
until a valid key 1s presented to the card. The access keys
may be presented in the clear or encrypted. In a clear key
presentation, after the key 1s used once, then it 1s always
known. In an encrypted key presentation, the smart card
generates a random number. The decoder uses this random
number, the key and the algorithm used in the decoder to
ogenerate the encrypted key data. Whether clear or encrypted,
if all this information resides in the decoder firmware, then
it can easily be reverse engineered.

Another security method employs random numbers. If a
smart card generates a random number and sends this out,
then 1t must receive the encrypted version of the random
number using an internal key. But the only way an outside
computer can generate the correct encrypted version 1s to
have the same key and algorithm. As a result, the key and the
algorithm must reside 1n the insecure decoder firmware.

A third security method uses authentication. Two way
authentication provides good security where each side
encrypts information with a known key and then the other
unit must decrypt and then encrypt with another known key.
This allows both sides to know that the other side has valid
keys and the correct algorithm. But, for the decoder to do
authentication with the smart card, all the information again
resides 1n the 1nsecure firmware.

One final security method exercises control of the smart
card. It assumes that all the commands going to the smart
card are generated and controlled by a secure computer. But
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in the case of the decoder of the present invention, all smart
card commands can be mtercepted or changed to the benefit
of someone trying to defeat the system. Even something as
simple as erasing a hidden key, which on some cards first
requires that the key be unlocked, may open the information
up to examination and changes.

It 1s, therefore, a primary object of this mvention to
provide an interactive, video display, data system affording
flexibility to the subscriber in accessing a wide variety of
data content and formats. In conformance with this primary
object, 1t 1s further among the objects of this mvention to
provide an 1interactive, video display, data system that
employs downloadable operating software at the customer’s
site, that enables the customer to operate the system by one
of a variety of standard remote controls, that 1s capable of
constant data base updating and that can be made available
at little or no cost to the customer.

Another primary object of this invention 1s to provide an
interactive, video display, data system that affords security
to the cable company or other distributor against unautho-
rized access to the data base. In conformance with this
primary object, 1t 1s further among the objects of this
invention to provide an interactive, video display, data
system which employs a smart card encryption-decryption
system that has a decryption card at the customer’s site
which contains keys completely locked 1n the card, that uses
a random feed key which precludes determination of a fixed
key that will always work, and that 1s upgradable to extend
and expand services available to the customer.

SUMMARY OF THE INVENTION

In accordance with the invention, an interactive video
system 15 provided 1n which a composite digital information
signal 1s formed by the combination of a winnowed generic
information signal with a local information signal. This
composite signal 1s further manipulated to produce an output
signal which includes both data code and object code. This
output signal 1s then formatted and transmitted via one or
more modulator cards at the system head end to decoders
located at the individual user’s television set.

The signal transmitted from the modulator card 1s formed
by use of a dynamic gate array having a configuration
sequence determined and maintained by a resident configu-
ration EPROM. Consequently, the configuration of the array
can be changed i1n the field by the replacement of the
EPROM. Data 1s fed to the configured array under the
control of a control data EPROM also resident in the
modulator card. A transmission modulator 1n the modulator
card receives the data from the dynamic gate array for
transmission via any selected medium to the user’s location.
For example, the transmission modulator may be a radio
frequency transmitter 1n which an RF amplifier 1s driven by
a voltage control oscillator which 1s 1n turn controlled by an
RF synthesizer which 1s responsive to the formatted data
signal.

Each of the decoders includes a microprocessor, a fre-
quency agile receiver, memory and a custom gate array. The
formatted signal containing the data code and object code 1s
sensed by the frequency agile receiver which, under the
direction of the microprocessor, scans for frequencies at
which data 1dentified by the microprocessor will be avail-
able. When an appropriate data containing frequency i1s
sensed, the microprocessor causes the selected portions of
data code and object code contained 1n the formatted signal
to be passed to the memory for storage. The microprocessor
then accesses the object code which was passed to the
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storing means to control the processing of the data code
which was passed to the storing means. The custom gate
array receives the data code and object code from the
frequency agile receiver, passes 1t to the memory and
ultimately, under the direction of the microprocessor, passes
processed portions of the data code to the customer’s video
display device.

Each decoder also includes a boot ROM containing a
small portion of the object code to enable the microproces-
sor to receive the tull object code contained 1n the formatted
signal.

The present interactive, video display, data system broad-
casts from a single poimnt to multiple units and 1s not
bidirectional. If 1t 1s desirable that the system be secure
against unauthorized use, then the encrypted data stream
must be decrypted simultaneously by many receivers. Each
receiver must be able to use the same key to decode the data
stream. Smart cards are used to securely hold the keys and
allow secure distribution of the keys.

The data stream 1s encrypted using a random seed key.
While the seed key changes from time to time 1n a random
fashion, all data sent at any particular time uses the same
key. The seed key 1s doubly encrypted, using keys that are
contained and completely locked into every smart card. This
random seed 1s transmitted in the clear with the encrypted
data stream and with pointers to indicate which keys were
used. This random seed 1s passed into the smart card and
doubly encrypted before the result can be read out. The
encrypted key 1s now passed to decryption hardware in the
decoder to decrypt the data stream. Because the keys are
never read out from the smart card and are completely
locked, the system 1s secure against discovery of the hidden
keys. No commands 1ssued to the smart card will reveal
these keys. The random seed precludes the possibility of
finding a fixed key that will always work and the double
encryption makes 1t virtually impossible to figure out the
two hidden keys by brute force on the algorithm.

To secure key distribution, the hidden keys used in the
smart card are only valid for a specific period of time. The
system may use one key per month and may also periodi-
cally change the system wide keys. New keys are loadable
into the smart card without someone else being able to
determine them. When an upgrade card containing new Keys
1s distributed, the decoder transfers these new keys 1nto the
existing smart card 1n a secure fashion. During the transfer,
the keys are not identifiable. Furthermore, the transfer is
unique from decoder to decoder. Otherwise, the data stream
from the upgrade card can be recorded and used on another
decoder without having to know the keys or protocols. In
addition, the upgrade card 1s not usable by any other decoder
after 1t has been used once. But, the upgrade card 1s reusable
for the same decoder 1n the event that the upgrade didn’t
function correctly, due., for example, to power failure during
the process or user error. Finally, the upgrade card 1s generic
so that 1t can be used on any card. To accomplish this, each
decoder smart card contains a set of “random™ and unique
numbers, basically secret serial numbers. These can only be
read out 1 encrypted format. One of a set of system wide
keys 1s used to read out a particular serial number. This
encrypted serial number 1s transferred to the upgrade card
and decrypted by pointing to the same system wide key that
resides 1n the upgrade card. The serial number 1s now locked
in the upgrade card but has not been revealed by the data
stream because it was encrypted. The serial number plus a
different system key 1s used to encrypt the new monthly keys
to be transferred to the decoder smart card. At the decoder
smart card, the new keys are locked and decrypted 1nto files.
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This process resolves all the above concerns. All transters
are encrypted using hidden keys. The transfers use a serial
number which 1s unique to each decoder. Once the serial
number 1s stored 1n the upgrade card 1t cannot be changed or
removed, so this prevents a different decoder from using the
upgrade card. The upgrade card can still be used to upgrade
the decoder smart card 1n case of a transfer failure. There 1s
nothing specific in the upgrade card that prevents 1t from
being used with any valid decoder.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects and advantages of the invention will
become apparent upon reading the following detailed
description and upon reference to the drawings 1n which:

FIG. 1 1s a block diagram 1llustrating a typical transmis-
sion system 1nto which the present interactive, video display,
data system may be incorporated;

FIG. 2 1s a flow chart illustrating the operation of the
transmission system of FIG. 1 with the interactive, video
display, data system of the present invention incorporated
therein;

FIG. 3 1s a block diagram 1llustrating a generic embodi-
ment of a head-end computer of the interactive, video
display, data system;

FIG. 4 1s a block diagram 1llustrating a generic embodi-
ment of modulator cards for use with the interactive, video
display, data system;

FIG. § 1s a block diagram illustrating a modular card for
use 1n an interactive, video display, data system using RF
signals;

FIG. 6 1s a block diagram 1llustrating the use of a smart

card and interface 1n the interactive, video display, data
system head end computer; and

FIG. 7 1s a block diagram of a preferred embodiment of
the interactive, video display, data system decoder including
the use of a smart card and imterface 1n the decoder.

While the invention will be described in connection with
a preferred embodiment, 1t will be understood that it 1s not
intended to limit the mnvention to that embodiment. On the
contrary, 1t 1s 1mtended to cover all alternatives, modifica-
tions and equivalents as may be included within the spirit
and scope of the invention as defined by the appended
claims.

DETAILED DESCRIPTION

Turning first to FIGS. 1 and 2, a video transmission
system 1s 1illustrated in which nationally generic data or
program 1nformation from a variety of sources 1s gathered
together via modem at a central processing unit which
manipulates, parses and formats the program data into a
national database compatible for use by a head end com-
puter. This information 1s typically collected and updated on
a daily basis. The manipulated nationally generic data 1s then
transferred via modem to a transmitter for uplink to a
selected telecommunications satellite. The satellite signal 1s
then received by one or more local satellite CATV head end
receivers which then forward a video base band signal
carrying the nationally generic data to their local head end
computers. At the local head end computer, including the
interactive, video display, data system computer, the data 1s
again manipulated, winnowed, parsed and processed to suit
the requirements of the particular local market and the
formatted data 1s transmitted over the CATV system to a
decoder unmit at the VHF 1nput of the customer’s TV set
where 1t can be presented on the TV screen on command
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from the customer. The program data 1s continuously
updated by the system. The present invention i1s concerned
with the manipulation of the data at the local level of such
a system and the interactive use of the manipulated data by
the customer.

A generic embodiment of a local head end computer 1s
illustrated 1n FIG. 3. The video base band signal carrying the
nationally generic data 10 1s received by the subscriber or
local head end computer 12. The subscriber head end
computer 12 includes a board for demodulating the video
base band signal 10 to a digital signal. It deletes locally
unwanted data from the nationally generic data stream, adds
desirable local information to the data stream and modifies
the data signal to produce a composite digital signal 14
which 1s then fed, preferably through a parallel port, 1nto an
interactive, video display, data system head end computer
16. The composite signal 14 could be fed mito the system
head end computer 16 via a serial port, but this would slow
the data handling process. The system head end computer 16
manipulates the data 1n accordance with resident program-
ming to build a file. The resident programming includes the
programs to properly process the incoming data, the pro-
oram to be downloaded to the system decoders 1n order to
make them operate and the data protocol programs that
allow the data to be formatted and sent over the cable system
in the manner presented by the detailed design of the system.
Current file data 18 to be sent to the system decoders 1s fed
via the internal bus of the system head end computer 16 to
one or more modulator cards 20 which constitutes a dedi-
cated controller for the system’s data transmission. Each
modulator card formats its input signal 18 which includes
both the data code and the object code necessary to the
operation of the consumers decoder equipment. The card 20
may also encrypt the data code for purposes of subscriber
security.

A typical modulator card 20 1s illustrated 1n FIG. 4. The
card 20 receives the file data 18 via signal buffers 21 which
in turn pass the data to a microprocessor 23 which controls
the remanipulation of the data to be formatted. The micro-
processor 23 sends the parsed data to a RAM memory 25 in
128 byte blocks. The RAM 235 typically 1s a 512 k byte
RAM. Once the parsed data 1s loaded mnto the RAM 28§, the
microprocessor 23 1s released by the system head end
computer 16 to manipulate the transferred data 18 while the
system head end computer 16 searches for more data. A
current file will remain resident in the RAM 25 unfil 1t 1s
replaced by a more recently created file. The microprocessor

23 then takes the stored file from the RAM 25 and handles
that data under the control of a control data EPROM 27.
Under the control of the EPROM 27, the microprocessor 23
feeds the data to a dynamic gate array 29. The switching
configuration of the dynamic gate array 29 is determined and
maintained by a configuration EPROM 31 which places the
switches of the dynamic gate array 29 into the appropriate
sequencing confliguration. The configuration of the dynamic
cgate array 29 can thus be changed by the replacement of the
resident configuration EPROM 31 with a different configu-
ration EPROM 1n the field. The dynamic gate array 29 feeds
the formatted data to a transmission modulator 33 which
transmits the formatted data via any desirable signal carrier
35 to the customer’s location. For example, the formatted
signal may take the form of an FM radio signal frequency
shift keyed. The current file 1s transmitted continuously over
the CATYV system for the system decoders. As shown 1n FIG.
4, the modulator cards 20 also include watchdog circuits 37
which, 1n cooperation with the microprocessor 23 and the
dynamic gate array 29, operate the reset circuits 39 of the
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system head end computer 16 to assure that the system,
which operates 1 an unattended location, does not malfunc-
tion as a result of momentary power surges or other fault
conditions.

In one specially preferred embodiment illustrated 1n FIG.
5, the modulator card 20 includes a transmission modulator
33 which consists of an RF synthesizer 41 which receives

the formatted data from the dynamic gate array 29 and,
stabilized by a reference oscillator 43, controls a voltage
control oscillator 45 whose output drives an RF amplifier 47.
The RF amplifier 47 may be turned off under the control of
the dynamic gate array 29 during periods when data trans-
mission 1s suspended.

As shown 1 FIG. 6, the system head end computer 16
may also be controlled via a smart card 11 which, when
inserted 1nto a smart card reader 15 connected to a serial port
of the system head end computer 16, which would cause the
modulator card 20 to encrypt the data to be displayed portion
of the composite signal 14 prior to transmission to the
customer.

A preferred embodiment of a radio frequency decoder S0
to be located on the customer’s premises for connection
between the modulator card 20 and customer’s TV 1s illus-
trated 1n FIG. 7. The formatted signal 35, which includes the
object code, the to-be-displayed data in either encrypted or
unencrypted form, the font tables and formats, 1s received at
the decoder CATYV cable-in terminal 51. From the cable-in
terminal 51, all the signals of the cable TV service are fed
via an external equipment loop 53 connected between ter-
minals 55 and 57 of the decoder to an RF switch §9 which
1s part of the decoder 50. The formatted signal 35 1s also fed
through the cable-in terminal 51 to a signal seeking data
receiver 61. The data receiver 61 1s located prior to any
cequipment connected 1n the external loop 53 1n order to
prevent alteration of the formatted data signal to the receiver
61. The receiver 61 1s a frequency agile device which tunes
across the FM band 1n search of data to be passed on to a
custom gate array 63. A tuning line 65 between the custom
cgate array 63 and the signal seeking data receiver 61 sets the
receiver 61 at an appropriate frequency and data 1s trans-
ferred via a data transfer line 67 from the signal seeking data
receiver 61 to the custom gate array 63. If no usable data 1s
present at the selected frequency, the tuning line 65 1s
automatically adjusted to a new frequency and the test rerun
until a frequency containing usable data 1s found. A ROM
cell boot ROM 69, which contains a small portion of the
object code, allows a microprocessor 71 to receive its full
object code. The ROM cell boot ROM 69 determines the
type of material to be sought by the microprocessor 71. As
the tuning line 63 sets the receiver 61 to a frequency at which
usable data 1s transmitted to the custom gate array 63 via the
data line 67, the custom gate array 63 passes that data to a
data memory 73 which stores object code 1n one location and
data to be displayed 1n another location. The object code 1s
then accessed from the data memory 73 by the micropro-
cessor 71 which then manipulates the data in conformance
with the object code. Once a threshold amount of data has
been stored, the microprocessor 71 becomes responsive to
an 1nfrared sensor 75 under the control of the customer, such
as a remote control device located on the customer’s pre-
mises. As usable data 1s to be displayed at the customer’s
location, the microprocessor 71 sends the necessary data
converted by font tables to a video display memory 77. The
microprocessor 71 then commands the custom gate array 73
to retrieve the data stored 1n the video display memory 77
and send it via audio and video lines to the modulator 79.
The custom gate array 63 controls the RF switch §9 and the
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modulator 79 via switch lines 81 so that the modulator 79 1s
operating only when the command to operate 1s given via the
infrared sensor 75 and sufficient usable information 1s avail-
able for transfer. With the modulator 79 and the RF switch
59 turned on, the usable signal i1s transmitted from the
decoder 50 via an output terminal 83 to the customer’s TV
set VHF 1nput.

As shown 1n FIGS. 6 through 9, the interactive, video
display, data system head end computer 16 and the decoder
50 may incorporate smart card interfaces 15 and 85. These
interfaces 15 and 85 will allow smart cards 11 with 1imbed-
ded keys to be able to be used to encrypt data before 1t 1s
transmitted over the system and decrypt the data after it 1s
received at the subscriber unit 50. At the system headend, an
encrypted software program within the headend computer
16 may be used 1n licu of the smart card 11 and reader 15 to
store the keys needed to encrypt the data to be transmitted.

To send encrypted data, a random number or seed 1s first
generated by a program within the headend computer 16.
Next, the appropriate imbedded key (the one designated for
that month, week, or chosen period) 1s selected and loaded
into the encryption algorithm which can be the National
Bureau of Standards Data Encryption Standard (DES). The
random number is encrypted (or decrypted) using the DES
algorithm which has been mmitialized and loaded waith the
appropriate key, thereby producing a result which 1s the
current system seed key. This seed key 1s then loaded imto
the custom or system specific algorithm (i.e. polynomial
generator) through which the actual transmitted data is
passed. The initial random number or seed 1s transmitted in
clear text along with the encrypted data.

When the data 1s received by the subscriber unit 50, a
current period identifier (i.e. the current date) may be used
to 1dentily which of the keys previously and securely
imbedded into the smart card 11 will be used for the
decryption process. This key must be the same one used at
the headend computer 16 for this period. The clear text
random number seed 1s passed to the smart card through the
smart card interface 85 along with the appropriate imbedded
key 1identifier. The smart card 11 1s then 1nstructed to load the
identified 1mbedded key into the mitialized DES algorithm
and to encrypt (or decrypt) the random number seed and
present the results back through the smart card interface 85
to the decoder microprocessor 71 as the current seed key.
The microprocessor 71 will then load this current seed key
into the custom or system specific algorithm within the gate
array 63. This algorithm must be the same one being used
presently by the headend computer 16. The transmitted,
encrypted data 1s passed through this algorithm as it is
received, thereby decrypting the data to clear text for storage
in the data memory 73 of the decoder 50.

While the interactive, video display, data system may
appear somewhat complicated, a typical operation of the
interactive, video display, data system by the customer, for
example, access program guide services, 1s quite simple. For
a 50 channel cable system a current program listing file with
a four hour program window to display program schedules
up to four hours 1n the future takes approximately four
minutes to transmit. Therefore, every four minutes the same
file 1s repeated and transmitted throughout the cable system.
The decoders 50 do not have a non-volatile memory, so, 1t
power to a decoder 50 1s interrupted for any reason, even
momentarily, the previously stored information 1s lost.
However, within approximately four minutes after power 1s
restored, the decoder 50 will reload the currently transmatted
file and, once again, be ready to operate and display the
program guide.
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When the decoder 50 has been loaded with the currently
transmitted file, 1t will then accept commands from the
customer’s infrared remote control unit 75. These com-
mands will allow 1t to display the data on the screen of the
customer’s TV set. The properly formatted program data 1s
organized into pages listing the program information 1n grid
format, the arrangement commonly used 1n newspapers to
display prime-time programming where the channel num-
bers are listed on the vertical axis of the grid and time 1s
displayed across the top of the grid on the horizontal axis
and each program occupies a specific box on the grid,
thereby 1dentifying 1t by channel and time.

A cable subscriber who wishes to use the guide while
viewing TV would typically press a single designated button
on his CATYV converter’s infrared remote control 75 to call
the guide to the screen where it will replace the normal
programming. To call the guide, the subscriber would press
and hold the designated button down for approximately
three seconds. The action of holding the button down for this
period will distinguish between pushing the button 1n order
to achieve the normal function associated with that button
and pushing the button to summon the guide. Once the guide
1s being displayed, a single short push on the same button
would typically be used to page through all the information
of the guide for the first two hour block of time. For a 50
channel cable system, at 6 channels per page, 1t will take 9
pages ol display screens to show all the programming
available.

When the guide 1s being displayed, the customer will be
able to shift to the next two hour block of program infor-
mation by a short push on a second designated button.
Pushing this button while displaying any given page will
advance the programming time by two hours and show the
programming available for the channels on that page during
the next contiguous two hour time period. Once in the
advanced time display, a subsequent push on the same
button will return the user to the initial two hour period so,
if desired, he may toggle back and forth between two hour
blocks to plan program viewing. The customer must use the
initial button to page through the advance time block as
before.

To exat the guide once the desired information has been
found, the customer may hold the initial button down for
three seconds, thereby indicating his desire to exit, not just
change pages, or, use a short push on any other button of the
infrared remote 75. When the guide 1s removed, normal
programming will return to the screen.

Whenever the guide 1s called, the screen will display the
current local time to the minute 1n the upper left hand corner
of the screen, and the first program listings will be for the
present half hour of the current local time. Every half hour,
on the hour or half hour, the program listings will slide one
half hour to keep pace with current time. Even at this
boundary time, however, a displayed page will not change
while 1t 1s bemng displayed. Only when the next page 1s
selected will the time boundary be changed for the display
of that next page.

As hereinbefore discussed, a decoder 50 may have other
uses than as a program guide. For example, the decoder
might incorporate a smart card feature as a subscription
device for a variety of additional controlled services. If a
subscription smart card 1s mserted by the customer into the
decoder 50, the decoder 50 will check to see 1f the subscrip-
tion 1s current. If 1t 1s current, 1t will use a designated portion
of the incoming data related to that service to obtain a
decryption key from the smart card and subsequently
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decrypt the information associated with that service 1n order
that 1t may be displayed 1n usable form on the TV screen for
the customer.

A dedicated 1nfrared remote control unit may be added to
the system 1n order to allow the customer to have enough
functions or buttons specifically related to the decoder
system to allow the customer to manipulate the data 1n order
to efficiently find desired information. The use of existing
infrared remotes can become too unwieldy since there are
not enough buttons with benign primary functions to allow
the customer to interact properly with the guide once it 1s
selected without, at the same time, causing unwanted opera-
fions of the primary equipment with which the infrared

remote 18 associated, such as the TV set, the VCR, the CATV
converter, etc.

The infrared data reception 1s handled by polling the input
line from the infrared receiver 75. The mput 1s sampled
approximately every 160 microseconds to see if infrared
information 1s being received. For example, two sequential
samples of the infrared input line being low indicates
infrared data 1s present and needs to be analyzed. Since there
are over 100 different infrared remote control transmitters 1n
use, 1t 1s necessary to analyze the received data by using two
separate algorithms. In addition, there are several exception
cases which must be handled. The first algorithm used 1is
designed to be simple to implement, fast to execute, and uses
a minimal amount of data storage for each different infrared
remote unit 75 that 1s used. The second algorithm 1s designed
to handle infrared remote codes where the timing difference
between a HI or 1 bit 1s too small to distinguish 1t from a
LOW or 0 bit. The exception cases handle infrared remotes
which have data bits which are of substantially different
lengths from the average data bit lengths.

In the first algorithm applied to the incoming data, the
infrared input line 1s sampled for 2 sequential LOW samples.
This 1s considered the start of an infrared data command. At
this point, the microprocessor 71 stops processing mcoming
FM data information and allocates most of the CPU time to
processing infrared data. The CPU continues sampling the
input line and keeping track of how many LOW samples
have occurred. If too many sequential LOW samples occur,
then the CPU checks to see 1f this 1s an infrared code which
1s handled by an exception case. If 1t 1s an exception, then the
CPU changes the timing parameters. Otherwise, the CPU
flags this code as being an error and throws 1t away later.

As soon as the first HI sample occurs, then the CPU stores
the pulse count information into a memory array buffer. At
this point the CPU begins counting the number of HI
samples that occur 1n a row. If a LOW sample occurs, then
the pulse width count is stored 1nto a memory array buifer.
In addition, the LOW and HI pulse width counts are added
together. If this 1s the first pulse count, then its value 1s saved
into a register which holds the current pulse count for a
LOW bait. All future pulse counts are compared to this count.
If they are more than 480 microseconds greater than this
count, then they are considered to be HI bits. However, 1t
they are more than 480 microseconds lower than the stored
count, then all of the previous bit values stored are changed
to HI bits and this new count 1s now the current low bt
count. At this point, the check done above for LOW samples
1s repeated, which 1s followed by the HI sample check.

These two checks are repeated and the bit values are
stored until the infrared line 1s HI for more than 7 millisec-
onds. At this point another check 1s made to see 1if this 1s an
exception case. If it 1s not an exception, then this 1s consid-
ered the end of the data command.
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Now the data bit values calculated above are compared to
the values stored for each of the infrared remote control
units. If the number of bits are the same, and the bit sequence
of HI and LOW bits matches one of the values stored, then
this 1s considered to be a correct match and the infrared
command 1s processed.

However, 1f the bit values received do not match one of
the bit values stored, then the second algorithm 1s used. This
algorithm 1s a stmple pulse width comparison. The sequence
of LOW and HI pulse widths received 1s compared to a table
of values stored in memory. If the value of each pulse
received 1s within plus or minus 480 microseconds of each
value stored, then 1t 1s considered to be a correct match and
the 1nfrared command 1s processed.

If both of these algorithms fail to find a match with the
values stored 1n memory, then this infrared command 1s
ignored and the entire process done above 1s repeated.

A hardware 1nput filter eliminates fast transitions on the
infrared input line. This 1s done so that the CPU does not
have to spend time sampling the mput line several times to
remove any noise spikes.

The decoder unit 50 contains only a small boot EPROM
69. This EPROM 69 contains only the code necessary to
power up, 1nitialize the board, control the watchdog timer,
test the hardware for errors, tune the FM receiver and
receive frames of data from the FM data transmitter. The rest
of the instruction code 1s received m the FM data being
processed. This allows the decoders 50 to be upgraded at the
customer’s home at any time by simply changing the micro-
processor code which 1s downloaded. It 1s possible to change
how the infrared remote control units are handled, how
pages are displayed on the TV screen, how the character font
table 1s mapped, and even some parameters for how the FM

data 1s handled.

The protocol used to allow this 1s relatively simple. First,
the microprocessor 71 powers up running out of the EPROM
69. Then 1t copies the microprocessor code from the
EPROM 69 to a psuedo static RAM 73. Once this 1s done
then 1t begins running instructions from the psuedo static
RAM 73. This code tunes the FM receiver to the data
channel and then the CPU begins processing data frames
received from the FM broadcast. If a frame being received
comes 1n correctly and has a valid checksum, then it 1s stored
starting at the RAM memory location to the page number
received * 32 K plus the block number received * 128.
However, 1f valid data was already stored at this location,
then each byte received 1s compared to each byte stored. And
if any bytes are different, then a register 1s incremented and
the frame just received 1s thrown away. Once the register
increments above 3 for object code or 0 for data frames, then
the frame stored 1n memory 1s replaced by the frame just
recerved. When all of the frames that are needed have been
stored 1n memory, then the CPU allows infrared remote

commands to be processed and pages of data to be displayed
on the TV screen.

Thus, it 1s apparent that there has been provided, in
accordance with the invention, an interactive, video display,
data system that fully satisfies the objects, aims and advan-
tages set a forth above. While the invention has been
described 1n conjunction with specific embodiments thereof,
it 1s evident that many alternatives, modifications and varia-
tions will be apparent to those skilled in the art and 1n light
of the foregoing description. Accordingly, 1t 1s 1mntended to
embrace all such alternatives, modifications and variations
as fall within the spirit of the appended claims.
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What 1s claimed 1s:
1. An interactive video guide system comprising:

a first database comprising national television program
information for television programs televised nation-
ally;

a second database comprising local television program
information for television programs televised locally;

a storage device comprising at least one version of
interactive video guide object code;

a combining mechanism which forms a dataset from at
least a portion of said national television program
information from said first database, at least a portion
of said local television program information from said
second database, and a subset of said at least one

version of interactive video guide object code from said

storage device;

a signal former which forms a composite signal from said
dataset;

a transmitter which transmits said composite signal;

at least one receiver which receives said composite signal
from said transmitter; and

a display driver which generates a signal to drive a video
display 1n which said dataset can appear 1n the form of
an interactive video program guide.

2. The system of claim 1, wherein said first database and

said second database are parts of a single database.

3. The system of claim 1, wherein said signal former
encrypts said composite signal.

4. The system of claim 3, wherein said signal former uses
a smart card to hold keys used to encrypt said composite
signal.

5. The system of claim 1, wherein said at least one
receiver decrypts said composite signal.

6. The system of claim 5§, wheremn said at least one
receiver uses a smart card to hold keys used to decrypt said
composite signal.

7. The system of claim 1, wherein said transmitter trans-
mits said composite signal on at least one of a plurality of
frequencies.

8. The system of claim 1, wherein said receiver comprises
a frequency agile receiver for scanning said plurality of
frequencies and receiving said composite signal on said at
least one of said plurality of frequencies.

9. The system of claim 1, wherein said transmitter con-
tinuously updates and retransmits said composite signal.
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10. The system of claim 1, wherein said transmitter pauses
between updates and retransmissions of said composite
signal.

11. The system of claim 1, wherein said receiver extracts
said at least one version of interactive video guide object
code from said composite signal and executes at least one of
said at least one version of interactive video guide object
code.

12. A method of generating an interactive video guide
display comprising:

selecting a subset of national television program infor-

mation from a first database comprising national tele-
vision program information for television programs
televised nationally;

selecting a subset of local television program information

from a second database comprising local television
program 1nformation for television programs televised
locally;
selecting at least one version of interactive video guide
object code from a storage device comprising at least
one version of interactive video guide object code;

combining said subset of said national television program
information from said first database, said subset of said
local television program information from said second
database, and said at least one version of interactive
video guide object code from said storage device, to
form a dataset;

forming a composite signal from said dataset;
transmitting said composite signal;
receiving said transmitted composite signal; and

generating a signal to drive a video display 1in which said
dataset appears 1n the form of an interactive video
program guide.

13. The method of claim 12, wherein said first database
and said second database are parts of a single database.

14. The method of claim 12, wherein said forming further
comprises encrypting said composite signal.

15. The method of claim 14, wherein said forming com-
prises using a smart card to hold keys used to encrypt said
composite signal.

16. The method of claim 12, wherein said receiving
further comprises decrypting said composite signal.

17. The method of claim 16, wheremn said receiving
comprises using a smart card to hold keys used to decrypt
said composite signal.
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