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[57] ABSTRACT

This invention overcomes the disadvantages of the prior art
by providing cellular telecommunications systems that uti-
lize encryption and employ encrypted seed number signals
to enable various payment plans for access and payment.
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AUTHORIZED CELLULAR TELEPHONE
COMMUNICATION PAYMENT REFILL
SYSTEM

CROSS REFERENCE TO RELATED
APPLICATIONS

Reference is made to commonly assigned copending
patent application Docket No. E-349 filed herewith entitled
“Authorized Cellular Telephone Communication Access
And Verification Control System” in the names of Anthony
F. Violante and Ronald P. Sansone and Docket No. E-432
filed herewith entitled “Authorized Cellular Voice Messag-
ing And/Or Analog or Digital Data Communication Access
And Verification Confrol System” in the names of Ronald P.
Sansone and Anthony F. Violante; Docket No. E-434 filed
herewith entitled “Cellular Telephone Manifest System” in
the names of Ronald P. Sansone and Anthony F. Violante;
Docket No. Docket No. E-469 filed herewith entitled
“Metered Payment Cellular Telephone Communication Sys-
tem” in the names of Gary G. Hansen, David W. Riley,
David K. Lee, Frederick W. Ryan. Jr. Nathan Roscnberg,
Anthony F. Violante and Ronald P. Sansone; and Docket No.
E-470 filed herewith entitled “A Method For Communicat-
ing With A Voice Response Unit Over A Cellular Telephone
Network™ in the names of Steve Kovlakas., Steven Vasquez,
Jean-Hiram Coffy and Michael Wilson.

FIELD OF THE INVENTION

The invention relates generally to the field of payment for
telecommunications systems and more particularly to cel-
lular telecommunications messaging of voice and data that
utilize encryption and employ encrypted seed number sig-
nals for access and payment.

BACKGROUND OF THE INVENTION

Cellular mobile radio or cellular communications systeins
have been developed for mobile communications. Typically,
the planned service area is divided into a number of geo-
graphical areas or cells. The available frequency channels
for the service area are divided among the cells. A cellular
telephone for example communicates with a nearby cell base
station via one of the several radio frequency channels
assigned to the cell. Conventional circuits link the base
station to the mobile telecommunications switching office,
which switches calls between the cellular telephone system
and the rest of the telephone network.

Currently cellular telephone users are paying for their
phone calls by each phone call billed to their account. The
foregoing is accomplished by the use of a central billing
system. The central billing system logs each individual call

and uses one or more of the following to determine the
charge for the call: the duration of the call, the distance of

the call, the origination point of the call, method of payment
and time of day. etc. :

The central billing system accumulates the call data,

including the charges for each cellular telephone account.
Periodically a bill is sent to the entity responsible for the

cellular account. When payment is received, the account is
deemed current.

A problem with the foregoing payment method is the
management of past due accounts. Currently cellular tele-
phone companies are losing large amounts of money due to
delinquent account and unpaid bills.

As a result of the foregoing. potential cellular telephone
customers that are deemed high credit risks are denied

access to the cellular network.
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Another problem of the prior art is that the possessor
(teenager or salesman) of the cellular telephone may con-
tinuously use the phone and accumulate charges that amount
desired by the owner (parent or employee) of the cellular
account.

SUMMARY OF THE INVENTION

This invention overcomes the disadvantages of the prior
art by providing cellular telecommunications systems that
utilize encryption and employ encrypted seed number sig-
nals to enable various payment plans for access and pay-
ment.

The apparatus of this invention may meter payment by the
number of calls, by the number of units; time; distance; or
flat rate or by the amount of funds (dollars. marks, pounds.
etc.) to be stored within the secured metering device. The
foregoing permits the owner of the cellular account to
control the maximum expenditures of the possessor of the
cellular telephone. This invention also enables the telephone
companies to place cellular telephones in high risk accounts
by synchronizing the amount of money given to the tele-
phone company with the value of the cellular phone calls
made. Thus., no management of bad debts and delinquent
accounts are required.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a drawing of the cellular telecommunications
network of this invention;

FIG. 2 is a block drawing of the cellular phone portion of
the apparatus of this invention;

FIG. 3 is a block drawing of the cellular base station
portion of the apparatus of this invention; and

FIG. 4 is a flow chart illustrating the manner in which data
center 10 handles an incoming call from a cellular telephone
user to recharge or add funds to cellular telephone J.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring now to the drawings in detail and more par-
ticularly to FIG. 1, the reference character 12 represents the
cellular telecommunications network of this invention. Net-
work 12 includes: a cellular telephone 3, that has a speaker
4. a mouthpiece 8. a keypad 6. an antenna 7, a power switch
11, a keypad 204, that has buttons 208, 210, 212 and 213 and
a device 13 for encrypting component Z of Signal C (device
13 will be hereinafter described in the description of FIG. 2);
a base station 98. that includes an antenna 9 and a data center
10 that includes a computer 120 that handles account data,
a answer back unit 122 that composes a voice response to
incoming messages. a decryption device 14 (device 14 will
be hereinafter described in the description of FIG. 3); and a
telephone exchange 100.

When someone would want to place a telephone call on
telecommunications network 12, they would activate power
switch 11 and enter the telephone number they wish to call
on keypad 6. Cellular telephone 3 will transmit Signal C via
antenna 7. Signal C has six components: Q; R; S; Z; T, and
U. Component Q contains handshake information to make
cellar telephone 3 compatible with base station 98 and
component R contains the manufactures identification num-
ber for cellular telephone 3. Component § contains the
teicphone number of cellular telephone 3 and component Z

contains an encrypted message that changes from transmis-
sion to transmission. Component Z will be more fully

described in the description of FIGS. 3 and 4. Component T
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is a delay and component U is the phone number entered into
keypad 6. Signal C is received by antenna 9 and processed
by data center 10. The foregoing transmitted characters and
numbers are checked at base station 98 to determine it
cellular telephone 3 is allowed to use the base station
selected and that the telephone number of the cellular
telephone being used has the correct manufactures identifi-
cation number. If Signal A contains the correct information
about cellular telephone 3 i.e.. the telephone number and
manufactures identification number are found to be correct,
the base station 98 further determines if the time elapsed and
distance traveled by cellular telephone 3 from the last
cellular telephone call are feasible. If, cellular telephone 3
traveled a feasible distance in the time elapsed from the last
telephone call, device 14 reads component Q. If component
Q contains the correct information, base station 98 transmit

Signal D to antenna 7 and connects cellular telephone 3 to

telephone communications network 12. via telephone
exchange 1040.

Signal C is transmitted over specified radio frequencies
and always contains different information, component Z will
always have different information. Hence, even if Signal C
is intercepted by conventional off the shelf electronic receiv-
ing equipment. Signal C would not be able to be used by a
thief to make another unauthorized cellular telephone calls.

FIG. 2 is a block drawing of the cellular phone portion of
the apparatus of this invention. Encryption device 13
includes: descending and ascending registers 18; reset
counter 23; control sum 19; seed storage 26; encoder and
cyclical redundancy character generator 20; encryptor 24;
comparator 28; signal splitter 32; adder 30; and input buffer
74.

Register 18 contains an ascending and descending regis-
ter. Register 18 is coupled to an encoder and cyclical
redundancy character generator 20 as is reset counter 23.
Encoder and cyclical redundancy character generator 20
operates upon the information from register 18 and from the

reset counter 23 to generate an authorization code
(component Z of Signal C). Component Z is sent to the
output of cellular phone 3 and transmitted to base station 98.
How are components Q, R, 8. T and U are buffered and sent
to base station 98 by the currently used cellular telephone
processes known to those skilled in the art.

The authorization code is utilized in conjunction with the
remote resetting of device 14 in communication with base
station 98 (shown in FIG. 4), the base station 98 may be
accessed by device 14 over an insecure radio frequency.

The authorization code provides a level assurance that
information has been accurately transferred between user of
cellular telephone 3 and base station 98. Encoder and
cyclical redundancy character generator 20 are of the type
which process information to provide a detection scheme for
errors which may occur in transferring information.

When power switch 11 of cellular phone 3 is turned on,
a amount equal to one (1) is entered by cellular phone 3 at
input buffer 74. The amount is applied to an encryptor 24.
Additionally. applied to the encryptor 24 is information from
the control sum register 19, and a presorted seed number
signal from seed storage 26. The seed number signal is
stored in an unencrypted form. Encryptor 24 can be any one
of a large number of encrypting devices including those
devices which use the Data Encryption Standards described
in FIPS PUB 46. dated Jan. 15, 1977 and published by the
United States Department Of Commerce, National Bureau
of Standards. herein incorporated by reference. In addition.
a standard encryption scheme, such as the RSA encryption
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technique, can also be used for encryptor 24. It will be
obvious to one skilled in the art that different public and
private encryption keys may be utilized. Encryptor 24 gen-
erates an encrypted signal based upon the amount equal to
one (1) received from input buffer 74, the information from
control sum register 19 and the seed number signal from
seed storage register 26. The output signal of encryptor 24
is applied to a comparator 28. Comparator 28 compares the
signal generated by encryptor 24 with a signal received from
base station 98 via input buffer 74.

If comparator 28 determines that the entered combination
coincides with the combination generated by encryptor 24,
comparator 28 generates a signal to signal splitter 32. Signal
splitter 32 transmits a signal to seed storage 26 and adder 30.
Seed storage 26 would typically store numbers having from
6 to 128 digits. It would be obvious to one skilled in the art
that additional digits may be utilized by seed storage 26. The
output of adder 30 is applied to increment the descending
register in descending and ascending registers 18 and incre-
ment control sum 19. A successful comparison by compara-
tor 28 also causes a new seed number to be stored in seed
storage 26 for the next phone call. Seed storage 26 will
transmit the new seed number to encryptor 24 for the next
phone call.

Reset counter 23 is incremented by the output of com-
parator 28 only when comparator 28 has a successful
comparison. Reset counter 23 may be one of many types
including a modulo 2 or modulo 16 counter. Counter 23
provides an input signal to encoder and cyclical redundancy
character generator 20 such that the authorization code
signal (component Z of Signal C) contains information as to
whether device 14 has been successfully reset.

Refill device 214 is utilized for the addition of funds or
units to cellular telephone 3. Device 214 includes: a key-
board 204. that has buttons 208. 210, 212 and 213 and; a
controller 202 that is coupled to the output of keypad 204
and one of the outputs of input buffer 74; and an input/output
buffer 206. Button 208 is used to enter the contents of
ascending register 18 into controller 202 and button 2190 is
used to enter the contents of descending register 18 into
controller 202. Button 212 is used to enter the access code
number into controller 202 and button 213 is used to

acknowledge receipt of the new access control number. The
operation of buttons 208. 210, and 213 will be more fully

described in the description of FIG. 4. The fourth input to
input buffer 74 is the register request line that is coupled to
the output of computer 120. The aforementioned register
request signal is buffered by buffer 74 and coupled to one of
the inputs of controller 202. One of the outputs of controlier
202 is coupled to the input of input/output buffer 206 and
one of the other outputs of controller 202 is coupled to one
of the inputs of descending and ascending registers 18. One
of the outputs of descending and ascending registers 18 is
coupled to the input of input/output buffer 206. The other
output of controller 202 is coupled to the output of cellular
telephone 3.

FIG. 3 is a block drawing of the cellular base station 98
portion of the apparatus of this invention receiving a phone

call from cellular phone 3 via antenna 7. Antenna 7 transmits
Signal C (shown in FIG. 2) to antenna 9 of base station 98.

Data center 10 receives and process component Z of Signal
C from base station 98. Component Z of Signal C is received
by an input receiver 42 and coupled to a decode and verify

44

Decode and verify 44 decodes component Z of Signal C
to generate the reset count and the descending register
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amount. Decoder 44 further verifies the cyclical redundancy
characters to insure that the data has been accurately trans-
mitted. The reset count signal is applied to comparator 46
wherein the decoded reset count signal is compared to the
reset count signal stored in decoder and verifier 44. The
decoded descending register amount signal is applied to an
adder 49 with the reset amount signal from receiver 42. The
output of adder 48 is coupled to comparator 46. If the reset
count signal from decode and verifier 44 compares correctly
with the output of adder 49, comparator 46 cnables an adder

circuit 49. Adder circuit 49 is coupled to control sum storage
register 30 to provide the current control sum.

The physically sealed unit 52 is sealed in a manner to
prevent access to the circuitry by base station 98 or data
center 10 personnel. The sealed unit 52 results in enhanced
security for the validation of component Z of Signal C
because the base station and data center personnel do not
have access to the encryption circuit and certain unencrypted
data associated with the resetting of cellular phone 3.

The control sum signal from adder 49 is applied to an
encryptor 54 within sealed unit 52 as is the reset amount
from input receiver 42. Additionally applied to encryptor 54
are unencrypted seed number signals. The encryptor 54 may
be any one of a large number of encrypting devices such as
those employing the data encryption standard previously
identified. However, it should be noted that encryptor 54 is
identical in its operation to encryptor 24 contained within
cellular phone 3.

The seed number signal applied to encryptor 34 is stored
in data center 10 so that it may be accessible by data center
personnel. However, the seed number signal 1s stored in an
encrypted form in encrypted seed storage 56. This is the only
form of the seed signal to which data center personnel have
access. The encrypted seed signal from encrypted seed
storage 56 is applied to decryptor 38. Decryptor 58 need not
be similar to or compatible with the form of encryption
provided by encryptor 54 and encryptor 24 (FIG. 3) in
cellular phone 3. Decryption device 58 may be any one of
the large number of devices available to decrypt the
encrypted seed number signal and to provide an
unencrypted, clear seed number signal which is the same as
the seed number signal stored in seed storage 26 (FIG. 3) of
ccllular phone 3. Encryptor §4 generates an encrypted
output signal which is applied to signal splitter 60. Signal
splitter 60 splits the encrypted output signal from encryptor
54 into a first signal which is transmitted via generator 51 to
base station 98. Antenna 9 of base station 98 transmits the

above first signal as Signal D to input buffer 74 (FIG. 3) of
cellular phone 3.

Splitter 60 additionally applies part of the encrypted
output signal from encryptor 54 to encryptor 62 to generate
a new encrypted seed number signal. Encryptor 62 encrypts
the seed number signal in a2 manner so that it is compatible
with the decryptor 58. The new encrypted seed number
signal is transmitted from within the sealed unit 52 to the
encrypted sced storage S6 which is accessible to the data
center personnel.

The output of generator 31 is also connected to one of the
inputs of computer 120 and one of the outputs of computer
120 is coupled to base station 98. Another output of com-
puter 120 is coupled to one of the inputs of voice answer
back unit 122. Another input to computer 120 is one of the
outputs of base station 98 and another input to voice answer
back unit 122 is one of the outputs of base station 98.
Computer 120 and voice answer back unit 122 communicate
with cellular telephone 3 via signals E.
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FIG. 4 is a flow chart illustrating the manner in which data
center 10 handles an incoming call from a cellular telephone
user to recharge or add funds to cellular telephone 3. When
a user determines that his cellular telephone 3 needs recharg-
ing or has no money, he keys in the telephone number of data

center 10 on his telephone 3. The data center 10 answers. as
indicated at answer phone 139. to complete the telephone
connection. After data center 10 verifies that component Z of
signal C, hereinbefore described in the description of FIGS.
1-3 is authentic. micro-computer 120 located in data center
10 controls answer back unit 122 (FIG. 1) to compose a
voice response as indicated by request access code number
140 for transmission back to the caller requesting a numeric
input uniquely identifying the caller or uniquely identifying
cellular telephone 3. This numeric input request may be for
an access code number, or the like which is also held in
computer memory. Micro-computer 120 then converts to an
input mode, illustrated by input block 142. awaiting receipt
of a predetermined number of digits, representing for
example the callers access code number. The cellular tele-
phone user then keys in his access code number using the
numeric keys on his touch tone cellular telephone 3 or
initiates a process within telephone 3 (by pressing button
212 on keypad 204) to generate equivalent tones. Computer
120 then searches its memory to determine if the received
access code number is stored therein. as represented by valid
access code number block 144. If computer 120 locates a
comparable access code number in its memory, meaning that

the received access code number is valid, the program exits
block 144. on branch 145 to request phone number 146.

On the other hand. if computer 120 fails to locate in its
memory an access code pumber comparable to the one
received from the cellular telephone caller, the program exits
decision block 144 on branch 147 to a second try at block
148. Here computer 120 checks to determine how many
chances has been given to input a valid access code number.
If the caller has had less than three attempts to enter a valid
access code number, the program exit block 148 on branch
149 to requesting access code number 150, wherein com-
puter 120 controls the voice answer back unit 122 to
formulate a voice transmission back to the caller informing
him, in effect. that his entry is not valid and to please reenter

his access code number. The program, as indicated by
branch 151, reverts back to the input of accept access

number entry 142. wherein computer 120 is again condi-
tioned to accept an access code number entry. During the
third pass of block 148, when the caller has failed to enter
a valid access code number, the decision is made that the call
being processed is probably spurious. Thereupon, the pro-
gram eXits third pass 148 on branch 153 pursuant to breaking
the telephone connection with the caller as indicated at hang
up 154.

It on one of his allocated three tries, the cellular telephone
caller has entered a valid access code number, computer 120
goes into an output mode, as indicated by request phone
number 146, wherein the voice answer back unit 122 is
controlled to compose a voice transmission requesting an
entry of a second multi-digit number. such as an phone
number or account number, uniquely identifying the cellular
telephone 3 to be recharged, as indicated by accept phone
number entry 155, computer 120 converts to the input mode
awaiting receipt of the numeric entry of the phone number
of cellular telephone 3. Upon entry of the cellular telephone
phone number, computer 120 determines as represented by
valid phone number 156, whether or not the callers account
file held in memory and file identified by the phone number
includes a cellular telephone access code number identical to
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the one entered by the caller. it being appreciated that the
caller may have more than one cellular telephone. If identity
is found, the program exits valid phone number 156 on
branch 157 leading to request ascending register current
value 160. On the other hand, if identity is not found, the
program exits valid phone number 156 on branch 158
leading to a second try at block 159. Block 159 determines
how many attempts the user has been afforded to enter a
valid cellular telephone number after having entered a valid
access code number. If the user has had less than three such
attempts, the program exits block 159 on branch 161,
wherein computer 120 enters an output mode, indicated by
request phone number block 162. to control voice answer
back unit 122 to compose a voice transmission to the effect
that the cellular telephone number entry is not valid and to
enter it again. The program reverts back, over branch 163 to
the input of accept phone number entry 155 as computer 120
awaits another attempt by the user to enter a valid cellular
telephone number. If the caller has not done so on three
passes, through block 156. the program exits third pass 159
on branch 164 to request dial 165, wherein computer 120
again advises the cellular telephone caller that his cellular
telephone number entry is not valid and formulates the voice
instruction to call a particular telephone number for personal
assistance. Computer 120 thereupon breaks telephone con-
nection with the caller, as represented at hang up 154. The
philosophy in this situation, is that since the caller previ-
ously entered a valid access number. it is probably not a
spurious call. Thus, the caller is requested to call the
personal assistance phone number in determining why the
caller is unable to enter a valid cellular telephone number
after three attempts, having previously entered a valid access
number.

Assuming the caller has entered a valid access number as
well as a valid cellular telephone number, computer 120. as
indicated in request ascending registers current value 160
controls voice answer back unit 122 to formulate a voice
transmission requesting the caller to press button 208 on
keypad 204 in order to enter the reading in the ascending
register 18 of the identified cellular telephone 3 to be
recharged. The program contained in computer 120 then
progresses to accept ascending register entry. as indicated in
input block 166, awaiting entry of the ascending register 18
reading. Upon receipt. the program goes to the output mode
to control the voice answer back unit 122 to formulate the
voice transmission requesting the user to press button 210 on
keyboard 204 (FIG. 2) in order to enter the reading in the
descending register 18 as indicated by request current
descending register value 167. The program contained in
computer 120. as indicated. and input block 168 awaits the
entry of the users descending register 18 reading and upon
receipt, the program proceeds over branch 169 to decision
block 170. Here the program of computer 120 checks the
descending register 18 reading just entered with the reading
of the descending register stored i the computer 120°s
memory under the entered cellular telephone number on the
occasion of the previous charge of the user cellular tele-
phone. Since descending register 18 is decremented by the
amount of calls, amount of funds or units of calls issued with
each cellular telephone cycle, the current descending regis-
ter reading can not be greater than the descending register 18
reading stored in computer memory 120. If, however. this is
found to be the case. the program exits decision block 170
on branch 171 to a decision block 172 wherein computer 120
checks to determine how many times the current descending
register 18 reading has been found to exceed the previous
descending register reading. If the number of passes through
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decision block 172 is less than or equal to three, the program
exits on branch 173 to request repeat entry 174. Computer
120 then controls the voice answer back unit 122 to compose
a voice response, advising the cellular telephone caller. in
effect, that his descending register entry is not valid and to
repeat the entries of the ascending and descending register
readings of cellular telephone 3. The program exits request
repeat entry 174 on branch 175 and reenters request ascend-
ing register current value 160 and proceeds with input/
output blocks 166, 167 and 168 to block 170. After the third
pass through this portion of the program, if the current
descending register reading 18 is still found to be larger than
the stored descending register reading, the program exits
third pass block 172 on branch 176 to request dial 16S.
wherein the voice answer back unit 122 is controlled by
computer 120 to formulate a voice transmission inviting the
caller to call for human assistance.

If the descending register 18 reading that was entered by
the caller is not larger than the previous descending register
18 reading held in computer 126 memory. the program exits
decision block 170 and enters sum of registers (SOR) equal
sum of registers prime (SOR') 178. Computer 120 sends the
ascending and descending register reading (SOR) entered by
the caller and compares this total with the sum of the same
two register 18 readings (SOR') stored in computer 126
memory as the result of the last recharge of the identified
cellular telephone 3. If everything is in order, the foregoing
two totals should be equal. This is seen from the fact that as
the cellular telephone 3 is used subsequent to the last
recharging, the amounts of charge by which descending
register 18 is decremented are equal to amount of charge by
which the ascending register 18 is incremented.
Consequently, the total of these two register readings should
remain constant between rechargings. If the two sums are
equal. the program exits decision block 178 on branch 179
where some additional checks are performed associated with
the cellular telephone to be recharged. |

On the other hand, if the sum of the entered registered
readings and the register readings held in computer 120
memory are not equal, computer 120 performs one or more
additional checks in an effort to determine if the inequality
detected in SOR=SOR' 178 arose for reasons other than
erroneous digit entry by the cellular telephone caller.

In the event of any inequality, computer 120 exits SOR=
SOR' 178 and enters SOR=SOR'-A/R size 180, wherein,
computer 120 checks to see if ascending register 18 of the
identified cellular telephone 3 overflowed since the last

recharging. To perform this check, computer 120 compares
the sum of the register readings 18 entered by the caller. to

the sum of the register readings held in the memory of
computer 120, minus the size of the ascending register. That
is, if the ascending register has a six digit capacity. for
example, capable of registering readings from 0 to 999.999,
its register size is 1.000.000. It will be seen that if the
ascending register 18 is incremented through 0. since that
last recharging of cellular telephone 3, this event can be
accommodated in a sum of registers check by subtracting the
sum of the stored register readings, the register size, i.e..
1,000.000. This computation compensates for the fact that
the ascending register has overflowed and block 180 will
detect an equality. In such event, the program exits on
branch 179 pursuant to issuing the next access code number
to the caller. If ascending register overflow is not the reason
for the detected inequality then the sum of the registers
check. the program enters SOR=SOR’ increment block 182,
wherein computer 120 checks to see if the caller failed to
actually recharge cellular telephone 3 the last time he called.
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and increment his descending register with the amount of
allocated additional money or units, by depressing button

210 on keypad 204. As will be seen., computer 120, at the
time of issuing each new access code number, increments
descending register readings held in memory with the
amount of additional funds or units to which the caller is

given access when queried in block 101, for the amount of
funds or units in which the caller wants to enter in cellular

telephone 3. and if the caller does not complete recharge of

the cellular telephone. the sum of registers check performed
in decision block 178 and 180 will have failed. To determine
if this situation exists, computer 120 compares the sum of

the register readings entered by the caller with the sum of the
register readings held in computer 120 memory, minus the
increment of funds or units previously allocated to the caller.
If an equality is now detected in block 182, the program exits
on branch 183. and computer 120 proceeds to issue updates
to registers 181 by the increment stored in the memory that
was given on the previous call. but which had not been
entered into the controller 202 for some reason. Therefore,

he is not charged the same increment of funds or units again.
The caller may then recharge his cellular telephone with the
amount that he wants refilled in block 101.

If the check illustrated by decision block 182 fails,
computer 120 makes one final check, illustrated by SOR=

SOR'-INCR a/r size 184, to determine that the failure of the
sum of registers check illustrated in blocks 178, 180. and
182 was for a reason other than an erroneous digit entry by
the caller the failure of the caller to press button 208 or 219,
This final check involves testing to see the reason when the
sum of registers inequality arose, across because the caller’s
ascending register overflowed and he did not complete the
recharge of his cellular telephone the last time he called and
was given the access code number permitting him to
recharge cellular telephone 3. This check is carried out by
comparing the sum of the registers entered by the caller and
the sum of the registers held in computer memory minus the
allocated increment of funds or units minus the ascending
register size. If an equality is now detected. the program
exits block 184 on branch 183. On the other hand, if an
equality is not obtained. the program exits block 184 on
branch 185 to block 172, which check to see how many
passes through decision blocks 170, 178, 180. 182 and 184
the computer 120 has executed for this particular caller. If
the number of passes is less than or equal to 3, the program
exits block 172 on branch 173 to request repeat entry 174,
and the caller is requested to reenter his ascending and
descending register readings by pressing buttons 208 and
210 on keypad 204. If on the third pass, through these
decision blocks. a sum of registers inequality is still
detected. the program exits third pass 172 on branch 176 to
request dial 165, and the caller in invited to call for human
assistance.

When the program exits decision blocks 178, 180 or 181
on branch 187, computer 120 asks the caller in block 101 for
the amount of funds or amount of dollars that the caller
wants the cellular telephone 3 to be refilled. The foregoing
amount is inputted to block 102 from cellular telephone 3.
Computer 120 checks the callers account. as represented by
sufficient dollar 190. to determine if his account has a
sufficient credit balance to pay for the increment of the funds
or units with which he is seeking to recharge cellular
telephone 3. If the credit balance 1s found to be insufficient,
the program exits block 190 to connect the A. which 1s
common to connect the A at branch 176 leading to block

165. wherein computer 120 formulates, via the voice answer
unit 122, the voice transmission inviting the caller to call for

human assistance.
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When computer 120 determines that the caller has an
adequate credit balance, the program exits block 190 and

checks will descending register overflow 194.

In decision block 194 computer 120 checks to see, that the
additional increment of funds or units which the caller is
being given access to will not overflow descending register
18. If block 194 determines that descending register 18 will
not overflow the program proceeds to create new access

code block 196.

If computer 120 determines that descending register 18
overflows., will occur. the program exits block 194. to
connection A and thence to Request Dial 165, requesting the
caller to call for human assistance.

Having cleared all the described checks. computer 120 is
now programmed to provide a new access code number for
cellular telephone 3 identified by the cellular telephone
number entered by the caller. There are of course a number

of ways in which this can be done. For example, computer
120 may store in controller 202 for each remote cellular
telephone 3, serviced by data center 10 the same random
sequence of combinations as are access codes. Computer
126 would then automatically retrieve the next access code
in sequence from its memory for issuance to the caller. This
approach has the distinct drawback of taking up inordinate
amounts of computer memory. A more practical approach is
to utilize one of the many known random number generator
sub-routines, as generally indicated by create new access
code block 196. In cither case, the new access code is stored
in computer 120 memory, block 219 and the new access
code is transferred to cellular telephone 3 controller 202 by
block 216.

It is understood that the random number generation
method used in calculating each new access code of the

random sequence (block 196) is also used in preparing the
memory of computer 120 to accommodate the new access
code. Thus, the sub-routine 196 and the particular access
code in controller 202 for the identified cellular telephone to
be recharged, cach progress through the same unique ran-
dom sequence of combinations in tandem.

Prior to the transmission of the new access code to the
caller. the computer 120 stores new: ascending register
values, descending register values; and the new access code
as indicated at 219, wherein, the callers account and cellular
telephone information. held in memory are also updated.

While computer 120°s memory may be organized in a
number of ways, preferably each cellular telephone 3 is
allotted a block of memory location addressed by a unique
cellular telephone number which is entered by the called in
accordance with accept phone number block 155. Each
phone number is also allotted a block of memory locations
addressed by a unique access code number, as entered in
accordance with block 142. In each cellular telephone num-
ber addressed memory block is stored the access code
number to which that identified cellular telephone belongs.
As represented by decision block 156, the computer 120 in
effect, determines that the entered cellular telephone number
is pot only stored in computer 120’s memory, but also
crossed checked to determine that the identified cellular
telephone previously entered access code number before
preceding to that part of the program calling for entry of the
ascending register 18 reading represented by output block
160. Stored in each account number address block is the
credit balance of that particular account. This credit balance

is debited in sub-routine 219 with the increment of funds or
units to which the caller is given access when the function

represented by output block 218 is executed. This credit
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balance is credited by the entry into computer 120 of
payments submitted by the caller. Deficiency of this stored

credit balance figure is checked by decision block 199 prior
to the calculation of the new access code number in sub-
routine 196.

In each cellular telephone account, memory block. is also
stored the amount of funds or units by which that particular
cellular telephone was recharged. It being understood that
the amount of funds or units incremented may vary from
cellular telephone to cellular telephone. Also stored in each

cellular telephone number memory block is the ascending
register and descending register sizes for that particular
telephone. This information is used in decision blocks 180.
184 and 194. Except for the credit balance figure for each

account, the above data remains constant, as stored in
memory. The remaining data stored in memory. under each
cellular telephone number is variable data which is updated
pursuant to sub-routine 219. This data includes the updated
ascending and descending register 18 readings as entered by
respectively pressing buttons 208 and 210, the new random
access code number, derived by the subroutine in block 196.

Once the new access code number is transmitted to the
caller (block 218). the computer 120 is conditioned to accept
an entry of the acknowledgment of the access code (the
caller presses button 213 on cellular telephone 3) in input
block 220. Computer 120 goes through a time-out function
awaiting the entry of the access code number. If, at the end
of the time out function, no access code number has been
received, the program tries again and goes to three or less
attempts 222 to determine if this is the third pass. If three or
less attempts have been made to reenter the new access code
number, the program precedes to transfer new access code
number 218 to reinitiate the transfer access code number
sequence. After three unsuccessful attempts have been made
the program precedes to connection A on branch 176 and
thence to request dial 165 in order to ask the caller to phone
for human assistance.

If the access code number acknowledgment of code
number is received the program precedes to hang up 228.

The above specification describes a new and improved
cellular telecommunications systems that utilizes encryption
and employs encrypted seed number signals for access and

payment. It is realized that the above description may
indicate to those skilled in the art additional ways in which
the principles of this invention may be used without depart-
ing from the spirit. It is. therefore. intended that this inven-
tion be limited only by the scope of the appended claims.
What is claimed is:
1. A method for paying for the use of a cellular telephone,
said method comprising steps of:
connecting a cellular telephone to a telephone network
when one or more encrypted authentication signals are
the same; |

answering the connected cellular telephone call from a
cellular telephone user to establish two-way commu-
pication;

formulating a response for transmission to the user
requesting the input of data, that includes an access
code number uniquely identifying the cellular tele-
phone to be recharged with funds or units;

processing at a central location the input data, upon
receipt, to check the authenticity of the call;

determining at a central location a new access code for
each request for additional payment that uniquely iden-
tifies the cellular telephone;

updating the user’s file at a central location and in the
cellular telephone to refiect the fact that the identified
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cellular telephone is to be recharged with additional
funds or units; and

transmitting the amount of funds or units requested by the
caller and the new access code.
2. The method claimed in claim 1, wherein the cellular
telephone is equipped with ascending and descending
registers, which further include the steps of:

formulating a request for the transmission to the caller
requesting the input of the numeric contents of the
ascending and descending registers of the identified
cellular telephone;

summing the contents of the ascending and descending
registers and comparing this total with the total of these

registers held in computer memory as a result of the
previous recharging of the identified cellular telephone;

upon the detection of the equality there between. preced-
ing with the determination with the next access code;
and

said updating step including storing in the computer

memory the contents of the ascending and descending
registers as entered.

3. The method claimed in claim 2. wherein the computer
memory also stores the current credit balance of each
cellular telephone user’s account and the dollar amount to
which the cellular telephone may be recharged.

4. The method claimed in claim 3, further including the
steps of:

prior to proceeding to the determination of the next access

code, checking the credit balance of the user’s account
to determine if the user has sufficient funds on deposit
or sufficient credit to cover the amount of funds or units
requested by the user.

5. The method claimed in claim 2, which further includes
the steps of:

in the event an inequality is detected between the sum of
registers n the cellular telephone and the sum of reg-
isters stored in computer memory, checking to deter-
mine if the ascending register of the identified cellular
telephone overflowed since its previous recharging by
comparing the entered cellular telephone sum of reg-
isters total with the stored registers computer readings
minus ascending register size and if equality is then
detected, proceeding to the determining a new access
code step.

6. The method claimed in claim 2, wherein the access
code number issued on the previous occasion when the
identified cellular telephone sought to be recharged is stored
in computer memory. which further includes in the event
inequality is detected between the sum of the registers in the
cellular telephone and in the sum of the registers stored in
the computer memory the steps of:

checking to determine if the identified cellular telephone

was actually recharged on that previous occasion on the
basis of the stored cellular telephone and stored register
readings and the amount of units or funds by which the
identified cellular telephone may be recharged, and if
not;

retrieving the stored access code from memory for trans-

mission to the cellular telephone without executing the
next determining a hew access code step.

7. The method claimed in claim 1, wherein the cellular
telephone is equipped with one or more registers. which

further include the steps of:
formulating a request for the transmission to the caller
requesting the input of the numeric contents of the
registers of the identified cellular telephone;
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summing the contents of the registers and comparing this
total with the total of these registers held in computer
memory as a result of the previous recharging of the

identified cellular telephone;

upon the detection of the equality there between, preced-
ing with the determination with the next access code;
and

said updating step including storing in the computer
memory the contents of the registers as entered.

8. The method claimed in claim 1, wherein the step of
determining a new access code further includes the steps of:

using a random number generator for determining a new
access code.
9. A system for paying for the usage of a cellular
telephone, said system comprising:

means for connecting a cellular telephone to a telephone
network when one or more encrypted authentication

signals are equal;

means located at a site remote from the cellular telephone
for generating one or more challenge signals;

means located in a cellular telephone for generating a
response to the challenge signals;

means for recomputing a new challenge signal upon
completion of generating a response to the challenge

signal ;
means for comparing the challenge signals to the

responses to determine the identity and authenticity of
the cellular telephone;

means for transferring funds or units to the cellular
telephone; and

means located at a site remote from the cellular telephone
for recording the transferred funds or units.
10. The system claimed in claim 9, wherein said means

for connecting comprises:

means contained within the cellular telephone for gener-
ating an encrypted number that specifies to the cellular
telephone containing said means;

means coupled to the base station for receiving the
encrypted number generated by said means;

means contained within the base station for generating an
encrypted number that is unique to the cellular tele-
phone communicating with the base station; and

means contained within the base station for comparing the
encrypted number generated by said means contained
within the cellular telephone with the encrypted numn-
ber generated by said means contained within the base
station, so that if the encrypted number generated by
said means contained within the cellular telephone is
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the same as the encrypted number generated by said
means contained within the base station, the celiular
telephone is connected to the network to complete a
call.
11. The system claimed in claim 10. wherein said means
for generating an encrypted number further includes:

means for generating an access code that changes upon
the transferring of funds from the cellular telephone to
the cite remote from the cellular telephone.

12. The system claimed in claim 11, wherein said access
code generating means is a random number generator.

13. The system claimed in claim 11. wherein said access
code generating means is a list of persecuted numbers that
are stored in the cellular telephone and in the site remote
from the cellular telephone.

14. The system claimed in claim 9, wherein said means

for generating one or more challenge signals is a voice

answer back unit.
15. The system claimed in claim 9. wherein said means
for generating one or more challenge signals is a interroga-

tor.
16. The system claimed in claim S, wherein said means
for generating a response to the challenge signals comprises:

means for receiving the challenge signals;

means coupled to said challenge means for interrupting
the challenged signals;

means responsive to said interrupting means for formu-
lating the correct response to said interrupting means;
and

means for transmitting the correct response to the chal-
lenge signals to said means for generating challenge

signals.
17. The system claimed in claim 9, wherein said means

for means for transferring funds or units comprises:

means for requesting the amount of funds or units the
cellular telephone user desires;,

means responsive to said requesting means for storing the
desired amount of funds or units in the cellular tele-
phone;

means responsive to said requesting means for storing the
desired amount of funds or units at a site remote from
the cellular telephone; and

means coupled to said cellular telephone storage means
for reducing the account balance of the user of the
cellular telephone by the amount of funds or units
requested by the cellular telephone user.
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