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[57] ABSTRACT

A pair of In-Circuit-Emulator modules are embedded within
a microprocessor to implement parts of an In-Circuit-
Emulator system. A first In-Circuit-Emulator module, the
In-Circuit-Emulator memory mapping module, maps speci-
fied physical addresses into a debug memory. The physical
addresses mapped into the debug memory are set by pro-
grammable registers. The second In-Circuit-Emulator
module, the In-Circuit-Emulator breakpoint module, allows
the user to set conditions that cause the processor to recog-
nize specific bus events. The In-Circuit-Emulator breakpoint
module monitors an internal bus and an internal bus con-
troller. The user can set specific bus event conditions by

writing to a set of breakpoint registers in the breakpoint
module.

7 Claims, 7 Drawing Sheets
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ON-CHIP IN-CIRCUIT-EMULATOR
MEMORY MAPPING AND BREAKPOINT
REGISTER MODULES

This is a continuation of application Ser. No. 08/145,757,
filed Oct. 29, 1993, now abandoned.

FIELLD OF THE INVENTION

The present invention relates to the field of In-Circuit-
Emulators for debugging microprocessor based computer
systems. More particularly, the present invention relates to
logic embedded into a microprocessor that efficiently per-
forms In-Circuit-Emulator functions.

BACKGROUND OF THE INVENTION

In-Circuit-Emulators are commonly employed to develop
and debug computer systems including portable computer
systems. A typical In-Circuit-Emulator provides a processor
emulation module and a host computer. The processor
emulation module emulates processor functions for a target
computer system that is under development. The host com-
puter controls the emulation functions. The processor emu-
lation module is usually inserted into the target computer
system in place of the target processor. The processor
emulation module emulates the target processor according to
user commands entered on the host processor.

Typically, such In-Circuit-Emulators perform a variety of
emulation functions. For example, In-Circuit-Emulators
usually perform emulation functions for downloading and
modifying target system software and examining target
system memory. In-Circuit-Emulators often provide a debug
memory space that can be used instead of the target system
memory. Such in-circuit emulators also commonly provide
processor control functions such as execute code, hait
execution, and cxecute code until the occurrence of a

breakpoint condition.

Most prior art In-Circuit-Emulators comprise a processor
emulation module that is inserted into the target computer
system in place of the target processor. Such emulation
modules introduce propagation delays into the computer
system. Thus the computer system cannot be tested at full
speed while using a prior art In-Circuit-Emulator.
Furthermore, such prior art In-Circuit-Emulators often must
monitor more than one external bus in order to provide

breakpoints.
SUMMARY OF THE INVENTION

It is therefore an object of the present invention to reduce
the propagation delays caused by an In-Circuit-Emulator.

It is a further object of the present invention to reduce the
cost and complexity of In-Circuit-Emulators by eliminating
the need to monitor external buses.

Other objects, features and advantages of the present
invention will be apparent from the accompanying
drawings, and from the detailed description and figures that
follow. The present invention comprises two In-Circuit-
Emulator modules that are embedded within a microproces-
sor. A first In-Circuit-Emulator module, the In-Circuit-
Emulator memory mapping module, maps specified physical
addresses into a debug memory. The physical addresses
mapped into the debug memory are set by programmable
registers. The second In-Circuit-Emulator module, the
In-Circuit-Emulator breakpoint module, allows the user to
set conditions that cause the processor to recognize specific

bus events. The In-Circuit-Emulator breakpoint module
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2

monitors an internal bus and an internal bus controller. The
user can set specific bus event conditions by writing to a set
of breakpoint registers in the breakpoint module.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example
and not limited by the figures of the accompanying drawings
in which like references indicate similar elements, and in
which:

FIG. 1 illustrates a computer system with a prior art
In-Circuit-Emulator memory mapping system;

FIG. 2 illustrates a computer system with an In-Circuit-

Emulator memory mapping system as disclosed by the
present invention;

FIG. 3 illustrates a block diagram of a microprocessor
containing the In-Circuit-Emulator memory mapping sys-
tem of the present invention;

FIG. 4 illustrates a block diagram of the In-Circuit-
Emulator memory mapping module that monitors an internal

microprocessor bus and generates ICE Addresses when a
match occurs: |

FIG. § illustrates the User Address Register (UAR) that is
compared against the internal microprocessor bus;

FIG. 6 illustrates an In-Circuit-Emulator breakpoint sys-
tem that 1s embedded in a microprocessor;

FIG. 7 illustrates the set of breakpoint registers used to
control the In-Circuit-Emulator breakpoint system of FIG. 6.

NOTION AND NOMENCLATURE

The detailed descriptions which follow are presented
largely in terms of algorithms and symbolic representations
of operations within a computer system. These algorithmic
descriptions and representations are the means used by those
skilled in the data processing arts to convey the substance of
their work most effectively to others skilled in the art.

Generally, and within the context of this application, an
algorithm is conceived to be a self-consistent sequence of
steps leading to a desired result. These steps are those
requiring physical manipulations of physical quantities.
Usually, though not necessarily, these quantities take the
form of electrical or magnetic signals capable of being
stored, transferred, combined, compared, and otherwise
manipulated. It proves convenient at times, principally for
reasons of common usage, to refer to these signals as bits,
values, elements, symbols, characters, terms, numbers, or
the like. It should be borne in mind, however, that all of these
and similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these guantities.

Further, the manipulations performed are often referred to
in terms, such as adding or comparing, which are commonly
associated with mental operations performed by a human
operator. No such capability of a human operator is
necessary, or desirable in most cases, in any of the opera-
tions described herein which form part of the present inven-
tion; the operations are machine operations. Useful
machines for performing the operations of the present inven-
tion include general purpose digital computers or other
similar devices. In all cases, a distinction is maintained
between the method operations in operating a computer and
the method of computation itself. The present invention
relates to method steps for operating a computer in process-
ing electrical or other physical signals (e.g., mechanical,
chemical) to generate other desired physical signals.

The present invention also relates to apparatus for per-
forming these operations. This apparatus may be specially
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constructed for the required purposes, or it may comprise a |

general purpose computer as selectively activated or recon-
figured by a computer program stored in the computer. The
algorithms presented herein are not inherently related to a
particular computer or other apparatus. In particular, various
general purpose machines may be used with programs
written in accordance with the teachings herein, or it may
prove more convenient to construct more specialized appa-
ratus to perform the required method steps. The required
structure for a variety of these machines will appear from the
description given below.

DETAILED DESCRIPTION

An on-chip In-Circuit-Emulator system that provides
debug memory mapping and breakpoints is disclosed. In the
tollowing description, for purposes of explanation, specific
nomenclature is set forth to provide a thorough understand-
ing of the present invention. However, it will be apparent to
one skilled in the art that these specific details are not
required in order to practice the present invention.
Furthermore, well known circuits and devices are shown in
block diagram form in order not to obscure the present
invention unnecessarily.

ICE Memory Mapping

FIG. 1 illustrates a prior art computer system comprising
a central processing unit (CPU) 110, a main memory 150,
and an I/O device 140. The central processing unit (CPU)
110 is coupled to an ¥/O device 140 by an I/O system bus
105. The central processing unit (CPU) 110 is also coupled
to a main memory 150 by a memory bus 115. While
developing the computer system, the main memory 150 and
I/O device 140 may not operate properly and require debug-
ging. To help debug the computer system, an In-Circuit-
Emulator (ICE) system is used. The In-Circuit-Emulator
monitors and controls transactions on the buses using an
In-Circuit-Emulator bus controller 120 to help the user
debug the computer system.

An In-Circuit-Emulator usually contains a memory
address space that can be used to supply information to the
computer system being developed. FIG. 1 also illustrates a
debug memory 130 that comprises the memory address
space for an In-Circuit-Emulator. To access the debug
memory 130, an In-Circuit-Emulator bus controller 120
monitors the memory bus for special addresses. When the
In-Circuit-Emulator bus controller 120 detects a bus cycle
on the memory bus 115 containing one of the special

addresses, the In-Circuit-Emulator bus controller 120 directs
the bus cycle to the debug memory 130.

The In-Circuit-Emulator system depicted in FIG. 1 is
typical of the prior art. Such prior art In-Circuit-Emulator
systems limit the speed at which the central processing unit
110 can operate since the In-Circuit-Emulator bus controller
120 introduces propagation delays into the computer system.

The present invention proposes an In-Circuit-Emulator
memory mapping system that is contained on the micropro-
cessor silicon die itself. By placing the In-Circuit-Emulator
memory mapping system on the microprocessor silicon die,
significantly less propagation delay is introduced into the
computer system by the In-Circuit-Emulator.

FIG. 2 illustrates a computer system equipped with the
ICE memory mapping system of the present invention. Note
that in the ICE memory mapping system of the present
invention there is no bus controller that splits either of the
external buses thus eliminating the propagation delays intro-
duced into the system by the prior art. Referring to FIG. 2,
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4

the debug memory 240 is coupled to the memory bus 217
just like the main memory 230. However, one special line,
called the ICE Address Data Strobe (IADS) 250, couples an
ICE module 330 in the central processing unit 210 to the
debug memory 240. The central processing unit 210 asserts
the ICE Address Data Strobe (IADS) 256 line when a bus
cycle should be directed to the debug memory 240 instead
of the main memory 230.

FIG. 3 illustrates an internal block diagram of the central
processing unit 210. The central processing unit 210 con-
tains a central processing unit core 310 that performs the
actual computer processing. Coupled to the central process-
ing unit core 310 is an internal bus referred to as the H bus
315. The H bus 315 is further coupled to an internal bus
controller 320. The internal bus controller 320 functions as
a bus transceiver for an ISA/PI bus controller 340 and a
memory controller 350.

To direct bus cycles to the debug memory 240 illustrated
in FIG. 2, the central processing unit 210 contains an internal
ICE memory mapping module 330. Referring back to FIG.
3, the internal ICE memory mapping module 330 is coupled
to the FI bus 315 and to the internal bus controller 320. The
internal bus controller 320 contains a pair of match registers
(User Address Registers 322 and 324) that are used to
activate the internal ICE memory mapping module 330
when a match occurs. A user sets User Address Registers
322 and 324 to address values that the user desires to have
mapped into the debug memory 240 address space. When
the internal bus controlier 320 detects a match between the
H bus 315 and one of the User Address Registers, the
internal bus controller 320 activates the internal ICE
memory mapping module 330. The internal ICE memory
mapping module 330 then generates a physical address
using a pair of registers, asserts the ICE Address Data Strobe
(IADS) line 250, and routes the generated physical address
to the debug memory 240.

FIG. 4 illustrates a block diagram of the internal bus
controller 320 and the ICE memory mapping module 330. At
the top of FIG. 4, the incoming H bus address is illustrated.
The upper 16 bits of the H bus address are directed into a
comparator 410. The comparator 410 compares the upper 16
bits of the H bus address with 16 bits provided by the user
in the User Address Registers 322 and 324. If the address on
the upper 16 bits of the H bus address matches the 16 bits
in either of the User Address Registers 322 and 324, the ICE
memory mapping module 330 directs the bus cycle to the
debug memory 240 by generating a physical address and
asserting the ICE Address Data Strobe (IADS) line 250.

To generate a physical address for the debug memory 2490,
the ICE memory mapping module 330 first encodes the four
byte enable bits (BE3-BE9) into low address bits (Al and
AQ) and a byte high enable bit using encoder 430. The next
fourteen address bits are taken directly from the H bus
address and passed through unmodified. Finally, for the
upper 8 bits, the ICE memory mapping module 330 uses bits
from the value stored in a pair of 8 bit long ICE Address
Registers 422 and 424. If the value on the H bus matches the
value in the first User Address Register 322, then the 8§ bits
in the first ICE Address Register 422 are used. Otherwise, if
the value on the H bus matches the value in the second User
Address Register 324, then the 8§ bits in the second ICE
Address Register 424 are used. A multiplexor 420 controlled
by comparator 410 directs the proper ICE Address Register
into the upper 8 bits of the ICE physical ddress.

To operate the internal ICE memory mapping module
330, the central processing unit 210 must be reset while
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asserting a special ICE input pin (not shown) high. The user
then sets address ranges to be mapped into the debug
memory 240 address space by setting the User Address
Registers 322 and 324 in the internal bus controller 320. A
user sets the User Address Registers by executing an /O
write instruction to reserved I/0O address. The user will only
be able to execute the I/O write instruction to the reserved
I/O address if the central processing unit 210 was reset while
asserting the special ICE input pin.

FIG. § illustrates the components of a User Address
Register. The least significant 16 bits of a User Address
Register are matched against the most significant 16 bits of
the H bus value. The number of bits compared depends upon
the granularity setting in bits 28-30 of the User Address
Register. To map 64K of memory into the debug memory,
the users sets the granularity bits such that all 16 bits are
compared during the comparison. If the user wants to map
more memory, the user changes the granularity bits to
specify that less bits be compared, down to a minimuimn of 12
bits such that 1 Meg of memory is mapped.

Finally, two control bits in the User Address Register
specity how the mapping system should treat the system
memory mode (SMM). If bit 27 of a User Address Register
is set, then ICE memory mapping is only enabled when the
central processing unit is in the SMM mode. Alternatively,
if bit 31 is set, then ICE memory mapping is only enabled
when the central processing unit is not in SMM mode.
However, if both bit 27 and bit 31 of the User Address
Register are set, then ICE memory mapping is disabled such
that no ICE memory mapping occuss.

ICE Breakpoints

Most In-Circuit-Emulators commonly offer a breakpoint
system that allows a user to set certain conditions that will
cause¢ the central processing trait to halt execution. For
example, a user can set the In-Circuit-Emulator to halt when
the central processing unit accesses a particular address on
an external bus.

In prior art In-Circuit-Emulators, the In-Circuit-Emulator
monitors an external bus to detect when the central process-
ing unit accesses a particular address. Some highly inte-
grated central processing units have more than one external
bus upon which a bus cycle may occur. Thus, in such

systems the In-Circait-Emulator must monitor all the dif-
ferent external buses.

For example, referring again to FIG. 1, a computer system
with a prior art In-Circuit-Emulator system is illustrated. In
the prior art In-Circuit-Emulator system illustrated in FIG. 1,
the In-Circuit-Emulator system must monitor both the I/O
bus 105 and the memory bus 115 coupled to the central
processing unit 110. Monitoring multiple external buses
increases the complexity and cost of the In-Circuit-Emulator
system. Furthermore, the ICE external bus controller intro-
duces propagation delays into the computer system as
explained in the previous section.

The present invention proposes a on-chip breakpoint
system that monitors only a single internal bus even if
multiple external buses exist. The on-chip breakpoint system
also monitors an internal bus controller that specifies which
external bus, if any, each bus cycle is for.

Retferring to FIG. 6, an internal block diagram of a central
processing unit 210 containing the internal ICE breakpoint
module of the present invention. The central processing unit
110 contains a central processing unit core 310 that performs
the processing. Coupled to the central processing unit core
310 is an internal bus referred to as the H bus 315. The H bus
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315 is further coupled to an internal bus controller 320. The
internal bus controlier 320 functions as bus transceiver for

an ISA/PI bus confroller 340 and an external memory

controller 350. The ISA/PI bus controller 340 and the
external memory controller 350 each control external buses.

In the present invention as illustrated in FIG. 6, an ICE
Breakpoint module 610 is coupled to the internal H bus 315
of the central processing unit 210. The ICE Breakpoint
module 610 is also coupled to the internal bus controller 320
such that the ICE Breakpoint module 610 receives certain
control signals from the internal bus controller 320.
Specifically, the confrol signals from the internal bus con-
trolier 320 inform the ICE Breakpoint module 610 which
external bus, if any, each bus cycle is for. The ICE Break-
point module 610 monitors the internal H bus 315 and the
control signals from the internal bus controller 320 to detect

certain conditions set by a user in a set of breakpoint
registers 615.

The user sets the breakpoint conditions by setting the
breakpoint registers 613 1n the ICE Breakpoint module 610.
FIG. 7 provides a detailed illustration of the set of break-
point registers. The breakpoint registers comprise two physi-
cal address match registers, two data match registers, and
two control registers. The physical address match registers
are used to look for particular physical addresses on the H
bus 315. The data match registers are used to look for
particular data values on the H bus 315. The two control
registers are used to set specific conditions to look for.

The following list provides the set of control bits available
within the breakpoint two control registers:

SMMli]: SMM space enable (00=disable breakpoints,
01=SMM mode, 10—non_ SMM mode, 11—either
mode)

MCli]: Memory Controller space enable (0O=disable,
1=enabie)

EBCIi]: External (CISA) Bus Controller space enable
(O=disable, 1=enable)

PIli]: Peripheral Interface Bus Controller space enable
(O=disable, 1=enable)

MIOl[i]: Memory cycle or I/O cycle breakpoints
((=Memory cycle, 1=I/O cycle )

ITO[i]: Internal 10 breakpoints (O=External or Internal bus
cycle, 1=Internal bus cycle Only)

DEN]Ji]: Data Breakpoint Enable (0=Disabled,
1=Enabled)

RWI{il: Read/Write cycle bits (00=Reserved, 0l=Data
Write, 10=Data Read, 11=Data Read or Write)

LENIi}: Breakpoint Field Width Encoding (00=1 byte,

01=2 bytes, and 11=4 bytes)

To modity the comparison parameters of the ICE Break-
point module 610, the user simply sets the control bits in the
control registers as desired. For example, if a user desires to
have the central processing unit 210 halt when a particular
physical address on the external Peripheral Interface (PI) bus
is accessed, the user stores the physical address into one of
the breakpoint physical address match registers and sets the
PI control bit in the control register. When an access to the
external Peripheral Interface (PI) bus occurs with the speci-
fied physical address, the ICE breakpoint module will halt
the central processing unit core 310.

In the foregoing specification, the invention has been
described with reference to specific exemplary embodiments
thereof. However, it will be evident that various modifica-
tions and changes may be made thereto without departing
from the broader spirit and scope of the invention as set forth
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in the following claims. Accordingly, the specification and
drawings are to be regarded in an illustrative sense rather
than a restrictive sense.

What is claimed is:

1. An improved computer processor, the improvement
comprising:

a processor Core;

an internal address bus coupled to said processor core,
said internal address bus comprising a plurality of data
lines, said internal address bus accessed during a plu-
rality of bus cycles, a subset of said plurality of bus
cycles being memory cycles;

an internal bus controller coupled to said internal address
bus, said internal bus controller comprising at least one
match register, said match register storing a match
address, said internal bus controller comparing said
match address in said match register against a bus
address on said internal address bus during memory
cycles, said match register further comprising at least
one match granularity bits, said match granularity bits
defining a size of the comparison done by said internal
bus controller such that said match granularity bits
determine a number of match address bits in said match
register compared against said bus address on said
internal address bus; and

a memory mapping module, said memory mapping mod-
ule mapping a memory cycle to an external debug
memory when said internal bus controller detects a
match.

2. The computer processor as claimed in claim 1 wherein
said computer processor has more than one operating modes
and wherein said match register further comprises at least
one computer processor operating mode bits corresponding
to said computer processor operating modes, said internal
bus controller comparing a computer processor operating
mode with said computer processor operating mode bits,
said internal bus controller activating said memory mapping
module when said computer processor mode bits match a
current computer processor operating mode.

3. Amethod of mapping internal bus cycles in a computer
processor with a single internal address bus and more than
one external address bus to a debug memory, said method
comprising the steps of:

determuning if a bus cycle on said single internal address
bus 1s a memory cycle;

comparing a bus address value on said single internal
address bus in said computer processor against a match
address in a match address register, said match register
further comprising at least one match granularity bits,
said match granularity bits defining a size of the
comparison such that said match granularity bits deter-
mine a number of match address bits in said match

register compared against said bus address on said
internal address bus; and

directing said bus address value on said single internal
address bus to said debug memory if said bus address
value on said single internal address bus matches said
match address in said address match register.

4. The method of mapping internal bus cycles in a
computer processor as claimed in claim 3 wherein said step
of comparing is performed by an internal bus controller in
said computer processor.

>. The method of mapping internal bus cycles in a
computer processor as claimed in claim 3 wherein said
method further comprises the steps of:

8

comparing a computer processor operating mode with at
least one computer processor operating mode bit in said
match register; and

directing said bus address value on said single internal
address bus to said debug memory if said computer
processor operating mode matches said computer pro-
cessor operating mode bit.

6. A computer processor, said computer processor com-

,o Prising:

15

20

25

30

35

45

d ProCcssor Corc,

an internal address bus coupled to said processor core,
said internal address bus comprising a plurality of data
lines, said internal address bus accessed during a plu-
rality of bus cycles, said bus cycles comprising a
plurality of different types of bus cycles, one type of
bus cycle comprises an external bus cycle;

an internal bus controller coupled to said internal address
bus, said internal bus controller comprising at least one
match register, said match register storing a match
address, said internal bus controller comparing said
match address in said match register against a bus
address on said internal address bus during memory
cycles, said match register further comprising at least
one match granularity bits, said match granularity bits
defining a size of the comparison done by said internal
bus controller such that said match granularity bits
determine a number of match address bits in said match

register compared against said bus address on said
internal address bus:

more than one external address bus, each of said external
address buses coupled to said internal address bus
through said internal bus controller;

an external bus indicator, said external bus indicator
specifying on when an external bus cycle occurs on
said internal data bus; and

a breakpoint module coupled to said internal bus control-
ler and said external bus indicator, said breakpoint
module monitoring said internal address bus, said
breakpoint module halting said computer processor
upon when an external bus cycle occurs and a match of
said match register with said address internal bus
occurs.

7. A method of causing breakpoints in a computer

processor, said computer processor having one internal

address bus and more than one external address buses, said

5o Method comprising:
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comparing a bus address on an internal address bus in said
computer processor against breakpoint address in an
breakpoint match register during a bus cycle said
breakpoint match register comprising at least one
match granularity bits, said match granularity bits
defining size of the comparison done between said
internal address bus and said breakpoint match register:

comparing an external bus destination indicator with an
external bus bit in a breakpoint conftrol register; and

halting said computer processor if said bus address on
said internal bus matches said breakpoint address in
said breakpoint match register and said external bus
destination indicator matches said external bus bit in
said breakpoint control register.

% ok ok ok ok
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In column 4 at line 22 delete "Fl bus" and insert --H bus--

in column 5 at line 35 delete "trait" and insert --unit--
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