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SYSTEM FOR MAINTAINING DATA
COHERENCY IN CACHE MEMORY BY
PERIODICALLY BROADCASTING
INVALIDATION REPORTS FROM SERVER
TO CLIENT

FIELD OF THE INVENTION

The present invention relates generally to the field of
cache memories, and in particular to cache memory man-
agement strategies for distributed computing environments.

BACKGROUND OF THE INVENTION

A cache memory is a memory that is packaged as an
integral component of a processing unit in a computer
system. The cache 1s generally much smaller than main
memory. Its purpose is to serve as a buffer between the
processors and the memory, emulating the main memory,
but with a much faster access time.

For multiprocessor systems, the cache management strat-
egy also includes algorithms that provide a coherent view of
storage to all of the processors in the system. Coherency
implies that store operations to a memory location per-
formed by a given processor (e.g., a server) will be made
-consistent with fetch operations done to the same memory
location by another processor (e.g., a client). Coherency
provides a means for determining when cached data in a
given processor becomes obsolete as a result of store opera-
tions performed by another processor.

In the Andrew file system, for example, the server main-
tains a record of which data is cached in each of the clients.
Typically, coherency is maintained by providing a valid bit
for each datum in each respective client’s cache. A “cross
invalidate” (XI) is the act of invalidating, or marking non-
resident, a line in the cache of a remote processor. When a
server needs to change the value of a datum, the server
broadcasts XI messages to all of the other processors that
may have a copy of the same datum in cache. If a copy of
the datum is present in one of these other caches, that copy
1s marked invalid (e.g., the valid bit is reset) in response to
the XI. Only after all copies are marked invalid does the first
processor change the target data value. A request for the
datum then results in a cache miss.

In the Network File System, the server does not have to
keep track of which clients have copies of each respective
datum. Whenever a client needs to access data in its respec-
ttve cache, it queries the server to verify that its copy of the
data 1s current.

The paradigms described above work well when all of the
processors in the system are active at the same time, and
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when the communications paths between the processors are

static. Typically, this has been the case when all of the
processors are collocated and are operated continuously.

The introduction of wireless cellular communications and
palmtop computers into the marketplace introduces new
capabilities and also poses new technical challenges. The
need to share data in this distributed and mobile environ-
ment presents one of these challenges. It is desirable to share
data among fixed location mobile unit support stations and
mobile palmtop units.

The conditions in a mobile wireless computing environ-
ment differ from those encountered in the static, collocated
multiprocessor systems described above. In the mobile
environment, a large number of users equipped with low
powered palmtop machines may query databases over wire-
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less communications channels. Palmtop units are often
powered down (taken off-line) for prolonged periods of time
to conserve battery energy. Thus, if palmtops are equipped
with caches, the palmtops may not always be available to
receive cross invalidate messages from the rnobﬂe unit
support stations, if such messages are sent.

Furthermore, the palmtop users do not maintain fixed or
universally known positions in the wireless network. A
given palmtop unit may be in communication with different
mobile unit support stations at different times. The mobile
unit support stations cannot predict which palmtop units will
be within their respective radio coverage areas at any gwen
fime.

Although the mobile unit support stations may be located
in proximity to one another, for example, within a single
building or campus, it is contemplated that palmtop
machines will also communicate over conventional cellular
communications networks as well. In the latter case, the
communications bandwidth may be limited (e.g., 10 to 20
kilobits per second). The bandwidth places a limit on the
number of queries to which the server can respond in a given
period of time. Because of the limited bandwidth in the
cellular environment, it is impractical for each palmtop to
query the mobile unit support station for a complete data-
base refresh each time the palmtop user wishes to access
data after returning to the on-line state. The mobility of the
palmtops, their frequent unavailability to receive XI mes-
sages, and communications bandwidth limitations make
caching of data within the palmtops by the conventional
paradigms difficult.

The above identified factors tend to make communica-
tions with palmtop machines more complex. At the same
time, some of the constraints that have driven the design of
1any prior art systems may not apply in some of the
applications for palmtop computers. For example, palmtops
may be used by consumers to access data that are updated
with a frequency that 1s much smaller than the frequency of
queries sent from the clients to the server, Additionally, some
palmtop applications may tolerate a small, known probabil-
ity that the data in the palmtop are considered to be current
when in fact the data have been updated (For example, when
updates are infrequent and are minor). For such applications,
the prior art cache management strategies for distributed
systems may be ineflicient.

An 1improved method for maintaining a coherent view of
the data in the cache of each mobile unit is desired. Desir-
ably, the improved method would not require the mobile
units to stay on-line at all times, and would not require a full
cache refresh each time a mobile unit is turned on.

SUMMARY OF THE INVENTION

The invention is a method and system for maintaining
coherency between a server processor and a client processor
that has a cache memory. The server stores a plurality of data
values, and the client stores a subset of the plurality of data
values 1in the cache.

The server processor periodically broadcasts invalidation
reports to the client processor. Each respective invalidation
report includes information identifying which, if any, of the
plurality of data values have been updated within a prede-
termined period of time before the server processor broad-
casts the respective invalidation report.

The client processor determines, based on the invalidation
reports, whether a selected data value in the cache memory
of the client processor has been updated in the server
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processor since the selected data value was stored in the
cache memory. The client processor invalidates the selected
data value in the cache memory of the client processor, if the
selected data value has been updated 1n the server processor.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 1s a block diagram of an exemplary system in
accordance with the invention,

FIG. 2 1s a flow chart diagram of a method for maintaining
cache coherency in the system of FIG. 1.

FIG. 3A 1s a detailed flow chart diagram of an exemplary
method for forming and broadcasting invalidation reports as
shown in FI1G. 1.

FIG. 3B is a flow chart diagram of an exemplary method
for processing the invalidation reports produced by the
method shown in FIG. 3A.

FIG. 4A is a detailed flow chart diagram of a second
exemplary method for forming and broadcasting invalida-
tion reports as shown in FIG. 1.

FIG. 4B 1s a flow chart diagram of an exemplary method
for processing the invalidation reports produced by the
method shown in FIG. 4A.

FIG. 5A is a detailed flow chart diagram of a third
exemplary method for forming and broadcasting invalida-
tion reports as shown in FIG. 1.

FIG. 3B 1s a flow chart diagram of an exemplary method
for processing the invalidation reports produced by the
method shown in F1G. SA.

DETAILED DESCRIPTION

OVERVIEW

FIG. 1 is a block diagram of an exemplary system in
accordance with the invention, for maintaining coherency
between data stored in one Or more Server processors
10a-104 and one or more client processors 20a-20f. The
invention may be used advantageously in an environment in
which the clients are taken ofi-line part of the time and are
not available to receive invalidation messages at all times.
The invention also may be used advantageously in environ-
ments in which the frequency of data updates by the server
10a-10d 1s much less than the frequency of queries by the
clients 20a-20f

Each server 10a-104d stores a plurality of data values. The
servers 10a—104 all have access to a common body of data.
The servers 10a-10d may, for example, include databases
covering a variety of subjects, such as financial data, news,
weather, documents, etc. Such data may be accessed by
palmtop computers 20a—-20f over a cellular network.

The servers 10a-10d are coupled via communications
links to one or more client processors 20a—-20f. Each of the
clients 20a-20f has a respective cache memory 22 for
storing a subset of the of the data that are stored in the
servers 10a—-10d. For simplicity, only one cache memory 22
in chient 20a 1s shown in FIG. 1. The cache memories (not
shown) in the remaining clients 20b-20f may be identical to
cache 22. Any of the clients 20a-20f may store copies of any
subset of the data 1n its respective cache 22. Therefore the
contents of the caches 22 may differ.

In the exemplary embodiment, the servers 10a-10d are
connected to each other by a fixed (1.e., stationary) network
18 and the couplings between the servers 10a-10d and the
clients 20a-20f are wireless. The exemplary clients 20a-20f
are mobile units (MU), such as palmtop computers. The
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~ exemplary servers 10a—10d are mobile unit support stations

(MSS). Each MSS 10a-104 communicates within a respec-
tive radio coverage area called a cell 12a-124. An MU
20a-20f may move between any of the cells 12a-124.

FIG. 2 is a flow chart diagram showing an exemplary
process according to the invention.

Each server 10a-10d includes a process for forming and
broadcasting periodic invalidation reports to any of the
clients 20a-20f currently located within its respective cell
12a-124d. At step 100, the server begins to periodically form
and broadcast invalidation reports. Each invalidation report
includes information identifying which of the data values
stored in the server 10a-104 have been updated within a
predetermined interval of time (hereinafter referred to as a
window), before the server 10a-10d broadcasts that invali-
dation report. The period of the broadcasts may be the same
as, or different from, the length of the window. For example,
the window may be six to ten times as long as the period.
The servers 10a—10d broadcast the reports over a wireless
medium (e.g., radio {requency). The servers 10a-10d need
not maintain records of which clients are located in each
respective cell 12a-12d, or of the contents of the respective
cache 22 of each client 20a-20f.

At step 104, each client 20a-20f receives the 1nvalidation
reports if the client 1s turned on and is in an on-line state. At
step 106, based on the invalidation reports, each client
20a-20f determines whether any of the data in its respective
cache memory 22 are copies of data that have been updated
in the server 10a-10d since the time that the copies were
stored in the cache 22. If so, then the copies of the data in
the cache 22 are invalid. At step 106, the clients 20a-20f
determine which data have been updated in the servers
10a-104d. Then at step 108, the clients 20a-20f mark these
data invalid in the cache 22. At step 110, the clients 20a-20f
query the respective servers 10a-10d for any requested data
that are not present in cache 22.

According to an advantageous aspect of the invention, the
clients 20a-20f may be taken off-line at any time. For
example, if clients 20a-20f are palmtop computers, the
clients 20a-20f may be carried around by the operators from
one location to another (and perhaps from one cell 12a-124
to another). The palmtop computers may not always be
needed. When a palmtop computer is not needed (step 112),
it may be taken off-line at step 114 to conserve battery
pOWET.

At steps 116-120, the clients 20a-20f may update their
caches in response to the invalidation reports received after
returning to an on-line state, even though the clients 20a-20f
miss some of the invalidation reports when the clients
20a-20f are off-line. The invalidation reports contain
“cumulative” information sufficient to enable the clhients
20a-20f to determine all data that have been invalidated
during the window time. This may be accomplished so long
as the off-line time does not exceed the window time at step
120. If the off-line time does exceed the window time at step
120, then all items in the cache are invalidated at step 122.

If the 1invalidation report does not indicate that a datum 1is
invalid, and the client has not been off-line for a time greater
than the window, then the data in the client’s cache 22 are
presumed by the client to be valid as of the time the
invalidation report 1s broadcast. Note that some latency is
introduced into the query process when the clients 20a-20f
wait for the report. In between reports, a datum may be
updated in the server 10a—-10d; the clients 20a-20f are not
notified until the next report is broadcast. Thus the period
between validation reports is selected to be small enough,
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relative to the update frequency, so that the risk of using
“stale” data in between reports is reduced to an acceptable
level.

The method shown in FIG. 2. may reduce the number of
queries that each client 20a-20f must make to refresh its
cache after a request for data. By reducing the number of

queries, the traffic loading between the servers 10a-104 and
the clients 20a-20f is reduced, and it is possible to serve a
greater number of clients 20a-20f, or handle a larger data-
base 1n the server 10a—10d.

According to another aspect of the invention, the clients |

20a-20f accept invalidation reports from any of the servers
10a-104d when the clients are located within the respective
cells 12a-124d of those servers 10a104. Upon return to an
on-line state, the client 20a—20f accepts the next invalidation
report broadcast by the nearest server 10a—-10d, determines
which data in the cache 22 are invalid based on the invali-
dation report, and invalidates any of the data in the cache 22
that the client 20a-20f determines to be invalid.

Another exemplary application for the invention is in a
retail store, such as a supermarket. Consumers may carry
portable devices throughout the store. These portable
devices may be equipped with scanners (e.g., optical or
magnetic scanners) for reading product labels. The devices
scan the product labels, query the server for the prices, and
store the prices in cache. The consumers may use the stored
prices to compute the total cost of an order of goods. This is
an example of a query intensive environment, in which the
server may only update a given price once per day or once
per week, but the clients query the server many times per
hour.

THE EXEMPLARY EMBODIMENTS

The invention may be implemented in many different
ways, including but not limited to the exemplary embodi-
ments, described below. The contents and frequency of the
invalidation reports, and the response of the client proces-
sors upon receipt of the reports 1s selected based on the
nature of the environment. The goal of selecting a particular
strategy is to limit the number of queries from the client
processors in a given time interval to a number less than the
maximum number of queries that may be satisfied by the
server in that interval. Specific factors that may be consid-
cred in defining the strategy include the frequency of
updates to the data, the frequency of queries, and the
fractional time that each client is in the on-line state.

One extreme end of the spectrum is the environment in
which updates are very {requent relative to queries. In such
a situation, the cache hit ratio i1s expected to be very low,
regardless of which method for maintaining cache coher-
ency. In such an environment, the use of a cache in each
client may not be efficient. That is, performance may be
- much the same regardless of whether a cache is included in
the client configuration. The invention 1s most effective at
the other end of the spectrum (when updates are infrequent
and requests for data are frequent, so that the cache hit ratio
1s high).

Three alternative strategies for defining the contents of the
invalidation reports are described below. Each of the strat-
egies may provide better system performance (defined by
the number of queries to which the server 10a a can respond
- per unit of time) in a respectively different environment. For
each respective strategy described below, the environment in
which that strategy may be preferred is described.

The inventors have determined that the first exemplary
embodiment provides the greatest throughput when the
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client processors 20a—20f are on-line all, or nearly all of the
time (In other words, if the time on-line 1s several times
greater than the time off-line). This exemplary embodiment
1§ referred to herein as “Broadcasting Addresses” and is
shown in FIGS. 3A and 3B. In this embodiment, the servers
10a-10d store a list of the addresses of each respective
datum that has been updated since the last invalidation
report was broadcast. The clients 20a-20f invalidate the
items on the list. A client 20g invalidates every datum in its
cache 22 if it has missed one or more reports, as explained
in detail below.

FIG. 3A is a flow chart diagram of the process executed
by thc server 10ag to create and broadcast the invalidation
reports. At step 200, the list of updated data is cleared. At
steps 201 and 202, each of the data in the server 10a that is
shared with the clients 20a-20f 1s checked to determine
whether the datum has been updated since the last invali-

dation report. At step 204, if an item has been updated, the
address of that datum is added to the list. At step 206, after
each datum is checked, the report is broadcast to the clients.
The report only includes the list of addresses. This method

results in a very short invalidation report. This minimizes the
fraction of the available bandwidth used for transmitting
invalidation reports, and allows the server to broadcast

responses (o more queries.

FIG. 3B 1s a flow chart diagram of the process executed
by the client 20a when it receives the invalidation report
created by the process shown in FIG. 3A. At step 210, the
process begins when the client 1s on-line, either continu-
ously or after a period of ofi-line status. At step 212, the
client 20a receives the next invalidation report broadcast
from the server 10a. Then, at step 214, the client determines
whether any reports have been missed, based on the time
that the last report was received by the client. The period of
the reports 1s a predetermined time interval that is known to
the clients (Alternatively, the period of the reports or the
time of the last prior report may be included as an 1tem 1n the
report). Thus, the client 20a can determine whether any
reports were sent from the server 10a and not received by the
client 20a.

In the first exemplary embodiment of the imvention, if the
client determines that one or more reports have been misse
at step 214, then every entry in the cache 22 is invalidated
at step 226. Steps 216 to 220 are repeated for each valid
datum in the cache, if the client has not missed any reports
at step 214. At step 218, for each datum in the cache 22, the
invalidation report is checked to determine whether the
address of that datum 1is in the report. If the address of the
datum is in the report at step 218, then the datum is marked
invalid at step 220. The items remaining in cache after steps
216 to 220 are executed are presumed to be valid. At step
222, when the report has been processed, the client 20a
queries the server for the current value of any datum that is
needed and not resident in cache. At step 224, when the
client’s work is completed, the client 20a may be powered
down to the off-line state.

The invalidation reports produced by Broadcasting
Addresses (as shown 1n FIGS. 3A and 3B) do not include
any timestamp information for the individual items listed in
the report. In between reports, clients 20a-20f that have
been continuously on-line assume that any data in cache that
are not listed in the most recently received report are still
valid. If any addresses are listed in a report, the clients
20a-20f assume that the data stored at the addresses listed
were all updated immediately after the last previous report.
This may cause a client 202 to misdiagnose a datum as
invalid, increasing the query rate.
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For example, consider the case in which the following
events occur in order: (1) a server 10a broadcasts a report at
time TO and updates a datum at time T1; (2) the client 20a
returns to an on-line state and queries the server for the same
datum at time T2; and (3) the server responds to the query
at time T3 and issues the next invalidation report at time T4.
Even though the client 20a receives the updated value of the
datum at T3, upon receipt of the invalidation report at T4, the
client assumes that the datum was updated immediately
before T4. The client incorrectly diagnoses the copy of the
datum received at T3 as invalid.

The situation described above seldom occurs when the
clients 20a-20f are on-line nearly all of the time. Further-
more, the first exemplary method, Broadcasting Addresses,
has the advantage that the invalidation report may be rela-
tively small, because it only requires an address for each
datum. Thus, Broadcasting Addresses may be preferable for
continuous and near-continuous client operation.

The inventors have determined that the throughput for the
first exemplary method, in terms of queries responded to by
the server per unit of time, may be approximated by equa-

tions (1) and (2).

L * W_ C *bc
(bg + ba)(1 — hgy)

1
- (1)

(2)

where:

T=Throughput in responses per second

L=Perniod between invalidation reports

W=Bandwidth of server—client link

c=Expected number of updates per period equals n{l1—e~
uL)

b_=Bytes added to report per updated datum, equal to
log(n)

n=number of data in server

b,=Bytes per query

b,=Bytes per answer to query

h,~=Hit ratio

A=queries per second

q,=probability of being on line and having no queries in
an interval of length L,
where

q=(1-s)e™

s=probability of being disconnected during an interval of
length L

,~Dprobability of no queries during an interval of length
L=s+q,
---pmbablhty of no updates during an interval of length
L=c -

pu=changes per datum per second

'The mventors have determined that the second exemplary
embodiment, hereinafter referred to as ‘“‘Broadcasting
Timestamps” may provide better throughput for query inten-
sive environments in which queries are several (e.g., seven
or more) orders of magnitude more frequent than updates,
and the client processors 20a-20f are on-line a substantial
fraction of the time (but not substantially ail of the time).
This exemplary embodiment is shown in FIGS. 4A and 4B.
In this embodiment, both the servers 10a—104d and the clients
20a—-20f store timestamps which identify the time at which
each respective datum was last updated, as explained in
detail below.
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FIG. 4A 1s a flow chart diagram of the method of
Broadcasting Timestamps. The server 10a stores a respec-
tive timestamp for each respective datum that is included in
the common data shared with the other servers 10b-104 and
the clients 20a-20f. Each timestamp identifies the time at
which the respective datum was most recently updated. At
step 150, the server 10a repeats step 152 for each datum. At
step 152, the server 10a checks the timestamp of a datum to
determune whether the datum was updated within the pre-
determined time window preceding the execution of step
152, If the datum was updated within the window, then at
step 156 the address of the datum and the timestamp of the
datum are added to the invalidation report currently being
prepared. After steps 152 and 156 (if applicable) are
repeated for each datum, at step 154 the server 10z sets a
report timestamp in the invalidation report to the current
time and broadcasts the report to all clients 20a within its
respective cell 12a.

FIG. 4B is a flow chart diagram of the steps executed by
the clients 20a-20f to process the invalidation reports pro-
duced by the process of FIG. 4A. Step 158 begins the
process with the client 20a on-line. The client 20a may have
been operating continuously prior to this time, or the client
20a may have just returned to the on-line state. At step 160,
the next invalidation report broadcast by the server 10a is
received.

Steps 162-166 and 172174 are repeated for each datum
1n the cache 22 of client 20aq, if applicable. At step 164, the
client 20a determines whether the address of the datum is
histed 1n the invalidation report. If so, then at step 166, the
datum 1s marked invalid in the cache 22. If the datum is not
listed 1n the report, then at step 172, the respective times-
tamp stored in cache and associated with the address of the
datum 1s checked to determine whether the timestamp (i.e.,
the time that a report was last received by the client) was
within the window of time immediately preceding the
report. It not, then the client has not processed any reports
within the window (e.g., because the client was off-line,
because the server failed to issue a report, or because of a
communications error), so the datum is presumed to be
invalid. In this case, at step 166, the datum is marked invalid
in the cache 22.

If at step 172, the timestamp of the datum is within the
window preceding the timestamp of the report, then the
datum 1s presumed to be valid, because the server 10a
includes in the report the timestamps of all updates that
occurred within the window. In this case, at step 174, the
timestamp of the datum is changed to the timestamp of the
report.

When the above steps have been executed for each datum
1n the cache, then at step 168 the client 20a queries the server
for the current values of any data needed by the client 20a
and not resident in the cache 22. When the queries are
completed, at step 170 the client 20a may be turned o

The provision of a window serves several functions. By
limiting the earliest time for which the server must include
updates in the invalidation reports, the report length is
shortened, so that less bandwidth is used in transmitting the
reports. A larger fraction of the bandwidth is then available
for responding to queries. The size of the queue within the
server 10a that maintains the addresses and timestamps of
all updated data is also shortened.

The inventors have determined that the throughput for the
second exemplary method, in terms of queries responded to
by the server per unit time, may be approximated by
equations (3) and (4).
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L * W — ny(log(n) + by) (3)

I = T

and

(1 — podits (1~ poultis (4)

hyo=
o ]l - Polig | ] — Jolty

where:
T=Throughput in responses per second

L=Period between invalidation reports
W=Bandwidth of server-client link

w=Window size in seconds equal to kL. where k is an
integer

n,=Expected number of updates per window equals n(1— 15
e HM

b,=Bytes per timestamp

n=number of data in server

b,=Bytes per query 20

b,=Bytes per answer to query

h, =Hit ratio using time stamps

pu=changes per datum per second

s=probability of being disconnected during an interval of
length L

P ~probability of no queries during an interval of length
L=s+q,

u,=probability of no updates during an interval of length
L=¢™H~ 30

The method of Broadcasting Timestamps may be
employed generally without regard to the content or type of
data stored in the servers 10a-10d and clients 20a—20f. This
18 advantageous for systems that share many different data-
bases including respectively different types of data among 35
the processors. In some environments, where only a limited
number of data types are present, it may be advantageous to
tailor the invalidation reports to the specific type of data
being handled. If the invalidation reports are tailored to
particular types of data, then the invalidation reports may be 40
compressed.

An example of the use of data compression for Broad-
casting Timestamps is in the retail store environment
described above, in which the client processors store the
prices of a subset of the goods stocked in the store. The 45
goods may be assigned to a predefined set of categories (e.g.,
meat, canned goods, cleaning products, dairy products, etc.).
The invalidation reports may include flags that are set to
indicate that the prices of all items in a category (e.g., all
eat items) were updated at a given time. It would not be 50
necessary to broadcast the respective timestamp and address
of each individual item. Upon receipt of an invalidation
report in which a flag is set, the client 20q invalidates all of
the data within the category indicated by that flag. This is
advantageous in environments in which most or all of the 55
items 1n a category are likely to be updated at the same time.

Use of data compression reduces the size of the invali-
dation reports. If the server is either broadcasting invalida-
tion reports or responses to querics most of the time,
shortening the reports allows the server to respond to more 60
queries. It i1s understood by one skilled in the art that a
variety of data compression techniques may be used,
depending on the nature of the data shared among the
processors in the system. |

10

25

The inventors have determined that a third exemplary 65

method according to the invention may provide better
throughput when the clients 20a-20f are off-line most of the

10

time. The third method may also provide better throughput
when the frequency of queries is a few orders of magnitude
greater than the frequency of updates. The third method,
hereinafter referred to as “Broadcasting Signatures”
involves a comparison between the a first set of signatures
based on the contents of the server 10a and a second set of
signatures based on the contents of the cache 22 of client
20a. This method is shown in FIGS. 5A and 5B. The
invalidation report provides information about the current
state of the server 10a. |

FIG. SA i1s a flow chart diagram showing the process
performed by the server to generate the invalidation reports.
Signatures are checksums computed over the values of data
in the server. At steps 250 and 252, the data in the server are
divided into pages, and a signature is computed for each
page, forming a complete set of individual page signatures.
At steps 254-258, the combined signatures are formed. At
step 256, a subset of the individual signatures are combined
to form a combined signature by forming the Exclusive OR

(XOR) of the subset of individual signatures. At step 258,
the combined signature is added to the report. By repeating
steps 256 and 258, a plurality of different subsets (each
including the individual signatures from a respectively dif-
ferent subset of the pages) are thus combined to form a
plurality of combined signatures. At step 260, the report is
broadcast to the clients 20a-20f.

FIG. 5B is a flow chart diagram of the signature process-
ing performed by the clients 20a-20f. At step 280, the client
20a receives the invalidation report from the server 10a. The
clients 20a—20f typically do not include copies of all of the
server's data in cache 22. Only some of the subsets of the
pages 1n the server 10a are copied in each cache. Steps
282-290 are repeated for each respective subset of the server
pages stored 1n the cache 22 (each subset corresponding to
a respective combined signature). At step 284, the client 20a
performs a process similar to steps 250 to 256 (performed by
the server 10a, as shown in FIG. 5A). The client 20a
computes an individual signature for each page in the cache
22, and forms the combined signatures (as the Exclusive OR
of a subset of the individual signatures). The client 204 only
computes combined signatures for the subsets of the data
that are of used by the client 20a.

The composition of the combined signatures broadcast in
the invalidation reports by the server is statically defined, so
that each client recognizes the format of the reports, and
each client 1s able to identify those combined signatures that
are relevant to the pages copied in its cache 22. At step 286,
the client 20a compares its combined signature to the
combined signature received in the invalidation report. A
publication by D. Barbara and R. J. Lipton, “A Class of
Randomized Strategies for Low-Cost Comparison of File
Copies” IEEE Transactions on Parallel and Distributed
Systems, Vol. 2, No. 2, pages 160-170, 1991, is hereby
incorporated by reference for its teachings on techniques for
generating combined signatures for data comparisons.

If, at step 286, a combined signature in a report is equal
to the respective combined signature in the cache 22, the
probability that one or more items covered by the combined
signature are different from one another (i.e., the copy of the
data in cache is invalid) but have the same signature is
approximately 27, where s is the number of bits in the
combined signature. Thus, there is a known probability that
an item may not be invalidated in the cache 22 in response
to the invalidation report. This probability may be limited to
a desired value by selecting an appropriate number of bits
for the combined signature.

If, at step 286, a combined signature in the report is
different from the corresponding combined signature in the
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cache 22, then one or more of the data covered by that
combined signature have been updated in the server 10a. In
order to detect which of the data in cache are actually
invalid, several respectively different combined signatures
(representing respectively different subsets of the data in the
server) are included in the report. Each page in the cache
may be included in several different subsets of the pages in
the server, and each page 1s thus covered by several com-
bined signatures. Steps 288 and 290 are repeated for each
datum in each page represented by the non-matching com-
bined signature. At step 290, a counter for each datum
represented by the combined signature 1s incremented.

When steps 282 to 290 have been repeated for each subset
of the pages in cache, then steps 292 to 296 are repeated for
each datum in cache. The number of non-matching com-
bined signatures associated with each respective datum 1s
determined by the value of the respective counter for that
datum. At step 294, if the number of non-matching signa-
tures for a datum exceeds a predetermined threshold level,
then at step 296, the datum is determined to be invalid and
is marked invalid. When steps 292-296 have been repeated
for each datum in cache, at step 298 the client 20a may query
the server 10a for any data that are required and not restdent
in cache 22.

As described above, the respective counters for each
respective datum in a page of the cache all have the same
value, even though as few as one datum may actuaily have
been updated. This means that an update to one datum
causes all other data 1in the same page as the updated datum
to be invalidated in the cache 22 of the client 20a. The page
size may be made arbitrarily small (even a single datum per
page), to minimize the number of data that are unnecessanly
invalidated in this manner. The tradeofif is that, as the page
size becomes smaller, the number of pages becomes greater.

The state based method of Broadcasting Signatures 1is
different from Broadcasting Addresses (FIGS. 3A and 3B)
and Broadcasting Timestamps (FIGS. 4A and 4B), both of
which are history based (i.e., transactional). Because each
invalidation report containing signatures provides informa-
tion regarding all data in the server 10a, the client 20a can
determine whether each datum in its cache 22 is invalid,
even 1f the client 20aq has returned to an on-line state after
missing several invalidation reports.

By Broadcasting Signatures, the client 20a need not
invalidate all of the items in cache 22 if the off-line time
exceeds a predetermined “‘window”, as in Broadcasting
Timestamps. (In this sense, Broadcasting Signatures func-
tions as i1f a window of infinite duration i1s used). Thus,
Broadcasting Signatures may provide better throughput 1n
an environment in which the clients are off-line a substantial
fraction of the time. Furthermore, if the ratio of queries to
updates 1s not very high (e.g., 1,000 to 1), the average report
size for Broadcasting Timestamps becomes larger as more
items are invalidated, reducing throughput by that method.
This factor makes Broadcasting Signatures advantageous
when the frequency of queries is not several orders of
magnitude greater than the frequency of updates.

In the exemplary embodiment, there are m randomly
chosen (a priori, before any exchange of signatures occurs)
sets of data. The members of each set are randomly chosen
s0 that a datum has the probability 1/(1+f) of being included
in each set (where f is the number of different pages).

The inventors have determined that the throughput for
Broadcasting Signatures according the third exemplary
embodiment of the invention, in terms of queries responded
to by the server per unit time, may be characterized by
equations (5) to (8).
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{1 (5)
L*W—ﬁ*s*(f—i—l)[ln(?)whln(n)]

(bq + bﬂ)(l — hiig)

nzzs*(f+1)*[1n(—81--)+1n(n)]

(1 —polus
(1 — poito)

T=

(6)

(7)

hsig = [1 — p(N)] *

(8)

where:
‘T=Throughput in responses per second
L=Period between invalidation reports
W=Bandwidth of server-chent link
s=Number of bits in combined signature

f=Number of different pages

o0=Threshold maximum probability that a valid datum in
cache 1s falsely diagnosed

n=number of data in server

b,=Bytes per query

b _=Bytes per answer to query

hg;.=Hit ratio using time stamps
=Number of combined signatures in the invalidation
report

p(N,)=Probability of a valid datum being represented by
a non-matching signature

u=changes per datum per second

P _=probability of no queries during an interval of length
L=s+q,

u,=probability of no updates during an interval of length
[ =+~

'The method of Broadcasting Signatures is more effective
when there are relatively few differences between the data in
the server 10a and the data in the client 20a. This condition
1s present if the product of the average time a client is taken
off-line multiplied by the frequency of updates is not very
large.

If however, there are several updated data distributed
among many different pages, these updated data may affect
a large fraction of the combined signatures. This is because
of the way each page 1s randomly assigned to several subsets
for formmng the respective combined signatures for each
subset. In this case, with data differences in a large number
of pages that are reflected in an even larger number of
combined signatures, many data in the client’s cache may be
invalidated.

The method of Broadcasting Signatures may provide
better throughput than Broadcasting Addresses or Broad-
casting Timestamps in the mobile wireless computing envi-
ronment, because limited battery capacity and the costs of
maintaining a lengthy session over a cellular communica-
tions link make 1t advantageous to keep palmtop computers
off-line when possible. Furthermore, Broadcasting Signa-
tures may provide better throughput than Broadcasting
Timestamps 1n sitvations in which the query rate only
exceeds the update rate by a few orders of magnitude.

It 1s understood by one skilied in the art that many
variations of the embodiments described herein are contem-
plated. While the invention has been described in terms of
exemplary embodiments, it 1 contemplated that it may be
practiced as outlined above with modifications within the

- spirit and scope of the appended claims.
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What 15 claimed:

1. A method of maintaining coherency between a server
processor that stores a plurality of data value and a client
processor that has a cache memory for storing a subset of the
plurality of data values, comprising the steps of:

(a) broadcasting periodic invalidation reports from the
server processor to the client processor, each respective
invalidation report including information used for iden-
tifying any of the plurality of data values that have been
updated within a period of time before the server
processor broadcasts the respective invalidation report,
the information including a plurality of combined sig-
natures that are based on all of the data values stored in
the server processor;

(b) determining, based on the invalidation reports,
whether a selected data value in the cache memory of
the client processor has been updated in the server
processor since the selected data value was stored in the
cache memory, the determining performed by the client
processor and including: |
(1) forming a set of combined signatures that are based

on all of the data values in the cache memory of the
client processor,

(2) comparing each combined signature in the set of
combined signatures formed by the client to a
respective combined signature in the invalidation
report, to determine a measure of the probability that
the selected data value has been updated in the server
processor since the data value was stored in the
cache memory, and

(3) determining whether the measure of probability
exceeds a predetermined threshold value; and

(c) invalidating the selected data value in the cache
memory of the client processor, if the client processor
determines that the selected data value has been
updated in the server processor.

2. A method according to claim 1, wherein the period of
time is greater than the period between the broadcasting of
successive invalidation reports.

3. A method according to claim 1, further comprising the
steps of:

(d) taking the client processor ofi-line;
(e) returning the client processor to an on-line state; and

(f) invalidating any of the data in the cache memory that
the client processor determines to be invalid based on
the next invalidation report broadcast by the server
processor after step (e). |

4. A method according to claim 1, further comprising the

steps of:

(d) taking the client processor off-line;

(e) moving the client processor to a location at which the
client processor communicates with a further server
processor, the further processor communicating with
the server processor for receiving a copy of the plural-
ity of data values from the server processor;

(f) returming the client processor to an on-line state;

(g) broadcasting an invalidation report from the further
SEIVer processor;

(h) invalidating any of the data values in the cache
1iemory that the client processor determines to be

.
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invalid based on the invalidation report broadcast by
the further server processor.

5. A system for maintaining coherency between a server
processor that stores a plurality of data values, a further
server processor in communication with the server processor
for storing a copy of data values provided by the server
processor, and a client processor that has a cache memory
for storing a subset of the plurality of data values, compris-
ng:

means within the server processor for forming and broad-

casting periodic invalidation reports, each respective
invalidation report including information identifying
any of the plurality of data values that have been
updated within a predetermined period of time before
the server processor broadcasts the respective invali-
dation report; and

means within the further server processor for broadcasting
the invalidation report to the client processor,

wherein the client processor includes:
means for taking the client processor to an off-line state
and for returning the client processor to an on-line

state;
means for establishing a communication link between
the further server processor and the client processor
to receive the invalidation report broadcast by the
further processor when the client processor returns to
the on-line state;
means within the client processor for determining,
based on the invalidation reports, whether a selected
data value in the cache memory of the client pro-
cessor has been updated in the server processor stnce
the selected data value was stored in the cache
memory; and
means responsive to the determining means for invali-
dating the selected data value in the cache memory,
if the selected data value has been updated in the
server processor, wherein the invalidating means of
the client processor invalidates any of the data values
in the cache memory that the determining means of
the client processor determines to be invalid based
on the invalidation report broadcast by the further
SEIVEr processor.
6. A system according to claim S5, wherein the server
processor is a fixed location mobile unit support station.
7. A system according to claim 6, wherein the client
processor 18 a palmtop computer. |
8. A system according to claim 5, wherein:

the server processor and the further server processor are
fixed location mobile unit support stations, each broad-
casting invalidation reports to the client processor via a
wireless medium within a respective cell; and

the client processor is a palmtop computer that is portable

between the cells.

9. A system according to claim 8, further comprising a
fixed communications network to which the server processor
and the further server processor are coupled.

10. A system according to claim 9, wherein the fixed
communications network is a wired network.
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