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157] ABSTRACT

An IC card system uses a IC card and one or more
production IC cards. The prototype card is pro-
grammed to execute standard read/write commands,
and an 1nitialize command that returns the card to an
initial state. The prototype IC card, which can be is-
sued, initialized, and reissued repeatedly, is used for
testing purposes during the development of system soft-
ware. Production IC cards are programmed to execute
the standard read/write commands, and a version read
command that reads out a version number distinguish-
ing a production IC card from the prototype IC card.
Production IC cards are not programmed to execute the
initialize command.

21 Claims, 5 Drawing Sheets
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SECURE IC CARD SYSTEM WITH REUSABLE
PROTOTYPE IC CARD |

BACKGROUND OF THE INVENTION

This invention relates to an IC card system such as a
bank card system, more particularly to an IC card sys-
tem that 1s secure, yet can be developed without spoil-
Ing a large number of cards.

Wallet-size cards, similar in appearance to ordinary
credit cards but having embedded integrated circuits
(ICs), are issued by institutions such as banks as a conve-
nient means of managing financial and other data. Popu-
larly known as ““smart cards,” these cards will be re-
ferred to herein as IC cards. An IC card system com-
prises not only the 1C cards themselves but also various
software. The software includes, for example, an issuing
program used in issuing the cards to end users, and
application programs used to process the cards when
they are inserted in card-handling devices such as auto-
matic teller machines.

A feature of IC card systems is that they can be made
extremely secure by protecting the cards with pass-
words, and by protecting certain data in the cards from
alteration even by a person who knows the password.
Typically, the cards are manufactured by one entity
(the card manufacturer), then issued by another entity
(the card issuer) to end users. In one conventional sys-
tem, the card manufacturer programs the cards with a
manufacturer’s password known only to the card manu-
facturer and card issuer. Upon receiving a card from the
card manufacturer, the card issuer changes the pass-
word to an 1ssuer’s password known only to the card
1ssuer, stores certain issuer data and application data in
the card, and sets protection bits that permanently pre-
vent some of these data from being altered. When the
card issuer issues the card to an end user, he stores
further information in the card, such as the user’s name,
address, and personal identity number. Some of this
information may also be permanently protected from
alteration.

An end user cannot tamper with the data in his card
because he does not know the issuer’s password. If the
card 1s stolen by a third party, that party cannot tamper
with the card for the same reason. If the third party
steals a card from the card manufacturer, he still cannot
tamper with it because he does not know the manufac-
turer’'s password. The card manufacturer himself is
unable to tamper with a card once the card issuer has
changed the password. Furthermore, even if someone
who knew the issuer’s password were to use it to gain
unauthorized access to an already-issued card, he would
be unable to reissue the card to himself because of the
permanent protection of data in the card. In this way an
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attack, whether it be by an end user, a third party, the
card manufacturer, or an employee of the card-issuing
institution.

A disadvantage of these security arrangements, how-
ever, 1s that the card issuer is forced to expend a large
number of cards in the process of developing and de-
bugging his software. This is particularly true when the
software is developed through a trial-and-error process,
which 1s often the case. Consider, for example, a card
issuer who is developing an issuing program. He com-
pletes a first version of the program and tests it by issu-
ing a first card to an imaginary end user. The card is
then evaluated by checking that it contains correct data
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and works correctly with application software. If any
deficiencies are found, the issuing program is modified,
and the modified program is tested by issuing a second
card. Even if no problems are found, additional cards
are 1ssued to test the program under different sets of
issuing conditions.

This process 1s repeated until the issuing program has
been completely developed, tested, and debugged. A
new card 1s required for each test, because the perma-
nent data protection applied when each card is issued
prevents the card from being reused For another test.
Each test accordingly spoils one card. As the program
development process typically involves many tests,
many cards must be sacrificed in this way.

SUMMARY OF THE INVENTION

It 1s accordingly an object of the present invention to
enable IC card system software to be developed and
tested without spoiling IC cards.

Another object of the invention is to maintain existing
levels of security.

The invented IC card system uses a set of IC cards
comprising a prototype IC card and one or more pro-
duction IC cards. The prototype IC card is pro-
grammed to execute a standard set of commands for
reading and writing data in the card, and an initialize
command for initializing these data. During develop-
ment of system software, the software can be tested by
repeatedly 1ssuing, initializing, and reissuing the proto-
type IC card.

Production IC cards are programmed to execute the
same standard set of commands, and a version read
command. The version read command reads out a ver-
sion number distinguishing a production IC card from
the prototype IC card. Production IC cards are not
programmed to execute the initialize command. Pro-
duction IC cards are personalized with end user data
and distributed to end users.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of an integrated circuit in
an IC card.

FIG. 2 illustrates prototype and production cards in
various stages of programming.

FIG. 3 1s a flowchart illustrating the use of a proto-
type card to develop a card-issuing program.

F1G. 4 1s a flowchart illustrating the issuing of pro-
duction cards.

FI1G. 5 1s a flowchart illustrating the use of produc-
tion cards by end users.

DETAILED DESCRIPTION OF THE
INVENTION

An embodiment of the present invention will be de-
scribed with reference to the attached drawings. These
drawings illustrate the invention but do not restrict its
scope, which should be determined solely from the
appended claims.

FIG. 11s a block diagram of an integrated circuit that
may be used 1n the invented IC card system. The circuit
comprises a central processing unit (CPU) 1, an inter-
face 2, a mask-programmable read-only memory (mask
ROM) 3, a non-volathe data memory 4, and a volathe
random-access memory (RAM) 5. The interface 2 ena-
bles the CPU 1 to communicate with an external card-
handling device such as an automatic teller machine.
The data memory 4 comprises, for example, so-called
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flash memory, or electrically-erasable programmabie
read-only memory (EEPROM). The RAM 5 is used as
a work area during program execution. The circuit
blocks in FIG. 1 are well known to those skilled in the
art, so detailed descriptions thereof have been omitted.

IC cards contaming the integrated circuit in FIG. 1
are supplied from a card manufacturer to a card issuer,
who then issues them to end users. The card manufac-
turer may manufacture the integrated circuit himself, or
he may obtain it from an IC manufacturer. In either

case, the card manufacturer programs the mask ROM 3,
e.g. by supplying the IC manufacturer with mask data.
Once the 1C 1s manufactured, it is physically impossible

to alter the contents of the mask ROM 3. The contents
of the data memory 4. in contrast, can be altered. The
- data memory 4 1s programmed by both the card manu-
facturer and card issuer.

FIG. 2 tllustrates two types of 1C cards in various
stages of programming, indicating the contents of their
mask-programmable ROM 3 and data memory 4. One
of these types, 1llustrated at the top of FIG. 2, is a proto-
type card used by the card issuer during program devel-
opment. The other type, illustrated at the bottom of
FIG. 2, 1s a production card, which is distributed to end
users.

When the card manufacturer 6 manufactures a proto-
type card, it 1s originally a blank prototype card 7.
“Blank” means that the data memory 4 is in an initial
state containing, for example, all-one data, or all-zero
data. The mask ROM 3 of a blank prototype card 7
contains programs that execute a standard set of com-
mands 8 comprising read, write, protect, and other
commands. The read and write commands programmed
into the mask ROM 3 can be used to read and write data
in the data memory 4. The protect command can be
used to protect specified data in the data memory 4
from further alteration by the write command. The
mask ROM 3 also contains an initialize command pro-
gram 9 that releases the protection see by the protect
command and restores the data memory 4 to its initial
state, erasing any data written by the write command.

Details of the programming of the above commands
will be familiar to those skilled in the art. For example,
the protect command can be programmed to write-
protect specified areas of the data memory 4 by setting
corresponding protection bits in the data memory 4.
The write command may comprise a check routine that
prevents the write command from (1) setting or clearing
any protection bits; and (2) writing into a write-
protected area, 1.€. an area the protection bit of which is
set. The initialize command 9 can erase the entire data
memory 4, thereby also clearing the protection bits.

The write, protect, and initialize commands (and
possibly other commands) are programmed so that they
can only be executed by first entering a password.
When entered, the password is, for example, stored in
the RAM 3, and checked by comparison with a pass-
word value stored in the data memory 4. This password
protection can be removed from the write command,
and possibly from other commands, when the card is
issued. In the blank prototype card 7, the password
value stored in the data memory 4 is an initial all-zero or
all-one value.

After manufacturing the blank prototype card 7, the
card manufacturer 6 proceeds to protect it by changing
the password, thereby converting the blank prototype
card 7 to a protected prototype card 10. Specifically,
the card manufacturer 6 enters the initial (all-zero or
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all-one) password, thereby gaining the right to execute
the write command, then uses the write command to
write a manufacturer’s password 11 in the data memory
4. The manufacturer’s password 11 is known to both the
card manufacturer 6 and card issuer 12, but i1s kept
secret from other parties.

When the card 1ssuer 12 receives the protected proto-
type card 10 from the card manufacturer 6, he uses his
issuing program to write data in the data memory 4,
thereby converting the card to an issued prototype card

13. Specifically, the issuing program enters the manu-
facturer’s password 11, thereby gaining the right to
execute the write command. Next, the issuing program

uses the write command to change the manufacturer’s
password 11 to an 1ssuer’s password 14 which 1s known
only to the issuer. Then the 1ssuing program writes
issuer data 15 and application data 16 in the data mem-
ory 4, and uses the protect command to protect the
password 14 and appropriate parts of the 1ssuer data 15
and application data 16 from further alteration.

At this point the issued prototype card 13 has been
issued to an imaginary end user whose name and other
end-user data all have 1nitial (all-zero or all-one) values.
The card issuer 12 uses the issued prototype card 13 for
test purposes, as described later. After testing is com-
pleted, the card 1ssuer 12 orders a quantity of produc-
tion cards from the card manufacturer 6.

A. blank production card 17 is the same as a blank
prototype card 7 except that in place of the initialize
command 9, it has a version read command 18 which
reads a version number. The version number is prefera-
bly a number stored in the mask ROM 3 that distin-
guishes the production card from a prototype card.
Prototype cards have either a different version number,
or no version number. For example, the version number
can be embedded in the version read command pro-
gram, which is lacking in prototype cards.

After manufacturing a blank production card 17, the
card manufacturer 6 converts it to a protected produc-
tion card 19 by writing the manufacturer’s password 11,
then ships it to the card issuer 12. Upon receiving a
protected production card 19, the card issuer 12
promptly uses the issuing program to write the issuer’s
password 14, 1ssuer data 15, and application data 16 in
the data memory 4 and protect appropriate parts of
these data from further alteration, thereby converting
the card to an issued production card 20.

When the card issuer 12 transfers the card to an end
user 21, he uses the 1ssuing program again to convert the
card to a personalized production card 22. Specifically,
the 1ssuing program now enters the issuer’s password
14, then uses the write command to write end-user data
23 1n the data memory 4. The end-user data 23 com-
prises, for example, the end user’s name, address, and a
personal 1dentity number (PIN), this latter being a se-
cret code known only to the card issuer 12 and end user
21. The i1ssuing program may also protect appropriate
parts of the end-user data 23 from alteration, remove
password protection from the write command and pos-
sibly other commands as noted above, and substitute
alternative forms of protection based on, for example,
the end user’s PIN. The end user 21 can now use the
personalized production card 22 for its intended pur-
pose, e.g. for conducting financial transactions.

The use of a prototype card in developing an issuing
program 1s illustrated in FIG. 3. In step S1, the card
manufacturer protects the prototype card by writing
the manufacturer’s password in it. In step S2, the card
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manufacturer ships the prototype card to the card is-
suer. In step S3, the card issuer receives delivery of the
prototype card. In step S4, the card issuer issues the
prototype card, using the issuing program which is
under development. In step S5 the prototype card is
tested and evaluated by, for example, inserting it in a
card-testing device. If step S§ indicates that the issuing
program needs to be modified, this is done in step S6,
then the card 1s initialized in step S7, using the initialize
command. In step S8 the card issuer enters the initial
(all-zero or all-one) password value, then executes the
write command to change the password to the manufac-
turer’s password, thereby restoring the card to its state
upon delivery in step S3.

The procedure now returns to step S4: the card is
reissued, using the modified issuing program, then
tested and evaluated again. The prototype card can be
cycled through steps S4, S5, S6, S7, and S8 as many
times as necessary until the issuing program has been
completed, and has been thoroughly tested and de-
bugged. When all tests are finished and a satisfactory
result is obtained in step S35, then in step S9 the card
issuer declares the issuing program completed.

The i1ssuing program can accordingly be completely
developed, tested, and debugged using only a single
prototype card. It is not necessary to spoil large quanti-
ties of production cards as in the prior art.

FIG. 4 illustrates the issuing of a production card. In
step S11, the card manufacturer protects the production
card by writing the manufacturer’s password. In step
S12, the card manufacturer ships the production card to
the card issuer, who receives delivery in step S13. In
step  S14, the card issuer 1ssues the production card,
using the completed 1ssuing program, and personalizes
it with end-user data. In step S15 the personalized card
is delivered to the end user.

F1G. 5 illustrates the use of a personalized production
card by the end user. In step S21, the end user inserts
the card m a card-handling device at, for example, a
bank, and the device detects that the card has been
inserted. In step S22, a standard program in the device
instructs the card to execute the version read command,
thereby reading the version number from the card. In
step S23, the version number is checked. If the version
number is appropriate, 1n step S24 an application pro-
gram 1s started. In step S25 the application program
reads and checks application data stored in the card. If
this cheek passes, in step S26 the application program
performs the service it has been programmed to pro-
vide, such as carrying out a financial transaction. When
this service 1s completed, in step S27 the application
program ends, and 1n step S28 the card is ejected.

The process in FIG. § has several built-in safeguards.
First, if the card is not programmed to execute the
version read command (e.g., if the card is a prototype
card) the version check in step §23 will obviously fall.
Failure of the check in step S23 causes a jump to step
S28, ¢jecting the card. Second, if the version number
recorded in the card 1s mnappropriate, the result in step
S23 will again be negative and the card will again be
ejected. Third, if the application data read in slop S25
are inappropriate (for example, if the card was issued by
a different issuer), the application program will jump to
step S28, once again ejecting the card.

The invented card system accordingly provides the
same security features as in the prior art. A production
card is protected first by the manufacturer’s password,
then by the issuer’s password, and also by the perma-
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6

nent write protection applied to various data when the
card issued, which prevents the card From being reis-
sued. |

A prototype card 1s even more strongly protected,
because it lacks the version read command. When in-
serted in a card-handling device, a prototype card will
fail the version check in step S23 in FIG. 5 and be
ejected before any application processing can begin.
Accordingly, even if someone obtains a blank prototype
card 7 that is not protected by a password, although he
can tamper with the contents of the card to his heart’s
content, he cannot make any use of the card. The same
applies to someone who steals a protected prototype
card 10 or 1ssued prototype card 13.

The IC card system described above is only one of
many possible embodiments of the invention. It can be
modified in numerous ways. For example:

The version number was described as stored in the
mask ROM 3, where it cannot be altered. Since proto-
type cards lack the version read command, however, it
1$ possible to store the version number in the data mem-
ory 4. This provides additional flexibility, since it per-
mits the card issuer to write different version numbers
without having to order changes in mask-ROM data.

If the version number is stored in the mask ROM 3, it
is possible to provide the prototype card with a version
read command without compromising the security of
the system, as long as prototype cards and production
cards have different version numbers. If inserted in a
card-handling device, a prototype card will still fail the
version check in step S23 in FIG. 3§, this check being
adapted to reject cards having prototype version num-
bers.

The 1nitialize command was described as restoring a
prototype card to the blank state, so that the issuer had
to write the manufacturer’s password to return the card
to 1ts condition upon delivery. An alternative scheme is
to have the initialize command write the manufacturer’s
password. For further security, the manufacturer can
use two different passwords, one for prototype cards
and one for production cards.

The prototype card can be used not only during de-
velopment of the 1ssuing program, but also during de-
velopment of application programs and other system
software.

Those skilled in the art will recognize that still further
modifications can be made without departing from the
scope of the invention as claimed below.

What is claimed is:

1. A method of developing, issuing, and using IC
cards, comprising the steps of:

manufacturing a prototype IC card programmed to

execute a standard set of read/write commands and
an initialize command,;

writing a manufacturer’s first password in said proto-

type 1C card;

delivering said prototype 1C card to a card issuer and

informing said card issuer of said manufacturer’s
first password;

developing a card-issuing program;

writing an issuer’s password known only to said card

1ssuer, together with issuer data and application
data, in said prototype IC card, using said card-
1SSUIng program;

evaluating said prototype 1C card and said card-issu-

Ing program;

initializing said prototype IC card with said initial-

izing command, thereby erasing said issuer’s pass-
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word, said issuer data, and said application data

from said prototype IC card;

modifying said card-issuing program;

repeating the preceding steps of writing, evaluating,
initializing, and modifying until said card-issuing
program is satisfactory;

manufacturing production IC cards programmed to
execute said standard set of read/write command,
and to execute a version read command for reading
a version number distinguishing said production IC
cards from said prototype IC card, but not to exe-
cute said initialized command,;

writing a manufacturer’s second password in said
production IC cards;

delivering said production IC cards to said card issuer
and informing said card issuer of said manufactur-

er’s second password; |

writing said issuer’s password, together with said
1ssuer data and application data, in said production
IC cards, using said-card-1ssuing program;

personalizing said production IC cares with end-user
data; |

distributing said production IC cards to end users;
and

checking said version number, by executing said ver-
sion read command, when said production IC
cards are used by said end users.

2. The method of claim 1, comprising the further step
of protecting at least part of said issuer’s password, said
issuer data, and said application data from alteration
except by said initialize command.

3. The method of claim 1, wherein said issuer’s pass-
word replaces said manufacturer’s first password and
sald manufacturer’s second password.

4. The method of claim 1, wherein the step of writing
a manufacturer’s first password in said prototype IC
card is performed both before the step of delivering said
prototype IC card and after the step of initializing said
prototype IC card.

S. The method of claim 1, wherein the step of initial-
izing said prototype IC card comprises writing of said
manufacturer’s first password in said prototype IC card.

6. The method of claim 1, wherein said prototype IC
card 1s not programmed to execute said version read
command.

7. The method of claim 1, wherein said prototype IC
card is programmed to execute said version read com-
mand, but has a version number different from the ver-
sion numbers of production IC cards.

8. The method of claim 1, wherein said manufactur-
er’s first password and said manufacturer’s second pass-
word are different. |

9. The method of claim 1, wherein said manufactur-
er’s first password and said manufacturer’s second pass-
word are identical. |

10. A set of IC cards, comprising:

a prototype IC card storing: a manufacturer’s pass-
word, a standard set of commands for writing an
issuer’s password and for erasing said manufactur-
er’s password and for writing application data in
said prototype IC card, and an initialize command
for erasing said 1ssuer’s password and said applica-
tion data; and

at least one production IC card for storing: a manu-
facturer’s password, a standard set of commands
for writing an issuer’s password and for erasing
said manufacturer’s password and for writing ap-
plication data in said production IC card, a version
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number for distinguishing said production IC card
from said prototype IC card, and a version read
command, for reading said version number;
wherein said standard set of commands stored in said
prototype IC card and said standard set of com-
mands stored in said production IC card are sub-
stantially identical; and wherein said initialize com-
mand is not stored in said production IC card.

11. The set of 1C cards of claim 10, wherein said
standard set of commands comprises a command for
preventing alteration of specified data in said prototype
IC card and said production IC card;

and wherein said initialize command in said proto-

type IC card capable of said alteration of specified

data 1n said prototype 1C card 1s capable of over-
coming sald command to preventing alteration of

specified data.

12. The set of IC cards of claim 10, wherein said.
prototype card does not store at least one of said version
number and said version read command.

13. The set of 1C cards of claim 10, wherein execution
of said initialize command and at least some of said
standard set of commands is initially conditional on
entry of a correct password.

14. The set of IC cards of claim 13, wherein said
initialize command initializes said issuer’s password to a
non-secret value.

15. The set of IC cards of claim 13, wherein said
initialize command 1nitializes said issuer’s password to
sald manufacturer’s password.

16. The set of IC cards of claim 10, wherein said
standard set of commands of each of said prototype IC
card and said production IC card 1s stored in a mask-
programinable read-only memory.

17. The set of IC cards of claim 10, wherein said
initialize command is stored in a mask-programmable
read-only memory.

18. The set of IC cards of claim 10, wherein said
version read command is stored in a mask-programma-
ble read-only memory.

19. The set of IC cards of claim 10, wherein said
version number is stored 1n a mask-programmable read-
only memory.

20. The set of IC cards of claim 10, wherein said
manufacturer’s password and said issuer’s password are
stored In a non-volathe memory which can be electri-
cally written and rewritten.

21. A set of IC cards, comprising:

a prototype IC card programmed to execute a stan-
dard set of commands for reading and writing data
in said prototype IC card, and an initialize com-
mand for initializing said data; and

at least one production 1C card programmed to exe-
cute said standard set of commands, which read
and write data in said production IC card, and
programmed to execute a version read command,
which reads a version number distinguishing said
production IC card from said prototype IC card,
but not programmed to execute said initialize com-
mand; |

wherein execution of said initialize command and at
least some of said standard set of commands is
initially conditional on entry of a correct password;
and

wherein said initialize command initializes said pass-

word to a preselected value.
% ® * ¥ ¥k
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