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[57] ABSTRACT

A network includes a network control center which
stores network management software capable of sup-
porting user-composed programs for automatically
managing apparatus at remote sites, each apparatus
including a microprocessor, memory and input/output
devices interconnected by a bus, connected to remote
site equipment. The network control center includes a
single partitioned memory device, Or various memory
devices. A master site memory section stores a master
site listing of all of the remote sites. A master function
memory section stores a master function listing of all
possible functions to be executed by the apparatus at
each site. In managing the network of apparatus, a user
composes a listing of plural sites selected from the mas-
ter site listing and a listing of functions for each site
from the master function listing, which are stored in a
correlated listing memory section. After the correlated
listing has been stored, upon a single execution signal set
by the user, commands representing the selected func-
tions are transmitted over communication links to the
selected sites, without further participation by the user,
and the apparatus at the selected sites executes the func-
tions upon receipt of the commands.

15 Claims, 4 Drawing Sheets
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METHOD OF AUTOMATICALLY MANAGING A
NETWORK OR REMOTE

FUNCTION-EXCECUTING APPARATUS FROM A
PROGRAMABLE NETWORK CONTROL CENTER

RELATED APPLICATIONS

This application is a continuation of application Ser.
No. 07/658,847, filed Feb. 22, 1991, now aban-
doned, which was a continuation-in-part of appli-
cation Ser. No. 07/149,671, filed Jan. 28, 1988, now
U.S. Pat. No. 4,996,703, which was a continuation-
in-part of application Ser. No. 06/853,893, filed
Apr. 21, 1986, now U.S. Pat. No. 4,748,654.

TECHNICAL FIELD

This invention relates to a method and apparatus for
operating a plurality of programmable controllers, lo-

cated at remote equipment sites on a network, from
another network site.

BACKGROUND OF THE INVENTION

It has been known to provide units to electrically

monitor operational and environmental conditions of ,

equipment located at operating sites. It has also been
known to combine control units with monitoring units
in order to control equipment when conditions out-of-
range of programmed parameters are detected, and to
allow a controller to correct the problem causing the
out-of-range conditions. The equipment may be com-
puters, data transmission equipment, sub-stations, pro-
cessing equipment or other types of equipment, and
may be unmanned, or may be manned by operators
during the day but unmanned at night. Also, such sites
even when operators are in attendance may have no
maintenance personnel in attendance day or night.

One type of such monitor and control unit is a pro-
grammable controller disclosed in U.S. Pat. No.
4,748,654. As disclosed in this patent, the programmable
controller 1s connected to sense equipment conditions
and generate an alarm when conditions are sensed that
deviate from a desired range of parameters, and then
automatically dial one or a series of telephone numbers
to locate maintenance or supervisory personnel through
the use of the public telephone network. The controller
1S equipped to transmit over the telephone network to
an operator at a dialed location, information about the
alarm condition 1n the form of synthesized voice mes-
sages. The operator can use push-buttons on his tele-
phone to produce dual tone, multi-frequency (DTMF)
signals to enter various user access codes to receive
information about the alarm conditions and to set
switches and the like to control the equipment at the
site.

In addition, through use of the push-button tele-
phone, the operator can access the controller at the site
through the use of a valid password to enter new pa-
rameters and can reprogram the controller at the site to
correct conditions as they are recognized by the opera-
tor. For this purpose, the controller is programmable to
define the source of control commands and the response
to the control commands, depending on whether the
apparatus 1s In an operator-controlled or automatic
mode. In addition to the aforesaid U.S. Patent, further
details of this type of programmable controller may be
obtained by referring to application Ser. No.
07/149,671, filed Jan. 28, 1988, now U.S. Pat. No.
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4,996,703. The disclosures of these applications and
patents are incorporated by reference.

SUMMARY OF THE INVENTION

The main object of this invention is to provide an
improved network management system which employs
a programmable network controller at a network site
that 1s efiective, responsive to a single action by the
operator, such as the striking of a single key on the
keyboard (a) to communicate with a plurality of se-
lected site controllers on the network and (b) to com-
mand predetermined functions be carried out at each of
the selected site controllers, without further action by
the operator.

A further important object is to restore remote facili-
ties and to minimize down-time due to such causes as
software crashes, carrier losses, temperature excesses,
power outages, modem failures and the like by automat-
ically communicating with selected site controllers and
commanding predetermined functions be carried out at
each controller to correct the causes of site failures.

A related object 1s to provide an improved network
management system which utilizes programmable site
controllers at remote sites to restore service to the sites
in seconds, and minimizes the delay and costs of techni-
cian visits. A further object is to cause the programma-
ble site controllers at plural remote sites to receive com-
mands from a network controller to carry out opera-
tions to restore service and to perform other selected
functions, and to transmit return messages to the net-
work controller reporting that service is restored and
the functions have been performed so that the com-
manded operations are acknowledged and logged.

A further object is to provide improvements in net-
work controllers which allow for serially communicat-
ing with selected controllers, and receiving interleaved
responses therefrom. It is also an object to reduce site
down-time and to eliminate the need for most emergen-
cy-caused site visits by enabling equipment operations,
directed by a network controller, at selected remote
sites.

A related object is to realize out-of-pocket savings to
recover the cost of the site controllers in a very short
time and thereby make the system of this invention
highly cost effective and valuable economically to us-
ers.

Further objects will appear from the following de-

scription taken in conjunction with accompanying fig-
ures.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates diagrammatically the improved
network management system of this invention.

FIG. 2 1s a schematic illustration of a preferred re-
mote site controller.

FIG. 3 is a schematic illustration of a another embodi-
ment of a network according to the invention.

FIG. 4 15 a schematic illustration of a distributed
control system according to the invention, and a sche-

matic of a layered control system according to the in-
vention.

DISCLOSURE OF THE BEST MODE

Referring to FIG. 1, a network management system
according to this invention includes a network control-
ler 10 connected through a telephone line 12 to pro-
grammable controllers 14, 16, 18 at plural remote equip-
ment sites 20, 22 and 24. In accordance with a principal
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aspect of the invention, the network controller 10 pref-
erably comprises a programmable computer, herein
shown as a microcomputer such as a personal computer
(denoted PC herein), equipped with network manage-
ment software (denoted NMS in FIG. 1) to carry out
the network management functions.

‘The site controllers 14, 16, 18 each preferably com-
prise a programmable controller of the type disclosed in
U.S. Pat. Nos. 4,748,654 and 4,996,703. However, other
types of controllers may be used if capable of perform-
ing the functions allowed by the controllers disclosed in
these patents.

Illustrated in FIG. 1 are the principal components of
the network controller 10 including a data bus 32 con-
necting a CPU 26, a keyboard 28 and a screen 30. Also
connected to the bus 32 is a programmable memory
section 38 in which the network management software
(NMS) unique to this invention is installed. In keeping
with this invention, the data memory section 62 is parti-
tioned into memory sections 64, 66. The partitions 64,
66 of the memory section 62 contain listings of all the
network sites and available functions of the programma-
ble controllers at the plural sites, so that an operator of
the network controller 10 can direct the functions of the
network management system and thereby carry out this
invention.

A communication module 19 includes the necessary
hardware and software to communicate, through input-
/output ports 70, 72 of the network controller 10, with
the site controllers 14, 16, 18. As shown, the network
has N remote sites with a site controller 18 located at
the Nth site (denoted S,) while the controllers 14 and 16
are at sites 1 and 2. Thus, it should be realized that many
sites may be included within the network, and they may
be located wherever communication may be provided
as by a telephone link 12 to the equipment sites.

In the illustrative network, the network controller is
located at a control center. However, according to a
principal feature of the invention, the network control-
ler may be located at any site in the network. Further-
more, more than one network controller may be pro-
vided at different locations and connected to communi-
cate with a single site controller or a plurality of site
controllers. Thus, the present invention affords a higher
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work control systems.

REMOTE SITE CONTROLLERS

Before providing a detailed description of the con-
struction and operation of the network controller 10 of
the present invention, a general description is provided
of the preferred form of programmabile site controllers
14, 16, 18 for the remote sites, as illustrated schemati-
cally in FIG. 2. Further details may be obtained from
the patents referred to above. The present description
focuses on the manual operation of the remote control-
lers, as disclosed in these patents, wherein these control-
lers provide a voice-synthesized menu driver. This man-
ual operation method is compared with the automatic
operation mode according to the present invention.

Each site controller has an internal system preferably
equipped to monitor itself and to monitor and control
on-site equipment. For monitoring, conventional digital
and analog monitoring devices are used to monitor at a
remote site such parameters of equipment operating
components as signal strengths, temperatures, power,
pressure, switch SW closures and the like. These are
compared to high/low thresholds (in analog monitors)
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and normal closure positions (in digital monitors) to
determine alarm conditions. Should there be a measured
condition which exceeds one of the thresholds, the
system contains means for dialing in sequence over the
public telephone system different telephone numbers to
alert operating personnel of an alarm condition. When a
telephone is answered at one of those locations the
condition is described by synthesized voice to the an-
swering telephone operator after the system receives a
valid password keyed in by the operator.

The system contains means for storing data concern-
ing a history of previous alarms which is made available
upon receipt of the appropriate password. A printer can
be provided for logging every transaction, for example,
noting location, time, date, port, condition and the oper-
ator involved.

A remote operating site at which is located a site
controller may include any form of equipment which
requires monitoring of its operating parameters. In addi-
tion, at the remote site is a conventional push-button
telephone connected to the system and a printer simi-
larly connected to the system.

In addition to communication from a single remote
site controller 14 to an operator of a telephone, two-
way communication with the network controller 10
may also be accomplished via the public telephone
system preferably using standard modem tones to trans-
mit passwords, commands and data. After accessing the
site controller 14 through use of a password, an inquiry
may be made from the network controller 10 as to the
status of the various operating parameters and alarm
conditions. If desired, the operator, again through the
transmission of appropriate password and command
codes to the site controller 14 can obtain a recent main-
tenance history of the monitored site. This history con-
tains a listing of alarm conditions, including alarm port
and alarm description, date and time, alarm duration in
days, hours, minutes and seconds along with the opera-
tor’s identity number and site identification. If it is
found that the monitored equipment is operating im-
properly or other forms of operation or parameter
changes are needed, the site controller 14 may be com-
manded to achieve the desired operation. Finally,
should an alarm condition be noted, certain controls at
the remote site can be set, by transmitting signals from
the network controller 10, which in turn make the ap-
propriate switch settings to carry-out the control func-
tions, or control may be achieved by automatic mode.
In automatic mode the alarm condition is programmed
to set certain controls without operator intervention.

In addition to the connection through the telephone
system to the network controller 10, as noted above
each site controller 14, 16, 18 is programmed to be
connected to telephones at other predetermined loca-
tions connected to the telephone system. Should a site
controller note an alarm condition, it can be pro-
grammed to call in sequence, in this example up to six
telephones at any six locations to attempt to reach a user
who can take the appropriate steps to correct the condi-
tion. When one of the operators is reached, as discussed
above, the operator may request additional diagnostic
information by simply using the telephone keypad. The
operator may also direct a control function to initiate
remote testing and to switch to standby equipment.

Every transaction may be logged on a printer at the
equipment site, and at the same time transmitted to
printers at any other location with a telephone. Logged
information includes, for example, time to the nearest
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second, site identification, alarm port and activity de-
scription, date and the individual involved in the opera-
tions.

The entirety of the operations of each of the site
controllers 14, 16, 18 are monitored and controlled by
means of a conventional microprocessor included in the
internal system and denoted P in FIG. 2. The micro-
Processor in conjunction with memory and input/out-
put devices form the hardware of the site controllers.
The devices are all connected together by a micro-
processor bus. The microprocessor executes a program
In memory and has configuration parameters stored in
memory.

A real time clock is used to provide time and date
status to the software. It also provides interrupts to the
MICTOProcessor to initiate sensor scanning. The real
time clock is implemented in hardware and connected
to the microprocessor bus.

A block of digital input/output ports are connected
to the microprocessor via the data bus. Typically the
block of input/output ports interfaces through a stan-
dard 50-pin connector which, in the controller dis-
closed in the cited patents, contains twelve alarm Inputs
and four control outputs.

Another device which might be referred to as an
input/output device is a speech synthesizer which is of
conventional construction. In accordance with known
programming principles the microprocessor commands
the speech synthesizer to produce various words and to
form them into recognizable sentences. The vocabulary
for the speech synthesizer is contained in a read-only
memory.

A dual tone, multi-frequency (DTMF) transceiver of
known construction is provided. The receiver portion
receives dual tone, multi-frequency signals from a push-
button telephone anywhere in the telephone network to
recelve various commands to cause the site controller to
perform the various functions described hereinabove.
As will be discussed, the user might be provided with a
command menu which will guide him in providing the
appropriate commands. The transmitter portion permits
dialing through the public telephone network. The
transceiver also includes a call process monitor used in
the dialing process to detect the various states during a
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call such as a dial tone, busy, ring back and the like. If, 45

for example, a busy tone is detected the microprocessor
will detect it, and the call will be placed later. When the
dial tone is detected, it dials and then waits for ring back
or a busy signal. The call progress monitor also detects
the absence of ring back, i.e., the operator answering
the telephone.

Another input/output block connected to the micro-
processor bus is a universal synchronous receiver trans-
mitter (UART) of conventional construction. As is
known, this device is used for transmitting serial data. It
1s a single channel UART with a baud rate generator on
the chip. It connects to a level converter, which con-
verts the signals to a level compatible with a standard
EIA/RS232 signal output. The UART also is directly
connected to a conventional modem. This modem
serves to transmit bit serial data from, the UART
through the telephone line using standard modem tones.

The speech synthesizer, DTMF transceiver and
modem each have analog outputs, and are ultimately
coupled to the public switched telephone system. The
input/output ports of the foregoing components are
connected, respectively, to a conventional hybrid cir-
cuit block. As is known, a hybrid is used to convert a
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standard two-wire interface from the public telephone
network to a transmit and receive path. In this case the
transmit path is from the hybrid to the telephone net-
work. This path comprises the output from the speech
synthesizer and its filter, the output of the modem and
the output from the DTMF transceiver. The receive
output of the hybrid provides the inputs to the modem
and the DTMF transceiver. These inputs and outputs
are coupled through the hybrid, are converted in the
known manner, and sent to a data access arrangement.
This data access arrangement (DAA) is 2 known device
required in the United States by the Federal Communi-
cations Commission to comply with a rule known as
FCC part No. 68 for connections to public switched
telephone networks. In essence, this element provides
1solation to protect the telephone network from any
electrical eccentricities of the site controller.

It can be said that switching block is an interface
between the site controller and a human operator. At
this point the operator can interact locally with the site
controller.

An alarm indicator in the switching block will blink if
there is an unacknowledged alarm. It will be on for an
acknowledged alarm and off if no alarm is present. The
alarm indicator is also used to indicate that the self-
check or system check has, as detected by the micro-
processor, determined the existence of an error or de-
fect in the site controller. An input/output block con-
nected to the microprocessor by the data bus is an ana-
log-to-digital converter. It contains a multiplexer for
selecting 1 of 8 analog inputs. Its function is to receive
analog signals from various sensors at the remote site
end convert them into digital information for use by the
MICTOpProcessor.

The power for the site controller is provided from the
alternating current mains by means of a wall-mount
transformer. A battery charger charges a battery and
maintains a constant voltage on the battery in the
known manner. In the event of a power outage, after
the site controller has performed all its alarm and log-
ging functions the system will deactivate itself by cut-
ting off power to a DC-DC converter.

A power relay 1s controlled by a power sequencer
which 1s in turn under the control of the microproces-
sor. The device performs the function, when necessary,
of cutting off power to a flyback DC-DC converter and
to restart the system when alternating current power is
reapplied. It also performs “write protect” for nonvola-
tile memory. As well, it protects random access mem-
ory (RAM) during power outage and during reset. A
power sequencer 1s formed by a logic circuit which
compares power conditions to produce the desired re-
sult.

Using conventional programming techniques a pri-
mary function of the site controller is to continuously
monitor the status of user equipment at the remote site
1n order to detect and act upon the presence of fault
conditions. This is done by sampling digital and analog
input signals received through a converter and compar-
ing the results with programmed criteria. In addition,
the site controller continuously monitors its own envi-
ronment indicating parameters such as temperature and
power availability.

All faults that are detected by the status monitoring
facility are subjected to a screening process that deter-
mines whether or not the fault is to be reported to an

operator. This screening process is referred to alarm
management.
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The system of the site controller can monitor the
status of any user of the equipment providing either
torm “C” or form “A” alarm outputs. In the equipment
disclosed in the cited patents up to 12 such signals are
supported by a single system.

The mput signals appear at a 50-pin connector. The
type and significance of each input signal are deter-
mined by the user at any time through programming.
The correlation between an input signal and user equip-
ment 1s transparent to the system.

‘The site controller is capable of detecting and acting
upon transitions in the state of each individual digital
mput signal. The system periodically scans the input
signals to sense any two consecutive changes in state.
Unused signals are not scanned.

As a result of the aforementioned status monitoring,
the site controller may detect any or all of the following
faults:

A. Temperature (from the temperature sensors, too

high or too low);

B. AC power loss;

C. System test failures such as weak battery, conver-
sion error, printer off-line or non-functioning non-
volatile memory failure and tone generation decod-
ing failure;

D. Digital input signals 1 through 12 including in-
valid form C, fault condition or disconnection; and,

E. Analog input signals (a) through (d) as either too
high or too low.

When dialing out, the site controller automatically
reports all unacknowledged alarms whether or not they
are currently active. The last ten past alarms can be
obtained through the status reporting function. The
same 1s true of active alarms that have already been
acknowledged.

In the preferred site controller the alarm records
include the following information: (a) monitor point, (b)
alarm condition, (c) date and time of detection, (d) date
and time cleared (if cleared) (e) the identity of acknowl-
edging operator (if acknowledged) and (f) site identifi-
cation.

Status 1s reported to operators upon demand. Status
reports can be selected individually for each of the
following: (a) date and time, (b) temperature readings,
(¢) active alarms, (d) alarm history for the past ten
alarms, (e) individual digital input states, (f) individual
analog input values, (g) individual digital output states,
(h) battery charge, and (1) system test.

An operator can obtain status by dialing the site con-
troller and 1dentifying himself using a “password”. Sta-
tus queries can also be made if the system dials the
operator, in which case the operator is given a choice
after all unacknowledged alarms have been reported.
The status reporting function allows the operator to
monitor equipment after an alarm has been reported. It
also allows the operator to check the status of input
signals that are not configured to generate alarms. Such
signals may be ones that have significance only in diag-
nostic modes.

An important function of the site controller is the
programming function. That is, the site controller 14,
16, 18 can be programmed to meet specific requirements
for each installation as reflected by programmable pa-
rameters stored therein. This can be done by authorized
users as often as desired from a telephone keypad at any
location. As with other functions, authorization to

8

synthesizer to report the current programming parame-
ters and to prompt new input. Validity checks are per-
formed on operator responses. For all programmable
parameters default values are predetermined and will be
in effect until the unit is programmed otherwise.
Changes in programmable parameters may be logged
on a printer.

As a result of the aforementioned programming func-
tion, the site controllers can be programmed with any

10 or all of the following parameters:
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change system parameters is controlled via a program- -

mer password. The microprocessor controls a voice

(a) System Identification;

(b) Printer Parameters;

(c) Passwords;

(d) Telephone Parameters (the telephone numbers to
be called in case of an alarm and the sequence they
are to be called);

(e) Digital Alarm input Parameters;

(f) Analog/Temperature input Parameters;

(g) Control Qutput Parameters;

(h) Setting Date and Time; and

(1) Enable/Disable Autodial.

Calls to the site controllers 14, 16, 18 can be 1nitiated
from any telephone. The call begins with a known
“hand shaking™ protocol. The controller uses voice
synthesis to announce its 1dentification and to request a
password. |

The site controller can dial out using ether tone or
pulse codes. The mode may be set at any time by pro-
gramming. The system maintains a directory of tele-
phone numbers in the memory and these numbers are
specified by the user and can be changed as often a
desired. |

Using call progress monitoring the site controller can
detect incoming calls and go off hook after a user-speci-
fied number of rings. Upon receiving an in-coming call
the site controller identifies itself and prompts the oper-
ator to do the same. An operator that provides either a
valid operator password or the programmer’s password
15 allowed to 1ssue commands and acknowledge alarms.
An operator that gives the generic operator responses 1S
only allowed to hear unacknowledged alarms.

The site controller is capable of decoding all 16
DTMEF tones in the known manner, and these tones are
interpreted according to the current state of the call in
progress. DTMF tones are accepted on both auto-
answer and auto-dial calls. They are generated by the
operator to query for status, program the system and
control the output ports. |

As indicated above, the site controller may communi-
cate via a port 48z in a serial interface 48 (see FIG. 2)
with a locally attached printer and/or with remote
printers and the network controller 10. In the case of a
remote printer or the network controller 10 the site
controller 14, 16, 18 reports information preferably in
the form of bit serial data using standard modem tones.
As the site controller is programined, log printer entries
are generated for the following events: (a) fault detec-
tion, (b) fault clearing, (¢) alarm condition, (d) alarm
clearing, (e¢) equipment control, (f) program parameter
change, and (g) auto dial enabled/disabled.

If log entries occur at a faster rate than they can be
printed, up to a maximum of twenty (20) events will be
buffered. All logged events will include a time stamp to
the nearest second of when they occurred.

NETWORK CONTROLLERS

As shown 1n FI1G. 1, network controllers 10 are con-
nected through a communication link such as a tele-
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phone communication line 12 to the programmable
controllers 14, 16, 18. In accordance with this embodi-
ment of the present invention, a single network control-
ler 10 has programs and data stored in memory compris-

ing network management software (NMS). This soft-
ware enables automatic execution of the functions, de-
scribed both above and in the referenced patents, and
previously executed manually via voice interface. Thus,
the NMS allows the network controller 10 to communi-
cate with each of a plurality of the programmable con-
trollers, transmit commands to execute predetermined
functions at the respective equipment sites, and receive
return messages acknowledging receipt and execution
of the commands. Other types of return messages may
also be provided.

In carrying out the invention, information as to each
site 15 entered into the network controller 10 using the
keyboard and 1s stored in its available sites and functions
memory 62. Such information includes, for example, the
identity of the site, (i.e. ID#), its telephone number and
phone type, its location (i.e. Miami, N.Y. City, Mem-
phis, etc.), the configuration of the programmable con-
troller at the site (i.e. listing of analog ports, digital

ports, etc.), assigned password for access to the control-
ler at the site, and related information dealing with the

individual controllers at all of the sites in the network.

‘The network controller 10 is programmed to call any
one of the site controllers over the public telephone
system, using the telephone number stored in its mem-
ory for a particular site, and after the site controller has
automatically answered the call, the network controller
1s programmed to transmit its password and establish a
communication link with the site controller through the
line. For this purpose the network controller is pro-
vided with conventional communication software and
hardware, known in the art, to establish and maintain
communication over the telephone lines, including a
communication interface 19 which preferably has a
DTMF transceiver, UART, decoder, modem, and
DAA device.

With a password having been given and transmitted
to a site controller that permits checking status of the
site controller, acknowledging alarms, controlling on-
site equipment, and reprogramming parameters, the
commands to obtain such data or to direct execution of
control functions or reprogramming, may be transmit-
ted from the network controller 10 to any of the site
controllers under direction of the operator of the net-
work controller using standard modem tones represent-
ing bit serial data.

According to the method of the present invention,
beyond establishing an individual communication link
with each site controller, the network controiler 10
responsive to a single direction from the operator such
as the striking of a single key on the keyboard, is effec-
tive automatically (a) to communicate with a plurality
of site controllers on the network and (b) to command
predetermined functions be carried out at each of the
selected site controllers, without further participation
by the operator. By this means it becomes possible from
the network controller, as a prime example, to restore
service of computers at plural sites distributed through-
out the network, having pre-selected the sites from the
full listing of available sites in the memory 62. The
preselections of the sites may be based on information
that computers at certain sites are down due to software
crashes, carrier losses, temperature excesses, power
outages, modem failures, or other causes. The functions
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to be performed may be to turn-off the power to the
computer at each site via the switch SW (FIG. 2), and
then to turn-on the power to re-boot the computer and
thereby restore service, which can be carried out auto-
matically at all sites.

Another example of a function to be performed at all
sites 1S to report all active alarms that have not been
fixed; this might be done after a severe storm has swept
through the South-East United States, and the selected
sites then would be all network sites through the South-
East region. The pre-selection may be for a different
purpose, for example, to reset the internal clock of a
computer at each site or of the site controllers in each
time-zone upon change from standard to day-light time
at given dates in the spring and fall. It is an important
feature that with this invention it is possible to direct
different functions, not necessarily the same single func-
tions, at different sites entirely automatically in response
to a single key stroke by the operator.

Accordingly, in keeping with this invention, site con-
trollers at a plurality of remote sites on a network may
be employed not only to detect and act upon transitions
in the state of input signals from equipment at the sites,
and report alarm conditions, but also may be employed
to control operations of equipment at the sites in an
efficient, cost-effective and time saving manner under
command of the network controllers using the NMS
software.

It will be recognized that the network controllers of
this mvention may be programmed to communicate
with a plurality of site controllers using NMS software
and change parameters of a wide range of different
types. As an illustrative and preferred example, refer-
ring to FIG. 2, a plurality of site controllers throughout
a network are utilized to regulate access to the buildings
or the rooms in which each of the controllers are in-
stalled to monitor equipment and/or environmental
conditions. For this purpose, referring to FIG. 3 which
depicts one of the controllers, a port 464 in a telephone
interface 46 of the site controller i1s connected by tele-
phone wire 51 to a wall-mounted telephone 50 located
outside a door 52 permitting access to the building or
the room in which the controller is installed. An output
control port 34 of the site controller is connected to a
solenoid 56 associated with a lock mechanism 58 of the
door. This lock mechanism 58 is of a conventional con-
struction whereby the lock is released so that the door
may be opened when the solenoid 56 is actuated by a
signal from the output control port 54 of the site con-
troller. Furthermore, the processor of the site controller
1s operated by a stored program which causes the pro-
cessor to produce an output control signal to actuate the
solenoid 56 in response to a signal from the local wall-
mounted telephone 50. The arrangement may vary as
desired, but preferably, after a person desiring to gain
entry punches i an identifying password using the
touch-tone keypad, the door lock is automatically re-
leased by the site controller through actuation of the
solenoid 56. Furthermore, passwords identifying those
persons allowed entry may be stored in a portion of the
Processor memory.

In addition, since the site controller is one of a plural-
1ty of similarly equipped site controllers on the network,
and where all of these site controllers are similarly con-
nected to a local phone 50 and to a solenoid actuated
door lock 38, another example of the use of the NMS
software and system according to this invention, is to
transmit, under the direction of a network controller
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operator, a command to every one of the individual site
controllers to change the passwords identifying those
permitted entry. Another use would be to change the
passwords for a group of some but not all of the plural
site controllers in a region where there is a personnel
change and the necessity arises to delete or add names
to those allowed entry, requiring password changes as
mentioned above. By loading into the selected sites and
functions memory of the network controller a list of
sites, and the function to be performed at each site—for
example, deleting one password and adding another-
—and then starting the NMS procedure in which the
sites are called in succession over the public telephone
system, entirely automatically, and the command issued
for each site controller to change the passwords as
directed, the entire procedure of changing the list of
door-entry passwords for all the selected sites on the
network can be carried out without further participa-
tion by the master controller operator, saving operator
time, on-line time and, therefore, telephone system
charges. Furthermore, each site controller being pro-
grammed to call back reporting that the function
(herein, the password change) has been completed, the
execution of the password change at all the selected
sites will be either displayed on the control center con-
troller screen or logged in the control center controller
memory and/or printer.

The network controller 10 is programmed to call
each remote site controller and establish communica-
tion, direct predetermined functions for each particular
site controller, and receive a response acknowledging
the functions have been executed: this is carried out
entirely automatically once the plural-site network con-
trol function has been directed by the operator. Each
site controller is called in turn automatically, without
delay between calls and immediately following the au-
tomatic sending of all the preset function commands for
each particular site; furthermore, return messages are
received, preferably through a second telephone line
connection to the network controller, and stored in its
memory, thereby being logged at the network controi-
ler 10. The network controller 10 is also preferably
programmed so that the progress of sending the preset
function commands to the remote controllers is re-
ported and displayed on the computer video screen, as
well as the responses to the commands as they are re-
ceived in a continuous, on line monitoring so that the
operator of the network controller can determine imme-
diately by viewing the screen whether all remote sites
have been properly called and all preset functions that
had been directed have been properly executed.

AVAILABLE SITES AND FUNCTIONS

The controller 10 at the control center manages net-
work sites by automatically dispatching commands to
the remote controllers at selected equipment sites 20,
22, 24. In a principal aspect of the invention, the net-
work management software (NMS) enables this auto-
matic plural-site network control under direction of a
user-composed network management program stored in
memory and supported by the NMS. The user-com-
posed program includes commands which actuate the
remote controllers to execute a variety of possible func-
tions at their respective sites. Thus, the user-composed
program includes the actual commands which execute
the management of controllers in remote sites about the
network.
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According to a principal aspect of the invention, the
network management software (NMS) is installed in a
software memory 38 in the central controller 10 allow-
ing the controller 10 to accept, interpret and execute the
user-composed program. Both the network manage-
ment software (NMS) and the user-composed program
may be stored by conventional means in a memory or
storage device, e.g. a magnetic storage disk on a mi-
crocomputer serving as the central controller 10. When
executed, the network management software (NMS) is
loaded from the storage device into RAM (random
access memory) in a conventional fashion. The NMS
similarly initiates the loading of the user-composed
program. At this point the steps of the program are
interpreted and executed by the central processing unit
(CPU) 26 of the microcomputer 10.

The contents of the user-composed program may be
represented by the text of the program code which a
user inputs by conventional means, e.g. using a program
editor on a PC. Alternatively, the program code may be
composed by the user working interactively with the
aid of a menu driven program composition interface
(PCI) provided as a module of the network manage-
ment software.

‘The user-composed program may be structured using
conventional programming techniques. Accordingly,
the program includes data files or listings. More particu-
larly, these data files comprise both network site listings
and command listings.

One site listing may be considered a master site lis-
ting, containing data regarding all remote sites in the
network. The storage of this data listing is represented
by a section 60 of a programmable memory 62. This file
60 would typically list the necessary site communica-
tion data, for example site identification data and phone
numbers.

Another listing may be considered a master function
Iisting including all the functions which can possibly be
executed on an arbitrary network site. This file would
typically include a comprehensive list of available com-
mands. The storage of the master listing of available
functions is represented by a section 64 of the program-
mable memory 62, where the individual functions in this
embodiment are denoted by a letter between a-z.

In a given network, the different remote sites may
comprise different types of facilities. Accordingly, some
of the functions cataloged in the comprehensive listing
of all possible functions may not be available at particu-
lar sites. Thus, the master site-listing 60 may further
have associated with it another listing detailing, for
each particular site, the site dependent subset of avail-
able functions. This subset of available functions is rep-
resented at 66 in FIG. 1.

In accordance with conventional programming tech-
niques, the above listings may be structured in any de-
sired modular arrangement. Thus, the term listing is
interpreted here as comprising a data structure stored
either in a single data file or a plurality of modular files
connected in a predetermined fashion. In either case, a
given data file may further contain therein either a sin-
gle data listing or plural data listings stored and identi-
fled 1n any convenient programming structures.

The histing of site dependent available functions, for
example, may comprise an integral portion of the file
containing the master site listing. Alternatively, the
hsting of site dependent available functions may com-
prise a modular file connected to the master site file.
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The master listings of available commands, as a sec-
ond example, may further represent or employ any
number of subroutines, themselves singular or concate-
nated, constructed in a programming structure transpar-
ent to the user programmer at the network management
level. Thus, the listings 64 of function commands may
refer or employ modular subroutines stored in any of
the following programming code structures well known
in the field: program procedures; program functions (in
this mstance the term function is used in the conven-
tional interpretation in the context of a type of subrou-
tine construct as distinct from the network functions of
the instant invention); program packages; program ob-
jects; or scripting language macros.

The programmer compiling the user-composed net-
work management program creates two subset listings
represented by the memory storage 68. These listings
include a selected sites listing 68a, and a selected func-
tions listing 685. These listings comprise subsets of the
master sites-listing 60 and the master listing 64 of avail-
able functions a-z, respectively. The subset listings 68a,
680 further may be compiled into a data construct of the
user-composed program using a program composition
interface (PCI) mentioned above. As an example, the
PCI may comprise a screen displayed prompt of the
master site listing 60 and a prompt of either or both
function listings 64, 66. Such prompts may include a
menu-driven mechanism interacting with the user to
capture and compile screen prompted site and function
data. A prompt of network sites displayed in a map may
provide a user friendly PCI.

Accordingly, the selected sites listing details the iden-
tification of those remote sites which the user desires to
operate. The selected-functions listing details, on a per-
site basis, the functions which the user wishes to execute
at each corresponding site. The selected functions lis-
ting 1s compiled using the correlations of sites 60 and
site dependent available functions 66.

‘The body of all available network management func-
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Digital status; Digital alarm; Digital type; Digital
position; Digital duration; Analog status; Analog
alarm; Analog minimum; Analog maximum; Ana-
log duration; Temperature status; Temperature
alarm; Temperature minimum; Temperature maxi-
mum; Temperature duration;

Control Port Parameters:
Control status; Control type; Control position;
Regarding the identification and communication pa-

10 rameters, the remote controller has a serial number by
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tions executed by the user-composed program encom- 40

passes three general groupings. Hence, in the context of
this description, the term “function” will be understood
to address those commands which initiate remote con-
troller actions, remote equipment control actions, and
monitoring actions.

The group of configuration functions concern what is
termed the programming of the remote controller, i.e.
modification of data stored in the parameter memory of
the remote controller. In a preferred embodiment, this
memory comprises a writable non-volatile storage de-
vice. The remote controller may be initialized with
default values which can be stored in a default parame-
ter PROM (programmable read-only memory), for ex-
ample.

The configuration of a given remote controller is
predicated on the values of this parameter data. The
following 1s a sample list of the parameters included in
the design of the remote controller. This list is provided
by way of example and is not considered to be definitive
nor comprehensive. Explanations of these parameters
follows the list.

Identification and Communication Parameters:

Remote controller serial number; Remote controller

identification; Multi-level access passwords; Tele-

phone numbers; Telephone type; Number of at- 65

tempts in call initiation; Number of rings to call
response; Autodial status; Logging status;
Fault / Alarm Parameters:

45

50

33

which i1t can identify itself when polled by a central
controller. In a preferred embodiment, this identifier is
fixed and can not be modified. The separate remote
controller identification is intended as a convenient user
defined identifier. This parameter may be defined as the
telephone number of the remote site, for example.
Muitiple user access levels, identified by user access
passwords, are supported by the site controllers. User
passwords insure that no unauthorized user is allowed
to control a remote controller or the eguipment at-
tached thereto. The user password, in identifying the
level, enables a commensurate degree of access to the
system. In a preferred embodiment, the present network

management systern supports three levels of users.
The highest level may be termed the programmer

user level. In this embodiment, this 1s the only class of
user allowed to program a remote controller by recon-
figuring its parameters. Also, a programmer is the only
individual allowed to establish and change the various
user passwords themselves. Further, a programmer can
execute the functions available to the following two
subordinate user levels. .

‘The second user level in the disclosed preferred em-
bodiment is that of an operator. At this level, a user is
permitted to acknowledge alarms, control site equip-
ment, and obtain status reports from the site controller.
However, a user at the operator level is precluded from
reconfiguring the site processor. The lowest priority

user is denoted by the clerical level which only enables
access to status reports.

Telephone numbers list users, e.g. field engineers, in
order, which the remote controller will attempt to
contact i predetermined circumstances through the
public switched telephone network. In this regard, the
volce synthesis capability of the remote controller is
utilized as disclosed in U.S. Pat. No. 4,748,654. Accord-
ingly, the remote controller communicates with a
human user issuing a status report, and/or describing
the nature of any system trouble and guiding the engi-
neer through a voice menu for remedy.

Telephone numbers are also included corresponding
to modem interfaced-logging devices. These are de-
tailed below and may comprise a printer or microcom-
puter with magnetic storage disk. The telephone type
denotes a tone or pulse phone.

The number of call attempts dictates the number of
consecutive attempts which the remote controller will
execute if an initiated call is unsuccessful. The number
of rings dictates the number of rings counted in an in-
coming call at the remote controller before it responds.

The autodial status, assuming either an enabled or a
disabled (E/D) state, comprises the permit to call the
user or logging device telephone numbers. The logging
status parameter, also assuming E/D states, comprises
the permit allowing the remote controller to buffer
events to be sent to the logging devices. One logging
status parameter 1s associated with each logging device.
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A logging device may comprise a printer which pro-
vides a hard copy of events. Alternatively, a logging
device may comprise a microcomputer which can dis-
play event data on screen, or record the data on a mag-
netic storage disk or by routing to a printer. Further,
logging devices may be either located locally at the
remote site or remotely to the nodal site itself.

This second remote site is termed a logging site.
Hence, in FIG. 1, a logging device 34 represents 2 mag-
netic disk memory section of the microcomputer net-
work controller 10. In this instance the logging site,
remote from the equipment site, comprises the control
center itself, though it could be a third site. Logging
devices 40, 42, 44 represent local equipment site appara-
tus.

Regarding the fault/alarm parameters, the configura-
tion of these parameters establishes which sensors will

be actively monitored, and defines the thresholds distin-

guishing faults and alarms. The digital, analog and tem-
perature status parameters (assuming E/D states) dic-
tate if these respective sensor input ports will be ac-
tively read.

A fault condition is triggered in the digital sensors
when the remote controller reads the digital sensor
position (open or closed [O/C]) as being opposite the
normal position. A fault condition in the analog or tem-
perature sensors occurs when the remote controller
detects readings in the respective sensors beyond the
corresponding minimum or maximum parameter limits.
Preferably the remote controller comprises thresholds
such that all candidate fault readings must hold for
longer than a brief predetermined period of time, e.g.
two seconds, before being considered actual faults. In
all three sensor types, fault conditions graduate to
alarms when they have existed for longer than the cor-
responding durations programmed in the parameter
memory by a user.

The digital, analog and temperature alarm parameters
(assuming E/D states) dictates whether the remote
controller will generate an alarm if a fault condition
exists for longer than the programmed duration. Fi-
nally, the digital type parameter denotes the type of
contact, either Form “C” or Form “A”.

Regarding the control port parameters, the control
status dictates whether changes are allowed to the con-
trol output ports (latched ports assuming E/D states
whereas momentary ports are pulse controlled). The
control type parameter identifies the associated port as
being either manual or automatic (M/A).

Equipment connected to the manual type control
output ports of a remote controller is controlled only by
commands issued directly from a user or commands
stored by a programmer in a selected functions listing of
the user-composed management program. These con-
trast with the automatic control output ports. The states
of automatic control ports may be controlled in this
manner, predicated on the contents of the control status
parameter, but are further controlled by the state of an
coupled input port. |

The control position identifies the normal condition
of the output control port as being opened or closed. In
automatic control output ports, a change in the state of
the associated input port, beyond the parameters defin-
Ing an alarm state, reverses the control port from the
normal position. A further change in the input port
readings reverting back within the normal range stored
In the monitor parameters again reverses the control
port position, back to normal this time.
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The group of monitoring functions include alarm
acknowledgment functions, unacknowledged alarm
logging functions, alarm history logging functions, and
site processor inventory functions. As noted above, a
remote controller may be associated with one or more
logging devices, e.g. printers or microcomputers. A
microcomputer logging device may further be con-
nected to a printer or any other device, including fur-
ther computers.

Either type of logging device may be locally situated,
on site with the remote controller, as at 40, 42, 44. Alter-
natively, a logging device may be located at a logging
site remote to the equipment site itself. In the illustrative
embodiment, the control center comprises the logging
site as the magnetic disk storage device 34 is located at
the network controller 10.

With the remote controller logging status parameter
of a particular logging device configured in permission
mode, event data is transmitted to the central controller
10. Thus, event data is transmitted from the remote site
1 controller for example, over the communication line
12. This communication is effected by any conventional
data transmission apparatus using an established data
transfer protocol. The transmission is received by the
input ports 70 of the central controller 10. A communi-
cation interface 19 which includes a modem, transmits
the data over the data bus 32 to the disk storage device
34.

Each remote controller preferably has an internal
status buffer partitioned for each logging device in a
nonvolatile memory. With a permission configured
logging status parameter, this buffer stores the follow-
Ing types of events in order of chronological occur-
rence:

fault occurrences:

fault clearances:;

alarm occurrences;

authornized user acknowledgements of alarm;
acknowledging user identification;

alarm clearances:

control port state transitions (indicating equipment
control events—automatic or manual);

date and time of event occurrence; and

additional activity information.

The additional activity information provides a de-
scription of the context of the logged event. This de-
scription may be, for example, whether an alarm event
1s reported or not, or acknowledged or not; whether an
analog or temperature input is low or high; or whether
a control port is on or off after its state transition.

Each remote controller preferably further includes a
buffer partitioned in the section of memory containing
alarms, for storing alarm acknowledgement parameters.
This includes an alarm status indicating whether the
occurrence of an alarm event has been acknowledged.
These parameters further include the identification of
the acknowledging user, or identification indicating
that the network management software itself has ac-
knowledged. The network management software ac-
knowledges alarms subject to commands directing ac-
knowledgement, if such commands are included in the
user-composed program. Thus, when such commands
are included in the user-composed program, the central
controller 10 transmits its identification to the remote
controller in this context.

The site processor inventory function can be used to
direct the storage and reporting to a logging device of
the 1dentity of each network site. The alarm history



5,426,421

17

logging function concerns specifically acknowledged
and cleared alarms.

The group of remote equipment control functions
commands the site processor to actuate or disable on-
site equipment. This is done by including, in the user-
composed program file, commands directing the remote
controller to change the state of the control output
ports corresponding to the equipment concerned. As
noted above, if the control status parameter is config-
ured in the remote controller to permit changes to the
control output ports, the associated equipment is avail-
able for user directed control. This is true in both man-
ual and automatic types of control output ports.

FIG. 3 shows another illustrative network according
to the present invention. The same reference numerals
are used for components corresponding to those shown
in FIG. 1. As a principal feature of this embodiment, the
network provides redundant communication paths by
way of two communication links 12 and 13 between the
network control center controllers 10 and the 89 remote
stte controllers. While the communication link 12 still
represents a regular dial-up phone line connected
through the public telephone system, this link comprises
a backup or alternate data line. A primary communica-
tion link 1s provided by means of a dedicated data line
13 of the public telephone systems. Such data lines are
normally available.

As 1llustrated in FIG. 2, each site controller has a set
of I/0 devices. These include a telephone interface 46
and a serial interface 48. The telephone interface 46 has
a port 46a providing a coupling between the telephone
line 12 and an internal modem in the site controller. The
dedicated data line 13 is connected to a port 48b in the
serial interface 48 of the remote controller through a
digital service unit (DSU), multiplexer (MUX), and
external modem.

In this embodiment of the invention, the network
controller 10 further executes a polling procedure to
determine the status of the communication links be-
tween the network controller 10 and any one or a se-
lected group of the remote site controllers. Hence the
network management software (NMS), stored in the
memory 38 and used to control processing of the CPU
26, further includes a conventional polling process pro-
gram denoted PP in FIG. 3.

The dedicated data line 13 acts as the default or pri-
mary communications carrier. The network controller
10 periodically issues polling signals through the dedi-
cated line 13 at predetermined intervals to each remote
controller. This is done under control of a polling
schedule employed by any one of the polling programs
well known in the field. At the other end the remote site
controiler detects these polling signals and responds
back through the same dedicated line 13 indicating the
soundness of the communication link.

The absence of a predetermined number of polling
signals indicates to the remote site controller an alarm
condition corresponding to a failure in the dedicated
line 13 or the components connected thereto including
in particular, the DSU, MUX and modem. For this
purpose the remote site controller further has config-
ured 1n 1ts parameter memory the frequency of expected
polling signals, which are timed by the internal clock of

the remote site controller. Also stored in the parameter 65

memory 1s a predetermined number of allowed missing
polls. Thus, if the polling signals are momentarily inter-
rupted the remote site controller 14 will not instantly
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conclude that an alarm condition exists in the data line
13.

However, when an amount of time has elapsed
greater than that corresponding to the number of al-
lowed missing polling signals, an alarm condition is
generated. In this instance, the remote site controllier 14
is preferably programmed to respond by dialing-up the
control center controller 10 on the alternate line 12. For
this purpose, the telephone and serial ports are respec-
tively connected to the communication lines 12 and 13.
Accordingly, the remote site controller 14 changes its
communication link to the control center controller 10
from the default dedicated line 13 to the backup tele-
phone line 12. Further, the remote controller 14 trans-
mits information to the network controller 10 reporting
the alarm condition. The network controller 10 is noti-
fied that, until correction of the error in line 13, future
communication must occur through the phone line 12.
According to the invention, such a control action
switchmg communications paths can be executed by the
network controller 10 through the network manage-
ment software (NMS).

The combination in the present invention of the net-
work management software (NMS) and the program-
mable controller 10 affords several possibilities in net-
work management systems. As mentioned above, a
network may have a plurality of programmable control-
lers loaded with the NMS and distributed throughout
the network. An example of an application of such a
distributive control configuration is illustrated in FIG.
4.

The original network controller, shown at 10, is still
connected to a first layer 90 of remote controllers 14,
16, 18, for example through the telephone system. It is
understood that in a large network there are N such
controllers, possibly at different types of equipment
facilities. Further, in parallel with the network control-
ler 10 are a plurality of other network controllers 100,
102, 104, 106 forming a second layer 108 of distributive
controllers. Each controller in this layer 108 is con-
nected to control any of the remote controllers.

‘This configuration enables a distributive control sys-
tem such that access to network control is not necessar-
ily confined to a single controller at a single site. The
possibility of such a configuration is more flexible as
contrasted with a system having single centralized con-
trol only.

A distributive control configuration may be desir-
able, for example, in a large complex network involving
operation of different types of facilities. In such an ap-
plication, one expert operator may be assigned to man-
age a group of facilities of one particular type. From a
different location, or at least a different PC within the
second layer 108, other such operators may control
their respective facility groups. Partitions of such
groups are represented schematically in FIG. 4.

In another control system also illustrated in FIG. 4,
the network may include a third layer 110 of program-
mable controllers, also comprising PC’s for example,
communicating with the plurality of distributed net-
work controllers in the second layer 108. Each of these
hgher level controllers may be equipped with the nec-
essary communication hardware and software required
to command a network controller to execute network
management functions.

Given the foregoing, modifications of the invention
should now be evident to a person skilled in the art.
Such variations are intended to fall within the spirit and
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scope of this invention as defined by the following
claims.

I claim:

1. A method of automatically managing, from a mas-
ter control center at a master site, a network of a plural-
ity of remote function-executing apparatus each includ-
Ing a programmable microprocessor, memory and in-
put/output devices interconnected by a bus, respec-
tively located at sites remote from the master site, com-
prising the steps of: 10

(1) storing in a storage device at the master control
center a master site listing including site communi-
cation data of all of the apparatus located at the
remote sites of the network;

(2) storing in the storage device a master function
listing of site-dependent available functions includ-
ing available function commands, for all apparatus
located at the remote sites on the network;

(3) operator selecting a selected-sites listing repre-
senting a plural sub-set selected from the master 20
site listing;

(4) storing in the storage device the selected-sites
listing;

(5) operator selecting a selected-functions listing
representing a sub-set selected from the master
function listing which are correlated with corre-
sponding sites in the selected-sites listing;

(6) storing in a correlated-listing in the storage device
the selected-functions listing correlated with the
corresponding sites in the selected-sites listing;

(7) after the correlated-listing has been stored con-
taiming plural selected sites and selected functions,
upon a single execution signal set an operator and
without further participation by the operator, auto-
matically communicating, in turn, from the control
center with the apparatus of all the plural selected
sites in the correlated-listing and transmitting, in
each communication, function commands repre-
senting the selected functions in the correlated- .
listing; and %0

(8) executing the selected functions by the apparatus

at each of the selected sites upon receipt of the
function commands.

2. A method according to claim 1 wherein the auto- 4
matic management of the network of remote apparatus
1s distributive and can be executed from a plurality of

programmable network control centers distributed
throughout the network.

3. A method according to claim 1 wherein the step of 5q
operator-selecting the selected-sites listing further in-
cludes the step of prompting the operator in the selec-
tion of the sites with at least a portion of the stored
master site listing of all the plural sites displayed in a
map. 35

4. A method according the claim 3 wherein the step
of operator-selecting the selected-functions listing fur-
ther includes the step of prompting the operator in the
selection of the functions with a display of the stored
master function listing. . 60

5. A method according the claim 1 wherein each site
includes a respective on/off switch and each remote site
apparatus 1s connected to operate the respective on/off
switch, and the available functions at each site includes
a re-boot function of turning the switch at that site off 65
and, after an interval, on, and wherein, in the steps of
operator selecting the selected-functions listing, the
- re-boot function is included for sites of the selected-sites
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listing, whereby the on/off switches at all the selected
sites are operated to execute the re-boot function in
response to the single execution signal set by the opera-
tor of the master control center.

6. A method according to claim 1 including the fur-
ther step after execution of the function commands by
the apparatus at each of the selected sites,

(9) under control of a program stored 1in the memory
of the apparatus, transmitting back to the master
control center return messages reporting comple-
tion of the selected functions.

7. A method according to claim 6 wherein the master

control center includes a screen,

(10) displaying on the screen completion of the se-
lected functions at the selected sites on the network
upon receipt at the control center of the return
messages.

8. A method according to claim 6 including the fur-

ther step,

(10) logging in the storage device of the control cen-
ter completion of the selected functions at the se-
lected sites on the network upon receipt at the
control center of the return messages.

9. A network of control centers connected for man-
aging apparatus located at remote sites, the network
comprising:

a plurality of apparatus each including a programma-
ble microprocessor, memory and input/output
devices interconnected by a bus, respectively lo-
cated at the remote sites: and

a user-programmable network control center con-
nected to transmit command via communication
link to automatically manage the apparatus at the
remote sites, the network control center having a
processor and a program memory having sections
containing a network management software
(NMS) program and a user-composed network
management program, the sections containing the
user-composed network management program
including:

(1) a master site memory section which stores a
master site listing of all of the remote sites includ-
Ing site communication data, enabling a user to
compose a selected-sites listing representing a
sub-set of plural sites from the master site listing;

(2) a master function memory section which stores
a master function listing of all possible functions
to be executed by the apparatus at each site in-
cluding available commands to transmit to par-
ticular sites, enabling a user to compose a select-
ed-functions listing of individualized functions
corresponding to the selected-sites listing and
representing a sub-set of the master function
listing;

(3) a correlated selected sites and functions mem-
ory section which stores the selected-functions
listing for all the plural sites correlated with the
selected-sites listing chosen by the user, the se-
lected-functions listing containing individualized
function commands, correlated with and corre-
sponding to each site in the selected-sites listing,
and representing function which the user selects
for the apparatus to execute at each correspond-
Ing site; and

the network control center having means, including a
commmunication interface and the processor oper-
ated by the NMS program, responsive to a single
execution command set by the user after the corre-
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lated listing has been stored for all the plural se-
lected sites, for communicating in turn automati-
cally over a respective communication link with
the apparatus of all the plural selected sites in the
selected-sites listing and for transmitting the com-
mands of the selected-functions listing to the appa-
ratus at each selected site, without further partici-
pation by the uvser.

10. A network according to claim 9 including a plu-
rality of such network control center formed in at least
one layer.

11. A network according to claim 9 including a plu-
rality of network control centers distributed throughout
the network and forming at least two layers.

12. A network according to claim 9 further compris-
ing a plurality of programmable higher level control-
lers, forming a third layer of controllers, connected to
contrel a plurality of network control centers in a sec-
ond layer of controllers.

13. A network according to claim 9 wherein the
memory of the apparatus at each of the remote sites
includes a stored program which operates the micro-
processor of the apparatus to transmit back to the mas-
ter control center return messages reporting completion
of the selected functions after execution of the function
commands, and wherein the master control center in-

cludes means for logging in completion of the selected 10 W

functions upon receipt of the return messages.

14. A programmable network control center for auto-
matically managing under direction of a user a network
of a plurality of remote programmable apparatus re-
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spectively located at remote sites, the network control

center comprising:

a master site storage means for storing a master site
listing of all the remote sites including site commus-
nication data, and for enabling user selection of
particular remote sites from the master site listing;

a master function storage means for storing a master
function listing of all possible functions to be exe-
cuted by the apparatus at each site including avail-
able commands to transmit to particular sites, and
for enabling user selection of particular functions
for particular sites from the master functions lis-
ting;

a selected site storage means for storing a selected-
sites listing of plural sites chosen by the user from
the sites listed in the master site storage means;

a selected function storage means for storing a select-
ed-functions listing of functions, correlated for
each site listed in the selected-sites listing, and
chosen by the user from the functions listed in the
master functions storage means; and

processing means for automatically transmitting over
the network, after the selected-functions listing has
been stored for the plural sites of the selected-sites
listing, upon a single execution signal set by the
user and without further participation by the user,
to all the plural sites, commands representing each
function listed in the selected-functions listing.

15. A network control center according to claim 14

herein the master function memory section includes a

site-specific function memory section storing a site cor-

related listing of those functions, listed in the master

function listing, available at each site.
% * % + *x
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