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571 ABSTRACT

A semiconductor integrated-circuit card including a
microprocessor having an active mode of operation
capable of processing data and a low power consump-
tion mode of operation disabled from processing data,
the microprocessor being operative to (1) establish the
low power consumption mode of operation 1n the IC
card when the microprocessor is 1nitially activated to
start operation, (2) make a shift from the low power
consumpiion mode of operation to the active mode of
operation responsive to an Interrupt signal from an
external signal source, and (3) make a shift from the
active mode of operation back to the low power con-
sumption mode of operation upon termination of the
data processing in the active mode of operation.

7 Claims, 13 Drawing Sheets
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INTEGRATED-CIRCUIT CARD EQUIPPED WITH
- A SINGLE CHIP DATA PROCESSOR
AUTOMATICALLY ENTERING LOW-POWER

CONSUMPTION MODE

This application is a continuation of application Ser.
No. 07/347,212, filed May 4, 1989, now U.S. Pat. No.
5,129,091.

FIELD OF THE INVENTION

The present invention relates to an integratéd-circuit
card used to exchange information with an external data
processing system.

BACKGROUND OF THE INVENTION |

A semiconductor integrated-circuit card (hereinafter
referred to simply as IC card) is a data carrier device in
the form of a card having a microprocessor unit and an
on-chip or off-chip integrated-circuit data storage mem-

ory provided on a printed circuit board on a sheet sub-
strate. |

With a view to expanding the range of applications of

IC cards, there is a demand for a portable IC card data
processing system. Attempts are thus made to realize a
miniaturized IC card data processing system having a
built-in power supply implemented by a battery. One of
the most important requirements of an IC card card
data processing system of this type is to minimize the
consumption of the power supplied from the system to
the IC card so as to extend the service life of the battery
incorporated in the system. A prolonged service life
would be achievable by a battery of an increased capac-
ity. This kind of approach to increasing the service life
of a built-in power supply source is however not uncon-
ditionally acceptable because of the exacting space and
weight requirements of a miniaturized IC card data
processing system. The power consumption of an IC
card could be significantly reduced if the microproces-
sor unit and data storage memory incorporated in an IC
card are formed by CMOS (complementary metal-
oxide-semiconductor) devices featuring low power dis-
sipation. Tremendous amounts of time and cost will
however be required for the development of a new
integrated circuit of such CMOS configuration.

SUMMARY OF THE INVENTION

It 1s, accordingly, an important object of the present.

invention to provide an improved IC card which fea-
tures low power consumption and which can be real-
ized without drastic modification made to the existing
device configuration of the microprocessor unit and
data storage memory incorporated in the card.

It 1s another important object of the present invention
- to provide an improved IC card which is advantageous
when used with an IC card data processing system of
the type having a built-in power supply source.

It is still another important object of the present in-
vention to provide an improved IC card which is partic-
ularly useful with a miniaturized IC card data process-
ing system of the portable type.

In accordance with the present invention, there is
provided a semiconductor IC card including a data
processing means having an active mode of operation
capable of processing data and a low power consump-
tion mode of operation disabled from processing data,

the data processing means comprising a) first mode shift -

means responsive to activation of the data processing
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2

means for establishing the low power consumption
mode of operation in the IC card when the data process-
Ing means 1S initially activated to start operation, b)
second mode shift means responsive to an interrupt
signal from an external signal source for making a shift
from the low power consumption mode of operation to
the active mode of operation and enabling the data
processing means to process data, and c) third mode
shift means for making a shift from the active mode of
operation back to the low power consumption mode of
operation upon termination of the data processing in the
active mode of operation. @

In accordance with another outstanding aspect of the
present invention, there is provided a semiconductor
integrated-circuit card including a data processing
means having an active mode of operation capable of
processing data and a low power consumption mode of
operation disabled from processing data and memory
means having a data read cycle and a data write cycle,
the data processing means comprising a) data write
control means for generating a write enable signal to
enable the memory means to operate in a data write
cycle during the active mode of operation of the IC
card, b) first mode shift means responsive to the write
enable signal for making a shift from the active mode of
operation to the low power consumption mode of oper-
ation after the write enable signal is transmitted to the
memory means, and ¢) second mode shift means for
making a shift from the low power consumption mode
of operation back to the active mode of operation upon
termimation of the data write cycle in the memory
means. In an integrated-circuit card according to this
second outstanding aspéect of the present invention, the
first mode shift means may be arranged to be responsive
to an interrupt signal from an external signal source for
making a shift from the low power consumption mode
of operation to the active mode of operation and en-
abling the data processing means to process data. In this
instance, the data processing means further comprises
d) control means for making the second mode shift
means irresponsive to the interrupt signal during a data
write cycle of the memory means. In this type of inte-
grated-circuit card according to the second outstanding
aspect of the present invention, the control means may
comprise an interrupt signal input port through which
to recetve the interrupt signal from the external signal
source, means for de-activating the interrupt signal

‘Input port during a data write cycle of the memory

means, and means for activating the interrupt signal
input terminal on termination of a data write cycle of
the memory means.

In accordance with still another outstanding aspect of
the present invention, there is provided a semiconduc-
tor integrated-circuit card including a data processing
means having an active mode of operation capable of
processing data and a low power consumption mode of
operation disabled from processing data and memory
means having a data read cycle and a data write cycle,
the data processing means comprising a) first mode shift
means responsive to activation of the data processing
means for establishing the low power consumption
mode of operation in the IC card when the data process-
ing means is initially activated to start operation, b)
second mode shift means responsive to an interrupt
signal from an external signal source for making a shift
from the low power consumption mode of operation to
the active mode of operation and enabling the data
processing means to process data, ¢) third mode shift
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means for making a shift from the active mode of opera-
tion back to the low power consumption mode of opera-
tion upon terminatton of the data processing in the ac-
tive mode of operation, and d) control means for mak-
ing the third mode shift means irresponsive to the inter-
rupt signal during a data write cycle of the memory

means. In this integrated-circuit card according to the
third outstanding aspect of the present invention, the

control means may comprise an interrupt signal input
port through which to receive the interrupt signal from
the external signal source, means for deactivating the
interrupt signal input port during a data write cycle of
the memory means, and means for activating the inter-
rupt signal input terminal on termination of a data write
cycle of the memory means.

In accordance with still another outstanding aspect of
the present invention, there is provided a semiconduc-
tor integrated-circuit card including a data processing
means having an active mode of operation capable of
processing data and a low power consumption mode of
~ operation disabled from processing data, the data pro-
cessing means comprising a) first mode shift means
responsive to a first control signal for making a shift
from the active mode of operation to the low power
consumption mode of operation, and b) second mode
shift means responsive to a second control signal for
making a shift from the low power consumption mode
of operation to the active mode of operation. In this
instance, the data processing means may further com-
prise means for generating each of the first and second
control signals each in response to a signal generated in
and supplied from an external source or each of the first
and second control signals may be generated in and
supplied from an external source.

BRIEF DESCRIPTION OF THE DRAWINGS
The drawbacks of a prior-art IC card and the features
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invention will be more clearly understood from the
following description taken in conjunction with the
accompanying drawings in which:

FIG. 11s a diagram showing the basic mode of opera-
tion of an ordinary IC card of the type to which the
present invention generally appertains;

FIG. 2 1s a timechart showing waveforms and events
which may appear when the IC card is loaded into a
data transmitter/receiver system;

FIG. 3 is a block diagram schematically showing the
general arrangement in which the microprocessor unit
and the data storage memory forming part of an IC card
to which the present invention generally appertains are
coupled with an IC card data processing or data trans-
mitter/receiver system;

FIG. 4 1s a flowchart showing the main routine pro-
gram predominant over the operation of the micro-
processor unit incorporated in a first preferred embodi-
ment of an IC card according to the present invention:;

FIG. 5 1s a flowchart showing the details of the sleep-
ing mode shift subroutine program included in the main
routine program illustrated in FIG. 4;

FIG. 6 i1s a flowchart showing the details of active
mode shift subroutine program also included in the
main routine program illustrated in FIG. 4;

FIG. 7 1s a timechart showing the various events
which may occur during a cycle of communication
carried out between the first preferred embodiment of
an IC card according to the present invention and the

45

50

55

60

65

4

data transmitter/receiver system to which the IC card is
coupled;

FI1G. 8 1s a flowchart showing the details of the re-
sponse-to-command subroutine program further in-
cluded in the main routine program illustrated in FIG.
4;

FI1G. 9 1s a flowchart showing the details of the data
storage subroutine program included in the response-to-
command subroutine program illustrated in FIG. 8;

FIG. 10 is a timechart showing the waveforms of the
signals which may appear in the microprocessor unit of
the IC card embodying the present invention during
data write cycle of the data storage memory incorpo-
rated in the IC card:

FIGS. 11A and 11B are flowcharts showing the main
routine program predominant over the operation of the
microprocessor unit incorporated in a first preferred
embodiment of an IC card according to the present
invention;

FI1G. 12 is a flowchart showing the details of the
command processing/hardware reset select subroutine
program included in the main routine program illus-
trated in FIGS. 11A and 11B;

FIG. 13 is a flowchart showing steps additionally
included in the standby mode shift subroutine program
also included in the main routine program illustrated in
FIGS. 11A and 11B; and

FIG. 14 1s a timechart showing the various events
which may occur during a cycle of communication
carried out between the second preferred embodiment
of an IC card according to the present invention and the
data transmitter/receiver system to which the IC card is
coupled. |

DESCRIPTION OF THE PRIOR ART

Description will now be made in regard to the basic
mode of operation which an ordinary IC card performs
with an IC card data processing system (hereinafter
referred to as data transmitter/receiver system). The
data transmitter/receiver system with which an IC card
according to the present invention is to be used is typi-
cally implemented by a handheld computer which is
also called handy terminal.

When an IC card is loaded into a data transmitter/-
receiver system, the microprocessor unit incorporated
in the IC card is reset and thereafter the IC card re-
celves an initial command from the data transmitter/-
recelver system as indicated by steps A01 and A02 in
FIG. 1. On receipt of the command from the data trans-
mitter/receiver system, the microprocessor unit pro-
vided 1n the IC card checks the command for any error
as at step A03 and, when it is determined that the com-
mand received is free from error, the microprocessor
unit executes at step A04 a series of command process-
ing jobs responsive to the command and at step A0S
transmits to the data transmitter/receiver system the
data resulting from the command processing. If it is
detected that any error has occurred during transmis-
sion of the command from the data transmitter/receiver
system to the IC card or it is found at step A03 that any
error is present in the command received by the IC
card, the microprocessor unit in the IC card sends an
error message to the data transmitter/receiver system as
at step A06. Responsive to the data transferred from the
IC card at step A0S or to the error message sent from
the IC card at step A06, the data transmitter/receiver
system may supply another command or send the initial
command for a second time to the IC card.
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FIG. 2 is a timechart showing waveforms and events
which may appear after the IC card is initially loaded
into the data transmitter/receiver system. With the IC
card thus coupled to the data transmitter/receiver sys-
tem, a predetermined supply voltage V. and a train of 5
clock pulses CLK are supplied to the IC card through
the power supply and clock input terminals, respec-
tively, of the card as at time to. Subsequently at time t,
the IC card receives from the data transmitter/receiver
system a reset signal RST which enables the micro- 10
processor unit in the IC card to execute a hardware
subroutine program By to reset and initialize the various
active devices incorporated in the microprocessor unit.
Upon termination of the execution of the hardware
reset subroutine program By, the microprocessor unitin 15
the IC card starts to execute a subroutine program B as
at time t; to send answer-to-reset information “ATR”
from 1ts data output port to inform the data transmit-
ter/receiver system that the IC card is ready to receive
command and data from the data transmitter/receiver 20
system.

After the transmission of the answer-to-reset informa-

tion “ATR” to the data transmitter/receiver system is
 complete as at time t3, the microprocessor unit in the IC
card holds a wait state Bj to await receiving of a serial 25
command/data signal C/D which is to be subsequently
output from the data transmitter/receiver system. On
receipt of the command/data signal C/D as at time t4,
the microprocessor unit in the IC card starts to execute
a command processing routine program B3 to check the 30
command for any error and, in the absence detected of
an error in the command received, perform a series of
jobs required by the command. Upon lapse of a certain
period of time By after the execution of the command
processing subroutine program B3 is complete as at time 35
t5, the microprocessor unit in the IC card starts execu-
tion of a data transmission subroutine. program Bs as at
time t6 to transmit to the data transmitter/receiver sys-
tem the data resulting from the command processing.
The IC card which has thus transferred data to the data 40
transmitter/receiver system then holds a wait state until

another command/data signal is output from the data
transmitter/receiver system.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring to FIG. 3, an IC card 20 to which the
present invention appertains comprises a semiconductor
microprocessor unit 22 (MPU) and a data storage mem-
ory 24. The data storage memory 24 is implemented by 50
any non-volatile semiconductor integrated-circuit mem-
ory such as typically an electrically erasable/pro-
grammable read-only memory (EEPROM). The mem-
ory 24 1s herein shown as being of the off-chip type but,
if desired, may be of the on-chip type fabricated on the 55
semiconductor chip on which the microprocessor unit
1s formed. The microprocessor unit 22 and data storage
memory 24 are coupled together through an address
bus 26, a data bus 28 and a control line 30.

The IC card 20 has contacts which are shown com- 60
prising a supply voltage input contact C; through which
to receive a predetermined supply voltage V., and a
ground contact Cy for connection to ground potential
Vss. Each of these supply voltage input contact C; and
ground contact C; is connected to each of the micro- 65
processor unit 22 and data storage memory 24. The
contacts provided on the IC card 20 further comprises
a clock mput contact Cz through which to receive clock

45

6

pulses CLK, a reset contact C4 through which to re-
cetve a reset signal RST to reset and initialize the micro-
processor unit 22, a data input/output contact Cs
through which to receive or transmit data or to receive
an interrupt request signal “TRQ” from the data trans-
miiter/receiver system 40. The data input/output
contact Cs is thus connected to a data output port TX,
a data mput port RX, and an interrupt request signal
input port IRQ of the microprocessor unit 22 as shown.
The interrupt request signal input port IRQ of the mi-
croprocessor unit 22 is activated or.de-activated by
means of the microprocessor unit 22 of the IC card 20
and, when activated, allows generation of an interrupt
to the microprocessor unit 22 in response to an active-
low interrupt request signal “IRQ” of low level “L”
from the data transmitter/receiver system 40.
Furthermore, the interrupt request signal input port
IRQ of the microprocessor unit 22 is connected through
an inverter 32 to an interrupt disable signal output port
RDY/BSY of the data storage memory 24 so that a
request for interrupt to the microprocessor unit 22 is not
accepted when data is being loaded into the memory 24
during data write cycle of the microprocessor unit 22,
as will be described in more detail. During write cycle
of the data storage memory 24, an active-low interrupt
request signal output port RDY/BSY of low level “L>”
1s output from the memory 24 and is inverted by the
inverter 32. A potential of high level “H” is thus thus applied
to the interrupt request signal input port IRQ of the
mlcr0processor unit 22 and so that the microprocessor
unit 22 is prohibited from grantlng an mnterrupt through
the port IRQ

The microprocessor unit 22 has incorporated therein
a read-only memory 33 (ROM) storing a program pre-
dominant over the operation of the microprocessor unit
22 and a random-access memory 34 (RAM) for tempo-
rarily storing the data input to or to be output from the
microprocessor unit 22 and the data generated in the
microprocessor unit 22. The microprocessor unit 22
used in the IC card to which the present invention ap-
pertains 1s, by way of example, assumed to be imple-
mented by a product of the HD6301 series commer-
cially available from Hitachi, Limited or an equivalent
thereof.

The IC card 20 is adapted for use with a data trans-
mitter/receiver system 40 which is herein assumed to be
of the portable type. The data transmitter/receiver
system 40 largely comprises 2 computer module such as
a personal computer 42 (PC) and an interface (IF) de-
vice 44 having terminals which are to be connected to
the contacts C; to Cs, respectively, of the IC card 20
when the IC card 20 is coupled to the data transmitter/-
recetver system 40 as shown. In this data transmitter/-
recetver system 40 is exchangeably incorporated a built-
n d.c. power supply source 46 which is typically imple-
mented by a battery. The interface device 44 of the data
transmitter/receiver system 40 herein shown may be
one of a plurality of terminal units controlled by a cen-
tral host computer system and, thus, the personal com-
puter 42 may be implemented by such a central host
computer system. Alternatively, the data transmitter/-
receiver system 40 may consist of an integral system
including the computer and interface devices as part of
the system.

Description will be hereinafter made with reference
to FIGS. 4 to 10 in regard to the general mode of opera-
tion of a first preferred embodiment of an IC card ac-
cording to the present invention.
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F1G. 4 1s a flowchart showing the main routine pro-
gram predominant over the basic mode of operation
which the IC card 20 embodying the present invention
performs with the data transmitter/receiver system 40.

The execution of the main routine program is started

when the IC card 20 is loaded into the data transmit-

ter/receiver system 40 and the contacts C1 to Cs of the
former are electrically coupled to the respectively cor-

responding ones of the interface device 44 of the latter.
Thus, a predetermined supply voltage V. is supplied
from the data transmitter/receiver system 40 to the
supply voltage input contact C; of the IC card 20 and is
fed to each of the microprocessor unit 22 and data stor-
age memory 24 of the IC card 20 and, in addition, the
ground contact C; of the IC card 20 is coupled to the
corresponding terminal of the data transmitter/receiver
system 40 so that a ground potential Vis established at
the ground port of each of the microprocessor unit 22
and data storage memory 24 of the IC card 20. Further
supplied from the data transmitter/receiver system 40
are a train of clock pulses CLK which is applied
through the clock input contact C; of the IC card 20 to
the corresponding port of the microprocessor unit 22
and a reset signal RST which is applied through the
reset contact C4 of the IC card 20 to the corresponding
port of the microprocessor unit 22.

The microprocessor unit 22 in receipt of the reset
signal RST executes hardware reset subroutine program
S11 to initializes the various active devices incorporated
In the microprocessor unit 22. Upon termination of the
execution of the hardware reset subroutine program
S11, the microprocessor unit 22 of the IC card 20 pro-
ceeds to answer-to-reset “ATR” information transmit
subroutine program S12 to output an answer-to-reset
information “ATR” from its data output port TX. The
answer-to-reset information “ATR” is sent through the
input/output contact Cs of the IC card 20 to the data
transmitter/receiver system 40 to inform the data trans-
mitter/receiver system 40 that the IC card 20 is now
ready to recetve command and data from the data trans-
mitter/receiver system 440.

After the status information “ATR” is thus transmit-
ted to the data transmitter/receiver system 40, the mi-
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croprocessor unit 22 in the IC card 20 executes sleeping

mode shift subroutine program S13 to establish an inac-
tive or “sleeping” mode of operation in the micro-
processor unit 22 of the IC card 20. When the sleeping
mode of operation is established in the microprocessor

unit 22, the microprocessor unit 22 per se is held inoper-
ative with the contents of the registers retained therein

and with some of the peripheral devices such as the
timers and serial communication interface device al-
lowed to continue their operations. Details of such a
sleeping mode of operation of the microprocessor unit
22 are disclosed in, for example, Hitachi Limited, “Hita-
chi Microprocessor Data Book (8-Bit Single-Chip)”,

pages 358/390, February 1985. As discussed in this

publication, the power dissipation of a microprocessor
in the sleeping mode of operation is reduced to approxi-
mately one fifth of the power dissipation in a normal
state.

When the sleeping mode of operation is established in
the microprocessor unit 22, the microprocessor unit 22
is inactivated and is disabled from processing data and is

accordingly enabled to save consumption of power

significantly. Thus, the sleeping mode of operation of
the IC card 20 provides a low power consumption state
in the first preferred embodiment of the present inven-
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tion and is distinguished from a normal data processing
or ““active” mode of operation of the microprocessor
unit 22. The details of the sleeping mode shift subrou-
tine program S13 are shown in FIG. 5.

In the sleeping mode shift subroutine program S13

shown in FIG. 5, the microprocessor unit 22 of the IC
card 20 proceeds to step S131 to unmask or activate the
Interrupt request signal input port IRQ of the micro-

processor unit 22. The microprocessor unit 22 is thus
made ready to grant an interrupt responsive to an inter-
rupt request signal “IRQ” of low level “L” which may
be supplied from the data transmitter/receiver system
40. It may be herein noted that the interrupt request
signal input port IRQ of the microprocessor unit 22 is
de-activated and accordingly a request for interrupt to
the microprocessor unit 22 is rejected during sleeping
mode of operation if a data write cycle is enabled in the
data storage memory 24 of the IC card 20 as will be
described in mode detail. The step S131 is followed step
S132 to make a shift from the active mode to the sleep-
ing mode of operation in the IC card, whereupon the
microprocessor unit 22 returns to the main routine pro- -
gram 1llustrated in FIG. 4. |

After the sleeping mode of operation is thus estab-
lished in the IC card 20, the microprocessor unit 22
waits for the interrupt request signal “IRQ” of low level
“L” from the data transmitter/receiver system 40 and,
when it is detected at step S14 that such an interrupt
request signal “IRQ” is received at the interrupt request
signal input port IRQ thereof, the microprocessor unit
22 proceeds to active mode shiftback subroutine pro-
gram S13 to restore the active or normal data process-
ing mode of operation in the IC card 20 and is enabled
to process the data input to or to be output from the
microprocessor unit 22. The details of the active mode
shiftback subroutine program S15 are shown in FIG. 6.

When the active mode of operation is restored in the
IC card 20, the microprocessor unit 22 first proceeds to
step S151 shown in FIG. 6 to mask or de-activate the
interrupt request signal input port IRQ thereof. The
interrupt request signal input-port IRQ of the micro-
processor unit 22 being thus de-activated, generation of
an interrupt to the microprocessor unit through the port
IRQ is prohibited. Subsequently, the MICTOProcessor
unit 22 of the IC card 20 proceeds to step S152 to up-
date the content of the stack pointer (not shown) to a
value indicating the address of the subroutine program
which is to be executed when the microprocessor unit
22 returns to the main routine program upon termina-
tion of the active mode shiftback subroutine program
S15. The step S152 is followed by step S153 at which
the microprocessor unit 22 updates the content of the

- program counter (not shown) and places therein the
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address assigned to the command input subroutine pro-
gram (S161) to be described. Having updated the con-
tent of the program counter, the microprocessor unit 22
returns to the main routine program illustrated in FIG.
4.

After the active or normal data processing mode of
operation is thus restored in the IC card 20 through
execution of the subroutine program S15 as hereinbe-
fore described, the microprocessor unit 22 of the IC
card 20 proceeds to response-to-command subroutine
program S16 on receipt of a serial command/data signal
C/D supplied from the data transmitter/receiver sys-
tem 40 through the data input/output contact Cs of the
IC card 20. The serial command/data signal C/D thus
supplied from the data transmitter/receiver system 40 is
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assumed to have a data length consisting of a single byte
or a plurality of bytes. The details of the response-to-
command subroutine program S16 will be hereinafter
described with reference to FIG. 8.

Having processed the command/data signal C/D
through execution of the response-to-command subrou-
tine program S16, the microprocessor unit 22 in the IC
card 20 proceeds to another sleeping mode shift subrou-
tine program S17 to make a shift from the active mode
to the sleeping mode of operation in the IC card 20 and
1s disabled from processing data for a second time.
From the subroutine program S17, the microprocessor
unit 22 of the IC card reverts to step S14 and, when it is
detected at this step S14 that another interrupt request
signal “IRQ” of low level “L” is received from the data
transmitter/receiver system 40, the microprocessor unit
22 executes the subroutine programs S15, S16 and S17

as hereinbefore described. After the sleeping mode shift

subroutine program S17 is thus executed for a second
time, the microprocessor unit 22 of the IC card 20 will
repeat a loop consisting of the step S14 and subroutine
programs 515, S16 and S17 each time it is detected at
step S14 that the interrupt request signal “IRQ” of low
level “L” is received from the data transmitter/receiver
system 40.

The active and sleeping modes of operation are in this
fashion established alternately in the IC card 20 in re-
sponse to the command/data signal C/D which may be
successively supplied from the data transmitter/-
receiver system 40 to the IC card 20.

FIG. 7 1s a timechart showing the various events
which may occur during a cycle of communication
carried out between the microprocessor unit 22 of the
IC card 20 embodying the present invention and the
computer 42 and interface device 44 of the data trans-
mitter/receiver system 40.

Referring to the timechart of FIG. 7, a first com-
mand/data signal C/D(1) may be output from the com-
puter 42 in the data transmitter/receiver system 40 at
time Tog. After the first command/data signal C/D(1) is
output from the computer 42, the potential at the input-
/output (I/0) terminal of the interface device 4 of the
data transmitter/receiver system 40 is swung to low
level “L” at time Tp;. In response to the potential of low
level “L” thus applied to the interrupt request signal
mput port IRQ of the microprocessor unit 22, a first
shift is made from the sleeping mode to the active mode

of operation in the IC card 20 at time To; through exe-

cution of the active mode shiftback subroutine program
S15 (FIG. 6). The first command/data signal C/D(1)
output from the computer 42 in the data transmitter/-
receiver sysiem 40 at time Top is then supplied from the
interface device 44 of the data transmitter/receiver
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time To4 and is latched for some time in the interface
device 44, whereupon the interface device 44 starts to

transfer the data to the computer 42 of the data trans-

mitter/receiver system 40 as at time Tos. The computer

42 in receipt of the data relayed from the interface de-
vice 44 starts to process the input data as at time Tog.

On completion of the processing of the input data as
at time T, a first cycle of communication between the
IC card 20 and data transmitter/receiver system 40 is
terminated and, accordingly, the computer 42 of the
data transmitter/receiver system 40 may output a sec-
ond command/data signal C/D(2) to start a second
cycle of communication with the IC card 20. At an
incipient stage of the second cycle of communication
between the IC card 20 and data transmitter/receiver
system 40, events similar to those which occurred at
time Toj and time Ty will occur in connection with the
second command/data signal C/D(2) at time T1; and
time T3, respectively. Thereupon, the microprocessor
unit 22 of the IC card 20 processes the second com-
mand/data signal C/D(2) and transmits to the data
transmitter/receiver system 40 the data resulting from
the command processing and, thus, the computer 42 of
the data transmitter/receiver system 40 process the
recelved data as in the first cycle of communication
between the IC card 20 and data transmitter/receiver
system 40. |

After the microprocessor unit 22 of the IC card 20
sent out the data to the data transmitter/receiver system
40 at time To4 during the first cycle of communication
between the IC card 20 and data transmitter/receiver

- system 40, a first shift is made from the active mode to
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system 40 to the data input/output contact Cs of the IC
card 20 and 1s received by the microprocessor unit 22 of 55

the IC card 20 through the data input port RX of the
microprocessor unit 22 as at time Tgy. The microproces-
sor unit 22 then processes the command/data signal
C/D(1) thus received to check the command for any
error and, when the command processing is complete at
time T3, the microprocessor unit 22 starts to transmit to
the data transmitter/receiver system 40 the data result-
ing from the command processing through the data
output port TX of the microprocessor unit 22 and the
data input/output contact Cs of the IC card 20.

The data thus transmitted from the microprocessor
unit 22 of the IC card 20 is received by the interface
device 44 of the data transmitter/receiver system 40 at
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the sleeping mode of operation in the IC card 20
through execution of the sleeping mode shiftback sub-
routine program S13 (FIG. 5). The sleeping mode of
operation being thus established in the IC card 20, the
microprocessor unit 22 of the IC card 20 is disabled
from processing data so that the consumption of power
in the IC card 20 is saved significantly. The interrupt
request signal input port IRQ of the microprocessor unit
22 1s now unmasked or activated so that the micro-
processor unit 22 is ready to grant an interrupt respon-
sive to an interrupt request signal “IRQ” of low level
“L” which may be supplied from the data transmitter/-
receiver system 40. The microprocessor unit 22 of the
IC card maintains the sleeping mode of operation while
the data sent out from the microprocessor unit 22 dur-
ing the first cycle of communication is being processed
by means of the computer 42 and interface device 44 of
the data transmitter/receiver system 40. Toward the
end of the first cycle of communication, the potential at
the input/output (I/0) terminal of the interface device
44 of the data transmitter/receiver system 40 is swung
to low level “L” at time Tig. A second shift is made
from the sleeping mode to the active mode of operation
in the IC card 20 at time T); with the result that the
microprocessor unit 22 of the IC card 20 is for a second
time enabled to process another command/data signal
which may be transmitted from the data transmitter/-
receiver system 40. |

FIG. 8 is a flowchart showing the details of the re-
sponse-to-command subroutine program S16 included
in the main routine program hereinbefore described
with reference to in FIG. 4.

The response-to-command subroutine program S16 is
executed on receipt of a serial command/data signal
C/D supplied from the data transmitter/receiver sys-
tem 40 after the active or normal data processing mode
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of operation is restored in the IC card 20 through execu-
tion of the subroutine program S15 as hereinbefore
described with reference to FIG. 4. Responsive to the
command/data signal C/D received at step S161, the
microprocessor unit 22 of the IC card 20 checks at step
S162 if any error has cccurred during transmission of
the signal C/D received. If it is determined at this step
S162 that there has been no error caused during trans-
mission of the signal C/D received, the microprocessor
unit 22 proceeds to step S163 to check the signal C/D
and at subsequent step S164 detects if any error is in-
volved in the command/data signal C/D received. If it
1s found at this step S164 that the signal C/D received is
free from error, the microprocessor unit 22 proceeds to
command processing subroutine program S165 to exe-
cute a series of command processing jobs responsive to
the command/data signal C/D received and at subse-
quent step S166 transmits to the data transmitter/-
receiver system 40 the data resulting from the command
processing jobs. Having transmitted the data to the data
transmitter/receiver system 40, the microprocessor unit
22 of the IC card 20 reverts to the main routine program
illustrated in FIG. 4 and may proceed to the sleeping
mode shift subroutine program S17 as previously de-
scribed.

If it is detected at step $162 that any error has oc-
curred during transmission of the command/data signal
C/D from the data transmitter/receiver system 40 to
the IC card 22 or at step S164 that there is an error
present in the signal C/D received, the microprocessor
unit 22 then proceeds to step S167 to output an error
message indicative of the presence of an error in the

signal C/D received. Subsequently to step S167, the

microprocessor unit 22 proceeds to the step S166 to
transmit the error message to the data transmitter/-
receiver system 40 to request the data transmitter/-
receiver system 40 to output a correct command/data
signal. After transmission of the error signal to the data
transmitter/recetver system 40, the microprocessor unit
22 of the IC card 20 also reverts to the main routine
program 1llustrated in FIG. 4 and may proceed to the
sleeping mode shift subroutine program S17.

The command processing jobs to be performed at the
subroutine program S165 may include those for storing
into the data storage memory 24 of the IC card 20 the
data generated responsive to the command/data signal
C/D received from the data transmitter/receiver sys-
tem 40. FIG. 9 shows the details of the data storage
subroutine program to perform such jobs and FIG. 10
shows the waveforms of the signals which may appear
mn the microprocessor unit 22 of the IC card 20 during
data write cycle of the data storage memory 24.

When data is generated in response to the command-
/data signal C/D received from the data transmitter/-
receiver system 440, the microprocessor unit 22 of the IC

card 20 proceeds to step S1641 to transmit to the data:

storage memory 24 a write enable signal WE through
the control line 30 as at time WT; in FIG. 10 and the
data and address information through the address and
data buses 26 and 28, respectively. After the loading of
the data into the data storage memory 24 is complete at
time WT5, the microprocessor unit 22 executes sleeping
mode shift subroutine program S1642 to establish a
sleeping mode of operation in the IC card 20. The data
loaded into the data storage memory 24 at step S1641 is
stored mto the memory 24 after the sleeping mode of
operation is established in the IC card 20 through execu-
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tion of the subroutine program S1642 as will be seen
from FIG. 10.

After the sleeping mode of operation is established in
the IC card 20 at time W'T?, the microprocessor unit 22
awaits the interrupt request signal “IRQ” of low level
“L” from the data storage memory 24. When it is de-
tected at decision step S1643 that such an interrupt
request signal “IRQ” is received at the interrupt request
signal input port IRQ thereof, the microprocessor unit
22 proceeds to active mode shiftback subroutine pro-
gram 51644 to restore the active or normal data pro-
cessing mode of operation in the IC card 20 as at time
WT3and is enabled to process the data input to or to be
output from the microprocessor unit 22. The sleeping
mode shift subroutine program S1642, decision step
S1643 and active mode shiftback subroutine program
51644 are identical with the subroutine program S13,
step S14 and subroutine program S15, respectively,
included in the main routine program described with
reference to FIG. 4.

Throughout the data write cycle (from time WT3 to
time WT3) of the data storage memory 24, there is an
interrupt request signal of low level “L” output from
the interrupt request signal output port RDY/BSY of
the data storage memory 24. The interrupt request sig-
nal of low level “L” is inverted by the inverter 32 so
that a potential of high level “H” appears at the inter-
rupt signal input port IRQ of the microprocessor unit
22. The microprocessor unit 22 is thus prohibited from
generating an interrupt through the interrupt signal
input port IRQ thereof when data is being loaded into
the memory 24. When the storage of the data into the
data storage memory 24 is complete the interrupt re-
quest signal at the interrupt request signal output port
RDY/BSY of the data storage memory 24 is swung to
high level “H” at time WT3 as shown in FIG. 10. This
interrupt request signal of high level “H” is inverted by
the inverter 32 so that a potential of low level “L”
appears at the interrupt signal input port IRQ of the
microprocessor unit 22. The microprocessor unit 22 is
thus enabled to grant an interrupt through the interrupt
signal input port IRQ when it is detected at step S1643
that an interrupt request signal “IRQ” of low level “L.”
1s received from the data storage memory 24.

FIGS. 11A and 11B are flowcharts showing the main
routine program predominant over the basic mode of
operation which a second preferred embodiment of an
IC card according to the present invention performs
with a data transmitter/receiver system. The second
preferred embodiment . of an IC card according to the
present invention is also assumed to be constructed
basically as hereinbefore described with reference to
FI1G. 3 and to cooperate with the data transmitter/-
receiver system 40 shown in FIG. 3.

The execution of the main routine program is also
started when the IC card 20 is leaded into the data
transmitter/receiver system 40 and the contacts C; to
Cs of the former are electrically coupled to the respec-
tively corresponding ones of the interface device 44 of
the latter. Referring to FIG. 11A, the computer 42 of
the data transmitter/receiver system 40 then proceeds
to step 1F01 to supply a predetermined supply voltage
Ve to the IC card 20 through the supply voltage input
contact C1 of the IC card 20 and a ground potential Vg
through the ground contact C; of the IC card 20. At
step IF01, the computer 42 of the data transmitter/-
receiver system 40 further supplies to the IC card 20 a
train of clock pulses CLK through the clock input
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contact C3 of the IC card 20 and a reset signal RST
through the reset contact C4 of the IC card 20.

In response to the reset signal RST thus supplied

through the reset contact C4 of the IC card 20, the -

microprocessor unit 22 of the IC card 20 executes a
command processing/hardware reset select subroutine
program S21. In this command processing/hardware
reset select subroutine program S21, the microproces-
sor unit 22 first proceeds to step S211 shown in FIG. 12
to check if a bit “STBY PWR?” 1s of a logic “1” value.
The bit “STBY PWR?” of logic “1” value indicates that
- the supply voltage V.. had been received by the IC card
20 before the reset signal RST was input to the micro-
processor unit 22 of the IC card 20. If the bit “STBY
PWR” 1s found at step S211 to be of logic “1”” value and
accordingly the answer for the step S211 is given in the
affirmative “YES”, the microprocessor unit 22 pro-
ceeds to step S212 to make a decision to jump over to a
response-to-command subroutine program. On the

10

15

other hand, if the bit “STBY PWR?” is found to be of 20

logic “0” value and accordingly the answer for the step
5211 1s given in the negative “NO”, then the micro-
processor unit 22 proceeds to step S213 to make a deci-
sion to execute a hardware reset subroutine program
S22 to initializes the various active devices incorporated
in the microprocessor unit 22.

23

At an incipient stage after the IC card 20 has been

loaded into the data transmitter/receiver system 40, the
supply voltage V.. could not be received by the IC card
20 before the reset signal RST is input to the micro-
processor unit 22 of the IC card 20. It is therefore deter-
mined at step S211 that the bit “STBY PWR?” is of logic
“0” value and accordingly the answer for the step S211
1s given in the affirmative “NO” immediately after the
IC card 20 1s loaded into the data transmitter/receiver
system 40. Thus, the command processing/hardware
select subroutine program S21 is follawed by the hard-
ware reset subroutine program S22 to initialize the vari-
ous active devices incorporated in the microprocessor
unit 22. Upon termination of the hardware reset subrou-
tine program S22, the microprocessor unit 22 of the IC
card 20 proceeds to answer-to-reset “ATR” informa-
tion transmit subroutine program S23 to output an an-
swer-to-reset mformation “ATR” from its data output
port TX. The answer-to-reset information “ATR” is
sent through the input/output contact Cs of the IC card
20 to the data transmitter/receiver system 40 to inform
the data transmitter/receiver system 40 that the IC card
20 1s now ready to receive command and data from the
data transmitter/receiver system 490,

After the information “ATR?” is thus transmitted to
the data transmitter/receiver system 40, the micro-
processor unit 22 in the IC card 20 executes standby
mode shift subroutine program S24 to establish an inac-
tive or “standby” mode of operation in the micro-
processor unit 22 of the IC card 20. When the standby
mode of operation is established in the microprocessor
unit 22, the microprocessor unit 22 stops all the clocks
and shafts to the reset state. Details of this standby mode
~ of operation of the microprocessor unit 22 are also dis-
closed in “Hitachi Microprocessor Data Book (8-Bit
Single-Chip)”, 1bid. As discussed in this publication, the
power dissipation of a microprocessor in the standby
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mode of operation is reduced to the order of several -

microamperes.

The standby mode of operation is thus essentially
similar to the sleeping mode of operation in the first
preferred embodiment of the present invention and,

65
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when the standby mode of operation is established in
the microprocessor unit 22, the microprocessor unit 22
1s de-activated and is disabled from processing data and
is accordingly enabled to save consumption of power

- significantly. Thus, the standby mode of operation of

the second preferred embodiment of the present inven-
tion also provides a low power consumption state and is
distinguished from a normal data processing or active
mode of operation of the microprocessor unit 22. The
standby mode shift subroutine program S24 is similar to
the subroutine program S13 hereinbefore described
with reference to FIG. 5. In the standby mode shifi
subroutine program S24, the microprocessor unit 22 of
the IC card 20 thus unmasks or activates the interrupt
request signal input port IRQ of the microprocessor unit
22 and 1s made ready to grant an interrupt responsive to
an interrupt request signal “IRQ” of low level “L”
which may be supplied from the data transmitter/-
receiver system 40. As in the sleeping mode of opera-
tion of the first preferred embodiment of the present
invention, the interrupt request signal input port IRQ of
the microprocessor unit 22 is de-activated and accord-
ingly a request for interrupt to the microprocessor unit
22 1s rejected during standby mode of operation if a data
write cycle is enabled in the data storage memory 24 of
the IC card 20. After the microprocessor unit 22 of the
IC card 20 is thus made ready to grant an interrupt, a
shift is made from the active mode to the standby mode
of operation in the IC card, whereupon the micro-
processor unit 22 returns to the main routine program
ilustrated in FIG. 11A.

After the standby mode of operation is thus estab-
lished in the IC card 20, the microprocessor unit 22
waits for the interrupt request signal “IRQ” of low level
“L” from the data transmitter/receiver system 40 and,
when it is detected that such an interrupt request signal
“IRQ” is received at the interrupt request signal input
port IRQ thereof, the microprocessor unit 22 proceeds
to an active mode shiftback subroutine program similar

to the subroutine program S15 described with reference

to FIG. 6 and, thus, restores the active or normal data
processing mode of operation in the IC card 20 to pro-
cess the data input to or to be output from the micro-
processor unit 22. The active mode of operation being
restored in the IC card 20, the microprocessor unit 22
masks or de-activates the interrupt request signal input
port IRQ thereof to prohibit generation of an interrupt
to the microprocessor unit through the port IRQ. Sub-
sequently, the microprocessor unit 22 updates the con-
tent of the stack pointer (not shown) to a value indicat-
ing the address of the subroutine program which is to be
executed when the microprocessor unit 22 returns to
the main routine program upon termination of the ac-
tive mode shiftback subroutine program. Furthermore,
the microprocessor unit 22 updates the content of the
program counter (not shown) and places therein the
address assigned to the command input subroutine pro-
gram to be described.

During the standby mode of operation, the micro-
processor unit 22 of the IC card 20 sets the bit “STBY
PWR?” to logic “1” value at step S241 and raises a flag
“STBY” of logic “0” value at step S242 as shown in
FIG. 13. These steps S241 and S242 are required for the

microprocessor unit 22 to proceed from the step S211 to

step S212 when the command processing/hardware
reset select subroutine program S21 (FIG. 12) is exe-
cuted after the active mode of operation is restored. The
bit “STBY PWR” and flag “STBY” are supplied from
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the computer 42 of the data transmitter/receiver system
40 or are generated under the control of the computer
42 of the data transmitter/receiver system 40 and, thus,

a shift from the active mode to the standby mode of

operation in the IC card 20 is made under the direct or
indirect control of the data transmitter/receiver system
40.

The answer-to-reset information “ATR” output from
the data output port TX of the microprocessor unit 22 is
transmitted from the contact Cs of the IC card 20 to the
data input/output of the interface device 44 of the data
transmitter/receiver system 40. The interface device 44

of the data transmitter/receiver system 40 in receipt of

the answer-to-reset information “ATR” checks at step
1F02 if the IC card 20 is in a sound state and at step IF03
if there is present a command/data signal C/D received
from the computer 42. In the presence detected of the
command/data signal C/D received from the IC com-
puter 42, the interface device 44 of the data transmit-
ter/receiver system 40 outputs at step 1F04 a reset sig-
nal RST which is transmitted to the microprocessor unit
22 of the IC card 20 through the reset contact C4 of the
IC card 20. Responsive to the reset signal RST thus
supplied through the reset contact Cs4 of the IC card 20,
the microprocessor unit 22 of the IC card 20 makes a
shift from the standby mode to the active mode of oper-
ation. In the active mode of operation thus restored, the
microprocessor unit 22 executes a command proces-
sing/hardware reset select subroutine program S25
shown in FIG. 11B. The command processing/hard-
ware reset select subroutine program S25 is similar to
the subroutine program S21 described with reference to
FIG. 12.

The bit “STBY PWR” having been set to logic “1”
value at step S241 (FIG. 13), it is determined in the
processing/hardware reset select subroutine program
525 that the bit “STBY PWR?” is of logic “1” value.
Thus, the command processing/hardware select sub-
routine program S25 is followed by a response-to-com-
mand subroutine program S26. The response-to-com-
mand subroutine program S26 is similar to the subrou-
tine program S16 hereinbefore described with reference
to FIG. 8 and is, thus, executed on receipt of a serial
command/data signal C/D supplied from the data
transmitter/receiver system 40 at step IF05 after the
active or normal data processing mode of operation is
restored in the IC card 20. In the response-to-command
subroutine program S26, the microprocessor unit 22
responsive to the command/data signal C/D received
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from the data transmitter/receiver system 40 checks if 50

any error has occurred during transmission of the signal
C/D recerved. If it 1s determined that there has been no
error caused during transmission of the signal C/D
received, the microprocessor unit 22 detects if any error
is involved in the command/data signal C/D received.
If 1t 1s found that the signal C/D received is free from

error, the microprocessor unit 22 executes a series of

command processing jobs responsive to the command-
/data signal C/D received and thereafter proceeds to
step 527 to transmit to the data transmitter/receiver
system 40 the data resulting from the command process-
ing jobs. Having transmitted the data to the data trans-
mitter/receiver system 40, the microprocessor unit 22
of the IC card 20 proceeds to standby mode shift sub-
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routine program S28 to establish the standby mode of 65

operation for a second time in the microprocessor unit
22 of the IC card 20 and may repeat the series of steps
525, S26, S27 and S28 as hereinbefore described.

16

On receipt of the data from the IC card 20 at step
IF06, the interface device 44 of the data transmitter/-
receiver system 40 relays the data to the computer 42 at
step IFO7 and may thereafter repeat the series of step
IF03, IF04 and IF05.

FIG. 14 is a timechart showing the various events
which may occur during a cycle of communication
carried out between the data transmitter/receiver sys-
tem 40 and the microprocessor unit 22 in the second
preferred embodiment of an IC card according to the
present invention.

Referring to FIG. 14, a first command/data signal
C/D(1) may be output from the computer 42 in the data
transmitter/receiver system 40 at time T3g. After the
first command/data signal C/D(1) is output from the
computer 42, the potential at the reset terminal of the
interface device 44 of the data transmitter/receiver
system 40 is swung to low level “L” at time T31. In
response to the potential of low level “L” thus applied
to the reset port RST of the microprocessor unit 22, a
first shift is made from the standby mode to the active
mode of operation in the IC card 20 at time T3; through
execution of the active mode shift-back subroutine pro-
gram (FIG. 6). The first command/data signal C/D(1)
output from the computer 42 in the data transmitter/-
receiver system 40 at time T3pis then supplied from the
interface device 44 of the data transmitter/receiver
system 40 to the contact Cs of the IC card 20 and is
received by the microprocessor unit 22 of the IC card
20 through the data input port RX of the microproces-
sor unit 22 as at time T3;. The microprocessor unit 22
then processes the command/data signal C/D(1) to
check the command for any error and, when the com-
mand processing is complete at time T33, the micro-
processor unit 22 starts to transmit the resultant data to
the data transmitter/receiver system 40 through the
data output port TX of the microprocessor unit 22 and
the data input/output contact Cs of the IC card 20.

After the data is transmitted from the microprocessor

-unit 22 of the IC card 20 and is received by the interface

device 44 of the data transmitter/receiver system 40 at
time T34, the microprocessor unit 22 of the IC card 20
sets the bit “STBY PWR?” to logic “1” value (step S241)
and resets the flag “STBY” of logic “0” value (step
5242) as at time T'35. The data received by the interface
device 44 of the data transmitter/receiver system 40 at
time T34 1s latched for some time in the interface device
44, whereupon the interface device 44 starts to transfer
the data to the computer 42 of the data transmitter/-
receiver system 40 at time Tzs. The computer 42 in
receipt of the data from the interface device 44 starts to
process the input data as at time T'37.

On completion of the processing of the input data as
at time T4g, a first cycle of communication between the
IC card 20 and data transmitter/receiver system 40 is
terminated and, accordingly, the computer 42 of the
data transmitter/receiver system 40 may output a sec-
ond command/data signal C/D(2) to start a second
cycle of communication with the IC card 20. At an
incipient stage of the second cycle of communication
between the IC card 20 and data transmitter/receiver
system 40, events similar to those which occurred at
time T31 and time T3 will occur in connection with the
second command/data signal C/D(2) at time T and
time T42, respectively. Thereupon, the microprocessor
unit 22 of the IC card 20 processes the second com-
mand/data signal C/D(2) and transmits to the data
transmitter/receiver system 40 the data resulting from
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the command processing and, thus, the computer 42 of
the data transmitter/receiver system 40 process the
received data as in the first cycle of communication
between the IC card 20 and data transmitter/receiver
system 40.

After the microprocessor unit 22 of the IC card 20 set
the bit “STBY PWR” to logic “1” value and reset the
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flag “STBY” to logic “0” value at time T35 during the

first cycle of communication between the IC card 20
and data transmitter/receiver system 40, a first shift is
made from the active mode to the standby mode of
operation in the IC card 20. The interrupt request signal
input port IRQ of the mlcmprocessor unit 22 is now
unmasked or activated so that the microprocessor unit
22 1s ready to grant an interrupt responsive to an inter-
rupt request signal “IRQ” of low level “L” which may
be supplied from the data transmitter/receiver system
40. The microprocessor unit 22 of the IC card maintains
the standby mode of operation while the data sent out
from the microprocessor unit 22 during the first cycle of
communication is being processed by means of the com-
puter 42 and interface device 44 of the data transmit-
ter/receiver system 40. Toward the end of the first
cycle of communication, the potential at the reset termi-
nal of the interface device 44 of the data transmitter/-
receiver system 40 is swung to low level “L” at time
Tao0. A second shift is made from the standby mode to
the active mode of operation in the IC card 20 at time
'T'41 with the result that the microprocessor unit 22 of
the IC card 20 is for a second time enabled to process
another command/data signal which may be transmit-
ted from the data transmitter/receiver system 40.

The command processing jobs to be performed in the
response-to-command subroutine program S26 as here-
inbefore described with reference to FIG. 11B may
include those for storing into the data storage memory
24 of the IC card 20 the data generated responsive to the
command/data signal C/D received from the data
transmitter/receiver system 40. The data storage sub-
routine program to perform such jobs is similar to the
subroutine program hereinbefore described with refer-
ence to FIG. 9 and, thus, waveforms similar to those
shown in FIG. 10 may appear in the microprocessor
unit 22 of the IC card 20 during data write cycle of the
data storage memory 24. |

While a sleeping or standby mode of operation is used
to establish a low power consumption state in the here-
inbefore described preferred embodiments of an IC card
according to the present invention, a “NOP” or no-
operation mode or any other inactive mode of operation
may be used to establish such a state depending on the
type and design of the semiconductor device used as the
microprocessor unit in the IC card.

In the second preferred embodiment of an IC card
according to the present invention, a shift is made from
the active mode to the standby mode of operation re-
sponsive to the bit “STBY PWR” of logic 1’ value and
the flag “STBY” of logic “0” value. These bit “STBY
PWR” and flag “STBY” may be generated in from the
computer 42 of the data transmitter/receiver system 40
and supplied to the IC card 20 or may be generated in
the IC card 20 per se under the control of any control
signal generated in and supplled from the computer 42
of the data transmitter/receiver system 40.

It has been assumed that the present invention is em-
bodied 1n an IC card for use with a data transmitter/-
receiver system of the type incorporating a built-in
power supply source but it will be apparent that the
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present invention may be applied to an IC card for use
with a data transmitter/receiver system to be powered
from an external source or to an IC card of the type

having a power supply incorporated in the IC card per
se.

What is claimed is:
1. A portable semiconductor integrated-circuit card

including a data processing means having an active

mode of operation capable of processing data and a low
power consumption mode of operation wherein said
data processing means is disabled from processing said
data and enabled for discriminating a first control sig-
nal, said data processing means being integrated on a
single semiconductor chip, said data processing means
comprising:

a) first mode shift means responswe to a second con-
trol signal generated by a communication device
external to said integrated-circuit card for making a
shift from said active mode of operation to said low
power consumption mode of operation upon com-
pletion of executing a predetermined program se-
quence for entering a ready state to communicate
with said communication device,

b) second mode shift means responsive to said first
control signal generated by said communication
device for making a shift from said low power
consumption mode of operation to said active
mode of operation for executing a program se-
quence 1n said active mode, said second mode shift
means allowing said data processing means to enter
said low power consumption mode again after the
execution of said program sequence, said first and
second mode shift means cooperating to decrease
power consumpttion of said data processing means,
electric power being supplied from outside of said
integrated-circuit card to a power supply port of
said integrated-circuit card in both active and low
power consumption modes of operation, and

¢) control signal port means shared between said first
and second control signais.

2. A portable semiconductor integrated-circuit card
as set forth in claim 1, said data processing means fus-
ther comprising:

d) control signal generating means for generating and
inputting said second control signal to said first and
second mode shift means in response to a signal
generated in and supplied from an external source.

3. A portable semiconductor integrated-circuit card
as set forth in claim 1, in which each of said first and
second control signals is generated in and supplied from
an external source, said external source being connected
to said data processing means.

4. A portable integrated-circuit card as set forth in
claim 1, in which said first mode shift means is enabled
when said integrated-circuit card is loaded into said
communication device.

5. A portable integrated-circuit card as set forth in
claim 1, in which a portable semiconductor integrated-
circuit card further comprises:

d) an electrically erasable and programmable read
only memory device physically separated from
said data processing means for communication
with said data processing means.

6. A portable integrated-circuit card as set forth in
claim 1, in which an electrically erasable and program-
mable read only memory device is further integrated on
said smgle semiconductor chip together with said data
processing means.
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7. A portable semiconductor integrated-circuit card

comprising:

a data processing means having an active mode of

operation capable of processing data and a low
power consumption mode of operation wherein
sald data processing means is disabled from pro-
cessing said data but enabled for discriminating a
first control signal received via an interface of the
data processing means, said data processing means
being integrated on a single semiconductor chip:;

first mode shift means included within the data pro-

cessing means and responsive to a second control
signal generated by a communication device exter-
nal to said integrated-circuit card for making a shift
from said active mode of operation to said low
power consumption mode of operation upon com-
pletion of executing a predetermined program se-
quence;
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second mode shift means included within said data

processing means and responsive to said first con-
trol signal generated by said communication device
tor making a shift from said low power consump-
tion mode of operation to said active mode of oper-
ation for executing a program sequence, said sec-
ond mode shift means allowing said data process-
ing means to enter said low power consumption
mode after the execution of said program sequence,
said first and second mode shift means providing
decreased power consumption of said data process-
Ing means, electric power being supplied from
outside of said integrated-circuit card to a power
supply port of said integrated-circuit card in both
active and low power consumption modes of oper-
ation; and -

control signal port means included within the data

processing means for selectively receiving the first

control signal and the second control signal.
¥ % *x *k ¥k
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