. US005388254A
United States Patent [ 11] Patent Number: 5,388,254
Betz et al. ' [45] Date of Patent: Feb. 7, 1995
[54] METHOD AND MEANS FOR LIMITING 4,763,296 8/1988 Gercekci cccoveerrunmniernnecennan. 395/575
DURATION OF INPUT/OUTPUT d1/0) 4,787,041 11/1988 Yount ......cocevvcreerrenenenn. 364/424.03
REQUESTS 4,809,280 2/1989 Shonaka ....cccocveereeveeeerenresneeens 371/62
| 4,837,702 6/1989 ODbDrea ....cccceeeereceeerivrrnevvsvenes 364/466
[75] Inventors: John F. Betz, Hyde Park; Allan S. 4,879,647 11/1989 YazaWa ..oooveeevonrereerrrrnnnnn, 395/575
Meritt, Poughkeepsie, both of N.Y.; 4,903,193 2/1990 Nakamurza ....ccecoeceeereeeroeonnn 395/575
Larl-y R. Perry, Gﬂroy’ Ca]if‘; 5,048,017 9/1991 Breneman ......cccceeeveervvenen.. 371/16.3
William C. Shepard, Hyde Park: 5,065,354 11/1991 Jonsetal. coveeveneeeeereeenecerans 395/575
. . 3,097,470 3/1992 Gihl .....couuenerivinnriaeennieeneneerenes 371/62
E;ﬁ?b%hﬁdg‘f;‘e“d’ Wappingers 5,210,867 5/1993 Barlow et al. cooeevovereveen...... 395/575
? " 3,278,976 1/1994 WU .covoireeeeeeeececcccncscnaeeanes 395/575
[73]  Assignee: }:n;:przlet{i)::l iﬁsnlgﬁs; &df{fhmes Primary Examiner—Robert L. Richardson
’ S Assistant Examiner—Lanie L. Barry
[21] Appl. No.: 858,905 Attorney, Agent, or Firm—William B. Porter; Jeremiah
(22] Filed:  Mar. 27, 1992 G. Murray
(51] Int.CLS oo GO6F 11/00; GO6F 11/30;  [°7] ABSTRACT
GO6F 11/34  An 1/0 request time limit value is set in a request-based,
[52] US. CL oeieeeeeieteeieeeeceensvnans 395/ 575; 371/ 12; device.based, data-set_based, or workload-based time

371/16.3; 371/62; 364/DIG. 1; 364/265;  limit field, for transactions performing I/O operations
364/265.5 to I/0 devices in a data processing system. A scan

58] Field3zSea;éh 1 3711 2 1:”66‘;/ 26(;0 3]35127; 322 routine compares the total time for the I/0O request
/D / 550 (including waiting time and retry time) against the ap-
propriate time limit(s), and terminates the I/O request if
- 156] References Cited the time limit is exceeded. If an active 1I/0 request is
U.S. PATENT DOCUMENTS inter:'mpted as a result of an I‘/ O error, retry 1S prqhib-
_ | ited if the total I/0O request time (including retry time)
3,984,814 10/1976 Bailey, Jr. et al. ..cccceeeeirennnns 395/575 exceeds the appropriate time limit, or is within a thresh-
4,348,722 9/1982 Gunter et al. ...ocveereeenereeeranns 395/575 old val £ th ate time limit
4,442,501 4/1984 Eckert, Jr. et al. ........... 364/464.02 vailie Of the appropriate Lme Hmit.
4,618,953 10/1986 Daniels et al. ........ccoeuneun....... 371/12
4,674,035 6/1987 Engel ....ereverrereneecrnneenne 395/575 9 Claims, 5 Drawing Sheets
_ SYSTEM B
INTERVAL
——,—— ESTABLISHMENT
\ 5 509
| ____|ADDRESS 305
l SPACE N\ DARMLIB %
503 - 508
W 1/0 “;*- -
DRIVER | SETIOS
303 —
1/0
R REQUEST I1/0 SUPERVISOR
S04 DEVICE
%
505 3
\!\ 522 \r\ 1/0 PATH E‘S_ 5
— T M
SLAN pETECTION[ =TT A “‘Eﬂﬂ?[}s’&g‘f
/ | T3 £ | S5t

‘RETRY
| N In
. ERROR
\\\\ INDICATION
Y

513 TIME

301 FRROR | 4
RECOVERY [ "ExteroeD
UCB RETURN
302 506
IOQBl
| ERROR 304

RECOVERY V'~
WORK AREA

| —>1MIH DEV




U.S. Patent Feb. 7, 1995

REQUEST

QUEUE 102
REQUEST

RETRY?
NO 112

INITIATE

THE ! O”
REQUEST

1/0
INTERRUPT

104 106

NO
CRROR 7 == CAROR >

NO YES

N S

TERMINATE 105
BASED ON | S

OPERATION
RESULTS

|

 CREATE ERROR RECOVERY
WORK AREA AND STORE

| ' (CLOCK VALUE-COUNT)

SET

TIME LIMIT|

Sheet 1 of 5 5,388,254

113

l TRANSLATE CLOCK |
YES 10 COUNT VALUE

AND STORE 1IN

DEQUEUE
REQUEST

107

170 QUEUE BLOCK | |

RETRY|

109

TIME-OUT |
RETRIABLE|YES OR
THRESHOLD
0 EXCEEDED?!
vES

1 110 | MARK REQUEST |

IN PERMANENT |
ERROR AND
CALL DEVICE
DEPENDENT
CODE TO

CLEAN UP

ABNORMALLY
TERMINATE
REQUEST




U.S. Patent Feb. 7, 1995 Sheet 2 of 5 5,388,254

TIMER INTERRUPT—Z 201

7 FIG.2

, 202
SCAN A
QUEUED REQUEST

INCREMENT THE 203
| COUNT AND
| COMPARE TO THE

| TIMEOUT INTERVAL |

R

205 207

YES . ACTIV YES  ISSUE
TIMEQUT ? - SELECTIVE
REQUEST ? _ RESET

204 NO

| _ MARK REQUEST 206
IN PERMANENT -
| ERROR AND CLEANUP

. ABNORMALLY | ~ 206A
- TERMINATE
REQUEST

YES|  MORE TO
SCAN ?

NO

SET NEXT TIMER | —_208
POP AND EXIT




5,388,254

Sheet 3 of 5

Feb. 7, 1995

U.S. Patent

TYAY3INT 1N0IWIL

Ji8vl
TVYAYIINT 3WIL
3IvdS SSAQY

V80¢

80¢

JWIL LAVLS

VIV AHOM
Ad3A0238 HOUY3

TVAYIINT INOIKIL

FigvL
WAYIINT 3WIL
13S vivd

SOVI4 3UNO0S TWAYIINI

a1 3vdS SSAUAAY

aI 13SV1va

TVAUILINT 1003RIL

Vi0¢e
V3uY A40M d0Ud3

e ey ey e

b0t

%2019
1S3nd3Y 0/1

V10¢%

10¢

0£0¢
JE0L
geoe
1)

£0¢

TWAYIINI 1N0INWI 1{2-VI0E

il

STVAUIINI
g 1N03NIL
331A40
90¢ .
A3018
ONIWIL 301IA30 g1 1Wdvd

TVAUIINT 1N03NWIL

— ¥40¢ -
4I1NNOD IVAYIINI e 9v14 ONIWIL 0/1
X8 153nd3Y 0/1 S8 3n3Ind 0/
Al |
%2018 %2014
IN3nd 0/1 321A30

VG0¢

GOg

V10¢

g10¢
J10¢

10¢

C*OT



Sheet 4 of 5

Feb. 7, 1995

U.S. Patent

(SANOD3S) dWIL ddsdv i3

5,388,254

€ % ) - O
€1t | | |
)| 2th | | |
1ddv 0L N¥NL3Y*I0¥d A319VN3 o _ _ _
Q31233130 1INO-3IWIL*D SOI zowmri¢hw _ _
SALVIS AMLIY
J0Ud a31GYNI 40 h | _ |
Jodd a37gvsIab—-s60h | _ _
| INT 80h |
INTLW O/T——t | | |
m HISS!  Loh oo “ “
s e _
SILVIS AULT
| S0h | |
| J0dd ou4m<zm+;;+m;x:J_ _
| J08d @318vSIa | |
_
| _ INI | €oh 2ot |
| | 3AILIV Y3 - A
i “ | “ Hoss |
= INNOD 2 = INNO3 | | = INNOD
dod ML | dod MANIL | dod ML 0 01 NOF——T
| LOh
_ | 0 = hZDOu_hW
. 0 3N3ND*SOI Ol 1S3ANDFI_0/1
h O]l 4 " 1ddV



U.S. Patent Feb. 7, 1995 Sheet 5 of 5 5,388,254

1G5

INTERVAL |
ESTABLISHMENT
509

 SYSTEM

ADDRESS
SPACE

1305
PARMLIB I

-——~§g——* . __}508
>10 SETIOS l

503

1/0

DRIVER
303
1/0
{REQUEST 1/0 SUPERVISOR .
504 | DEVICE
512
i 505 ~
502 501 1/0 PATH —
l 2 | 170 K
CAN ERROR A L PATH_[DATA
DETECTION T SET
- . 0| o
5207 570 , >
RETRY \ | '
ERROR |
INDICATION
I |
30 13 T1ME
ERROR | 9. | TMIT
RECOVERY | EXCEEDED
UCB _ RETURN
| 302 . 506
l
1068 | |
| | ERROR 304
RECOVERY {7
_ WORK ARE A
IMIH Dt—:\a| o
306
N




5,388,254

1

METHOD AND MEANS FOR LIMITING
DURATION OF INPUT/OUTPUT (1/0) REQUESTS

FIELD OF THE INVENTION

The mmvention is related to the Data Processing Sys-
tems having attached I/0 devices. More particularly, it
1s related to transaction-oriented systems in which
transaction response time is an important consideration,
and in which 1/0 error recovery facilities are present
which can delay such transactions.

BACKGROUND OF THE INVENTION

In mainframe commercial computing, recovery con-
siderations must change when going from a batch to a
transaction environment. With batch it is usually prefer-
able to take whatever time is needed to recover. How-
ever, with on-line transactions there can be time con-
straints which make it better to complete a transaction,
or part of a transaction, unsuccessfully but on time
rather than successfully but late. An example is an on-
line banking system.

Avoiding transaction delays when errors occur nec-
essarily involves trading off full recovery actions for on
time response. Where errors involve hardened data,
there is potential (on a WRITE operation) for loss of
data. This problem can sometimes be alleviated by du-
plexing of data, which many computer installations do
for availability in any case. This allows abbreviated
recovery actions without loss of data and so allows
transactions to complete normally and on time. How-
ever, there are environments where it is preferable to
return an error rather than return late.

While transaction time constraints can affect how
recovery is done in every area, I/0 requests are a par-
ticularly important area to address. First, I/O requests
are a major component of transaction response time,
and second, I/0 requests are susceptible to delays due
to hardware and/or software retries or other factors.
For example, retry operations internal to a DASD Di-
rect Access Storage Device control unit can take up to
4 seconds or more. Multiple software retries down mul-
tiple paths can compound this causing recovery of a
DASD error to take minutes in some cases.

Some control programs (e.g., IBM’s MVS/ESA)
have a Missing Interrupt Handler (MIH) function
which is responsible for detecting device failures and
taking corrective actions to recover active I/0O re-
quests. A “fault” time limit is specified on a device basis
and the MIH will interrupt an active I/0 request at the
device if the time limit is exceeded. The detection is
accurate to 3 the fault value (on average). After the
timed out I/0 request is interrupted, it can often be
retried. Since any software retry represents a newly
active I/0 request, it is allowed a full new MIH inter-
val.

A known method for solving the problem of exces-
sive recovery of I/0 requests delaying transactions,
involves an automated operations method. An automa-
tion program can be written to detect MIH console
messages. The device in the message can be checked
against a list of key devices, and if there is a match, the
program can issue an operator command to force the
device off-line. This effectively terminates all I/0 re-
quests to the device from that point on. An undesirable
side effect 1s that the original software and/or hardware
error diagnostics are lost. Also, the device was subse-
quently unable to process subsequent 1/0 requests or to
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return asynchronous hardware diagnostics about the
original error because forcing the device off-line makes
it unavailable to the system.

It 1s an object of the present invention to provide a
mechanism for controlling the total time allowed for
I/0 requests.

It is a further object of this invention to track I/0
request time across 1/0O error recovery scenarios.

It is a further object of this invention to track I/0
requests across their entire “life”.

It 1s a further object of this invention to provide for
setting time limits for 1/0 requests on an 1/0 request
basis, on a device basis, on a dataset basis, or on a work-
load (address space) basis.

It 1s a further object of this invention to provide for
improved transaction timer accuracy over that pro-
vided in such conventional mechanisms as those used in
MIH processing.

It 1s a further object of this invention to provide for a
threshold time value beyond which 1/0 retries will not
be attempted.

It 1s a further object of this invention to provide for
an I/0 request time limit that cannot be overridden by
device recovery support code. |

SUMMARY OF THE INVENTION

1/0 requests are timed from when an I/O driver
requests 1/0 initiation until the physical 1/0, including
all retries, 1s finished. The time limit can be specified in
the following ways:

1. The installation can specify the I/0 request time
limit value on a device basis in a way similar to
missing interrupt handler (MIH) timeout values
today. That is, a parameter library that is scanned
at system initialization time can contain the devices
and their associated time intervals. In addition,
operator commands to display and alter the time
values can be provided by the operating system.

2. The 1/0 request time limit value can be specified
by an I/0O driver on an I/O request basis using
fields in an 1/0 request block. In this scenario, the
I/0 drniver has determined that the I/0 request has
critical timing requirements and has set those limits
for a single request.

3. Since an I/0O request is associated with a transac-
tion executing in an address space, this also allows
the I/0 request time limit value to be specified on
a workload (transaction, or address space) basis.
This is based on installation policies established
directly by a system administrator, or indirectly via
a workload manager and can be based on a cumula-
tive count of all I/O requests necessary to com-
plete a single transaction.

4. 1/0 requests are associated with datasets through
OPEN processing. A dataset identifier field in the
1/0 request block can be used in conjunction with
a table relating dataset identifier to 1/0 request
time limit values. This allows the I/0 request time
limit value to be specified on a dataset basis.

If an I/0 request which is being timed takes longer
than the timeout value, the request is posted with a
permanent error. The timeout condition and any exist-
ing error information are recorded, and control is re-
turned to the I/0 driver. No retries will be done once
the 1/0 request timeout condition is detected. This
permits the transaction program to take an alternative
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action in a timely manner. Examples of alternative ac-
tions in typical environments are:
abnormally terminating the transaction to allow sub-
sequent transactions to complete in a timely fash-
ion.
going to a duplexed copy of data to attempt to com-
plete the transaction.
performing a default action such as instructing a ma-
chine to build a standard part when the retrieval of
the customizing data was delayed.

initiate take over recovery from hot standby ma-
chines.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart showing control flow for the
1/0 process which controls 1/0 initiation, termination,
and retry.

FIG. 2 15 a flowchart showing control flow for the
scan process which determines if a timeout has oc-
curred.

FIG. 3 is a control block diagram illustrating the key
control blocks used in the present invention—Device
Block; 1/0 Queue Block; I/0 Request Block; Error
Work Block, PARMLIB, device timing block, data set
time interval table, and address space time interval ta-
ble.

FIG. 4 1s a time line chart illustrating an I/0 timing
timeout process with a timeout interval of 3 seconds.

FIG. 5 i1s a system structure diagram showing the
constituent elements of the preferred embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

The timing function of the present invention is de-
scribed in the preferred embodiment as operating on a
device level basis. This was chosen over other mecha-
nisms as it isolates the code associated with a timing
function to the I/0 supervisor. Other mechanisms are
also described which involve changes by workload or
database managers, access methods and any I/0 driver
wishing to participate in a timing environment. The
environment described is that of IBM’s MVS/ESA,
though those skilled in the art will recognize that the
techniques may be applied to other operating systems
without deviating from the scope of the claimed inven-
tion.

- The 1installation is allowed to select the devices that
will be timed and their timeout values by Interval Es-
tablishment means 509, which sets an I/0 request time
limit (see FIG. 1 at 100 and timeout interval 301A of
FIG. 3) based on a customer established time interval
either with control specifications in the IECIOSxx
parmlib member of SYSLLPARMLIB 305 and/or via
the SETIOS operator command 508.

The parmlib member specifications enable the instal-
lation to establish I/0 timing at system initialization and
subsequently via the SET I0S=xx command as timing
requirements change. The PARMILIB member specifi-
cations (FIG. 3 at 305) enable the installation to estab-
lish 170 timing at system initialization and subsequently
via the SET IOS=xx command as timing requirements
change. During system intitalization, or SET 10S=xx
or SETIOS command processing, I0S parses the input
data/data set (305A) to identify the 1/0 timing inter-
vals, if any, which have been specified for devices. The
I70 timing intervals (306A) are kept in a repository
(306) (for example in MVS the MIH DEYV blocks), and
then the device specific blocks (301) (for example in
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4
MYVS the UCB’s . . . Unit Control Blocks) are updated
with the timeout intervals (301A). (This technique is
common and has been used for example in known Miss-
ing Interrupt Handler (MIH) parsing in MVS, in the
prior art). |

The SETIOS operator command allows the opera-
tions staff to add, modify or delete devices that are to be
timed. In all cases, the values set are in minutes and
seconds and are compared as seconds. They may be
displayed using an extension of the DISPLAY operator
command. (See, e.g., MVS/ESA System Commands
(GC28-1626); MVS/ESA Intitialization and Tuning
Guide (GC28-1634); MVS/ESA Initialization and Tun-
ing Reference (GC28-1635)).

One stipulation is that the device must be supported
by the device support code for 1/0 timing. This is speci-
fied by the unit information device support module
(UIM) for the device. This insures that the device sup-
port code can handle the new termination code and that
the device has been properly tested for I/0 timing func-
tions. If the UIM has indicated that the device supports
170 timing, the 1/0 timing flag (301B) in the device
block (301) is set ON at system initialization.

The timer is primarily a counting mechanism. A
count field in a control block that represents the I/0
request is incremented at every scanning interval. When
the count times the scanning interval exceeds the cus-
tomer established time interval in seconds, the 1/0 re-
quest 1s terminated with an abnormal termination code
that represents a permanent error. The counting mecha-
nmism was chosen over using a clock value comparison as
the clock would have to be stored for every I/0 request
whereas the counter is only incremented on those 1/0
requests that are still queued. Since most I/0 requests
complete normally in less than the scanning interval,
most I/0 requests need not have a counter incremented.

The scanning interval chosen is 1 second. This means
that a timeout condition can be detected within (plus or
minus) 1 second of exceeding its timeout interval with
an average of (plus or minus) 0.5 seconds. The interval
could easily have been any interval such as 0.5 seconds
or 2 seconds. One second was chosen to avoid unneces-
sary performance impacts and give the installation suffi-
cient accuracy to satisfy known requirements.

There are two parallel processes occurring that affect
an 1/0 request in a timing environment. The first pro-
cess (detailed in FIG. 1) is the actual I/0 path 501 in
which normally the 1/0 request is queued, started to the
device, an 1/0 interrupt is received and the I/0 re-
questor is notified that is complete. This is the process
that creates the necessary control blocks for a request
and provides the fields needed for tracking the I/0O
timing process. |

The second process (detailed in FIG. 2) is the scan-
ning process 502. This process increments the count
fields in the I/0 queue blocks(FIG. 3 at 302A), deter-
mines if a timeout has occurred, and terminates the I/0
request if 1t has exceeded the timeout interval.

The following description of the two key process
functions—the I/0 path process and the Scan proces-
s—details the processing shown in FIGS. 1 and 2. In
addition, this description should be read while referring
to FIG. 5, which shows the major constituent parts of
the invention (some of which appear in more detail in
FIGS. 1-4) and shows their relation to each other.

The 1/0 Path Processing for I/0 Timing

After the time limit is set at 100 an I/0 (503), at 101
driver issues an I/O request (on behalf of a requesting
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transaction executing in an address space (510) request-
ing 170 to a data set (5§11) or a device (512)) to the I/0
supervisor (504), passing in an 1/0 request block (303)
(For example, in MVS the IOSB—I/O Supervisor
Block). This control block is a communication vehicle
between the I/0 requestor, the I/0 supervisor and
device support code.

At 102, the 1I/0 supervisor creates an I/0 queue
block (302) that represents the I/0 request and queues it
to a device specific control block (301) (For example, in
MVS the UCB) (An I/0 request will here be called
“quened” when it has an associated I/0 queue block.).
The 1/0 queue block contains information pertaining to
the type of I/0 request, a pointer (302B) to the I/0
driver’s request block (303) and the I/0 timing count
field (302A). The device specific control block contains
device information such as whether the device supports
1/0 timing (301B), the I/0 timeout interval (301A) (or
a similiar mechanism for obtaining the interval), and
provides the anchor (301C) for all 1/O requests to be
issued to that device.

If there 1s some reason that the 1/0 request cannot be
started such as an already active I/0 request to the
device, the I/0 request is left queued. A test is made 112
for a retry operation (The retry process is described
below). Otherwise, the 1/0 request is initiated 103 via
the processor start I/0 instruction.

Once the I/0 operation completes, an error detection
means (570) interrogates the status (505) of the interrupt
104 to determine if an error has occurred. If no error
occurred (105), then the operation is complete and tim-
ing 1s no longer needed for that I/0 request.

If an error has occurred, and this is the first error for
the 1/0 request (Y path from 106), an error recovery
work area (304) is created to serve as a communication
interface between the I/0 supervisor and device depen-
dent code that will determine if the error is recoverable.
Since the 1/0 queue block 1s no longer needed, it is
discarded and ties between the 1/0 request block and
the device block are severed.

However, a loose approximation of the original start
time needs to be retained and is preserved by storing the
current clock value and subtracting the count from it
107 (304A). This value is stored as a clock value to
facilitate the “timeout” test at 109 . . . because the scan-
ning routine has no means of obtaining addressability to
the error recovery work area, it could not mark the
passage of time by incrementing any value in the error
recovery work area.

Note that 1t 1s possible that this 1/0 request was al-
ready an instance of a retry (N path from 106). If this is
the case, then the error recovery work area already
exists and need not be recreated. Further, the clock
value need not be recalculated as this would cause loss
of clock accuracy when error retries occur in sub-
seconds. (For example, if the scan routine were to run at
a time when the 1/0 request is neither queued nor ac-
tive (1.e., between 107A and 102 on the retry path), the
passage of 1 second of time would not otherwise be
marked for this I/0 request . . . but see below for this
case).

Once 1t has been determined that an error has oc-
curred, then device dependent code is called to deter-
mine if the error is recoverable 108. If the device depen-
dent recovery code (506) determines that the error
cannot be recovered (N path from 108) the 1/0 request
1s terminated with a permanent error (105) and timing is
complete. On the other hand, if a retry (507) is to be
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attempted (Y path from 108), then the start clock value
in the error recovery work area is compared against the
current clock time 109. If the timeout interval is ex-
ceeded or the threshold (a percentage of the timeout
interval) 1s exceeded (See “Timeout Interval Support”,
below), then the retry is not allowed (Y path from 109)
and the error is marked with a timeout condition as a
permanent error and control is returned to the device
dependent code 110. When the device dependent code
receives conirol for the timeout, it must check for an
I/0 timing timeout. If there is a timeout, the device
dependent code must never retry but must log the origi-
nal 1/0 error, clean up its resources, and return coatrol
to the 1/0 supervisor 111 with an indication that the
time limit has been exceeded (513). This ensures that
software and/or hardware error diagnostics are pre-
served for the original error.

If there 1s no timeout (N path from 109), the retry is
allowed.

If a retry (S07) is attempted, then a new 1/0 queue
block 1s created 102 and the clock value in the error
recovery work area 1s translated back to a count value
112,113 in the I/0 queue block to be incremented by the
normal scanning processing. (The translation is per-
formed by subtracting the value in the error recovery
work area from the current clock value, and rounding
this result to the nearest integer. This will be the current
“count”. Note that the initial count value is zero. There-
fore the count is, in general, the total number of timer
pops thus far, except that a timer pop while an 1/0
queue block 1s not accessible (between 107A and 102 in
FIG. 1) would not be accounted for except for the
transiation of step 113—which effectively adds to the
original count the rounded time value between the first
error and the present time, and stores this value as the
count. This 1s the method used in the preferred embodi-
ment to account for the passage of time including time
spent in retry processing.

Timeout Interval Support: To support timeout inter-
vals on a request, device, data set, or workload basis, the
following procedure is followed:

If the device block (301) indicates that the device
supports 1/0 timing (301B), then the I/0 request block
(303) is checked for timeout intervals. The interval
source flags (303D) indicate which, if any, of the 1/0
timing fields in the 1/0 request block are to be used to
obtain timeout intervals. If the request-based flag is ON
then the timeout interval (303A) in the I/0 request
block 1s added to a temporary list of timeout intervals. If
the data-set-based flag is ON, the data set ID (303B) is
used as an index to look up the associated timeout inter-
val (307A) 1n the data set time interval table (307). This
timeout value is then added to the list of timeout inter-
vals. (The data set time interval table 1s initialized at
system 1nitialization with timeout values supplied by the
system administrator. The data set ID is associated with
the application at data set OPEN time. The access
method ensures that all subsequent I/0 requests for that
dataset contain the data set ID. (The association of a
data set ID with an I/0O request is commonly known
and 1s used, for example, for I/O PURGE processing in
MVS))) o .

If the workload-based flag 1s ON then the address
space ID (303C) is used as an index to look up the time-
out interval (308A) in the address space time interval
table (308). This timeout value 1s then added to the list
of timeout intervals. (The address space time interval
table is initialized at system initialization with timeout
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intervals for various jobs, TSO userids, etc., supplied by
the system administrator. The access method ensures
that all I/0O requests contain the address space ID. (The

association of an address space ID with an I/0 request
- is commonly known, and is used, for example, by the
1/0 supervisor (I10S) in MVS.))

Finally, if there is a timeout interval (301A) set for
this device in the device specific block (301), this value
1S also added to the list of timeout intervals. The list is
then scanned for the smallest timeout value, which is
the timeout value then tested against at 109 in FIG. 1,
and by the scanning process (FIG. 2 at 204).

The Scanning Process

A scanning process (502) is triggered by a timer event
(201) set according to the length of the scanning inter-
val. In this embodiment, the interval is set at 1 second.

At each scan, the count field (302A) in all I/0 queue
blocks (302) is incremented (FIG. 2 at 203). The count
field 1s then compared against the timeout interval asso-
clated with the device it is anchored to (301A).

If a timeout occurs for a queued request that has not
been started (Y path from 204, N path from 205), then
the I/0 request block is marked with a timeout condi-
tion as a permanent error (206), control given to device
dependent code to cleanup and the 1/0 request is re-
turned to the requestor(206A).

It a timeout occurs for an I/0 request that has been
started (Y path from 204, Y path from 205), then a selec-
tive reset is issued to the device (207) to terminate the
active I/0 request in progress. Once the selective reset

1s complete, the i/0 request is returned (206) as in the

case of 1/0 requests that were not yet started.

Once all 1/0 requests have been scanned, a new timer
is set (208) for exactly one second after the current scan.

With regard to the control blocks shown in FIG. 3,
note that the control block structure shown represents
the structure when an I/0 request has been queued. The
error work area (304) is only present after an error has
been detected. Once an interrupt occurs, the 1/0 queue
block (302) is deleted and the link between the device
block and the 1/0 request block is broken. This causes
the need for saving a start time in the error work area.

I/0 Timing Example.

The following is an example of an I/O timing timeout
according to the present invention, for a timeout value
of 3 seconds (for simplicity, the test is for a total time
“greater than or equal to” 3 seconds, though the
“greater than” test could as easily have been illus-
trated):

Referring to FIG. 4, an MVS application passes an
1/0 request to IOS. 10S queues the I/0 request 401 and
sets the 1/0 timing count to zero. After some time on
the IOS queue, I0S issues the START I/0 instruction
402 and the 1/0 request becomes active. The 1I/0 re-
quest processing has been delayed (either due to long
10S queue time, or long I/0 active time, or both), so
the first timer pop occurs 403 while the 1/0 request is
still active. Since the timeout value is not yet reached,
the I/0 request is allowed to continue. The 1/0 inter-
rupt occurs 404 (conventionally) indicating I/0O request
completion). Disabled and enabled processing 405
occur and an error 1s detected. During enabled process-
ing, a clock value equal to the current clock value minus
the count of 1 is stored in the error recovery work area
(FIG. 3 at 304) and the device dependent code is called.
'The device dependent code determines that the error is
retriable. Since the timeout value has not been reached,
the retry is permitted. The I/0 request is queued 406
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and the error recovery work area clock value is con-
verted to a count of 1. While the I/0 request is on the
IOS queue, the second timer pop occurs 407 and the
count 1s incremented to 2. Since the timeout value is not
yet reached, the 1/0 request remains queued. The I/0
request 1s then started 408 and later the 1/0 interrupt
occurs 409. During disabled processing and enabled
processing 410 an error is again detected. Since this is
not the first error the previous clock value remains in
the error recovery work area. The device dependent
code again determines the error to be retriable. Since,
again the timeout value has not been reached, the retry
is permitted. The 1/0 request is queued 411 and the
error recovery work area clock value is converted to a
count of 2. The third timer pop occurs 412 and the
count is incremented to 3. Since the timeout value of 3
has been reached, the I/0 request is dequeued and
marked in permanent error. Enabled interrupt process-
ing 1s given control, during which the device dependent
code 1s called to log the error and cleanup its resources.
Finally control is returned to the application 413.

The 1invention claimed is:

1. An apparatus for limiting duration of an 1/0 (in-
put/output) request performed by an 1/0 supervisor to
a data set resident in an I/0 device in a data processing
system comprising a main processor having a processor
clock and said 1/0 device attached to said main proces-
sor, sald apparatus comprising:

a) request-based interval establishment means for
setting an I/0 request time limit in a request time
limit field located in said data processing system,
and turning ON a request limit indicator in a re-
quest limit indicator field located in said data pro-
cessing system, for said 1/0 request;

b) data-set-based interval establishment means for
setting a maximum data-set duration for said I/Q
request to said data-set in a data-set-based time limit
field located in said data processing system, and
turning ON a data-set limit indicator in a data-set
indicator field located in said data processing sys-
tem, for said I/0 request;

c) workload-based interval establishment means for
setting a maximum workload duration for said 170
request originating in an indicated address space in
a workload-based time limit field located in said
data processing system, and turning ON a work-
load limit indicator in a workload indicator field
located in said data processing system, for said I/0O
request;

d) device-based interval establishment means for
setting a maximum I/O duration for said I/0 re-
quest to saild I/O device in a device-based time
hmit field located in said data processing system,
and turning ON a device limit indicator in a device
indicator field located in said data processing sys-
tem, for said I/0 request;

e) error detection means for detecting an 1/0 error
for said 1/0 device and generating an error indica-
tion;

f) error recovery means, responsive to said error
indication for calculating said total I/O request
time value for said 1/0 request, for comparing said
total 1/0 request time value, calculated by said
€ITor recovery means, to a minimum of said 1/0
request time limit, said maximum data-set duration,
said maximum workload duration, and said maxi-
mum device duration, and for restarting said 1/Q
request only if said total I/O request time value for
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said I/0 request is less than a minimum of said I/0
request time limit, said maximum data-set duration,
said maximum workload duration, and said maxi-
mum device duration, said time limit and durations

being considered in deriving said minimum only if 3

said request, data-set, workload, and device indica-
tors are ON, respectively, said total I/O request
time value being calculated by said error recovery
means with respect to an initial start time for said
1/0 request;

10

g) scan means for calculating said total I/0 request

time value, for comparing said total I/O request
time value, calculated by said scan means, to a
minimum of said I/O request time limit and said
maximum data-set duration, and for terminating
said 1/0 request, if said total I/O request time
value, calculated by said scan means, is greater
than a minimum of said I/0 request time limit and
sald maximum data-set duration, said maximum
workload duration, and said maximum device du-
ration time limit and durations being considered in
deriving said minimum only if said request, data-
set, workload, and device indicators are ON, re-
spectively.

2. An apparatus for limiting duration of an I/O (in-
put/output) request performed by an 1/0 supervisor to
a data set resident in an I/0 device in a data processing
system comprising a main processor having a processor
clock and said 1/0 device attached to said main proces-
sor, sald apparatus comprising:

a) interval establishment means for setting a time limit
in a time limit field located in said data processing
system for said I/0 request;

b) error detection means for detecting an I/O error
for said 1/0 device and generating an error indica-
tion;

C) error recovery means, responsive to said error
indication, for restarting said I/0 request only if a
total I/0 request time value for said I/0 request is
less than said time limit, said error recovery means
comprising first I/0 request time approximation
means for estimating said total I/O request time
value including error recovery time and comparing

15

20

25

30

35

40

45

50

33

65

10
said estimated I/O request time value to said time
Jimit;

d) scan means for terminating said I/O request, if said
total I/0 request time value is greater than said
time limit, said scan means comprising second 1/0
request time approximation means for estimating
said total I/O request time value including error
recovery time and comparing said estimated 1/0
request time value to said time limit.

3. The apparatus of claim 2 in which said first I/0

request time approximation means comprises:

a) start time approximation calculation means for
calculating an approximation of an initial start time
for said I/O request, and storing said approxima-
tion in an error recovery work area, and

b) timeout check means for determining if said total
I/0 request time value is less than said time limit by
calculating a first difference between said approxl-
mation and a current clock value, and comparing
said first difference with said time limit.

4. The apparatus of claim 3 in which said first I/0
request time approximation means further comprises
means for restarting said I/O request if said first differ-
ence 1s less than a threshold value, said threshold value
being a percentage of said time limit.

>. The apparatus of claim 4 in which said first I/0
request time approximation means further comprises
means for returning a “time limit exceeded” indication
to an issuer of said 1/0 request if said total I/0 request
time value is greater than said time limit or said first
difference is greater than said threshold value.

6. The apparatus of claim 2 in which said time limit
specifies a maximum I/0 request duration for any I/0
request to said 1/0 device.

1. The apparatus of claim 2 in which said time limit
specifies a maximum I/O request duration for any I/0
request to said data set.

8. The apparatus of claim 2 in which said I/0 request
originates in an address space and in which said time
limit specifies a maximum I/O request duration for any
1/0 request originating in said address space.

9. The apparatus of claim 2 in which said time limit
specifies a maximum I/0 request duration for said 1/0

request.
* * % E %*
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