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[57} ABSTRACT

An Identification Friend or Foe (IFF) method and
system are provided to detect 1) friendly ground-based
vehicles, 1i) each of the vehicle’s unique identity, and i)
each of the wvehicle’s approximate position. A video
image of an area of interest on the ground is generated
from an aircraft. The video image is defined by a matrix
of pixels. A range from the aircraft to a reference posi-
tion within the area of interest is provided. The refer-
ence position is defined by known latitude, longitude
and height within the area of interest and is further
defined in the matrix of pixels by matrix coordinates. A
coded signal is transmitted from a vehicle on the ground
to uniquely identify the vehicle and identify the vehicle
as friendly. The coded signal is also detectable as part of
the video image when the coded signal 1s transmitted
from the area of interest. The vehicle position within
the area of interest is thus defined in the matrix of pixels
by matrix coordinates. Using image processing tech-
niques, offset distances between the reference position
defined by matrix coordinates and the vehicle position
defined by matrix coordinates are determined. The
range to the reference position and the determined ofi-
set distances are indicative of the vehicle’s latitude,
longitude and height within the area of interest.

15 Claims, 2 Drawing Sheets
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CODED IDENTIFICATION AND POSITIONING
SYSTEM

ORIGIN OF THE INVENTION

The invention described herein was made in the pes-
formance of official duties by an employee of the De-
partment of the Navy and may be manufactured, used,
licensed by or for the Government for any governmen-
tal purpose without payment of any royalties thereon.

FIELD OF THE INVENTION

The invention relates generally to ldentification
Friend or Foe (JFF) systems, and more particularly to
an IFF system that enables a friendly aircraft to recog-
nize friendly vehicles on the ground and simultaneously

identify each vehicle and provide an estimate of each
vehicle’s location.

BACKGROUND OF THE INVENTION

The identification of friendly ground-based equip-
ment and/or vehicles (hereinafter referred to as vehi-
- cles) from a military aircraft is of paramount concern in
combat operations. Accordingly, numerous Identifica-
tion Friend or Foe (IFF) systems have been developed
to enable friendly vehicles to clearly indicate their affili-
ation with associated friendly aircraft.

A simple example of an IFF system is constant-on,
visual recognition system in which each vehicle 1s con-
stantly emitting a visual (friendly) signal that may be
seen by the pilots of the aircraft flying overhead. Other
IFF systems that are more complex in nature include
interrogation IFF systems in which ground-based vehi-
cles emit a (friendly) infrared or radio signal only when
in receipt of an acceptable interrogation signal from
overhead aircraft. Security for both simple and complex
IFF systems is typically achieved by coding the interro-
gation and friendly signals so that opposing forces can-
not detect and/or duplicate same. Representative exam-
ples of such IFF systems are disclosed in U.S. Pat. No.
4,814,769 issued to Robin et al. on Mar. 21, 1989, U.S.
Pat. No. 4,837,575 issued to Conner, Jr. on Jun. 6, 1989,
and U.S. Pat. No. 4,862,176 issued to Voles on Aug. 29,
1989. Each of these prior art IFF systems provides a

method/system for identifying a vehicle as a friend or
foe.

While identifying a particular vehicle as friendly isl

paramount at the field operation level, this recognition
does not provide enough information for command
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level observation of the larger theater of combat or 50

training operations. At the command level, it i1s also
desirable to know a vehicle’s identity and position in
order to evaluate current conditions and plan for the
future. |

SUMMARY OF THE INVENTION

Accordingly, it is an object of the present mvention
to provide a method and apparatus that enables an air-
craft to recognize friendly vehicles on the ground, and
simultaneously identify each vehicle and provide an
estimate of each vehicle’s location.

Other objects and advantages of the present invention
will become more obvious hereinafter in the specifica-
tion and drawings.

In accordance with the present invention, an Identifi-
cation Friend or Foe (IFF) method and system are
provided to detect i) friendly ground-based vehicles, 11)
each of the vehicle’s unique identity, and i11) each of the
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vehicle’s approximate position. A video image of an
area of interest on the ground i1s generated from an
aircraft. The video image is defined by a matrix of pix-
els. A range from the aircraft to a reference position
within the area of interest is provided. The reference
position is defined by known latitude, longitude and
height within the area of interest and 1s further defined
in the video images’s matrix of pixels by matrix coordi-
nates. A coded signal is transmitted from a vehicle on
the ground to uniquely identify the vehicle and 1dentify
the vehicle as friendly. The coded signal is also detect-
able as part of the video image when the coded signal 1s
transmitted from the area of interest. The vehicle posi-
tion within the area of interest is thus defined in the
video image’s matrix of pixels by matrix coordinates.
Using image processing techniques, offset distances
between the reference position defined by matnx coor-
dinates and the vehicle position defined by matrix coor-
dinates are determined. The range to the reference posi-
tion and the determined offset distances are indicative
of the vehicle’s latitude, longitude and height within the
area of interest.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 11is a diagram explaining a mode of operation in
accordance with the present invention;

FIG. 2 is a video image of the area of interest defined
in FIG. 1; and

FIG. 3 is a block diagram of a preferred embodiment

apparatus for carrying out the method of the present
invention.

DETAILED DESCRIPTION OF THE
INVENTION

Referring now to the drawings, and more particu-
larly to the situation depicted in FIG. 1, the essential
aspects of the method of the present invention will now
be explained. An aircraft 10 is shown flying above the
ground. Aircraft 10 is typically equipped with high
precision position and attitude determination apparatus
as is well known in the art. By way of example, aircraft
10 may be equipped with a Global Positioning System
(GPS) antenna 30 which receives precise relative posi-
tion information from a known location, groundbased
GPS antenna 32. The GPS data is typically combined
with data from an inertial navigation system (INS) 40
onboard aircraft 10 to precisely generate the attitude of
aircraft 10. The present invention makes use of the
available navigation/position information concerning
aircraft 10 to determine the position of friendly equip-
ment and/or vehicles (hereinafter referred to as vehi-
cles) on the ground. Friendly vehicles on the ground
are indicated by points Vi, Va, . ..

As is known in the art, a variety of systems and meth-

- ods may be used by aircraft 10 and vehicles V1, V, ..

65

. to determine the friendly nature of vehicles Vi, Vo, ..
. . In a simple IFF embodiment, vehicles Vi, V2, . ..
transmit an infrared signal that may be seen/detected by
aircraft 10. Presence of the infrared signal is indicative
of a friendly vehicle. More typically, vehicles Vi, Vo, .
. . are equipped with means (not shown in this figure) to
encode (e.g. high speed pulsing) the infrared signal,
while aircraft 10 is equipped with means (not shown in
this figure) to decode such a signal to determine if the
encoding is valid. The complexity/security of the sys-
tem may be further increased by providing aircraft 10
with interrogation means (not shown in this figure) to
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generate an encoded interrogation signal that, when
detected by a friendly vehicle V, V2, ..., activates the

infrared transmitting means located on vehlcles Vi, Va,

. It is to be understood that while one of these well
known systems/methods will be utilized by the present
invention, the choice of same is a design consideration
that does not affect the novelty of the present invention.
Accordingly, details of the “classic” IFF aspect of the
present invention will be kept to a minimum. Further-
more, as will be explained in greater detail hereinbelow,
the coded signal emitted from each friendly vehicle V),

V3, ... could identify the vehicle as friendly and contain
information that uniquely identifies the particular vehi-

cle. Such unique identification will aid at the command

10

“level when attempting to assess the capability of 15

friendly forces at any given time.

The final component needed to assess friendly forces
at the command level is the position of each friendly
vehicle Vi, V3, .. .. Determination of friendly vehicle
position within an IFF system embodies the novel as-
pects of the present invention. As shown in FIG. 1,
aircraft 10 is provided with means (not shown in this
figure) to generate a video image of an area bounded by
the rectangle 50. For ease of description only friendly
vehicle V| appears in the area 50. However, as will be
readily apparent, the method can be easily extended to
the handling of a plurality of friendly vehicles within
area 50. Aircraft 10 is also provided with ranging appa-
ratus (not shown in this figure) that determines a range
r from aircraft 10 to some reference point in the area 50
being imaged. One type of ranging apparatus 1§ a laser
range finder. The reference point is typically chosen as
the center 51 of the area 50. As a result, a video image
of area 50 is generated and the range r from aircraft 10
to the center 51 is known. Furthermore, using the navi-
gation/position information concerning aircraft 10, the
actual position (i.e, latitude and longitude) of center 31
may be determined. For example, for the simplest case
shown in FIG. 1, the center 51 of area 50 1s located
directly beneath aircraft 10, thereby making the latitude
and longitude of center 51 equal to that of aircraft 10.
Should the area being imaged lead or trail aircraft 10,
latitude and longitude at the center of the imaged area is
easily determined by using an associated look ahead/-
behind angle, the range to the center of the imaged area,
and a known/assumed earth topography.

It is assumed at this point in the discussion that vehi-
cle V1 is transmitting a coded signal S skyward such
that aircraft 10 can detect the presence of same. As
explained above, the coded signal S may be transmitted
‘continuously or may have been remotely activated by,
for example, a valid interrogation signal. It may also be
assumed at this point that the coded signal S 1s encoded
(and subsequently decoded onboard aircraft 10) by
methods well known in the art to identify vehicle V;
uniquely and as being friendly. With respect to the
present invention, it is only required that the coded
signal S be detectable by the means generating the video
image of area 50. Accordingly, coded signal S may be
pulsed to contain the particular friendly and unique
identification codes and may be of a video detectable
infrared color. Alternatively, coded signal S may com-
prise two (video detectable) visible or infrared colors
that are turned on and off in a predetermined coded
pattern to provide the necessary information.

A video image 60 of area 50 is shown in FIG. 2. The
video image 60, like any video image, is defined by a
matrix of pixels. The center of video image 60, or image
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4

center I.as it will be referred to hereinafter, 1s known in
terms of coordinates in the matrix of pixels. Any
friendly vehicle within area 50 may be detected as a
vehicle image and represented in video image 60 such
that an angular position thereof can be represented by
image offset distances from the center I, in terms of the
video image 60. For the example being described,
friendly vehicle Vi is rcprcsented in video image 60 as
image Vi;. Image Vj;is defined in terms of offset dis-
tances Ax; (image offset from the unagc center I.in a
direction perpendicular to the body axis of aircraft 10)
and Ay;(image offset from image center I.in a direction
along the body axis of aircraft 10). The angular 1mage
distances Ax; and Ay; can be combined with the air-
craft’s attitude measurements to obtain actual angular
offsets of the vehicle Vin the north and east directions.
For an assumed earth topography, the angular offsets
can be combined with the range r to the center 51 of
image area 50 to approximately obtain offsets of vehicle
V1in latitude and longitude with respect to those of the
center 51. The height of vehicle Vj can also be deter-
mined from geometrical relationships well known in the
art. Further processing of the detected coded signal S
enables vehicle V| to be recognized as friendly and
uniquely identified according to a method well known
in the art.

A preferred embodiment apparatus for carrying out
the above described method will now be explained with
reference to the block diagram of FIG. 3 and continued
reference to FIG. 1 and FIG. 2. For sake of complete-
ness, the preferred embodiment apparatus will be de-
scribed with respect to an interrogation based IFF sys-
tem. However, it is to be understood that the interroga-
tion aspect may be omitted without affecting the novel
positioning method and apparatus of the present inven-
tion. The elements contained within the dotted line box
referenced by the numeral 10 are found onboard aircraft
10 while those elements contained within the dotted line
box referenced by the numeral 100 are found onboard
each of the friendly vehicles Vi, Va, .. .. For purposes
of the following description, it will be assumed that
vehicle 100 is vehicle V.

Onboard aircraft 10, an encoder 12 supplies a given
code to a transmitter 14 which transmits an INTERRO-
GATION SIGNAL. The INTERROGATION SIG-
NAL must propagate from aircraft 10 such that 1t 1s
detectable by at least any friendly vehicle within the
area 50 to be imaged. Onboard vehicle 100, a receiver
102 detects the INTERROGATION SIGNAL which
is then decoded at a decoder 104. The decoded INTER-
ROGATION SIGNAL is passed to a comparator 106
that is supplied with a REFERENCE CODE. Assum-
ing that vehicle 100 is friendly, comparator 106 indi-
cates that a match has occurred which in turn activates
encoder 108 supplied with a VALID CODE word. The
VALID CODE word would include information indi-
cating that vehicle 100 is friendly as well as its unique
identity. The VALID CODE is transmitted as the
coded signal S by transmitter 110. As described above,
coded signal S may comprise a single pulsed visible or
infrared color signal, or may comprise two visible or
infrared colors turned on and off according to a prede-
termined coded pattern. A manual override 112 may be
provided to allow a user the option of continuously
outputting coded signal S. This option may be desirable
under certain battle conditions.

Back onboard aircraft 10, the coded signal S 1s de-
tected by a video imager 16, e.g. a camera sensitive to
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the presence of coded signal S. In accordance with the
above described method of the present invention, video
imager 16 and a range finder (e.g. laser range finder) 18
onboard aircraft 10 are synchronized to respectively
generate video image 60 of area 50 and continuously
provide the range r to the center 51 of area 50.

Each frame of the video image 60 is provided to an
image processor 20 in order to determine the image
offset distances Ax;and Ay;between the image center 1.
and vehicle image Vi;. A signal detector 22 detects the
pixel associated with vehicle image Vi;. As described
above, the detected pixel for coded signal S (as well as
for each additional coded signal detected within area
50) is defined in terms of matrix coordinates within
video image 60. The matrix coordinates and coding
associated with coded signal S are passed to an emitter
tracker 24.

Emitter tracker 24 stores information associated with
each vehicle detected within area 50 in terms of matrnx
coordinates. A positioning processor 26 uses the image
offset distances, range r and navigation/position data
from the aircraft’s GPS and INS systems to approxi-
mate the latitude, longitude and height of vehicle 100
for an assumed earth topography, e.g. a flat earth. The
position of vehicle Vi (as well as any other vehicle
transmitting a coded signal within area §0) 1s returned to
emitter tracker 24 and stored in terms of the corre-
sponding matrix coordinates. |

Simultaneously, the coding associated with coded
signal S is decoded by a decoder 28. A comparator 29,
supplied with a VALID FRIEND code and a list of
VALID VEHICLE ID’S compares same with the de-
coded signal. The output of comparator 29 is supplied
to emitter tracker 24 and stored in terms of the corre-
sponding matrix coordinates. Assuming that vehicle 100
is friendly, the content of the coded signal S uniquely
identifies vehicle 100 as vehicle Vi for command level
purposes. Specific models of encoders, decoders, com-
parators, transmitters and receivers are design choices
not affecting the novelty of the present invention.

The advantages of the present invention are numer-
ous. The method and apparatus of the present invention
provides not only for the recognition of a ground-based
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vehicle as a friend and for the unique identification of 45

the vehicle, but also determines the position of the vehi-
cle for command level observation. Current IFF sys-
tems, both simple and complex, could make use of the
position method and apparatus of the present mvention
by, in most cases, merely outfitting aircraft with video,
ranging and processing means as described herein-
above. In this way, the already available sophisticated
navigation and position systems onboard aircraft can be
utilized in an added dimension.

Although the invention has been described relative to
a specific embodiment thereof, there are numerous vari-
ations and modifications that will be readily apparent to
those skilled in the art in the light of the above teach-
ings. It is therefore to be understood that, within the
scope of the appended claims, the invention may be
practiced other than as specifically described.

‘What is claimed as new and desired to be secured by
Letters Patent of the United States is:

1. An Identification Friend or Foe (IFF) and position
identification system for identifying a friendly transmis-
sion and its transmit position, comprising:

video image means for generating a video image of an
area of interest;
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range finding means for providing range from said
video image means to a reference position within
the area of interest, the reference position further
being defined in terms of the video image;

a transmitter, positioned in the area of interest, for
transmitting a coded signal, the coded signal identi-
fying said transmitter uniquely and identifying said
transmitter as a friend, the coded signal further
being detectable by said video image means to
indicate a transmitter position defined in terms of
the video image; and

image processing means for determining offset dis-
tances between the reference position and the
transmitter position in terms of the video 1mage,
wherein range to the reference position and the
determined offset distances are used to determine

an approximate position of said transmitter in the
area of interest.

2. A system as in claim 1 further comprising means
for remotely activating said transmitter to transmit the
coded signal.

3. A system as in claim 1 wherein said range finding
means comprises a laser range finder.

4. A system as in claim 1 wherein said transmitter
comprises means for generating a pulsed infrared light
signal as the coded signal.

5. An Identification Friend or Foe (IFF) system for
detecting i) friendly ground-based equipment/vehicles,
ii) each of the equipment/vehicle’s unique identity, and
iii) each of the equipment vehicle’s approximate posi-
tion, comprising:

video image means, located on an aircraft, for gener-
ating a video image of an area of interest on the
ground, wherein the video image 1s defined by a
matrix of pixels;

range finding means, located on the aircraft and syn-
chronized with said video image means, for provid-
ing a range from said video image means to a refer-
ence position within the area of interest, the refer-
ence position being defined by known latitude,
longitude and height within the area of interest and
further being defined in the video image’s matrix of
pixels by matrix coordinates;

a transmitter, located on each friendly ground-based
equipment/vehicle, for transmitting a coded signal
that uniquely identifies each of said transmitters
and identifies each of said transmitters as friendly,
the coded signal further being detectable by said
video image means when the coded signal is trans-
mitted from the area of interest, wherein positions
of each of said transmitters within the area of inter-
est are defined in the video image’s matrix of pixels
by matrix coordinates; and

image processing means, located on the aircraft, for
determining east-west and north-south offset dis-
tances between the reference position defined by
matrix coordinates and each of said transmitter’s
positions defined by matrix coordinates, wherein
the range to the reference position and the deter-
mined offset distances for each of said transmitter’s
positions are used to determine said transmitter’s

latitude, longitude and height within the area of
interest.

6. A system as in claim 5 further comprising:

means, located on the aircraft, for transmitting an
interrogation signal towards the ground; and

means, located on each of the ground-based equip-
ment/vehicles, for detecting the interrogation sig-
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nal wherein said transmitter transmits the coded
signal only in response to detection of the interro-
gation signal.

7. A system as in claim 6 whcrem said means for
detcctmg comprises:

a receiver for receiving the mterrogaﬁon signal;

reference code producing means for producing a

predetermined reference code when the interroga-
tion signal is received; and ‘

means for comparing thc interrogation signal with

the predctermlned reference code, wherein a valid
code signal is generated when the interrogation
signal and the predetermined reference code signal
are highly correlated, and wherein the valid code
signal activates said transmitter to send the coded
signal.

8. A system as in claim 5 wherein said range finding
means comprises a laser range finder synchronized to
range on the center of the video image.

9. A system as in claim 5§ wherein said transmitter
comprises means for generating a pulsed infrared light
signal as the coded signal.

10. An Identification Friend or Foe (IFF) method for
detecting i) friendly ground-based equipment/vehicles,
ii) each of the equipment/vehicle’s unique identity, and
iii) each of the equipment vehicle’s approximate posi-
tion, comprises the steps of:

generating a video image of an area of interest on the

ground from an aircraft, wherein the video image is
defined by a matrix of pixels;

measuring a range from the aircraft to a reference

position within the area of interest, the reference
position being defined by known latitude and longi-
tude within the area of interest and further being
defined in the matrix of pixels by matrix coordi-
nates,

transmitting a coded signal from each friendly
ground-based equipment/vehicle that uniquely
identifies each equipment/vehicle and identifies
each equipment/vehicle as friendly;
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detecting transmitting positions of the coded signal in
terms of the video image when the coded signal is
transmitted from the area of interest, wherein each
detected transmitting position within the area of
interest is defined in the matrix of pixels by matrix
coordinates; and
determining offset distances between the reference
position defined by matrix coordinates and each
detected transmitting position defined by matnx
coordinates, wherein the range to the reference

position and determined offset distances are used to
determine latitude, longitude and height of each

friendly ground-based equipment/vehicle within
the area of interest.

11. A method according to claim 10 wherein the
reference position is located at the center of the matnx
of pixels.

12. A method according to claim 10 wherein the
coded signal is a pulsed infrared signal.

13. A method according to claim 10 wherein the
coded signal is a two-color, pulsed infrared signal.

14. A method according to claim 10 further com-
prises the steps of:

transmitting an interrogation signal from the aircraft;

and

detecting, at each friendly-based equipment/vehicle,

the interrogation signal wherein the coded signal 1s
transmitted only in response to the interrogation
signal.

15. A method according to claim 14 wherein said step
of detecting the interrogation signal comprises the steps
of:

receiving the interrogation signal;

producing a predetermined reference code upon re-

ceipt of the interrogation signal; and

comparing the interrogation signal with the predeter-

mined reference code, wherein the coded signal is
transmitted when the interrogation signal and the
predetermined reference code signal are highly

correlated.
b : *x ¥ x
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