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157} ABSTRACT

In order to prevent ‘jabber’, the uncontrolled transmis-
sion of messages on a communication channel, an an-
tijabber timing unit is frequently used to determine
whether a message on the communication channel ex-
ceeds the maximum permitted length of time. The pres-
ent invention provides testing apparatus to determine
when the antijabber timing unit is functioning accu-
rately. In addition, protection is provided so that the
testing apparatus does not compromise the function of
the antijabber timing unit during subsequent message
transmission. The antijabber timing unit is also used as
part of the enable function for the transmission of mes-
sages over a channel to prevent the failure of a single
component from resulting in inadvertent transmission
of information.

17 Claims, 3 Drawing Sheets
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APPARATUS AND METHOD FOR A SECURE AND
DIAGNOSABLE ANTIJABBER
COMMUNICATION CIRCUIT

BACKGROUND OF THE INVENTION

1. Field of the invention

This invention relates generally to networks that
receive and transmit groups of logic signals from re-
~ mote locations and, more particularly, to apparatus for
insuring the accuracy of the information transmitted
between the local and the remote locations.

2. Description of the Related Art

In the automatic control of processes, process control
networks are provided to collect status information for
use by at least one central location and to distribute
control signals to the devices coupled to the network.
Refemng to FIG. 1, a portion of such a process control
network is shown. The process control network in-
cludes a system bus 5 which has at least one central
~ control unit 6 coupled thereto and at least one bus inter-
face module 9 also coupled thereto. The central control

unit 6 receives signals from the system bus 5, signals that.

 typically communicate the status of user devices cou-
pled to the process control network and applies signals
to the network that provides the control signals deter-
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mining the operation of the user devices. The bus inter-

face module 9 applies status signals to the system bus
and receives signals from the system bus 5 which are
relevant to a subset of network user devices 10 that
communicate with the central control unit 6 through

bus interface module 9. User devices 10, (such as mo-
- tors, lamps and heaters), responsive to digital signals,
receive digital control signals through device interface
unit 16 and digital output module 12 from the bus inter-

face module 9. User devices 10, generating digital status

signals in response to contact closures, transmit the
status signals to the bus interface module 9 by means of
device interface unit 17 and digital input module 13.
User devices 10, (such as control valves), responding to
analog control signals, receive signals from the bus
interface module 9 by means of analog output module
14 and device interface unit 18. User devices 10, (such
as flowmeters, level detectors, pressure meters etc.), of
the type generating analog status information transmit
the status signals to the bus interface module 9 through
device interface unit 19 and analog input module 15.
The device interface units 16, 17, 18 and 19 convert the
signals received from and transmitted to the user de-
vices into a format usable by the digital output and input
modules and the analog output and input modules, re-
spectively. The digital input and output modules 13 and
12 and the analog input and output modules 15 and 14
couple the signals of the user devices, as transformed by
the device interface unit, w1th the bus interface module
9 by means of local bus 11.

In the communication between the bus interface
module 9 and the digital and analog input and output
~ devices, the messages typically have an upper bound on
the time that a single message can be active (in the
preferred embodiment, the upper limit is 10 millisec-
onds [ms], however, this interval is a matter of design
- choice). A malfunction in the network can result in
uncontrolled communication of information, generally
referred to as jabber, in which the message can extend
beyond the single message boundary. Because the jab-
ber is the result of a malfunction, such a condition must
be detected and the network repaired or inactivated.
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The detection of a jabber event is typically performed
by an antijabber timing unit which measures the dura-
tion of the message. However, the antijabber circuit can
itself malfunction and not detect a jabbering incident.
Furthermore, in process control networks of the related
art, a jabber incident can be the result of a single compo-
nent malfunction.

A need has therefore been felt for apparatus and an
associated method that can verify the operation of the
antijabber timing circuit without compromising the
normal communication operation, and which can assist
in isolating a malfunction that could result in a jabber
event, the jabber event resulting in interruption of com-
munication on the network beyond the immediate con-
sequence of the malfunction.

FEATURES OF THE INVENTION
It is an object of the present invention to provide an

improved process control network.

It is a feature of the present invention to provide an
improved process control network in which specified
network malfunctions are identified.

It is another feature of the present invention to pro-
vide an improved process control network having an
antijabber circuit.

It is still another feature of the present invention to
provide an improved process control network having
the capability of testing an antijabber circuit.

- It is yet another feature of the present invention to
provide an exchange of signals on a process control
network wherein failure of a single component in the
associated process control network does not resuit in a
jabber event.

SUMMARY OF THE INVENTION

The aforementioned and other features are accom-
plished, according to the present invention, by provid-
ing a microprocessor unit with the capability of apply-
ing a timing signal to the antijabber timing unit. The
timing signal has a duration longer than the maximum
permitted message duration. When the antijabber cir-
cuit is functioning properly, a failure signal is transmit-
ted to the microprocessor. In the event of a malfunction
in the antijabber circuit, the microprocessor will detect
that no failure signal was received as a result of the
timing signal and appropriate response can be taken. A
signal is applied to the properly functioning antijabber
to remove the failure signal and apparatus is provided to
insure that the removal of the failure signal does not
compromise the network communication. The antijab-
ber circuit is also used to supply a second enable signal
for the network to minimize the opportunity for a single
component to result in a jabber event.

These and other features of the present invention will
be understood upon reading of the following descrip-
tion along with the drawings.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a block diagram of a process control net-
work capable of using the present invention.

FIG. 2 is a block diagram of the principal compo-
nents of the apparatus for testing an antijabber timing
unit.

FIG. 3 is a timing diagram illustrating the relationship
of the important signals used for testing the antijabber
timing unit.
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DESCRIPTION OF THE PREFERRED
EMBODIMENT

1. Detailed Description of the Figures

FIG. 1 has been described with reference to the re-
lated art.
Referring now to FIG. 2, the apparatus for testing the

antijabber circuit is illustrated. Logic signal groups are
exchanged between the microprocessor unit 21 and the
communication channel transceivers 22 and 23 when
the communications channel transcetvers 22 or 23 are
enabled. The microprocessor unit 21 applies an UN-
LOCK signal to antijabber timing unit 24 and to a sec-
ond input terminal of logic ‘AND’ gate 25 and applies a
REQUEST signal to the antijabber timing unit 24 and
to a first terminal of logic ‘AND’ gate 27, to a first input
terminal of logic ‘AND’ gate 26 and to a first terminal of
logic ‘AND’ gate 25. The microprocessor receives a
LOCKED UP signal from antijabber timing unit 24 and
a RESET signal from an output terminal of logtc
‘AND’ gate 25. An output window signal from antijab-
ber timing unit 24 is applied to a second input terminal
of logic ‘AND’ gate 27 and to a second mput terminal of
logic ‘AND’ gate 26. The logic ‘AND’ gate 27 applies
an ENABLE signal to communication channel trans-
cetver 22 and logic ‘AND’ gate 26 applies an ENABLE
signal to communication channel tranceiver 23. Com-
munication channel transceivers 22 and 23 exchange

signal groups with the remainder of the process control

network.

Referring next to FIG. 3, the relationship of principal
signals of the preferred embodiment are shown. As
timing or REQUEST signal is generated by the micro-
processor unit 21 and applied o antijabber timing unit
24. After a period of time that exceeds the maximum
period permitted for a message, the antijabber timing
unit provides a LOCKED UP signal indicating that the
antijabber timing unit has detected a message that ex-
ceeds the maximum permitted length. In response to the
LOCKED UP signal, applied to the microprocessor,
the microprocessor applies an UNLOCK signal to the
antijabber timing unit 24. Although the original RE-
QUEST signal is inactivated prior to generation of the
UNLOCK signal, a current REQUEST signal related
to an actual message transmission, can be present. The
combination of a REQUEST signal and an UNLOCK
signal causes the microprocessor to be reset by a
RESET signal regardless of the state of the LOCKED
UP signal. 2. Operation of the Preferred Embodiment

The present invention makes use of the processing
capability of a microprocessor unit used for transmis-
sion of messages over the network to provide a timing
signal and determine if, as a result of the timing signal,
the antijabber timing unit is functioning correctly. Be-
cause the timing signal exceeds the maximum permitted
message length, when a LOCKED UP (failure) signal is
not generated as a result of the timing signal, then the
microprocessor unit responds to a antijabber timing unit
malfunction. When a LOCKED UP signal is generated
by the antijabber timing unit, the microprocessor re-
sponds with an UNLOCK signal to the antijabber unit
that inactivates the LOCKED UP signal. Because the
timing signal has been removed, a message REQUEST
signal can be applied to the antijabber unit. To prevent
the UNLOCK signal from impacting the operation of a
message transmission, the simultaneous presence of an
UNLOCK signal and a message REQUEST signal
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4

results in the resetting of the microprocessor unit, i.e.,
any activity in progress will be aborted and reinitiated.

Referring once again to FIG. 2, an important feature
of the present invention is illustrated. The ENABLE

signal for the communication channel transceiver 22
from logic ‘AND’ gate 27 and the ENABLE signal for
the communication channel transceiver 23 from logic

‘AND’ gate 26 are activated by two signals, one from
the microprocessor unit 21 and one (the WINDOW
signal) from the antijabber timing unit. Thus, a compo-
nent malfunction that would normally result in a jabber
incident is prevented from so doing because of the pres-

~ ence of the second activation component. The WIN-
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DOW signal 1s present when the LOCKED UP signal is
not present, when a REQUEST signal is present and
when the REQUEST signal has been active for less
than the maximum signal transmission time.

It will be clear that, although the preferred embodi-
ment uses the processing capability of a microprocessor
unit, the same antijabber timing unit testing can be per-
formed by dedicated apparatus.

The foregoing description is included to illustrate the
operation of the preferred embodiment and is not meant
to limit the scope of the invention. The scope of the
invention is to be limited only by the following claims.
From the foregoing description, many variations will be
apparent to those skilled in the art that would yet be
encompassed by the spirit and scope of the invention.

What 1s claimed 1s:

1. Apparatus for preventing uncontrolled communi-
cation in a process control network, said apparatus
comprising:

microprocessor means for providing a REQUEST

signal, said REQUEST signal being generated dur-
ing transmission of data signals by said micro-
processor means and being generated during a test
procedure; and

antijabber means responsive to said REQUEST sig-

nal for providing a LOCKED UP signal to said
microprocessor means when said REQUEST sig-
nal exceeds a predetermined length, said
LOCKED UP signal preventing transmission of
data signals by said microprocessor means, said
LOCKED UP signal causing said microprocessor
means to apply an UNLOCK signal to said antijab-
ber means after said REQUEST signal is removed
during said test procedure, said UNLOCK signal
causing microprocessor means to cancel said
LOCKED UP signal, wherein said microprocessor
means prevents transmission of data signals when
said LOCKED UP signal is not generated during
said test procedure.

2. The apparatus for preventing uncontrolled com-
munication in a process control network of claim 1
further comprising logic means responsive to a simulta-
neous presence of said UNLOCK signal and said RE-
QUEST signal to provide a RESET signal, said
RESET signal being applied to said microprocessor
means and causing said microprocessor means to halt
operation and be reset.

3. The apparatus for preventing uncontrolled com-
munication in a process control network of claim 2
wherein said logic means includes a logic AND gate
having said UNLOCK signal applied to a first terminal
and having said REQUEST signal applied to a second
input terminal, wherein said logic AND gate provides
said RESET signal to said microprocessor means when
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a REQUEST and an UNLOCK 31gnal are simulta-
neously present.

4. The apparatus for preventing uncontrolled com-
munication in a process conirol network of claim 3
wherein said REQUEST signal is an activation signal
for permitting data signals to be transmltted to said
process control network.
- 5. The apparatus for preventing uncontrolled com-
munication in a process control network of claim 4
- further comprising isolation means for reducing effects
of single component failure on transmission of data
signal over said process control network by providing a
plurality of enabling signals for each of a plurality of
communication channels.

6. The apparatus for preventing uncontrolled com-
munication in a process control network of claim $
wherein said isolation means includes signal means in
said antijabber means for generating a WINDOW signal
when said LOCKED UP signal is not present, wherein
said REQUEST signal and said WINDOW signal en-
able communication from said microprocessor unit to
said process control network. |

7. Apparatus for preventing uncontrolled communi-
cation over a process control network, said apparatus
compnsmg

microprocessor means for communicating data 31g-

nals to said process control network;

antijabber timing means for applying a LOCKED UP

signal to said microprocessor unit when said com-
municating data signals with said microprocessor

means exceed a predetermined length of time, said

LOCKED UP signal preventing said communicat-
ing data signals; and

testing means for verifying operation of said antijab-

ber timing means, said testing means including first

means in said microprocessor means for generating

said REQUEST signal longer than said predeter-

mined length of time during a test procedure,
- wherein said antijabber timing means provides said

LLOCKED UP signal after said predetermined
length of time.

8. The apparatus for preventing uncontrolled com-
munication over a process control network of claim 7
wherein said microprocessor means includes second
means for identifying an antijabber timing means mal-
function when said LOCKED UP signal is not gener-
~ ated duning said test procedure.

- 9. The apparatus for preventing uncontrolled com-
munication over a process control network of claim 8
wherein said testing means includes third means in said
microprocessor means for providing an UNLOCK sig-
nal to said antijabber timing means when LOCKED UP

10

15

20

25

30

33

45

50

signal is generated in response to said REQUEST signal

during said test procedure, said UNLOCK signal caus-
ing said LOCKED UP signal to be removed by said
antijabber timing means.
~ 10. The apparatus for preventing uncontrolled com-
munication over a process control network of claim 9
wherein said UNLOCK signal is applied to said antijab-
ber timing means after said REQUEST signal has been
removed during said test procedure.

11. The apparatus for preventing uncontrolled com-
munication over a process control network of claim 10
further comprising logic means responsive to a simulta-

neous presence of said UNLOCK signal and RE-
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QUEST activation signal for applying a RESET signal
to said micrOprocessor means, said RESET signal caus-
ing said microprocessor means to halt operation and to
be reinitialized.

12. The apparatus for preventing uncontrolled com-
munication over a process control network of claim 11
wherein said UNLOCK signal is generated after said
REQUEST signal is removed in said test procedure.

13. The apparatus for preventing uncontrolled com-
munication over a process control network of claim 12
further comprising enabling means, said enabling means
including signal generating means associated with said
antijabber means, said signal generating means provid-
ing a WINDOW signal, said WINDOW signal and said
REQUEST signal enabling said communicating data
signals with said microprocessor means.

14. A method for preventing uncontrolled communi-
cation over a process control network, said method
comprising the steps of:

generating REQUEST signal when a microprocessor

unit transmits data signals to said process control
network;

applying said REQUEST signal to an antijabber tim-

ing unit;

generating a LOCKED UP signal by said antijabber

timing unit when REQUEST signal associated
with said data signals exceeds a predetermined
period;

applying said LOCKED UP signal to said micro-

processor unit, said LOCKED UP signal identify-
ing a jabber event;

periodically generating a test REQUEST signal ex-

ceeding said predetermined period, said test RE-
QUEST signal being applied to said antijabber
timing unit;

generating an UNLOCK signal by said antijabber

timing circuit when a LOCKED UP signal is gen-
erated in response to said test REQUEST signal
and applying said UNLOCK signal to said micro-
processor unit, wherein said LOCKED UP signal
is removed in response to said UNLOCK signal;
and

preventing transmission of data groups to said pro-

cess control network by said microprocessor unit
when said LOCKED UP signal is not generated in
response to said test REQUEST signal. |

15. The method for preventing uncontrolled commu-
nication over a process control network of claim 14
further comprising the step of reinitiating transmission
of data groups by said microprocessor unit when said
test REQUEST signal and said UNLOCK signal are
simultaneously present.

16. The method for preventing uncontrolled commu-
nication over a process control network of claim 15
further comprising the step of generating a WINDOW
signal by said antijabber timing circuit when said
LOCKED UP signal is not present, said WINDOW
signal providing a separate signal for enabling transmis-
sion of said data signals to said process control network.

17. The method for preventing uncontrolled commu-
nication over a process control network of claim 16
further comprising the step of generating UNLOCK
signal after removal of said REQUEST signal.
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