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[57] ABSTRACT

The amount of money which should be charged upon
reception of a pay television signal or a like information
signal, is calculated by a charging device comprising a
calculator (25) for calculating the amount of charge and
an encoder (28) for encoding the charge and time in-
stant (date) using by a key code specific to the charging
device to form a check code which should be reported
together with the charge. The date data may be indi-
cated either by a timepiece (26) or by a time signal
multiplexed on the information signal. Cost information
used in the calculator may be multiplexed on the infor-
mation signal. Alternatively and preferably, the cost

information is represented by a scrambling key used in
providing the information signal.

11 Claims, 10 Drawing Sheets
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DEVICE FOR CALCULATING A CHARGE FOR A
CHARGED INFORMATION SIGNAL WITH
ERRORS AVOIDED IN A REPORT OF THE

CHARGE

BACKGROUND OF THE INVENTION

This invention relates to a device for calculating an
amount of money or charge which a subscriber should
pay for reception of a pay television signal or a like
mnformation signal.

The imvention will be described in connection with a
pay television network, which may be either of the
broadcast type or of the closed-circuit type. In a pay
television network, television programs are available
only for those subscribers who have either paid a
charge or fare or are willing to pay. There are two basic
methods by which fees are collected. According to one
method, the subscriber preliminarily subscribes to the
programs which he wants to receive or watch. The
~other method makes use of the per program or per view
billing technique. According to this method, the re-
ceiver for the pay television signal is accompanied by a
charging device. In either case, the subscriber may
deposit a credit in advance or pay the fare upon recep-
tion of a bill from the dealer of the pay television net-

10
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work. As will be understood as the description pro- -

ceeds, the charging device is also useful when a sub-
scriber preliminarily subscribes to some programs but
subsequently wishes to receive a program for which
subscription was not booked in advance.

The charging device displays or otherwise produces
an indication of the amount of charge or fare which
should either be paid or subtracted from the subscriber’s
credit for programs actually received at certain time
instants. The subscriber reports to the dealer the amount
of charge at the end of each billing period as, for exam-
ple, monthly. An error may occur in the report to the
dealer if the subscriber erroneously reads the display of
the charge or incorrectly writes down the amount. In
an extreme case, a deceitful subscriber might intention-
ally report only a small charge despite the display.

According to the tiering method of subscriber billing,
programs are classified into tiers or categories. Codes or
parameters are assigned to the respective tiers. The
television signal is transmitted after being encoded or
scrambled by respective codes. When the per view
billing technique is applied to a tiered television net-
work, cost information for the respective tiers must be
transmitted on the television signal. This requires an
additional frequency band.

SUMMARY OF THE INVENTION

It 1s therefore a general object of the present inven-
tion to provide a charging device for calculating the
amount of money to be charged for reception of an
information signal, which device is capable of avoiding
errors in the report of the payable charge.

It is a specific object of this invention to provide a
charging device of the type described and for use in a
tiered information signal transmission network, in
which it is unnecessary to transmit the information
signal together with information on the cost for each
tier.

It 1s another specific object of this invention to pro-
vide a charging device of the type described, for which

30

35

43

50

33

60

63

2

no additional frequency band is necessary in a tiered
information signal transmission system.

Generally speaking, the charging device according to
this invention is responsive to the information signal for
calculating the amount of money to be charged for
reception of the information signal. The charging de-
vice 1s assigned a key code specific thereto and com-
prises charge calculating means for calculating the
amount of charge representative of the amount of
money required and encoding means responsive to the
key code for encoding the amount of charge and the
time instants of reception of the information signal into
a check code.

The check code is effective in confirming, for exam-
ple whether or not an error is present in the amount of
charge reported by the subscriber.

According to an aspect of this invention, there is
provided a charging device which is of the type gener-
ally described above and is used for an information
signal which is scrambled in response to a parameter.
With the parameter used to represent the fee to be
charged on reception of the information signal, the
charging device is equipped with parameter producing
means for producing the parameter as a descrambling
key for use in descrambling the information signal. The
above-described charge calculating means calculates
the fee in response to the descrambling key.

BRIEF DESCRIPTION OF THE DRAWING

FI1G. 1 1s a block diagram of a charging device ac-
cording to a first embodiment of the instant invention
and of a television receiver comprising the charging
device;

FIG. 2 1s a block diagram of a charge calculator for
use in the charging device depicted in FIG. 1;

FI1G. 3 1s a block diagram of an encoder for use in the
charging device illustrated in FIG. 1;

FIG. 4 1s a block diagram of a charging device ac-
cording to a second embodiment of this invention and
of a television receiver comprising the charging device;

FIG. S 1s a block diagram of a descrambling unit for
use in the charging device shown in FIG. 4;

FIG. 6 is a block diagram of a charging unit for use in
the charging device illustrated in FIG. 4;

FIG. 7 is a block diagram of a charging device ac-
cording to a third embodiment of this invention and of
a television recetver comprising the charging device;

FIG. 8 1s a block diagram of a charging unit for use in
the charging device depicted in FIG. 7;

FI1G. 9 1s a block diagram of a charging device ac-
cording to a fourth embodiment of this invention and of
a television receiver comprising the charging device;

FIG. 10 1s a block diagram of a charging device ac-
cording to a fifth embodiment of this invention and of a
television receiver comprising the charging device;

FIG. 11 1s a block diagram of a charging device ac-
cording to a sixth embodiment of this invention and of
a television receiver comprising the charging device;

F1G. 12 is a block diagram of a residual amount cal-
culator for use in the charging device shown in FIG. 11;

FIG. 13 1s a block diagram of a charging device ac-
cording to a seventh embodiment of this invention and
of a television receiver comprising the charging device;

F1G. 14 shows the format of a block of control data
for use in the television receiver depicted in FIG. 13;

F1G. 15 1s a memory map for the charging device
depicted in FIG. 13;
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FIGS. 16{(a) and (b) show a flow chart for use in
describing the operation of a processor used in the
charging device illustrated in FIG. 13;

FIG. 17 is a block diagram of a television transmitter
for use in a pay television network comprising a charg-
ing device shown in FIG. 13; and

FIG. 18 shows data to be memorized in the computer
used at the television transmitter. |

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

>

10

Referring to FIG. 1, the charging device according

to the first embodiment of the present invention is pro-
vided for use in a television receiver of a pay television
network. The charging device is used in calculating the
amount of money which should be charged to the sub-
scriber for reception of a pay television signal. It will be
assumed that the television signal carries information on
the amount of cost to be charged for reception during
each unit ttme. The cost information may be multi-
plexed on each horizontal blanking period of the televi-
sion signal.

The television signal is received at an antenna 21 and
demodulated by a receiver 22. After the cost informa-
tion is separated by a demultiplexer 23, the program
represented by the television signal is reproduced by a
display unit 24.

The charging device comprises a charge calculator
25 responsive to the cost information separated by the
demultiplexer 23 for calculating the fee to be charged as
will presently be described more in detail. A timepiece
26 produces a time signal indicative of time instants are
covered in each billing period and may be given by
year, mornth, and day of the month. It is to be noted here
that the charging device is assigned a key code which is
specific to the charging device under consideration.
The key code may correspond to a serial number of the
charging device. It is unnecessary that the subscriber be
informed of the key code in detail. A key code memory
27 memorizes the key code. An encoder 28 encodes the
amount of charge and the time instant of reception into
a check code using the key code as an encoding key as
will shortly be described in detail. The check code is
produced at a device output terminal 29.
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The subscriber is requested to report the amount of 45

charge to the dealer of the pay television network
monthly or otherwise at the end of each billing period.
The report should comprise the amount of charge and
the check code. The time instants may be inferred from
the billing period. The key code is known to the dealer.
The dealer can confirm the report by checking the
reported amount of charge against the check code. By
‘'way of example, the dealer may generate a comparison
check code by encoding the reported amount of the
charge and the time instants, using the key code. If the
report is incorrect, the check code obtained by the
dealer would not coincide with the reported check
code.

The reason why the time signal is used in producing
the check code is as follows. The subscriber may keep
records of previously reported charges. On reporting
the charge at the end of a current billing period, the
subscriber will keep a record of the charge to be re-
ported. It is not unlikely that the subscriber may inad-
vertently report ome of the previously recorded
charges. If only the amount of such charge is encoded,
the dealer would be incapable of finding this inadver-
tent error of the subscriber.

50
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Tuming to FIG. 2, the charge calculator 2§ may
comprise a charge memory 31 for storing the amount of
charge. The cost information is delivered from the de-
multiplexer 23 to an adder 32. As described heretobe-
fore, the cost information indicates the fee per each unit
time of reception. The adder 32 calculates the sum of
the fee and the content of the charge memory 31 after
each unit time has elapsed and forwards the sum to the
charge memory. The content of the charge memory is
fed to the encoder 28. The charge memory 31 may be
reset by a specific signal supplied by the dealer.

Turning to FIG. 3, the encoder 28 may comprise a
muitiplexer 36 for multiplexing the amount information
delivered from the charge calculator 25 and the time
signal fed from the timepiece 26. The mutlplexer 36
supplies an encipher 37 with a multiplexed signal. By
using the key code delivered from the key code mem-
ory 27 as the enciphering key, the encipher 37 converts
the multiplexed signal into an enciphered signal. It is
possible to directly use the enciphered SIgnal as the
above-mentioned check code.

The encoder 28 may further comprise a hash functlon |
unit 38 for producing the check code from the enci-
phered signal. The hash function unit 38 converts the
enciphered signal into a code of a siren code length,
such as sixteen bits, which may be conveniently han-
dled. The hash function unit 38 may pickup sixteen less
significant digits of the enciphered signal. Alternatively,
the hash function unit 38 may divide the enciphered
signal by a prime number of sixteen bits and produce a
remainder as the check code. It is possible to implement
the hash function unit 38 with either a register or a
divider (quotient calculator).

Returning to FIG. 1, the charging device may dis-
pense with the timepiece 26 if the time signal is carried
by the television signal and separated from the televi-
sion signal by the demultiplexer 23. The horizontal
blanking periods may also be used for this purpose. The
display unit 24 may be used to display the amount of
charge calculated by the charge calculator 25 whenever
the subscriber wants to see the amount. As will be de-
scribed in the following, the charging device may com-
prise a control switch for switching the charge calcula-
tor 25 into and out of operation concurrently with the
television receiver.

Referring now to F1G. 4, a charging device accord-
ing to a second embodiment of this invention comprises
similar parts designated by like reference numerals. It
will now be assumed that the programs served by the
pay television signal are divisible into first through n-th
tiers according to the cost per unit time. The amounts
will be designated as first through n-th costs ry, 13, . . .
, and r, for the first through the n-th tiers, respectively.
Video and audio signals of the first through the n-th
tiers are scrambled in the television signal by first
through n-th parameters or codes K1, K2, ..., and Kn
assigned to the respective tiers. The words “scram-
bling” and “enciphering” are used merely for conve-
nience of description and are indicative of the process
called “encryption” in a Jan. 15, 1977 publication of the
National Burean of Standards of the entitled “Data
Encryption Standard” (Federal Information Processing
Standards Publication No. 46). It should be noted in
connection with the charging device being illustrtated
that the parameters K1 through Kn are used to repre-
sent the respective costs r; through rp.

In FIG. 4, the television receiver need not comprise a
demultiplexer 23 (FIG. 1) but comprises a descrambler
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39 for descrambling the television signal demodulated
by the receiver 22. For this purpose, the subscriber sets
on a parameter setting unit 41 an i-th parameter Ki (i
being one of 1 through n) as a descrambling key in
compliance with the tier of the program which he
wants to watch. The parameter setting unit 41 serves as
a parameter producing unit and may have at least n push
buttons (not shown). The subscriber may select one of
the push buttons on setting the i-th parameter on the
parameter setting unit 41. It is convenient to understand
that the parameter setting unit 41 serves as a part of the
charging device.

A control switch 42 switches the descrambler 39 into
and out of operation. When the control switch 42 is
switched on, the descrambler 39 descrambles the televi-
sion signal in response to the descrambling key to make
the display unit 24 display the desired program. At the
same time, charge calculator 43 is put into operation.
Responsive to the parameter or descrambling key deliv-
ered from the parameter setting unit 41, the charge
calculator 43 calculates the amount of charge.

The control switch 42 may be a push button and may
be used as a power source switch of the television re-
ceiver. The parameter setting unit 41 may be automati-
cally operable by automatic tuning. Although not de-
picted, the encoder 28 (FIG. 1) is preferably used in
encoding the amount of charge and the time instants
into the check code.

Turning to FIG. §, it will be presumed that the de-
scrambler 39 is for a pay television signal which is
scrambled 1n response {0 a parameter or code given by
the sum of a predetermined key K and an integer i indic-
ative of the i-th parameter Ki. A key memory 45 memo-
rizes the predetermined key K. The parameter setting
unit 41 (FIG. 4) supplies the integer i to an adder 46,
which calculates the sum of the predetermined key K
and the integer 1 to produce the i-th parameter Ki. A
switching element 47 is controlled by the control switch
42. When the control switch 42 is on, the switching
element 47 delivers the i-th parameter Ki from the
adder 46 to a decoder 48 for use as the descrambling key
in descrambling the television signal demodulated by
the receiver 22. The decoder 48 delivers a descrambled
signal to the display unit 24.

In place of the sum of the predetermined key K and
the integer i, it is possible to define the i-th parameter Ki
as a function of two terms given by the predetermined
key K and an integer i. For example, the function may
be the Exclusive OR. The integer i may be one of first
through n-th natural numbers preselected for the first
through the n-th parameters K1 to Xan.

Further turning to FIG. 6, the charge calculator 43
may comprise a cost table 49 for memorizing first
through n-th costs r1 to r,. Responsive to the parameter
Ki delivered from the parameter setting unit 41, the cost
table 49 produces that one of the costs rj through r, that
is indicated by the parameter Ki. The charge memory
31 1s controlled by the control switch 42 so as to store
the sum calculated by the adder 32 only when the con-
trol switch 42 is switched on. Alternatively, an enabling
switch (not shown) may be interposed between the
charge memory 31 and the adder 32 as will later be
described. The enabling switch is enabled, like the
switching element 47 (FIG. 5), to store the sum in the
charge memory 31 only when the control switch 42 is
rendered on. The charge calculator 43 is similar in other
respects to the charge calculator 25 illustrated with
reference to FIG. 2. It will be understood that the first
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through the n-th costs ri to r, need not be represented
directly by the first through the n-th parameters K1 to
Kn but may merely be defined thereby.

Referring to FIG. 7, a charging device according to
a third embodiment of this invention comprises similar
parts which are again designated by like reference nu-
merals. The charging device comprises a credit setting
unit 51 for setting the amount of credit which is paid in
advance to the dealer of the pay television network at
the beginning of each billing period. Although not de-
picted in detail, the credit setting unit 51 may comprise
an array of push buttons operable by the subscriber in
accordance with the amount of credit which he wishes
to deposit. Alternatively, the credit setting unit 51 may
be a card reader for reading the credit card of the sub-
scriber.

In FIG. 7, the charge calculator is indicated at 43'.
This is because the charge calculator 43’ is a little differ-
ent from the charge calculator 43 (FIGS. 5 and 6) as
will presently become clear. A credit memory 52 mem-
orizes the amount of credit set by the credit setting unit
51. A comparator 53 compares the amount of credit
memorized in the credit memory 52 with the amount of
charge calculated by the charge calculator 43’

Turning to FIG. 8, the charge calculator 43’ is similar
in structure to that illustrated with reference to FIG. 6.
A charge memory 31’ has a reset terminal through
which the content representative of the amount of
charge is reset to zero when a new credit is set by the
credit setting unit 51. The content is delivered to the
comparator 33.

Turning back to FIG. 7, the comparator 53 produces
a control signal indicative of whether or not the amount
of charge exceeds the amount of credit memorized in
the credit memory 52. The control signal is delivered to
a control AND circuit 54 which is enabled only when
the control switch 42 is rendered on. The control AND
circuit 54 supplies the control signal to the descrambler
39 and to the charge calculator 43’. Only when the
control signal indicates that the amount of charge does -
not exceed the amount of credit, the descrambler 39
carries out the descrambling operation on the television
signal demodulated by the receiver 22. The descram-
bling operation is suspended when it is indicated by the
control signal that the amount of charge exceeds the
amount of credit. In this event, operation of the charge
calculator 43’ is also suspended.

Referring to FIG. 9, a charging device according to
a fourth embodiment of this invention is similar to that
illustrated with reference to FIG. 7. The amount of
credit 1s, however, not set by the credit setting unit 51
(FIG. 7) but is delivered on the pay television signal as
an analog signal. The analog signal is encoded into an
encoded signal by an encoding key which is specific to
the charging device in question. The encoded signal
may be multiplexed on one of the vertical blanking
periods.

A demultiplexer 5§ demultiplexes the analog signal,
from the television signal which has been either demod-
ulated by the receiver 22 or descrambled by the de-
scrambler 39. The analog signal is delivered from the
demultiplexer 53 to an A/D (analog-to-digital) con-
verter 56, which produces a digital output indicative of
the amount of credit carried by the pay television signal
and stores the same in the credit memory 52. The
amount of credit produced by the A/D converter 56 is
used to reset the amount of charge kept in the charge
calculator 43'. The charging device of FIG. 9, is similar
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in other respects to the charging device illustrated with
reference to FIG. 7.

Referring to FIG. 10, a charging device according to

a fifth embodiment of this invention is similar to that

illustrated with reference to FIG. 9. The amount of §
credit is, however, digitally scrambled by an encoding

key specific to the charging device, thereafter con-
verted to an analog signal, and then multiplexed on the
pay television signal. The charging device therefore
comprises a credit amount decoder 57 in addition to the
circuit elements described in conjunction with FIG. 9.
The credit amount decoder 57 decodes the digitally
scrambled amount of credit. Instead of A/D converter
56, the credit amount decoder 57 is used to store the
amount of credit in the credit memory 52 and to reset
the amount of charge in the charge calculator 43'.

Referring to FIG. 11, a charging device according to
a sixth embodiment of this invention is similar to that
illustrated with reference to FIG. 7. Similar parts are
designated once more by like reference numerals. In
place of the charge calculator 43', the charging device
comprises a residual calculator 59 which comprises
parts corresponding to the credit memory 52 and the
comparator 33 and calculates the residual amount of
credit as will shortly be described in more detail. Like
the control signal produced by the charge calculator
43’, a discrimination signal is produced by the residual
calculator 59 to indicate whether or not the residual
amount of credit is positive. Responsive to the discrimi-
nation signal, the control AND circuit 54 suspends the
descrambling operation of the descrambler 39 when the
residual amount of credit becomes negative.

Turming to FIG. 12, the residual calculator 59 may
comprise a residual memory 61, the content of which is

added by adder 62 to the amount of credit supplied from -

the credit setting unit 51 to produce a sum. The sum
replaces the original content of memory 61. The cost
table 49 is that described in connection with FIG. 8. An
enabling switch 63 is switched on when the control
AND circuit 54 is supplied with the discrimination
signal which indicates that the residual amount of credit
is positive. A subtractor 64 reduces the content of the
residual memory 61 by that cost which is delivered
from the cost table 49 at the lapse of each unit of time.
The content of the residual memory 61 is renewed with
the difference value while the enabling switch 63 will be
rendered on. It is understood that the residual memory
61 maintains the above-mentioned residual amount of
credit. A discriminator 65 discriminates whether or not
the residual amount of credit is positive. The discrimi-
nator 65 thereby produces the above-described discrim-
ination signal.

When the amount of charge is used in place of the
residual amount of credit, it is possible to understand
that the residual calculator 59 illustrated with reference
to FIG. 12 is as follows. The residual memory 61 serves
as an integrator for integrating the descrambling key Ki
to produce an integration or summation of the charges.
The subtractor 64 serves to subtract the integration
from the amount of credit to produce the residual
amount of credit.

Reviewing FIGS. 7, 9, 10, and 11, it will be clear that
the charging devices illustrated with reference thereto
should preferably comprise the encoder 28 (FIG. 1) for
encoding either the amount of charge or the residual
amount of credit and the time instant signal to produce
the check code. The charging device illustrated with

10
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reference to FIG. 11 may be modified as described in
conjunction with FIGS. 9 and 10.

Referring now to FIG. 13, a charging device accord-
ing to a seventh embodiment of this invention is for use
in combination with a television receiver forthe
C-MAC system described by H. Mertens et al in EBU
Review, No. 200 (August 1983), pages 172-185, under
the title “The C-MAC/Packet System for Direct Satel-
lite Television. Briefly speaking as regards each scan-
ning line, the television signal comprises a video signal
and various data which are PSK (phase-shift keying)
modulated and multiplexed. The data comprise syn-

" chronization data, audio data, and control data. As will
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presently be described in more detail, the control data
for a plurality of scanning lines are collected and for-
matted to form a control data block.

The television receiver is connected to an antenna 21
and comprises a display unit 24 as has thus far been
described. Although not mentioned before, the display
unit 24 also comprises a loudspeaker. A tuner 66 selects
one of the television channels for reception in a manner
which will later become clear. The television signal
selected by the tuner 66, is demodulated by a demodula-
tor 67 into the video signal and various data from which
the synchronization, the audio, and the control data are
separated as will presently be described. In the manner
later described in detail, a descrambler 69 descrambles
the video signal and the audio data for reproduction by
the display unit 24.

Turning temporarily to FIG. 14, a control data block
i1s depicted with the assumption that three bits are allot-
ted to each scanning line, that a frame is formed of 525
scanning lines, and that each control data block contains
the control data for four frames. The control data block
comprises a broadcast data field of 252 bits and first
through forty-eighth individual data fields, each of 126
bits. The individual data fields are identified by identifi-
cation numbers, which may be serial numbers, such as 1
through 48.

The broadcast data field comprises an encryption
synchronization data area of 24 bits, a time data area of
96 bits, a tier data area of 8 bits, a cost data area of 8 bits,
a descrambling key data area of 64 bits, a CRC1 data
area of 16 bits, a group number data area of 24 bits, and
a spare area of 12 bits. Each individual data field com-
prises a monthly key data area of 64 bits, a CRC2 data
area of 16 bits, an error correction code area of 26 bits,
and a spare area of 20 bits. The monthly key data of the
monthly key data area are changed from month to
month.

In the broadcast data field, signals of the time data,
the tier data, the cost data, the descrambling key data,
and the CRC1 data are encrypted by the monthly key
given by the monthly key data. In each individual data
field, signals of the monthly key data and the CRC2
data are encrypted by the descrambling key data used as
a scrambling key. If used, signals of the spare areas of
the broadcast data field and of each individual data field
are encrypted by the monthly key and the scrambling
key.

Turning back to FIG. 13, a PSK demodulator 71
derives the control data blocks from the demodulated
television signal. The PSK demodulator 71 may be a
noncoherent detector as described for a binary FSK
signal in book “Communication Systems” written by A.
Bruce Carlson and published by McGraw-Hill et al. In
the second edition of the book, the noncoherent detec-
tor is depicted in FIG. 10.16 on page 398.
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A synchronization data detector 72 produces hori-
zontal and vertical synchronizing pulses to horizontal
and vertical synchronization lines 72H and 72V, respec-
tively. The horizontal synchronizing pulses are fed back
to the PSK demodulator 71 for use in deriving the con-
trol data blocks. A demultiplexer 73 separately supplies
the audio data to the descrambler 69 and the control
data to an encryption-synchronization data detector 74.
Responsive to the horizontal synchronization pulses, a
clock regenerator 75 regenerates clock pulses for use in
the manner known in the art.

Responsive to the vertical synchronizing pulses and
the control data supplied through the vertical synchro-
nization line 72V and from the demultiplexer 73, the
encryption-synchronization data detector 74 detects the
encryption-synchronization data to deliver an output
pulse to the descrambler 69 and to a processor 77. The
control data are delivered further to a serial-to-parallel
converter 78 for supplying eight-bit parallel control
data to a data bus 79, which i1s connected to the de-
scrambler 69, the processor 77, a read-only memory 81,
a random access memory 82, a non-volatile random
access memory 83, an encryption and decryption unit
85, and an interface circuit 86. A keyboard and display
unit 87 accompanies the interface circuit 86.

The tuner 66, the demodulator 67, the descrambler
69, the interface circuit 86, and the keyboard and dis-
play unit 87 may be the tuner, the demodulator for the
video and the audio signals, a combination of the video
and the audio decoders, the interface, and the keyboard
and display unit described in the specification of Inter-
national Application Publication No. WO 83/04154
published under the Patent Cooperation Treaty. The
mventors are Robert S. Block et al. The applicant is
Telease, Inc., of Los Angeles, Calif. The interface cir-
cuit 86 interfaces the keyboard and display unit 87 and
moreover delivers a channel selection signal to the
tuner 66.

As for the encryption and decryption unit 85, refer-
ence should be had, if desired, to a publication published
April 1981 by Advanced Micro Devices, Inc., Sunny-
vale, Calif., under the number AmZ8068. More particu-
larly, a block diagram is shown on page 2 of the publica-
tion for a data ciphering processor. On using the data
ciphering processor as an encryptor, an encrypting key
is set in the E key register of the block diagram.
Through the master port, data are supplied to the mode
register so as t0 make the bits M2, M3, and M4 take
binary values zero, one, and one, respectively. When
data are thereafter supplied to the master port for en-
cryption, the data are stored in the input register, en-
crypted in the algorithm unit, and produced through
the output register back to the master port. On using as
a decryptor, a decrypting key is set in the D key regis-
ter. The bits M2, M3, and M4 are made to take binary
values zero, one, and zero, respectively. Data thereafter
supplied through the master port for decryption, are
likewise processed and produced back through the mas-
ter port.

Turning to FIG. 15, the read-only memory 81 memo-
rizes the program read by and used by the processor 77.
The random access memory 82 has a work area and
memory areas for the time data and the cost data. The
non-volatile random access memory 83 has memory
areas for the charge or fare data, the number given to
the charging device, the encrypting key, the decripting
key, and tiers for which either the subscriber has sub-
scribed in advance as qualified tiers or which can be
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received by the per view billing technique as pay per
view tiers. The number given to the charging device is
represented by a combination of the group number data
of 24 bits and an individual number datum which indi-
cates the serial number of the individual fields by 6 bits.

Referring to FIG. 16 in addition to FIGS. 13 through
15, the processor 77 receives the parallel control data
from the serial-to-parallel converter 78 through the data
bus 79. In compliance with the program read from the
read-only memory 81, the processor 77 loads the ran-
dom access memory 82 at a first step 91 with those data
of the broadcast data field other than the encryption-
synchronization data and the group number data. The
processor 77 refers to the non-volatile random access
memory 83 at a second step 92 as regards the group
number data to check whether or not the group number
data are correct in the broadcast data field.

If the group number data are correct, the processor
77 searches at a third step 93 the individual data field
which 1s assigned to the charging device being illus-
trated. The search 1s carried out with reference to the
individual number datum kept in the non-volatile ran-
dom access memory 83. The processor 77 loads the
random access memory 82 with the individual data
included in the individual data field. At a fourth step 94,
the processor 77 corrects the errors, if any, in the indi-
vidual data using the error correction code. Using the
decrypting key of the non-volatile random access mem-
ory 83, the processor 77 makes the encryption and de-
cryption unit 85 decrypt the individual data into de-
crypted individual data at a fifth step 95 and stores the
decrypted individual data again in the random access
memory 82. While storing the descrypted individual
data in the random access memory 82, the processor 77
calculates the CRC2 data at a sixth step 96 and checks
whether the calculated datum is correct. If correct, the
processor 77 stores at a seventh step 97 the monthly key
data in the non-volatile random access memory 83 as a
monthly key for the next month.

At an eighth step 98, the processor 77 makes the
encryption and decryption unit 85 decrypt the broad-
cast data stored in the random access memory 82 into
decrypted broadcast data. The decryption is carried out
by the use of the monthly key retained in the non-
volatile random access memory 83 for the current
month. At the same time, the processor 77 stores the
decrypted broadcast data again in the random access
memory 82. While storing the decrypted broadcast
data, the processor 77 calculates the CRC1 data at a
nminth step 99 to check whether the calcnlated datum is
correct. If correct, the processor 77 sends the time data
at a tenth step 110 to the keyboard and display unit 87.
At the same time, the processor 77 sends the descram-
bling key to the descrambler 69. At an eleventh step
111, the processor 77 stores the time data and the cost
data in the memory areas of the random access memory
82.

At a twelfth step 112, the processor 77 checks
whether or not the tier stored in the random access
memory 82 1s one of the qualified tiers kept in the non-
volatile random access memory 83. If so, the processor
77 makes the descrambler 69 carry out the descrambling
operation at a thirteenth step 113 by the use of the en-

- cryption-synchronization pulse produced by the en-

cryption-synchronization data detector 74 and the de-
scrambling key stored in the non-volatile random access
memory 83. If not, the processor 77 checks at a four-
teenth step 114 if the tier stored in the random access
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memory 82 1s one of the pay per view tiers held in the
non-volatile random access memory 83. If not, the pro-
cessor 77 suspends the descrambling operation at a fif-
teenth step 115. If the tier stored in the random access
memory 82 is one of the pay per view tiers, the proces-

sor 77 makes the descrambler 69 carry out the descram-

bling operation at a sixteenth step 116. In this event, the
processor 77 adds the cost data stored in the random
access memory 82 at a seventeenth step 117 to the
charge (fare) data in the non-volatile random access
memory 83. |

Billing is carried out as follows. The subscriber uses
the keyboard and display unit 87 on initiating the billing
request as indicated at 120. In compliance with the
program memorized in the read-only memory 81, the
processor 77 reads at a first step 121 of the billing opera-
tion the charge from the non-volatile random access
memory 83 and the dates among the time data stored in
the random access memory 82. At a second step 122, the

processor 77 makes the encryption and decryption unit
85 encrypt the charge and the date data into a check
code of the above-mentioned type by the use of the
encrypting key kept in the non-volatile random access
memory 83. At a third step 123 of billing, the processor
77 makes the keyboard and display unit 87 display the
sixteen more significant digits of the check code.
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Reviewing FIG. 14, the broadcast data field may be

dispensed with the cost data area with the spare area
widened to an area length of 20 bits. Under these cir-
cumstances, the cost data are stored by the subscriber
from the keyboard and display unit 87 in the memory
area of the random access memory 82. The key used by
the processor 77 in making the encryption and decryp-
tion unit 85 decrypt the broadcast data, is given by the
bit by bit Exclusive OR of the monthly key and the cost
data. |

Again reviewing FIG. 14, the individual data field
may be modified to include credit data of 10 bits in the
spare area. In this event, the processor 77 adds in the
non-volatile random access memory 83 the credit data
to the charge (fare) memorized therein. In FIG. 16, the
processor 77 stores in the non-volatile random access
memory 83 at the sixteenth step 116 the difference of the
charge minus the cost data. The descrambling operation
may be suspended at the thirteenth step 113 or the fif-
teenth step 115 if the difference is not positive. Further-
more, the processor 77 carries out the billing operation
by reading the charge (fare) at the first step 121 and
sending the charge to the keyboard and display unit 87
for display at the second step 122.

Referring now to FIG. 17, a television transmitter for
transmitting the pay television signal to the television
receiver is illustrated with reference to FIG. 13. A
television source 126 generates a television signal com-
prising a video and an audio signal. A scrambler 127
scrambles the video and the audio signals under the
control of a computer 131 into scrambled video and
audio signals.

Turnming to FIG. 18, the computer 131 has a table for
keeping track of each of the subscribers, the charging
device numbers 1, 2, . . . , decoder keys, and qualified
tiers. For each qualified tier, the table may hold the
amount of credit paid in advance. Common to the sub-
scribers, the table retains the monthly key, the tier of the
on-air program, the cost therefor, and the scrambling
key. |

Turning back to FIG. 17, the video and the audio
signals are scrambled in the scrambler 127 by the use of
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the scrambling key. A multiplexer 132 time-division
multiplexes the control data and the synchronization
data on the scrambled audio signal. The format of the
control data is similar to that described with reference
to FIG. 14. The time-division multiplexed audio and -
other data are modulated by an PSK modulator 133. A
C-MAC modulator 134 modulates the scrambled video
signal and the audio and other data according to the
C-MAC system. A transmitter 135 transmits the
C-MAC modulated signal through a transmission an-
tenna 136. The PSK modulation technique is described
in the above-referenced book of A. Bruce Carlson. The
scrambler 127 and the transmitter 135 may be those
described in the above-cited specification of Interna-
tional Application Publication No. WO 83/04154.

Reviewing FIGS. 13 through 18, various other modi-
fications are possible. As described in conjunction with
FIG. 1, the display unit 24 may be used in displaying the
data displayed by the keyboard and display unit 87. The
control data may be multiplexed on the horizontal
blanking periods. The format of the control data block
is not restricted to that described with reference to FIG.
14. It is possible to correct the errors by hardware. -
Although it is preferred to carry out encryption and
decryption according to the above-mentioned Publica-
tion No. 46 of the National Bureau of Standards, other
schemes may be used and even implemented by soft-
ware. The charging device number and the descram-
bling key may be kept in the read-only memory 81
rather than in the non-volatile random access memory
83. As described in connection with FIG. 5, various
functions may be substituted for the bit by bit Exclusive
OR.

While this invention has thus far been described as
regards a pay television network, it will be readily pos-
sible for one skilled in the art to manufacture and use the
charging device in an information signal transmission
network. For example, the information signal may be
for audio programs.

I claim:

1. A charging device responsive to an information
signal for calculating a fee to be charged for reception
of said information signal, said charging device being
assigned a key code specific thereto, comprising; charge
calculating means for calculating an amount representa-
tive of said fee and encoding means responsive to said
key code for encoding said amount and a time instant
when calculation of said amount is completed, to form
a check code.

2. A charging device as claimed in claim 1, wherein
said encoding means comprises a timepiece for produc-
ing a time signal indicative of each time instant, a key
code memory for memorizing said key code as an enci-
phering key, and an encipher responsive to said enci-
phering key for enciphering said amount and said time
signal to form said check code.

3. A charging device as claimed in claim 1, wherein
said encoding means comprises a timepiece for produc-
ing a time signal indicative of each time instant, a key
code memory for memorizing said key code as an enci-
phering key, an encipher responsive to said enciphering
key for enciphering said amount and said time signal
into an enciphered signal, and a hash function unit re-
sponsive to said enciphered signal for producing said
check code.

4. A charging device as claimed in claim 1, said infor-
mation signal including a time signal indicative of each
time instant, wherein said encoding means comprises a
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key code memory for memorizing said key code as an
 enciphering key and an encipher responsive to said
enciphering key for enciphering said amount and said
time signal to form said check code.

3. A charging device as claimed in claim 1, said infor-
mation signal including a time signal indicative of each
time instant, wherein said encoding means comprises a
key code memory for memorizing said key code as an
enciphering key, an encipher responsive to said enci-
phering key for enciphering said amount and said time
signal into an enciphered signal, and a hash function
unit responsive to said enciphered signal for producing
said check code. |

6. A charging device as claimed in claim 1, said infor-
mation signal being scrambled in response to a parame-
ter which defines the fee to be charged on reception of
said information signal, wherein said charging device
further comprises parameter producing means for pro-
ducing said parameter as a descrambling key for use in
descrambling said information signal, satd charge calcu-
lating means being responsive to said descrambling key
for calculating said amount.

7. A charging device as claimed in claim 6, said pa-
rameter being selected from a plurality of parameters,
wherein said charging calculating means comprises
table means for memorizing the fee associated with each
of said plurality of parameters, respectively, selecting
means for selecting one of said fees, and means respon-
sive to said selected fee for calculating said amount.

8. A charging device as claimed in claim 6, wherein
said charging device further comprises credit memory
means for memorizing a credit amount, said charge
calculating means being further responsive to said
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credit amount for calculating said amount while said
amount does not exceed said credit amount.

9. A charging device as claimed in claim 8 and for use
in combination with descrambling means responsive to
said descrambling key for carrying out a descrambling
operation on said information signal, wherein said
charging device further comprises control means re-
sponsive to said amount for controlling said descram-
bling means to suspend said descrambling operation
when said amount tends to exceed said credit amount.

10. A charging device as claimed in claim 9, wherein

said control means comprises a comparator for compar-
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ing said amount with said credit amount to produce a
control signal indicative of whether or not said amount
exceeds said credit amount, and means for supplying
said control signal to said descrambling means to sus-
pend said descrambling operation when said control
signal indicates that said amount exceeds said credit
amount.

11. A charging device as claimed in claim 9, wherein
said charge calculating means comprises integrating
means for integrating said amount to produce an inte-
grated charge, subtracting means for subtracting said
integrated charge from said credit amount to produce a
residual credit, and discriminating means for discrimi-
nating said residual credit to produce a discrimination
signal which serves as said control signal and which
indicates whether or not said residual credit is positive,
said integrated charge representing said amount while
said discrimination signal indicates that said residual

credit 1s positive.
¥ X X % Xk
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