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[57] ABSTRACT

A failure detection apparatus detects the existence of an
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abnormal circuit condition in a circuit which causes a
subsequently transmitted data byte to be transmitted
from one integrated circuit to another integrated circuit
out of sequence relative to a previously transmitted data
byte. Even and odd data bytes are received by the first
integrated circuit with odd parity. However, the even
data byte 1s transmitted from the first integrated circuit
to the second integrated circuit, along existing interface
lines extending between the integrated circuits, with
odd parity. The parity bit of the odd data byte is in-
verted, the odd data byte being transmitted along the
existing interface lines with even parity. An exclusive
OR gate 1in the second integrated circuit receives the
parity bit of the even data byte and passes the parity bit
without mnversion in response to a first state of a clock
signal from an odd latch; however, the exclusive OR
gate, upon receipt of the odd data byte, re-inverts the
parity bit of the odd data byte in response to a second
state of the clock signal. A parity checker compares the
data bits of the incoming even and odd data bytes with
the parity bit generated by the exclusive OR gate and
generates an error check signal representative of the
receipt of the subsequently transmitted data byte trans-
mitted out of sequence relative to the previously trans-
mitted data byte when the combined parity of the data
bits and parity bit at the input of the parity checker is
not odd.

S Claims, 1 Drawing Figure
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FAILURE DETECTION METHOD AND
APPARATUS

BACKGROUND OF THE INVENTION 5

1. Field of the Invention

The subject matter of the present invention pertains
to a computer system, and, more particularly, to a fail-
ure detection apparatus in said computer system for
detecting the existence of a failure in a gating line !0
thereby detecting the resultant transmission of errone-
ous data from one circuit module to another via a plu-
rality of interface lines. |

2. Description of the Prior Art

Adjacent integrated circuit modules are connected
together by a multitude of interface lines. Data is trans-
mitted from one circuit module to another via said inter-
face lines. The data is subdivided into a plurality of
bytes. Each byte of the data i1s transmitted from the one
circuit module by a gating circuit, the gating circuit 20
transmitting the data byte in response to a gating pulse.
The gating circuit is connected to a latch circuit via a
gate line. If the gate line is open or short circuited, or if
some other abnormal circuit condition affects said gate
line, the bytes of data will not be transmitted from the 25
one circuit module to the other via the gating circuit
accurately. As a result, another, adjacent circuit module
will receive erroneous data for further processing of
sald data. Therefore, a failure detection apparatus is
needed for detecting the existence of a failure, or other 30
abnormal circuit condition, in the gate line in order to
detect the existence of erroneous data and to prevent
the transmission of further erroneous data.

In the prior art, in order to detect the presence of
defective interface lines, including the gate line, redun- 35
dant, duplex interface lines were provided for each
interface line. If the interface line and its corresponding
redundant duplex line were operational, an error signal
was not generated. However, when the interface line
failed, if the redundant duplex line was operational, an 40
error signal was generated indicative of the presence of
the defective interface line. However, the subsequent
technological advance of integrated circuit technology
reduced the size of integrated circuit chips and there-
fore reduced the number of input/output (I/0) pins on
said chips. The interface lines are connected to said
chips via said pins. Since the number of I/0 pins were
reduced, the number of available interface lines were
also reduced. As a result of the reduction in the number
of interface lines, it was no longer feasible to utilize
redundant, duplex lines to ensure the detection of defec-
tive interface lines. Another, alternative method of de-
tecting the existence of a failing interface line, or a
failing gate line was needed.

One alternative method utilized by the prior art is the
so-called parity checking scheme. Each of the data
bytes of said data include a parity bit. A convention is
utilized wherein the parity bit of each data byte is se-
lected in order to maintain, for example, an odd number
of binary 1 bits in each transmitted byte of data. If a data 60
byte was transmitted with an even number of binary 1
bits, the byte of data was transmitted erroneously.

However, this method cannot detect the existence of
the failing gate line. Data should be transmitted such
that odd and even data bytes are transmitted alternately, 65
that 1s, 1n an *odd-even-odd . .. ” sequence. If a gate line
fails, the odd and even data bytes may be transmitted in
an erroneous sequence, that is, in an “even-even” or in
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an “odd-odd” sequence. The above-mentioned method
cannot check for data transmitted in an erroneous se-
quence.

One prior art publication, namely, IBM technical
disclosure bulletin Vol. 18, No. 7, December 1975, page
2043, discloses a different type of parity checking
scheme. In this scheme, alternate good and bad parity is
forced through a parity checking circuit for the purpose
of validating the operation of said circuit. This scheme
1s not set forth in an environment similar to the environ-

- ment of the present invention, wherein a plurality of

interface lines interconnect a plurality of miniature inte-
grated circuits. In addition, this scheme fails to recog-
nize the problems encountered in this environment,
namely, the numerous failures which exist with respect
to the interface lines and the gate lines which intercon-
nect the miniature integrated circuits and the resultant
transmission of erroneous data therebetween, especially
with regard to the limited number of 1/0 pins on said
Integrated circuits, the limited number of interface lines
extending between adjacent ones of said integrated
circuits, and the resultant difficulty of detecting said
failures and the resultant transmission of erroneous data
without utilizing additional redundant, duplex interface
lines to ensure the accuracy of transmitted data.

SUMMARY OF THE INVENTION

It 1s a primary object of the present invention to de-
tect the existence of failures in a circuit which would
cause the transmission of erroneous data from one inte-
grated circuit to another, the detection being performed
utilizing the existing interface lines which interconnect
the circuits for the transmission of data therebetween.

It 1s another object of the present invention to detect
the existence of failures in a circuit which would cause
the transmission of erroneous data from one integrated
circuit to another, the detection being performed by
utihizing a parity checking scheme in association with
the existing interface lines which interconnect the cir-
cuits, the parity checking scheme enabling the detection
of an erroneous sequence of data transmission from the
one integrated circuit to the other.

These and other objects of the present invention are
achieved by transmitting even data bytes from the one
integrated circuit to the other with an odd parity and by
transmitting odd data bytes from the one integrated
circuit to the other odd and even parity, respectively, a
circuit has failed causing data to be transmitted out-of-
sequence. The existing interface lines, which intercon-
nect adjacent integrated circuits, are being utilized in
assoclation with this parity checking scheme. The utili-
zation of additional duplex lines, or substantially addi-
tional hardware, is not required.

Further scope of applicability of the present inven-
tion will become apparent from the detailed description
given heremnafter. However, it should be understood
that the detailed description and the specific examples,
while indicating preferred embodiments of the inven-
tion, are given by way of illustration only, since various
changes and modifications within the spirit and scope of
the mvention will become apparent to those skilled in
the art from the detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

A full understanding of the present invention will be
obtained from a reading of the detailed description
given hereinbelow and the accompanying drawing,
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which is given by way of illustration only, and thus is
not limitative of the present invention, and wherein:

the drawing figure illustrates the failure detection
apparatus of the present invention for detecting the
parity of the odd and even data bytes received by a
receiving circuit and for developing an error signal if
the parity of the received odd bytes is not even and if
‘the parity of the received even bytes is not odd.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

Referring to FIG. 1, the failure detection apparatus of
the present mvention 1s illustrated. In FIG. 1, a first
circutt 10 1s connected to a second circuit 12. In the
preferred embodiment, the first and second circuits are
integrated circuits. In the first circuit 10, a first AND
gate 10a receives the even bytes of data to be transmit-
ted to the second circuit 12. A second AND gate 105
receives the odd bytes of data to be transmitted. In the
preferred embodiment, the even and odd bytes of data
each comprise nine (9) binary bits, one (1) bit being a
parity bit. All nine bits of the even byte of data energize,
in parallel fashion, input terminals of the first AND gate
10a. Both bytes of data are provided from an external
source with an odd parity, that is, an odd number of
binary 1 bits comprise odd data parity. However, with
respect to the odd bytes of data, eight (8) of the bits,
known as data bits, energize input terminals of the sec-
ond AND gate 105, in parallel fashion. One bit, the
parity bit, 1s inverted via an inverter 10c¢ before energiz-
Ing the second AND gate 105. The odd byte of data is
~provided from the external source with an odd parity.
- However, since the parity bit of the odd byte was in-
-verted via inverter 10c before energizing the second
AND gate 105, the odd byte is transmitted with an even
parity.

An odd latch circuit 124, disposed within the second
‘circuit 12, 1s connected to an additional input terminal
~of the second AND gate 1056 disposed within the first
circutt 10 via a driver circuit 15 and a receiver circuit
- 17. The odd latch circuit 12¢ is also connected to an
additional input terminal of the first AND gate 104 via
an inverter 104, the driver circuit 15 and the receiver
circutt 17, the inverter 104 being disposed within the
first circuit 10. The odd latch 12¢ generates a series of
pulses, a high pulse being associated with the transmis-
ston of an odd byte of data from the first circuit 10, a
low pulse being associated with the transmission of an
even byte of data from the first circuit 10. The output
terminals of the first and second AND gates 10z and 105
are connected together at a junction. The signal appear-
ing on the output junction of AND gates 10z and 105 is
a nine bit binary number, and is transmitted to the sec-
ond circuit in parallel fashion. The nine bit binary num-
ber comprises eight data bits and a parity bit. The eight
data bits associated with the nine bit binary number
energize a data output register 126 and a parity check-
g circuit 124

The parity checking circuit 124 generates an error
“check” signal when the total number of binary 1 bits,
assoclated with the signals appearing at both input ter-
minals, 1s even. As long as the total number of said
binary 1 bits, associated with the signals energizing both
input terminals of the parity checking circuit 124, is
odd, the error signal will not be generated.

The single parity bit associated with the nine bit bi-
nary number energizes one input terminal of an exclu-
sive OR gate 12¢ via line 12c1. The single bit binary
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signal generated by the odd latch 12¢ energizes the
exclusive OR gate 12¢ via line 12¢2. The binary signal
appearing at the output terminal of the exclusive OR
gate 12c¢ 1s transmitted to the data output register 125
and to the parity checking circuit 124

The following is a truth table associated with the
exclusive OR gate 12¢. The binary signal “1” represents
a high signal whereas a binary signal “0” represents a
low signal:

imput [2cl input 12¢2 output
0 0 0
1 0 ]
0 I 1
i 1 0

A control circuit 12¢ 1s connected to the data output
register 126 and to the odd latch 12a for controlling the
operation of the register 126 and the latch 12¢ in syn-
chronism with the transmission of odd and even bytes of
data from the first circuit 10 to the second circuit 12.

The functional operation of the Failure Detection
Apparatus of the present invention will be described in
the paragraphs below with reference to the drawing
figure.

When an odd byte of data, comprising eight (8data
bits and one (1) parity bit, is ready for transmission from
the first circuit 10 to the second circuit 12, one terminal
of AND gate 1056 is energized, in parallel fashion, by the
eight data bits. The parity bit energizes inverter 10¢, and
1s inverted by said inverter to an opposite state. The odd
data bytes are provided from the external source with
an odd parity. The odd latch 12a generates a high pulse
which energizes the additional input terminal of the
second AND gate 100, As a result, the odd data byte is
transmitted from the second AND gate 105 of the first
circuit 10. However, since the parity bit is inverted by
inverter 10c, the odd data byte 1s transmitted from the
second AND gate 106 of the first circuit 10 with an
even parity, the odd data byte comprising nine Dbits
transmitted 1n parallel fashion.

When the nine-bit odd data byte 1s received by the
second circuit 12, the eight data bits are stored in the
data output register 125. The single parity bit energizes
one imnput terminal of exclusive OR gate 12¢ via line
12c1. The high pulse, generated from the odd latch 12q,
energizes the other input terminal of the exclusive OR

- gate 12¢ via line 12¢2. In accordance with the truth table

for the exclusive OR gate 12¢ provided above, the par-
ity bit, energizing the one input termnal of the exclu-
sive OR gate 12¢ via line 12¢1, is re-inverted to its origi-
nal state. The re-inverted parity bit is stored in the data
output register, along with the eight data bits, for fur-
ther processing.

The eight data bits of the odd data byte, transmitted
from the second AND gate 104, is received by one input
terminal of the parity checking circuit 12d. The re-
inverted parity bit, generated by the output terminal of
the exclusive OR gate 12¢, 1s received by the other input
terminal of the parity checking circuit 124. Since the
original odd data byte was transmitted from the first
circuit 10 with an even parity, and since the exclusive
OR gate 12¢ re-inverted the parity bit of the transmitted
odd data byte, the parity of the nine bit odd data byte
energizing the parity checking circuit 124 is odd, that is,
the total number of bits energizing both input terminals
of the parity checker 12d is odd. Therefore, an error
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“check” signal will not be generated from the parity
checking circuit 124.

As mentioned above, one object of the present inven-

tion i1s to detect the existence of an abnormal circuit
condition in a circuit which would cause the erroneous
transmission of data from one circuit to another. The
odd latch 12a 1s connected to the AND gates 10z and
105 via lines 10el and 10e2, 10¢, interface line 13, and
line 12¢2. If an abnormal circuit condition, such as a
short circuit or an open circuit, affects the operation of
gate lines 13, 10¢, 10el, or 10¢2, erroneous data would
be transmitted from the first circuit 10 to the second
circuit 12, that is, the odd and even bytes of the data
may be transmitted out-of-sequence. For example, as-
sume that line 10e 1s open circuited (line 12¢2 remains
operational). The odd latch 12g is transmitting a low
signal, yet, because of the open circuit in line 10e¢, a high
signal is energizing the inverter 10d and the AND gate
106. Therefore, a low signal out of inverter 10d will
disable the gate terminal of the first AND gate 10a. As
a result, AND gate 10a is disabled, and the even bytes of
data cannot be transmitted from the first circuit 10. As
a result, two odd bytes of data will be transmitted from
AND gate 105, in sequence, that is, in an “‘odd-odd . . .
7 order. When the second sequential odd byte (with the
even parity) 1s transmitted from the second AND gate
105, the odd latch 12a is transmitting a low pulse, which
corresponds to an even byte of data. As a result of the
low pulse transmitted from the odd latch 124, the exclu-
stive OR gate 12¢ will not change the parity of the sec-
ond sequential odd byte from even to odd. Therefore,
the eight data bits energizing the one input terminal of
the parity checking circuit 124 and the single bit from
the exclusive OR gate 12¢ energizing the other input
terminal will have an even parity. As a result, an error
“check” signal is generated from the parity checking
circuit 124 indicative of the abnormal circuit condition
on line 10e.

If an even data byte is properly gated through AND
gate 10q, 1n response to a low pulse from the odd latch
12a, a nine-bit even data byte is transmitted, in parallel
" fashion, from the AND gate 10a. The even data bytes
are provided from the external source with odd parity.
The eight data bits of the nine-bit byte are stored in the
data output register 126. The parity bit associated with
the nine-bit byte energizes one input terminal of the
exclusive OR gate 12¢, via line 12¢. The low pulse from
the odd latch 12a energizes the other input terminal of

the exclusive OR gate 12¢. In accordance with the truth
table of the exclusive OR gate 12¢, if a low pulse ener-

gizes the other input terminal of the gate 12¢, the parity
bit of the nine-bit byte is not inverted or otherwise
changed. Consequently, the even data bytes maintain
their odd parity. _

The eight data bits, associated with the nine-bit even
data byte, energize one set of input terminals of the
checking circuit 12d. The original non-inverted parity
bit of the nine bit byte, generated by the exclusive OR
gate 12¢, energizes the other input terminal of the
checking circuit 124. Since the original nine bit even
data byte possessed an odd parity, an odd number of
binary 1 bits energize the input terminals of the check-
ing circuit 124. Therefore, an error “‘check” signal is not
generated by the parity checking circuit 124.

However, assume that the eight data bits of a subse-
quent nine-bit even data byte, with the odd parity, ener-
gize the one set of input terminals of the checking cir-
cutt 124, as a result of an abnormal circuit condition
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existing in gate line 13, or its branch lines 10e1 or 10e2.
A high pulse, indicative of an odd data byte, is gener-
ated by the odd latch 12a. The high pulse will change
the parity bit of the subsequent nine bit even data byte,
via the exclusive OR gate 12¢. As a result, the subse-
quent even data byte will possess an even parity in lieu
of an odd parity. An even number of binary 1 bits ener-
gize the input terminals of the checking circuit 124
Therefore, an error “‘check” signal is generated from
the parity checking circuit 12d representative of an
abnormal circuit condition existing in the gate line 13,
or 1ts branch lines 10e1 or 10¢2.

When the eight data bits and the parity bit associated
with the odd data bytes are stored in the data output
register 125, and when the data bits including the parity
bit are processed, the control circuit 12e sets the register
120 tfor storage of the upcoming even data bytes and
instructs the odd latch 12a to begin the generation of the
low pulse therefrom to gate the even bytes through the
first AND gate 10a. Similarly, when the data bits of the
even byte are stored in the register 126, and the data bits
and the parity bit are processed, the control circuit 12¢
sets the register for storage of the upcoming transmis-
sion of the odd bytes and instructs the odd latch 12a to
begin the transmission of the high pulse therefrom to
gate the odd bytes through the second AND gate 105

In an integrated circuit environment, wherein circuits
10 and 12 represent integrated circuits, the availability
of interface lines, such as lines 11 and 13, is limited,
primarily due to the miniature size of the integrated
circuits 10 and 12. As a result, the existing interface lines
cannot be duplicated allowing for duplex testing and
tailure detection purposes. Therefore, the existing inter-
face lines must be used both for the transmission of data
and the detection of failures resulting in the transmis-
sion of erroneous data. In this environment, a unique
parity checking scheme should be utilized which de-
tects the presence of data transmitted out-of-sequence.
The present invention represents such a scheme. The
present invention is disposed in an environment wherein
interface lines extending between integrated circuits are
scarce and the need for the detection of the transmission
of erroneous data is substantial. The present invention
satisfies this need without a corresponding need for
additional interface lines for duplexing purposes.

The invention being thus described, it will be obvious
that the same may be varied in many ways. Such varia-
tions are not to be regarded as a departure from the
spirit and scope of the invention, and all such modifica-
tions as would be obvious to one skilled in the art are
intended to be included within the scope of the follow-
ing claims.

We claim:

1. An apparatus for detecting an abnormal circuit
condition resulting in the transmission of an erroneous
sequence of data from one circuit to another circuit,
said data including even data bytes and odd data bytes,
the even and odd data bytes each including a plurality
of data bits and a parity bit, the even and odd data bytes
of said data being provided to said one circuit with a
predetermined parity for transmission to said another
circuit, comprising:

first circuit means disposed within said another cir-

cuit for developing an alternating signal, said alter-
nating signal having a first state associated with
sald even data bytes and a second state associated
with said odd data bytes;
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second circuit means disposed within said one circuit,
connected to said first circuit means and responsive
to said alternating signal for transmitting said even
data bytes with said predetermined parity and for
inverting the parity bit of said odd data bytes
thereby transmitting said odd data bytes with a
parity opposite to said predetermined parity;

third circuit means disposed within said another cir-

cuit, connected to said first circuit means and said
second circuit means and responsive to the parity
bit of said even data bytes, the parity bit of said odd
data bytes, and said alternating signal from said
first circuit means for passing the received parity
bit without inversion and generating a first output
signal indicative of a non-inveried parity bit in
response to said first state of said alternating signal
and for re-inverting the received parity bit and
generating a second output signal indicative of the
re-inverted parity bit in response to said second
state of said alternating signal; and

parity checker means disposed within said another

circuit and responsive to said first and second out-
put signal from said third circuit means and to said
plurality of data bits associated with said even and
odd data bytes for generating an error check signal
when the parity associated with said first or second
output signal from said third circuit means and the
plurality of received data bits corresponds to said
parity opposite to said predetermined parity.

2. The apparatus of claim 1, wherein said even data
bytes and said odd data bytes are recetved by said one
circuit with odd parity, said even data bytes being trans-
mitted from said second circuit means of said one circuit
with odd parity, said second circuit means inverting the
parity bit of satd odd data bytes and transmitting said
odd data bytes from said one circuit with even parity.

3. The apparatus of claim 2, wherein said third circuit
means within said another circuit receives the parity bit
of said even and odd data bytes and receives the alter-
nating signal from said first circuit means, said third
circuit means re-inverting the received parity bit in
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response to said second state of said alternating signal
and generating said second output signal, said third
circuit means not re-inverting the received parity bit in
response to said first state of said alternating signal and
generating said first output signal.

4. The apparatus of claim 3, wherein said parity
checker means determines the parity associated with
said plurality of received data bits in combination with
sald first or second output signal from said third circuit
means and generates said error check signal when the
determined parity 1s even.

5. A method of detecting the receipt of a second piece
of data when said data has been transmitted out-of-
sequence relative to a first piece of data, comprising the
steps of:

transmitting the first piece of data with a predeter-

mined parity, said first piece of data comprising a
plurality of data bits and a parity bit;

inverting a parity bit associated with the second piece

of data and transmitting the second piece of data
with a parity opposite to said predetermined parity,
said second piece of data comprising a plurality of
data bits and a parity bit;

generating a clock signal having two states, a first

state corresponding to said first piece of data and a
second state corresponding to said second piece of
data;

comparing the parity bit of said first and second piece

of data with the state of said clock signal, re-invert-
ing said parity bit only when said state of said clock
signal corresponds to said second state, and gener-
ating a further parity bit in response thereto; and
determining a new combined parity utilizing said
plurality of data bits of said first and second pieces
of data and said further parity bit and generating an
error check signal representative of the transmis-
sion of said second piece of data out-of-sequence
relative to said first piece of data when the new
combined parity 1s said parity opposite to said pre-

determined parity.
¥ % * *® %
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