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[57] ABSTRACT

Apparatus and a method for detecting the actuation of
any of a plurality of security sensors at respective zones
remotely spaced from a central control location and for
displaying information representing the operating status

of a zone whose sensor has been actuated. The appara-
tus comprises a control unit having a central processor
and an mput coupled to a transponder bus to which a
plurality of remote transponders are connected, each
transponder having a number of security sensors associ-
ated therewith. The control unit further includes a vi-
sual display having a first portion for displaying sequen-
tially the identifying numbers assigned to the remote
zones and a second portion for displaying the operating
status of a zone whose identifying number is shown on
the first portion of visual display. When a sensor is
actuated at one of the zones, the central processor of the
control unit causes the identifying number of the zone
and the status of the zone to be displayed simulta-
neously. The control unit also displays information as to
whether the sensor actuation at the zone is continuous
or of short duration. By actuation of a status switch on
the control unit, an operator can acknowledge a change
in the status of the zone and return the display to its
initial status condition before or after taking steps to
correct any action which caused the status change at
the zone. The control unit can also display information
which indicates a power failure, a line problem, or a
tampering of the equipment.

7 Claims, 4 Drawing Figures
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APPARATUS AND METHOD FOR MONITORING
REMOTE SECURITY ZONES

This invention relates to improvements in the moni-
toring of remote locations by security devices and,
more particularly, to apparatus and method for moni-
toring a plurality of remote security zones spaced from
a central control location and for displaying the status
of such zones in a sequential fashion.

BACKGROUND OF THE INVENTION

Remote zones have been monitored for security pur-
poses in the past by placing sensors at the zones and
having communication lines extending from the sensors
to a central control location. Changes in the operating
conditions of the sensors can be detected by the actua-
tion of visual or sound indicators at the central control
location. However, systems of conventional design for
carrying out these purposes have been complex in con-
struction and costly to manufacture and operate. For
this reason, a need has arisen for improvements in moni-
toring systems for a plurality of remote zones which
give information about status changes of remote zones
and permit the monitoring of the zones without reguir-
ing special skills and without the need for complex
circuitry.

SUMMARY OF THE INVENTION

The present invention satisfies the aforesaid need by
providing an improved apparatus and method for moni-
toring the operating status of a plurality of remote secu-
rity zones spaced from a central control location. The
apparatus includes a control unit having a central pro-
cessor which receives signals on a transponder bus from
a plurality of transponders. Each transponder has a
number of input sensors at respective, remote security
zones for automatic actuation when changes at the
zones occur. The central processor, when it receives a
signal from a remote sensor, actuates a visual display
and a sonic alert indicator to provide an indication of a
change in the operating status of the zone and the oper-
ating status of the sensor at the zone. The operator of
the system can take immediate action after becoming
aware of such changes to meet any challenge presented
by the changes after obtaining the information dis-
played by the control unit.

The information displayed by the control unit can be
changed by the manipulation of a status switch on the
control unit. In this way, a single actuation switch on
the control unit can cause the processor to display not
only the status of a zone whose status has changed, but
also cause the processor to display the operating status
of the sensor at the zone as to whether the sensor actua-
tion 1s continuous or of short duration. The processor
can also permit any one of the zones to be accessed, i.e.,
to permit entry to the zone, without causing an alarm
event to occur at the zone.

The present invention provides a monitor system
which is simple and rugged in construction, is inexpen-
sive to manufacture, install and maintain, and is capable
of being used by individuals with no special skills. The
system 1s also useful for a large number of remote secu-
rity zones so that the cost of operating the system per
zone 1S minimal.

The primary object of the present invention is to
provide an apparatus and method for monitoring re-
mote security zones spaced from a central control loca-
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tion wherein any change in the status of a zone will be
sensed and indicated immediately on a display at the
central control location whereupon an operator of the
system can take remedial action as required when a
change occurs and, to signify such action, can actuate a
single status switch at the central control location
which will cause the display to indicate whether the
change at the remote zone is continuous or of short
duration, yet the displayed status of the zone can be
returned to its initial state, all to the end that the system
1s simple to operate and is economical to produce and
maintain.

Other objects of this invention will become apparent
as the following specification progresses, reference
being had to the accompanying drawings for an illustra-
tion of the invention.

IN THE DRAWINGS:

FIG. 11s a perspective view of a central control unit
for the security system of the present invention;

FIG. 2 1s a block diagram of the central control unit
In combination with a number of sensors at remote
zones spaced from the central control unit and map
displays near the control unit for simultaneously indi-
cating the status of the sensors at the remote locations;

FIG. 3 1s a block diagram of the components of the
central control unit; and

F1G. 4 1s a graphic view of the sequence of steps in
determining the status of a remote security zone and its
SEnsor.

The present invention comprises a multiplex monitor
and display system and is broadly denoted by the nu-
meral 10. System 10 is adapted to provide status infor-
mation relating to a plurality of remote, spaced security
zones to be monittored, such as various locations
throughout a warehouse or large plant. The system
comprises a control unit 12 shown in FIGS. 1-3, the
control unit adapted to be placed at a central location
and including a housing 14 provided with a front panel
16. A liquid crystal display 18 is mounted on panel 16
adjacent to three push button control switches 19, 20
and 22 (FIG. 3) having respective pushbuttons 24, 26
and 28 (FIG. 1) projecting outwardly from front panel
16. The control unit is comprised of a number of com-
ponents, icluding a central processor 36, as shown in
FIG. 3 which will hereinafter be described.

FIG. 2 shows control unit 12 coupled by a junction
box 23 and a transponder bus 25 with a plurality of
transponders 27, each transponder having a number of
inputs 29 from sensors 31 at remote zones to be moni-
tored by system 10. As an optional feature, system 10
can be provided with map displays 30, coupled by a
map bus 32, to junction box 23 so that a visual display,
such as displays formed by LED’s 34, can be formed
which represent the status of zones 31 whose sensors are
coupled by leads 28 to the inputs of respective transpon-
ders 27. Thus, there 1s an optional map display 30 for
each transponder 27, respectively, if desired.

Control unit 12 is shown in more detail in FIG. 3 and
includes central processing unit 36, such as a 6802 CPU
having an internal ram of 128 bytes. An address bus 38
and a data bus 40 extend outwardly from the CPU and
are coupled to other components of control unit 12.
Address bus 38 is coupled to an EPROM 42 which
stores a program for operating system 10. A number of
interface units 44 are coupled to address bus 38 and data
bus 40 and receive data from sensors 31 at respective,
remote zones through opto-isolator units 46. The leads
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coupled with units 46 form parts of transponder bus 23.
A baud rate generator 48 is coupled with interface units
44 to control the receipt of data directed thereto from
opto-isolator units 46.

Data bus 40 is coupled with switches 19, 20 and 22
through a buffer 50. Switch 22 has an LED 52 coupled
with its push-button 28 (FIGS. 1 and 2) and this LED 1s
coupled through an LED/sync latch 54 to address bus
38 and data bus 40. A sonic alert indicator 55 also 1s
coupled to data bus 40 through latch 54.

FIG. 3 also shows liquid crystal display 18 on the
front panel 16 of housing 14. The liquid crystal display,
can display three 7-segment numerical digits in a central
portion 56 of the display and can display seven different
words. Three words can be displayed in a portion 57 to
the left of central portion 56, and four words can be
displayed in portion 59 to the right of central portion 56.
These seven words are comfail, tamper, power, active,
alarm, access and secure. Display latches 58, 60 and 62
are coupled with the word portions 57 and 39 and cen-
tral portion 56, respectively. Display latches 58 are
coupled also to data bus 40.

Control switches 19 and 20 (FIG. 3) sequence the
display of the identifying numbers assigned to various
remote zones 31 up and down and cause changes 1n the
numerals displayed by the digits in central portion 56 of
display 18. Switch 22 defines a system status switch
which is actuated to change the status of a zone whose
identifying number 1s displayed on display 18.

Immediately upon the application of power to system
10, control unit 12, under the control of central proces-
sor 36, scans bus 25 to determine which of the remote
zones, which can be as many as 128 zones, are actually
in the system. This scanning action i1s done by sequen-
tially actuating status switch 22 by the operator and one
of the two switches 19 and 20.

The identifying number of each active zone in the
system is displayed in display 18 whenever an alarm
event affects that zone. An alarm event occurs at a zone
when the security sensor at that zone 1s actuated. Each
sensor can be of any desired construction. For instance,
the sensor of each zone can be an infrared detector, a
magnetic switch, an ultrasonic motion detector, a
smoke alarm, a floor sensor or a microwaver sensors.
Other sensors can be used if desired. All system events
displayed on display 18 are controlled by switches 19,
20 and 22 (F1G. 3) of control unit 12. |

Actuating each switch 19 or 20 aliows the operator to
sequentially display the identifying numbers of all zones
present in the system. When switch 19 1s actuated, the
display sequences identifying zone numbers 1n ascend-
ing order and when switch 20 is actuated, the display
sequences down by descending identifying numbers of
the zones. Switch 22 has three functions, namely, to
acknowledge an alarm event, to secure a zone, Or to
access a zone. LED 52 mounted on push button 52 as
shown in FIGS. 1 and 2 will flash and can be accompa-
nied by a sound from sonic alert indicator 55 when an
alarm event occurs. The LED wiil continue to flash and
the sound alert indicator will continue to sound until the
operator acknowledges the alarm event by actuating
status switch 22. ,

When control unit 12 detects an alarm event at a
remote zone, such as when the sensor at the zone sends
a signal along bus 23 to control unit 12, CPU 36 receives
the signal and causes specific data to be directed along
data bus 40 to central portion 56 of display 18 so that the
display will display the identifying number of the zone
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at which the alarm event occurs. Also, latch 54 1s actu-
ated to cause LED 52 to be energized and to flash.
Sonic alert indicator 55 will also sound to warn of the
alarm event. During an alarm event, the switches 19 and
20 are locked out so as to force the operator to acknowl-
edge the alarm by actuating status switch 22. In the case
of muliple alarms, the numbers of the various zones in
alarm are displayed sequentially in central portion 56 of
the display 18. Both the alarm and active words are
flashed in portion 59 of display 18 when this occurs.

Once the alarm is acknowledged by actuating switch
22. the sonic alert is silenced and LED 352 1s deactuated.
When the alarm condition is corrected, such as by deac-
tuating the actuated sensor, the word *‘active” at por-
tioni 59 of display 18 goes out and the zone can be se-
cured by actuating the status switch 22. This action
returns the zone to an access condition and the word
“access” in portion 59 of display 18 will then be visible.

The word “‘active” on display 18 becomes visible
whenever there is an alarm event at a zone and 1if the
actuation of the sensor at the zone is continuous. The
word “active” continues to be visible until the cause of
that event has been corrected and the sensor is deactu-
ated. If an alarm has been acknowledged and the active
indicator appears in display 18, the zone having the
alarm may be accessed by actuating status switch 22 one
time. If the zone is in alarm, but the active indicator 1s
not present, status switch 22 must be actuated two
times, once to change the status of the zone from alarm
to secure and a second time to change from secure to
access. An alarmed or accessed zone may be secured by
actuating status switch 22 when the identifying number
of that zone appears in portion 56 of display 18.

If transponder 27 ceases to respond to the actuation
of status switch 22, such as during monitoring of the
zones of the transponder, this will indicate that the line
to the transponder is defective. When this occurs, the
sonic alert indicator 55 will sound and the identitfying
numbers of affected zones of that particular transponder
26 will be displayed sequentially on display 18 with
their last known status. Then, the message ‘“‘comfail”
will appear in portion 57 of display 18. When the tran-
sponder 26 does eventually respond, the previous status
of the zones will be restored.

Control unit 12 has a tamper annunciation portion
and will detect a tamper alarm at junction box 23, if
tampering does occur. In such a case, the sonic alert
indicator 55 will sound and the word “tamper” in por-
tion 57 of display 18 will become visible and will flash
on the display. The alarm state is secured automatically
when the tamper alarm is no longer detected. Tamper
alarms cannot be manually secured or accessed. How-
ever, the tamper condition may be acknowledged to
stop the sonic alert indicator 55 and allow the actuation
of status switch 22.

If electrical power is removed from control unit 12,
the sonic alert indicator will sound and the word
“power” will be displayed at portion 57 of display 18.
Operator acknowledgement is required to stop the sonic
alert indicator and free the zone status switch 22 for use.
When power is restored, the word “power” at portion
57 will go out.

The map displays 30 provide the operator with status
information at a glance for each zone in the system.
Each map display 30 is a modular unit which can con-
tain 16 sets of three color-coded LLED’s 34. For cach
zone, a red LED indicates alarm, a yellow LED indi-
cates access, and a green LED indicates secure. The
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map displays 30 can be rack mounted or can stand alone
with control unit 12.

FIG. 4 shows in graphic form the sequence of events
during an alarm event at a particular zone in which the
status changes from secure to alarm status and then the
return of the status of the zone to a secure condition,
either directly or through an access event. Usually, each
zone, before an alarm event, will be in a secure condi-
tion indicated at portion 59 on display 18 by the word

“secure”. When a sensor 31 at a particular zone is actu-

ated to cause an alarm condition, the system changes
from a secure status to an alarm event status indicated
by the word *“‘alarm” at portion 59 of display 18. Path 68
of FIG. 4 indicates the change from the secure status to
the alarm event. If the sensor comprises an alarm event,
there will be a sound made by sonic alert indicator 55.
Also, LED 52 on pushbutton 28 (FIGS. 1 and 2) will
flash to indicate the alarm event. If map displays 30 are
used, the red LED 34 of the corresponding map display
30 will flash. If the sensor remains actuated, the word
“active” is visible in portion 59 of display 18. If the
sensor 15 actuated only for a short duration, the word
“active” 1s not visible.

When the alarm event occurs, the operator will actu-
ate switch 22 indicated by path 70 to acknowledge the
alarm. When this occurs, the word “alarm” remains on
the display 18, the sonic alert indicator 55 and LED 52
go off, and the red LED on the corresponding map
display 30 will become a steady red. The operator can
instruct a worker to go to the zone in alarm or can take
other remedial action as required. |

If the sensor at the zone in alarm is actuated only for
a short duration, such as when a light beam is momen-
tarily broken, actuation of switch 22 will return the
zone to secure along path 74 of FIG. 4. At this point, the
system 1S returned to its starting condition awaiting the
- next alarm event. However, if the actuation of the sen-
sor 1S continuous, such as when a door is opened and
remains open, switch 22 is actuated and the sequence
follows a path 76 to a location on the chart in FIG. 4
represented by the word “‘access”. When this condition
1s reached, the sonic alert indicator 535 is off and the
yellow LED 34 of the corresponding map display 30
will be a steady yellow. Finally, the next actuation of
status switch 22 will cause the sequence to follow along
a path 80 of the chart in FIG. 4 back to the secure
position and the system will remain in secure until the
next alarm event. If, in, the secure condition, a zone is
monitored by actuating switch 22, the sequence is along
a path 82 back to access which will permit access or
entry to the zone without causing an alarm event. The
next actuation of switch 22 will return the zone to the
secure condition in which the green LED 34 of the
corresponding map display 30 will be steady green and
the word *secure™ will be visible at portion 59 of dis-
play 18.

In summary, the status of a zone displayed on control
unit 12, the status of a particular sensor 31, and the
status of the corresponding map display 30 will be as
follows during a secure condition, followed by an alarm
event:

CONTROL UNIT SENSQOR MAP
STATUS STATUS DISPLAY
Secure Secure Green
Active Alarm Alarm Flashing Red
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After the first actuation (path 70 of FIG. 4) of status
switch 22 following a sensor going into an alarm event,
the sonic alert indicator 55 will be silenced and the
LED 52 will be extinguished while the status of the
zone displayed on the control unit 12, the status of the
sensor, and the status of the corresponding map display
will be steady red as follows:

CONTROL UNIT SENSOR MAP
STATUS STATUS DISPLAY
(Active) Alarm (Alarm) Secure Steady Red

If the sensor is still actuated after the first actuation of
switch 22, the word ‘‘active” will also be visible in
portion 59 of display 18 and the sensor status will be in
alarm rather than in secure.

At the second actuation of switch 22, the status of the
zone displayed on control unit 12, the status of the sen-
sor at the zone and the status of the map display will
depend upon the conditions immediately before the
second actuation of switch 22. If the status of the zone,
sensor and map display are active alarm, alarm and
steady red, respectively, then the second actuation of
switch 22 causes the following conditions to occur:

CONTROL UNIT SENSOR MAP

STATUS STATUS DISPLAY
il ——

{(Active) Access (Alarm} Secure Steady Yellow

If the sensor remains actuated, the word active re-
mains visible in portion 59 of display 18 along with the
word “‘access”. In such a case, the sensor will continue
to be in alarm rather than in secure. If the sensor is only
momentarily actuated, it will be secure when the sensor
18 deactuated. When the zone is in access, entry to the
zone can be made by a person without causing an alarm
event.

If the status of the zone, the sensor and map display
are, before the second actuation of switch 22, alarm,
secure and steady red, then the second actuation of
switch 22 causes the following conditions to occur:

CONTROL UNIT SENSOR MAP
STATUS STATUS - DISPLAY
Secure Secure Steady Green

With this latter set of conditions, system 10 is ready for
the next alarm event.

What 1s claimed is:

1. A security system for a plurality of remote security
zones spaced from a central control location compris-
Ing: a central control unit adapted to be placed at said
central control location; and actuatable sensor adapted
to be placed at each of said zones, respectively; and
means coupling the central control unit with the sensors
when the sensors are at respective zones, each zone
having an identifying number, said central control unit
including a central processor, a display, a first switch
for actuating the display under the control of the central
processor to cause the identifying numbers of the zones
to be sequentially displayed on the display, a second
switch for actuating the display under the control of
sa1d central processor to cause the status of a zone to be
displayed on the display when the identifying number
of the zone 1s displayed on the display, the status of each
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zone being changeable as a function of the actuation and
deactuation of the respective sensor, whereby the status
of a zone can change from a first status condition to a
second status condition when the respective sensor 1s
actuated, said second switch being actuatable under the
control of the central processor to return the status of a
zone displayed on said display to the first status condi-
tion when the status of the zone 1s in the second status
condition when the sensor is deactuated after being
actuated, said central processor being operable to dis-
play a symbol on the display representing an active
actuation condition of a sensor when the sensor remains
actuated after being actuated, the actuation of the sec-
ond switch being operable to cause the central proces-
sor to display a third status condition of a zone before
the status of the zone is returned to the first status condi-
tion if the sensor at the zone remains actuated after
being actuated.

2. A security system as set forth in claim 1, wherein
the central processor operates to permit a zone identify-
ing number to be entered into the display without caus-
ing a change in the status of the zone from the first
status condition to the second status condition if the
second switch is actuated when the status of a zone 1s in
the first status condition before the zone is entered.

3. A security system as set forth in claim 1, wherein 1s
included a map display adjacent to the central control
unit, said map display having three light sources for
each zone, respectively, one of the light sources repre-
senting a first status condition of the respective zone,
the second light suorce representing a second status
condition of the zone, and the third light source repre-
senting a third status condition of the zone.

4. A security system for a plurality of remote security
zones spaced from a central control location compris-
ing: a central control unit adapted to be placed at said
central control location; an actuatable sensor adapted to
be placed at each of said zones, respectively; transpon-
der means coupling the sensors with the central control
unit when the sensors are at respective zones, each
sensor having a secure condition and an alarm condi-
tion, each sensor being in an alarm condition after the
sensor has been actuated and before it 1s deactuated,
each zone having an identifying number associated with
it, said central control unit including a central proces-
sor, a display, a pair of first switches for actuating the
display under the control of the central processor to
cause the identifying number of the zones to be sequen-
tially displayed on the display, one of the first switches
being operable to sequence the identifying numbers in a
forward direction and the other first switch being oper-
able to sequence the identifying numbers in a reverse
direction, said central control unit further including a
second, status switch for actuating the display under the
control of the central processor unit to cause the status
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of a zone to be displayed on the display when the 1denti-
fying number of the zone is displayed on the display,
each zone having a secure status, an alarm status and an
access status, the status of each zone being changeable
from the secure status to the alarm status when a sensor
at the zone is actuated, the central processor being oper-
able to change the status of a zone displayed on the
display from the alarm status to the access status when
the second switch is actuated and when the actuated
sensor remains actuated, the central processor being
operable to change the status of a zone displayed on the
display from the alarm status to the secure status when
the second switch is actuated and when the sensor is
thereafter deactuated, said central processor being fur-
ther operable to change the status of a zone displayed
on the display from the access status to the secure status
when the second switch is actuated as the zone is in the
access status, the central processor being operable to
change the status of a zone displayed on the display
from the secure status to the access status when the
second switch is actuated and as the sensor of the zone
remains deactuated, whereby entry to the correspond-
ing zone will be permitted without causing the zone to
be placed in an alarm status.

5. A method of monitoring a plurality of remote secu-
rity zones each being capable of having a secure status,
an alarm status and an access status comprising: provid-
ing an actuatable sensor at each zone, respectively;
displaying the status of each zone on a visual display at
a central control location; changing the status of a zone
displayed on the display from a secure status indication
to an alarm status indication when the sensor at the zone
is actuated; providing an observable indication of the
alarm status indication; returning the status of a zone
corresponding to an actuated sensor to a secure status
after the alarm status has been displayed on the display
and the actuated sensor has been deactuated; changing
the status of a zone from an alarm status to an access
status when a corresponding sensor remains actuated
after being actuated; and causing the change of the
status of a zone from an access status to a secure status
after said changing step when the corresponding sensor
has been deactuated, said returning, changing and caus-
ing steps being effected by a number of actuations ot a
single electrical switch.

6. A method as set forth in claim 5, wherein each zone
has an identifying number, and wherein is included the
step of selectively displaying the identifying number of
each of said zones at said central control location.

7. A method as set forth in claim 5, wherein each zone
has an identifying number, and including the step of
displaying the identifying number of a zone at said cen-
tral control location when the sensor corresponding to

the zone 1s actuated.
* ¥ - - X
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