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(57) ABSTRACT

Messaging with a virtual assistant by: receiving a {irst
request (e.g., spoken by a user to a virtual assistant device
hosting the virtual assistant) to check for messages recerved
by an electronic device and transmitting the first request to
a backend server for processing. The backend server
requests data associated with the messages from the elec-
tronic device and, upon receiving the data, generates a
response to the first request based on the received data. The
backend server then transmits the response to the virtual
assistant and the virtual assistant communicates the response
(e.g., using audio produced by the virtual assistant device).
The virtual assistant receives a reply from the user to the
message. The reply 1s transmitted to the backend server for
processing. The backend server transmits the reply to the
clectronic device which automatically transmits the reply to
a recipient of the reply (e.g., a sender of the message).
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MESSAGING SYSTEM FOR A VIRTUAL
ASSISTANT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of priority to
U.S. provisional application Ser. No. 62/939,516, filed on
Nov. 22, 2019, U.S. provisional application Ser. No. 62/961,
058, filed on Jan. 16, 2020, U.S. provisional application Ser.
No. 63/014,577 filed on Apr. 23, 2020, and U.S. provisional

application Ser. No. 63/019,124, filed on May 1, 2020, the

contents of each of which are hereby incorporated by
reference.

TECHNICAL FIELD

[0002] The present disclosure relates generally to user
access to messages received by an electronic device, and
more specifically to utilizing a virtual assistant to assist the
user with sending/recerving messages through the electronic
device.

BACKGROUND

[0003] Many electronic devices (e.g., a smart phone) pro-
vide users with the ability to commumnicate with each other
by transmitting and receiving messages. For example, the
clectronic devices may include texting, e-mail and/or mstant
messaging capabilities that enable the users to transmit and
receive text, images, sounds, etc. The user may interact with
these electronic devices 1n many different ways, such as
through mechanical devices (e.g., keyboards, mice, etc.),
touch screens, motion and gesture capture, etc. However,
another way to 1nteract with electronic devices 1s through a
virtual assistant, e.g., via spoken verbal input.

[0004] Using spoken verbal input to interact with elec-
tronic devices becomes more complicated when the user
attempts to discover, pair, and/or configure a secondary
clectronic device to be controlled by a primary electronic
device that provides functionality for receiving spoken ver-
bal mput to control both the primary electronic device and
the secondary computing device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Inthe drawings, which are not necessarily drawn to
scale, like numerals may describe similar components 1n
different views. Like numerals having different letter sui-
fixes may represent diflerent instances of similar compo-
nents. Some embodiments are 1llustrated by way of example,
and not limitation, 1 the figures of the accompanying
drawings.

[0006] FIG. 1 1s a use-case diagram showing a system,
consistent with some embodiments, for messaging over a
network by using a virtual assistant.

[0007] FIG. 2 1s a block diagram 1llustrating an example of
a messaging application, consistent with some embodi-
ments, for messaging over a communication network by
using a virtual assistant.

[0008] FIG. 3 1s ablock diagram illustrating an example of
a virtual assistant application, consistent with some embodi-
ments, for messaging over a communication network by
using a virtual assistant.

[0009] FIG. 4 1s a ladder diagram illustrating a method, 1n
accordance with some embodiments, for accessing messages
over a network by using a virtual assistant.
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[0010] FIG. 5 1s a ladder diagram illustrating a method, 1n
accordance with some embodiments, for sending messages
over a network by using a virtual assistant.

[0011] FIG. 6 1s a flow diagram 1llustrating a method, 1n
accordance with some embodiments, for accessing messages
over a network by using a virtual assistant.

[0012] FIGS. 7A and 7B are flow diagrams illustrating
example methods for voice processing to access messages
over a network by using a virtual assistant.

[0013] FIG. 8 1s a flow diagram 1illustrating a method, 1n
accordance with some embodiments, for sending messages
over a network by using a virtual assistant.

[0014] FIG. 9 1s a flow diagram illustrating a method,
consistent with some embodiments, for requesting message
notifications by using a virtual assistant.

[0015] FIG. 10 1s a diagrammatic representation of
machine, in the example form of a computer system, within
which a set of instructions may be executed to cause the
machine to perform any of the methodologies discussed
herein.

DETAILED DESCRIPTION

[0016] A virtual assistant may take the form of an appli-
cation, module, software, etc., capable of analyzing 1nput
(e.g., verbal mput) to identify a user’s intent and then
provide assistance to the user based on the identified user
intent. For example, a virtual assistant may be an application
such as ALEXA (made available by Amazon.com Inc., of
Seattle WA) that converts verbal input to text (e.g., using a
voice profile for a known user) and then uses semantic
analysis to analyze the text, recognize meaningiul terms 1n
the text and then determine the user intent based on data
associated with the meamngiul terms. A virtual assistant,
like ALEXA, may be voice-controlled to assist the user with
playing audio, answering questions, engaging the user’s
favorite services (e.g., a weather application), or even con-
trolling home appliances or other electronic devices (e.g., a
smart phone).

SUMMARY

[0017] Provided i1s a computer implemented method to be
carried out with a processor and a memory, comprising: a)
receiving a message on a first device; b) recerving an
instruction to deliver the message via a virtual assistant; c)
communicating the message from the first device to a server
of the virtual assistant; and d) the virtual assistant then
delivering the message to the user. The virtual assistant can
communicate the message via a virtual assistant device.

[0018] Provided is a computer implemented method to be
carried out with a processor and a memory, comprising: a)
receiving a message on the first device; b) recerving an
instruction to notify the user of the message via a messaging
application on the first device; ¢) recerving a token from the
server associated with the virtual assistant; d) matching the
user of the virtual assistant and the messaging application
based on the token; ¢) communicating the notification to the
server of the virtual assistant; and 1) the virtual assistant then
delivering the notification(s) to the user via the virtual
assistant device (e.g., via a blinking light).

[0019] Provided is a computer implemented method to be
carried out with a processor and a memory, comprising: a)
receiving a message on the first device; b) recerving an
istruction to notify the user of the message; ¢) storing the
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message (such as for less than 24 hours) to a server asso-
ciated with the messaging application; d) the virtual assistant
then delivering the notification(s) to the user via the virtual
assistant device; e) receiving an instruction to deliver the
message via the virtual assistant; ) communicating the
message to the server of the virtual assistant; and g) the
virtual assistant then delivering the message to the user.
[0020] Provided 1s a computer implemented method to be
carried out with a processor and a memory, comprising: a)
receiving a message on a first device; b) receiving an
instruction to deliver the message via the virtual assistant; ¢)
communicating the message to the server of the virtual
assistant; d) the virtual assistant then delivering the message
to the user based on a request from the user ¢) receiving a
reply message from the user via the virtual assistant; 1)
communicating the reply message to the server associated
with the messaging application; and g) transmitting the reply
message to the first device.

[0021] Provided 1s a computer implemented method to be
carried out with a processor and a memory, comprising: a)
receiving an initial message from the user to a “contact” on
the first device via the virtual assistant; b) communicating,
the 1nitial message to a server associated with the messaging
application; c¢) transmitting the mitial message to the first
device; and d) transmitting the 1nitial message to a device
associated with the contact.

[0022] Provided 1s a computer implemented method to be
carried out with a processor and a memory, comprising: a)
receiving an instruction from the user to clear any unread
messages from the first device; b) communicating the
instruction to a server associated with the messaging appli-
cation; ¢) transmitting the instruction to the first device; and
d) deleting any unread messages on the device.

[0023] Provided i1s a smart phone (or other electronics
devices mentioned above), comprising: one or more proces-
sors; a memory, a touch screen; one or more programs,
wherein the one or more programs are stored in the memory
and configured to be executed by the one or more proces-
sors, the one or more programs including instructions to
carry out the recited steps above.

[0024] Provided is a system for delivering one or more of
a text message and an email and a message from the
messenger application to a user engaged 1n an activity, the
system comprising a processor, a memory, and a touch
screen, the system configured to deliver the text message,
the message from the messenger application, and the email
to the user by carrying out the recited steps above.

System

[0025] FIG. 1 1s ause-case diagram showing a system 100,
consistent with some embodiments, for messaging over a
network by using a virtual assistant.

[0026] As 1llustrated 1n FIG. 1, the frontend of the virtual
assistant may be a virtual assistant physical virtual assistant
device 105, such as ECHO made available by Amazon.com
Inc., of Seattle WA, or GOOGLE HOME made available by
Google LLC of Mountain View CA. The virtual assistant
device 105 may have a microphone and a speaker for
receiving verbal input and generating audio output respec-
tively. The wvirtual assistant device 105 may include a
companion virtual assistant application (described below
with respect to FIG. 3), which 1s an application that connects
with a virtual assistant backend in the cloud (e.g., a virtual
assistant server 140). A user 110 may take an aflirmative step
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to request, typically by voice, that data regarding his or her
received messages, typically from her smart phone 130 or
other electronic device (e.g., desktop computer 120 or tablet
device 125), be provided to the user 110, e.g., read aloud.

[0027] In some embodiments, the virtual assistant device
105 may be in a “listening mode” wherein the companion
virtual assistant application may be activated based on
rece1ving a particular verbal command, such as “hey google”™
or “hey Sir1” or “Alexa.” After the virtual assistant appli-
cation has been activated, the user 110 may request the
virtual assistant application to 1) notify the user 110 regard-
ing any messages received by an electronic device of the
user 110 (e.g., smart phone 130), and/or 2) provide data
associated with the messages (e.g., number, source, sender,
body etc.) to user 110. For example, the data associated with
the messages may be read aloud by virtual assistant device
105 1n order of receipt of the messages until all of the data
has been provided to user 110.

[0028] In some embodiments, the emails, text messages,
voice messages, voicemail, video messages, and/or mes-
sages Irom other applications are received by the smart
phone 130 or other electronic device (e.g., 120, 125, etc.) of
user 110 via a communication network 115. For example,
the communication network 115 may be the network of a
mobile phone carrier or that of an internet carrier. Internet
Message Access Protocol (IMAP) may be used as an Appli-
cation Layer Internet protocol to communicate with a remote
mail server to access email. Text messages may be commu-
nicated, for example, across the mobile carrier of the user
110 using Short Message Service (SMS), which uses stan-
dardized communications protocols to allow mobile smart
phone 130 and/or other electronic devices (e.g., 120, 125,
ctc.) to exchange short text messages. The SMS text mes-
sage 1s “short” and may be limited to a number of characters.

[0029] In some embodiments, the message type may be
based on a source of the message, for example, a messenger
service such as Facebook messenger, Whats App messenger,
Skype messenger, Twitter Direct Messenger, Tango messen-
ger, Viber Messenger, WeChat messenger, Instagram direct
messenger, and 1Message (Apple chat). The messenger
service 1s an instant messaging service and soltware appli-
cation which provides chat with a frniend on electronic
devices that include a mobile carrier antenna, such as a
mobile smart phone 130. The messenger service may be
built, for example, based on the open MQ Telemetry Trans-
port (MQTT) network protocol that transports messages
between devices.

[0030] In some embodiments, rather than using a dedi-
cated virtual assistant device (e.g., virtual assistant device
105), the virtual assistant may reside on a personal device of
user 110, such as a smart watch of user 110 or the smart
phone 130 of user 110. However, the virtual assistant may
reside on desktop computer 120, tablet device 125, a vehicle
operating system and/or home devices/appliances (such as a
television, refrigerator, etc.). The user 110 may request the
virtual assistant on his smart phone 130 to provide (e.g., read
aloud) the message data for messages received at the smart
phone 130 itself or at another electronic device (e.g., 125 or
130). The backend methods for processing the request and
the messages of user 110 may be implemented 1n the same
manner as described herein with respect to a dedicated
virtual assistant hosting device, such as virtual assistant

device 105.
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[0031] In some embodiments, the message request of user
110 may be communicated from the virtual assistant device
105 hosting the virtual assistant application to the cloud
(e.g., to virtual assistant server 140 of cloud services 135),
which may be Amazon’s web service (AWS) or another
cloud based service. The message request of user 110 may
then be processed (e.g., voice to text and determination of
intent of user 110) by the virtual assistant server 140 before
being communicated to a separate backend server 145,
which may also reside 1n the cloud (e.g., 1n cloud services
135). The message request of user 110 may be communi-
cated to the backend server 145 because a “messages’™ intent
was determined for user 110 and backend server 145 hosts
a “skall” which facilitates messaging via the virtual assistant
(pingloud skill from messageLOUD Inc.). Accordingly,
backend server 145 may be referred to as the “skill back-
end”. In the context of a virtual assistant, a “skill” 1s like an
app for Google Android or Apple 10S, for example, you may
have skills developed to utilize the Amazon Alexa infra-
structure. The Alexa Skills Kit 1s a collection of self-service
APIs and tools that make it fast and easy for developers to
create new voice-driven capabilities (e.g., messaging) for
Alexa. For example, 11 user 110 wanted to book a reservation
at a restaurant, the user 110 could simply download a
reservation booking skill and then use 1t to book the reser-
vation. The skill may be hosted by the virtual assistant server
140 so that communication with the backend server 145 1s
not required.

[0032] The communication of the message request from
the virtual assistant server 140 to the backend server 145
may also include the communication of a token. A token 1s
a private and/or encrypted key that allows logging into a
virtual assistance account of user 110 (e.g., an Amazon/
Alexa account) from the backend server 145. The transmuit-
ted token may be used to match the same user for two
applications as the user 110 logs into the virtual assistant
application (e.g., Alexa companion app) hosted by virtual
assistant device 105 and a messaging application (e.g., ping
app from messagel. OUD Inc.) runnming on a separate elec-
tronic device (e.g., smart phone 130) with the same Amazon
user account. The token may be used by backend server 145
to get user profile data (e.g., from storage 155) for user 110
as per his/hers Amazon user account. In some embodiments,
an access token may be used to imitially access Amazon
profile data for user 110 and a refresh token may subse-
quently be used to refresh the token data after a specified
time period, which limits the “lifetime” of the orniginally
communicated access token, has expired.

[0033] In some embodiments, the token may be commu-
nicated from the backend server 145 to a separate third party
server 150 which hosts an application (e.g., Firebase from
Google) configured to allow for a third party to log into a
virtual assistant user account of user 110 from the third-party
server 150 based on the token. The Firebase application may
provide authentication to improve the sign-in and onboard-
ing experience for end users, like user 110 1 system 100.
For example, the Firebase application may provide an end-
to-end 1dentity solution for system 100 by supporting inter-
action with email and password accounts, phone authent-
cations, and diverse logins: Google, Twitter, Facebook,

(G1tHub, etc.

[0034] In some embodiments, the above noted ping appli-
cation (which 1s a messaging management application
described, 1n part, mn U.S. Pat. No. 9,591,117 which 1s
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incorporated herein by reference 1n 1ts entirety) running on
smart phone 130, may check for newly received (e.g., since
they were last checked) messages, and then 11 there are any,
send data associated with the messages (e.g., source, sender,
subject, body, etc.) to the skill backend server 145. In some
embodiments, the backend server may store the data asso-
ciated with the messages for later access, for example the
message data may be stored 1n a storage 160 configured to
store the message data types. The backend server 145 may
then communicate the message data to the virtual assistant
server 140 which may host a program like Alexa Voice
Service for voice processing (€.g., text to audio). The virtual
assistant server 140 may then communicate the processed
message data to the virtual assistant device 105 which
provides (e.g., reads aloud) the messages.

[0035] In some embodiments the messages received at
smart phone 130 may be replied to after they have been
communicated to user 110 by virtual assistant device 105.
Alternatively, the user may generate an 1nitial message (e.g.,
instead of a reply) to a “contact” of the user on smart phone
130. The virtual assistant device 105 may receive a spoken
reply to at least one of the messages received by the smart
phone 130, for example, “Please tell Bob that I will meet
him for dinner at 8 pm™. Therefore, the system 100 might
match the reply to the message based on a sender of the
message being “Bob” and/or a subject of the message being
“dinner”. Alternatively the system 100 might match the
reply to a contact on smart phone 130 based on a name field
of the contact being “Bob”. The virtual assistant device 105
may then transmit the spoken reply to the virtual assistant
server 140 for voice processing, wherein the voice process-
ing includes generating text based on the reply (or initial
message) and then generating an audio version of the reply
based on the text. The virtual assistant device 105 may then
receive and play the generated audio so that user 110 may
listen to the audio and approve of the generated audio
version of the reply (or initial message) before 1t 1s sent. The
virtual assistant device 105 may therefore wait for a spoken
acknowledgment user 110 that indicates that the played
audio matches the spoken reply. The virtual assistant device
105 may then transmit the text generated based on the reply
(or mitial message) to backend server 143 based on recerv-
ing the acknowledgement.

[0036] Insome embodiments, the backend server 145 may
then transmit data associated with the generated reply (or
initial message) text to the smart phone 130. The messaging
application (e.g., ping app.) may generate a reply (or initial)
message based on the received data associated with the reply
text and transmit the reply message to a sender of the at least
one message (or a contact), e.g., Bob.

User Interface

[0037] FIG. 21s ablock diagram illustrating an example of
a messaging application 200, consistent with some embodi-
ments, for messaging over a communication network by
using a virtual assistant.

[0038] In some embodiments, the messaging application
200 (e.g., ping app from messageLOUD Inc.) may be
running on smart phone 130, although as noted above 1t may
be running on another device (e.g., 120, 125, etc.). A display
205 of smart phone 130 may show a user interface 210 (UI)
for the messaging application 200.

[0039] The UI 210 may present the user 110 with graphi-
cal menu choices such as a “contacts” choice 220 and a
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“settings” choice 230. The Ul 210 may also present the user
110 with instructions for setting up the messaging applica-
tion 200 for use in conjunction with the virtual assistant
application so that messages received at the smart pone 130
may be accessed via the virtual assistant application. The
instructions may be presented based on user 110 having
selected an option for instructions to be shown when the
messaging application 200 1s launched.

[0040] In some embodiments, the Ul 210 may present the
tollowing instructions for using the messaging application
200 together with the virtual assistant application: 1) log into
the messaging application 200 with a user account of user
110 (e.g., an Amazon user account); 2) select the menu
choice “Settings” 230 of the UI 210; 3) select a settings
menu choice for the “Virtual Assistant Application” (e.g.,
Alexa); and 4) select a menu choice(s) for linking the user
account of user 110 (e.g., Amazon account of user 110) to the
virtual assistant application.

[0041] FIG. 3 1s a block diagram 1illustrating an example of
a virtual assistant application 300, consistent with some
embodiments, for messaging over a communication network
by using a virtual assistant.

[0042] In some embodiments, a Ul 310 of the wvirtual
assistant application 300 (e.g., the Alexa companion app)
may be accessed via the smart phone 130 of user 110 (or
another device: 120, 125, etc.) over the communication
network 1135 or over a short range connection protocol (e.g.,
Bluetooth) 11 the smart phone 130 1s physically close enough
to the virtual assistant device 1035 hosting the virtual assis-
tant application. In some embodiments, the frontend virtual
assistant device 105 may have 1ts own display (and/or other
controls) through which the user 110 may interact with the
UI 310 of the virtual assistant application 300.

[0043] The display 205 of smart phone 130 may show the

user interface 310 (UI) for the virtual assistant application
300. The UI 310 may present the user 110 with graphical
menu choices such as a “skills” choice 320 and a “‘settings™
choice 330. The UI 310 may also present the user 110 with
instructions for setting up the virtual assistant application
300 for use 1n conjunction with the messaging application
200 so that messages received at the smart pone 130 may be
accessed via the virtual assistant application 300. As noted
above with respect to FIG. 2, the structions may be
presented based on user 110 having selected an option for

instructions to be shown when the virtual assistant applica-
tion 300 1s launched.

[0044] In some embodiments, the Ul 310 may present the
following instructions for using the virtual assistant appli-
cation 300 together with the messaging application 200: 1)
log 1nto the virtual assistant application 300 with the user
account of user 110 (e.g., the same Amazon user account
used to log into messaging application 200); 2) select the
menu choice “Settings™ 330 of the UI 310; 3) select the
menu choice “Skills” 320 of the UI 310; 4) search for and
then select a skills menu choice for interacting with the
messaging application 200 (e.g., the pingl.oud skill); 5)
select a skills menu choice for enabling the selected skill
(c.g., the pingloud skill); and, after the skill has been
enabled, 6) select a settings menu choice to “Enable Noti-
fications™.
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Data Flow

[0045] FIG. 4 1s a ladder diagram illustrating a method
400, as used 1n some embodiments, for accessing messages
over a network by using a virtual assistant.

[0046] A system for accessing messages over a network by
using a virtual assistant (e.g., system 100 of FIG. 1) may
operate 1n different modes. For example: 1) Message Deliv-
ery upon Request: 1 this mode all newly received texts/
emails/messages are aggregated by messaging application
200 (e.g., ping application) and placed 1n local storage on the
smart phone 130 of user 110 (e.g., running the Android
operating system by Google). The new messages are passed
from smart phone 130 to the virtual assistant server 140
(e.g., backend Alexa AVS) when user 110 asks virtual
assistant device 105 (e.g., Echo device) for new messages
(e.g., from smart phone 130) to be read aloud. Once read,
cach message may be deleted from the messaging applica-
tion 200 local storage. Alternatively, the messages may be
deleted from the messaging application 200 local storage
betore they are even read/heard based on an 1nstruction from
the user 110 to do so.

[0047] 2) Notifications: i this mode (which i1s optional
since the messages may be requested whether or not a
notification has been received) all newly received texts/
emails/messages are sent to the virtual assistant server 140
in real time (e.g., as they are received by messaging appli-
cation 200 at smart phone 130) and stored there (e.g.,
securely encrypted 1n storage 160) for a limited period of
time (e.g., a specified time period). The virtual assistant
device 105 (e.g., Echo device or other personal/virtual
assistant device) may flash a light to indicate that a notifi-
cation has been received and 1s pending. The user 110 may
see the flashing light on virtual assistant device 105 and ask
it (as 1n mode 1 above) to provide message data relating to
the pending notification (e.g., number, sender, subject, body,
etc.).

[0048] At operation 402, the user 110 may enable notifi-
cations regarding messages received at an electronic device
of user 110 (e.g., via messaging application 200 on smart
phone 130).

[0049] At operation 404, the messaging application 200 on
the smart phone 130 may send a noftification to backend
server 145 based on a message being received.

[0050] Atoperation 406, the backend server 145 may store
the message which caused the notification in 1ts own storage
(e.g., storage 160) based on the messaging application 200
sending the message together with the nofification. The
message placed 1n storage 160 by the backend server 143
may be delivered to the user 110 after a request by the user
110 as described below with respect to operations 420 and
426. In some embodiments, the message may reside 1n
storage 160 1n an encrypted format. Enabled notifications
may be a parameter that messaging application 200 uses to
make a decision on whether to store the received message in
local storage (e.g., in smart phone 130) or send the message
to backend server 145 1n real time. In some embodiments,
the stored message may only exist on the backend server 145
(e.g., 1n storage 160) until 1t 1s provided to user 110 or until
a pre-determined period of time has expired and 1t 1s deleted.
As noted above, the messages may be deleted from the
messaging application 200 local storage before they are even
read/heard based on an instruction from the user 110 to do
so, this instruction may also delete any copies of the
message from the storage 160.
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[0051] At operation 408, the backend server 145 may send
the notification to the virtual assistant server 140 (e.g., Alexa
AVS).

[0052] At operation 410, the virtual assistant server 140

may send the notification to the virtual assistant device 105
(e.g., Echo device).

[0053] At operation 412, the virtual assistant device 105
may provide the notification to the user 110 1n any manner.
For example, the virtual assistant device 105 may have a
light that turns on and/or blinks in order to indicate the
presence ol a pending event, such as a received message.

[0054] At operation 414, the user 110 may verbally
request a virtual assistant frontend (e.g., the virtual assistant
application 300 on virtual assistant device 1035) to access
messages received at an electronic device of user 110 (e.g.,
received by messaging application 200 on smart phone 130).

[0055] At operation 416, the virtual assistant device 105
may transmit the spoken verbal request to a virtual assistant
backend (e.g., virtual assistant server 140).

[0056] At operation 418, the virtual assistant server 140
may voice process the verbal request (e.g., verbal to text
conversion and intent determination) and, upon determining
a “messaging’” intent, transmit the processed request to a
skill backend server 143 that handles the backend processing
for a messaging skill of the virtual assistant (e.g., to operate
in conjunction with the messaging application 200). A token
may be passed (e.g., with the processed request) to the
backend server 145 in order to verily user 110 to the
messaging application 200 as described below.

[0057] At operation 420, the backend server 145 may
determine whether data associated with messages received
by the smart phone 130 has already been recerved and stored
(c.g., m storage 160 as noted above) and, based on a
determination that 1t has been, proceed directly to operation
432 (as described below). For example, the messaging
application 200 may have made the decision on whether to
store the received message 1n local storage (e.g., 1n smart
phone 130) or send the message to backend server 145 in
real time, for storage 1n storage 160, based on notifications
having been enabled by user 110 as explained above.

[0058] At operation 422, the backend server 145 may
transmit the message request of user 110 to the messaging,
application 200 on the smart phone 130. As noted above, the
backend server 145 may use third party server 150 (e.g.,
Firebase server) to communicate with the messaging appli-
cation 200 on smart phone 130 regarding the messages that
have been requested by user 110. Also as noted above, the
Firebase application may provide authentication (e.g.,
checking token values) to improve the sign-in experience for
user 110 1n system 100.

[0059] At operation 424, the messaging application 200 on
the smart phone 130 may send message data associated with
received messages to backend server 145 based on receiving
the message request from backend server 145.

[0060] At operation 426, the backend server 145 may send
the message data associated with the received messages to
the virtual assistant server 140 (e.g., Alexa AVS) for pro-
cessing (e.g., text to audio conversion).

[0061] At operation 428, the virtual assistant server 140
may send the processed message data to the virtual assistant
device 1035 (e.g., Echo device).

[0062] At operation 430, the virtual assistant device 105
may provide the message data to the user 110 1n any manner.
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For example, the virtual assistant device 105 may play audio
based on the processed message data for user 110.

[0063] At operation 432, the stored message(s) may be
deleted from the backend server 145 (e.g., i storage 160 or
smart phone 130) after 1t 1s provided to user 110 or after a
pre-determined period of time has expired since storage
(e.g., 24 hrs). As noted above, the messages may also be
deleted belfore they are read/heard based on an instruction

received from the user 110 by the virtual assistant device
105.

[0064] FIG. 5 1s a ladder diagram illustrating a method
500, as used in some embodiments, for sending messages
over a network by using a virtual assistant.

[0065] A system for replying to messages over a network

by using a virtual assistant may resemble system 100 of FIG.
1

[0066] At operation 502, the user 110 may verbally gen-
crate an 1nitial message to a contact on smart phone 130 or
a reply to at least one message received at the electronic

device of user 110 (e.g., recerved by messaging application
200 on smart phone 130) via the virtual assistant frontend

(e.g., the virtual assistant application 300 on virtual assistant
device 105).

[0067] At operation 504, the virtual assistant device 105
may transmit the spoken verbal initial message or reply to
the at least one received message to a virtual assistant
backend (e.g., virtual assistant server 140).

[0068] At operation 506, the virtual assistant server 140
may voice process the verbal message/reply, wherein the
processing may include verbal to text conversion wherein a
“message or reply” intent determination 1s made and then
tollowed by text to audio conversion of the message or reply.

[0069] At operation 508, the virtual assistant server 140
may transmit the generated audio message or reply to the
virtual assistant device 105.

[0070] At operation 510, the virtual assistant device 105
may play the audio message or reply.

[0071] At operation 312, the user 110 may verbally
acknowledge that the audio message or reply matches the
spoken message or reply.

[0072] At operation 514, the virtual assistant device 105
may transmit the verbal acknowledgement to the wvirtual
assistant server 140 for voice processing, e.g., verbal to text
conversion and determination of a message acknowledge-
ment intent or a reply acknowledgement intent.

[0073] At operation 516, the virtual assistant server 140
may transmit the processed acknowledgement message or
reply intent (e.g., text) to the skill backend server 145 that
handles the backend processing for a messaging skill of the
virtual assistant (e.g., to operate in conjunction with the
messaging application 200). As noted above, a token may be
passed (e.g., with the voice processed request) to the back-
end server 145 1n order to verily user 110 to the messaging
application 200.

[0074] At operation 518, the backend server 145 may
generate data associated with the message or reply, e.g.,
reply type, reply recipient(s), reply subject, reply body, eftc.
[0075] At operation 520, the backend server 145 may
transmit the message or reply data to the messaging appli-
cation 200 on smart phone 130. In some embodiments, the
backend server 145 may store the message or reply data in
a database (e.g., storage 160) for a period of time. As noted
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above, the backend server 145 may use a third party server
(e.g., third party server 130) to interact with the messaging
application 200.

[0076] Atoperation 522, the messaging application 200 on
smart phone 130 may generate a message or reply based on
the received message or reply data. For example, a reply
type: e-mail, reply recipient: Bob{@gmail.com, reply sub-
ject: “dinner” and reply body: “I will meet you at 8 pm”.
[0077] Atoperation 524, the messaging application 200 on
smart phone 130 may transmit the generated message or
reply to an electronic device associated with the recipient
(c.g., Bob) of the message or reply (e.g., recipient’s smart

phone 163).

Methods

[0078] FIG. 6 1s a flow diagram illustrating a method 600,

in accordance with embodiments, for accessing messages
over a network by using a virtual assistant.

[0079] At operation 602, a virtual assistant frontend (e.g.,
the virtual assistant application 300 on virtual assistant
device 106) may receive a first request from the user 110 to
check messages received at an electronic device of user 110
(e.g., recerved by messaging application 200 on smart phone
130).

[0080] At operation 604, the first request of user 110 may
be transmitted to the backend server 146 (e.g., because a
“messages” 1ntent was determined for the first request and
backend server 146 hosts a “skill” which facilitates mes-
saging via the virtual assistant frontend (pingloud skill from

messageLOUD Inc.).

[0081] At operation 606, the backend server 146 may
transmit the first request of user 110 to the messaging
application 200 on the smart phone 130. As noted above, the
backend server 146 may use third party server 160 (e.g.,
Firebase server) to communicate with the messaging appli-
cation 200 on smart phone 130 regarding the messages that
have been requested by user 110.

[0082] At operation 608, the backend server 146 may
determine whether any data associated with messages
received by the smart phone 130 has been returned from
smart phone 130 1n response to the first request. The method
600 may end based on a determination that no message data
has been returned by smart phone 130.

[0083] At operation 610, the backend server 146 may

generate a response to the first request based on message
data recerved from messaging application 200 on the smart

phone 130.

[0084] At operation 612, the backend server 146 may send
the generated response to the virtual assistant device 106
(e.g., Echo device).

[0085] At operation 614, the virtual assistant device 106
may provide the message data to the user 110 1n any manner.

For example, the virtual assistant device 106 may play audio
based on the generated response for user 110.

[0086] FIG. 7A 1s a flow diagram illustrating example
method 700A for voice processing to access messages over
a network by using a virtual assistant.

[0087] At operation 702A (which may follow from opera-
tion 602 of method 600 of FIG. 6), the virtual assistant

device 106 may determine whether the first request 1s a
spoken verbal request. The method 700A may return to
operation 604 of method 600 based on a determination that
the first request 1s not a spoken request.
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[0088] At operation 704 A, the virtual assistant device 106
may transmit the spoken verbal request to a virtual assistant
backend (e.g., virtual assistant server 140) based on a
determination that the first request 1s a spoken verbal
request.

[0089] At operation 706A, the virtual assistant server 140
may voice process the spoken request (e.g., verbal to text
conversion and intent determination) and then method 700A
may proceed to operation 604 of method 600.

[0090] FIG. 7B 1s a flow diagram illustrating example
method 700B for voice processing to access messages over
a network by using a virtual assistant.

[0091] At operation 702B (which may follow from opera-
tion 610 of method 600 of FIG. 6), the virtual assistant
device 106 may determine whether the response 1s a text-
based response. The method 700B may return to operation
610 of method 600 based on a determination that the first
response 1s not a text-based response.

[0092] Atoperation 70413, the virtual assistant device 106
may transmit the response to a virtual assistant backend
(e.g., virtual assistant server 140) based on a determination
that the response 1s a text-based response.

[0093] At operation 706B, the virtual assistant server 140
may voice process the text-based response (e.g., text to
audio conversion) and then method 700A may proceed to
operation 612 of method 600.

[0094] FIG. 8 15 a flow diagram 1illustrating a method 800,

consistent with some embodiments, for sending messages by
using a virtual assistant.

[0095] At operation 802 (which may follow from opera-
tion 614 of method 600 of FIG. 6), the virtual assistant
frontend (e.g., the virtual assistant application 300 on virtual
assistant device 105) may recerve an initial message from
user 110 to a contact on smart phone 130 or a reply from the
user 110 to at least one of the messages received at the
clectronic device of user 110 (e.g., received by messaging
application 200 on smart phone 130).

[0096] At operation 804, the virtual assistant device 105
may transmit the spoken verbal 1nitial message or reply to
the at least one received message to a virtual assistant
backend (e.g., virtual assistant server 140).

[0097] At operation 806, the virtual assistant server 140
may voice process the verbal initial message or reply,
wherein the processing may include verbal to text conver-
s1on, “message or reply” intent determination and text to
audio conversion based on the text derived from the spoken
initial message or reply.

[0098] At operation 808, the virtual assistant device 105
may recerve and then play aloud the audio 1nitial message or
reply for the user 110 to evaluate.

[0099] At operation 810, the user 110 may verbally
acknowledge whether the audio reply matches the spoken
initial message or reply.

[0100] At operation 812, the virtual assistant device 105
may request (e.g., via audio) that the user 110 repeat the
initial message or reply based on the user not confirming that
the audio 1nitial message or reply matches the spoken 1nitial
message or reply. For example, the user 110 may state “No”
or “not right” after hearing the audio mmitial message or
reply:

[0101] At operation 814, the virtual assistant server 140
may transmit the processed imitial message or reply (e.g.,
text derived from spoken 1nitial message or reply) to the skall
backend server 145 that handles the backend processing for
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a messaging skill of the virtual assistant (e.g., to operate 1n
conjunction with the messaging application 200). As noted
above, a token may be passed (e.g., with the voice processed
initial message or reply) to the backend server 145 1n order
to verily user 110 to the messaging application 200.

[0102] At operation 816, the backend server 145 may
generate data associated with the processed 1nitial message
or reply (e.g., reply type, reply recipient(s), reply subject,
reply body, etc.) and transmit the initial message or reply
data to the messaging application 200 on smart phone 130.
In some embodiments, the backend server 145 may store the
initial message or reply data 1n a database (e.g., storage 160)
for a period of time. As noted above, the backend server 1435
may use a third party server (e.g., third party server 150) to

interact with the messaging application 200 on smart phone
130.

[0103] Atoperation 818, the messaging application 200 on
smart phone 130 may generate an initial message or reply
message based on the received initial message or reply data
(e.g., areply type: e-mail, reply recipient: Bob@gmail.com,
reply subject: “dinner” and reply body: “I will meet you at
8 pm”) and transmit the generated 1nitial message or reply
message to an electronic device associated with the recipient
(c.g., Bob) of the reply or message (e.g., recipient’s smart
phone 163).

[0104] FIG. 9 1s a flow diagram illustrating a method 900,

consistent with some embodiments, for requesting message
notifications by using a virtual assistant.

[0105] At operation 902, the user 10 may run the messag-
ing application 200 on smart phone 130, e.g., the ping
application from messagel. OUD Inc.

[0106] At operation 904, the user 110 may request to be
notified at the virtual assistance device 105 of any messages
received at smart phone 130. The user 110 may do this by
enabling notifications via a menu option of a Ul of the
messaging application 200, as described above with respect

to FI1G. 2.

[0107] At operation 906, the backend server 145 may
determine whether any notifications regarding messages
received by the smart phone 130 has been returned from
smart phone 130 in response to the second request. The
method 900 may end based on a determination that no
notification has been returned by smart phone 130 in
response to the second request.

[0108] At operation 908, the backend server 145 may

receive message data (e.g., including any notifications and/
or any messages) from smart phone 130.

[0109] Atoperation 910, the backend server 145 may store
the recerved message data (e.g., in storage 160 as explained
above) until they are requested by user 110 or until a
specified time period has expired (e.g., 48 hrs).

[0110] At operation 912, the backend server 145 may
transmit the notification(s) to the virtual assistant device 105
(e.g., Echo device).

[0111] At operation 914, the virtual assistant device 1035
may provide the notification to the user 110 1n any manner.
For example, the virtual assistant device 105 may flash a
light to indicate that a notification 1s pending for user 110.

Machine Architecture

[0112] FIG. 10 1s a block diagram 1llustrating a machine 1n
the example form of a computer system 1000, within which
a set or sequence of instructions may be executed to cause
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the machine to perform any one of the methodologies
discussed herein, according to an example embodiment.

[0113] In alternative embodiments, the machine operates
as a standalone device or may be connected (e.g., net-
worked) to other machines. In a networked deployment, the
machine may operate in the capacity of either a server or a
client machine in server-client network environments, or it
may act as a peer machine 1n peer-to-peer (or distributed)
network environments. The machine may be an onboard
vehicle system, wearable device, personal computer (PC), a
tablet PC, a hybnid tablet, a personal digital assistant (PDA),
a mobile telephone, or any machine capable of executing
instructions (sequential or otherwise) that: specily actions to
be taken by that machine. Further, while only a single
machine 1s 1illustrated, the term “machine” shall also be
taken to include any collection of machines that individually
or jointly execute a set (or multiple sets) of istructions to
perform any one or more of the methodologies discussed
hereimn. Similarly, the term *“processor-based system” shall
be taken to include any set of one or more machines that are
controlled by or operated by a processor (e.g., a computer)
to 1individually or jointly execute instructions to perform
methods as discussed herein.

[0114] Example computer system 1000 includes at least
one processor 1002 (e.g., a central processing unit (CPU), a
graphics processing unit (GPU) or both, processor cores,
compute nodes, etc.), a main memory 1004 and a static
memory 1006, which communicate with each other via a
link 1008 (e.g., bus). The computer system 1000 may further
include a video display umt 1010, an alphanumeric mnput
device 1012 (e.g., a keyboard), and a user interface (UI)
navigation device 1014 (e.g., a mouse). In one embodiment,
the video display unit 1010, mput device 1012 and UI
navigation device 1014 are incorporated into a touch screen
display. The computer system 1000 may additionally
include a storage device 1016 (e.g., a drive unit), a signal
generation device 1018 (e.g., a speaker), a network interface
device 1020, and one or more sensors 1022, such as a global
positioning system (GPS) sensor, accelerometer, gyrometer
or other sensor.

[0115] The storage device 1016 includes a machine-read-
able medium 1024 on which 1s stored one or more sets of
data structures and instructions 1026 (e.g., software)
embodying or utilized by any one or more of the method-
ologies or functions described herein. The instructions 1026
may also reside, completely or at least partially, within the
main memory 1004, static memory 1006, and/or within the
processor 1002 during execution thereof by the computer
system 1000, with main memory 1004, static memory 1006,
and processor 1002 comprising media.

[0116] While the machine-readable medium 1024 1s 1llus-
trated 1n an example embodiment to be a single medium, the
term “machine-readable medium” may include a single
medium or multiple media (e.g., a centralized or distributed
database, and/or associated caches and servers) that store the
one or more instructions 1026. The term “machine-readable
medium™ shall also be taken to include any tangible medium
that 1s capable of storing, encoding or carrying instructions
for execution by the machine and that cause the machine to
perform any one or more of the methodologies of the present
disclosure or that 1s capable of storing, encoding or carrying
data structures utilized by or associated with such nstruc-
tions. The term “machine-readable medium” shall accord-
ingly be taken to include, but not be limited to, solid-state
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memories, and optical and magnetic media. Specific
examples of machine-readable media include volatile or
non-volatile memory, including but not limited to, by way of
example, semiconductor memory devices (e.g., electrically
programmable read-only memory (EPROM), electrically
erasable programmable read-only memory (EEPROM)) and
flash memory devices; magnetic disks such as internal hard
disks and removable disks; magneto-optical disks; and CD-
ROM and DVD-ROM disks.

[0117] The instructions 1026 may further be transmitted or
received over a communications network 1028 using a
transmission medium via the network interface device 1020
utilizing any one of a number of well-known {transier
protocols (e.g., HI'TP). Examples of communication net-
works include a local area network (LAN), a wide area
network (WAN), the Internet, mobile telephone networks,
plain old telephone (POTS) networks, and wireless data
networks (e.g., Wi-Fi1, 3G, and 4G LTE/LTE-A or WiMAX
networks). The term “transmission medium” shall be taken
to include any intangible medium that i1s capable of storing,
encoding, or carrying instructions for execution by the
machine, and includes digital or analog signals or other
intangible medium to facilitate communication of such
software.

[0118] Example computer system 1000 may also include
an 1put/output controller 1030 to receive mput and output
requests from the at least one central processor 1002, and
then send device-specific control signals to the device they
control. The mput/output controller 1030 may free the at
least one central processor 1002 from having to deal with
controlling each separate kind of device.

APPENDIX

Business Rules/in-Use Commands:

[0119] For every command below, add a version with the
word ‘please’ before i1t. Once Alexa 1s reading messages the
user can say ‘stop’ to stop reading messages.

[0120] Alexa, stop

[0121] Alexa, stop reading

[0122] Alexa, stop reading messages
[0123] When Alexa 1s reading aloud, the user can say:
[0124] Alexa, archive this message
[0125] Alexa, archive

[0126] Alexa, delete this message
[0127] Alexa, delete

[0128] Alexa, skip this message
[0129] Alexa, skip

[0130] Alexa, mark as read

[0131] Alexa, mark as unread
[0132] Alexa, next message

[0133] Alexa, next

Alexa Commands:

[0134] Do I have any new emails

[0135] Do I have any new email

[0136] Do I have any new messages

[0137] Do I have any new text messages
[0138] Do I have any new sms’s

[0139] Do I have any new WhatsApp messages
[0140] Do I have any new WhatsApps

[0141] Do I have any new Facebook messages
[0142] Do I have any emails
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[0143] Do I have any email

[0144] Do I have any messages

[0145] Do I have any text messages
[0146] Do I have any sms’s

[0147] Do I have any WhatsApp messages
[0148] Do I have any WhatsApps

[0149] Do I have any Facebook messages

*The answer to these 1s: “You have X unread <message

type>.”
[0150] Read my emails

[0151] Read my email

[0152] Read my messages

[0153] Read my texts

[0154] Read my WhatsApp messages
[0155] Read my WhatsApps

[0156] Read my sms’s

[0157] Read my Facebook messages

*The answer to this 1s to simply start reading any unread
<message types->.

[0158] Read emails

[0159] Read email

[0160] Read messages

[0161] Read texts

[0162] Read WhatsApp messages
[0163] Read WhatsApps

[0164] Read sms’s

[0165] Read Facebook messages

*The answer to this 1s to simply start reading any unread
<message types->.

[0166] How many new texts do I have?

[0167] How many new sms’s do I have?

[0168] How many new emails do I have?

[0169] How many new Facebook messages do I have?
[0170] How many new WhatsApp messages do I have?
[0171] How many new WhatsApps do I have?

*The answer to these 1s: “You have X unread <message

type>.”
What 1s claimed 1s:

1-20. (canceled)

21. A computer implemented method, comprising:

receiving, by a virtual assistant program hosted by a
virtual assistant device, a first request to check for
messages received by an electronic device;

transmitting the first request to a backend server for
processing;

requesting from a messaging application on the electronic
device, by the backend server, stored data associated
with the messages;

recerving the data associated with the messages and
generating a response to the first request based on the
received data associated with the messages;

transmitting the response to the virtual assistant program;
and

communicating the response by the wvirtual assistant
device.

22. The method of claim 21, wherein the data associated

with the messages includes at least one of a number, a

source, a date, a time or a body of the messages that have
been received by the electronic device.

23. The method of claim 1, wherein the first request 1s
spoken to the virtual assistant device and communicating the
response includes playing audio by the virtual assistant
device.
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24. The method of claim 21, wherein the virtual assistant
device comprises at least one of a smart phone, a smart
watch, a personal computer, a tablet computer, a vehicle or
a home appliance and the messages comprise at least one of
emails, text messages, voice messages, voicemail or video
messages.

25. The method of claim 21, further comprising:

transmitting the first request to a server associated with
the wvirtual assistant program for voice processing,
wherein the voice processing includes generating text;
and

transmitting the response to the server associated with the
virtual assistant program for text processing, wherein
the text processing includes generating audio.

26. The method of claim 21, further comprising:

receiving, by the virtual assistant device, a spoken reply
to at least one of the messages received by the elec-
tronic device;

transmitting the reply to a server associated with the
virtual assistant program for voice processing, wherein
the voice processing includes generating text based on
the reply and generating audio based on the text;

receiving and playing the generated audio by the virtual
assistant device;:

receiving, by the wvirtual assistant device, a spoken
acknowledgment that the played audio matches the
spoken reply; and

transmitting the text to the backend server based on
receiving the acknowledgement.

27. The method of claim 26, further comprising:

transmitting to the electronic device, by the backend
server, data associated with the text based on the reply;

generating a reply message, by the messaging application
on the electronic device, based on the received data
associated with the reply; and

transmitting the reply message to a sender of the at least
one message.

28. The method of claim 27, wherein the spoken reply to
at least one of the messages received by the electronic device
comprises an 1nitial message to a contact on the electronic
device and transmitting the reply message to a sender of the
at least one message comprises transmitting the initial
message to the contact on the electronic device.

29. The method of claim 21, further comprising:

transmitting a token to the backend server with the first
request; and

using the token to match a user that 1s logged into the
virtual assistant program and the messaging applica-
tion-to a same user account.

30. The method of claim 21, further comprising:

receiving, by the wvirtual assistant program, a second
request to be notified of the electronic device receiving
at least one of the messages;

instructing, by the backend server, the messaging appli-
cation on the electronic device to automatically trans-
mit data associated with the at least one message based
on receiving the second request from the virtual assis-

tant program;
receiving the at least one message by the electronic device

and transmitting data associated with the at least one
message to the backend server;

storing the data associated with the at least one message;
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transmitting a notification to the virtual assistant program
based on receiving the data associated with the at least
one message; and
commumnicating the notification by the virtual assistant
device.
31. The method of claim 30, further comprising:
generating the response to the first request based on the
stored data; and
at least one of deleting the stored data based on the
communication of the response or deleting the stored
data based on a specified time period.
32. The method of claim 21, further comprising:
recerving a deletion request for unread messages on the
electronic device;
transmitting the deletion request to the backend server for
processing;
requesting, by the backend server, that the messaging
application on the electronic device delete data asso-
ciated with the unread messages; and
deleting data associated with the unread messages by the
clectronic device.
33. A system for messaging, comprising:
a virtual assistant device to:
receive a first request to check for multiple types of
messages received by an electronic device; and
transmit the first request to a backend server for pro-
cessing;
the backend server to:
request stored data associated with the multiple types of
messages {from a messaging application on the elec-
tronic device;
receive the data associated with the messages;
generate a response to the first request based on the
recetved data; and
transmit the response to the virtual assistant device; and
the virtual assistant device to communicate the response.
34. The system of claim 33, further comprising:
the virtual assistant device to:
receive a spoken reply to at least one of the messages
received by the electronic device;
transmuit the reply to a server associated with the virtual
assistant device for voice processing, wherein the
voice processing includes generating text based on
the reply and generating audio based on the text;
receive and play the generated audio;

receive a spoken acknowledgment that the played audio
matches the spoken reply; and
transmit the text to the backend server based on receiv-
ing the acknowledgement.
35. The system of claim 34, turther comprising;:
the backend server to:
transmit data associated with the text to the electronic
device; and
the messaging application on the electronic device to:
generate a reply message based on the data associated
with the text; and
transmit the reply message to a sender of the at least
one message.
36. The system of claim 33, further comprising:
the virtual assistant device to receive a second request to
be notified of the electronic device receiving at least
one of the messages;
the backend server to instruct the messaging application
on the electronic device to automatically transmit data
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associated with the at least one received message based
on receiving the second request from the virtual assis-
tant device;

the electronic device to receive the at least one message

and automatically transmait data associated with the at
least one message to the backend server,

the backend server to store the data associated with the at

least one message and transmit a notification to the
virtual assistant device based on receiving the data
associated with the at least one message; and

the virtual assistant device to communicate the notifica-

tion.
37. A non-transitory computer readable medium (CRM)
storing 1nstructions which, when executed, cause one or
more processors to perform operations, comprising:
receiving, by a virtual assistant program hosted by a
virtual assistant device, a first request to check for
messages recerved by an electronic device;

transmitting the first request to a backend server for
processing;

requesting from a messaging application on the electronic

device, by the backend server, stored data associated
with the messages;

receiving the requested data and generating a response to

the first request;

transmitting the response to the virtual assistant program;

and

communicating the response by the wvirtual assistant

device.

38. The CRM of claim 37, further comprising nstructions
which, when executed, cause the processors to perform
operations, comprising:

receiving, by the virtual assistant device, a spoken reply

to at least one of the messages received by the elec-
tronic device;

transmitting the reply to a server associated with the

virtual assistant program for voice processing, wherein
the voice processing includes generating text based on
the reply and generating audio based on the text;
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recerving and playing the generated audio by the virtual

assistant device;

recerving, by the wvirtual assistant device, a spoken

acknowledgment that the played audio matches the
spoken reply; and

transmitting the text to the backend server based on

receiving the acknowledgement.
39. The CRM of claim 38, further comprising instructions
which, when executed, cause the processors to perform
operations, comprising:
transmitting to the electronic device, by the backend
server, data associated with the text based on the reply;

generating a reply message, by the messaging application
on the electronic device, based on the received data
associated with the reply; and

transmitting the reply message to a sender of the at least

one message.

40. The CRM of claim 37, further comprising instructions
which, when executed, cause the processors to perform
operations, comprising:

recerving, by the virtual assistant program, a second

request to be notified of the electronic device receiving
at least one of the messages;

instructing, by the backend server, the messaging appli-

cation on the electronic device to automatically trans-
mit data associated with the at least one received
message based on receiving the second request from
the virtual assistant program;

recerving the at least one message by the electronic device

and automatically transmitting data associated with the
at least one message to the server,

storing the data associated with the at least one message;

transmitting a notification to the virtual assistant program

based on receiving the data associated with the first
message; and

communicating the notification by the virtual assistant
device.
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