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Systems and methods are described for receiving a request
from a data recipient to access information from a data
provider associated with a user, wherein the request com-
prises a data recipient token. The request 1s validated and in
response to validating the request, a secondary token 1s
transmitted to the data provider. The mnformation 1s recerved

Int. CL from the data provider and a package of authorized infor-
HO4L 29/06 (2006.01) mation 1s generated based on the information recerved from
GO6F 21/62 (2006.01) the data provider. The package of authorized information 1s
Gool’ 21/31 (2006.01) transmitted to the data recipient.
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806 ~, — 800
804 ~ Data Provider 5 4
> {
"Accounts” {
" InvestmentAccount " : |
{
“account Id" : "1755093543"
“accountType" : "CHK",
‘displayName” : "Checking Account”,
"‘nickname” ; "Checking Account”,
"‘accountNumber” : " * * * * *2431", ;
‘currency” 1 "USDY, ; 811~
"balanceType" . "ASSET", ; _
"balanceAsOf" : 0, .| bye
"currentValue” : 7398.45, : Stream
"availableCashBalance" : 7158.96,
‘transactions”: |
" transactionld” : "152652715",
" transactionTimestamp” : "1588219200",
_~"description” : "Medical Copay",
8097 "status™: "POSTED"
“amount " : -65.98
|
" transactionld" : "178426915", ;
" transactionTimestamp” : "1587528000%, | | R
"description” : "Coffee Shop”, ; '

Data Directive: Allowed Fields:
"nvestmentAcount.accountld’
"InvestmentAcount.accountType”
"InvestmentAcount.displayName'
“InvestmentAcount.availableCashBalance”

808 1. "InvestmentAcount.nickname”
"InvestmentAcount.accountNumber”
investmentAcount.currency”
"InvestmentAcount.balanceType'
"InvestmentAcount.balanceAsOf"
"InvestmentAcount.currentValue®
"InvestmentAcount.availableCashBalance”

FIG. 8
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1001~ 1003 ~ 1005~ 1007 ~
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5 User Device Data recipient etwork Data provider

1002 3 1004
Request to grant authorization for Data et 1006

Recipient to access user information |  EMbedaed data | Verify data Recipient and
associated with data provider | dccessnetwork | TR

____________________________________ o] receives request |+
' 1008 “)

Re-direct user to data

1010 § | Transmit authorization | o - EN - USer

Enter user credentials (and 1014, grantcode credentials and
accept terms and conditions - Request suthenticate

if applicable) ; 1016 —"T authorization token Cuser

_ ; Transmit
1018 7] authorization token
- Using authorization
1024 | token, request list of user I
. | Transmitthe list | ’”f?"”;‘_a“‘m .| 1020
1026 ; of user | Transmitlistofuser |
\ | _information to user | information — 1022

Select which user information o
authorize data recipient {0 access

{ Re-direct user to data |
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| Requestuser | je authorization
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Receave a first request from a user to grant Receive a second request from the user to
- guthorization for a first data recipient {o | grantauthorization for a second data
access user information associated with a ; recipient to access user information

data provider g associated with the second

1104 1118~

Re-direct user to data provider Re-direct user to data provider

1120 ~

Receive updated version of authentication
; token from data provider authorizing each
~Nol | | offirst data recipient and the second data
; recipient to access user information
associated with the data provider

P> uthentication '
token
received
7

1108~ Yes 1122~

(Generate second token

Generate first token

1110 124~ _
o . ; Provide second token to second data
- Provide first token to first data recipient 5 recipient

1126~ " Receive ™
" second token along

"~ with request for user information

~rom second data recipient

Receive ™~
first token along .
~ with request for user information
™~ from first d%ta recipient o~

1112~ _—TRe

No

1114 - Yes 1128 ~ Yes'

Obtain user information data using Obtain user information data using the

‘authentication token and provide the user | authentication token and provide the user
* information data to the data recipient information data to second data recipient

FIiG. 11
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Receive a plurality of data directives
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~~ Receive ™

request to grant _

authorization for data recipient {0~

. access user information associated

with data provider
?
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Yes

1206~

Request user information from data

provider based on received request

1208~ .
| Receive a byte stream from data provider

| Dyte stream is generated by converting |
| data from a first format {(compnisinga |
| plurality of data elements packaged |
| into a data record) into the byte stream |

1210~ _
| Identify the plurality of data elements of |
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byte stream
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SYSTEMS AND METHODS FOR MANAGING
TOKENS AND FILTERING DATA TO
CONTROL DATA ACCESS

INTRODUCTION

[0001] This disclosure 1s directed to systems and methods
for managing tokens and filtering data to selectively control
access to data. Specifically, techniques are provided for
providing a token to a data recipient to enable the data
recipient to request user information, and obtaiming user
information to be sent to the data recipient based on a token
received from a data provider. In addition, techniques are
provided for filtering data and providing the filtered data to
a data recipient based on a data directive associated with a
data provider.

SUMMARY

[0002] Technological advances 1n the transmission, stor-
age and processing of digital information has had a profound
impact on almost every aspect of life (e.g., commerce, social
interactions, mternet of things (I0T) technology, etc.). For
example, many organizations desire to obtain a consumer’s
clectronic data for a variety of reasons, €.g., to tailor product
and service recommendations to the consumer based on the
user’s interests and past purchases. However, such organi-
zations may provide little or no opportunity for a user to
manage his or her data obtained by the organization. In some
cases, an organization may, unbeknownst to the user, have
an afliliation with a third party that holds information of the
user for long periods of time, which may expose the user to
security and/or privacy risks with respect to his or her
personal information.

[0003] As an example, in the context of consumer finan-
cial data accessible over the Internet, the practice of screen
scraping has long been utilized 1n which a data aggregator 1s
compensated by a financial services company (e.g., a {in-
tech) to capture a user’s login credentials 1n plain text. For
example, a user may have an online account with a financial
institution (e.g., a bank) and when the user selects an option
to connect his or her account to a fintech, a data aggregator
acting on behalf of the fintech may prompt the user to enter
his or her log-in credentials for the financial institution.
Upon recerving the user’s log-in credentials, the aggregator
copies and stores the login credentials and uses the captured
login credentials to access the user’s online bank account
and scrape all available account information and store such
information, and may continue to scrape data from the user’s
account even after the request to connect the bank with the
fintech 1s completed. The data aggregator may then share the
user’s bank account information with the fintech (and pos-
sibly other parties), and the fintech may also store such
information and present the information to the user once the
user has successtully connected his or her bank account to
the fintech. In addition to the above-described data privacy
concerns associated with screen scraping, the practice of
screen  scraping may require significant computing
resources. For example, screen scraping 1s computationally
intensive and requires significant bandwidth and storage
resources for the storage of the scraped data for a large
number of users.

[0004] In one approach, Application Programming Inter-
taces (APIs) may be employed as an alternative to screen
scraping for financial data access. For example, the bank

Apr. 27, 2023

may receive a user’s login credentials and use APIs to
provide the required data to an aggregator or directly to the
fintech. However, APIs may be difficult to scale; while many
financial mstitutions have negotiated “bilateral” agreements
with aggregators and fintechs to use APIs for data access,
there are over 10,000 financial institutions 1n North America
and thousands of fintechs. Moreover, APIs face technical
challenges (e.g., limited standardization across API specifi-
cations and formats), security challenges (e.g., multiple
security assessments and scoring methodologies may result
in lost time compared to a common vetting and registration
process) and legal challenges (e.g., individual bilateral
agreements with differing terms may cause expensive and
prolonged negotiations). Thus, there 1s a need for a conve-
nient and secure mechanism for providing a data recipient
access to user data associated with a data provider 1n a
manner that avoids one or more mtermediary parties having
access to and storing the data.

[0005] Moreover, while 1t 1s often desirable for a data
provider (e.g., a bank) to limit how much user data i1s
provided to a data recipient (e.g., a fintech) 1n response to a
user request to share data with the data recipient, it may be
difficult or time-consuming for the data provider or other
entity to filter through the user data and extract only the data
suitable for the request. In one approach, an mtermediary
entity, upon receiving incoming data, may operate on the
entire payload of the data at the byte level to determine
which data should be filtered. However, such approach 1s
time-consuming when considered 1n the context of a number
ol operations on data such an entity 1s required to perform.
In addition, the mtermediary entity often retains any of the
information operated on in persistent storage, including
confidential and/or personal data of a user. Thus, there 1s a
need for a better techmque for filtering user data to ensure
that no more data than necessary flows to a data recipient,
while at the same time avoiding the practice of permitting
unauthorized parties to maintain confidential or personally
identifiable information data of a user, e.g., via the practice
of screen scraping, and to avoid the atorementioned signifi-
cant usage of computing resources associated with the
widespread practice of screen scraping.

[0006] To overcome the above-mentioned problems, sys-
tems and methods are provided herein for, 1n response to
receiving a user request to share certain information of the
user that 1s associated with a data provider with a data
recipient, emploving one or more tokens to ensure each data
recipient or data provider 1s authorized to access and/or
provide access to user information data, without providing
user credentials to unauthorized or unnecessary parties. In
some embodiments, a token may be updated based on
additional data recipients being granted access to the user
information. In some embodiments, a key-value map data
structure may be employed to {filter data in accordance with
a data directive received from a data provider, to efliciently
analyze data received from the data provider and provide
only data permitted by the data directive to a data recipient.

[0007] Insome embodiments, processing circuitry may be
configured to receive a request to grant authorization for a
data recipient to access user information associated with a
data provider, where the request i1s i1nitiated by a user
interacting with a service associated with the data recipient,
and 1n response to recerving the request, re-direct the user
from the service associated with the data recipient to an
authenticator associated with the data provider, where the
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re-directing notifies the data provider of the request. The
processing circuitry may be configured to receive a first
token from the data provider indicating the user has been
successiully authenticated by the authenticator, and provide
a second token to the data recipient. In response to receiving
the second token along with a request for user information
from the data recipient, user information data may be
obtained from the data provider using the first token and
provided to the data recipient.

[0008] In some embodiments, the service associated with
the data recipient 1s a web page or application, and the
request to grant authorization 1s received by an intermediary
entity, where executable instructions of the intermediary
entity are executable to re-direct the user to the authenticator
of the data provider. In some embodiments, receiving the
first token from the data provider indicating the user has
been successtully authenticated by the authenticator com-
prises: receiving an authorization grant code from the data
provider, and 1n response to recerving the authorization grant
code from the data provider, requesting the first token from
the data provider. In some embodiments, prior to performing,
the re-directing, the processing circuitry may be configured
to verily the data provider, and determine whether the data
recipient, associated with the request to grant authorization,
has been authorized by the data provider to access the user
information, determine whether the data provider 1s autho-
rized to provide access to the user information data. In some
embodiments, the processing circuitry may be further con-
figured to request, using the first token, a list of accounts or
products that the user has with the data provider and receive
the list of accounts or products from the data provider. The
processing circuitry may be further configured to cause a
graphical user interface to be generated for display, where
the graphical user interface comprises the list of accounts or
products that the user has with the data provider, and a
selectable option, for each of the accounts or products, to
selectively share with the data recipient information asso-
ciated with respective accounts or products of the user with
the data provider.

[0009] In some embodiments, the processing circuitry
may be further configured to request, using the first token, a
list of accounts or products that the user has with the data
provider, and receive the list of accounts or products from
the data provider, where the list of accounts or products
specifies which accounts or products the data recipient 1s to
be granted access to (which may be diflerent from a list of
accounts or products of the user with the data provider that
other entities are to be granted access to). In some embodi-
ments, providing the second token to the data recipient
comprises generating the second token, wherein the second
token 1s associated with a list of accounts or products that the
user has with the data provider to which the data recipient 1s
granted access, generating an authorization grant code asso-
ciated with the second token, re-directing the user to the data
recipient and transmitting the authorization grant code to the
first data recipient, and 1n response to recerving the autho-
rization grant code back from the data recipient, transmitting,
the second token to the data recipient. In some embodi-
ments, the second token i1s generated by an intermediary
entity and 1s stored by the intermediary entity without any
personally identifiable information of the user, where re-
directing the user from the service associated with the data
recipient to the authenticator associated with the data pro-
vider may comprise providing an indication to the data
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provider that the intermediary entity 1s re-directing the user
to the data provider on behalf of the data recipient, and the
intermediary entity may be transparent to the user within
user interfaces provided by the data recipient and the data
provider.

[0010] Insome embodiments, processing circuitry may be
configured to receive a first request from a user to grant
authorization for a first data recipient to access user infor-
mation associated with a data provider and a second request
from the user to grant authorization for a second data
recipient to access user information associated with the data
provider. The processing circuitry may be configured to
receive an authentication token from the data provider,
where the authentication token enables access to user infor-
mation associated with the data provider, generate a first
token for the first data recipient and a second token (e.g.,
different from the first token) for the second data recipient,
and provide the first token to the first data recipient and
providing the second token to the second data recipient. In
response to recerving the first token along with a request for
user information from the first data recipient, the processing
circuitry may be configured to obtain user information data
using the authentication token and providing the user infor-
mation data to the first data recipient, and in response to
receiving the second token along with a request for user
information from the second data recipient, obtain user
information data using the authentication token and provid-
ing the user information data to the second data recipient.

[0011] In some embodiments, processing circuitry may be
configured to receive the first request prior to the second
request, where the authentication token 1s recerved after the
first request and prior to the second request, and the authen-
tication token indicates that the first data recipient 1s granted
access to user information associated with the data provider.
In addition, an updated version of the authentication token
may be received atfter the second request, where the updated
version of the authentication token indicates that each of the
first data recipient and the second data recipient 1s granted
access to user information associated with the data provider.
In some embodiments, the first data recipient or the second
data recipient also acts as a data provider. In some embodi-
ments, an 1dentity token comprising personally 1dentifiable
information of the user may be generated and embedded 1n
the first token and the second token.

[0012] In some embodiments, the provided systems and
methods further comprise identifying, based on an indica-
tion from the data provider, that an account or product that
the user has with the data provider should not be shared with
the first data recipient and the second data recipient, and
causing the identified account or product to be omitted from
a list of accounts or products provided via the graphical user
interface.

[0013] In some embodiments, the provided systems and
methods further comprise, for each time a new request 1s
received from the user to grant authorization to a new
candidate data recipient to access user information associ-
ated with the data provider: generating an updated version of
the authentication token, wherein the updated authentication
token indicates that each of the first data recipient, the
second data recipient, and the new candidate data recipient
1s granted access to user information associated with the data
provider; generating a third token for the new candidate data
recipient; and in response to recerving the third token along
with a request for user information from the new candidate
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data recipient, obtaiming user information data using the
authentication token and providing the user information data
to the new candidate data recipient.

[0014] In some embodiments, processing circuitry may be
configured to recerve a byte stream from a data provider, and
identifying a plurality of data elements of a data record
included 1n the byte stream. The processing circuitry may be
configured to transier the identified data elements to buller
memory, and generate a key-value map to map the identified
data elements to their respective memory locations in the
bufler memory. The processing circuitry may be further
configured to perform, based on a data directive (e.g.,
received from the data provider) and using the key-value
map, filtering of the data elements, and provide the filtered
data elements to a data recipient. In some embodiments, the
byte stream 1s generated by converting data from a first
format 1nto the byte stream, wherein the first format com-
prises a plurality of data elements packaged into a data
record.

[0015] In some embodiments, the bufler memory 1s a
temporary memory to which the filtered data elements are
transierred for processing; and the filtered data elements are
deleted from the temporary memory 1n response to performs-
ing the filtering . The filtered data elements may not include
any personally identifiable information of a user. In some
embodiments, the processing circuitry may receive the data
directive from the data provider in advance, where the data
directive specifies which data elements of the plurality of
data elements are permitted to be provided to the data
recipient. In some embodiments, the processing circuitry
may be configured to receive a plurality of data directives
from the data provider for respective data recipients, where
cach of the plurality of data directives specifies a different
combination of data elements that are permitted to be
provided to a respective data recipient. In some embodi-
ments, the processing circuitry i1s further configured to
receive user selection of an account of the data provider to
provide the data recipient access to, wherein the filtered data
clements provided to the data recipient comprise data from
the user selected account.

[0016] In some embodiments, the processing circuitry
may be configured to perform the filtering of the data
clements by 1dentitying, using the key-value map, locations
in memory ol data elements of the data record that match
(and locations of data elements of the data record that do not
match) permissible data elements specified in the data
directive, and delete from memory the data elements of the
data record that do not match permissible data elements
specified 1n the data directive. In some embodiments, prior
to providing the filtered data elements to the data recipient,
the processing circuitry may be configured to convert the
data elements to a format suitable for providing the data to
the data recipient, which may match the first format from
which the data 1s converted into the byte stream. In some
embodiments, filtering of the data elements comprises mask-
ing a predefined number of characters of a data element of
the i1dentified data elements such that only a subset of the
characters of the data element are readable.

[0017] In some embodiments, mput/output circuitry may
be configured to receive at an mtermediary entity a token
from a data provider that enables access to a user’s data at
a data provider, where the token 1s recerved without the
intermediary entity receiving user credentials, and receive a
request from a data recipient to receive data from the data

"
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provider, where the token i1s required to access the data.
Processing may be configured to receive data from the data
provider using the token, filter the received data, based on a
data directive associated with the data provider, to 1dentily
which data the data recipient 1s permitted to access, and
provide the 1dentified data to the data recipient. Executable
code of the intermediary entity may be executable to re-
direct the user from respective web pages or applications
associated with the data recipient to the provider.

[0018] In some embodiments, the processing circuitry
may be configured to receive a request from a data recipient
to access information from a data provider associated with
a user, wherein the request comprises a data recipient token.
The processing circuitry may be further configured to vali-
date the request, and 1n response to validating the request,
transmit a secondary token to the data provider. The pro-
cessing circultry may be further configured to receive the
information from the data provider, generate a package of
authorized information based on the information received
from the data provider, and transmit the package of autho-
rized information to the data recipient.

[0019] In some embodiments, the processing circuitry
may be configured to validate the request by: validating the
data recipient token; and determining whether the data
recipient 1s authorized by the data provider. In some embodi-
ments, the processing circuitry 1s configured to transmit the
package of authorized information to the data recipient
further by: transmitting as the package of authorized infor-
mation only mformation from accounts or products of the
user with the data provider having been previously autho-
rized by the user for the data recipient. In some embodi-
ments, the processing circuitry i1s further configured to:
identify, based on the information received from the data
provider, certain categories of data not permitted to be
shared with the data recipient; and remove the identified
categories of data from the package of authorized informa-
tion. In some embodiments, the data recipient token 1s
generated by an intermediary entity; and the secondary
token 1s generated by the data provider in response to
authenticating the user. In some embodiments, the process-
ing circuitry 1s further configured to receive the secondary
token from the data provider after the user 1s authenticated,
where the data provider authenticates the user 1n response to
executable instructions of the intermediary entity being
executed to re-direct the user from a web page or application
associated with the data recipient to the data provider.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The above and other objects and advantages of the
present disclosure will be apparent upon consideration of the
following detailed description, taken 1n conjunction with the
accompanying drawings, in which like reference characters
refer to like parts throughout, and 1n which:

[0021] FIG. 1 shows a block diagram of an illustrative
system for selectively providing data to a data recipient, in
accordance with some embodiments of this disclosure;

[0022] FIG. 2 shows a block diagram of an illustrative
system for selectively providing data to a data recipient, 1n
accordance with some embodiments of this disclosure;

[0023] FIG. 3 shows a block diagram of an illustrative

system for enabling a data provider to connect to multiple
data recipients, 1n accordance with some embodiments of
this disclosure:
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[0024] FIG. 4 shows a block diagram of token manage-
ment system for selectively providing data to a data recipi-
ent, 1n accordance with some embodiments of this disclo-
Sure;

[0025] FIG. 5 shows exemplary interfaces provided to
data recipients and data providers, 1n accordance with some
embodiments of this disclosure;

[0026] FIG. 6 shows exemplary interfaces provided to
users, 1n accordance with some embodiments of this disclo-
SUre;

[0027] FIG. 7 shows a block diagram of an illustrative
system for token management and selectively providing data
to a data recipient, in accordance with some embodiments of
this disclosure;

[0028] FIG. 8 shows a block diagram of an illustrative
system for selectively providing data to a data recipient, in
accordance with some embodiments of this disclosure;
[0029] FIG. 9 shows a block diagram of an illustrative
system for selectively providing data to a data recipient, 1n
accordance with some embodiments of this disclosure;
[0030] FIG. 10 1s a flowchart of a detailed illustrative
process for managing tokens for selectively providing data
to a data recipient, 1n accordance with some embodiments of
this disclosure;

[0031] FIG. 11 1s a flowchart of a detailed 1llustrative
process for managing tokens for selectively providing data
to multiple data recipients, in accordance with some
embodiments of this disclosure;

[0032] FIG. 12 1s a flowchart of a detailed illustrative
process for filtering data based on a data directive to
selectively provide data to a data recipient, 1n accordance
with some embodiments of this disclosure;

[0033] FIG. 13 1s a flowchart of a detailed illustrative
process for transmitting a package of authorized information
to a data recipient, 1n accordance with some embodiments of
this disclosure; and

[0034] FIG. 14 1s a flowchart of a detailed illustrative
process for generating an 1dentity token, in accordance with
some embodiments of this disclosure.

DETAILED DESCRIPTION

[0035] FIG. 1 shows a block diagram of an illustrative
system 100 for selectively providing data to a data recipient,
in accordance with some embodiments of this disclosure.
System 100 includes one or more data providers 104, 106,
108 which may comprise servers and/or databases associ-
ated with a particular entity (e.g., a financial institution such
as, for example, a bank). User devices 118, 120, 122 may be
associated with a user (e.g., user 204 of FIG. 2) having an
account with, or having purchased products associated with
or offered by, one or more of data provider 104, 106, 108.
For example, data provider 104 may store nformation
related to a bank account of user 204, that user 204 previ-
ously subscribed to with data provider 104. Data access
network 110 may be configured to act as an intermediary
between data providers 104, 106, 108 and data recipients
112, 114, 116 (e.g., servers and/or databases associated with
a financial services company, such as a fintech, an aggre-
gator, RIA platform, payroll processing entity, credit card
entity, other banking entity, etc.). Network 102 may com-
prise any suitable network (e.g., the

[0036] Internet, including a WAN and/or a LAN) over
which data access network 110, data providers 104, 106,
108, data recipients 112, 114, 116 and user devices 118, 120,
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122 may communicate. In some embodiments, a particular
entity may be capable of taking on a role as both a data
provider and a data recipient, depending on the circum-
stances of a particular transaction or the entities involved 1n
the particular instance. For example, 1n one instance, data
provider 104 may act as a data provider, but 1n another
instance data provider 104 may be configured to act as a data
recipient.

[0037] FIG. 2 shows a block diagram of an illustrative
system 200 for selectively providing data to a data recipient,
in accordance with some embodiments of this disclosure. At
202, user device 118, 120 or 122 of FIG. 1, being operated
by user 204, may be accessing a website or application
associated with data recipient 112 of FIG. 1 (which may
correspond to data recipient 212). User 204 may request to
link one or more accounts he or she has with data provider
206 to data recipient 212. In some embodiments, data access
network 210 (e.g., running at least 1n part on one or more of
data access network servers 702; and/or data provider server
706; and/or user device 705; and/or data recipient server 712
of FIG. 7) may be configured to cause such user request
received by data recipient 212 to be forwarded to data
provider 206 (which may correspond to data provider 106 of
FIG. 1). For example, one or more executable instructions
may be provided by data access network 210 to data
recipient 212 1n order to facilitate re-directing user 204 from
the service associated with data recipient 112 to a service
associated with data provider 206. For example, data access
network 210 (which may correspond to data access network
110 of FIG. 1) may provide code (e.g., contained a URL
address) to instruct data recipient 112 how to perform
re-directing (e.g., by way of an HTTP instruction to a
specified location) of a browser or application being
accessed by user 204 to an authenticator service provided by
data provider 206. In some embodiments, data access net-
work 210 may perform the re-directing of the user request to
data provider 206, upon receiving an indication of the user
request from data recipient 212, or data access network 210
may cause data recipient 212 to forward the user request to
data provider 206 (e.g., to a particular URL address of data
provider 206 specified by data access network 210). In some
embodiments, the one or more executable 1nstructions pro-
vided by data access network 210 may be running in the
background, embedded or otherwise integrated in such data
recipient 112 website or application.

[0038] Data access network 210 may determine that the
user request received by data recipient 212 comprises a
request from user device 118 indicating that user 204 desires
to share information associated with a user account at data
provider 104, which may correspond to a website or an
application associated with bank 206) with data recipient
212. In some embodiments, data access network 210 may be
transparent to user 204, e¢.g., from the user experience
perspective, the websites or applications user 204 1s inter-
acting with remain associated with the data recipient 112 or
data provider 104), and such websites or applications may
not include an 1indication of the data access network 210. For
example, respective user interfaces provided by data recipi-
ent 112 and data provider 104 may not include an indication
(e.g., a logo or text or other 1indicia) of data access network

210.

[0039] In response to receiving the request from user
device 118 indicating that user 204 desires to share infor-
mation associated with a user account at bank 206 with data
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recipient 212, data access network 210 may re-direct user
204 (c.g., accessing the service of data recipient 112 by way
of user device 118) to a website or application associated
with data provider 206, which may be an authenticator
application that prompts user 204 to enter his or her account
credentials for the account or profile of user 204 with data
provider 104. In some embodiments, the re-directing may be
performed by data access network 210 based on a Uniform
Resource Identifier (URI) determined by data access net-
work 210 and/or provided by data provider 104 to data
access network 210. In some embodiments, prior to re-
directing user 204 operating user device 118 (e.g., running
a browser or application of data recipient 212) to the website
or application associated with data provider 104, data access
network 210 may perform a check to ensure that data
provider 104 has authorized its users to share information
with data recipient 112, and/or a check to ensure that data
provider 104 1s a recognized data provider of data access
network 210. For example, data access network 210 may
reference one or more databases (e.g., authorized data pro-
vider information database 715 of FIG. 7 and/or authorized
data recipient information database 717 of FIG. 7) of autho-
rized data recipients and/or data providers 1n order to
perform this determination. In some embodiments, data
access network 210 may generate an intermediary header to
be placed at a beginning portion of the re-direct request
communicated to data provider 104, to indicate to data
provider 104 that data access network 210 1s re-directing a
user from data recipient 112 to data provider 104, and that
there 1s a user requesting to share his or her data stored at
data provider 104 with data recipient 112. In some embodi-
ments, the re-directing performed by data access network
210 to a domain of data provider 206 may be over a front
channel (e.g., communicated via a browser or user-facing
application at user device 118).

[0040] In some embodiments, at 208, the authenticator
application of data provider 104 (e.g., bank 206) may
perform the authentication of user 204 (e.g., without the
involvement of data access network 210), and thus the
credentials of user 204 need not be copied or stored exter-
nally by data access network 210 or other third parties. Once
user 204 1s authenticated, permissioned data may be passed
by data provider 206 to data access network 210, where data
access network 210 and data provider 206 may have previ-
ously been configured to accept communications from each
other. In some embodiments, data provider 206 and data
access network 210 may communicate via an Application
Programming Interface (API). As referred to herein, an API
should be understood as protocols for defining interactions
between, and integrating, two pieces of soltware (which may
have distinct functions) by providing expected requests,
conventions, and data formats, enabling entities to interact
without requiring knowledge of implementation details. In
some embodiments, the Financial Data Exchange (FDX)
specifications may be utilized to define the above-mentioned
APIs. In some embodiments, the APIs may be REST1ul APIs

which may request and send data 1n various formats (e.g.,
JSON, XML, HTML, etc.). The

[0041] FDX-based APl may be commonly operable
amongst a variety of entities. In some embodiments, data
access network 210 may determine whether bank 206 1is
utilizing the FDX API, and the if data access network 210
determines bank 206 i1s not utilizing the FDX-based API,

Apr. 27, 2023

data access network 210 may convert data received from
bank 206 into a format that 1s compatible with the FDX API.

[0042] Data access network 210 may communicate the
permissioned data received from bank 206 to one or more
data recipients (e.g., one of fintech app 212, fintech app 214,
fintech app 216 and aggregator 218). In some embodiments,
data access network 210 may filter the data prior to trans-
mitting the data to a data recipient, such as, for example, in
accordance with a data directive (e.g., data directive 808 of
FIG. 8) received from, or otherwise generated by data access
network 210 at the direction of, bank 206, as discussed 1n
more detaill above and below. The data directive may be
generated 1 any suitable manner, e.g., received by data
access network 210 from data provider 206; established by
data provider 206 by way of management console 504 of
FIG. 5 provided by data access network 210; and/or data
a<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>