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(57) ABSTRACT

The technologies described herein are generally directed to
facilitating the allocation, scheduling, and management of
network slice resources. According to an embodiment, a
system can comprise a processor and a memory that can
store executable instructions that, when executed by the
processor, facilitate performance of operations. The opera-
tions can include recerving proposed contract data represen-
tative ol a proposed contract for access by an application of
a user equipment device to resources of a network slice
usable for the access by the application. The operations can
turther include, based on the proposed contract data, storing
governing contract data representative of a governing con-
tract 1n a storage device, with the governing contract being
selected to control the access by the application to the
resources of the network slice. The operations can further
include scheduling use of the resources of the network slice
by the application based on the governing contract data.
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APPLICATION MANAGEMENT OF
NETWORK SLICES WITH LEDGERS

RELATED APPLICATIONS

[0001] The subject patent application 1s a continuation of,
and claims priority to each of, U.S. patent application Ser.
No. 17/181,316, filed Feb. 22, 2021, and entitled “APPLI-
CATION MANAGEMENT OF NETWORK SLICES
WITH LEDGERS,” which 1s a continuation of U.S. patent
application Ser. No. 16/519,633 (now U.S. Pat. No. 10,965,
777), filed Jul. 23, 2019, and entitled “APPLICATION
MANAGEMENT OF NETWORK SLICES WITH LED-
GERS.” the entireties of which priority applications are
hereby incorporated by reference herein.

TECHNICAL FIELD

[0002] The subject application 1s related to wireless com-
munication systems, and, for example, the allocation of
resources to user equipment devices (UEs) mn a wireless
network.

BACKGROUND

[0003] Fifth generation (5G) wireless communications can
tacilitate the abstraction of network services into network
slices managed by the provider of the network. Even with
provider management, some types of applications can have
requirements that exceed, 1n some circumstances, the capac-
ity of this approach to rapidly adapt to circumstances, e.g.,
applications with emergency, high-bandwidth, low latency,
or other future needs can be assigned slices with capacity
that does not support the present or future needs of these and
other types of applications.

[0004] Another problem that can cause problems with
provider management of network slices in 5G 1s the rapid
and accurate identification applications that show anoma-
lous usage, and the resulting expulsion of user devices 1n
appropriate circumstances.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The technology described herein is illustrated by

way of example and not limited 1n the accompanying figures
in which like reference numerals 1ndicate similar elements
and 1n which:

[0006] FIG. 1 1s an architecture diagram of an example
system that can facilitate the allocation and management of
network slices for respective applications of UEs in accor-
dance with one or more embodiments.

[0007] FIG. 2 illustrates an example system of network
slices allocated to applications, in accordance with one or
more embodiments.

[0008] FIG. 3 illustrates a system that can use a multi-
access edge computing (MEC) platform to facilitate the
allocation, scheduling, and management of network slice
resources, 1n accordance with one or more embodiments.

[0009] FIG. 4 depicts a diagram that 1llustrates an example
of connections and data exchanged between UE, node,
blockchain node, and provider, that can facilitate an appli-
cation-based network slice request, 1n accordance with one
or more embodiments.

[0010] FIG. 5 depicts a flow diagram that illustrates con-
nections and example of data exchanged between UE, node,
blockchain node, and provider, that can facilitate the expul-
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sion of UE app from an allocated network slice, in accor-
dance with one or more embodiments.

[0011] FIG. 6 illustrates an implementation of an example,
non-limiting system that can facilitate predicting detecting,
anomalous use of network slices by employing an artificial
intelligence (Al)machine learning (ML) component that
can include for example, an artificial neural network (ANN),
in accordance with one or more embodiments described
herein.

[0012] FIG. 7 illustrates a flow diagram of an example
method that can facilitate the allocation, scheduling, and
management of network slice resources, 1n accordance with
one or more embodiments.

[0013] FIG. 8 illustrates a flow diagram of an example
method that can facilitate the allocation, scheduling, and
management ol network slice resources, in accordance with
one or more embodiments.

[0014] FIG. 9 illustrates an example block diagram of an
example mobile handset operable to engage in a system
architecture that can facilitate processes described herein, 1in
accordance with one or more embodiments.

[0015] FIG. 10 illustrates an example block diagram of an
example computer operable to engage 1n a system architec-
ture that can facilitate processes described herein, 1n accor-
dance with one or more embodiments.

DETAILED DESCRIPTION

[0016] Generally speaking, one or more embodiments
described herein can facilitate the allocation, scheduling,
and management of network slice resources using different
approaches. One approach described herein can facilitate
receiving a proposed contract for access by an application to
resources of a network slice, and based on the proposed
contract data, selecting a governing contract to control
access to the resources of the network slice.

[0017] In addition, one or more embodiments described
herein can be directed towards a multi-connectivity frame-
work that supports the operation of New Radio (NR, some-
times referred to as 5G). As will be understood, one or more
embodiments can allow an integration of UEs with network
assistance, by supporting control and mobility functionality
on cellular links (e.g., LTE or NR). One or more embodi-
ments can provide benefits including, system robustness,
reduced overhead, and global resource management, while
facilitating direct communication links via a NR sidelink.
[0018] It should be understood that any of the examples
and terms used herein are non-limiting. For instance, while
examples are generally directed to non-standalone operation
where the NR backhaul links are operating on mmWave
bands and the control plane links are operating on sub-6
GHz LTE bands, i1t should be understood that 1t 1s straight-
forward to extend the technology described herein to sce-
narios 1 which the sub-6 GHz anchor carrier providing
control plane functionality could also be based on NR. As
such, any of the examples herein are non-limiting examples,
any of the embodiments, aspects, concepts, structures, func-
tionalities or examples described herein are non-limiting,
and the technology may be used 1n various ways that provide
benefits and advantages in radio communications in general.
[0019] Insome embodiments the non-limiting term “radio
network node” or simply “network node,” “radio network
device or simply “network device” are used herein. These
terms may be used interchangeably, and refer to any type of
network node that can serve user equipment and/or be
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connected to other network node or network element or any
radio node from where user equipment receives signal.
Examples of radio network nodes are Node B, base station
(BS), multi-standard radio (MSR) node such as MSR BS,
gNodeB, eNode B, network controller, radio network con-
troller (RNC), base station controller (BSC), relay, donor
node controlling relay, base transceiver station (BTS),

access point (AP), transmission points, transmission nodes,
RRU, RRH, nodes 1n distributed antenna system (DAS), etc.

[0020] In some embodiments the non-limiting term user
equipment (UE) 1s used. It can refer to any type of wireless
device that can communicate with a radio network node 1n
a cellular or mobile communication system. Examples of
user equipment include, but are not limited to, a target
device, device to device (D2D) user equipment, machine
type user equipment or user equipment capable of machine
to machine (M2M) communication, PDA, Tablet, mobile
terminals, smart phone, laptop embedded equipped (LEE),
laptop mounted equipment (LME), USB dongles, and other

equipment that can provide similar functions. Example UEs
are described further with FIGS. 9 and 10 below.

[0021] Some embodiments are described 1n particular for
535G new radio systems. The embodiments are however
applicable to any radio access technology (RAT) or multi-

RAT system where the user equipment operates using mul-
tiple carniers e.g., LTE FDD/TDD, WCMDA/HSPA, GSM/

GERAN, W1 F1, WLAN, WiMax, CDMA2000, etc.

[0022] Generally speaking, in one or more embodiments,
a network device can provide network slicing with elements
to support different types of services and requirements. The
network slicing can distribute functionality for facilitating,
services to devices across the network and can be used to
support multiple virtual networks behind interfaces of the
communication network. The slicing of the network into
multiple virtual networks can provide support for diflerent
Radio Access Networks (RAN) and different service types
running across a single RAN. Further, in one or more
embodiments, flexible distribution of the access, edge, and
core elements of the network cloud can provide optimal
support regarding latency and/or service 1solation for dif-
ferent apps and service requirements.

[0023] FIG. 1 1s an architecture diagram of an example
system 100 that can facilitate the allocation and management
of network slices 195A-B for respective applications of UEs
140A-B, in accordance with one or more embodiments.

[0024] System 100 can include network device 150 com-
municatively coupled to UEs 140A-B via network 190.
According to multiple embodiments, network device 1350
can include memory 165 that can store one or more com-
puter and/or machine readable, writable, and/or executable
components 120 and/or instructions that, when executed by
processor 160, can {facilitate performance of operations
defined by the executable component(s) and/or instruction
(s). For example, memory 165 can store computer and/or
machine readable, writable, and/or executable components
120 and/or instructions that, when executed by processor
160, can {facilitate execution of the wvarious functions
described herein relating to network device 150.

[0025] In some embodiments, memory 1635 can comprise
volatile memory (e.g., random access memory (RAM), static
RAM (SRAM), dynamic RAM (DRAM), etc.) and/or non-
volatile memory (e.g., read only memory (ROM), program-
mable ROM (PROM), electrically programmable ROM
(EPROM), electrically erasable programmable ROM (EE-
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PROM), etc.) that can employ one or more memory archi-
tectures. Further examples of memory 165 are described
below with reference to system memory 1006 and FIG. 10.
Such examples of memory 1635 can be employed to imple-
ment any embodiments of the subject disclosure.

[0026] According to multiple embodiments, processor 160
can comprise one or more processors and/or electronic
circuitry that can implement one or more computer and/or
machine readable, writable, and/or executable components
and/or instructions that can be stored on memory 165. For
example, processor 160 can perform various operations that
can be specified by such computer and/or machine readable,
writable, and/or executable components and/or nstructions
including, but not limited to, logic, control, 1nput/output
(I/0), arthmetic, and/or the like. In some embodiments,
processor 160 can comprise one or more central processing
unit, multi-core processor, microprocessor, dual micropro-
cessors, microcontroller, System on a Chip (SOC), array
processor, vector processor, and/or another type of proces-
sor. Further examples of processor 160 are described below
with reference to processing unit 1004 of FIG. 10. Such
examples ol processor 160 can be employed to implement
any embodiments of the subject disclosure.

[0027] It should be appreciated that the embodiments of
the subject disclosure depicted 1n various figures disclosed
herein are for illustration only, and as such, the architecture
of such embodiments are not limited to the systems, devices,
and/or components depicted therein. For example, in some
embodiments, network device 150 can further comprise
various computer and/or computing-based elements
described herein with reference to operating environment
1000 and FIG. 10. In one or more embodiments, such
computer and/or computing-based elements can be used 1n
connection with implementing one or more of the systems,
devices, components, and/or computer-implemented opera-
tions shown and described in connection with FIG. 1 or
other figures disclosed herein.

[0028] One or more embodiments of network device 150
can allocate resources of network slices 195A-B to UEs
140A-B, respectively. To enable the allocations by network
slices 195A-B depicted in FIG. 1, using different approaches
described below, one or more embodiments of network
device 150 can facilitate receiving imnformation correspond-
ing to a proposed contract for access by applications of UE
140A to resources of network slices 195A, and based on the
proposed contract data, selecting a governing contract to
control access to the resources of the network slice 195A.

[0029] In one or more embodiments, slice manager 128
can dynamically identify a set of functions to be allocated to
UEs 140A-B via network slices 195A-B. Example charac-
teristics of network slices 195A-B are described 1n further
detail with FIG. 2 below. As described 1n further detail
below with FIG. 5, 1n some circumstances, anomaly detector

126 can detect anomalous activity in allocated network
slices.

[0030] FIG. 2 illustrates an example system 200 of net-
work slices 220A-D allocated to applications 215A-D, 1n
accordance with one or more embodiments. For purposes of
brevity, description of like elements and/or processes
employed 1n other embodiments 1s omitted.

[0031] In one or more embodiments, network slices can
describe virtual networks with independent sets of logical
network functions that can be selected to support particular
requirements ol different network applications. Applica-
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tions, as a part ol execution, can request allocation of a
network slice having certain characteristics to facilitate
successiul program execution. Example characteristics of
network slices can include, but are not limited to, location,
speed, connectivity, latency, security, energy use, coverage,
and capacity. Example, network slices 220A-D, configured
with certain characteristics for certain applications, are dis-
cussed below.

[0032] Inone or more embodiments, network slices can be
optimized to provide the resources and network topology for
the specific service and trathic required by applications
215A-D, these applications providing proposed contracts
for, and using, resources of respective network slices. Dii-
ferent characteristics noted above, and throughout the pres-
ent disclosure, can be allocated to meet the particular
demands of each use case.

[0033] In an example, application 215A can require high-
bandwidth 225A to facilitate wireless broadband network
slice 220A. An example of application 215A can be a web
browser that requires wireless broadband network slice
220A to deliver web content. In another example, applica-
tion 2158 can require ultra-low latency 2235B to facilitate
real-time control 220B. As discussed further in examples
below, 1n an example, application 215B can utilize real-time
control 2208 to rapidly and dynamically control a flying
drone. In another example, application 215C can utilize a
low energy/low bandwidth 225C to facilitate eflicient con-
trol of IoT sensors 220C. Specific approaches described
turther herein can also facilitate the developing 3G IoT to
discover and adhere to slice-defined limitations. In another
example, application 215D can require a high bandwidth
225D to facilitate video streaming 220D. One having skill in
the relevant art(s), given the description herein, will appre-
ciate that the above descriptions of applications that can
utilize one or more embodiments 1s non-limiting, and other
applications can be allocated combinations of resource char-
acteristics to support diflerent functions.

[0034] In one or more embodiments, network slices
220A-D can be virtually 1solated from each other, and other
network slices, €.g., no slice iterferes with tratlic 1n another
slice. In some circumstances, this 1solation can lower the
risk of introducing and running new services, and can also
support migration, because new technologies or architec-
tures can be launched on 1solated slices. This 1solation can
improve the security of the system, e.g., i a cyberattack
breaches one slice the attack may be able to be contained and
not be able to spread beyond that slice.

[0035] FIG. 3 illustrates a system 300 that can use multi-
access edge computing (MEC) platform 370 to facilitate the
allocation, scheduling, and management of network slice
resources 380, in accordance with one or more embodi-
ments. For purposes of brevity, description of like elements
and/or processes employed 1n other embodiments 1s omatted.

[0036] As depicted, system 300 can comprise a MEC
platform 370 communicatively coupled to user equipment
310 and blockchain node 330 via network 390. MEC plat-
form 370 can include slice manager 128, slice resources 380,
and network device 350. In one or more embodiments, MEC
plattorm 370 can facilitate the management of network
slices by combining the administration of slice manager 128
with slice resources 380, e.g., 1n one or more embodiments,
hardware and software configured to enable characteristics
of slices similar to those discussed above with the descrip-
tion of FIG. 2 above. In some implementations, MEC
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platform 370 can combine the functions of slice manager
128 and slice resources 380 with a separate network device
350, e.g., 1n contrast to FIG. 1, where slice manager 128 and
anomaly detector 126 can be integrated 1n network device

150.

[0037] In one or more embodiments, slice manager 128
can include policy manager 375, policies 377, artificial
intelligence (AL)/machine learning (ML) component 373,
scheduler 378, and an instance of blockchain ledger 376A.
In an example described below, application 315 can be
allocated network slice resources 380 based on proposed
agreement data 318 and a governing agreement generated by
policy manager 375, in accordance with one or more
embodiments.

[0038] Application 315 can be similar to one or more of
applications 215A-D discussed with FIG. 2 above. For
example, application 315 can have specific requirements
that can benefit from virtually exclusive resources allocated,
not based on a determination by a central provider, but rather
based on a request 317 and a determination by slice manager
128 of MEC platiform 370 as to what network slice resources
are available to be allocated.

[0039] In this example, like application 215D discussed
above, application 315 can be a video streaming 220D
application that can benefit from an allocation of resources
by MEC platiform 370 that provides high bandwidth 223D.
One approach to allocating and managing resources that can
be employed by one or more embodiments can facilitate the
generation by application 315 of a proposed contract (e.g.,
represented by proposed agreement data 318) that can
specily resources required, conditions under which the

resources are used, and other aspects of the use of network
slices 195A-B.

[0040] To this end, application 315 can generate, via
processing resources of UE 310, request 317 with proposed
contract data 318 representative ol a proposed contract
applicable to access a network slice. In this example, MEC
platiorm 370 can allocate a network slice to application 315
based on the high bandwidth 225D requirements of example
application 315. In one or more embodiments, application
315 can execute directly from UE 310, based on the
resources of UE 310. In alternative or additional embodi-
ments, application 315 can contact an external computing
device to facilitate additional functions, e.g., a secondary
network-connected application service (not pictured, but,
¢.g., either centrally managed or distributed) to execute the
slice request based on network resourced. By operating {from
a central location, these other embodiments can facilitate the
validation of slice requests by trusted entities. Further,
facilitating the execution of application 315 from a location
external to UE 310, can enable the operation of application
315 to be modified by network-connected services according
to permissions and rights associated with the specific UE
310 or 1ts current operator.

[0041] Request 317 can be communicated to MEC plat-
form 370 via network 390 and network device 350, and 1n
one or more embodiments, slice manager 128 can receive
proposed contract data 318. In one or more embodiments,
based on the proposed contract terms represented by the
proposed contract data, policy manager 375 can generate a
governing contract, with selected policies 377 of contract
terms to govern the allocation of selected network slice
resources 380 to application 315. In one or more embodi-
ments, the generated governing contract (also termed a smart
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contract) can 1nclude combinations of network slice
resources scheduled for use among allocated slices by

scheduler 378.

[0042] As noted 1n examples applications described with
FIG. 2 above, example characteristics of network slices can
include, but are not limited to, location, speed, connectivity,
latency, security, energy use, coverage, and capacity, these
characteristics being allocated and limited by, as described
below, a governing contract based on the proposed contract

data 318.

[0043] In one or more embodiments, upon receiving
request 317, slice manager 128 can evaluate proposed agree-
ment data 318 and generate a governing contract (e.g.,
represented by goverming contract data) based on factors
including, past usage of resources by application 313, past
usage of resources by UE 310, available network slice
resources 380, estimates of future availability of network
slice resources 380, standard conditions for usage given the
circumstances, proposed contract data 318, and other similar
conditions.

[0044] Once generated, governing contract data can be
stored 1n a storage device for subsequent use to control the
access by the application to the resources of the network
slice. In one or more embodiments, blockchain ledgers
376A-B can be used to provide blockchain functions to
features including the access, management and usage of the
governing contract. The features including resistance to
modification, and access by UE 310 and other outside
components, to rule visibility for both certamn external

parties and the network provider. The use of blockchain
ledgers 376A-B and access to blockchain node 330 by UE

310 (e.g., blockchain access 331) are discussed further
below with reference to this figure.

[0045] Returning to the example above, once generated
and stored for use, UE 310 can utilize the resources an
allocated network slice, with the utilizing of the resources
being controlled by controlling agreement data (e.g., the
stored governing contract data described above) represen-
tative of a controlling agreement, ¢.g., the governing con-
tract described above. It should be noted that, as used herein,
governing contract and controlling agreement are used inter-
changeably to describe terms of an allocated slice.

[0046] For purposes of implementing one or more
embodiments, blockchain ledger entries can, 1n some cir-
cumstances, have advantages over using a database for
different functions described herein. As described below,
one main difference 1s that a blockchain 1s designed to be
resistant to modification. Even given security restrictions,
database values do not, as performed by blockchain ledgers
376A-B, maintain linkages to past and future entries. In one
or more embodiments, as described turther below, governing
contracts can be stored 1n blockchain ledgers 376A-B with
protective linkages to past and future entries, as well as other
advantageous blockchain features described below.

[0047] As would be appreciated by one having skill in the
relevant art(s), given the description herein, storing contract
data i a blockchain mvolves having a blockchain ledger
(e.g., blockchain ledgers 376 A-B) that contains blockchain
ledger entries that correspond to contract data instances, e.g.,
the governing contract generated for application 3135 dis-
cussed above. A new blockchain ledger entry can be based
in part (e.g., chamned to) previous ledger entries, with a
solution to a complex mathematical problem based on
previous entries, and specific to the particular blockchain.
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[0048] In some blockchain implementations used by one
or more embodiments, before a new entry 1s added to a
blockchain ledger, the entry can be validated by one or more
other systems (e.g., a new entry can be generated by slice
manager 128 and validated by blockchain node 330). For
example, 1n one or more embodiments, by utilizing MEC
plattorm 370, the network provider can create ledger entries
and provide access to the entries for validation. In additional
embodiments, blockchain ledger 376 A (e.g., maintained by
MEC platform 370) can be copied and stored at external
entities for auditing and other confidence building measures,
¢.g., UE 310 can perform blockchain access 331 of block-
chain node 330 both to receive governing contract terms and
audit blockchain ledger entries. It should be appreciated that
the provider blockchain ledger instance (e.g., blockchain
ledger 376 A) can be appended to, and maintained at difler-
ent provider controlled locations, e.g., at eNB network
devices, other MEC platforms, the network core, and other
usable storage locations. In one or more embodiments, this
internal management of blockchain ledger 376 A can provide
an additional layer of security, while still allowing for

distributed verification and management of ledger entries,
¢.g., blockchain ledger 376B.

[0049] Reliance upon previous entries and independent
validation are just two blockchain features that can be
utilized to improve one or more embodiments. One having
skill 1n the relevant art(s), given the description herein, will
appreciate that other blockchain features not described
herein, as well as features developed 1n the future, can be
utilized by one or more embodiments without departing
from the spirit of the disclosure described herein, e.g.,
additional blockchain functions can further facilitate appli-
cation-driven slice membership management, with rule vis-
ibility for both application 315 and the network provider.

[0050] To provide additional details for the combinations
of features described above, FI1G. 4 provides messaging and
activity diagram describing the proposal and acceptance of
governing contract terms for network slices, and FIG. 5
provides a diagram detailing the monitoring of network slice
usage and the expulsion of an application from use of an
allocated network slice.

[0051] FIG. 4 depicts a diagram that 1llustrates an example
400 of connections and data exchanged between UE 430,
node 440, blockchain node 450, and provider 460, that can
facilitate an application-based network slice request (e.g., by
app service 410 of UE app 420), 1n accordance with one or
more embodiments. For purposes of brevity, description of
like elements and/or processes employed 1n other embodi-
ments 15 omitted.

[0052] At 412, app service 410 1ssues a request 317 to
have resources of a network slice 195 A allocated for the use
of the app service of UE app 420. In one or more embodi-
ments the generated request can include proposed agreement
data 318 representative of a proposed agreement applicable
to access resources of a network slice. Additionally, as noted
above, one or more embodiments can involve execution of
the application service on the UE 430, whereas in one or
more additional or alternative embodiments, app service 410
can be executed by a secondary network-connected resource
(not pictured) that i1s either managed centrally or through
distributed means. At 462, provider 460 can review the
proposed agreement and generate and communicate to app
service 410, a goverming contract to control the access by
UE app 420 to the resources of the network slice.
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[0053] In the one or more embodiments depicted 1n FIG.
4, a location condition can be a part of the control of the
network slice implemented by provider 460. One way to
implement a location condition 1s to set a location where the
resources of the network slice can be utilized. For example,
in 422 UE app 420 can request a location token from node
440, and at 424, node 440 can provide a location token that
allows UE 430 to establish that 1t within a particular location
boundary, e.g., within range of node 440. In one or more
alternative embodiments, UE 430 can use alternative
approaches to determining a location of UE 430, for later
submission during validation processes discussed below. At
424, the location token 1s received buy UE app 420 and,
based on a request for slice membership 414 by app service
410, service 410 1s granted access to request permission to
jo1n the allocated slice.

[0054] Inthis example, at 416, the app service 410 queries
blockchain node 450 to confirm the location specified 1n the
location token 1s valid for slice membership. Based on the
location being valid, blockchain node 450, at block 417,
blockchain 450 can provide a contract hash to app service
410. Based on this contract hash, app service 410 can create
a slice membership transaction for validation by blockchain
node 450 and, at 464, validation by provider 460. Based on
this validation, at 466, provider can relay a request for
service to node 440, requesting a promotion of UE 430 to
membership 1n the allocated slice. Once UE 430 1s pro-
moted, UE app 420 can be allocated services required for the
operation ol app service 410.

[0055] In an example that illustrates different features
described above, slice allocation can be beneficially per-
tormed for first responders in need of special privileges for
emergency response. In an example, a proposed contract is
provided by a UE identified as being used by a first
responder. Example conditions requested can include, but
are not limited to, allocated use of certain network ports for
a secure connection to appropriate data sources (e.g., site
and medical information), and high bandwidth 223D {for

video streaming 220D capability.

[0056] Adfter receipt of the conditions above (e.g., repre-
sented by proposed contract data 318 1n request 317), slice
manager can evaluate request 317 and generate a governing,
contract for use by UE 430. For example, when considering
the requested service conditions, policy manager 375 can
review basic conditions applicable to this type of requestor
(e.g., a service level agreement (SLA) 1n place), past gov-
erning contracts to this type of customer (e.g., by a query of
blockchain ledger 376 A), available network slice resources
380 for the location of user device 430 (e.g., a network
location token can be submitted as a part of request 317), and
other similar factors.

[0057] In this example, based on the above factors, the
requested exclusive use of ports 1s granted, but the high
bandwidth 225D for video streaming 220D capability 1s not
permitted by the governing contract, e.g., because a triage of
available resources for the location determines that less
allocated resources for UE 430 can provide more needed
resources for other responding parties. Based on this gov-
erning contract, resources associated with a network slice
are granted to UE 430. This example 1s discussed further
below 1n the context of anomalous activity that can violate
the governing contract and, 1n some circumstances (€.g., not
normally for first responder requirements), cause expulsion
from the allocated slice.
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[0058] In another example, when first responder UE 430
leaves geographic proximity to an emergency event, this
change can be detected (e.g., by the location services of 5G
connectivity ), and blockchain 450 can be used to confirm the
conditions of the governing contract are not violated by this
new location. In an expulsion process described with FIG. 5
below, because an anomalous condition (e.g., change of
location) 1s detected, different processes for provider 460
can be triggered, including either adapting the governing
conditions to encompass the anomalous conditions or trig-
gering the expulsion process for UE 430 from the allocated
network slice.

[0059] FIG. 5 depicts a tlow diagram 500 that illustrates
connections and example of data exchanged between UE
530, node 540, blockchain node 350, and provider 560, that
can facilitate the expulsion of UE app 520 from an allocated
network slice, in accordance with one or more embodiments.
For purposes of brevity, description of like elements and/or
processes employed 1in other embodiments 1s omitted.

[0060] One or more embodiments can use the above
described features further for the defimtion and discovery of
expulsion criteria for governing contract violations and
anomalies 1n usage that can be indicative of violations. For
example, 1n one or more embodiments, by monitoring slice
activity across the network (e.g., by anomaly detector 126),
a provider can determine policy violations/anomalies for use
in the expulsion from, or modification of, allocated network
slices. It 1s important to note that, by utilizing blockchain
ledgers 376 A-B, governing contracts, and the terms of
expulsion from slices governed by these contracts, can be
transparently published for external access, such that net-
work slice membership can be verified with the application
owner and justly terminated for violating policies, e.g.,
turther to promote confidence 1n the operation of the system.

[0061] For example, in an example depicted in FIG. 3, at
512, app service 510 of UE 530 can communicate a request
317 for slice creation, including proposed contract data 318
to provider 560 via node 540. As described above, proposed
contract data 318 can be reviewed, and selected terms can
used to generate a governing contract for the requested
connection, and at 3552, the governing contract can be
appended 1n a ledger entry to blockchain 550. At 554, the
entry can be validated (e.g., by blockchain node 330), and at
5355, provider executes service requirements to request allo-
cation of resources by node 540.

[0062] At 532, node 540 can promote UE 330 to mem-
bership in the generated network slice. It should be appre-
ciated that, as used herein, UEs and applications can be
described as being promoted to using resources allocated 1n
a network slice, with promotion being used, by one or more
embodiments to described upgrading the resources available
to the applications as compared to non-allocated resources.

[0063] In one approach used by one or more embodiments
to maintain service levels allocated to a network slice (e.g.,
low-latency, high-bandwidth), key performance indicators
(KPIs) can be measured and reported at different points in
the delivery of resources. For example, at 542, a tower
providing wireless connectivity to UE 530 (e.g., node 540)
can collect KPIs associated with allocated resources.
Returning to the first responder allocations described above,
for the network slice assigned to the first responder UE 530,
KPIs associated with port exclusivity, bandwidth and other
measurements can be collected and relayed to provider 560.
In addition to providing data to facilitate the maintaining of
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the service levels of the network slice, the KPIs collected by
different components can be used to detect anomalous

behavior, e.g., activity by UE app 520 that potentially
violates the terms of the governing contract.

[0064] At 556, one or more embodiments can assess the
collected KPIs by reading conditions stored in blockchain
5350, and 11 activity outside of the activity authorized by the
governing contact 1s detected, at 544 an app service penalty
can be assessed on UE 530. In addition, at 558, the detected
violation can be commumcated to provider 560, and an
assessment ol the violation can be made at provider 560,
along with potential remedies, e.g., expulsion from the
network slice or, 1n an opposite approach, upgrading the
terms of the governing contract to encompass the detected
behavior. In the example depicted 1n FIG. 5, at 559, provider
560 expels UE 530 for violating the terms of the governing
contract, but alternative approaches are described below.

[0065] Continuing with to the first responder example
discussed above, 1n an example of aspects of the above-
described expulsion analysis, UE 530 operated by {irst
responders, attempts to turn on video feed for an on-site
surgical operation, this being restricted by the example
governing contract described above. Based on the execution
of this video function by UE 530, node 540 can detect the
high-bandwidth requested for delivery of the requested
video. In one or more embodiments, this KPI condition can
be 1dentified as an anomalous condition, and communicated
to blockchain 550 for analysis and confirmation. Upon a
determination that the request for video by UE 530 violates
the terms of the governing contract, provider 560 can
perform a range of functions, including reevaluating factors
that led to the 1nitial restriction (e.g., congestion from other
priority devices), and aifter revaluation, determining to
enable the video transter, because the video bandwidth can
be accommodated by the available resources. Alternatively,
provider 560 can trigger an expulsion of UE 530 from the
allocated slice as described 1n the previous example.

[0066] To avoid the expulsion described above (e.g., espe-
cially for first responders), one approach that can be 1imple-
mented allows UEs 3530 operated by first responders (or
other priority uses) that have been assigned a lower level of
priority (e.g., the prohibition of video streaming described
above) to request a priority uplift. This uplift can be
reviewed and approved by provider 460, as well as locally,
by a first responder command post manager for the emer-
gency. Once approved the resources available to an allocated
slice can be upgraded. In additional embodiments, the ability
to request priority uplift can be made available upon enter-
ing a proximity to an emergency (e.g., from 5-50 miles), thus
enabling the allocation of resources to begin before arriving
at an emergency location. In an alternative embodiment, 1n
some circumstances priority upliit could be automated and
not require command post manager approval (automation
could be based on location, priorty, etc.).

[0067] In another example of monitoring, analysis, and
expulsion, 1n one or more embodiments, UAVs and other
vehicles, as noted above, can require ultra-low latency for
cllective operation. In addition, these systems, also having
operating systems, applications and media, can periodically
require system updates. In one or more embodiments, as a
part of a governing contract, terms can be included that
recognize that the timing of update downloads can be
significant for the operation of the vehicles, e.g., download-
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ing large blocks while controlling a vehicle can interfere
with the required low-latency operation of the vehicles.

[0068] In this example, the commencement of a system
update download can be detected by KPIs 1n the system
(e.g., at node 540), and these conditions can be compared to
the governing contract term stored in blockchain 550, with
turther analysis performed to consider whether the vehicle 1s
idle (e.g., an appropriate time) or whether the vehicle 1s
operational and in need of low-latency connectivity. Upon
determination of idleness, the download operation can be
permitted, and a RAN priornity downgrade can be requested
to be performed, e.g., ultra-low latency connections can use
a significant amount of system resources, and the connec-
tions are not required for system upgrades. Upon a deter-
mination that the vehicle 1s not 1dle, the download operation
can be paused until a later time. In an additional embodi-
ment, along with the pause, UE 330 can be expelled from the
network slice, having to re-authenticate when the vehicle 1s
idle and can resume the update.

[0069] FIG. 61llustrates an implementation of an example,
non-limiting system 600 that can facilitate detecting anoma-
lous uses of network slices by employing an artificial
intelligence (Al)machine learning (ML) component 373
that can include for example, artificial neural network
(ANN) (also termed “neural network™ or “network™ herein)
670, 1n accordance with one or more embodiments described
herein. Repetitive description of like elements and/or pro-
cesses employed 1n respective embodiments 1s omitted for
sake of brevity.

[0070] In certain embodiments, anomalous activity can be
detected based on classifications, correlations, inferences
and/or expressions associated with principles of artificial
intelligence. For example, AI/ML component 373 can
employ expert systems, fuzzy logic, SVMs, Hidden Markov
Models (HMMs), greedy search algorithms, rule-based sys-
tems, Bayesian models (e.g., Bayesian networks), ANNs,
other non-linear training techmiques, data fusion, utility-
based analytical systems, systems employing Bayesian mod-
els, etc.

[0071] In another aspect, AI/ML component 373 can per-
form a set of machine learning computations associated with
the detection of different network conditions. For example,
AI/ML component 373 can perform reinforcement learnming
analysis, a set of clustering machine learming computations,
a set of logistic regression machine learning computations,
a set ol decision tree machine learning computations, a set
of random forest machine learning computations, a set of
regression tree machine learning computations, a set of least
square machine learning computations, a set of instance-
based machine learning computations, a set of regression
machine learning computations, a set of support vector
regression machine learning computations, a set of k-means
machine learning computations, a set of spectral clustering
machine learning computations, a set of rule learning
machine learning computations, a set ol Bayesian machine
learning computations, a set of deep Boltzmann machine
computations, a set of deep beliel network computations,
and a set of diflerent machine learning computations to

analyze network data, and detect anomalous activities 1n
allocated network slices.

[0072] In an example AI/ML approach that can be utilized
by one or more embodiments, ANN 670 can be optimized
(also termed “trained’ herein) by submitting optimizing data

to the network. It should be noted that this description of
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employing an ANN 1s non-limiting, €.g., one or more
embodiments can use other types of machine learning algo-
rithms that recerve imput and perform analysis, e.g., as
described above.

[0073] Inone or more embodiments, to facilitate the use of
ANN 670 for anomaly detection, traiming data 610 can be
created by combining operational data with confirmed con-
clusions about the operational data. For example, an imme-
diate shift from low-bandwidth requirements to high-band-
width indicates video 1s being streamed to a UE (e.g., as in
the first responder example described above), and when an
application utilizing ultra-low latency transitions to large
data downloads, this indicates a system update 1s being
performed on a system that requires low latency in other
contexts (e.g., as in the UAV example described above). As
would be appreciated by one having skill in the relevant
art(s), given the description herein, training data 610 can be
used to train the artificial neurons of ANN 670 such that,
over time, ANN 670 can accurately analyze network slice
activity 620 (e.g., from slice manager 128) and produce data
corresponding to detected anomalies 630.

[0074] FIG. 7 illustrates a flow diagram of an example
method 700 that can facilitate the allocation, scheduling, and
management of network slice resources, 1n accordance with
one or more embodiments. For purposes of brevity, descrip-
tion of like elements and/or processes employed 1n other
embodiments 1s omitted.

[0075] At 702, example method 700 can generate, by a
user equipment device comprising a processor, proposed

agreement data representative ol a proposed agreement
applicable to access resources of a network slice accessible
via a network device of a wireless network. In an embodi-
ment, method 700 can generate (e.g., by application 315), by
a user equipment device comprising a processor (e.g., pro-
cessor 902 of mobile handset 900), proposed agreement data
318 representative of a proposed agreement applicable to
access resources ol a network slice (e.g., network slice
resources 380) accessible via a network device 350 of a
wireless network 190.

[0076] At 704, example method 700 can communicate, by
the user equipment device, the proposed agreement data to
the network device. In an embodiment, the method can
communicate, by the user equipment device (e.g., processor
902 of mobile handset 900), the proposed agreement data
318 to the network device 350.

[0077] At 706, example method 700 can utilize, by the
user equipment device, the resources of the network slice,
wherein the utilizing the resources 1s controlled by control-
ling agreement data representative ol a controlling agree-
ment that was generated by the network device based on the
proposed agreement data, and wherein the controlling agree-
ment data was stored by the network device. In an embodi-
ment, method 700 can utilize, by the user equipment device
(e.g., processor 902 of mobile handset 900), the resources of
the network slice (e.g., network slice resources 380),
wherein the utilizing the resources 1s controlled by control-
ling agreement data representative of a controlling agree-
ment that was generated (e.g., by policy manager 375) by the
network device 350 based on the proposed agreement data
318, and wherein the controlling agreement data was stored

(e.g., 1n blockchain ledger 376A) by the network device 350.

[0078] FIG. 8 illustrates a flow diagram of an example
system 800 that can facilitate the allocation, scheduling, and
management of network slice resources, 1n accordance with
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one or more embodiments. For purposes of brevity, descrip-
tion of like elements and/or processes employed in other
embodiments 1s omitted.

[0079] At 802, example system 800 can receive proposed
contract data representative of a proposed contract for access
by an application of a user equipment device to resources of
a network slice usable for the access by the application. In
an embodiment, system 300 can receive (e.g., by policy
manager 375) proposed contract data 318 representative of
a proposed contract for access by an application 315 of UE
310 to resources of a network slice (e.g., network slice
resources 380) usable for the access by the application 315.

[0080] At 804, example system 800 can, based on the
proposed contract data, store governing contract data rep-
resentative of a governing contract 1 a storage device,
wherein the governing contract 1s selected to control the
access by the application to the resources of the network
slice. In an embodiment, system 300 can, based on the
proposed contract data 318, store (e.g., by slice manager

128) governing contract data (e.g., generated by policy
manager 375) representative of a governing contract in a
storage device (e.g., blockchain ledger 376A), wherein the
governing contract 1s selected to control the access by the
application 313 to the resources of the network slice (e.g.,
network slice resources 380).

[0081] At 806, cxample system 800 can schedule use of
the resources of the network slice by the application based
on the governing contract data. In an embodiment, system
300 can, schedule (e.g., by scheduler 378) use of the
resources of the network slice 195A by the application 3135
based on the governing contract data (e.g., generated by
policy manager 373).

[0082] As can be seen, the technology described herein
provides for increased robustness and reduced latency of
initial access and V2X configuration when control plane and
mobility signaling 1s provided over a sub6-GHz anchor link
via multi-connectivity, (compared to a standalone architec-
ture), 1n which V2X-capable UEs provide initial access,
IDLE mode, control plane, and mobility functionality. The
technology facilitates reduced overhead on mmWave back-
haul links multiplexing cellular and V2X traflic (of one or
more bands) by utilizing sub 6-GHz channels for control
plane signaling mstead of multiplexing both control and data
links on mmWave bands. Still further, the technology
described herein provides the ability to efliciently perform
local manager configuration and association based on mea-
surements/reports related to sidelink link quality metrics
over sub6-GHz channels more efliciently than over the NR
mmWave backhaul links. The technology described herein
ecnables support for simultaneous cellular communication
with a network infrastructure, in addition to V2X direct
communication services on the same or different carriers.

[0083] Referring now to FIG. 9, illustrated 1s an example
block diagram of an example mobile handset 900 operable
to engage 1n a system architecture that facilitates wireless
communications according to one or more embodiments
described herein. Although a mobile handset 1s 1llustrated
herein, 1t will be understood that other devices can be a
mobile device, and that the mobile handset 1s merely 1llus-
trated to provide context for the embodiments of the various
embodiments described herein. The following discussion 1s
intended to provide a bnief, general description of an
example of a suitable environment in which the various
embodiments can be implemented. While the description
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includes a general context of computer-executable instruc-
tions embodied on a machine-readable storage medium,
those skilled 1n the art will recognize that the embodiments
also can be implemented 1n combination with other program
modules and/or as a combination of hardware and software.

[0084] Generally, applications (e.g., program modules)
can mclude routines, programs, components, data structures,
etc., that perform particular tasks or implement particular
abstract data types. Moreover, those skilled 1n the art will
appreciate that the methods described herein can be prac-
ticed with other system configurations, mcluding single-
processor or multiprocessor systems, minicomputers, main-
frame computers, as well as personal computers, hand-held
computing devices, microprocessor-based or programmable
consumer electronics, and the like, each of which can be
operatively coupled to one or more associated devices

[0085] A computing device can typically include a vanety
of machine-readable media. Machine-readable media can be
any available media that can be accessed by the computer
and includes both volatile and non-volatile media, remov-
able and non-removable media. By way of example and not
limitation, computer-readable media can comprise computer
storage media and commumnication media. Computer storage
media can 1nclude volatile and/or non-volatile media,
removable and/or non-removable media implemented 1n any
method or technology for storage of information, such as
computer-readable instructions, data structures, program
modules, or other data. Computer storage media can include,
but 1s not limited to, RAM, ROM, EEPROM, flash memory
or other memory technology, solid state drive (SSD) or other
solid-state storage technology, Compact Disk Read Only
Memory (CD ROM), digital video disk (DVD), Blu-ray
disk, or other optical disk storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can be accessed by the
computer. In this regard, the terms “tangible” or “non-
transitory” herein as applied to storage, memory or com-
puter-readable media, are to be understood to exclude only
propagating transitory signals per se as modifiers and do not
relinquish rights to all standard storage, memory or com-
puter-readable media that are not only propagating transitory
signals per se.

[0086] Communication media typically embodies com-
puter-readable instructions, data structures, program mod-
ules, or other data in a modulated data signal such as a
carrier wave or other transport mechanism, and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of its characteristics
set or changed 1n such a manner as to encode information 1n
the signal. By way of example, and not limitation, commu-
nication media includes wired media such as a wired net-
work or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combina-
tions of the any of the above should also be included within
the scope of computer-readable media

[0087] The handset includes a processor 902 for control-
ling and processing all onboard operations and functions. A
memory 904 interfaces to the processor 902 for storage of
data and one or more applications 906 (e.g., a video player
software, user feedback component software, etc.). Other
applications can include voice recognition of predetermined
voice commands that facilitate initiation of the user feed-
back signals. The applications 906 can be stored in the
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memory 904 and/or 1in a firmware 908, and executed by the
processor 902 from either or both the memory 904 or/and the
firmware 908. The firmware 908 can also store startup code
for execution 1n initializing the handset 900. A communi-
cations component 910 interfaces to the processor 902 to
facilitate wired/wireless communication with external sys-
tems, e.g., cellular networks, VoIP networks, and so on.
Here, the communications component 910 can also include
a suitable cellular transceiver 911 (e.g., a GSM transceiver)
and/or an unlicensed transceiver 913 (e.g., Wi-F1, WiMax)
for corresponding signal communications. The handset 900
can be a device such as a cellular telephone, a PDA with
mobile communications capabilities, and messaging-centric
devices. The communications component 910 also facili-
tates communications reception from terrestrial radio net-
works (e.g., broadcast), digital satellite radio networks, and
Internet-based radio services networks

[0088] The handset 900 includes a display 912 for dis-
playing text, images, video, telephony functions (e.g., a
Caller ID function), setup functions, and for user input. For
example, the display 912 can also be referred to as a
“screen” that can accommodate the presentation of multi-
media content (e.g., music metadata, messages, wallpaper,
graphics, etc.). The display 912 can also display videos and
can facilitate the generation, editing and sharing of video
quotes. A serial I/O interface 914 1s provided 1n communi-
cation with the processor 902 to facilitate wired and/or
wireless serial communications (e.g., USB, and/or IEEE
1294) through a hardwire connection, and other serial input
devices (e.g., a keyboard, keypad, and mouse). This supports
updating and troubleshooting the handset 900, for example.
Audio capabilities are provided with an audio I/O compo-
nent 916, which can include a speaker for the output of audio
signals related to, for example, indication that the user
pressed the proper key or key combination to initiate the user
teedback signal. The audio I/O component 916 also facili-
tates the mput of audio signals through a microphone to
record data and/or telephony voice data, and for mputting
voice signals for telephone conversations.

[0089] The handset 900 can include a slot interface 918 for
accommodating a SIC (Subscriber Identity Component) 1n
the form factor of a card Subscriber Identity Module (SIM)
or umiversal SIM 920, and interfacing the SIM card 920 with
the processor 902. However, 1t 1s to be appreciated that the
SIM card 920 can be manutactured into the handset 900, and
updated by downloading data and software.

[0090] The handset 900 can process IP data tratlic through
the communications component 910 to accommodate IP
tratlic from an IP network such as, for example, the Internet,
a corporate intranet, a home network, a person area network,
etc., through an ISP or broadband cable provider. Thus, VoIP
traflic can be utilized by the handset 900 and IP-based
multimedia content can be received 1n either an encoded or
a decoded format.

[0091] A video processing component 922 (e.g., a camera)
can be provided for decoding encoded multimedia content.
The video processing component 922 can aid in facilitating
the generation, editing, and sharing of video quotes. The
handset 900 also imncludes a power source 924 in the form of
batteries and/or an AC power subsystem, which power
source 924 can interface to an external power system or
charging equipment (not shown) by a power I/O component

926.
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[0092] The handset 900 can also include a video compo-
nent 930 for processing video content received and, for
recording and transmitting video content. For example, the
video component 930 can facilitate the generation, editing
and sharing of video quotes. A location tracking component
932 facilitates geographically locating the handset 900. As
described hereinabove, this can occur when the user initiates
the feedback signal automatically or manually. A user input
component 934 facilitates the user imitiating the quality
teedback signal. The user input component 934 can also
tacilitate the generation, editing and sharing of video quotes.
The user mput component 934 can include such conven-

tional input device technologies such as a keypad, keyboard,
mouse, stylus pen, and/or touch screen, for example.

[0093] Referring again to the applications 906, a hyster-
esis component 936 facilitates the analysis and processing of
hysteresis data, which 1s utilized to determine when to
associate with the access point. A solftware trigger compo-
nent 938 can be provided that facilitates triggering of the
hysteresis component 936 when the Wi-Fi1 transceiver 913
detects the beacon of the access point. A SIP client 940
enables the handset 900 to support SIP protocols and register
the subscriber with the SIP registrar server. The applications
906 can also 1nclude a client 942 that provides at least the
capability of discovery, play and store of multimedia con-
tent, for example, music.

[0094] The handset 900, as indicated above related to the
communications component 910, includes an 1ndoor net-
work radio transceirver 913 (e.g., Wi-Fi1 transceiver). This
function supports the indoor radio link, such as IEEE
802.11, for the dual-mode GSM handset 900. The handset
900 can accommodate at least satellite radio services
through a handset that can combine wireless voice and
digital radio chipsets mto a single handheld device.

[0095] As discussed m FIGS. 1 and 3, network 190 can

include a wireless communication system, and thus can
include one or more communication service provider net-
works that facilitate providing wireless communication ser-
vices to various user equipments, mcluding UEs 140A-B
and 310, via the network devices 150 and 350 and/or various
additional network devices (as 1s understood) included in the
one or more communication service provider networks. The
one or more communication service provider networks can
include various types of disparate networks, including but
not limited to: cellular networks, femto networks, picocell
networks, microcell networks, internet protocol (IP) net-
works Wi-F1 service networks, broadband service network,
enterprise networks, cloud based networks, and the like. For
example, 1n at least one implementation, system 100 can be
or mclude a large scale wireless communication network
that spans various geographic areas. According to this
implementation, the one or more communication service
provider networks can be or include the wireless commu-
nication network and/or various additional devices and
components of the wireless communication network (e.g.,
additional network devices and cell, additional user equip-
ments, network server devices, etc.).

[0096] The network device 350 can be connected to one or
more communication service provider networks via one or
more backhaul links or the like (not shown). For example,
the one or more backhaul links can comprise wired link
components, such as a T1/E1 phone line, a digital subscriber
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line (DSL) (e.g., either synchronous or asynchronous), an
asymmetric DSL (ADSL), an optical fiber backbone, a
coaxial cable, and the like.

[0097] Network 190 can employ various cellular systems,

technologies, and modulation schemes to facilitate wireless
radio communications between devices (e.g., UEs 140A-B,
and 310, and the network devices 150 and 330). While
example embodiments include use of 5G new radio (NR)
systems, one or more embodiments discussed herein can be
applicable to any radio access technology (RAT) or multi-
RAT system, including where user equipments operate using
multiple carners, e.g., LTE FDD/TDD, GSM/GERAN,
CDMA2000, etc. For example, wireless communication
system 200 can operate 1n accordance with global system for
mobile communications (GSM), universal mobile telecom-
munications service (UMTS), long term evolution (LTE),
LTE frequency division duplexing (LTE FDD, LTE time
division duplexing (1TDD), high speed packet access
(HSPA), code division multiple access (CDMA), wideband
CDMA (WCMDA), CDMA2000, time division multiple
access (IDMA), {frequency division multiple access
(FDMA), multi-carrier code division multiple access (MC-
CDMA), single-carrier code division multiple access (SC-
CDMA), single-carrier FDMA (SC-FDMA), orthogonal 1re-
quency division multiplexing (OFDM), discrete Fourier
transform spread OFDM (DFT-spread OFDM) single carrier
FDMA (SC-FDMA), Filter bank based multi-carrier
(FBMC), zero tail DFT-spread-OFDM (ZT DFT-s-OFDM),
generalized frequency division multiplexing (GFDM), fixed
mobile convergence (FMC), universal fixed mobile conver-
gence (UFMC), unique word OFDM (UW-OFDM), unique
word DFT-spread OFDM (UW DFT-Spread-OFDM), cyclic
prefix OFDM CP-OFDM, resource-block-filtered OFDM,

Wi F1, WLAN, WiMax, and the like.

[0098] However, various features and functionalities of
system 100 are particularly described wherein the devices
(e.g., the UEs 140A-B and the network device 150) of
system 100 are configured to communicate wireless signals
using one or more multi carrier modulation schemes,
wherein data symbols can be transmitted simultaneously
over multiple {frequency subcarriers (e.g., OFDM,
CP-OFDM, DFT-spread OFMD, UFMC, FMBC, etc.). The
embodiments are applicable to single carrier as well as to
multicarrier (MC) or carrier aggregation (CA) operation of
the user equipment. The term carrier aggregation (CA) 1s
also called (e.g., interchangeably called) “multi-carrier sys-
tem”, “multi-cell operation”, “multi-carrier operation”,
“multi-carrier” transmission and/or reception. Note that
some embodiments are also applicable for Mult1 RAB (radio
bearers) on some carriers (that 1s data plus speech 1s simul-
taneously scheduled).

[0099] In various embodiments, the system 100 can be
configured to provide and employ 5G wireless networking
features and functionalities. With 5G networks that may use
wavelorms that split the bandwidth into several sub bands,
different types of services can be accommodated 1n different
sub bands with the most suitable wavetform and numerology,
leading to 1improved spectrum utilization for 5G networks.
Notwithstanding, 1n the mmWave spectrum, the millimeter
waves have shorter wavelengths relative to other commu-
nications waves, whereby mmWave signals can experience
severe path loss, penetration loss, and fading. However, the
shorter wavelength at mmWave frequencies also allows
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more antennas to be packed in the same physical dimension,
which allows for large-scale spatial multiplexing and highly
directional beamforming.

[0100] Retferring now to FIG. 10, 1llustrated 1s an example
block diagram of an example computer 1000 operable to
engage 1n a system architecture that facilitates wireless
communications according to one or more embodiments
described herein. The computer 1000 can provide network-
ing and communication capabilities between a wired or
wireless communication network and a server (e.g.,
Microsoit server) and/or communication device. In order to
provide additional context for various aspects thereot, FIG.
10 and the following discussion are intended to provide a
brief, general description of a suitable computing environ-
ment 1n which the various aspects of the embodiments can
be implemented to facilitate the establishment of a transac-
tion between an entity and a third party. While the descrip-
tion above 1s 1 the general context of computer-executable
instructions that can run on one or more computers, those
skilled 1n the art will recognize that the embodiments also
can be implemented in combination with other program
modules and/or as a combination of hardware and software.

[0101] Generally, program modules include routines, pro-
grams, components, data structures, etc., that perform par-
ticular tasks or implement particular abstract data types.
Moreover, those skilled 1n the art will appreciate that the
methods can be practiced with other computer system con-
figurations, including single-processor or multiprocessor
computer systems, minicomputers, mainframe computers,
as well as personal computers, hand-held computing
devices, microprocessor-based or programmable consumer
clectronics, and the like, each of which can be operatively
coupled to one or more associated devices.

[0102] Thellustrated aspects of the embodiments can also
be practiced in distributed computing environments where
certain tasks are performed by remote processing devices
that are linked through a communications network. In a
distributed computing environment, program modules can
be located 1n both local and remote memory storage devices.

[0103] Computing devices typically include a variety of
media, which can include computer-readable storage media
or communications media, which two terms are used herein
differently from one another as follows.

[0104] Computer-readable storage media can be any avail-
able storage media that can be accessed by the computer and
includes both volatile and nonvolatile media, removable and
non-removable media. By way of example, and not limita-
tion, computer-readable storage media can be implemented
in connection with any method or technology for storage of
information such as computer-readable instructions, pro-
gram modules, structured data, or unstructured data. Com-

puter-readable storage media can include, but are not limited
to, RAM, ROM, EEPROM, flash memory or other memory

technology, CD-ROM, digital versatile disk (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
other tangible and/or non-transitory media which can be
used to store desired information. Computer-readable stor-
age media can be accessed by one or more local or remote
computing devices, €.g., via access requests, queries or other
data retrieval protocols, for a variety of operations with
respect to the information stored by the medium.

[0105] Communications media can embody computer-
readable instructions, data structures, program modules, or
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other structured or unstructured data 1n a data signal such as
a modulated data signal, e.g., a carrier wave or other
transport mechanism, and includes any information delivery
or transport media. The term “modulated data signal” or
signals refers to a signal that has one or more of 1its
characteristics set or changed 1n such a manner as to encode
information 1n one or more signals. By way of example, and
not limitation, communication media include wired media,
such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other
wireless media.

[0106] The techniques described herein can be applied to
any device or set of devices (machines) capable of running
programs and processes. It can be understood, therefore, that
servers including physical and/or virtual machines, personal
computers, laptops, handheld, portable and other computing
devices and computing objects of all kinds including cell
phones, tablet/slate computers, gaming/entertainment con-
soles and the like are contemplated for use 1n connection
with various implementations including those exemplified
herein. Accordingly, the general purpose computing mecha-
nism described below with reference to FIG. 10 1s but one
example of a computing device.

[0107] Inorderto provide a context for the various aspects
of the disclosed subject matter, FIG. 10 and the following
discussion, are itended to provide a brief, general descrip-
tion of a suitable environment 1n which the various aspects
of the disclosed subject matter can be implemented. While
the subject matter has been described above in the general
context ol computer-executable instructions of a computer
program that runs on a computer and/or computers, those
skilled 1n the art will recognize that the disclosed subject
matter also can be implemented 1n combination with other
program modules. Generally, program modules include rou-
tines, programs, components, data structures, etc. that per-
form particular tasks and/or implement particular abstract
data types.

[0108] In the subject specification, terms such as “‘store,”
“storage,” “data store,” data storage,” “database,” and sub-
stantially any other information storage component relevant
to operation and functionality of a component, refer to
“memory components,” or entities embodied 1n a “memory”™
or components comprising the memory. It will be appreci-
ated that the memory components described herein can be
either volatile memory or nonvolatile memory, or can
include both volatile and nonvolatile memory, by way of
illustration, and not limitation, volatile memory 1020 (see
below), nonvolatile memory 1022 (see below), disk storage
1024 (see below), and memory storage 1046 (see below).
Further, nonvolatile memory can be included 1n read only
memory (ROM), programmable ROM (PROM), electrically
programmable ROM (EPROM), electrically erasable ROM
(EEPROM), or flash memory. Volatile memory can include
random access memory (RAM), which acts as external
cache memory. By way of illustration and not limaitation,

RAM 1s available 1n many forms such as synchronous RAM
(SRAM), dynamic RAM (DRAM), synchronous DRAM

(SDRAM), double data rate SDRAM (DDR SDRAM),
enhanced SDRAM (ESDRAM), Synchlink DRAM (SL-
DRAM), and direct Rambus RAM (DRRAM). Additionally,
the disclosed memory components of systems or methods
herein are intended to comprise, without being limited to
comprising, these and any other suitable types of memory.
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[0109] Moreover, 1t will be noted that the disclosed subject
matter can be practiced with other computer system con-
figurations, including single-processor or multiprocessor
computer systems, mini-computing devices, mainframe
computers, as well as personal computers, hand-held com-
puting devices (e.g., PDA, phone, watch, tablet computers,
netbook computers, . . . ), microprocessor-based or program-
mable consumer or industrial electronics, and the like. The
illustrated aspects can also be practiced 1n distributed com-
puting environments where tasks are performed by remote
processing devices that are linked through a communica-
tions network; however, some 11 not all aspects of the subject
disclosure can be practiced on stand-alone computers. In a
distributed computing environment, program modules can
be located 1n both local and remote memory storage devices.

[0110] FIG. 10 1llustrates a block diagram of an operating
environment 1000 operable to execute the disclosed systems
and methods 1n accordance with an embodiment. Computer
1012, which can be, for example, part of the hardware of
system 1020, includes a processing unit 1004, a system
memory 1006, and a system bus 1008. System bus 1008
couples system components including, but not limited to,
system memory 1006 to processing umt 1004. Processing
unit 1004 can be any of various available processors. Dual
microprocessors and other multiprocessor architectures also
can be employed as processing unit 1004.

[0111] System bus 1008 can be any of several types of bus
structure(s) including a memory bus or a memory controller,
a peripheral bus or an external bus, and/or a local bus using

any variety of available bus architectures including, but not
limited to, Industrial Standard Architecture (ISA), Micro-

Channel Architecture (MSA), Extended ISA (EISA), Intel-
ligent Drive Electronics, VESA Local Bus (VLB), Periph-
eral Component Interconnect (PCI), Card Bus, Universal
Serial Bus (USB), Advanced Graphics Port (AGP), Personal
Computer Memory Card International Association bus
(PCMCIA), Firewire (IEEE 1394), and Small Computer
Systems Interface (SCSI).

[0112] System memory 1006 can include volatile memory
1020 and nonvolatile memory 1022. A basic 1nput/output
system (BIOS), containing routines to transfer information
between elements within computer 1012, such as during
start-up, can be stored in nonvolatile memory 1022. By way
of 1llustration, and not limitation, nonvolatile memory 1022
can clude ROM, PROM, FPROM, EEPROM, or flash
memory. Volatile memory 1020 includes RAM, which acts
as external cache memory. By way of illustration and not
limitation, RAM 1s available 1n many forms such as SRAM,
dynamic RAM (DRAM), synchronous DRAM (SDRAM),
double data rate SDRAM (DDR SDRAM), enhanced
SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), Ram-
bus direct RAM (RDRAM), direct Rambus dynamic RAM
(DRDRAM), and Rambus dynamic RAM (RDRAM).

[0113] Computer 1012 can also include removable/non-
removable, volatile/non-volatile computer storage media.
FIG. 10 1llustrates, for example, disk storage 1024. Disk
storage 1024 includes, but 1s not limited to, devices like a
magnetic disk dnive, floppy disk drive, tape drive, flash
memory card, or memory stick. In addition, disk storage
1024 can include storage media separately or 1n combination
with other storage media including, but not limited to, an

optical disk drive such as a compact disk ROM device
(CD-ROM), CD recordable drive (CD-R Drive), CD rewrit-

able drive (CD-RW Drive) or a digital versatile disk ROM
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drive (DVD-ROM). To facilitate connection of the disk
storage devices 1024 to system bus 1008, a removable or

non-removable interface 1s typically used, such as interface
1026.

[0114] Computing devices typically include a variety of
media, which can include computer-readable storage media
or communications media, which two terms are used herein
differently from one another as follows.

[0115] Computer-readable storage media can be any avail-
able storage media that can be accessed by the computer and
includes both volatile and nonvolatile media, removable and
non-removable media. By way of example, and not limita-
tion, computer-readable storage media can be implemented
in connection with any method or technology for storage of
information such as computer-readable instructions, pro-
gram modules, structured data, or unstructured data. Com-
puter-readable storage media can include, but are not limited
to, random access memory (RAM), read only memory
(ROM), celectrically erasable programmable read only
memory (EEPROM), flash memory or other memory tech-
nology, solid state drive (SSD) or other solid-state storage
technology, compact disk read only memory (CD ROM),
digital versatile disk (DVD), Blu-ray disc or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices or other
tangible and/or non-transitory media which can be used to
store desired information. In this regard, the terms “tan-
gible” or “non-transitory” herein as applied to storage,
memory or computer-readable media, are to be understood
to exclude only propagating transitory signals per se as
modifiers and do not relinquish rights to all standard storage,
memory or computer-readable media that are not only
propagating transitory signals per se. In an aspect, tangible
media can include non-transitory media wherein the term
“non-transitory” herein as may be applied to storage,
memory or computer-readable media, 1s to be understood to
exclude only propagating transitory signals per se as a
modifier and does not relinquish coverage of all standard
storage, memory or computer-readable media that are not
only propagating transitory signals per se. For the avoidance
of doubt, the term “computer-readable storage device” 1s
used and defined herein to exclude transitory media. Com-
puter-readable storage media can be accessed by one or
more local or remote computing devices, €.g., via access
requests, queries or other data retrieval protocols, for a
variety of operations with respect to the information stored
by the medium.

[0116] Communications media typically embody com-
puter-readable instructions, data structures, program mod-
ules or other structured or unstructured data in a data signal
such as a modulated data signal, e.g., a carrier wave or other
transport mechanism, and includes any information delivery
or transport media. The term “modulated data signal” or
signals refers to a signal that has one or more of 1its
characteristics set or changed 1n such a manner as to encode
information in one or more signals. By way of example, and
not limitation, communication media include wired media,
such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other
wireless media.

[0117] It can be noted that FIG. 10 describes software that

acts as an intermediary between users and computer
resources described in suitable operating environment 1000.
Such software includes an operating system 1028. Operating,
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system 1028, which can be stored on disk storage 1024, acts
to control and allocate resources of computer 1012. System
applications 1030 take advantage of the management of
resources by operating system 1028 through program mod-
ules 1032 and program data 1034 stored either 1n system
memory 1006 or on disk storage 1024. It 1s to be noted that
the disclosed subject matter can be implemented with vari-
ous operating systems or combinations of operating systems.

[0118] A user can enter commands or information into
computer 1012 through input device(s) 1036. As an
example, a mobile device and/or portable device can include
a user interface embodied 1n a touch sensitive display panel
allowing a user to interact with computer 1012. Input
devices 1036 include, but are not limited to, a pointing
device such as a mouse, trackball, stylus, touch pad, key-
board, microphone, joystick, game pad, satellite dish, scan-
ner, TV tuner card, digital camera, digital video camera, web
camera, cell phone, smartphone, tablet computer, etc. These
and other mput devices connect to processing unit 1004
through system bus 1008 by way of interface port(s) 1038.
Interface port(s) 1038 include, for example, a serial port, a
parallel port, a game port, a universal serial bus (USB), an
inirared port, a Bluetooth port, an IP port, or a logical port
associated with a wireless service, etc. Output device(s)

1040 and a move use some of the same type of ports as input
device(s) 1036.

[0119] Thus, for example, a USB port can be used to
provide mput to computer 1012 and to output information
from computer 1012 to an output device 1040. Output
adapter 1042 1s provided to illustrate that there are some
output devices 1040 like monitors, speakers, and printers,
among other output devices 1040, which use special adapt-
ers. Output adapters 1042 include, by way of illustration and
not limitation, video and sound cards that provide means of
connection between output device 1040 and system bus
1008. It should be noted that other devices and/or systems of
devices provide both mput and output capabilities such as
remote computer(s) 1044.

[0120] Computer 1012 can operate 1 a networked envi-
ronment using logical connections to one or more remote
computers, such as remote computer(s) 1044. Remote com-
puter(s) 1044 can be a personal computer, a server, a router,
a network PC, cloud storage, cloud service, a workstation, a
microprocessor based appliance, a peer device, or other
common network node and the like, and typically includes
many or all of the elements described relative to computer

1012.

[0121] For purposes of brevity, only a memory storage
device 1046 1s illustrated with remote computer(s) 1044.
Remote computer(s) 1044 1s logically connected to com-
puter 1012 through a network mterface 1048 and then
physically connected by way of communication connection
1050. Network interface 1048 encompasses wire and/or
wireless communication networks such as local-area net-
works (LAN) and wide-area networks (WAN). LAN tech-
nologies include Fiber Distributed Data Interface (FDDI),
Copper Distributed Data Interface (CDDI), Ethernet, Token
Ring and the like. WAN technologies include, but are not
limited to, point-to-point links, circuit-switching networks
like Integrated Services Digital Networks (ISDN) and varia-
tions thereon, packet switching networks, and Digital Sub-
scriber Lines (DSL). As noted below, wireless technologies
may be used in addition to or in place of the foregoing.
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[0122] Communication connection(s) 10350 refer(s) to
hardware/software employed to connect network interface
1048 to bus 1008. While communication connection 1050 1s
shown for illustrative clarity inside computer 1012, it can
also be external to computer 1012. The hardware/software
for connection to network interface 1048 can include, for
example, internal and external technologies such as
modems, including regular telephone grade modems, cable
modems and DSL modems, ISDN adapters, and Ethernet
cards.

[0123] The above description of illustrated embodiments
of the subject disclosure, including what 1s described in the
Abstract, 1s not intended to be exhaustive or to limit the
disclosed embodiments to the precise forms disclosed.
While specific embodiments and examples are described
herein for illustrative purposes, various modifications are
possible that are considered within the scope of such
embodiments and examples, as those skilled 1n the relevant
art can recognize.

[0124] In this regard, while the disclosed subject matter
has been described in connection with various embodiments
and corresponding Figures, where applicable, 1t 1s to be
understood that other similar embodiments can be used or
modifications and additions can be made to the described
embodiments for performing the same, similar, alternative,
or substitute function of the disclosed subject matter without
deviating therefrom. Theretore, the disclosed subject matter
should not be limited to any single embodiment described
herein, but rather should be construed 1n breadth and scope
in accordance with the appended claims below.

[0125] As 1t employed 1n the subject specification, the
term “processor’ can refer to substantially any computing
processing unit or device comprising, but not limited to
comprising, single-core processors; single-processors with
software multithread execution capability; multi-core pro-
cessors; multi-core processors with software multithread
execution capability; multi-core processors with hardware
multithread technology; parallel platiorms; and parallel plat-
forms with distributed shared memory. Additionally, a pro-
cessor can reler to an integrated circuit, an application
specific mtegrated circuit (ASIC), a digital signal processor
(DSP), a field programmable gate array (FPGA), a program-
mable logic controller (PLC), a complex programmable
logic device (CPLD), a discrete gate or transistor logic,
discrete hardware components, or any combination thereof
designed to perform the functions described herein. Proces-
sors can exploit nano-scale architectures such as, but not
limited to, molecular and quantum-dot based transistors,
switches and gates, 1n order to optimize space usage or
enhance performance of user equipment. A processor may
also be implemented as a combination of computing pro-
cessing units.

[0126] In the subject specification, terms such as “‘store,”
“storage,” “data store,” data storage,” “database,” and sub-
stantially any other information storage component relevant
to operation and functionality of a component, refer to
“memory components,” or entities embodied 1n a “memory”™
or components comprising the memory. It will be appreci-
ated that the memory components described herein can be
either volatile memory or nonvolatile memory, or can
include both volatile and nonvolatile memory.

[0127] As used 1n this application, the terms “component,”
“system,” “platform,” “layer,” “selector,” “interface,” and
the like are intended to refer to a computer-related entity or
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an enftity related to an operational apparatus with one or
more specific functionalities, wherein the entity can be either
hardware, a combination of hardware and software, soft-
ware, or soltware 1n execution. As an example, a component
may be, but 1s not limited to being, a process running on a
Processor, a processor, an object, an executable, a thread of
execution, a program, and/or a computer. By way of 1llus-
tration and not limitation, both an application running on a
server and the server can be a component. One or more
components may reside within a process and/or thread of
execution and a component may be localized on one com-
puter and/or distributed between two or more computers. In
addition, these components can execute from various com-
puter readable media, device readable storage devices, or
machine readable media having various data structures
stored thereon. The components may communicate via local
and/or remote processes such as 1n accordance with a signal
having one or more data packets (e.g., data from one
component interacting with another component 1n a local
system, distributed system, and/or across a network such as
the Internet with other systems via the signal). As another
example, a component can be an apparatus with specific
functionality provided by mechanical parts operated by
clectric or electronic circuitry, which 1s operated by a
soltware or firmware application executed by a processor,
wherein the processor can be internal or external to the
apparatus and executes at least a part of the software or
firmware application. As yet another example, a component
can be an apparatus that provides specific functionality
through electronic components without mechanical parts,
the electronic components can include a processor therein to
execute software or firmware that confers at least 1n part the
functionality of the electronic components.

[0128] In addition, the term “or” 1s mtended to mean an
inclusive “or” rather than an exclusive “or.” That 1s, unless
specified otherwise, or clear from context, “X employs A or
B” 1s intended to mean any of the natural inclusive permu-
tations. That 1s, 11 X employs A; X employs B; or X employs
both A and B, then “X employs A or B” 1s satisfied under any
of the foregoing instances. Moreover, articles “a” and “an”
as used 1n the subject specification and annexed drawings
should generally be construed to mean “one or more” unless
specified otherwise or clear from context to be directed to a
singular form.

[0129]

Moreover, terms like “user equipment (UE),”
“mobile station,” “mobile,” subscriber station,” “subscriber
equipment,” “access terminal,” “terminal,” “handset,” and
similar terminology, refer to a wireless device utilized by a
subscriber or user of a wireless communication service to
receive or convey data, control, voice, video, sound, gaming,
or substantially any data-stream or signaling-stream. The
foregoing terms are utilized interchangeably in the subject
specification and related drawings. Likewise, the terms

“network device,” “‘access pomnt (AP),” “base station,”
“NodeB,” “evolved Node B (eNodeB),” “home Node B

(HNB),” “home access point (HAP),” “cell device,” “sec-
tor,” “cell,” and the like, are utilized interchangeably 1n the
subject application, and refer to a wireless network compo-
nent or appliance that can serve and receive data, control,
voice, video, sound, gaming, or substantially any data-
stream or signaling-stream to and from a set of subscriber
stations or provider enabled devices. Data and signaling
streams can include packetized or frame-based tlows.
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[0130] Additionally, the terms “core-network”, “core”,
“core carrier network™, “carrier-side”, or similar terms can
refer to components of a telecommunications network that
typically provides some or all of aggregation, authentication,
call control and switching, charging, service invocation, or
gateways. Aggregation can refer to the highest level of
aggregation 1n a service provider network wherein the next
level 1n the hierarchy under the core nodes 1s the distribution
networks and then the edge networks. User equipments do
not normally connect directly to the core networks of a large
service provider but can be routed to the core by way of a
switch or radio area network. Authentication can refer to
determinations regarding whether the user requesting a
service from the telecom network 1s authorized to do so
within this network or not. Call control and switching can
refer determinations related to the future course of a call
stream across carrier equipment based on the call signal
processing. Charging can be related to the collation and
processing ol charging data generated by various network
nodes. Two common types of charging mechanisms found in
present day networks can be prepaid charging and postpaid
charging. Service invocation can occur based on some
explicit action (e.g., call transfer) or implicitly (e.g., call
waiting). It 1s to be noted that service “execution” may or
may not be a core network functionality as third party
network/nodes may take part 1 actual service execution. A
gateway can be present in the core network to access other
networks. Gateway functionality can be dependent on the

type of the mterface with another network.

[0131] Furthermore, the terms “user,” “subscriber,” “cus-
tomer,” “consumer,” “prosumer,” “agent,” and the like are
employed interchangeably throughout the subject specifica-
tion, unless context warrants particular distinction(s) among
the terms. It should be appreciated that such terms can refer
to human entities or automated components (e.g., supported
through artificial intelligence, as through a capacity to make
inferences based on complex mathematical formalisms), that

can provide simulated vision, sound recognition and so
forth.

[0132] Aspects, features, or advantages of the subject
matter can be exploited in substantially any, or any, wired,
broadcast, wireless telecommunication, radio technology or
network, or combinations thereof. Non-limiting examples of
such technologies or networks include Geocast technology;
broadcast technologies (e.g., sub-Hz, ELF, VLF, LF, MF,
HF, VHF, UHF, SHF, THz broadcasts, etc.); Ethernet; X.23;
powerline-type networking (e.g., PowerLine AV Ethernet,
etc.); femto-cell technology; Wi-F1; Worldwide Interoper-
ability for Microwave Access (WiMAX); Enhanced General
Packet Radio Service (Enhanced GPRS); Third Generation
Partnership Project (3GPP or 3G) Long Term Evolution
(LTE); 3GPP Universal Mobile Telecommunications System
(UMTS) or 3GPP UMTS; Third Generation Partnership
Project 2 (3GPP2) Ultra Mobile Broadband (UMB); High
Speed Packet Access (HSPA); High Speed Downlink Packet
Access (HSDPA); High Speed Uplink Packet Access
(HSUPA); GSM Enhanced Data Rates for GSM Evolution
(EDGE) Radio Access Network (RAN) or GERAN; UMTS
Terrestrial Radio Access Network (UTRAN); or LIE
Advanced.

[0133] What has been described above includes examples
of systems and methods 1llustrative of the disclosed subject
matter. It 1s, of course, not possible to describe every
combination of components or methods herein. One of
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ordinary skill in the art may recogmze that many further
combinations and permutations of the disclosure are pos-
sible. Furthermore, to the extent that the terms “includes,”
“has,” “possesses,” and the like are used in the detailed
description, claims, appendices and drawings such terms are
intended to be inclusive 1n a manner similar to the term
“comprising” as “comprising” 1s interpreted when employed
as a transitional word 1n a claim.

[0134] While the various embodiments are susceptible to
various modifications and alternative constructions, certain
illustrated implementations thereol are shown in the draw-
ings and have been described above 1n detail. It should be
understood, however, that there 1s no intention to limit the
various embodiments to the specific forms disclosed, but on
the contrary, the intention 1s to cover all modifications,
alternative constructions, and equivalents falling within the
spirit and scope of the various embodiments.

[0135] In addition to the various implementations
described herein, 1t 1s to be understood that other similar
implementations can be used or modifications and additions
can be made to the described implementation(s) for per-
forming the same or equivalent function of the correspond-
ing implementation(s) without deviating therefrom. Still
turther, multiple processing chips or multiple devices can
share the performance of one or more functions described
herein, and similarly, storage can be eflected across a
plurality of devices. Accordingly, the various embodiments
are not to be limited to any single implementation, but rather
1s to be construed 1n breadth, spirit and scope 1n accordance
with the appended claims.

What 1s claimed 1s:

1. A method, comprising:

based on governing contract data of a governing contract

identified to control access by a first user equipment of
a group ol user equipment to resources ol a network
slice, facilitating, by network equipment comprising a
processor, use of the resources of the network slice by
the first user equipment, wherein the first user equip-
ment was assigned a priority attribute relative to second
user equipment of the group of user equipment other
than the first user equipment;

detecting, by the network equipment, a condition of the

access that 1s not encompassed by the governing con-
tract, resulting 1n a detected condition; and

based on the detected condition and the priority attribute,

altering the governing contract to encompass the
detected condition.

2. The method of claim 1, further comprising storing, by
the network equipment, the governing contract data in a
blockchain ledger comprising appending an information
block corresponding to the governing contract data to the
blockchain ledger.

3. The method of claim 2, wherein the appending of the
information block comprises communicating a request to
blockchain equipment to generate the information block
based on previous blocks 1n the blockchain ledger stored
prior to the information block.

4. The method of claim 1, further comprising facilitating,
by the network equipment, recerving a location of the first
user equipment, wherein altering the governing contract 1s
turther based on the location.

5. The method of claim 4, further comprising, based on
the location being within a threshold distance to an incident
scene, increasing, by the network equipment, a priority of
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the prionty attribute resulting in an increased priority,
wherein altering the governing contract 1s further based on
the 1ncreased priority.

6. The method of claim 5, further comprising;:

estimating, by the network equipment, a completion time

of alterations of the altering of the governing contract
that are predicted to be usable by the first user equip-
ment at the incident scene; and

based on a speed of the first user equipment, selecting, by

the network equipment, the threshold distance to enable
the alterations of the the goverming contract to be
completed by an arrival time of the first user equipment
at the incident scene.

7. The method of claim 1, further comprising, facilitating,
by the network equipment, communicating an instruction to
the first user equipment to control the access to the resources
of the network slice according to terms of the governing
contract.

8. The method of claim 1, wherein detecting the condition
of the access comprises detecting an anomaly 1n the access
to the resources ol the network slice by the first user
equipment, resulting 1 a detected anomaly.

9. The method of claim 8, wherein detecting the anomaly
comprises detecting the anomaly based on a criterion
obtained from an anomaly criteria data store.

10. The method of claim 8, further comprising, training,
by the network equipment, an artificial neural network based
on momtored network activity, and wherein detecting the
anomaly comprises employing the artificial neural network
to perform the detecting of the anomaly.

11. The method of claim 8, wherein the detected anomaly
comprises a request by the first user equipment to exceed an
amount of allocated resources of the resources of the net-
work slice allocated for use by the first user equipment, and
wherein altering the governing contract to encompass the
detected anomaly comprises altering the governing contract
to increase the amount of the allocated resources of the
resources ol the network slice allocated for use by the first
user equipment.

12. A user equipment, comprising:

a processor; and

a memory that stores executable structions that, when

executed by the processor, facilitate performance of

operations, comprising:

utilizing resources of a network slice, wherein utilizing
the resources 1s controlled by controlling agreement
data representative of a controlling agreement appli-
cable to the user equipment that was generated by
network equipment based a priority value assigned to
the user equipment; and

receiving, from the network equipment:

a first indication that the priority value has been
altered based on an incident location with which
the user equipment has been associated, and

a second indication that the controlling agreement
has been altered to provide additional resources to
the network slice to be available to the user
equipment, wherein the controlling agreement
was altered based on the priority value.

13. The user equipment of claim 12, wherein the opera-
tions further comprise receiving the controlling agreement
data from network storage equipment comprising block-
chain information corresponding to a blockchain ledger, and
wherein the controlling agreement data comprises agree-
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ment information corresponding to an information block that
was appended to the blockchain ledger.

14. The user equipment of claim 13, wherein the opera-
tions further comprise, validating the controlling agreement
data by analyzing the information block in the blockchain
ledger and previously linked information blocks in the
blockchain ledger.

15. The user equipment of claim 13, wherein the opera-
tions further comprise, validating the controlling agreement
data by receiving an indication from blockchain node equip-
ment, and wherein the indication 1s based on an analysis, by
the blockchain node equipment, of the information block
and the previously linked information blocks.

16. The user equipment of claim 12, wherein the opera-
tions further comprise:

determining location data representative of a geographic
location of the user equipment; and

communicating the location data to the network equip-
ment, wherein the controlling agreement was altered
further based on the geographic location.

17. A non-transitory machine-readable medium, compris-
ing executable instructions that, when executed by a pro-
cessor of slice controller equipment, facilitate performance
ol operations, comprising:

based on guidelines 1dentified to control access by net-

work equipment to resources of a virtual network slice,
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ecnabling use of the resources of the virtual network
slice by the network equipment;

detecting a condition of the access that 1s not encom-

passed by the guidelines, resulting in a detected con-
dition; and

based on the detected condition and a prionty value

assigned to the network equipment relative to other
network equipment of a group of network equipment
other than the network equipment, altering the guide-
lines to include the detected condition.

18. The non-transitory machine-readable medium of
claim 17, wherein the network equipment comprises a user
equipment.

19. The non-transitory machine-readable medium of
claim 17, wherein the operations further comprise receiving
the guidelines from network storage equipment comprising
blockchain information corresponding to a blockchain led-
ger, and wherein the guidelines comprise agreement infor-
mation corresponding to an information block that was
appended to the blockchain ledger.

20. The non-transitory machine-readable medium of
claim 17, wherein the operations further comprise receiving
distance data representative of a distance of the network
equipment from an incident location of an incident assigned
to the network equipment, and wherein altering the guide-
lines 1s further based on the distance.
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