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(57) ABSTRACT

A Cross-Platiorm Single Sign On (CP-SS0) experience 1s
provided herein to enable users to access multiple services
via a single login when working across different platforms.
A user may work across diflerent platform when using
multiple devices, when using multiple browsers on a single
device, or when an integrated application requires a separate
login for access within a host web application or portal
service. A proxy token service manages login requests and
authentication tokens after a given service has been logged
into once by a user, so that the user does not need to provide
login credentials on subsequent requests for the given ser-
vice. By enabling a CP-S50 experience, network efliciency
1s 1improved, and the user experience 1s also improved as
users do not need to supply authentication credentials as
frequently and may freely choose to use multiple platiorms
instead of limiting usage to a single platform.
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CROSS-PLATFORM SINGLE SIGN-ON
ACCESSIBILITY OF A PRODUCTIVITY
APPLICATION WITHIN A SOFTWARE AS A
SERVICE PLATFORM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application 1s a continuation of U.S. patent
application Ser. No. 15/267,012 filed Sep. 15, 2016 which
claims benefit of U.S. Provisional Patent Application No.
62/385,832 filed on Sep. 9, 2016, both titled “CROSS-
PLATFORM SINGLE SIGN-ON ACCESSIBILITY OF A
PRODUCTIVITY APPLICATION WITHIN A SOFT-

WARE AS A SERVICE PLATFORM,” the entireties of
which are hereby incorporated by reference.

BACKGROUND

[0002] When users access services on computer devices,
they provide credentials to establish their identities with the
service provider and thereby access the services. For
example, a user may gain access to a social media account,
an email server, an online productivity application, an online
forum, an online bank account, an mstant messenger service,
etc., by providing a username and a shared secret, such as a
password, biometric marker, a key, or a derived token. Some
online services allow for a Single Sign On (SSO) experi-
ence, where a user provides a username and shared secret to
for one service and may access a second service without
resubmitting a username and shared secret. These SSO
experiences are achieved either through an identity federa-
tion between services providers (agreeing to trust one anoth-
er’s authentications) or by maintaining a session-based
authentication cookie for the user and an Identity Provider
(Idp). In some aspects, a service provider 1s also an IdP,
which may require 1ts own authentication and authorization
service to be used, which precludes the use of an SSO
experience via an identity federation 1n some situations
where the parties may not trust one another to provide secure
logins. Similarly, authentication cookies are not platform
agnostic, which precludes their use for providing an SSO
experience in situations i which multiple platforms (or
devices) are used.

SUMMARY

[0003] This summary 1s provided to introduce a selection
of concepts 1 a simplified form that are further described
below 1n the Detailed Description section. This summary 1s
not mtended to identify all key or essential features of the
claimed subject matter, nor 1s 1t intended as an aid 1n
determining the scope of the claimed subject matter.
[0004] Systems, methods, and computer readable media
are provided heremn to enable a Single Sign On (S50)
experience when working across diflerent platforms. A user
may work across different platform when using multiple
devices, when using multiple browsers on a single device, or
when an 1ntegrated application requires a separate Sign On
to be accessed within a host web application or portal
service.

[0005] When a user first makes use of the present disclo-
sure for a given cloud productivity application, user creden-
tials to access the given cloud productivity application are
provided to a token service. The token service will handle
the user’s authorization with the cloud productivity appli-
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cation’s service provider and will store the user’s i1dentity
token and the access token as well as a multi-resource
refresh token received from the service’s identity provider in
association with other login credentials and access for the
user.

[0006] When a user subsequently makes use of the present
disclosure and has been authorized to access a first service,
the stored access tokens and multi-resource refresh tokens
are used to automatically sign the user into other services as
they are requested. For example, after a user has logged 1nto
a first social media website, productivity application, or
other account, the user will be provided with the access
tokens to access a second social media website, productivity
application or other account without having to manually
input user credentials again.

[0007] The present disclosure improves the efliciency of
the computing devices employing 1t by reducing the amount
of user mput required to maintain connectivity to multiple
cloud productivity application and provide an SSO therefor.
The user experience 1s also improved, as users do not need
to supply authentication credentials as frequently and may
freely choose to use multiple platforms instead of limiting
their use to a single platform.

[0008] Examples are implemented as a computer process,
a computing system, or as an article of manufacture such as
a device, computer program product, or computer readable
medium. According to an aspect, the computer program
product 1s a computer storage medium readable by a com-
puter system and encoding a computer program comprising
instructions for executing a computer process.

[0009] The details of one or more aspects are set forth 1n
the accompanying drawings and description below. Other
features and advantages will be apparent from a reading of
the following detailed description and a review of the
associated drawings. It 1s to be understood that the following
detailed description 1s explanatory only and 1s not restrictive
of the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The accompanying drawings, which are incorpo-
rated 1n and constitute a part of this disclosure, illustrate
various aspects. In the drawings:

[0011] FIG. 1 1s a block diagram of an example environ-
ment for providing cross-platform single sign-on;

[0012] FIG. 2 illustrates an example flow of data in an
example cross-platform single sign-on 1n which the user has
not yet been authenticated;

[0013] FIG. 3 illustrates an example flow of data 1n which
the user has been previously authenticated;

[0014] FIG. 4 1llustrates an example tlow of data in which
the user has been previously authenticated, but the access
token has expired or been revoked;

[0015] FIG. 5 1s a block diagram illustrating example
physical components of a computing device;

[0016] FIGS. 6A and 6B are block diagrams of a mobile
computing device; and

[0017] FIG. 7 1s a block diagram of a distributed comput-
ing system.

DETAILED DESCRIPTION
[0018] The following detailed description refers to the

accompanying drawings. Wherever possible, the same ret-
erence numbers are used 1n the drawings and the following
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description refers to the same or similar elements. While
examples may be described, modifications, adaptations, and
other implementations are possible. For example, substitu-
tions, additions, or modifications may be made to the
clements 1llustrated in the drawings, and the methods
described herein may be modified by substituting, reorder-
ing, or adding stages to the disclosed methods. Accordingly,
the following detailed description 1s not limiting, but
instead, the proper scope 1s defined by the appended claims.
Examples may take the form of a hardware implementation,
or an entirely software implementation, or an implementa-
tion combining software and hardware aspects. The follow-
ing detailed description 1s, therefore, not to be taken 1n a
limiting sense.

[0019] Systems, methods, and computer readable media
are provided heremn to enable a Single Sign On (S50)
experience when working across diflerent platforms. A user
may work across different platform when using multiple
devices, when using multiple browsers on a single device, or
when an 1ntegrated application requires a separate Sign On
to be accessed within a host web application or portal
service.

[0020] When a user first makes use of the present disclo-
sure for a given cloud productivity application, user creden-
tials to access the given cloud productivity application are
provided to an Identity Provider. The token service of the
Identity Provider will handle the user’s authorization with
the cloud productivity application’s service provider and
will store the user’s refresh token and the access token
received from the service provider 1n association with other
login credentials and access for the user.

[0021] When a user subsequently makes use of the present
disclosure and has been authorized to access a first service,
the stored access tokens and refresh tokens are used to
automatically sign the user into other services as they are
requested. For example, after a user has logged 1nto a first
social media website, productivity application, or other
account, the user will be provided with the access tokens to
access a second social media website, productivity applica-
tion or other account without having to manually 1nput user
credentials again.

[0022] The present disclosure improves the efliciency of
the computing devices employing it by reducing the amount
of user mput required to maintain connectivity to multiple
cloud productivity application and provide an SSO therefor.
The user experience 1s also improved, as users do not need
to supply authentication credentials as frequently and may
freely choose to use multiple platforms instead of limiting
their use to a single platform.

[0023] FIG. 1 1s a block diagram of an example environ-
ment 100 for providing cross-platform single sign-on (CP-
SSO) when accessing productivity services that are inte-
grated within a Software as a Service (SaaS) platiorm that
acts as an Identity Provider (IdP). As illustrated, a SaaS web
application 120 that integrates productivity application func-
tionality 1s run on a client device 110 and 1s 1n selective
communication with a token server 130 managing access to
a secure storage 150, a directory server 140, and a cloud
application server 160 operable to provide the productivity
service. The directory server 140 1s 1 turn 1n selective
communication with the token server 130 and (optionally)
the cloud application server 160. As will be appreciated,

Dec. 9, 2021

although the example environment 100 shows one of each
clement, 1n various aspects multiple of each element may be
provided.

[0024] Each of the client device 110, token server 130,
directory server 140, and cloud application server 160 are
illustrative of a multitude of computing systems 1ncluding,
without limitation, desktop computer systems, wired and
wireless computing systems, mobile computing systems
(e.g., mobile telephones, netbooks, tablet or slate type com-
puters, notebook computers, and laptop computers), hand-
held devices, multiprocessor systems, microprocessor-based
or programmable consumer electronics, minicomputers,
printers, and mainirame computers. The hardware of these
computing systems 1s discussed in greater detail in regard to
FIGS. 5, 6A, 6B, and 7. Client devices 110 are operated by
users, who may be humans or automated systems (e.g.,
“bots™). In various aspects, the client device 110, token
server 130, directory server 140, and cloud application
server 160 may be accessed by a user or each other locally
and/or by a network, which may include the Internet, a Local
Area Network (LAN), a private distributed network for an
entity (e.g., a company, a university, a government agency),
a wireless ad hoc network, a Virtual Private Network (VPN)
or other direct data link (e.g., Bluetooth connection, a direct
wired link).

[0025] The SaaS web application 120 runs on the client
device 110 to provide a user with a service from one or more
cloud application servers 160. In various aspects, the SaaS
web application 120 1s an HI'ML or JavaScript-based appli-
cation or portal running in an internet browser, but in other
aspects may be an executable that 1s run locally which
accesses the SaaS or another browser-based system that
exposes hosted code to the client device 110 for executing as

Saas.

[0026] The directory server 140 provides authentication
services for the user. According to certain aspects, the
directory server 140 1s an identity provider (IdP) which
issues 1dentity tokens, access tokens, and multi-resource
refresh tokens, and may include, but 1s not limited to: Active
Directory Federation Services (ADFS), Azure Active Direc-
tory, Open Directory, Apache DS, Facebook®, YahoolD,
GooglelD, OpenlD, OpenLLDAP, among other IdPs.
Depending on the configuration of the directory server 140,
the SaaS web application 120 may direct its attempts for
authentication for various productivity applications pro-
vided as SaaS to the directory server 140 instead of or in
addition to the cloud application servers 160 providing those
SErvices.

[0027] The secure storage 150 in the present example
stores for the directory server 140 various keys, tokens, and
other shared secrets, as well as the associated identities
(usernames, domains, account numbers, etc.) that are used
for authentication with the directory server 140 and other
services. In various aspects, the secure storage 150 1s a
database that maintains the access information and associ-
ated 1dentities and the state of the access information related
to the users” needs (e.g., whether a token has expired).

[0028] The token server 130 provides access tokens for
identified users. As will be appreciated, an access token 1s an
object that describes the security context of a process or
thread, such as the SaaS web application 120, and includes
the 1identity and privileges of the user associated with that
process or thread. When a user sends an authentication
request, the token server 130 verifies the user’s shared secret
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by comparing i1t with information stored 1n a security data-
base. If the shared secret 1s authenticated, the token server
130 produces an access token by communicating with the
directory server 140. The SaaS web application 120 may
then share this access token to be authenticated by various
other systems so that the SaaS web application 120 can
supply the access token to 1dentily the user when a thread or
process interacts with another thread, process, or object that
requires privileges (e.g., the cloud productivity application
170) without having to resubmit the shared secret for that
thread, process, or object.

[0029] The cloud application server 160 1s a web service
that the SaaS web application 120 will interact with to
implement additional services for the user. In various
aspects, the cloud application server 160 provides a second
cloud productivity application 170 or communication appli-
cation for integration into the SaaS web application 120. For
example, where the cloud productivity application 170 1s an
online word processor (e.g., the Google Docs™ or Word
365™ online word processing applications) the cloud appli-
cation server 160 may provide an Instant messenger appli-
cation or a spreadsheet application for integration with the
word processor. In other aspects, the cloud application
server 160 provides a second cloud productivity application
170 or communication application for integration into a web
portal provided by the SaaS web application 120. For
example, where the SaaS web application 120 1s a social
media platform (e.g., Salestorce.com™, LinkedIn®, Face-
book®), the cloud application server 160 may provide an
email client, a music player linked to a music library or
access rights account, or a productivity application (e.g., the
Google Docs™ or Oflice 365™ suite of online productivity
applications) that will be integrated into the SaaS web
application 120 when accessed by the client device 110.

[0030] With reference now to FIG. 2, a data flow diagram
200 1s provided that 1llustrates an example flow of data in an
example cross-platiorm single sign-on (CP-SSQO) for access-
ing productivity services that are integrated within a Sofit-
ware as a Service (SaaS) web application 120 for improving,
the efliciency of the network. More specifically, the data
flow diagram illustrates an example flow of data in which the
user has not been previously authenticated by the data flow
or the one or more productivity services that are integrated
within a SaaS web application.

[0031] In the illustrated example, the flow of data starts
when the user uses a computing device to access a SaaS
browser application 210. More specifically, the user enters a
URL that 1s associated with the SaaS browser application
210 into a web browser. It should be noted that a magnitude
of web browsers are suitable for employing in the flow of
data including, without limitation, Internet Explorer® by
Microsoit Corp., Firefox™ by Mozilla, Chrome™ by
Google, and Safani® by Apple, etc. Further, upon navigating
the web browser to the URL associated with the SaaS web
application, the user 1s typically required to enter a user
credential or a user password to sign-in to the SaaS web
application 120. Once the user logs 1nto to the SaaS web
application, the SaaS web application includes a variety of
selectable functionalities.

[0032] Asillustrated in Step 1 of FIG. 2, the SaaS browser
application 210 includes one or more selectable controls for
interacting with the various functionalities provided by the
SaaS web application 120. According to one aspect, the user
may select a displayed banner relating to the productivity
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application 240. According to another aspect, the user
selects an entry point associated with a productivity appli-
cation 240. According to other aspects, the user chooses to
“sign-in” to the productivity application 240. In one
example, the SaaS browser application 210 sends a HI'TP
Request to a proxy token service end point for processing
where the proxy token service 220 analyzes the request to
determine how to respond. For example, the proxy token
service 220 may analyze the request by determining whether
an access token and/or a ID token i1s responsive to the
request.

[0033] Further, in Step 2 of FIG. 2, the proxy token service
220 returns a response to the HI'TP request. It should be
recognized that because the user has not been previously
authenticated by the data flow, the proxy token service 220
1s unable to i1dentily an access token or an ID token that 1s
associated with the user. Accordingly, the proxy token
service’s 220 response redirects the user to an endpoint to
provide authorization. In one example, the proxy token
service 220 response 1s a HI'TP Response status code “302
found,” which redirects the user. Specifically, an example
response includes a URL {for redirecting the user to a
directory service 230 for authorization and a nonce for
security purposes.

[0034] As illustrated in Step 3 of FIG. 2, the user’s SaaS
browser application 210 1s redirected to request user authen-
tication from a directory service 230. The directory service
230 prompts the user for account credentials associated with
the productivity application 240. For example, the sign-in
request mncludes the client ID for the productivity applica-
tion 240 and a redirect URL associated with the proxy token
service 220. According to one aspect, the user’s SaaS
browser application 210 1s re-directed to a directory service
end point, which includes a setting state with the value of
nonce 1dentified in Step 2 of FIG. 2 and another nonce value
for 1its own for security. According to another aspect, the
user’s SaaS browser application 210 1s re-directed to a
directory service end point including an additional security
feature that identifies the proxy token service 220, such as
identifying the URL associated with the proxy token service
220. It should also be appreciated that in some aspects the
proxy token service 220 1s used as an additional security
feature when the proxy token service 220 1s a registered

confidential OAuth2.0 client associated with the directory
service 230.

[0035] Further, in Step 4 of FIG. 2, the productivity
service requests an 1dentity token and an authorization code
from the directory service 230. According to one aspect, 1n
response to the SaaS browser application 210 being redi-
rected to the directory service end point, the directory
service 230 attempts to establish whether to require entering,
a user password associated with the productivity application
240 or 11 the productivity application 240 has SSO config-
ured. If the password 1s necessary, the directory service 230
receives the password from the user and compares the
password with a hash stored in the directory service’s
identity store.

[0036] When the directory service 210 determines that the
user account 1s stored in the directory service’s identity
store, 1t returns a JSON object or other notification to the
SaaS browser application 230. For example, the directory
service may return a 200 OK status code. When the directory
service 230 determines that the user and password are
authorized, the directory service 230 returns an identity
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token and an authorization code. According to another
aspect, the directory service 230 posts the credentials to the
directory service authorization end point. For example, the
directory service 230 posts the credentials to “/common” 1n

order to enable use of a multi-resource retfresh token
(MRRT).

[0037] Step 5 of FIG. 2 illustrates that the SaaS browser
application 210 communicates the authorization to the proxy
token service 220. According to one aspect, the SaaS
browser application 210 passes the identity token and the
authorization code to the proxy token service 220. Accord-
ing to another aspect, a middleware component (e.g., an
OWIN component) intercepts to POST the message.

[0038] In Step 6 of FIG. 2, the proxy token service 220
requests the access token and MRRT from the directory
service 230. According to one aspect, the proxy token
service 220 redeems the authorization code provided to the
SaaS browser application 210. According to another aspect,
the middleware components redeem the authorization code
to retrieve the access token and MRRT. In another example,
the middleware component communicates the authorization
code to the proxy token service 220 for redeeming the access
token and MRRT. It should be appreciated that the later may
allow the proxy token service 220 or the directory service
230 to perform load balancing and for backend secure
storage. Further, 1n Step 7 of FIG. 2, the directory service
230 communicates the access token and the MRRT to the
proxy token service 220.

[0039] As illustrated 1n Steps 8-10 of FIG. 2, the access
token, MRRT, and identity token are stored. Accordmg to
one aspect, t_1e proxy token service 220 writes the access
token, the MRRT, and the i1dentity token in secure storage
150. Further, after the access token, the MRRT, and the
identity token are stored in secure storage 150, the proxy
token service 220 retrieves the access token based on the
mapping of the SaaS browser application 210 to the pro-
ductivity application 240. Further, the proxy token service
220 communicates the access token to the SaaS browser
application 210.

[0040] Further, in Step 11 of FIG. 2, the SaaS browser
application 210 communicates the access token to the pro-
ductivity application 240. Specifically, the SaaS browser
application 210 uses the access token to instantiate the
productivity application 240 via a web SDK (software
developer kit). In one example, the SaaS browser application
210 calls a productivity application API with the access
token to discover the productivity application’s home pool
and POSTs the access token to the productivity application
240. The productivity application 240 validates the user’s
access token and returns requested resources 1 Step 12 of
FIG. 2. Thereatter, the productivity application 240 1s pro-
vided 1n the SaaS browser application 210.

[0041] With reference now to FIG. 3, a data flow diagram
300 1s provided that 1llustrates an example flow of data in an
example cross-platform single sign-on (CP-SSO) for access-
ing productivity services that are integrated within a Soft-
ware as a Service (SaaS) web application 120 for improving,
the efliciency of the network. More specifically, the data
flow diagram 1illustrates an example tflow of data in which the
user has been previously authenticated, within a selected
period of time, by the data flow or the one or more
productivity services that are integrated within a SaaS web
application.
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[0042] In Step 1 of FIG. 3, the SaaS browser application
210 sends a request to the proxy token service 220 for
processing.

[0043] As illustrated 1n Steps 2-3 of FIG. 3, the proxy
token service 220 analyzes the request to determine how to
respond. In one example, the proxy token service 220
determines whether the access token and/or the identity
token are responsive to the request. It should be recognized
that because the user has been previously authenticated by
the data flow illustrated in FIG. 2, the proxy token service
220 1s able to identily an access token, MMRT, and/or
identity token that 1s associated with the user. Thereafter, 1n
Step 3, the proxy token service 220 responds to the request
from STEP 1 with the access token.

[0044] Steps 4-5 of FIG. 3 1llustrate that the SaaS browser
application 210 communicates the access token to the pro-
ductivity application 240 for resource access. In one
example, the SaaS browser application 210 uses the access
token to instantiate the productivity application 240 via a
web SDK. In Step 5, the productivity application 240 returns
requested resources or requests a new access token based on
the validation result of the access token passed in Step 4.
Upon requesting the new access token, the SaaS browser
application 210 communications with the proxy token ser-
vice 220 to acquire the requested access token and then
passes 1t back to the productivity application 240. Thereat-
ter, the productivity application 240 1s provided in the SaaS
browser application 210.

[0045] With reference now to FIG. 4, a data flow diagram
400 1s provided that illustrates an example flow of data in an
example cross-platform single sign-on (CP-SS0O) for access-
ing productivity services that are integrated within a Soft-
ware as a Service (SaaS) web application 120 for improving,
the efliciency of the network. More specifically, the data
flow diagram 1illustrates an example flow of data in which the
user has been previously authenticated, but the access token
has expired or been revoked.

[0046] The data flow starts at Step 1 of FIG. 4, where the

SaaS browser application 210 sends a request to the proxy
token service 220 for processing.

[0047] As illustrated 1n Steps 2-3 of FIG. 4, the proxy
token service 220 analyzes the request to determine how to
respond. In one example, the proxy token service 220
determines whether an access token and/or the identity token
a responsive to the request. It should be recognized that
because the user has been previously authenticated by the
data flow illustrated in FIG. 2, the proxy token service 220
1s able to 1dentify an access token, MMRT, and/or identity
token that 1s associated with the user. Thereatter, 1n Step 3,
the proxy token service 220 responds to the request in STEP
1 with the access token.

[0048] Steps 4 of FIG. 4 illustrates that the SaaS browser
application 210 communicates the access token to the pro-
ductivity application 240 for authentication. In one example,
the SaaS browser application 210 uses the access token to
instantiate the productivity application via a web SDK.

[0049] In Step 5 of FIG. 4, the productivity application
240 fails to authenticate the account. As mentioned above, 1n
this data tflow 400, the access token has expired or has been
revoked. More specifically, in one example, the productivity
application communicates a 401/403 Response. In response,
as 1llustrated in Step 6 of FIG. 4, the SaaS browser appli-
cation 210 posts the error response to the proxy token
service 220.
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[0050] As illustrated in Step 7 of FIG. 4, the proxy token
service 220 requests a new access token from the directory
service 230. According to one aspect, the proxy token
service 220 redeems the MRRT. Further, in Step 8 of FIG.
4, the directory service 230 communicates the new access
token to the proxy token service 220.

[0051] Steps 9-11 of FIG. 4 illustrate that the new access
token 1s stored, retrieved and transmitted to the SaaS
browser application 210. According to one aspect, the proxy
token service 220 stores the new access token 1n secure
storage 150. Further, the proxy token service 220 retrieves
the new access token based on the mapping of the SaaS
browser application 210 to the productivity application 240.
Further, the proxy token service 220 communicates the new
access token to the SaaS browser application 210.

[0052] In Steps 12-13 of FIG. 4, the SaaS browser appli-
cation 210 communicates the new access token to the
productivity application 240. When the productivity appli-
cation 240 authenticates the user’s productivity application
account, the SaaS browser application 210 1s provided with
an authentication cookie. Thereaiter, the productivity appli-
cation 240 1s provided 1n the SaaS browser application 210.

[0053] While implementations have been described in the
general context of program modules that execute i con-
junction with an application program that runs on an oper-
ating system on a computer, those skilled 1n the art will
recognize that aspects may also be implemented 1n combi-
nation with other program modules. Generally, program
modules include routines, programs, components, data
structures, and other types of structures that perform par-
ticular tasks or implement particular abstract data types.

[0054] The aspects and functionalities described herein
may operate via a multitude of computing systems includ-
ing, without limitation, desktop computer systems, wired
and wireless computing systems, mobile computing systems
(e.g., mobile telephones, netbooks, tablet or slate type com-
puters, notebook computers, and laptop computers), hand-
held devices, multiprocessor systems, microprocessor-based
or programmable consumer electronics, minicomputers, and
mainframe computers.

[0055] In addition, according to an aspect, the aspects and
functionalities described herein operate over distributed
systems (e.g., cloud-based computing systems), where
application functionality, memory, data storage and retrieval
and various processing functions are operated remotely from
cach other over a distributed computing network, such as the
Internet or an intranet. According to an aspect, user inter-
faces and information of various types are displayed via
on-board computing device displays or via remote display
units associated with one or more computing devices. For
example, user interfaces and information of various types
are displayed and interacted with on a wall surface onto
which user interfaces and information of various types are
projected. Interaction with the multitude of computing sys-
tems with which implementations are practiced include,
keystroke entry, touch screen entry, voice or other audio
entry, gesture entry where an associated computing device 1s
equipped with detection (e.g., camera) functionality for
capturing and interpreting user gestures for controlling the
functionality of the computing device, and the like.

[0056] FIGS. 5-7 and the associated descriptions provide
a discussion of a variety of operating environments 1n which
examples are practiced. However, the devices and systems
illustrated and discussed with respect to FIGS. 5-7 are for
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purposes of example and illustration and are not limiting of
a vast number ol computing device configurations that are
utilized for practicing aspects, described herein.

[0057] FIG. 5 1s a block diagram illustrating physical
components (1.¢., hardware) of a computing device 500 with
which examples of the present disclosure may be practiced.
In a basic configuration, the computing device 500 includes
at least one processing unit 502 and a system memory 504.
According to an aspect, depending on the configuration and
type ol computing device, the system memory 504 com-
prises, but 1s not limited to, volatile storage (e.g., random
access memory), non-volatile storage (e.g., read-only
memory), flash memory, or any combination of such memo-
rics. According to an aspect, the system memory 504
includes an operating system 503 and one or more program
modules 506 suitable for running soitware applications 550.
According to an aspect, the system memory 504 includes the
SaaS browser application 210 and/or one or more produc-
tivity application 240. The operating system 503, for
example, 1s suitable for controlling the operation of the
computing device 500. Furthermore, aspects are practiced 1n
conjunction with a graphics library, other operating systems,
or any other application program, and are not limited to any
particular application or system. This basic configuration 1s
illustrated 1n FIG. 5 by those components within a dashed
line 508. According to an aspect, the computing device 500
has additional {features or functionality. For example,
according to an aspect, the computing device 500 includes
additional data storage devices (removable and/or non-
removable) such as, for example, magnetic disks, optical
disks, or tape. Such additional storage 1s illustrated 1n FIG.
5 by a removable storage device 509 and a non-removable
storage device 510.

[0058] As stated above, according to an aspect, a number
of program modules and data files are stored in the system
memory 504. While executing on the processing unit 502,
the program modules 506 (e.g., SaaS browser applications
210) perform processes including, but not limited to, one or
more of the stages of the data tlows 200, 300, and 400
illustrated 1n FIGS. 2, 3, and 4. According to an aspect, other
program modules are used 1n accordance with examples and
include applications such as electronic mail and contacts
applications, word processing applications, spreadsheet
applications, database applications, slide presentation appli-
cations, drawing or computer-aided application programs,
etc.

[0059] According to an aspect, the computing device 500
has one or more mput device(s) 512 such as a keyboard, a
mouse, a pen, a sound mput device, a touch mnput device, etc.
The output device(s) 514 such as a display, speakers, a
printer, etc. are also included according to an aspect. The
aforementioned devices are examples and others may be
used. According to an aspect, the computing device 500
includes one or more communication connections 516
allowing communications with other computing devices
518. Examples of suitable communication connections 516
include, but are not limited to, radio frequency (RF) trans-
mitter, receiver, and/or transcerver circuitry; universal serial
bus (USB), parallel, and/or serial ports.

[0060] The term computer readable media, as used herein,
includes computer storage media. Computer storage media
include volatile and nonvolatile, removable and non-remov-
able media implemented 1n any method or technology for
storage of information, such as computer readable instruc-
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tions, data structures, or program modules. The system
memory 304, the removable storage device 509, and the
non-removable storage device 510 are all computer storage
media examples (1.e., memory storage.) According to an
aspect, computer storage media include RAM, ROM, elec-
trically erasable programmable read-only memory (EE-
PROM), flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other article of
manufacture which can be used to store information and
which can be accessed by the computing device 500.
According to an aspect, any such computer storage media 1s
part of the computing device 500. Computer storage media
do not include a carrnier wave or other propagated data
signal.

[0061] According to an aspect, communication media are
embodied by computer readable instructions, data struc-
tures, program modules, or other data in a modulated data
signal, such as a carrier wave or other transport mechanism,
and 1nclude any mformation delivery media. According to
an aspect, the term “modulated data signal” describes a
signal that has one or more characteristics set or changed 1n
such a manner as to encode information in the signal. By
way of example, and not limitation, communication media
include wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, radio
frequency (RF), infrared, and other wireless media.

[0062] FIGS. 6A and 6B 1illustrate a mobile computing
device 600, for example, a mobile telephone, a smart phone,
a tablet personal computer, a laptop computer, and the like,
with which aspects may be practiced. With reference to FIG.
6A, an example of a mobile computing device 600 for
implementing the aspects 1s illustrated. In a basic configu-
ration, the mobile computing device 600 i1s a handheld
computer having both mput elements and output elements.
The mobile computing device 600 typically includes a
display 605 and one or more input buttons 610 that allow the
user to enter information into the mobile computing device
600. According to an aspect, the display 605 of the mobile
computing device 600 functions as an mput device (e.g., a
touch screen display). IT included, an optional side input
clement 615 allows further user mnput. According to an
aspect, the side mput element 615 1s a rotary switch, a
button, or any other type of manual input element. In
alternative examples, mobile computing device 600 incor-
porates more or fewer mput elements. For example, the
display 605 may not be a touch screen 1n some examples. In
alternative examples, the mobile computing device 600 1s a
portable phone system, such as a cellular phone. According,
to an aspect, the mobile computing device 600 includes an
optional keypad 635. According to an aspect, the optional
keypad 635 1s a physical keypad. According to another
aspect, the optional keypad 635 1s a “soft” keypad generated
on the touch screen display. In various aspects, the output
clements include the display 605 for showing a graphical
user interface (GUI), a visual indicator 620 (e.g., a light
emitting diode), and/or an audio transducer 625 (e.g., a
speaker). In some examples, the mobile computing device
600 incorporates a vibration transducer for providing the
user with tactile feedback. In yet another example, the
mobile computing device 600 incorporates input and/or
output ports, such as an audio input (e.g., a microphone
jack), an audio output (e.g., a headphone jack), and a video

Dec. 9, 2021

output (e.g., a HDMI port) for sending signals to or receiv-
ing signals from an external device. In yet another example,
the mobile computing device 600 incorporates peripheral
device port 640, such as an audio input (e.g., a microphone
jack), an audio output (e.g., a headphone jack), and a video
output (e.g., a HDMI port) for sending signals to or receiv-
ing signals from an external device.

[0063] FIG. 6B 15 a block diagram illustrating the archi-
tecture of one example of a mobile computing device. That
1s, the mobile computing device 600 incorporates a system
(1.e., an archiutecture) 602 to implement some examples. In
one example, the system 602 i1s implemented as a “smart
phone” capable of running one or more applications (e.g.,
browser, e-mail, calendaring, contact managers, messaging,
clients, games, and media clients/players). In some
examples, the system 602 1s integrated as a computing

device, such as an integrated personal digital assistant
(PDA) and wireless phone.

[0064] According to an aspect, one or more application
programs 650 are loaded 1nto the memory 662 and run on or
in association with the operating system 664. Examples of
the application programs include phone dialer programs,
¢-mail programs, personal information management (PIM)
programs, word processing programs, spreadsheet pro-
grams, Internet browser programs, messaging programs, and
so forth. According to an aspect, SaaS browser application
210 1s loaded into memory 662. The system 602 also
includes a non-volatile storage area 668 within the memory
662. The non-volatile storage area 668 1s used to store
persistent information that should not be lost 1f the system
602 1s powered down. The application programs 650 may
use and store information in the non-volatile storage area
668, such as e-mail or other messages used by an e-mail
application, and the like. A synchronization application (not
shown) also resides on the system 602 and i1s programmed
to interact with a corresponding synchronization application
resident on a host computer to keep the mformation stored
in the non-volatile storage area 668 synchronized with
corresponding information stored at the host computer. As
should be appreciated, other applications may be loaded 1nto

the memory 662 and run on the mobile computing device
600.

[0065] According to an aspect, the system 602 has a power
supply 670, which 1s implemented as one or more batteries.
According to an aspect, the power supply 670 further
includes an external power source, such as an AC adapter or
a powered docking cradle that supplements or recharges the
batteries.

[0066] According to an aspect, the system 602 includes a
radio 672 that performs the function of transmitting and
receiving radio frequency communications. The radio 672
facilitates wireless connectivity between the system 602 and
the “outside world,” via a communications carrier or service
provider. Transmissions to and from the radio 672 are
conducted under control of the operating system 664. In
other words, communications received by the radio 672 may
be disseminated to the application programs 630 via the
operating system 664, and vice versa.

[0067] According to an aspect, the visual indicator 620 1s
used to provide visual notifications and/or an audio interface
674 1s used for producing audible notifications via the audio
transducer 6235. In the illustrated example, the visual 1ndi-
cator 620 1s a light emitting diode (LED) and the audio
transducer 625 1s a speaker. These devices may be directly
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coupled to the power supply 670 so that when activated, they
remain on for a duration dictated by the notification mecha-
nism even though the processor 660 and other components
might shut down for conserving battery power. The LED
may be programmed to remain on indefinitely until the user
takes action to indicate the powered-on status of the device.
The audio interface 674 1s used to provide audible signals to
and receive audible signals from the user. For example, 1n
addition to being coupled to the audio transducer 6235, the
audio interface 674 may also be coupled to a microphone to
receive audible input, such as to facilitate a telephone
conversation. According to an aspect, the system 602 further
includes a video interface 676 that enables an operation of
an on-board camera 630 to record still images, video stream,

and the like.

[0068] According to an aspect, a mobile computing device
600 implementing the system 602 has additional features or
functionality. For example, the mobile computing device
600 includes additional data storage devices (removable
and/or non-removable) such as, magnetic disks, optical
disks, or tape. Such additional storage is illustrated 1n FIG.
6B by the non-volatile storage area 668.

[0069] According to an aspect, data/information generated
or captured by the mobile computing device 600 and stored
via the system 602 are stored locally on the mobile com-
puting device 600, as described above. According to another
aspect, the data are stored on any number of storage media
that are accessible by the device via the radio 672 or via a
wired connection between the mobile computing device 600
and a separate computing device associated with the mobile
computing device 600, for example, a server computer 1n a
distributed computing network, such as the Internet. As
should be appreciated such data/information are accessible
via the mobile computing device 600 via the radio 672 or via
a distributed computing network. Similarly, according to an
aspect, such data/information are readily transferred
between computing devices for storage and use according to
well-known data/information transfer and storage means,
including electronic mail and collaborative data/information
sharing systems.

[0070] FIG. 7 illustrates one example of the architecture of
a system for providing a cross-platform single sign-on
(CP-S50) experience as described herein. Content devel-
oped, mteracted with, or edited 1n association with the proxy
token service 220 1s enabled to be stored in diflerent
communication channels or other storage types. For
example, various documents may be stored using a directory
service 722, a web portal 724, a mailbox service 726, an
instant messaging store 728, or a social networking site 730.
The proxy token service 220 1s operative to use any of these
types of systems or the like for providing a cross-platform
single sign-on (CP-SSO) experience, as described herein.
According to an aspect, a server 720 provides the proxy
token service 220 to clients 7054a,6,c. As one example, the
server 720 1s a web server providing the proxy token service
220 over the web. The server 720 provides the proxy token
service 220 over the web to clients 705 through a network
740. By way of example, the client computing device is
implemented and embodied 1n a personal computer 7054, a
tablet computing device 7055 or a mobile computing device
705¢ (e.g., a smart phone), or other computing device. Any
of these examples of the client computing device are oper-
able to obtain content from the store 716.
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[0071] Implementations, for example, are described above
with reference to block diagrams and/or operational illus-
trations of methods, systems, and computer program prod-
ucts according to aspects. The functions/acts noted 1n the
blocks may occur out of the order as shown 1n any tlowchart.
For example, two blocks shown 1n succession may 1n fact be
executed substantially concurrently or the blocks may some-
times be executed in the reverse order, depending upon the
functionality/acts 1nvolved.

[0072] The description and illustration of one or more
examples provided in this application are not intended to
limit or restrict the scope as claimed 1n any way. The aspects,
examples, and details provided i this application are con-
sidered suflicient to convey possession and enable others to
make and use the best mode. Implementations should not be
construed as being limited to any aspect, example, or detail
provided in this application. Regardless of whether shown
and described 1n combination or separately, the various
teatures (both structural and methodological) are intended to
be selectively included or omitted to produce an example
with a particular set of features. Having been provided with
the description and 1illustration of the present application,
one skilled in the art may envision variations, modifications,
and alternate examples falling within the spirit of the
broader aspects of the general inventive concept embodied
in this application that do not depart from the broader scope.

1. (canceled)

2. A method for providing single sign-on access to a
productivity application integrated within a cloud-based
service, the method comprising:

recerving, by a proxy token service, a request from a
computing system providing the cloud-based service,
the request having been transmitted 1n response to the
computing system authenticating a client device to
access the cloud-based service, the request identifying,
an account of the productivity application;

in response to determining that the account 1s not asso-
ciated with a valid access token for the productivity
application, redirecting the computing system to a
directory service of the productivity application to
provide authentication credentials associated with the
account; and

in response to determiming that the authentication creden-
tials associated with the account were provided to the
directory service, providing the computing system with
an access token to access the productivity application,
the computing system using the access token to provide
the client device with the productivity application 1nte-
grated within the cloud-based service.

3. The method of claim 2, wherein determining that the
account 1s not associated with the valid access token for the

productivity application comprises:

searching a secure storage based on the account of the
productivity application that is identified in the request.

4. The method of claim 2, wherein determining that the
authentication credentials associated with the account were
provided to the directory service comprises:

recerving an authorization code from the computing sys-
tem, the authorization code having been provided to the
computing system by the directory service in response
to the authentication credentials associated with the

account being provided to the directory service.
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5. The method of claim 4, wherein providing the com-
puting system with the access token to access the produc-
tivity application comprises:

transmitting the authorization code to the directory ser-

vice to redeem the access token; and

receiving the access token from the directory service.
6. The method of claim 5, further comprising:

storing the access token in a secure storage and associated
the access token with the account of the productivity
application.

7. The method of claim 6, further comprising:

receiving a subsequent request from the computing sys-
tem providing the cloud-based service, the subsequent
request 1dentifying the account of the productivity
application;

accessing the access token by searching the secure storage

based on the account of the productivity application
that 1s 1dentified in the subsequent request; and

providing the computing system with the access token to
access the productivity application.

8. The method of claim 7, wherein the subsequent request
was transmitted 1n response to the computing system authen-
ticating a second client device to access the cloud-based
service the computing system and the computing system
uses the access token to provide the second client device
with the productivity application integrated within the
cloud-based service.

9. A proxy token service for providing single sign-on
access to a productivity application integrated within a
cloud-based service, the proxy token service comprising:

OIIC O IMOore Computer Processors, and

one or more machine readable mediums storing instruc-
tions that, when executed by the one or more computer
processors, cause the proxy token service to perform
operations comprising:

receiving a request from a computing system providing
the cloud-based service, the request having been trans-
mitted 1n response to the computing system authenti-
cating a client device to access the cloud-based service,
the request 1dentifying an account of the productivity
application;

in response to determining that the account 1s not asso-
ciated with a valid access token for the productivity
application, redirecting the computing system to a
directory service ol the productivity application to
provide authentication credentials associated with the
account; and

in response to determining that the authentication creden-
tials associated with the account were provided to the
directory service, providing the computing system with
an access token to access the productivity application,
the computing system using the access token to provide
the client device with the productivity application 1nte-
grated within the cloud-based service.

10. The proxy token service of claim 9, wherein deter-
mimng that the account 1s not associated with the valid
access token for the productivity application comprises:

searching a secure storage based on the account of the
productivity application that is identified in the request.

11. The proxy token service of claim 9, wherein deter-
mimng that the authentication credentials associated with
the account were provided to the directory service com-
Prises:
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recerving an authorization code from the computing sys-
tem, the authorization code having been provided to the
computing system by the directory service in response
to the authentication credentials associated with the
account being provided to the directory service.

12. The proxy token service of claim 11, wherein provid-
ing the computing system with the access token to access the
productivity application comprises:

transmitting the authorization code to the directory ser-

vice to redeem the access token; and

recerving the access token from the directory service.

13. The proxy token service of claim 12, the operations
further comprising;:

storing the access token 1n a secure storage and associated

the access token with the account of the productivity
application.

14. The proxy token service of claim 13, the operations
further comprising:

recerving a subsequent request from the computing sys-

tem providing the cloud-based service, the subsequent
request 1dentifying the account of the productivity
application;
accessing the access token by searching the secure storage
based on the account of the productivity application
that 1s 1dentified 1n the subsequent request; and

providing the computing system with the access token to
access the productivity application.

15. The proxy token service of claim 14, wherein the
subsequent request was transmitted in response to the com-
puting system authenticating a second client device to access
the cloud-based service the computing system and the
computing system uses the access token to provide the
second client device with the productivity application inte-
grated within the cloud-based service.

16. A machine readable medium storing instructions for
providing single sign-on access to a productivity application
integrated within a cloud-based service, the instructions,
when executed by one or more computer processors of a
proxy token service, causing the proxy token service to
perform operations comprising:

recerving a request from a computing system providing

the cloud-based service, the request having been trans-
mitted 1n response to the computing system authenti-
cating a client device to access the cloud-based service,
the request 1dentifying an account of the productivity
application;

in response to determining that the account 1s not asso-

ciated with a valid access token for the productivity
application, redirecting the computing system to a
directory service of the productivity application to
provide authentication credentials associated with the
account; and

in response to determiming that the authentication creden-

tials associated with the account were provided to the
directory service, providing the computing system with
an access token to access the productivity application,
the computing system using the access token to provide
the client device with the productivity application 1nte-
grated within the cloud-based service.

17. The machine readable medium of claim 16, wherein
determining that the account 1s not associated with the valid
access token for the productivity application comprises:

searching a secure storage based on the account of the

productivity application that is identified in the request.
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18. The machine readable medium of claim 16, wherein
determining that the authentication credentials associated
with the account were provided to the directory service
COmprises:

receiving an authorization code from the computing sys-
tem, the authorization code having been provided to the
computing system by the directory service in response
to the authentication credentials associated with the
account being provided to the directory service.

19. The machine readable medium of claim 18, wherein
providing the computing system with the access token to
access the productivity application comprises:

transmitting the authorization code to the directory ser-
vice to redeem the access token; and

receiving the access token from the directory service.

20. The machine readable medium of claim 19, the
operations further comprising;:
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storing the access token 1n a secure storage and associated
the access token with the account of the productivity
application;

recerving a subsequent request from the computing sys-

tem providing the cloud-based service, the subsequent
request 1dentifying the account of the productivity
application;
accessing the access token by searching the secure storage
based on the account of the productivity application
that 1s 1dentified 1n the subsequent request; and

providing the computing system with the access token to
access the productivity application.

21. The machine readable medium of claim 20, wherein
the subsequent request was transmitted in response to the
computing system authenticating a second client device to
access the cloud-based service the computing system and the
computing system uses the access token to provide the
second client device with the productivity application inte-
grated within the cloud-based service.
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