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(57) ABSTRACT

Methods and systems for managing signals by signal own-
ers. Signals are indicators of data that are derived from data
sources and abstracted to protect the underlying data. The
signal owner first converts 1ts own underlying data into a
“signal” or indicator that represents the data without dis-
closing 1t or providing 1t. Signal sellers determine if they
wants share signals based upon buyer, price, and other rules,
including limitations on signal use. Signal buyers determine
signal value based upon their objectives.
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METHODS AND SYSTEMS FOR SIGNALS
MANAGEMENT

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application 1s a continuation of co-pending
U.S. Non-Provisional application Ser. No. 14/214,253, filed

Mar. 14, 2014, which claims the benefit of U.S. Provisional
Application No. 61/791,297, filed Mar. 15, 2013, each of

which 1s 1incorporated herein by reference 1n 1ts entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0002] The present mnvention relates to methods and sys-
tems for providing management for distributed signals or
indicators by signal sellers for distribution and sale to signal
buyers, for use toward advertising or other objectives.

2. Description of the Prior Art

[0003] Generally, 1t 1s known 1n the prior art to provide
market signals as information passed between participants in
a market. Examples of relevant art documents include the
following:

[0004] U.S. Patent Application Publication No. 2011/
0178845 for “System and Method for Matching Merchants
to a Population of Consumers” by inventors Rane, et al.,
filed Jan. 20, 2010, describes a process of data analysis for
the purpose of improving targeted advertising and analytics
of data, with the major focus on drawing useful iniferences
for various entities from aggregated data, wherein entities
are not limited to businesses and may include government
agencies (census, polling data, etc.).

[0005] U.S. Patent Application Publication No. 2012/
0233206 for “Methods and Systems for Electronic Data
Exchange Utilizing Centralized Management Technology™
by mnventors Peterson, et al., filed May 24, 2012, describes
an exchange of data among business entities and the process
of disclosing/receiving data and a central management sys-
tem for companies engaged in strategic partnership or alli-
ance, whereas Patent 1 deals with a market place dynamic
rather than a data exchange within a locked-in partnership
management.

[0006] U.S. Patent Application Publication No. 2012/
0066062 for “Systems and Methods to Present Triggers for
Real-Time Oflers” by inventors Yoder, et al., filed Aug. 8,
2011, describes collecting consumer transaction data for the
benefit of targeted advertisements and an auctioning process
(auction engine) for providing data clusters to clients. For
example, cardholders may register 1n a program to receive
oflers, such as promotions, discounts, sweepstakes, reward
points, direct mail coupons, email coupons, etc. The card-
holders may register with issuers, or with the portal of the
transaction handler. Based on the transaction data or trans-
action records and/or the registration data, the profile gen-
erator 1s to 1dentily the clusters of cardholders and the values
representing the athinity of the cardholders to the clusters.
Various entities may place bids according to the clusters
and/or the values to gain access to the cardholders, such as
the user. For example, an 1ssuer may bid on access to oflers;
an acquirer and/or a merchant may bid on customer seg-
ments. An auction engine receives the bids and awards
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segments and offers based on the received bids. Thus,
customers can get great deals; and merchants can get cus-
tomer trathic and thus sales.

[0007] U.S. Patent Application Publication No. 2011/
0246309 for “Method, stored program, and system for
improving descriptive profiles” by inventor Shkedi, filed
May 25, 2011, describes a process that enables entities to
acquire databanks of user profiles that can add to existing
knowledge of user profile data and the process 1s described
as a transaction in that the entities disclose a set of profile
information 1 exchange for additional, helptul data relevant
to the disclosed data.

[0008] U.S. Patent Application Publication No. 2012/
0323954 for “Systems and methods for cooperative data
exchange” by inventors Bonalle, et al., filed Jun. 14, 2011,
describes methods that enable business entities to gain
greater, useiul msights on their customers and build upon
their relatively limited data via consumer data exchange,
wherein upon sharing/merging/exchanging customer data,
businesses can perform analysis to improve their business
performance, and provides an example wherein original data
may consist of a list of consumers, which can be enriched
with the consumers’ transaction history, search history, etc.
via data exchange with other entities that own such infor-
mation.

[0009] U.S. Patent Application Publication No. 2010/
02624977 for “System and Methods for Controlling Bidding
on Online Advertising Campaigns” by inventor Karlsson,
filed Apr. 10, 2009, describes a system for managing bid
prices of an online advertising campaign. The system
includes a memory storing instructions for adjusting bid
prices, and a campaign controller for generating a nominal
bid price and a perturbation parameter, based on an ad
request received from an advertiser. The system further
includes an engine for generating a perturbed bid price based
on the nominal bid price and the perturbation parameter,
according to the instructions stored in the memory. The
system further includes a serving unit for serving an ad
impression based on the perturbed bid price. Also discloses
that advertisers can bid on desired online ad delivery for
their ad campaigns, describes management of the bidding
process by managing and adjusting the bid price and
describes systems and methods for a biddable multidimen-
sional marketplace for advertising.

[0010] Furopean Patent Application Publication No.
20633877 for “Systems and methods for a biddable multidi-
mensional marketplace for advertising on a wireless com-
munication device” by inventors Maggenti, et al., filed Mar.
31, 2008, describes providing targeted advertisements via
mobile devices, and systems, methods and apparatus for a
multidimensional bidding marketplace for providing adver-
tising content to wireless devices. In particular, aspects
allows advertising providers, to define and/or 1dentify a one
or more wireless device-based transient factors from a
plurality of factors, which serve to define a targeted adver-
tising audience and to bid on advertising based on the
selected or identified transient factors.

[0011] European Patent Application No. 2076877 (also
published as U.S. Patent Application Publication No. 2008/
0103795) for “Lightweight and heavyweight interfaces to
tederated advertising marketplace” by inventors Biggs, et
al., filed Oct. 18, 2007, describes a multi-party advertising
exchange including advertising and publishing entities from
different advertising networks, the invention provides archi-
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tectures for an online advertising marketplace that range
from lightweight to heavyweight implementations. A light-
welght client side implementation of an interface includes
centralized processing and storage of federated advertising
marketplace data by centralized servers or services. A heavy-
weight client side implementation of an interface for adver-
tising entities includes providing a peer instance of a fed-
crated advertising exchange application or set of processes
1s provided to each advertising entity as an interface for
advertising entities where processing and storage are per-
formed locally to each peer mstance. Distributed advertising
data can be replicated or synchronized with other peer
instances.

[0012] U.S. Pat. No. 8,224,725 for “Escrowing digital
property 1n a secure information vault” by inventors Grim,
et al., filed Sep. 15, 2005, describes that data can be
escrowed by receiving escrow parameters including a con-
dition(s) for releasing the escrowed data, and an escrow
recipient. An escrow contract 1s then created based upon the
specified escrow parameters. The escrowing further includes
storing the digital data in a secure information vault, and
storing the escrow contract, along with a pointer to the
stored data, 1n a database. When the condition has been
satisfied, the data 1s released to the escrow recipient. The
condition(s) for release can be a payment sum, a date, an
indication from a depositor, a trustee or a vault administra-
tor, and/or fulfillment of another escrow contract; also
describes keeping data secure and releasing data to certain
parties upon satistaction of certain critena.

[0013] U.S. Pat. No. 8,285,610 for “System and method of
determining the quality of enhanced transaction data™ by
inventors Engle, et al., filed Mar. 26, 2009, describes
“enhanced data”, non-financial data beyond the primary
transaction data and includes mvoice level and line item
details (for examples see background section) which 1is
collected at the merchant and delivered to a financial service
network.

[0014] U.S. Patent Application Publication No. 2011/
0264497 for “Systems and Methods to Transter Tax Credits”
by inventor Clyne, filed Apr. 25, 2011, includes disclosure
for a list of references describing acquiring consumer pur-
chase data.

[0015] U.S. Patent Application Publication No. 2011/
0264567 for “Systems and Methods to Provide Data Ser-
vices” by inventor Clyne, filed Apr. 25, 2011, describes
providing access to data of diverse sources in general, and
more particularly, transaction data, such as records of pay-
ment made via credit cards, debit cards, prepaid cards, etc.,
and/or iformation based on or relevant to the transaction
data; also describes that transaction data can be used for
various purposes and that transaction data or information
derived from transaction data may be provided to third
parties.

[0016] U.S. Patent Application Publication No. 2012/
0066064 for “Systems and Methods to Provide Real-Time
Offers via a Cooperative Database” by inventors Yoder, et
al., filed Sep. 2, 2011, describes a computing apparatus 1s
configured to: store transaction data recording transactions
processed by a transaction handler; organize third party data
according to community, where the third party data includes
first data received from a first plurality of entities of a first
community and second data received from a second plurality
of entities of a second community; and responsive to a
request from a merchant 1n the second community, present
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an offer of the merchant 1n the second community to users
identified via the transaction data and the first data received
from the first plurality of entities of the first commumnity. In
one embodiment, the first data provides permission from the
merchant 1n the first community to allow the merchant in the
second community to use intelligence information of the
first community to 1identity users for targeting offers from the
merchant in the second community.

[0017] U.S. Patent Application Publication No. 2012/
0054189 for “User List Identification” by 1inventors
Moonka, et al., filed Aug. 30, 2011, describes systems,
methods, computer program products are provided for pre-
senting content. An example computer implemented method
includes 1dentifying, by a data exchange engine executing
On One Or more processors, one or more user lists based on
owned or permissioned data, each user list including a
unique 1dentifier; associating metadata with each user list
including data describing a category for the user list, popu-
lation data describing statistical or inferred data concerning
a list or members 1n a given user list and subscription data
including data concerning use of a given user list; storing 1n
a searchable database a user list identifier and the associated
metadata; and publishing for potential subscribers a list of
the user lists including providing an interface that includes
for each user list the unique identifier and the associated
metadata.

[0018] U.S. Pat. No. 6,850,900 for “Full service secure
commercial electronic marketplace” by inventors Hare, et
al., filed Jun. 19, 2000, describes an electronic marketplace,
and 1n particular to a full service secure commercial elec-
tronic marketplace which generically organizes, stores,
updates, and distributes product information from a plurality
of suppliers to facilitate multiple levels of sourcing, includ-
ing contract and off-contract purchasing between the sup-
pliers and a plurality of buyers.

[0019] None of the prior art references discloses the
systems and methods of the present mvention managing
signals by signal owners or signal sellers, either in their
interactions directly with signal buyers and/or within a
signals marketplace for value-based exchange of signals
information between buyvers and sellers, while ensuring
protection of the underlying data represented by the signals;
or pricing data signals based upon value derived from the
use of data signals as observed from consumer behavior; or
for maintaining data in a federated model 1n control of the
data owner; or for allowing signal owners to set rules and
parameters for the release of information to approved buy-
ers; or for consumers to permission use of signals and other
data taken by third parties through observations. Thus, the
creation and management of signals by signal owners 1is
important for providing secure, private and controlled
release of information for value that 1s determined by a
structured and rules-based management for signals.

SUMMARY OF THE INVENTION

[0020] The present mnvention relates to methods and sys-
tems for managing signals or indicators by signal sellers for
distribution and sale to signal buyers.

[0021] The distributed signals are constructed by signal
sellers by transforming raw data into signals or indicators,
which facilitate buying and selling distributed information
through these signals or indicators without disclosing the
underlying data. The signals are derived from data sources
and abstracted to protect the underlying data. Signals are
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constructed in such a way that they protect the underlying
data, but have consistency and relevance toward a given
objective. Signal owners or sellers first convert data mnto a
“s1ignal” or indicator, the construction of the signal 1s in the
control of the data owner, different signal constructs will
have relevance toward different objectives and signal buy-
ers. The signal or indicator construct allows the signal seller
to abstract the underlying data without being or disclosing
the actual data itself, 1.e., the signal functions like metadata.
The economic value of the signal depends on the price each
buyer 1s willing to pay, which depends on the value that the
signal has toward a given objective. The virtual marketplace
brings buyers and sellers of signals together and communi-
cates the history of signal effectiveness for each objective.
Sellers of signals define rules goverming how to sell signals
directly to buyers and/or based upon virtual marketplace
historical data, buyer, agreements, price, eflectiveness, con-
sumer permissions and other rules. Buyers have the oppor-
tunity to bid for information within the rules of the market-
place and the rules of the seller. Signals (or indicators of data
that do not disclose the data), and the associated virtual
marketplace facilitate the discovery of signals for a use,
pricing of signals for a defined use, the creation of agree-
ments for use, the regulatory and consumer permission of
use, the transmission and tracking during use, the value
created after the use, and for the clearing and settlement
based upon observations after the use and under the terms of
the agreement.

[0022] It 1s an aspect of this invention to provide methods
and systems for managing signals that are controlled by their
corresponding signal sellers or signal owners. Still another
aspect of the mvention 1s to provide signals management by
signal owners or sellers 1n a virtual marketplace by which a
prospective buyers can purchase these distributed signals,
which includes a mechanism for both the buyers and the
sellers to create agreements, exchange information within
the terms of agreement, ensure regulatory and consumer
approval of use, track the performance of the usage, and
settle under the terms of the agreement and the observed use.

[0023] These and other aspects of the present mmvention
will become apparent to those skilled in the art after a
reading of the following description of the preferred
embodiment when considered with the drawings, as they
support the claimed mvention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 1s a flow diagram of an embodiment of the
invention.

[0025] FIG. 2 1s a schematic diagram of an embodiment of
the 1nvention.

[0026] FIG. 3 1s a schematic diagram of an embodiment of
the 1nvention.

[0027] FIG. 4 15 a schematic diagram of an embodiment of

the mvention illustrating components and functions of the
signals data marketplace.

[0028] FIG. 5 1s a schematic diagram of an embodiment of
the invention 1llustrating components and functions relating,
to signals management.

[0029] FIG. 6 1s a schematic diagram illustrating a virtu-
alized system for the present invention.

[0030] FIG. 7 1s another schematic diagram 1llustrating a
virtualized system for the present invention.
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DETAILED DESCRIPTION

[0031] Referring now to the drawings in general, the
illustrations are for the purpose of describing a preferred
embodiment of the imnvention and are not intended to limait
the 1nvention thereto.

[0032] The present invention provides methods and sys-
tems for using, buying and selling distributed data using
signals or indicators that represent the data without disclos-
ing the data, and the signal owner managing 1ts proprietary
signals. By way of background, creators of signals are the
sellers of information. The content of a seller’s information
based upon an historical interaction with one or more events,
objects or activities that correspond to the behavior of a
multitude of objects. Sellers of data or information have
multiple requests to share their information. Signals or
indicators are a mechanism to share derived information
without disclosing the raw data. The value of any asset 1s
highly correlated to the price that buyers are willing to pay.

[0033] There 1s a longstanding and unmet need for pro-
viding signal management by signal creators (also the signal
sellers and/or signal owners) who selectively provide infor-
mation of interest to signal buyers for defined uses, while
protecting the underlying data and maintaining the control of
the signal seller through 1ts usage within a network-based,
distributed data exchange where economic value of the data,
as derived from 1ts use, 1s the central pricing mechanism
within agreements between the sellers and buyers. Nothing
in infinite supply can have a price. Data may theoretically
have an infinite value, but once 1t 1s shared, further dissemi-
nation 1s hard to prevent, thus the value of data quickly
diminishes once 1t 1s shared. It 1s an objective of the Signals
Exchange Marketplace to create a market for data within a
signal or indicator framework, which protects the underlying
data that the signals or indicators represent. This signals
metaphor allows each signal or indicator provider/owner/
seller the ability to construct, control and price their signals
and protect further dissemination of both the signals, as well
as the underlying data.

[0034] The present mnvention provides a method for man-
aging signals by corresponding signal owners 1n a virtual-
1zed or cloud-based computing system wherein the method
steps 1nclude: providing a signal index associated with at
least one signal corresponding to a behavior of an object
and/or an activity and/or an event, wherein the signal index
includes a proposed signal value for a predetermined signal
use, and wherein the signal index 1s stored in a memory of
a signal owner computer that 1s constructed and configured
for network-based communication with a remote server
computer; transmitting the signal index to the remote server
computer, which 1s accessible by distributed signal buyers
via the network; delivering signals to the signal buyers;
tracking the signals; and monitoring use of the signals for the
predetermined signal use by the signal buyers.

[0035] Additional steps may include the following: pro-
viding a feedback corresponding to the use of the signal,
wherein the feedback includes object behavior, or activity,
economic measurements, and/or event measurements; auto-
matically adjusting the correlation of the signal(s) based on
the feedback; updating the signal index to include the
teedback; recerving information from signal buyers con-
firming receipt of signal, and compliance with the predeter-
mined signal use; automatically correlating the indexed
signals to requests of distributed signal buyers.
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[0036] From the beginning, the signal owner controls how
the at least one signal 1s created, generated and/or con-
structed; however, for most signals, the at least one signal
includes information about object state, activity, behavior
recency, behavior frequency, and behavior athmty; and
turther includes a signal type selected from the group
consisting of: state signals, event signals, activity signals,
behavior signals, relational signals, location signals, loyalty
signals, purchase signals, social signals, and combinations
thereof. Significantly, the signal owner has further steps in
managing its signals, including: retaining control of signal
data within a defined use of the signal by a registered buyer;
selectively sharing information with buyers; defining use
and an agreement to report on a result of use with a
registered buyer or counterparty; releasing signal data to a
registered buyer based upon the agreement, monitoring
performance of the at least one signal compared with a
corresponding objective; generating a unique identifier asso-
ciated with each signal owner for exchange with the signal
buyers; the signal owner limiting signal availability to signal
buyers and/or to a signal marketplace based upon a rules
engine that enforces limitations by any party 1n a transaction

for the signal(s), wherein the rules engine includes rules
regarding: buyer i1dentity, campaign type, signal requested,
price, redemption signal type, purchase quantity, past per-
formance of signal, past performance of campaign type, past
performance of buyer, and combinations thereof; linking the
indexed signals to relational databases; and each signal
owner tracking agreements for buying and selling signals.

[0037] For the signal owner’s management of the signals,
preferably each of the signals 1s indexed 1n the centralized
database based upon ownership, object relevance, behavior
relevance, historical usage, performance, and correlation to
other signals and data, wherein the value 1s automatically
generated by a remote server computer associated with the
remote database, based upon at least two factors associated
with the value, and wherein the value includes relevance to
a signal buyer and a buyer objective. By way of example and
not limitation, the relevance to the signal buyer 1s based
upon at least one objective, with the economic value of the
signal based upon the measured performance of at least one
signal toward at least one objective by the buyer. Preferably,
the at least two factors used for generating a signal value are
selected from: predictive accuracy, fidelity, relevance to an
objective, near-real-timeliness, frequency, recency, state of
an object, relationship of the source of the signal, reputation
of the signal, reputation of the seller, atlinity to a target,
and/or usefulness to an objective. By way of example and
not limitation, the relevance of a signal to the signal buyer
based upon at least one objective may include marketing
and/or advertising. In a non-advertising use, the exchange of
data within the data marketplace can also take place between
a buyer and a seller, without the participation of other
entities such as a publisher, retailer or consumer. For
example, a farmer has created data on the average yield of
corn per acre during the harvesting of the corn crop. The
farmer also has data on the type of corn seed used 1n the
field, and the precipitation (total rainfall) on each acre he
manages. A signal buyer seeks the average yield of that
tarmer’s seed by acre, by precipitation. The farmer will sell
the data through a signal agreement. The signal agreement
will specity the terms by which the signal can be used, price,
time, retention and other terms necessary.
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[0038] The methods for signal management by the signal
owner may further include additional steps including: aggre-
gating the signals; creating a new signal or a synthetic signal
from one or more signals from at least one source; linking
the mdexed signals to relational databases, wherein the
signals are locally indexed by each signal owner and/or each
seller associated with the signals; the virtual marketplace
server computer and/or the owners creating and tracking,
their corresponding indexed signals; updating the remote
and centralized indices of signals; and/or tracking agree-
ments for buying and selling signals.

[0039] In another embodiment of a method for managing
signals by signal owners, the method steps include: con-
structing at least one signal and saving the signal(s) to a
signal owner computer, wherein the signal owner controls
how the at least one signal 1s created, generated and/or
constructed and how the at least one signal 1s used by the
buyer; generating a signal index and listing the index 1n a
centralized database; generating a signal value based upon at
least two factors associated with each value, the at least two
factors selected from the group consisting of: predictive
accuracy, fidelity, relevance to an objective, near-real-time-
liness, frequency, recency, relationship of the source of the
signal, reputation of the signal, reputation of the seller,
aflinity to a target, usefulness to an objective, and combi-
nations thereof.

[0040] Additional steps may further include: automati-
cally updating the listed index and/or creating new listings;
receiving a defined use and an agreement to report on a
result of use by a registered buyer with the signal owner
computer; releasing signal data to a registered buyer based
upon the agreement between the signal owner and the
registered buyer; monitoring performance of the at least one
signal compared with a corresponding objective; the signal
seller providing each of the signals with a unique 1dentifier
associated with each signal owner/seller for exchange with
a buyer via the marketplace; automatically determining a
relevance to an objective for the at least one signal based on
comparison with consumer feedback and consumer behav-
1or; limiting signal availability based upon a rules engine
that automatically considers buyer identity, campaign type,
signal requested, price, redemption signal type, purchase
quantity, past performance of signal, past performance of
campaign type, past performance of buyer, and combina-
tions thereol automatically correlating how the value of the
information decays over time and with respect to relevance
to the objective; generating a value of signal relevance to the
objective based upon consumer feedback, buyer behavior,
and/or consumer reputation; receiving feedback from the
buyer regarding qualities of relevance, correlation, and/or
strength of the at least one signal; and/or receirving inputs
from third party observers that inform the eflicacy of signal
use and correlation across a multitude of participants and
multitude of signal uses.

[0041] The present invention system for managing signals
by corresponding signal owners 1n a virtualized or cloud-
based computing environment includes the following com-
ponents and their relationships: a remote server computer
constructed and configured for network-based communica-
tion with at least one signal owner computer and at least one
signal buyer computer; at least one signal associated with a
behavior or state of an object and/or an activity and/or an
event; a signal index associated with the at least one signal,
which 1s stored 1n a memory of the signal owner computer;
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and a proposed signal value for a predetermined signal use
corresponding to the at least one signal, thereby delivering
signals to the signal buyers, tracking the signals, and moni-
toring use of the signals for the predetermined signal use by
the signal buyers. Additionally, the signals are indexed,
abstracted and/or anonymized from their data source to
protect the 1dentity of the signal owner. Also, preferably, the
remote server computer 1s constructed and configured to
receive mputs via a communications network from third
party observers that inform the eflicacy of signal use and
correlation across a multitude of participants and multitude
ol signal uses.

[0042] In another embodiment of systems for managing
signals by signal owners includes engagement or interaction
with a signals marketplace 1 a virtualized computer net-
work for generating signals from distributed data sources
controlled by a multiplicity of owners and further includes
at least the following components and their relationships
with each other: a remote server computer constructed and
configured 1n network-based communication with a central-
ized database further comprising at least one index {for
signals data, and operable to automatically generate an
assigned value corresponding to each umique signal created
by a signal seller within a remote index of signals data;
wherein the remote indexed signals data are generated from
remote structured and unstructured data. receiving at least
one signal from a first data source and at least one signal
from a second data source, wherein the marketplace registers
remote signals, which originate from different distributed
data sources controlled by diflerent owners 1nto a centralized
database or signals index; wherein each of the registered
signals has a corresponding assigned value stored in the
central database and associated with 1ts indexed correspond-
ing remote signal; and, wherein each assigned value 1s based
on at least two factors 1s dependent upon a signal source
value and a buyer objective. Preferably, the signals market-
place system automatically recommends signals, and the
price for a given usage for both signal buyers signal sellers
or signal owners. Additionally or alternatively, the recom-
mended pricing 1s automatically generated based upon a
number ol factors, including relevance to an objective,
fidelity, near-real-timeliness or recency, athnity, predictive
accuracy, and combinations thereof, and/or 1s negotiated 1n
a bid-response exchange between the owners and buyers.

[0043] In the virtual marketplace, purchases of the own-
ers’ signals are tracked by the owners or sellers, within the
remote server computer, and 1n the signals marketplace,
which automatically tracks the signals data through its
function of transferring signal information between buyer
and seller within active agreements, and momitoring feed-
back on signal performance through observation of events,
behaviors, environment and states of objects and objectives.
The marketplace uses this feedback to update directories,
indices, pricing, history, agreements, and correlations to an
objective. Also preferably, the signals marketplace central-
1zed server computer automatically tracks and manages
signal and participant reputation for communication to other
marketplace participants. The signals and their correspond-
ing owners, as well as buyers, brokers, publishers, observers
and other participants are registered and registration infor-
mation 1s stored in the centralized database associated with
the virtual marketplace remote server computer, and the
registration nformation 1s stored i a shared directory
associated with the centralized database.
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[0044] The present mvention also provides an embodi-
ment including a method for creating and using a virtual
marketplace for valuing and selling signals generated from
distributed data sources that are controlled by a multiplicity
of owners, the method steps including: providing at least one
signal from a first data source and at least one signal from
a second data source to a remote server computer for a signal
marketplace or exchange; wherein the signals originate from
different distributed data sources controlled by different
owners and the signals are indexed and listed 1n a centralized
database and each of the indexed signals 1s linked to
corresponding relational databases; and, wherein a value for
cach centralized indexed signal 1s automatically generated
by the remote server computer associated with the seller
where terms ol use have been agreed. The value of the
signals 1s controlled by the seller and based upon at least two
factors associated with each value, the at least two factors
selected from the group consisting of: event, object state,
change 1n state, behavior of an object, relationship to another
object, relationship to a behavior, economic 1ndicators,
relevance to an objective, near-real-timeliness, frequency,
recency, predictive accuracy, fidelity, reputation of the sig-
nal, reputation of the seller, athnity to a target, usefulness to
an objective, and combinations thereof. Also, 1 this method
embodiment, as with the systems of the present invention,
the marketplace provides for participation and compensation
of other parties that observe object behavior, object state or
are otherwise capable of providing feedback signals corre-
sponding to a state, behavior, activity, and/or an event. This
observer feedback informs the agreements, economic value
of the signals, object preferences, calculated correlation of
signal information, environmental projections and other
marketplace functions. The economic value of the observa-
tion can be calculated by the marketplace, and these obser-
vation feedback signals can be indexed and purchased
within the marketplace. Advantageously, the listed index
provides for automated matching with buyer candidates
having corresponding objectives for buying signals and
signals data, and wherein the objectives include consumer
state, events and behavior(s). Additional method steps
include: the step of automatically updating the listed index
and/or creating new listings; receirving a defined use and an
agreement to report on a result of use by a registered buyer
with the server computer; releasing signal data to a regis-
tered buyer based upon the agreement between the signal
owner and the registered buyer; monitoring performance of
the at least one signal compared with a corresponding
objective; automatically determining a relevance to an
objective for the at least one signal based on comparison
with consumer feedback and consumer behavior; and/or
limiting signal availability based upon a rules engine that
automatically considers buyer agreement, identity, cam-
paign type, signal requested, price, redemption signal type,
purchase quantity, past performance of signal, past perfor-
mance of campaign type, past performance of buyer; auto-
matically correlating how the value of the information
decays over time and with respect to relevance to the
objective; and combinations thereof.

[0045] According to the present invention, the signal
owner controls how the at least one signal 1s created,
generated and/or constructed and how the at least one signal
1s used by the buyer, although for facilitating the virtual
marketplace or exchange between signal sellers and signal
buyers, preferably the at least one signal includes a signal
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type selected from the group consisting of: event signals,
activity signals, behavior signals, performance signals, rela-
tional signals, location signals, loyalty signals, purchase
signals, social signals, and combinations thereof.

[0046] Methods of the present invention further include
the step of generating a value of signal relevance to the
objective based upon consumer feedback, buyer behavior,
and/or consumer reputation; and, more particularly, wherein
the value of the at least one signal depends upon the time of
the at least one signal from an event occurrence, and wherein
the value of the at least one signal decays over time. Also,
the methods include the step of automatically correlating
how the value of the information decays over time and with
respect to relevance to the objective.

[0047] Preferably, the virtual marketplace or exchange
server computer receives leedback from the buyers and
observers regarding qualities of relevance, correlation, and/
or strength of each of the at least one signal. In preferred
embodiments of the present invention, a signal quality and
a signal reputation are automatically generated by the virtual
marketplace based upon an assessment of signal perfor-
mance compared with an objective and/or based on the
teedback received.

[0048] The present invention including signals manage-
ment within the context of a virtual data marketplace for
signals 1s built on the framework of creating signals or
indicators by their corresponding signal owners or signal
sellers, the method steps performed by a signal owner
include: constructing at least one signal associated with a
behavior of an object and/or an activity and/or an event
associated with the object in a signal owner computer that 1s
constructed and configured for network-based communica-
tion with a remote server computer, wherein the at least one
signal based upon at least two factors associated with each
value, the at least two {factors selected from the group
consisting of: event, object state, change 1n state, behavior of
an object, relationship to another object, relationship to a
behavior, economic indicators, relevance to an objective,
near-real-timeliness, frequency, recency, predictive accu-
racy, fidelity, reputation of the signal, reputation of the seller,
allinity to a target, usefulness to an objective, and combi-
nations thereof; generating a first value for each of the at
least one signal; and tracking usage of the at least one signal.
Also, the at least one signal provides a feedback correspond-
ing to the behavior, state, activity, and/or the event. Addi-
tional steps include indexing the at least one signal; listing,
the indexed signals 1n a remote database associated with the
remote server computer; communicating the remote index
signal to the centralized data marketplace signal index,
wherein the centralized signal index listing provides for
automated matching with buyer candidates having corre-
sponding objectives for buying signals and signals data,
wherein the objectives include consumer behavior(s); and
updating the listing of the indexed signals by the signal seller
or signal owner.

[0049] The at least one signal includes a signal type
selected from the group consisting of: event signals, activity
signals, behavior signals, relational signals, location signals,
loyalty signals, purchase signals, social signals, and combi-
nations thereof. Signals are generated or constructed from
both structured and unstructured data. Significantly, each
signal owner controls how the at least one signal 1s created,
generated and/or constructed; 1n embodiments of the present
invention, methods of the present mmvention provide steps
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wherein signals or indicators are created by the signal owner
transforming 1ts own data into the signals or indicators
through steps of automatically organizing structured data
and unstructured data by a correlation engine. In construct-
ing the at least one signal or indicator, preferably the signal
seller (or 1ts system and seller correlation engine) automati-
cally determines a relevance to an objective from historical
performance and including external observations and feed-
back on object state, activity or behavior.

[0050] While the definition and construction of the signal
1s at the discretion of the Seller, generally signals conform
to a common signal structure whose elements are named and
formatted to marketplace conventions for the purpose of
creating a common taxonomy for exchange of signal infor-
mation. In the case of a signal exchange within a signals
marketplace, but also for exchange outside of a marketplace,
the signal structure provides for secure and reliable trans-
portation and translation of an information payload con-
tained with a signal. The signal construct defines the source,
the destination, the delivery channel, the method for secur-
ing the data, the agreement under which the data 1is
exchanged, a transaction identifier, a transaction time, infor-
mation necessary to confirm receipt, template which
describes the message type, and the payload of the message.
Sellers and buyers use the signals construct to create,
register, publish, discover, assess, sell, manage, and measure
data exchange according to the systems and methods of the
present invention. Signal types include both buyer-initiated
and seller-initiated signals; some examples follow for 1llus-
tration purposes, but are not intended to limit the claimed
invention thereto.

[0051] Buyer Imtiated Behavior Signal (BIBS). Behavior
signals are published by sellers which observe object behav-
ior. For a given buyer 1nitiated behavior signal, the buyer of
a behavior signal requests behavior signal from seller for a
given event, object or category of objects. .

I'he content of the
seller’s signal 1s based upon an historical interaction with
one or more events, objects or activities that correspond to
the behavior of an object. To obtain the seller’s signal, the
buyer must provide a reference point for the seller to create
the behavior signal. In this model 1t 1s the request of the
buyer triggers the exchange of data. For a given reference
point, the seller’s signal describes a behavior such and such
information as the recency and the frequency of the behav-
ior. By way of example and not limitation, a behavior name
1s 1llustrated by “Travel-To [Varniable]”. The buyer initiates
the request and seeds the reference point variable for the
signal. Each buyer could pay a different price depending on

the value they derive from the signal.

[0052] Buyer Initiated Event Signal (BIES). Event signals
are published by sellers which observe events. For a given
buyer mitiated event signal, the buyer of an event signal
requests objects, or categories of objects from seller that
have a relationship to a given event. The content of the
seller’s signal 1s based upon an historical interaction with
one or more events, objects or activities that correspond to
an event. To obtain the seller’s signal, the buyer must
provide a reference point for the seller to create the event
signal. In this model it 1s the request of the buyer triggers the
exchange of data. A signal request 1s mnitiated by the buyer
asking the seller 1T a given reference event has occurred. The
signal response can contain nformation on the event,
objects within the event, recency, frequency, location, as
well as specifics surrounding the event. By way of example
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and not limitation, consider “movie purchases 1n Cincinnati
Ohio 1n last five minutes™ as a signal request of this type.
Each buyer could pay a different price depending on the
value they derive from the signal.

[0053] Seller Intiated Behavior Signal (SIBS). In this case
the seller 1s 1nitiating (or publishing) that a behavior has
occurred. The content of the seller’s signal 1s based upon a
current or historical interaction with one or more events,
objects or activities which correspond to the behavior of an
object. The signals can be published to one or more buyers,
and prospective buyers as the activity occurs. Each buyer
could pay a different price depending on the value they
derive from the signal. By way of example and not limita-
tion, consider “consumer [CONSUMER_NAME] is shop-
ping 1n [Location]” as a signal.

[0054] Seller Imtiated Event Signal (SIES). Seller 1s pub-
lishing an event to one or more buyers. The content of the
seller’s signal 1s based upon a current or historical interac-
tion with one or more events, objects or activities, which
correspond to the behavior of an object. From a software
design perspective, this model 1s consistent with software
based publish/subscribe paradigm. Within commerce signals
buyers “subscribe” to an event made known by the seller.
Each buyer could pay a different price depending on the
value they derive from the signal. The seller iitiates the
signal, and can communicate specifics about the event. By

way ol example and not limitation, consider “consumer
|[CONSUMER_NAME] purchased movie ticket” as a signal.

[0055] The signals may be directly derived, constructed,
or generated from signal owner raw data and/or synthetic
signals may be constructed from at least one signal or a
multiplicity of signals, 1.e., one or more signals are used to
construct additional signals, so the synthetic signals are not
directly associated with the underlying raw data. Once
again, signals or indicators according to the present mnven-
tion are generated or constructed from both structured and
unstructured data of the signal owner. Similarly, a consensus
signal or a generalized signal from one or more signals. Note
that the method steps of the present imnvention are made for
a multiplicity of signals and corresponding signal owners, 1n
particular in the case of distribution 1n the context of a
virtual marketplace or exchange for signals.

[0056] Preferably, after constructing signals, their distri-
bution or sale to buyers 1s controlled by the signal owner and
rules governing seller signals or owner signals that provide
for limiting signal availability based upon a rules engine that
automatically considers buyer identity, campaign type, sig-
nal requested, price, redemption signal type, purchase quan-
tity, past performance of signal, past performance of cam-
paign type, past performance of buyer, and combinations
thereof. The rules engine resides within a remote computer
of the signal seller and 1s communicated through a distrib-
uted network, either directly and/or within a virtual market-
place having a centralized rules engine governing the man-
agement of the exchange of signals for a multiplicity of
signal sellers and signal buyers.

[0057] Signal value cannot be established conclusively
independently of a signal buyer’s objective. Additionally the
value of any of the signals depends upon signal relevance to
the objective based upon a multiplicity of factors, including,
teedback such as time from last observation and/or interac-
tion, effectiveness ol consumer interaction, depth of inter-
action, consumer feedback, buyer behavior, and/or con-
sumer reputation. The signal seller correlation engines
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provide options for automatically correlating how the sig-
nals or indicators relate to data held within the signal seller
to data external to the signal seller. The present invention
also provides an embodiment including a method for adjust-
ing the correlation of data with time and with respect to
relevance to the objective(s) of buyers. Significantly, regard-
less of the objectives, generally the value of the signal(s)
depends upon the time of the signal construction from an
event occurrence, wherein the value of the signal decays
over time. Also, the present invention provides for the
economic value of the signal to decay over time. By way of
example and not limitation, consider a signal “Consumer
[ID] Purchased Movie Ticket at TIME”. This signal has
relevance to a buyer’s objective, which i1s dependent on time
since the observation. In other words a signal has a higher
relevance 1f 1t 1s one second old, and a lesser relevance as
time progresses. The economic value of a signal 1s 1n
proportion to 1ts relevance, hence the value of the signal 1s
also higher if the signal 1s one second old, and a lesser value
as time progresses.

[0058] Feedback is a form of signal sourced from observ-
ers of objects. Observers typically have no need to maintain
historical information, but rather report on current object
state or activity. By way of example and not limitation,
consider a Wi-F1 hotspot at LOCATION that has a current
request for access from COMPUTER_ID. If the objective of
a signal buyer was for COMPUTER_ID presence at LOCA -
TION, then this observation 1s relevant to the buyer. Fur-
thermore, the process of receiving feedback from observers,
pertaining to object state, activity, performance and behav-
1or, provides a mechanism to assess and adjust performance
of marketplace participants, marketplace systems, signals
and campaigns operating within a federated data market-
place. And so evolving the at least one signal based upon the
teedback received 1s an additional step in methods of the
present invention. Additionally, a signal quality and a signal
reputation 1s automatically generated (by the correlation
engine ol the signal seller and/or by the signal marketplace
or signal exchange) based upon an assessment of signal
feedback. The signal feedback may provide information
usetiul for evaluating performance of the signal compared
with the buyer’s objectives; the virtual marketplace will
determine what feedback i1s relevant toward any objective.
By way of example, a correlation engine 1s described within
U.S. Pat. No. 5,504,839 for “Processor and processing
clement for use 1n a neural network™ by inventor Mobus,
filed Aug. 29, 1994, which 1s incorporated herein by refer-
ence 1n 1its entirety.

[0059] The present invention provides methods for creat-
ing signals or indicators by corresponding signal owners, the
method steps performed by a signal owner includes: con-
structing at least one signal associated with a behavior of an
object and/or an activity and/or an event associated with the
object 1n a signal owner computer that 1s constructed and
configured for network-based communication with a remote
server computer, wherein the value of the signals 1s con-
trolled by the seller and based upon at least two factors
assoclated with each value, the at least two factors selected
from the group consisting of: event, object state, change 1n
state, behavior of an object, relationship to another object,
relationship to a behavior, economic indicators, relevance to
an objective, near-real-timeliness, Irequency, recency, pre-
dictive accuracy, fidelity, reputation of the signal, reputation
of the seller, athnity to a target, usefulness to an objective,
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and combinations thereof; generating a first value for each of
the at least one signal; and tracking usage of the at least one
signal. Also, the at least one signal provides a feedback
corresponding to the behavior, activity, and/or the event.
Additional steps include indexing the at least one signal;
listing the indexed signals in a remote database associated
with the remote server computer, communicating the remote
index to the centralized data marketplace signal index,
wherein the centralized signal index listing provides for
automated matching with buyer candidates having corre-
sponding objectives for buying signals and signals data,
wherein the objectives include consumer behavior(s),
events, object states, object performance; and updating the
listing of the remote and centralized indices by the signal
seller or signal owner.

[0060] The content of the seller’s signal 1s based upon the
seller’s interaction with one or more events, objects or
activities. Signals are generated or constructed from both
structured and unstructured data, which contain records of
interaction. Significantly, each signal owner controls how
the at least one signal 1s created, generated and/or con-
structed; 1n embodiments of the present invention, methods
of the present invention provide steps wherein signals or
indicators are created by the signal owner transforming its
own data into the signals or indicators through steps of
automatically organizing structured data and unstructured
data by a correlation engine. While the definition and
construction of the signal 1s at the discretion of the Seller,
generally signals conform to a common signal structure
whose elements are named and formatted to marketplace
conventions for the purpose of creating a common taxonomy
for publishing, discover and exchange of signal information.
By way of example and not limitation, the taxonomy of the
at least one signal includes a signal type selected from the
group consisting of: state signals, event signals, activity
signals, behavior signals, relational signals, location signals,
loyalty signals, purchase signals, social signals, and combi-
nations thereof.

[0061] The present invention provides for the signal owner
selectively sharing signals information with signal buyers 1n
a virtual marketplace or exchange, wherein the signals
information includes a unique identifier associating each
signal transmitted by an owner and/or signal seller for
exchange with a signal buyer and/or signal data marketplace
and agreement within which the data exchange was gov-
erned. Preferably, the information shared provides privacy
protection for the signal owner. Furthermore, each signal
includes and defines the source, the destination, the delivery
channel, the method for securing the data, the agreement
under which the data 1s exchanged, a transaction identifier,
a transaction time, information necessary to confirm receipt,
template which describes the message type, and the payload
of the message. In any case, the signals or indicators
constructed by the signal seller (signal owner) provide the
seller with a mechanism to protect the underlying data from
which the signals or indicators are derived. Also, 1n pre-
ferred embodiments, additional privacy protection may be
provided by at least one of: screening, anonymizing, and/or
using hashed wvalues. For example with hashed values,
methods provide for matching credit card objects with MD3
hash of a credit card number allowing signal sellers to
identify behavior on the match of hash values versus the
match of actual credit card numbers; importantly the MD3
hash cannot be easily reversed (except by NSA). Both
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entities or parties to the transaction are doing consistent
hash, but neither one disclose a number. The same methods
and systems are used with email hash; 1t confirms the match,
but only discloses the encrypted information.

[0062] Systems and methods of the present invention
provide for releasing signal data to a registered buyer based
upon an agreement between the signal owner and the
registered buyer. Before an agreement 1s generated, the
signal seller retains control of the signal data until after
receiving a defined use by a registered buyer, which provides
one of the key terms for the agreement. Preferably, the
agreement also provides requirements for feedback and/or
measurement of objective, such as by way of example and
not limitation, to report on a result of use by a registered
buyer. Also, the release of the signal data 1s can be either
based upon an observance by the seller or by a request of the
buyer. In another embodiment, the release of signal data 1s
based upon a trigger. Preferably, the release of signal data or
signals to registered buyer(s) 1s automatic based upon detec-
tion of the trigger.

[0063] The systems and methods of the present invention
for signals management also provide for automatically con-
firming receipt of the at least one signal by a destination or
signal buyer(s); this step 1s achieved by automated messag-
ing generated from the buyer computer and communicated
automatically through the network to the seller computer
directly and/or to the signal marketplace server computer for
tracking of all signals distribution based upon unique signal
identifiers and the agreements between signal sellers and
signal buyers for predetermined uses of the signals.

[0064] As set forth in the foregoing, the construction of
signals 1s provided for use between signal sellers and signal
buyers via the virtual marketplace through a network for
communication between their distributed computers and a
remote server computer associated with the virtual market-
place for signals data. The present invention further provides
methods and systems for establishing and using a virtual
marketplace for value-based exchange of those constructed
signals, wherein the value of the signals 1s determined in the
context of willing signal buyers and signal sellers for the
signals. The signals of the present invention are derived
from data sources that are owned by a multiplicity of entities
and/or individuals, and the signals are abstracted from
distributed information and data associated with the multi-
plicity of entities and/or individuals to protect the underlying,
information and data. Each entity or individual that sells
signals data in the virtual marketplace first converts or
transforms their unique raw data (or underlying data) into a
“signal” or signals, which are indicators associated with
object behavior as observed by their respective owners. The
value of any signal cannot be determined separate from one
or more buyers, their objectives, and the corresponding use
of the signals toward those objectives. Signal sellers create
and define rules 1n which to sell signals. Rules can be based
upon requestor, usage, object, behavior, performance, repu-
tation or any other attribute available 1n the market. By way
of example and not limitation, Barclays Bank will only
allow consumer travel signals to be used by approved
vendors and with explicit consumer permission for hotel
reservation use. Buyers have the opportunity to request
access to signals within the rules of the marketplace seller,
consumer and other regulatory authority. Sellers may choose
to accept requests within the terms of an agreement, which
1s maintained in the marketplace or directly between the 2
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parties. In the case of a signals marketplace or exchange for
the signals, the marketplace centralized server computer
retains the information on the agreement, signal requests,
signal exchanges, feedback, historical data, buyer, seller,
seller reputation, signal reputation, price, ellectiveness,
rules, constraints, and combinations thereof.

[0065] According to the present invention, signal creators
(signal sellers) or signal owners retain control of their
respective data and the signals constructed therefrom, until
a registered buyer defines use of the signals, agrees to report
on result (by way of example and not limitation, reports on
cllectiveness for a given use) and other terms, and an
agreement 1s created between buyer and seller. This method
for creating and using signals or indicators establishes
control, value, and price for those signals between the signal
seller and signal buyer(s), and/or the signal sellers and signal
buyers who are the participants 1n a virtual marketplace or
signals exchange. The signal supplier or signal seller (or
signal owner) controls how each signal i1s constructed or
generated; the underlying data or information owned by the
signal seller may be reconstructed or regenerated 1nto more
than one signal for use by third parties for different purposes.
Marketplace rules govern construction, transmission and
tracking of signal information and the associated object
throughout their defined use; this allows signals to be
correlated to object behavior. Tying signal performance to
object behavior and object events subsequently provides for
measurement of value and subsequent market based pricing
of signals within the virtual marketplace. Object behavior
may take the form of feedback from parties, which are
external to any given agreement between buyer and seller.
This object behavior obtained from external third party
observers inform and correct the correlation of signals to
objects and behavior within the marketplace. Importantly
this correlation 1s external to information available to either
buyer or seller independently. Third party observers thus
participate 1n the marketplace to provide tfeedback on
objects, which may be covered within a multitude of agree-
ments between a multitude of sellers and buyers. Thus the
present invention, provides for the interaction of third party
observers across the entire marketplace participants. The
signal construct defines the source, the destination, the
delivery channel, the method for securing the data, the
agreement under which the data 1s exchanged, a transaction
identifier, a transaction time, information necessary to con-
firm receipt, template which describes the message type, and
the payload of the message. The construction of a signal by
a signal seller will have varying degrees of relevance to any
grven signal buyer and that buyer’s objective, thus the value
of the information and data, as well as the signals generated
therefrom, will vary with its correlation and fidelity. This
provides a natural feedback loop in the virtual marketplace
or exchange. Signals that have poor fidelity or poor corre-
lation with an objective will have poor performance, and
thus a correspondingly poor price.

[0066] Signal sellers have minimal nsight mto prospec-
tive buyers, and the value of their signals 1 any given
context. Visibility 1s further limited into competing data. For
example, 1f an advertiser mtends to sell hotels to frequent
travelers of a predetermined destination, they have the
choice of seeking information from flight records, geo
location, rental car records, credit card issuers, etc., and
combinations thereof. Buyers of information also have inter-
ests to optimize price for a given performance or quality of
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correlation. If a signal buyer could obtain geographic loca-
tion information for $0.05 with a 70% correlation, 1t may
well be a preferred purchase to tlight records, which cost
$5.00 and have a 100% correlation. Within a signals adver-
tising application embodiment, the signal marketplace
assumes the primary role in directing and optimizing the
purchase of signals for targeted advertising, including cam-
paigns across multiple prospective sources, to determine
which signals (1f any) have relevance to a given advertising
campaign, and providing both buyers and sellers with a
liqguid market 1n which to exchange, and protect, informa-
tion, while providing and purchasing use of the signals
within the marketplace or exchange. Sigmificantly, a cat-
cgory of signals that represents real time or near real time
activity, events, states and behavior have values that decay
quickly with time. In this instance a signal that represents an
object’s activity one second ago has a greater value than the
same signal that 1s one hour old. The signals marketplace
enables the transmission of these real time signals within the
rules and constraints of the participants, consumers, mar-
ketplace and regulatory authorities.

[0067] Furthermore, the marketplace for signals includes a
signals index for discovery, tracking and comparing signals
and their historical value, reputation and performance. Cat-
egories or groups of signals by type, behavior, seller, and
usage are also provided. By way of example and not
limitation, signals include an expression of frequency and
relevance toward an input variable (e.g., ailinity to a city,
type of food, automobiles, sports, etc.). Also, signals
responses are based upon the object i1dentifier which the
seller uses 1internally to uniquely 1dentify a given object. By
way of example and not limitation, object 1dentifiers include
encrypted forms of e-mail address, phone number, location,
loyalty card number, etc. Correlation between signals and
their performance 1s represented by the signal pricing and
trading (buying/selling) within the virtual marketplace, third
party observers, and/or directly between signal sellers and
signal buyers. Additionally, imitial rating for expected cor-
relation between signals and their performance 1s provided
by the seller. A new signal will have no historical perior-
mance and thus buyers will likely minimize their purchase
until the performance can be validated.

[0068] Inthe embodiment having a signals marketplace or
exchange, the centralized server computer associated with
the signals marketplace maintains a master directory of
signals and associated correlations 1 order to {facilitate
automated signal seller to signal buyer matching. Historical
performance of a signal, signal seller and third party
observer information may be used to correlate between
signals based upon buyer and usage. Additionally, initial
rating for expected correlation between signals and their
performance 1s provided by the seller. A new signal will have
no historical performance and thus buyers may likely mini-

mize their purchase or until the performance can be vali-
dated.

[0069] As illustrated 1in FIG. 1, the flow diagram indicates
signal construction or generation method steps. As 1llus-
trated 1n the FI1G. 1, the system provides data mining 364 on
the unstructured data and data mapping 366 on the struc-
tured data. Signals are based on structured 380 and unstruc-
tured 370 data. The content of the seller’s signal 1s based
upon an historical interaction with one or more events,
objects or activities that correspond to the behavior of an
object. To obtain the seller’s signal, the buyer must provide
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a reference point for the seller to create a signal. For
example, a signal of AFFINITY_TO_CITY may require

input of ID, and CITY_NAME. A plane, a phone, a con-
sumer, a computer could all have an aflinity to a city.
Similarly a phone company, an airline, a rental car company,
a bank, a search engine, a restaurant, or similar entity could
all have a set of data that would inform the afhnity toward
a city. The signal seller has multiple options when construct-
ing a signal of “AFFINITY_TO_CITY”, sellers could use
consumer billing records, flight records, payment records,
location records, in sourcing data for to respond to this
request. In order to protect consumer information, the signal
seller may use any source of information in constructing a
response and a signal response 1s typically normalized to be
between 0 and 1, or otherwise created 1in a way to abstract
the underlying data 1n a way that makes the signal relevant
to a specific request. For example an airline may use tlight
information to determine that a consumer has traveled to

NYC five times 1n the last year and has set AFFINITY_
TO_CITY for New York equal to 0.5. The value of this
information 1s completely dependent on its quantity, accu-
racy, recency, competing information sources, price and
intended use. The marketplace 250 informs the rules and
pricing engine 320 of relevant information to set price.

[0070] Signal sellers have control over how they sell their
signals data within the rules engine 320. These rules can be
constructed based on any marketplace attribute. For
example, i United Airlines bought signals data within the
signal marketplace, or directly from signals seller(s), and
receives a response Irom a signals data seller that 1s a
competing airline for a particular traveler, United Airlines
could surmise the this particular traveler uses the competing
airline for travel to that city and could thus directly market
to the that consumer. In one embodiment of the present
invention, the signals data seller rules engine 320 1s within
the control and ownership of the each signal seller. In this
case, the marketplace data 1s not held centrally; significantly,
raw data, signal construction, signal indexing, signal rules,
and signal indexing are managed remotely across each data
exchange participant. Each participant leverages a common
taxonomy for constructing signals, which provides ifor
remote discovery in remote indexes, or centrally when
remote mdexes are combined or transferred to the common
centralized server computer for the signals market. Signifi-
cantly, this federated model provides for control of the data
by the owner, allowing the marketplace to establish linkage
to federated data owners, with each data owner 1n control of
rules and parameters for the release of information to
approved buyers; allowing the centralized market to manage
rules during the exchange and provide for clearing and
settlement of federated data (signals) for multiple partici-
pants and/or multiple federated data sources which act in
concert toward a common objectives, with each participant
paid based upon value delivered, observed externally or
price agreed to.

[0071] By way of example and not limitation, the signal
marketplace rules include registration of participants, con-
struction of signals, management ol agreements, enforce-
ment of rules, destruction and safeguarding of data, purchase
of signals, use of signals, tracking of signal performance,
clearing and settlement, marketplace history, tracking repu-
tation of signals and all participants, involvement of indirect
specialists and agents, dispute process, participant respon-
sibilities, and other significant areas. Given that the price of
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signals 1s unknown to any given buyer, the prospective buyer
must first 1ssue a request for the signal combined with an
offer or request for quote to a signal seller. The request for
quote contains information necessary for the seller to deter-
mine price and establish bid-response communication pro-
tocol. Sellers respond with a request for quote (RFQ)
response or no response. If there 1s an RFQ response 1t can
include acceptance or alternate terms. Upon receiving the
RFQ response the buyer may propose alternate terms until
an acceptance 1s 1ssued by the seller via the network-based
communications between distributed computing devices.
Upon recerving the accepted RFQ message from the seller,
the buyer 1ssues a binding purchase confirmation after which
the seller confirms receipt and respond with the delivery of
the signal(s) in the timeiframe specified. Signals can be
transmitted in any volume defined within the purchase
confirmation. By way of example and not limitation signal
pricing can consist of both fixed price and price based upon
an objective measured within the marketplace. The market-
place embodying the invention provides an anonymous
trading system having a communicating network for trans-
mitting electronic messages between distributed computers
of signal sellers and signal buyers. A plurality of order input
devices such as buyer and seller terminals are connected to
the communication network. Each signal order device may
generate price quotation messages, which include bid and/or
offer prices and may communicate estimated price and
analytics information to a buyer, or work with a central
marketplace for order matching. A plurality of seller rules
and pricing engines are connected to the network, to dis-
cover data, optimize purchases, and match bids and offers.
Exchange of signals information can be accomplished 1n a
locally managed agreement with a buyer outside of the
marketplace. Or within marketplace which serves as the
central clearing and settlement system for the execution of
contracts and exchange of signals, during which history and
transaction records are maintained. Within an advertising
use of signals, at least one of party within the transaction 1s
a publisher 400 (1llustrated 1n FIG. 2), which 1s responsible
for communicating with one or more consumers. The use of
signal information, or activity by the publisher which was
the result of signal information 1s tracked separately by the
seller, the buyer and the marketplace. By way of example
and not limitation, a grocery store X 1s a signal seller of
men’s shaving preferences, with Proctor and Gamble’s
Gillette as the signal buyer, 1n an advertising campaign
managed by Ogilvy and Mather, and published in Facebook.
Olgivy and Mather request signals from Store X Afhnity to
a competitor Schick for use to promote Gillette. Store X
enters mto an agreement to sell the shaving signal and
responds to requests for any given consumer AFFINITY TO
SCHICK [Value, Frequency, Recency] for each consumer.
This signal data 1s combined with other data within the
campaign manager and an ofler 1s sent to each targeted
consumer. Each ofler contains a unique code or i1dentifier,
tying 1t to the campaign and to the signals usage. The signals
used within the campaign can be tracked for each offer
published, and for Consumers who redeem the offer with the
unmique code or identifier.

[0072] Trackable behaviors are defined within the market-

place and may include by way of example and not limitation:
purchase with one time use code, purchase with credit card,
location, registration, viewing of a web site, opening of
email, phone call or viewing of a television show or com-
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mercial. Marketplace rules require participants to record
defined behaviors and object identifiers, which are corre-
lated to a signal, object, event or behavior. By way of
example and not limitation, an objective behavior for an
automotive advertiser 1s consumer presence 1n an automo-
tive show room. The automotive show room has a Wi-F1 hot
spot which i1dentifies devices which are present. The Wi-F1
hotspot 1s a signal provider. The presence signal for any
given device identified by the Wi-F1 provider 1s of value to
the campaign manager. Hence the Wi-F1 provider sells data
to the automotive campaign manager.

[0073] Within the signals marketplace or virtual market-
place or exchange, signals from multiple sources can be
combined to 1dentity objects. Similarly, object correlation to
other objects, object correlation to behaviors, object corre-
lation to events, object correlation to states, are tracked so
that the marketplace requests will match corresponding data.
By way of example and not limitation, objects such as: a
person, a car, and a computer can all be correlated. Each of
these objects can also have behaviors that can be correlated
using a correlation engine, which may be provided in the
centralized server computer or distributed among computers
in communication over a network.

[0074] By way of example and not limitation if the signal
AFFINITY_TO_CITY (New York) was combined with
AFFINITY_TO_THEATER the target audience of likely
Broadway ticket purchasers could be developed. A statistical
engine within the marketplace cross correlates signal per-
formance for any given objective. The statistical engine
assesses the performance of signals both 1n 1solated and
combined usage, thus retaining the ability to assess value for
a single signal within the marketplace and 1ts participants. In
addition to combining signals, the marketplace statistical
engine also includes random samples of other signals. Thus,
signal sellers are required to support analytics driven
requests for their signals data to assess the cross correlation
of signals. In this way the marketplace may make automated
suggestions of alternate data sources which may improve
price-performance of a given objectives.

[0075] As illustrated 1in FIG. 2, the schematic diagram
illustrates components within a signal marketplace and/or
exchange of signals between signal sellers and signal buy-
ers, and methods or processes associated with their interac-
tion.

[0076] Federated Data Centralized Intelligence. With any
given seller correlations can be held remotely with object
behavior and state estimated from both internal and external
data. Significantly, this remote data correlation 1s shared
with the centralized marketplace to assist with buyer dis-
covery and object feedback. This approach allows each
signal seller to control their data within their own environ-
ment, and perform analysis locally to provide a standardized
result set to data buyers. This standardized result set pro-
vides security to the owner of the data as to not allow
unapproved usage and further dissemination. The result set
and marketplace allow for the tracking of the benefit that this
signal or indicator provided to a given objective (example:
marketing campaign). It also allows the seller to control the
price of the response based upon the benefit to which 1t
provides, understanding that 1t will provide diflerent benefits
to different buyers and different usages.

[0077] The computer-implemented method for indexing
distributed data in a distributed data network in which file
metadata and signal types related to unique keys are tem-
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porarily centralized within a marketplace. The method of
invention calls for assigning and using a unique key to
identify signals, which correlates to the key and returns 1t to
the marketplace where it can be combined with other data
sources. A key-value store built up 1n rows for the market-
place metadata, and updated by each node through response
and direct participant edits. Each of the rows has a compos-
ite row key and a row value pair, also referred to herein as
key-value parr.

[0078] Also, as illustrated 1n the figures, 1n particular 1n
FIG. 1 and FIG. 2, a method of construction of signals/
indicators directly between signal sellers and signal buyers
and/or within a data marketplace to express: event, object
state, change in state, behavior of an object, relationship to
another object, relationship to a behavior, economic 1ndica-
tors, relevance to an objective, near-real-timeliness, Ire-
quency, recency, predictive accuracy, fidelity, reputation of
the signal, reputation of the seller, athmity to a target,
useiulness to an objective, and combinations thereof of a
grven mput value 1s illustrated (generally referenced 2000 1n
FIG. 2), including the following:

[0079] Pricing signals data (signals) within a market of
buyers and sellers based upon performance of indicators
toward an objective.

[0080] A self-organizing network for construction and
exchange of signal information between signal sellers and
signal buyers.

[0081] A method of using data indicators from one or
more sources each source priced separately within a data
marketplace to target consumers in campaigns operating
through one or more advertising publishers. (Advertiser 100,
Campaign Manager 150, Signal Data Marketplace 200,
Marketplace Analytics 250, Publisher (Distributor) 400), 1n
particular for campaign management, which may further
include consumer 300 permissions including Consumer
Rules 550 and Consumer Pricing 570, and other Seller-based
components 300, including Seller Rules and Pricing 320,
Signal or Indicator Construction 340, Seller Data Correla-
tion Engine 360, Seller Unstructured Data 370, and Seller
Structured Data 380).

[0082] The present invention systems and methods may
turther include the following: Performance based advertis-
ing within a signal data marketplace 200 with publishing
targeted and traceable advertising based upon information
sourced 1rom the signals marketplace or exchange.
Examples of traceable advertising include one-time use
codes, coupons, discounts, loyalty, mobile application
behavior, location, digitally stored incentives, and combi-
nations thereot 4350.

[0083] Registration of signal providers (data sellers) 1n a
shared directory 200-300.

[0084] Registration of signal types oflered by signals
providers 1n a shared directory 300, 320, 340, 360.

[0085] Registration and participation of advertisers (signal
buyers) 1n a signals marketplace or exchange 100, 150, 200.
[0086] Registration and participation of content distribu-
tors 1n a signals marketplace or exchange 400, 200.

[0087] Registration and participation of consumers 1n a
signals marketplace or exchange 500-550, 200.

[0088] Method of governing exchange of consumer infor-
mation within a data marketplace that 1s dependent on
consumer permission and consumer defined fees 550-200.
[0089] Rules governing the exchange of signals 1 a
marketplace 200.
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[0090] Creation of advertising campaigns using distrib-
uted signals, 1.e., wherein the signals are provided from
different sources.

[0091] Method of automated signal selection within a data
marketplace, based upon signal price performance and rel-
evance.

[0092] The Method of communicating signal performance
and pricing information within a marketplace (marketplace
analytics 250).

[0093] The method of purchasing remote signals wvia
dynamic pricing in a bid/response within a federated mar-

ketplace 220.

[0094] Method of tracking the performance of federated
indicators/signals within a data marketplace, based upon
behavior (e.g., web site visit), location, card transaction
information, redemption codes, loyalty cards or other exter-
nal object observations, and events.

[0095] Method of pricing indicators within a data market-
place based upon behavior 600 web site visit, social sharing,
location, card transaction information 650, redemption
codes, and loyalty cards, as illustrated in FIG. 2.

[0096] Method of settling payment between buyer and
seller 700, 320, 270, 150, 100 based upon redemption,

coupon, one time code, payment, location, registration or
other purchase information to confirm consumer behavior
within a distributed data marketplace.

[0097] Identification of consumer marketing channel pret-
erence through signal availability, point of sale purchase

information and other redemption information.
[0098] Use of consumer location iformation to imform

ellectiveness of advertising within a signals marketplace.
[0099] Use of encrypted credit card to confirm purchase
within an advertising campaign in a federated signals mar-
ketplace.

[0100] Use of encrypted credit card information to inform
object behavior for multiple buyers 1n a federated market-
place.

[0101] Use of encrypted consumer ID within retailer pur-
chase history to confirm purchase within an signals based
advertising campaign

[0102] Technical interaction and message exchange
between signal buyers and sellers.

[0103] Process of exchanging requested purchase of data
from a data provider within a data marketplace.

[0104] Statistical method for optimizing signal selection
for advertising campaigns operating with a signals market-
place or exchange.

[0105] Statistical method for optimizing advertising dis-
tribution channel based upon signal information held by a
multitude of participants 1n a federated signals marketplace.
[0106] Method of defining campaign types supported by
signal marketplace. Campaigns can begin with target or
campaigns can be managed by distributor in a bid for
consumer access by competing campaigns.

[0107] Protection of consumer information in shared sig-
nals, and further including steps for protecting consumer
anonymity in the exchange of signal information.

[0108] Clearing and settlement of signal exchange
between participants 1n a marketplace based upon signal
purchase agreements and signal performance information.
[0109] Method restraining signal exchange through rules
based upon local laws of each transaction participant.
[0110] Method of selling indicators through marketplace
agreements with price based upon advertising performance.
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[0111] Method of Sharing revenue for consumer purchases
with signal providers based upon measured object behavior,
events, object states, or object performance 600.

[0112] Method of Settlement of financial obligations 1n a
data marketplace which may include unique signal 1denti-
fiers, signal agreements, consumer behavior, consumer pay-
ment, seller flat fees, seller performance fees, and consumer
revenue sharing 270.

[0113] Referring now to FIG. 3, a signal data correlation
engine 360 1s illustrated including the components of a
signal correlation interface layer 360-140, a signal data
access layer 360-30 and a data processor 360-10; wherein
the signal correlation interface layer 360-140 further
includes: a correlation engine 360-40, an object behavior
estimator 360-50, an object state estimator 360-60, a signal
response management 360-70 having external data access
360-80. The signal data access layer further including an
object state processor 360-20, an object behavior processor
360-23, an event manager 360-26, and signal history 360-
26. The external data access 1s further related to external
signal feedback 360-110, a marketplace data connector
360-120, an other external data connector 360-130, an
external object state 360-100, and an external object behav-
ior 360-90. The signal construction 340 from unstructured
data 370 and structured data 380 also relates to the signal/
seller data correlation engine 360 and seller rules and pricing
320. Signal analytics 250 1s related to the data correlation
engine 360 as well as behavior tracking 600 of behavior
(including by observer) 650 and in the case of advertising,
redemption management 700.

[0114] The object behavior estimator uses one or more
statistical engines to predict behavior of an object based
upon remote data, history and external signals (which rep-
resent events or stimuli). Objects such as people have a
current state (1n transit, having a baby, sitting at home) and
historical behavior patterns that are both dynamic and com-
plex. For example, historically when a person (Joe) travels
to Chicago he has historically flown by United Airlines,
stays at a Marriott, and eats at a steak chain restaurant for
dinner. This information 1s held by many observers such as
airlines, credit card companies, hotel chains, mobile phone
companies, etc. Thus the object Joe has behaviors that are
correlated to travel to Chicago. One observation of Joe 1n
Chicago, or travelling to Chicago may be suflicient to
estimate behavior by a multitude of observers.

[0115] Observers which sell their observations 1n the data
marketplace are signal sellers. There are two primary flows
by which a Signal Sellers (or signal owners) interact with a
Signal Buyer: Buyer Initiated Request for Signal, and Seller
Initiated Signal.

[0116] A Buyer Imitiated Signal typically requests predict
behavior of an object from historical observation iforma-
tion. For example the signal request of athnity to City, with
the object context of the city of Chicago for object Joe, could
be sent to an Airline Observer. In this example, the airline
observer would correlate their historical travel data on
passenger travel to Chicago for object Joe and return infor-
mation regarding the recency and frequency of Joe’s travel
to Chicago. An Object Behavior Estimator could further
predict the future travel based not only on an Airline
observer’s historical data, but their data correlated to exter-
nal data such as a business coniference, or another objects
actions and behaviors (example Joe always travels with
Susan to Chicago). Within the distributed (or federated)
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signals marketplace, each observer retains the correlation to
external data signals, not based upon the data itself. For
example the Correlation engines for the airline above would
hold both internal correlation of Joe’s travel preferences
toward an external signal request, and the correlation of
airline data to other external objects and behaviors (Susan’s
travel and conference events). The airline would not know
the 1dentity of the object Susan, but only that there 1s a strong,
correlation to an external object behavior (Susan 1s traveling
to Chicago). Neither would the airline know that the external
cvent was a specific conference. To summarize, the statis-
tical machines within the data correlation engines and the
estimators provide correlation of internal data to external
objects and behaviors. These correlations allow for predic-
tion of current state and behavior to external stimuli, with
external information protected by the signals construct.

[0117] In a Seller Imtiated Signal, the observation signal
has buyers that have registered for the observation, without
historical context. In this model it 1s the buyer that has
correlated an external signal (from the seller) toward an
objective. An example of a Seller Imitiated Signal 1s an
Airline with a signal Airline-Ticket-Purchase by Object at
Time. In this example, the Seller Inmtiated Signal 1s an Event,
which one or more buyers have chosen to register for within
the Signals Marketplace, and the Seller has agreed to terms,
which are contained within the Marketplace Contract Man-
agement System. For example, when Joe purchases an
airline ticket, the Airline (acting as Signal Seller) informs
approved signal buyers Marriott and Hilton that Joe will be
travelling to Chicago. Event signals are a primary real time
mechanism for selling and transferring observations. The
signals marketplace provides for the dissemination of
approved real time data within the signals metaphor to
protect the contents of the mformation (or underlying data),
its usage and performance, and realize value of the infor-
mation based upon time decay. The signal Purchased-Air-
line-Ticket has a higher value within 1 second of the event,
than at 10 minutes, 10 hours, or 10 days. The marketplace
provides for price prediction based upon the time decay, and
for measurement of performance of the event signal during
its use. For example, if the hotel chain Hilton was able to use
the signal Purchased-Airline-Ticket to secure a reservation
by Joe, where Joe had previously stayed at Marriott, Hilton
received a known value in the incremental sale of that
Chicago room. If the Signal Purchased-Airline-Ticket was
the only signal used 1n a campaign to Joe, than the perfor-
mance of the signal toward the objective 1s known. IT
Purchased-Airline-Ticket was used 1n conjunction with
other information the marketplace will calculate the propor-
tional eflectiveness of the Airline signal in the context of
other signals used.

[0118] Referring now to FIG. 4, the signal data market-
place 200 1s illustrated, providing components and relation-
ships for participants, services, channel management, reg-
istration management, and consumer interface. For the
participants, general examples within and advertising con-
text are 1llustrated for an advertiser and/or agency 200-10, a
publisher 200-20, an observer 200-30, a retailer and/or
redemption agent 200-40, and a broker 200-45. For the
automated services provided by the remote/centralized
server computer for the wvirtual signal marketplace or
exchange, examples are illustrated for order matching 200-
50, pricing 200-60, contract management 200-70, clearing
and settlement 200-80, reputation 200-90, dispute manage-
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ment 200-100, market analytics 200-110, event subscription
200-120, and mdexing and discovery 200-125. For channel
management provided by the virtual signal data marketplace
200, a publisher 200-130, behavior tracking 200-140, pub-
lisher rules 200-150, and targeting rules 200-160 are pro-
vided for automated steps within the signals marketplace or
exchange. Functions of redemption management further
include payment 200-170, behavior tracking 200-180,
retailer 200-190, and pricing 200-200. Functions of con-
sumer interface provided by the virtual signal marketplace
include consumer rules 200-210, channel preferences 200-

220, behavior 200-230, opt mm/opt out 200-240, pricing
200-250, and events 200-270.

[0119] By way of additional background for the signal
marketplace of the present invention, 1t 1s a significant factor
how the federated data for the distributed signals 1s used. As
opposed to “sharing lists” and joining information within a
single database. Federated data keeps raw data localized
with the owner responsible for disclosure, usage, pricing,
security, and privacy. Within a data marketplace federated
data providers (sellers) use signals as a way to protect
sensitive mformation. Signals (or indicators described here-
inabove) are a type ol meta data indicators that are based
upon information 1n control of the data sellers. These signals
or indicators require mput context and are sold for purposes
explicitly defined within the signal marketplace. For
example, 1n an AFFINITY_TO_CITY signal example, con-
sumer tlight records are never shared nor 1s the traveler’s
current location, rather the signal response can reflect how
often or how recently an object was associated with a given
city. Signals create scarcity and enable control both of which
are critical in any functional marketplace. The value of any
good 1s dependent on quality, availability, use, alternatives
and price. The virtual signal marketplace performs analysis
on signal results to determine effectiveness and value. This
analysis and eflectiveness information 1s communicated to
all participants, which informs the market of potential buy-
ers and sellers.

[0120] The etflicacy of a signal 1s dependent upon the
tollowing factors or considerations: a) the signal’s owner
must have sole discretion to permission access, price, restrict
usage and dissemination; b) the exchange of signal infor-
mation must be and secured from external observation to
protect against data leakage and tampering, since there can
be no eflicient market for the data or signals if they can be
obtained elsewhere at a lower cost; ¢) each signal must be
retain information on its identity, ownership, destination,
rules and usage constraints enforced through its life cycle of
usage by all parties that leverage signals directly or indi-
rectlyn, d) The signal must contain information that the
owner can create and release, ¢) the use of signal informa-
tion must be measured which includes information on the
buyer, objects, behaviors, states, events, status of agreement
with marketplace, agreement with the buyer (if any), con-
sumer constraints (1 any), price oflered, planned usage, and
combinations thereof; the marketplace processes, systems,
and services to protect the exchange, assure secure delivery,
track usage, track value generated, settle funds, 1ssue receipt,
deliver auditability; and combinations thereof.

[0121] There are different control requirements on “con-
sumer mformation” (or personally i1dentifiable mnformation

or PII), proprietary information, object behavior informa-
tion, object state information and other generic information.
Some of these control requirements are driven by regulatory
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1ssues or requirements. Some 1nformation can only be
exchanged to another party where an agreement 1s 1n place
(1.e., a closed market). The control elements of a signal
include the following: a) Signal type: Open, Restricted, PII;
b) Signal Price: Market, floor; value generated c¢) Buyer
Information or profile; ¢) consumer consent information (1f
any).

[0122] FIG. 5 1s a schematic diagram of an embodiment of
the invention 1llustrating components and functions relating,
to signals management, generally referenced 250. The com-
ponents include: Signal Directory 250-200; consumer Direc-
tory 250-210; Publisher Directory 250-220; Transformation
250-230; Event Management 250-240; Signal Request Man-
agement 2350-10; Regulatory Reporting 250-12; Security
250-14; Rules Enforcement 250-16; Signal Delivery 250-
20; Signal Interface Layer 250-21; and a Signal Manage-
ment Correlation Engine further including 250-170; Corre-
lation Engines 250-70; Signal Discovery 2350-75; Object
Behavior Estimator 250-80; Object State Estimator 250-90;
Signal Response Management 250-100; External Data
Access 250-130; External Object State 250-120; External
Object Behavior 250-110; Other External Data Connector
250-160; Participant Data Connector; 250-150; External
Signal Feedback 250-140; and Data Storage 250-170.

[0123] Adter defining the signals to sell, and registering
their corresponding rules and constraints, signals informa-
tion 1s exchanged within the virtual signal marketplace.
There are five (5) primary data flows between a signal
provider and the signal marketplace or signal exchange,
including:

[0124] 1) RFQ. Request for quote. In this data flow, a
prospective buyer will request a price from the signal
provider. The signal buyer provides: ID, signal(s)
requested, mput parameters (e.g., destination city, cam-
paign type, price olffered (per 1tem and per success), time,
expiry time, mimnimum fill, maximum, settlement. Along
with this information the signal marketplace or signal
exchange will also provide Buyer 1D reputation informa-
tion.

[0125] 2) RFQ Response. Signal provider will either
respond with an acceptance of order and time/quantity to
fill, or a respond with alternate price/denial. The signal
marketplace or signal exchange provides “optional” seller
side software to manage this interaction. Rules surround-
ing minimum price, data effectiveness and buyer ID are
incorporated to response. If offer 1s accepted, signal
marketplace or signal exchange will begin tracking of the
transaction order.

[0126] 3) Purchase Confirmation. Buyers will 1ssue pur-
chase confirmation for approved RFQs. Within our mar-
ketplace agreement, a purchase confirmation 1s a com-
mitment by the buyer to pay for information within the
terms of the Commerce Signals Marketplace Agreement.

[0127] 4) Signal Delivery. Signal provider provides the
signals and buyer confirms receipt

[0128] 5) Settlement. Transaction Reference number,
quantity provided, time provided, item fees (1f any),
redemption fees (if any), redemptions to date, redemption
expiry period, amount paid, amount paid to date, dispute
reference numbers, receipt confirmed.

[0129] The present invention creates a virtual market for

data, wherein the underlying or actual data has been trans-

formed 1nto signals or indicators to protect the underlying
data, while still providing information relating to the data
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that 1s actionable by signal buyers. Each data seller can
develop their own signals or indicators, controlled by their
own rules and corresponding correlation engine(s), which
data they wish to sell to the outside world. For example a
retailer could develop a signal “athinity for golf” with a result
of 0-1. Consumers who buy golf balls, golf equipment
would have a stronger signal based upon afhinity. Golf
marketers could subsequently use this information to better
inform advertising, i particular for targeted advertising
campaigns.

[0130] Signal buyers participate directly with signal sell-
ers and/or 1n the marketplace to 1dentily objects that they
wish to influence or measure. Other entities, such as cam-
paign managers, publishers, media companies take different
roles 1n the measurement and influencing of the behavior of
objects through the use of signal information. The virtual
marketplace supports both buyer led transactions and seller
led transactions. By way of example and not limitation seller
led campaigns can begin with a publisher that has a rela-
tionship with a consumer of a given profile. Buyers can bid
for the influencing the behavior of that consumer through the
marketplace. Marketplace participants can assume multiple
roles such as buyer, seller, and distributor.

[0131] Regardless of signal or indicator construction, sig-
nals must be registered to participate 1n the signal market-
place. To provide security to protect the signals within the
marketplace, and to control signal dissemination or access
and distribution to signals registered in the signal market-
place, multiple object i1dentifiers can be used. By way of
example and not limitation these include encrypted forms of
¢-mail address, card number, phone numbers, device ID,
location, loyalty card and address as key for purchase of
information from a seller. Thus the data seller or signal
provider controls the information that 1s shared within the
marketplace and with prospective buyers. These controls
relate to access, viewing, downloading, copying, etc. and
combinations thereof.

[0132] Technical communication protocols for signals
include writing data of the buyer into a buyer computer
application; notifying buyer computer application to send
XML file when data has been written to the marketplace
order computer application data file by the buyer computer
application; monitoring the marketplace order computer
application queue from the marketplace execution applica-
tion for notification that data has been written to the data file
by the buyer computer application; reading the data of the
buyer computer application data file from the marketplace
execution computer application upon detection of notifica-
tion; notifying marketplace order computer application to
send XML file when data has been written to the seller
computer application data file by the marketplace order
computer application; monitoring the seller computer appli-
cation queue from the marketplace order application for
notification that data has been written to the data file by the
marketplace order computer application; notifying a buyer
computer application read file when data has been read by
the seller computer application from the marketplace order
computer application data file; monitoring the seller read file
from the marketplace order computer application for noti-
fication that data has been read from to the buyer computer
application data file by the seller computer application to
initiate further writing to the marketplace order computer
application data file.
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[0133] As illustrated in FIG. 6, the system 1000 1s com-
prised of both dedicated servers 1500 and servers operating,

within a private cloud 1700. The dedicated servers 1500

contain; processing units 1510, memory 1520 data storage
1600. Dedicated servers 1500 are constructed, configured
and coupled to enable communication over a network 1200.
Servers 1720 operating within a private cloud 1700 leverage
shared processing units 1722A, shared memory 1725A and
shared disk 1728 A are also configured and coupled to enable
communications over a network 1200. The dedicated servers
1500 and cloud servers 1700 provide for user interconnec-
tion over the network 1200 using computers 1110 positioned
remotely from the servers. Furthermore, the system 1s oper-
able for a multiplicity of remote computers or terminals
1300, 1400 to access the dedicated servers 1500 and servers
1720A operating within a private cloud 1700 remotely. For
example, 1 a request and reply architecture devices regis-
tered to marketplace participants may interconnect through
the network 1200 to access data within dedicated servers
1600 and within the private cloud 1780. In preferred
embodiments, the network 1200 is the Internet, or 1t could be
an 1ntranet, or any other network suitable for searching,
obtaining, and/or using information and/or communications,

including receiving the nofification and providing a
response.

[0134] The system of the present invention further
includes an operating system 13515 installed and running on
the dedicated servers 1500, enabling servers 1500 to com-
municate through network 1200 with the remote, registered
devices. The operating system may be any operating system
1515 known 1n the art that 1s suitable for network commu-
nication. A memory within dedicated servers 1520 1s inter-
connected with the server 1500. Memory 1520 may be
integral with server 1500 or may be external to the server
and 1nterconnected therewith. A program of instruction 1620
1s resident in memory 1520 within the parameters set by the

operating system 1515 which accesses persistent storage
1600.

[0135] The system of the present invention further
includes servers 1720A which support multiple tenants
1710A within a private cloud 1700 that share system
resources through multiple virtual machines 1720A. Each
virtual machine 1720A consists of an operating system
installed and runming on shared processing umts 1722A,
shared memory 1725A, shared persistent storage 1728A
which access programmatic and user data 1782. The private
cloud 1700 communicates through the network 1200 with
remote registered devices. The operating system and virtual
machines 1720 A may be any such kind known 1n the art that
1s suitable for managing multi-tenant cloud services and
network communication. Memory 1723A within shared
cloud infrastructure 1s interconnected with each associated
virtual machine 1720A according to the operating system
running within the processing unity 1722A. A program of
instruction 1782 1s managed within memory 1725A upon
retrieval by disk management 1728 A within the parameters
set by the operating system 1720 and virtual machine.

Additionally, the following components are illustrated in
FIG. 6: device 1100, instructions 1115, processor 1120,

input/output interface 1130, bus 1125, memory 13350, 1450,
instructions 1610, 17835 applications 1630, 1784, tenant N
1710B, server VM N 1720B, shared memory 1722B, shared
disk 1728B and shared CPU 1725B.
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[0136] Additionally or alternatively to FIG. 6, FIG. 7 1s a
schematic diagram of an embodiment of the invention
illustrating a computer system, generally described as 800,
having a network 810 and a plurality of computing devices
820, 830, 840. In one embodiment of the invention, the
computer system 800 includes a cloud-based network 810
for distributed communication via the network’s wireless
communication antenna 812 and processing by a plurality of
mobile communication computing devices 830. In another
embodiment of the invention, the computer system 800 1s a
virtualized computing system capable of executing any or all
aspects ol software and/or application components pre-
sented herein on the computing devices 820, 830, 840. In
certain aspects, the computer system 800 may be imple-
mented using hardware or a combination of software and
hardware, either 1n a dedicated computing device, or inte-
grated into another entity, or distributed across multiple
entities or computing devices.

[0137] By way of example, and not limitation, the com-
puting devices 820, 830, 840 are intended to represent
various forms of digital devices 820, 840, 850 and mobile
devices 830, such as a server, blade server, mainframe,
mobile phone, a personal digital assistant (PDA), a smart
phone, a desktop computer, a netbook computer, a tablet
computer, a workstation, a laptop, and other similar com-
puting devices. The components shown here, their connec-
tions and relationships, and their functions, are meant to be
exemplary only, and are not meant to limit implementations
of the invention described and/or claimed 1n this document.

[0138] In one embodiment, the computing device 820
includes components such as a processor 860, a system
memory 862 having a random access memory (RAM) 864
and a read-only memory (ROM) 866, and a system bus 868
that couples the memory 862 to the processor 860. In
another embodiment, the computing device 830 may addi-
tionally include components such as a storage device 890 for
storing the operating system 892 and one or more applica-
tion programs 894, a network interface unit 896, and/or an
input/output controller 898. Each of the components may be
coupled to each other through at least one bus 868. The
input/output controller 898 may receive and process mput
from, or provide output to, a number of other devices 899,
including, but not limited to, alphanumeric mput devices,
mice, electronic styluses, display units, touch screens, signal
generation devices (e.g., speakers) or printers.

[0139] By way of example, and not limitation, the pro-
cessor 860 may be a general-purpose microprocessor (e.g.,
a central processing unit (CPU)), a graphics processing unit
(GPU), a microcontroller, a Digital Signal Processor (DSP),
an Application Specific Integrated Circuit (ASIC), a Field
Programmable Gate Array (FPGA), a Programmable Logic
Device (PLD), a controller, a state machine, gated or tran-
sistor logic, discrete hardware components, or any other
suitable entity or combinations thereol that can perform
calculations, process nstructions for execution, and/or other
mampulations of information.

[0140] In another implementation, shown mn FIG. 7, a
computing device 840 may use multiple processors 860
and/or multiple buses 868, as appropriate, along with mul-
tiple memories 862 of multiple types (e.g., a combination of
a DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP
core).
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[0141] Also, multiple computing devices may be con-
nected, with each device providing portions of the necessary
operations (€.g., a server bank, a group of blade servers, or
a multi-processor system). Alternatively, some steps or
methods may be performed by circuitry that 1s specific to a
given function.

[0142] According to various embodiments, the computer
system 800 may operate 1n a networked environment using
logical connections to local and/or remote computing
devices 820, 830, 840, 850 through a network 810. A
computing device 830 may connect to a network 810
through a network interface unit 896 connected to the bus
868. Computing devices may communicate communication
media through wired networks, direct-wired connections or

wirelessly such as acoustic, RF or infrared through a wire-
less communication antenna 897 1n communication with the
network’s wireless communication antenna 812 and the
network interface unit 896, which may include digital signal
processing circuitry when necessary. The network interface
unit 896 may provide for communications under various
modes or protocols.

[0143] In one or more exemplary aspects, the instructions
may be mmplemented 1n hardware, software, firmware, or
any combinations thereof. A computer readable medium
may provide volatile or non-volatile storage for one or more
sets of instructions, such as operating systems, data struc-
tures, program modules, applications or other data embody-
ing any one or more of the methodologies or functions
described herein. The computer readable medium may
include the memory 862, the processor 860, and/or the
storage device 890 and may be a single medium or multiple
media (e.g., a centralized or distributed computer system)
that store the one or more sets of instructions 900. Non-
transitory computer readable media includes all computer
readable media, with the sole exception being a transitory,
propagating signal per se. The instructions 900 may further
be transmitted or received over the network 810 via the
network 1nterface unit 896 as communication media, which
may include a modulated data signal such as a carrier wave
or other transport mechanism and includes any delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics changed or set 1n a
manner as to encode mformation 1n the signal.

[0144] Storage devices 890 and memory 862 include, but
are not limited to, volatile and non-volatile media such as
cache, RAM, ROM, EPROM, EEPROM, FLASH memory
or other solid state memory technology, disks or discs (e.g.,
digital versatile disks (DVD), HD-DVD, BLU-RAY, com-
pact disc (CD), CD-ROM, floppy disc) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium that can be used to store the computer readable
instructions and which can be accessed by the computer
system 800.

[0145] It 1s also contemplated that the computer system
800 may not include all of the components shown 1n FIG. 7
may include other components that are not explicitly shown
in FIG. 7 or may utilize an architecture completely different
than that shown in FIG. 7. The various illustrative logical
blocks, modules, elements, circuits, and algorithms
described in connection with the embodiments disclosed
herein may be implemented as electronic hardware, com-
puter software, or combinations of both. To clearly illustrate
this interchangeability of hardware and software, various
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illustrative components, blocks, modules, circuits, and steps
have been described above generally 1n terms of their
functionality. Whether such functionality 1s implemented as
hardware or software depends upon the particular applica-
tion and design constraints imposed on the overall system.
Skilled artisans may implement the described functionality
in varying ways for each particular application (e.g.,
arranged 1n a diflerent order or partitioned in a different
way), but such implementation decisions should not be
interpreted as causing a departure from the scope of the
present 1nvention.

[0146] Certain modifications and improvements will occur
to those skilled in the art upon a reading of the foregoing
description. The above-mentioned examples are provided to
serve the purpose of clarifying the aspects of the invention
and 1t will be apparent to one skilled in the art that they do
not serve to limit the scope of the invention. All modifica-
tions and improvements have been deleted herein for the
sake of conciseness and readability but are properly within
the scope of the present mvention.

The mnvention claimed 1s:

1. A method for managing indicator constructs 1n a virtual
marketplace system comprising a plurality of networked
computers connected over the Internet, comprising;:

a data source computer creating raw data and storing the

raw data on a memory of the data source computer;

the data source computer constructing at least one indi-

cator construct from the raw data on the data source

computer, the raw data including structured data and

unstructured data;

wherein the structured data and the unstructured data
include records of interaction with one or more
objects, wherein the at least one indicator construct
represents the raw data without being the raw data
and without disclosing the raw data, and wherein the
raw data remains localized on the data source com-
puter:;

wherein the at least one indicator construct anonymizes
the one or more objects by correlating the at least one
indicator construct with a common identifier associ-
ated with the one or more objects and assigning the
common 1dentifier to the at least one indicator con-
struct, wherein the common i1dentifier does not dis-
close 1dentities of the one or more objects and other
personally 1dentifiable information;

wherein each of the at least one indicator construct
conforms to a common structure, wherein the com-
mon structure includes a source, a destination, a
transaction identifier, a transaction time, a delivery
channel, and/or a payload;

providing the at least one indicator construct by send-
ing the at least one indicator construct and the
common 1dentifier to a centralized database over a
network;

correlating the at least one indicator construct and the

common 1dentifier to corresponding external requests
and external object observations and feedback to create
indicator construct correlations on a remote server
computer;

providing and storing an indicator construct index 1n the
centralized database based on the indicator construct
correlations, wherein the indicator construct index
includes the at least one indicator construct, and
wherein each of the at least one indicator construct in
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the mdicator construct index conforms to the common
structure, thereby creating a common taxonomy for
exchange of the at least one indicator construct;

the data source computer defining a predetermined use of
the at least one indicator construct;

determining and assigning a value to the at least one
indicator construct based on the predetermined use and
a given objective, wherein the at least one indicator
construct 1s constructed to be bought or sold via the
virtual marketplace system for a price based on the
value of the at least one indicator construct;

the indicator construct buyer computer providing input
parameters for the at least one 1ndicator construct and
requesting the price of the at least one 1ndicator con-
struct;

the data source computer providing an ofler response
based on the input parameters;

the indicator construct buyer computer accepting the offer
response provided by the data source computer; and

transmitting the at least one indicator construct over the
network to the indicator construct buyer computer for
the predetermined use.

2. The method of claim 1, further comprising monitoring
performance of the at least one indicator construct compared
with the given objective, reporting the performance as
teedback, updating the centralized indicator construct index
to include the feedback, and automatically adjusting the
indicator construct correlations of the at least one indicator
construct based on the feedback.

3. The method of claim 1, further comprising limiting
indicator construct availability to indicator construct buyers
and/or to the centralized data marketplace based upon a rules
engine that enforces limitations by any party in a transaction
for the at least one indicator construct, and wherein the rules
engine includes rules regarding: buyer identity, campaign
type, indicator construct requested, price, redemption indi-
cator construct type, purchase quantity, past performance of
indicator construct, past performance of campaign type, past
performance of buyer, and/or combinations thereof.

4. The method of claim 1, further comprising defining use
and an agreement to report on a result of use with the
indicator construct buyer computer or a counterparty.

5. The method of claim 1, further comprising receiving
information from indicator construct buyers confirming
receipt of the at least one indicator construct and compliance
with the predetermined use of the at least one indicator
construct.

6. The method of claim 1, wherein the at least one
indicator construct includes information about a change 1n
state, a relationship to another object, a relationship to
another behavior, economic indicators, near-real-timeliness,
frequency, recency, predictive accuracy, fidelity, and/or
reputation of the at least one indicator construct.

7. The method of claim 1, wherein the remote server
computer receives mputs from third party observers that
inform as to an ethicacy of indicator construct use and
correlation across a multitude of participants and multitude
ol indicator construct uses.

8. The method of claim 1, wherein the data source
computer corresponds to an indicator construct owner,
wherein the indicator construct owner 1s a mobile operator
and the at least one indicator construct includes mobile
browsing activity and mobile phone location.
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9. The method of claim 1, wherein the data source
computer corresponds to an indicator construct owner,
wherein the indicator construct owner 1s a retailer and the at
least one indicator construct includes use of encrypted
consumer ID within a retailer purchase history to confirm a
purchase.

10. The method of claim 1, wherein the data source
computer 1s operable to create the raw data based on a
wireless network hotspot detecting a presence of at least one
device.

11. A method for managing indicator constructs i a
virtual marketplace system on the Internet comprising a
plurality of networked computers, comprising:

a data correlation engine on a data source computer
constructing at least one indicator construct using raw
data, the raw data including structured data and
unstructured data, wherein the structured data and the
unstructured data include records of interaction of an
object with at least one event or at least one activity,
wherein constructing the at least one indicator construct
transforms the raw data into the at least one indicator
construct, wherein each of the at least one indicator
construct conforms to a common structure, wherein the
common structure includes a source, a destination, a
transaction identifier, a transaction time, a delivery
channel, and/or a payload;

wherein the raw data underlies the at least one indicator
construct, wherein the at least one indicator construct
transforms the raw data into a form that 1s relevant for
a predetermined use in at least one advertising cam-
paign, wherein the at least one indicator construct
represents the raw data without being the raw data and
without disclosing the raw data, and wherein the raw
data remains localized on the data source computer;

wherein the at least one indicator construct 1s constructed
to be bought or sold 1n the virtual marketplace system
comprising the plurality of networked computers over
the Internet:;

selecting a price of the at least one indicator construct
based on a value the at least one indicator construct
provides to the at least one advertising campaign;

providing the at least one indicator construct for use 1n
advertising by sending the at least one indicator con-
struct to a centralized database of a marketplace order
computer over a network, wherein the at least one
indicator construct originates from the data source
computer and the at least one indicator construct 1s
controlled by an indicator construct owner;

generating an indicator construct index and indicator
construct correlations to objects and external data, and
listing the index and associated correlations 1n the
centralized database of the marketplace order com-
puter, wherein the indicator construct mdex includes
indicator constructs constructed from distributed infor-
mation and data from different distributed data sources
controlled by different owners, wherein the indicator
construct mdex includes the at least one indicator
construct, and wherein each indicator construct 1n the
indicator construct index conforms to the common
structure, thereby creating a common taxonomy for
exchange of the indicator constructs;

generating an indicator construct value for value-based
exchange of the at least one indicator construct on the
marketplace order computer;
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the data source computer anonymizing the at least one
indicator construct by correlating the at least one 1ndi-
cator construct to a common 1dentifier and assigning a
corresponding at least one unique key to the at least one
indicator construct to facilitate transactions between
buyers and sellers of indicator constructs; and

transmitting the at least one indicator construct over the
network to an indicator construct buyer computer for
the predetermined use in the at least one advertising
campaign.

12. The method of claim 11, further comprising monitor-
ing performance of the at least one indicator construct
compared with a given objective, wherein an indicator
construct quality and an indicator construct reputation are
automatically generated based upon an assessment of indi-
cator construct performance compared with the given objec-
tive.

13. The method of claim 11, further comprising limiting
indicator construct availability based upon a rules engine
that automatically considers buyer identity, campaign type,
indicator construct requested, price, redemption indicator
construct type, purchase quantity, past performance of the at
least one 1ndicator construct, past performance of campaign
type, past performance of buyer, and/or combinations
thereol.

14. The method of claim 11, further comprising automati-
cally updating the indicator construct index and/or creating
new listings of indicator construct indices.

15. The method of claim 11, further comprising automati-
cally determining the value of the at least one indicator
construct and a relevance to the given objective for the at
least one indicator construct based on a comparison with
consumer feedback and consumer behavior.

16. The method of claim 11, further comprising receiving
teedback from the indicator construct buyer computer
regarding relevance, correlation, and/or strength of the at
least one indicator construct.

17. The method of claim 11, further comprising receiving
inputs from third party observers that inform as to an
ellicacy of indicator construct use and correlation across a
multitude of participants and multitude of indicator con-
struct uses.

18. The method of claim 11, further comprising automati-
cally correlating how the value of the at least one indicator
construct decays over time and with respect to relevance to
the given objective.
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19. The method of claim 11, wherein the at least one
indicator construct includes information about a change 1n

state, a relationship to another object, a relationship to
another behavior, economic indicators, near-real-timeliness,

frequency, recency, predictive accuracy, fidelity, and/or
reputation of the at least one indicator construct.

20. The method of claim 11, further comprising:

an indicator construct buyer application on the indicator
construct buyer computer receiving request data,
wherein the request data includes a request for the at
least one indicator construct, an information payload,
including a planned usage, an expiry time, a minimuim
f1ll, a maximum fill, and/or a reference point;

writing the request data into the indicator construct buyer
computer application;

writing the request data to a data file of a marketplace
order computer application on a marketplace order
computer;

the marketplace order computer application prompting
the indicator construct buyer computer application to
send a requestor file to the marketplace order computer
application;

a marketplace execution application monitoring a queue
on the marketplace order computer application for
notification that the request data has been written to the
data file of the marketplace order computer application
on the marketplace order computer;

the marketplace execution application reading the request
data of the data file of the marketplace order computer
application;

the marketplace order computer application writing the
request data to a data file of a data source computer
application on the data source computer;

notitying the marketplace order computer application to
send an indicator construct file to the data source
computer application;

the marketplace execution application monitoring the
queue on the marketplace order computer application
for notification that the request data has been written to
the data file of the data source computer application;
and

monitoring an indicator construct read file from the mar-
ketplace order computer application for notification
that the request data has been read from the requestor
computer application data file by the data source com-
puter application.
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