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(57) ABSTRACT

A communication control system comprises: a router that
connects a first network and a second network; a commu-
nication relay device that connects the first network and the
second network; and a hardware processor that: determines
whether a first packet received from the first network 1s a
packet to be discarded by the router, transmits a second
packet corresponding to the first packet to the second
network when the first packet 1s determined as the packet to
be discarded by the router, and rewrites a transmitter IP
address of a response packet corresponding to the second
packet to an IP address of the router and sends the response
packet to the first network when the response packet 1s
received from the second network.
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COMMUNICATION CONTROL SYSTEM,
IMAGE PROCESSING UNIT, ROUTER,
COMMUNICATION RELAY DEVICE AND
NON-TRANSITORY RECORDING MEDIUM

[0001] Japanese patent application No. 2017-1529735 filed
on Aug. 8, 2017 including description, claims, drawings, and
abstract the entire disclosure 1s incorporated herein by
reference 1n 1ts entirety.

BACKGROUND

Technological Field

[0002] The present invention relates to a communication
control system, an 1mage processing unit, a router, a coms-
munication relay device and a non-transitory recording
medium. The present invention more specifically relates to
a technique that enables a retrieval of a device connected to
a second network from a first network.

Description of the Related Art

[0003] In a network system that includes a first network
and a second network connected to each other via a router,
an information processing device on the first network may
broadcast or transmit by multicast a command to retrieve a
device such as a printer. The router blocks the broadcast
packet and/or the multicast packet so that the command sent
from the first network does not transmitted to the second
network. The information processing device connected to
the first network 1s not allowed to detect the device con-
nected to the second network.

[0004] In order to prevent this, conventional probe devices
are imstalled on the second network. The information pro-
cessing device connected to the first network performs
unicast transmission to transmit the command to the probe
device, and the command passes through the router. The
command 1s then delivered to the second network. This
known technique 1s introduced for example i1n Japanese
Patent Application Laid-Open No. JP 2004-5553 A. Accord-
ing to the known technique, in response to receiving the
command from the first network, the probe device broad-
casts the command to the second network. The device
connected to the second network receives the broadcast
command, and transmits a response packet to the probe
device. The probe device performs unicast transmission to
transmit the response packet collected from the device on
the second network to the information processing device on
the first network. As a result, the information processing
device on the first network may detect the device connected
to the second network.

[0005] According to the aforementioned known tech-
nique, 1t 1s required to transmit a unicast packet which
specifies an IP address of the probe device as a destination
when the information processing device connected to the
first network retrieves the device connected to the second
network. For performing a printer retrieval at a start of a
printer driver, for example, advance registration of the IP
address of the probe device with the printer driver is
required. This makes a user bothersome. Recently, larger-
scaled network has been 1nstalled 1n places such as an office,
for instance. Multiple networks are connected to each other
via the router. In order to enable the printer retrieval to
retrieve all of the printers connected to the multiple net-
works, all of the IP addresses of the respective probe devices
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installed on the respective network need to be registered
with the printer driver, resulting 1n large operation load.

SUMMARY

[0006] The present invention i1s intended to solve the
above problems. Thus, the present invention 1s itended to
provide a communication control system, an 1image process-
ing unit, a router, a communication relay device and a
non-transitory recording medium capable of obtaiming a
response packet corresponding to a broadcast packet and/or
a multicast packet without any advance setting with a printer
driver of an information processing device.

[0007] First, the present invention 1s directed to a com-
munication control system.

[0008] To achieve at least one of the abovementioned
objects, according to an aspect of the present invention, the
communication control system reflecting one aspect of the
present invention comprises: a router that connects a first
network and a second network; a communication relay
device that connects the first network and the second net-
work; and a hardware processor that: determines whether a
first packet received from the first network 1s a packet to be
discarded by the router, transmits a second packet corre-
sponding to the first packet to the second network when the
first packet 1s determined as the packet to be discarded by the
router, and rewrites a transmitter IP address of a response
packet corresponding to the second packet to an IP address
of the router and sends the response packet to the first
network when the response packet i1s recerved from the
second network.

[0009] Second, the present invention 1s directed to an
image processing unit having a single housing.

[0010] To achieve at least one of the abovementioned
objects, according to an aspect of the present invention, the
image processing unit reflecting one aspect of the present
invention has the single housing including: a communica-
tion control system according to claim 1; a second network;
and an 1mage forming device connected to the second
network and being capable of producing printed outputs.
[0011] Third, the present invention 1s directed to a router
that connects a first network and a second network.

[0012] To achieve at least one of the abovementioned
objects, according to an aspect of the present invention, the
router reflecting one aspect of the present invention com-
prises a hardware processor that: sends a predetermined
packet to the second network when the predetermined
packet to be sent to the second network 1s received from the
first network, and discards a packet when the packet difler-
ent from the predetermined packet 1s received from the first
network; obtains a packet to be sent to the first network from
a communication relay device which 1s connected between
the first network and the second network prior to the
transmission to the first network:; and rewrites a transmitter
IP address of the packet to an IP address of the router and
sends to the first network when the packet sent from the
communication relay device 1s obtained.

[0013] Fourth, the present invention 1s directed to a com-
munication relay device connected 1n parallel with a router
connecting a first network and a second network.

[0014] To achieve at least one of the abovementioned
objects, according to an aspect of the present invention, the
communication relay device reflecting one aspect of the
present invention comprises a hardware processor that:
determines whether a first packet received from the first
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network 1s a packet to be discarded by the router, transmits
a second packet corresponding to the first packet to the
second network when the first packet 1s determined to be the
packet discarded by the router, and rewrites a transmaitter 1P
address of a response packet corresponding to the second
packet to an IP address of the router and sends the response
packet to the first network when the response packet 1s
received from the second network.

[0015] Fifth, the present invention 1s directed to a non-
transitory recording medium storing a computer readable
program to be executed by a computer connecting a first
network and a second network.

[0016] To achieve at least one of the abovementioned
objects, according to an aspect of the present invention, the
non-transitory recording medium reflecting one aspect of the
present invention stores the computer readable program,
execution of the computer readable program by the com-
puter causing the computer to serve as: a router that connects
a first network and a second network; and a communication
relay device that connects the first network and the second
network, execution of the computer readable program by the
computer causing the computer to perform: determining
whether a first packet received from the first network 1s a
packet to be discarded by the router, transmitting a second
packet corresponding to the first packet to the second
network when the first packet 1s determined to be the packet
discarded by the router, and rewriting a transmitter IP
address of a response packet corresponding to the second
packet to an IP address of the router and sending the
response packet to the first network when the response
packet 1s recerved from the second network.

[0017] Sixth, the present immvention 1s directed to a non-
transitory recording medium storing a computer readable
program to be executed by a computer of a router connecting,
a first network and a second network.

[0018] To achieve at least one of the abovementioned
objects, the non-transitory recording medium reflecting one
aspect ol the present invention stores the computer readable
program, execution ol computer readable program by the
computer of the router causing the computer of the router to
perform: sending a predetermined packet to the second
network when the predetermined packet to be sent to the
second network 1s received from the first network, and
discarding a packet when the packet different from the
predetermined packet 1s received from the first network;
obtaining a packet to be sent to the first network from a
communication relay device which 1s connected between the
first network and the second network prior to the transmis-
sion to the first network; and rewriting a transmitter IP
address of the packet to an IP address of the router and
sending to the first network when the packet sent from the
communication relay device 1s obtained.

[0019] Seventh, the present invention i1s directed to a
non-transitory recording medium storing a computer read-
able program to be executed by a computer of a communi-
cation relay device connected in parallel with a router
connecting a first network and a second network.

[0020] To aclhieve at least one of the abovementioned
objects, the non-transitory recording medium retlecting one
aspect of the present invention stores the computer readable
program, execution ol computer readable program by the
computer of the commumnication relay device causing the
computer of the communication relay device to perform:
determining whether a first packet received from the first
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network 1s a packet to be discarded by the router, transmit-
ting a second packet corresponding the first packet to the
second network when the first packet 1s determined to be the
packet discarded by the router, and rewriting a transmaitter IP
address of a response packet corresponding to the second
packet to an IP address of the router and sending the
response packet to the first network when the response
packet 1s recerved from the second network.

BRIEF DESCRIPTION OF THE DRAWING

[0021] The advantages and features provided by one or
more embodiments of the mnvention will become more fully
understood from the detailed description given herein below
and the appended drawings which are given by way of
illustration only, and thus are not intended as a definition of
the limits of the present invention.

[0022] FIG. 1 illustrates an exemplary configuration of a
network system:;

[0023] FIG. 2 illustrates a block diagram showing an
example of a detailed functional structure of a communica-
tion control system in which a first preferred embodiment
may be practiced;

[0024] FIG. 3 illustrates an exemplary operation per-
formed when the communication control system receives a
packet for retrieving a printer from a company network;
[0025] FIG. 4 illustrates an exemplary concept of a pro-
cess of a response packet in the communication control
system;

[0026] FIG. § illustrates an exemplary operation per-
formed when the communication control system receives a
packet for printing from the company network;

[0027] FIG. 6 illustrates a flow diagram explaining an
exemplary procedure of a process performed by a router
functioning unit of a router,

[0028] FIG. 7 illustrates a flow diagram explaining an
exemplary procedure of a process performed by a commu-
nication relay device;

[0029] FIG. 8 illustrates a flow diagram explaining an
exemplary procedure of a process performed by a packet
obtaining unit, an address converting unit and a response
packet transmitting unit of the router,

[0030] FIG. 9 illustrates a block diagram showing an
example of the detailed functional structure of the commu-
nication control system in which a second preferred embodi-
ment may be practiced; and

[0031] FIG. 10 1illustrates a tlow diagram explaining an
exemplary procedure of a process performed by the com-
munication relay device i which the second preferred
embodiment may be practiced.

DETAILED DESCRIPTION OF EMBODIMENTS

[0032] Hereinafter, one or more embodiments of the pres-
ent 1nvention will be described with reference to the draw-
ings. However, the scope of the invention 1s not limited to
the disclosed embodiments.

First Preferred Embodiment

[0033] FIG. 1 illustrates an exemplary configuration of a
network system 1 1n which the first preferred embodiment of
the present invention may be practiced. The network system
1 includes an 1image processing unit 2. The image processing,
unit 2 1s connected to a company network (a first network)

10 such as company LAN (Local Area Network). An infor-
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mation processing device 11 such as a personal computer
(PC) used by a user 1s connected to the company network 10.
An IP address corresponding to a network address assigned
to the company network 10 by a person such as a network
administrator of an oil

ice, for instance, 1s set to the infor-
mation processing device 11. The information processing
device 11 does not always have to be the PC. It may be a
portable communication terminal such as a tablet terminal or
a smartphone. In the example of FIG. 1, the single infor-
mation processing device 11 1s connected to the company
network 10. The number of the information processing
device 11 does not have to be one. The multiple information
processing devices 11 may be connected to the company
network 10. The company network 10 may be a complex
network that includes multiple networks connected to each
other.

[0034] An application such as a printer driver that may
construct a print job that may be processed by an image
forming device 4 in the image processing unit 2, for
instance, 1s 1installed on the information processing device 11
connected to the company network 10. Once the application
1s started on the information processing device 11, the
application broadcasts or performs multicast to transmit a
retrieval command to retrieve a printer to the company
network 10. By obtaining a response packet to the retrieval
command, the information processing device 11 detects the
printer to which the print job may be transmitted.

[0035] A server 3 and the image forming device 4 are
incorporated 1n a single housing as the 1image processing unit
2. The server 3 and the image forming device 4 may make
communication with each other over an internal network 5.
The internal network 5 1s different from the company
network 10. More specifically, the company network 10 and
the internal network 5 have different respective network
address. The internal network 3 may be a virtual network
constructed by software by the server 3, for example.

[0036] The image forming device 4 may be one of MEPs
(Multifunction Peripherals) including multiple functions
such as a scan function, a print function, and/or a fax
function, for instance. The 1image forming device 4 may
process a job specified by a user and/or a job received over
the internal network 5. However, this 1s given not for
limitation. The 1image forming device 4 may be the printer
that only includes the print function. The IP address corre-
sponding to the network address of the imnternal network 3 1s
set 1 advance to the image forming device 4.

[0037] The server 3 1s formed from a computer, for
example, and includes a function to connect the company
network 10 and the internal network 5. The server 3 also
includes a function to provide the information processing
device 11 installed on the company network 10 with a
variety ol services. To be more in detail, the server 3
includes a computer such as a hardware processor like a
CPU and a computer readable recording medium like a
memory, which are not illustrated in FIG. 1. The hardware
processor reads and executes a program stored 1n advance in
the recording medium so that the server 3 may serve as a
service providing unit 6 and a communication control sys-
tem 7.

[0038] The service providing umt 6 1s connected to the
internal network 3. The service providing unit 6 provides the
information processing device 11 connected to the company
network 10 with the variety of services via the internal
network 5. The server 3 serves as a web server, for example,

Oct. 29, 2020

so that the service providing unit 6 1s realized. The services
provided by the service providing umt 6 may include a
document management service, a TV conference service
and/or an electronic conference service, for example. The
service besides the aforementioned services may be pro-
vided by the service providing unit 6. The IP address
corresponding to the network address of the internal network
5, which 1s different from the IP address of the image
forming device 4, 1s assigned to the service providing unit 6.

[0039] The communication control system 7 connects the
company network 10 and the internal network 3. The
communication control system 7 includes a router 8 and a
communication relay device 9. Each of the router 8 and the
communication relay device 9 1s installed between the
company network 10 and the internal network 5.

[0040] The router 8 connects the separate networks, the
company network 10 and the iternal network 5, to each
other. More specifically, the router 8 sends the packet
received from the company network 10 to the internal
network 5 or sends the packet received from the internal
network 5 to the company network 10. The broadcast packet
or the multicast packet for retrieving the printer may be
received from the information processing device 11 con-
nected to the company network 10. In this case, the router 8
discards the received packet and does not send to the internal
network 5. With such router 8’s function, a traflic amount of
the 1nternal network 5 may be reduced.

[0041] When the packet 1s received from the company
network 10, the communication relay device 9 determines 11
the received packet 1s a packet to be discarded by the router
8. If the packet 1s to be discarded by the router 8, the
communication relay device 9 transmits the packet to the
internal network 5. A broadcast retrieval command or a
multicast retrieval command for retrieving the printer trans-
mitted from the information processing device 11 may be
delivered to the image forming device 4 via the communi-
cation relay device 9. The image forming device 4 then
generates a response packet to the search command and
transmits the response packet to the communication relay
device 9. In response to receiving the response packet from
the 1mage forming device 4, the communication relay device
9 sends the response packet to the company network 10. As
described above, the information processing device 11 may
receive the response packet sent from the image forming
device 4 in response to the retrieval command, and detect the
image forming device 4 as the printer to which the print job
may be transmitted.

[0042] For using the service provided by the service
prowdmg unit 6 of the server 3, the information processing
device 11 accesses the service prowdmg unit 6 connected to
the internal network 5 via the router 8. To be more specific,
the information processing device 11 registers in advance an
IP address of the router 8 as an IP address for using the
service provided by the service providing unit 6. When using,
the service provided by the service providing unit 6, the
information processing device 11 transmits a unicast packet
to the IP address of the router 8. The unicast packet 1s
transmitted to the internal network 5 with an IP forwarding
function of the router 8. The service providing unit 6 is
capable of receiving the umicast packet forwarded by the
router 8 to the internal network 5, and providing the service
in response to a request from the mformation processing
device 11.
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[0043] As described above, when the communication
relay device 9 forwards the response packet from the image
forming device 4 as 1t 1s to the information processing device
11, the information processing device 11 registers the IP
address of the communication relay device 9 as the IP
address for transmitting the print job to the image forming
device 4. The user of the information processing device 11
1s then required to be conscious of the separate IP address for
the use of the print function of the 1image processing unit 2
and the one for the use of the service provided by the service
providing unit 6, resulting in reduced usability for the user.
From a user’s point of view, the image processing unit 2 1s
formed from the single housing. Thus, 11 the same IP address
1s used for the access to the image processing unit 2 even for
both of the use of the print function and the use of the service
provided by the service providing unit 6, resulting in
enhanced convenience.

[0044] In the commumication control system 7 in which
the first preferred embodiment may be practiced, when the
communication relay device 9 receives the response packet
from the image forming device 4, an address converting
function of the router 8 1s used to convert a transmitter 1P
address of the response packet sent from the communication
relay device 9 to the company network 10 to the IP address
of the router 8. The detailed structure and operation of the
communication control system 7 of the first preferred
embodiment are described next.

[0045] FIG. 2 illustrates a block diagram showing an
example of a detailed functional structure of the communi-
cation control system 7 1n which the first preferred embodi-
ment may be practiced. As illustrated in FIG. 2, the com-
munication control system 7 includes a single network port
7a to which a LAN cable that 1s connected to the company
network 10 1s connected. The network port 7a serves as a
single port that connects the image processing unit 2 to the
company network 10. The image processing unit 2 commus-
nicates with the information processing device 11, which 1s
connected to the company network 10, via the single net-
work port 7a.

[0046] The router 8 1s connected to the network port 7a
which 1s connected to the company network 10. Two lines
are branched from a transmission line connected to the
network port 7a 1nside the router 8. The router 8 includes a
router functioning unit 20, a packet obtaining unit 24, an
address converting umt 25 and a response packet sending
unit 26. The router 8 connects one of the two lines branched
from the network port 7a to the router functioning unit 20.
The router functioning unit 20 has the port connected to the
company network 10 with the IP address (AD1) correspond-
ing to the network address of the company network 10 being
assigned. The router 8 bridge-connects another one of the
two lines branched from the network port 7a to the com-
munication relay device 9. The communication relay device
9 has the port bridge-connected to the company network 10
with the IP address (AD2) corresponding to the network
address of the company network 10 being assigned. With
this above-described connection manner, the communica-
tion control system 7 may enable each of the router func-
tiomng unit 20 and the communication relay device 9 to
receive the respective packet sent from the information
processing device 11 to the company network 10.

[0047] The router functioning unit 20 includes a packet
processor 21. The packet processor 21 determines whether
or not the packet received from the company network 10 1s
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the packet that should be forwarded to the internal network
5. The packet processor 21 may receirve the broadcast packet
or the multicast packet that 1s sent from the information
processing device 11 to retrieve the printer, for example. In
such a case, the packet processor 21 discards the packet and
does not send to the internal network 5. On the other hand,
the packet processor 21 may receive the unicast packet to
use the print function of the 1image forming device 4 and/or
the unicast packet to use the service provided by the service
providing unit 6. In this case, the packet processor 21
forwards the unicast packets to the internal network 5.

[0048] It 1s assumed, for example, the information pro-
cessing device 11 sends the search command to retrieve the
printer as the broadcast packet or the multicast packet. In
such a case, the communication relay device 9 sends the
packet to the internal network 3 so that the image forming
device 4 connected to the internal network 5 may respond to
the search command. The communication relay device 9
includes a packet determiming unit 31, a packet transmitting
unit 32 and a responding unit 33. In response to recerving the
packet from the company network 10, the communication
relay device 9 brings the packet determinming unit 31 into
operation at first.

[0049] The packet determining unit 31 determines 1if the
packet received over the company network 10 1s the packet
to be discarded by the router functioning unit 20. The packet
determining unit 31 may determine that the packet received
over the company network 10 1s the packet to be discarded
by the router functioning unit 20. The packet determiming
unit 31 then further determines 1f the packet should be sent
to the internal network 5. It 1s assumed, for example, the
packet determining unit 31 receives the broadcast packet or
the multicast packet to retrieve the printer. The packet
determining unit 31 determines the received packet should
be sent to the mternal network 5. If the packet determining
hat the packet received from the com-

unmit 31 determines t
pany network 10 1s the packet to be discarded by the router
functioning unit 20 and 1s the packet that should be sent to
the internal network 5, the packet transmitting unit 32 1s
brought 1nto operation next.

[0050] The packet transmitting unit 32 generates the new
packet by copying the packet received by the communica-
tion relay device 9 from the company network 10. The
packet transmitting unit 32 sets the IP address (AD3) of the
port connected to the internal network 5 of the communi-
cation relay device 9 to the transmitter IP address of the new
packet. The packet transmitting unit 32 then sends the new
generated packet to the internal network 5.

[0051] FIG. 3 illustrates an exemplary operation per-
formed when the communication control system 7 receives
a packet 41 for retrieving the printer from the company
network 10. The packet 41 may be the broadcast packet or
the multicast packet sent from the information processing
device 11, for 1nstance. In response to receiving the packet
41 from the company network 10, the router functioning unit
20 discards the packet 41. The packet 41 1s not transmaitted
to the internal network 5 via the router 8.

[0052] The communication relay device 9, on the other
hand, also receives the same packet 41 as the packet 41
discarded by the router 8. When the packet 41 1s received by
the communication relay device 9, which 1s to be discarded
by the router 8, a new packet 42 1s generated by the packet
transmitting unit 32 by copying the packet 41, and sent to the
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internal network 5. The packet 42 1s sent to the internal
network 3 as the broadcast packet or the multicast packet.

[0053] As described above, the packet transmitting unit 32
copies the packet 41 received from the company network 10
and generates the new packet 42. The packet transmitting
unit 32 then sends the new generated packet 42 to the
internal network 5 so that TTL (Time To Live) may be
mitialized. It 1s assumed, for example, the communication
may be performed via the multiple hosts between the
communication relay device 7 and the image forming device
4. Even 1n such a case, 1t may prevent the T'TL of the new
packet 42 from being O in the middle of the transmission.
More specifically, this may realize the deliver of the new
packet 42 to the image forming device 4 without fail.

[0054] Once recerving the packet 42 from the communi-
cation relay device 9, the image forming device 4 determines
if the response to the packet 42 1s necessary. When the
received packet 42 includes the retrieval command to
retrieve the printer, the image forming device 4 generates the
response packet and transmits the generated packet to the
communication relay device 9. The unicast packet specity-
ing the communication relay device 9 as the destination 1s
transmitted as the response packet.

[0055] FIG. 4 illustrates an exemplary concept of a pro-
cess of the response packet in the communication control
system 7. Once receiving a response packet 51 from the
image forming device 4, the communication relay device 9
brings the responding unit 33 into operation. The responding
unit 33 copies the response packet 51 received from the
image forming device 4, and generates a new response
packet 52. The responding unit 33 sets the IP address of the
information processing device 11 as the destination IP
address of the response packet 52. The responding umt 33
also sets the IP address (AD2) of the communication relay
device 9 as the destination IP address of the response packet
52. The responding unit 33 then sends the response packet
52 to the company network 10.

[0056] The response packet 52 sent from the communica-
tion relay device 9 passes through the router 8. The router 8
always monitors the packet sent from the communication
relay device 9 to the company network 10. When detecting,
the response packet 52 sent from the communication relay
device 9, the router 8 brings the packet obtaining unit 24, the
address converting unit 25 and the response packet sending
unit 26 one after another.

[0057] The packet obtaiming unit 24 obtains the response
packet 52 from the transmission line prior to the transmis-
sion of the response packet 52 from the communication
relay device 9 to the company network 10. The response
packet 52 sent from the communication relay device 9 1s
collected inside the router 8, and 1s never delivered to the
company network 10. The packet obtaining unit 24 outputs
the response packet 52 obtained from the transmission line
to the address converting unit 25.

[0058] The address converting unit 25 generates a
response packet 53. The transmitter IP address of the
response packet 52 obtained by the packet obtaining unit 24
1s converted into the IP address (AD1) of the router 8
(strictly being the router functioning unit 20), and is set to
the response packet 53. The address converting unit 25
outputs the response packet 53 which has the rewritten
transmitter address to the response packet sending unit 26.
The response packet sending unit 26 sends the response
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packet 53 which has the transmitter address rewritten by the
address converting unit 25 to the company network 10.

[0059] As described above, when the information process-
ing device 11 receives the response packet 53 sent from the
communication control system 7 to the company network
10, the IP address (AD1) of the router 8 1s set as the
transmitter address of the response packet 53. The informa-
tion processing device 11 then recognizes the response
packet 53 to the retrieve command 1s obtained from the IP
address (AD1) of the router 8. The imnformation processing
device 11 then registers the IP address (AD1) of the router
8 as the IP address used for transmission of the print job to
the 1mage forming device 4. As a result, the user of the
information processing device 11 may manage the IP
address for the use of the service provided by the service
providing unit 6 and the IP address for the use of the print
function as the same address, resulting 1n 1improved conve-
nience.

[0060] FIG. 5 illustrates an exemplary operation per-
formed when the communication control system 7 receives
a packet 61 for printing from the company network 10.
When transmitting the print job to the 1mage forming device
4, the information processing device 11 generates the packet
61 for printing specitying the port number 9100, for
instance, and performs unicast to transmit the packet 61 to
the IP address (AD1) of the router 8. The packet 61 for
printing 1s processed by the router 8 of the communication
control system 7. To be more specific, once the router
functioning unit 20 recerves the packet 61 for printing, the
packet processor 21 1s brought into operation. The packet
processor 21 1dentifies the IP address (AD4) of the image
forming device 4 associated 1n advance with the port number
9100. The packet processor 21 generates a packet 62 which
has the destination address rewritten to the IP address (AD4)
of the image forming device 4, and sends the packet 62 to
the internal network 5. As a result, the image forming device
4 may receive the print job addressed to 1tself. If the print job
1s received via the router 8, the image forming device 4
produces a printed output based on the print job.

[0061] A process sequence performed 1n the communica-
tion control system 7 1s explained next. FIG. 6 1llustrates a
flow diagram explaining an exemplary procedure of a pro-
cess performed by the router functioning unit 20 of the
router 8. This process 1s performed when the hardware
processor of the server 3 executes a predetermined program,
for example. When the router functioning unit 20 starts the
process, 1t determines 1f the packet 1s recerved from the
company network 10 (step S10). The packet may not be
received from the company network 10 (when a result of
step S10 1s NO). The process 1s then complete. The packet
may be received from the company network 10 (when a
result of step S10 1s YES). In such a case, the router
functioning unit 20 determines whether the received packet
1s the unicast packet specitying the router 8 as the destina-
tion (step S11). If the received packet 1s not the unicast
packet specilying the router 8 as the destination (when a
result of step S11 1s NO), the router functioning unit 20
discards the received packet and completes the process.
Hence, 11 the retrieval command for retrieving the printer 1s
broadcasted or transmitted by multicast from the informa-
tion processing device 11, the recerved packet 1s discarded
by the router functioming unit 20.

[0062] When the packet received from the company net-
work 10 1s the unicast packet specitying the router 8 as the
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destination (when a result of step S11 1s YES), the router
functioning unit 20 determines 11 the packet 1s recerved with
the port number 9100 for printing (step S12). The packet
may be received with the port number 9100 for printing
(when a result of step S12 1s YES). The router functioning
unit 20 then i1dentifies the IP address (AD4) of the image

forming device 4 connected to the internal network 5 (step
S13), and forwards the packet to the IP address (step S14).

[0063] The packet may not be received with the port
number 9100 for printing (when a result of step S12 1s NO).
The router functioning unit 20 determines if the packet 1s
received with the port number supported by the service
providing unit 6 (step S15). I the unicast packet 1s received
with the port number supported by the service providing unit
6 (when a result of step S15 1s YES), the router functioning
unit 20 forwards the packet to the service providing unit 6
(step S16). If the packet 1s recerved with the port number not
supported by the service providing unit 6 (when a result of
step S15 15 NO), the router functioning umt 20 discards the
received packet and completes the process. The router
functioning unit 20 repeatedly performs the above-described
process.

[0064] FIG. 7 illustrates a flow diagram explaining an
exemplary procedure of a process performed by the com-
munication relay device 9. As the same as above-described
process, this process 1s also performed when the hardware
processor of the server 3 executes the predetermined pro-
gram, for example. When the communication relay device 9
starts the process, 1t determines 11 the packet 1s received from
the company network 10 (step S20). The packet may not be
received from the company network 10 (when a result of
step S20 1s NO). The process 1s then complete. The packet
may be received from the company network 10 (when a
result of step S20 1s YES). In such a case, the communica-
tion relay device 9 determines whether the received packet
1s the packet to be discarded by the router 8 (step S21). The
received packet may be the broadcast packet or the multicast
packet and 1t includes the retrieval command for retrieving,
the printer, the communication relay device 9 determines the
received packet 1s the packet to be discarded by the router 8.
When the communication relay device 9 determines the
received packet 1s not the packet to be discarded by the
router 8 (when a result of step S21 1s NO), the process 1s
complete.

[0065] When the communication relay device 9 deter-
mines the received packet 1s the packet to be discarded by
the router 8 (when a result of step S21 1s YES), the
communication relay device 9 copies the packet received
from the company network 10, and generates the new packet
to which the IP address (AD3) of the communication relay
device 9 1s set to the transmitter IP address (step S22). The
communication relay device 9 then sends the generated
packet to the internal network 3 (step S23). The communi-
cation relay device 9 waits until receiving the response
packet from the image forming device 4 (step S24). In
response to receiving the response packet from the image
forming device 4 (when a result of step S24 1s YES), the
communication relay device 9 copies the response packet
received from the image forming device 4, and generates the
response packet which has the IP address (AD2) of the
communication relay device 9 set to the transmitter IP
address (step S25). The communication relay device 9 then
sends the generated response packet to the company network

Oct. 29, 2020

10 (step S26). The communication relay device 9 repeatedly
performs the above-described process.

[0066] FIG. 8 illustrates a flow diagram explaining an
exemplary procedure of a process performed by the packet
obtaining unit 24, the address converting unit 235 and the
response packet sending unit 26 of the router 8. As the same
as above-described process, this process 1s also performed
when the hardware processor of the server 3 executes the
predetermined program, for example. When the router 8
starts the process, 1t determines 11 the packet 1s sent from the
communication relay device 9 to the company network 10
(step S30). The packet may not be sent from the commu-
nication relay device 9 (when a result of step S30 1s NO).
The process 1s then complete. The packet may be sent from
the communication relay device 9 (when a result of step S30
1s YES). In such a case, the router 8 brings the packet
obtaining unit 24 into operation to obtain the response
packet from the transmission line (step S31). The router 8
then brings the address converting unit 25 1nto operation to
rewrite the transmitter IP address set to the response packet
obtained by the packet obtaining unit 24 to the IP address
(AD1) of the router 8 (step S32). The router 8 brings the
response packet sending unit 26 into operation to send the
response packet to which the rewrnitten transmitter IP address
1s set to the company network 10 (step S33). The router 8
repeatedly performs the above-described process so that 1t
may transmit the response packet which has the transmaitter
IP address rewritten to the IP address of the router 8 to the
company network 10 when the response packet 1s sent from

the communication relay device 9 to the company network
10.

[0067] As described above, the communication system 7
of the first preferred embodiment 1includes the router 8 and
the communication relay device 9 each of which 1s con-
nected between the company network 10 and the internal
network 5. The router 8 bridge-connects the communication
relay device 9 and the company network 10. When the first
packet 1s received from the company network 10, the
communication relay device 9 determines 1if the received
first packet 1s to be discarded by the router 8. When
determining that the received first packet 1s the packet to be
discarded by the router 8, the communication relay device 9
generates the second packet corresponding to the first packet
and sends the generated second packet to the internal
network 5. Even when the retrieval command to retrieve the
printer 1s sent as the broadcast packet or the multicast packet
from the information processing device 11 connected to the
company network 10, the retrieval command may be deliv-
ered to the image forming device 4 connected to the imnternal
network 3.

[0068] In the communication system 7 of the first pre-
terred embodiment, once the response packet 1s sent from
the communication relay device 9 to the company network
10, the router 8 obtains the response packet. The router 8
obtains the response packet prior to the transmission of the
response packet from the communication relay device 9 to
the company network 10. The router 8 rewrites the trans-
mitter IP address of the response packet to the IP address of
the router 8, and sends the response packet.

[0069] The above-described communication system 7
does not require an installation of a probe device on the
internal network 5 as a conventional manner. The IP address
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of the probe device 1s not necessary to be registered 1n
advance with the information processing device 11, resulting
in excellent convenience.

[0070] In the communication system 7 of the first pre-
ferred embodiment, when the retrieval command to retrieve
the printer 1s sent as the broadcast packet or the multicast
packet by the information processing device 11, the response
packet to the retrieval command may be automatically
obtained. The IP address of the router 8 1s set to the
transmitter IP address of the response packet. The informa-
tion processing device 11 then may automatically register
the IP address of the router 8 as the destination IP address for
transmitting the print job to the image forming device 4. As
a result, the mnformation processing device 11 may manage
the IP address used to access the image processing unit 2 to
use the service provided by the service providing unit 6 and
the IP address used to access the image processing unit 2 to
use the print function as the same address.

[0071] The router 8 may recerve the unicast packet speci-
tying the specific port number from the company network
10. In such a case, the router 8 forwards the unicast packet
to the IP address of the internal network 5 corresponding to
the specific port number. When using the service provided
by the service providing unit 6, the information processing
device 11 may transmit the unicast packet specilying the
port number supported by the service providing unit 6 to the
router 8. When using the print function of the image
processing unit 2, the information processing device 11 may
transmit the unmicast packet specitying the port number for
printing to the router 8.

[0072] As described above, the information processing
device may obtain the response packet in reply to the packet
broadcasted or transmitted by multicast from the informa-
tion processing device without any advance setting with the
printer driver of the information processing device. Espe-
cially, the response packet obtained by the information
processing device may be made to look like 1t has been the
packet sent by the router.

Second Preterred Embodiment

[0073] The second preferred embodiment of the present
invention 1s explained next. In the above-described first
preferred embodiment, once the response packet 1s sent by
the communication relay device 9, the router 8 obtains the
response packet. The router 8 rewrites the transmitter 1P
address of the response packet to the IP address of the router
8, and sends the response packet to the company network 10.
In the second preferred embodiment, when the communi-
cation relay device 9 sends the response packet to the
company network 10, 1t rewrites the transmitter IP address
of the response packet to the IP address of the router 8. The
structure of the overall network system 1 of the second
preferred embodiment 1s the same as that illustrated 1n FIG.

1

[0074] FIG. 9 illustrates a block diagram showing an
example of the detailed functional structure of the commu-
nication control system 7 in which the second preferred
embodiment may be practiced. As illustrated 1n FIG. 9, the
communication control system 7 includes the router 8 and
the communication relay device 9 connected in parallel
between the company network 10 and the internal network
5. To be more specific, one side of the port of the router 8
1s connected to the network port 7a connected to the
company network 10, and another side of the port 1s con-
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nected to the internal network 5 in the communication
control system 7. In the similar way, one side of the port of
the communication relay device 9 1s connected to the
network port 7a, and another side of the port 1s connected to
the internal network 5 1n the communication control system
7. Hence, the packet sent from the information processing
device 11 to the company network 10 may be received by
both of the router 8 and the communication relay device 9
in the communication control system 7.

[0075] The router 8 includes the router functioning unit
20, which 1s explained in the first preferred embodiment.
When the router 8 recerves the retrieval command to retrieve
the printer sent as the broadcast packet or the multicast
packet from the company network 10, the router 8 discards
the packet. When receiving the unicast packet specifying the
specific port number, the router 8 forwards the received
packet to the mternal network 3, which 1s explained 1n the
first preferred embodiment.

[0076] The commumication relay device 9 includes the
packet determining unit 31, the packet transmitting unit 32
and a response packet sending unit 34. The packet deter-
mining unit 31 and the packet transmitting unit 32 are the
same as those explained in the first preferred embodiment.
To be more specific, 1n response to receiving the packet from
the company network 10, the packet determining unit 31
determines 11 the packet recerved from the company network
10 1s the packet to be discarded by the router 8. The packet
determining unit 31 may determine that the packet received
from the company network 10 1s the packet to be discarded
by the router 8. The packet transmitting unit 32 then
generates the new packet by copying the received packet,
and sends the new generated packet to the internal network
5. As a result the retrieval command broadcasted or trans-
mitted by multicast to the company network 10 from the
information processing device 11 may be delivered to the
image forming device 4. The image forming device 4 then
generates the response packet to the retrieval command and
sends the response packet to the communication relay device
9 over the internal network 3.

[0077] In response to receiving the response packet from
the 1mage forming device 4, the response packet sending
umt 34 performs a process to the response packet. The
response packet sending unmit 34 copies the response packet
received Irom the image forming device 4 and generates the
new response packet to send to the company network 10.
The response packet sending unit 34 includes an address
converting part 35. Once the new response packet to send to
the company network 10 1s generated by the response packet
sending unit 34, the address converting part 35 rewrites the
transmitter IP address set to the response packet to the IP
address (AD1) of the router 8. To be more specific, when
generating the new response packet to send to the company
network 10 based on the response packet received from the
image forming device 4, the response packet sending unit 34
sets the IP address (AD1) of the router 8 not the IP address
(AD2) of the communication relay device 9 to the transmit-
ter IP address of the new response packet. The response
packet sending unit 34 sends the response packet to which
the IP address (AD1) of the router 8 1s set as the transmitter
IP address to the company network 10.

[0078] In the second preferred embodiment, the response
packet sent from the communication relay device 9 to the
company network 10 does not pass through the router 8. The
response packet 1s directly transmitted to the company
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network 10. The information processing device 11 directly
receives the response packet from the communication relay
device 9. In response to recerving the response packet, the
information processing device 11 registers the IP address
used for transmission of the print job based on the trans-
mitter IP address of the response packet. The information
processing device 11 registers the IP address of the router 8
as the destination of the print job. The IP address of the
communication relay device 9 i1s not registered as the
destination of the print job. The user of the information
processing device 11 of the second preferred embodiment
may also manage the IP address used for the use of the
service provided by the service providing unit 6 and the IP
address used for the use of the print function as the same
address, resulting 1n 1improved convenience.

[0079] FIG. 10 illustrates a flow diagram explaining an
exemplary procedure of a process performed by the com-
munication relay device 9 in which the second preferred
embodiment may be practiced. As the same as above-
described process explained 1n the first preferred embodi-
ment, this process 1s also performed when the hardware
processor of the server 3 executes the predetermined pro-
gram, for example. The process i steps S40 to S44 of the
flow diagram 1llustrated 1in FIG. 10 1s the same as that 1n
steps S20 to S24 of the flow diagram 1llustrated 1n FIG. 7.
The communication relay device 9 may receive the response
packet from the image forming device 4 (when a result of
step S44 1s YES). In such a case, the communication relay
device 9 copies the received response packet, and generates
the new response packet to which the IP address (AD1) of
the router 8 1s set to the transmitter IP address (step S435).
The communication relay device 9 then sends the response

packet generated 1in step S45 to the company network 10
(step S46).

[0080] As described above, the communication control
system 7 of the second preferred embodiment includes the
router 8 and the communication relay device 9 connected to
cach other 1n parallel between the company network 10 and
the internal network 5. When the first packet 1s received
from the company network 10, the communication relay
device 9 determines 1f the received first packet 1s to be
discarded by the router 8, which 1s the same as what
described 1n the first preferred embodiment. When deter-
mimng that the received first packet i1s the packet to be
discarded by the router 8, the communication relay device 9
generates the second packet corresponding to the first packet
and sends the generated second packet to the internal
network 5. In response to recerving the response packet over
the internal network 5, the communication relay device 9
rewrites the transmitter IP address of the response packet to
the IP address of the router 8, and sends the response packet
to the company network 10. To be more specific, in the
communication control system 7 of the second preferred
embodiment, when the packet broadcasted or transmitted by
multicast to retrieve the printer 1s received from the infor-
mation processing device 11, the communication relay
device 9 1s enabled to perform both processes, the one to
enable the image forming device 4 to respond to the received
packet and the one to rewrite the transmitter IP address of the
response packet recerved from the image forming device 4
to the IP address of the router 8. Even with this structure, the
same working eflect as described in the first preferred
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embodiment may be obtained. Except for the above-de-
scribed points are the same as those described in the first
preferred embodiment.

[0081] Although the embodiment of the present invention
has been described and illustrated in detail, 1t 1s clearly
understood that the same 1s by way of illustration and
example only and not limitation, the scope of the present

invention should be interpreted by terms of the appended
claims.

(Modifications)

[0082] While the preferred embodiments of the present
invention have been described above, the present invention
1s not limited to the preferred embodiments. Various modi-
fications may be applied to the present invention.

[0083] In the above-described first and second preferred
embodiments, for example, the single 1image forming device
4 1s connected to the internal network 5 of the image
processing umt 2. However, this 1s given not for limitation.
In addition to the image forming device 4 1nstalled 1nside the
image processing unit 2, an external image forming device,
for mstance, may also be connected to the internal network
5. The number of the external image forming device con-
nected to the internal network 5 does not have to be one.
More than two external image forming devices may be
connected to the internal network 5. Even 1n such a case, the
information processing device 11 broadcasts or transmits by
multicast the retrieval command to retrieve the printer,
thereby obtaining the response packet from each of the
multiple 1image forming devices connected to the internal
network 5.

[0084] The server 3 executes the predetermined program
so that each of the router 8 and the communication relay
device 9 of the first and the second preferred embodiments
1s brought into operation. The program to serve as the router
8 and the program to serve as the communication relay
device 9 may be constructed as the single program which 1s
executed by the server 3. Alternatively, the program may be
constructed as the separate respective program. Also, the
program may be provided to the server 3 over an internet, for
instance, or via the computer readable recording medium
such as a CD-ROM or DVD-ROM.

[0085] Each of the above-described router 8 and commu-
nication relay device 9 1s not necessary to be served on the
single server. The router 8 and the communication relay
device 9 may be constructed by a respective separate inde-
pendent hardware.

[0086] In the above-described first and second preferred
embodiments, the single server 3 includes two functions of
the service providing unit 6 and the communication control
system 7. However, this 1s given not for limitation. The
service providing unit 6 and the communication control
system 7 may be served on the respective diflerent server.
[0087] The number of the hardware processor of the server
3 does not have to be one, and 1t may be more than one.

1. (canceled
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. (canceled
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. (canceled
7. (canceled
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9. A router that connects a first network and a second
network, comprising a hardware processor that:

sends a predetermined packet to said second network

when the predetermined packet to be sent to said
second network 1s received from said first network, and
discards a packet when the packet different from the
predetermined packet 1s received from said first net-
work;
obtains a packet to be sent to said first network from a
communication relay device which 1s connected
between said first network and said second network
prior to the transmission to said first network; and
rewrites a transmitter IP address of the packet to an IP
address of said router and sends to said first network
when the packet sent from said communication relay
device 1s obtained.

10. The router according to claim 9, wherein

an 1mage forming device capable of producing printed

outputs 1s connected to said second network,

said hardware processor discards the packet to retrieve

said 1image forming device when the packet 1s recerved
from said first network,

obtains a response packet when the response packet

corresponding to the packet to retrieve said image
forming device 1s sent to said first network from said
communication relay device, and
rewrites the transmitter IP address of the response packet.
11. The router according to claim 9, wherein
said hardware processor forwards a unicast packet speci-
tying a specific port number to the IP address of said
second network corresponding to the specific port
number when the unicast packet 1s received from said
first network.
12. A communication relay device connected in parallel
with a router connecting a first network and a second
network, comprising a hardware processor that:
determines whether a first packet received from said first
network 1s a packet to be discarded by said router;

transmits a second packet corresponding to said first
packet to said second network when said first packet 1s
determined to be the packet discarded by said router;
and

rewrites a transmitter IP address of a response packet

corresponding to said second packet to an IP address of
said router and sends the response packet to said first
network when the response packet 1s received from said
second network.

13. The communication relay device according to claim
12, wherein

said hardware processor determines said first packet as the

packet to be discarded by said router when said first
packet 1s a broadcast packet or a multicast packet.
14. The communication relay device according to claim
12, wherein
an 1mage forming device capable of producing printed
outputs 1s connected to said second network, and

said hardware processor determines said first packet as the
packet to be discarded by said router when said first
packet 1s the packet to retrieve said image forming
device.

15. (canceled)
16. (canceled)
17. (canceled)
18. (canceled)
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19. (canceled)
20. (canceled)

21. A non-transitory recording medium storing a com-
puter readable program to be executed by a computer of a
router connecting a first network and a second network,
execution of the computer readable program by said com-
puter of said router causing said computer of said router to
perform:

sending a predetermined packet to said second network
when the predetermined packet to be sent to said
second network 1s received from said first network, and
discarding a packet when the packet different from the
predetermined packet 1s received from said first net-
work:

obtaining a packet to be sent to said first network from a
communication relay device which 1s connected
between said first network and said second network
prior to the transmission to said first network; and

rewriting a transmitter IP address of the packet to an IP
address of said router and sending to said first network
when the packet sent from said communication relay
device 1s obtained.

22. The non-transitory recording medium according to
claim 21, wherein

an 1mage forming device capable of producing printed
outputs 1s connected to said second network, and

the computer readable program causes the computer of
said router to perform:

discarding the packet to retrieve said 1mage forming
device when the packet 1s received from said first
network:

obtaining a response packet when the response packet
corresponding to the packet to retrieve said image
forming device 1s sent to said first network from said
communication relay device; and

rewriting the transmitter IP address of the response
packet.

23. The non-transitory recording medium to claim 21,
wherein the computer readable program causes the computer
of said router to perform:

forwarding a unicast packet specilying a specific port

number to the IP address of said second network

corresponding to the specific port number when the
unicast packet 1s recerved from said first network.

24. A non-transitory recording medium storing a com-
puter readable program to be executed by a computer of a
communication relay device connected in parallel with a
router connecting a first network and a second network,
wherein execution of the computer readable program by said
computer of said communication relay device causing said
computer of said communication relay device to perform:

determining whether a first packet recerved from said first
network 1s a packet to be discarded by said router;

transmitting a second packet corresponding said {first
packet to said second network when said {first packet 1s
determined to be the packet discarded by said router;
and

rewriting a transmitter IP address of a response packet
corresponding to said second packet to an IP address of
said router and sending the response packet to said first
network when the response packet 1s received from said
second network.
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25. The non-transitory recording medium according to
claim 24, wherein the computer readable program causes the
computer ol said communication relay device to perform:

determining said first packet as the packet to be discarded

by said router when said first packet 1s a broadcast
packet or a multicast packet.

26. The non-transitory recording medium according to
claim 24, wherein

an 1mage forming device capable of producing printed

outputs 1s connected to said second network, and
the computer readable program causes the computer of
said communication relay device to perform:

determining said first packet as the packet to be discarded
by said router when said first packet 1s the packet to
retrieve said 1mage forming device.

G x e Gx o
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