a9y United States

US 20200244690A1

12y Patent Application Publication o) Pub. No.: US 2020/0244690 A1

Torkelson et al. 43) Pub. Date: Jul. 30, 2020
(54) TRANSIENT TRANSACTION SERVER GOG6F 21/53 (2013.01)
GOG6F 21/60 (2013.01)

(71) Applicant: Stratus Digital Systems, Eugene, OR
(US)

(72) Inventors: Cary Torkelson, Eugene, OR (US);
Kenneth Ari Chanin, Savannah, GA
(US); Patrick J. Sullivan, Fugene, OR
(US); Brad Geankoplis, Placerville,
CA (US)

(21)  Appl. No.: 16/848,472

(22) Filed: Apr. 14, 2020

Related U.S. Application Data

(63) Continuation of application No. 15/720,932, filed on
Sep. 29, 2017.

(60) Provisional application No. 62/503,562, filed on May
9, 2017, provisional application No. 62/403,587, filed
on Oct. 3, 2016.

Publication Classification

(51) Int. CL
HO4L 29/06
HO4L 29/08

(2006.01)
(2006.01)

102
AN 0+

CONTROL
SERVER

r
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

a a

Tl

104

INFTIA

O rrr

---------------------------------------

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
1111111111111111111111111111111

AUTHORIZED
PARTICIPANT

(52) U.S. CL
CPC ... HO4L 63/1425 (2013.01); HO4L 63/0218
(2013.01); HO4L 67/143 (2013.01); HO4L
63/1491 (2013.01); GO6F 21/606 (2013.01):
HO4L 63/1441 (2013.01); HO4L 67/10
(2013.01); GO6F 21/53 (2013.01)

(57) ABSTRACT

A networked computer system enables one or more trans-
actions to be executed securely. An 1nitiator sends a service
request to a control server. The control server creates or
selects an existing transaction server for the sole purpose of
executing the transaction requested by the service request. If
the transaction server 1s pre-existing, 1t may be in an
inaccessible state and then be made accessible in response to
receiving the service request. The control server informs the
initiator of the created transaction server. The mitiator (and
possibly one or more other authorized participants) engages
in the transaction with the transaction server, independently
of the control server. The transaction server terminates, such
as upon completion of the transaction, the expiration of a
timeout period, or satisfaction of another server termination
criterion. The use of such a one-time transaction server
increases security, privacy, and anonymity.
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TRANSIENT TRANSACTION SERVER

BACKGROUND

[0001] Transactions performed by computer systems have
a variety of security vulnerabilities. As transactions having
increasing value are performed over the Internet and by
computers accessible via the Internet, such transactions
become increasingly vulnerable to attack.

[0002] What 1s needed, therefore, are improved techniques
for protecting transactions, and the data accessed by such
transactions, against attacks.

SUMMARY

[0003] A networked computer system enables one or more
transactions to be executed securely. An initiator sends a
service request to a control server. The control server creates
or selects an existing transaction server for the sole purpose
of executing the transaction requested by the service request.
If the transaction server i1s pre-existing, 1t may be in an
inaccessible state and then be made accessible in response to
receiving the service request. The control server informs the
initiator of the created transaction server. The imitiator (and
possibly one or more other authorized participants) engages
in the transaction with the transaction server, independently
of the control server. The transaction server terminates, such
as upon completion of the transaction, the expiration of a
timeout period, or satisfaction of another server termination
criterion. The use of such a one-time transaction server
increases security, privacy, and anonymity.

[0004] Other features and advantages of various aspects
and embodiments of the present mmvention will become

apparent from the following description and from the
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 1s a dataflow diagram of a system for using
a fransient server to execute one or more transactions
according to one embodiment of the present invention;

[0006] FIG. 2 1s a flowchart of a method performed by the

system of FIG. 1 according to one embodiment of the
present ivention;

[0007] FIG. 3 1s a datatflow diagram of a system {for
making an existing but unaddressable transaction server
addressable 1n order to execute one or more transactions
according to one embodiment of the present invention;

[0008] FIG. 4 15 a flowchart of a method performed by the

system of FIG. 3 according to one embodiment of the
present ivention;

[0009] FIG. 5 1s a dataflow diagram of a system for using
a pool of IP addresses to change the IP addresses of
transaction servers over time according to one embodiment
of the present invention;

[0010] FIG. 6 1s a flowchart of a method perform by the
system of FIG. §;

[0011] FIG. 7 1s a dataflow diagram of a system {for
continuously provisioning transaction servers according to
one embodiment of the present invention; and

[0012] FIG. 8 15 a flowchart of a method performed by the
system of FIG. 7 according to one embodiment of the
present mvention.

Jul. 30, 2020

DETAILED DESCRIPTION

[0013] Embodiments of the present invention include sys-
tems and methods for provisioning a virtual server that 1s
used to process a finite number of (e.g., one) transactions,
alter which the server i1s de-provisioned. Such systems and
methods have a variety of advantages, such as the ability to
better secure transactions from outside interference, and to
allow more anonymity and privacy for such transactions and
the data they access.

[0014] For example, referring to FIG. 1, a datatlow dia-
gram 15 shown of a system 100 for executing transactions
according to one embodiment of the present invention.
Referring to FIG. 2, a flowchart 1s shown of a method 200
performed by the system 100 of FIG. 1 according to one
embodiment of the present invention.

[0015] The system 100 includes a control server 102. The
control server 102 1s a “computer system,” as that term 1s
used herein. The term “computer system” refers herein to
any one or more computers acting in coordination with each
other to execute instructions to perform operations on 1mput
and/or stored data to produce output. A computer system,
such as the control server 102 may, for example, consist of
a single computer of any kind (e.g., server, desktop PC,
laptop PC, smartphone, tablet computer, PDA) or any com-
bination of any number of computers of any kinds(s). A
computer system and/or any of its component computers
may be a physical machine or a virtual machine. A computer
system may, therefore, include any one or more physical
machines and/or any one or more virtual machines in any
combination, 1n any location relative to each other, including
configurations in which two or more machines are either
local to each other or accessible to each other remotely over
a network. The component computers 1n a computer system
may communicate with each other via any mechanism(s),
such as one or more wires, buses, cables, wired network
connections, wireless network connections, application pro-
gram 1nterfaces (APIs), or any combination thereof.

[0016] Although the computer system 102 1s referred to
herein as a “server,” the control server 102 need not operate
according to a client-server architecture. The term “server”
1s used herein to refer to the control server 102, and to other
servers disclosed herein, merely for convenience and to
indicate that the control server 102 responds to requests to
provide services. The term “server,” as used herein, refers to
any kind of computer system, whether or not that computer
system operates according to a client-server architecture.
Theretore, the control server 102, and other servers dis-
closed herein, need not be a “server” as that term 1s used
conventionally, but more generally may be any kind of
computer system.

[0017] The system 100 also includes an initiator 104. The
initiator 104 may, but need not be, a computer system. The
initiator 104 provides a request 106 for a transaction to the
control server 102, and the control server 102 receives the
request 106 (FI1G. 2, operation 202). The terms “transaction”
and “service” are used interchangeably herein. The terms
“service request” and “transaction request” are used herein
to refer to requests to perform a service/transaction.

[0018] The control server 102 may have an address to
which communications, such as the request 106, may be
addressed. The control server 102°s address may, for
example, be a public Internet Protocol (IP) address and/or
port, although this 1s not a limitation of the present inven-
tion. As another example, the control server 102’°s address
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may be an address that 1s behind a corporate or other private
firewall. The control server 102 may or may not require and
engage 1n secure communications. For example, the request
106 and other commumnications engaged in by the control
server 102 may be secure communications. As another
example, the control server 102 may limait 1ts connections to
only well-known 1nitiators, or have other security measures
in place to authenticate the nitiator 104 and other initiators,
such as hardware key devices and/or biometrics.

[0019] The mitiator 104 may, but need not be, the end user
or machine that intends to engage in the transaction
requested by the request 106. For example, a proxy (not
shown) may mitiate the transaction, which may cause the
initiator 104 to provide the request 106 to the control server
102.

[0020] The mitiator 104 may provide (e.g., transmit) the
request 106 to the control server 102 by addressing the
request 106 to the control server 102’°s address (e.g., I
address and/or port), 1 response to which the system 100
may deliver the request 106 to the control server 102 at the
control server 102’°s address. The mitiator 104 may provide
the request 106 to the control server 102 1n any of a variety
of ways and using any of a variety of mechanisms, such as
by providing (e.g., transmitting) the request 106 via one or
more wires, buses, cables, wired network connections, wire-
less network connections, application program interfaces
(APIs), or any combination therecof. The same applies
equally to any other communication disclosed herein.

[0021] In general, the request 106 contains data indicating
a request to perform a particular transaction. Such data may,
for example, 1ndicate any one or more of the following 1n
any combination: the type of transaction to be performed,
one or more parameters of the transaction, and one or more
values of each such parameter. The request 106 may request
any type of transaction, such as any type of Software as a
Service (SaaS) transaction. Examples of such transactions
include, but are not limited to, digital asset exchange ser-
vices, health care record services, secure messaging ser-
vices, and industrial internet of things software/firmware
update services.

[0022] The request 106 may, for example, include data
representing any one or more of the following properties:

[0023] Transaction Type. This 1s the type of transaction
requested by the request 106. The type of transaction
determines what kind of transaction server 108 should
be created. Examples include transfer of digital assets,
secure message delivery, software distribution, and
data manipulation and analysis.

[0024] Timeout. The timeout specifies how long, at
most, the transaction server 108 should remain 1in
existence. Typically, the transaction server 108 will
self-terminate after the transaction 1s complete, but 1f
for some reason the transaction does not complete
within the timeout period, the transaction server 108
will terminate prior to the transaction being complete.

[0025] Transaction Specific Properties. Certain transac-
tion types may have additional properties that are
relevant to the transaction being processed, and need to
be specified prior to the transaction server 108 being
created. Examples include the maximum allowed mes-
sage size for transfer and the maximum allowed
amount of currency for exchange. These parameters
apply immediately before any authorized participant
communicates with the transaction server.
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[0026] Privacy. Other transaction properties may be
private, or may only be delivered directly to the trans-
action server 108, bypassing the control server 102.

Example of these properties include maximum number

of downloads for a file and a password needed for a

secondary participant to enter the transaction.

[0027] Authorized Participants. A list of authorized
participants can be specified at service request time. IT
s0, only those participants are allowed to communicate
with the transaction server 108 for participation in the
transaction. Authorized participants may be specified
by machine IP address, user name and password, or
other ways by which a participant may contact the
transaction server 108 (browser type, device type, etc.).

[0028] Authentication Method. This determines how

entities authenticate with the transaction server 108.
Examples of authentication methods include that no
authentication 1s needed (public service), machine
address authentication (e.g., IP address), software
authentication (user/password pair), two-factor authen-
tication, confirming a code or token, using an autho-
rized browser extension, biometric authentication, or a
combination of the above.

[0029] Privacy Level/Logging. Since the transaction
server 108 self-terminates after the transaction 1s com-
plete, no record of the transaction 1s stored perma-
nently. It may be that the imtiator 104 would like a
record of the transaction to persist. If so, the transaction
server 108 may send, to the control server 102 or
another server (not shown), information to create a
permanent record of the transaction server 108 and/or
the transaction, such as copying log files to a persistent
storage location and/or taking a snapshot of the trans-
action server 108 (or a portion thereof) as it existed
before 1t was terminated.

[0030] In the example of FIG. 1, a single control server
102 1s shown. Such a control server 102 may, for example,
be general purpose, meaning that 1t may be capable of
processing many (e.g., any) type of request 106. As another
example, the control server 102 may be special purpose,
meaning that 1t may be capable of processing only one or a
finite set of request types. In the latter case, the system 100
may include a plurality of control servers 102, each of which
may be capable of processing one or more types ol requests.

[0031] The system 100 also includes a transaction server
108. The transaction server 108 may not exist (e.g., may not
have been provisioned) before the initiator 104 provides the
request 106 to the control server 102. Instead, the control
server 102, 1n response to receiving the request 106, may
create 110 (e.g., provision) the transaction server 108 (FIG.
2, operation 204). The control server 102 may, for example,
create 110 the transaction server 108 based on contents of
the request 106. For example, the control server 102 may
generate the transaction server 108 to be capable of execut-
ing the type of transaction indicated by the request 106.
Additionally or alternatively, the request 106 may include
data representing one or more properties of a server that 1s
required and/or desired to perform the requested transaction,
in which case the control server 102 may create the trans-
action server 108 to have the properties represented by the
request 106. Additionally or alternatively, the control server
102 may have access to a number of pre-defined transaction
server images, from which the control server 102 may create
the transaction server 108. Diflerent transaction server
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images may, for example, be used to execute diflerent types
of transactions (e.g., one transaction server image to execute
transactions of a first type and another transaction server
image to execute transactions of a second type), or to
execute the same type of transaction but with different
properties as specified in the transaction request 106.

[0032] Element 110 1n FIG. 1 represents the creation of the
transaction server 108 by the control server 102. Such
creation may be performed 1n any of a variety of ways. For
example, the control server 102 may provide (e.g., transmit)
a creation request to a cloud service provider (not shown)
specifying that the transaction server 108 be provisioned to
handle request 106. The transaction server 108 may, for
example, be created using an industry standard machine
image that was previously constructed to handle the type of
SaaS request represented by the request 106 (such as may be
identified using imnformation in the request 106 which indi-
cates the type of the request 106). Such a machine image
may, for example, contain all of the software required to
execute the transaction requested by the request 106, includ-
ing all necessary customizations and configurations. Any
transaction-specific parameters, such as the participants in
the transaction, the types of data and/or assets being
exchanged by the transaction, the agreed-upon exchange
rates 1n the transaction, and others, may be specified either
by a control file made available to the transaction server 108

at startup, or 1n the process of creating the transaction server
108.

[0033] The transaction server 108 1s an example of a
“computer system,” as that term 1s used herein. The trans-
action server 108 may, for example, be a physical or virtual
server (e€.g., a computer system that 1s accessible over the
Internet via a public IP address), or may include more than
one virtual or cloud server. The transaction server 108 may
include on-demand resources for assisting the transaction
server 108 1n executing the transaction requested by the
request 106, such as private databases, high-speed disk
caches, and/or third-party services and/or software.

[0034] The control server 102 identifies 112 (e.g.,
receives) an address at which the transaction server 108 1s
accessible (FIG. 2, operation 206). The control server 102
may, for example, recerve the address of the transaction
server 108 1n a message transmitted by the transaction server
108 to the control server 102. As another example, the
control server 102 may generate the address of the transac-
tion server 108 and assign the generated address to the
transaction server 108. The transaction server 108 may also
indicate to the control server 102 (such as by transmitting an
appropriate message to the control server 102) that the
transaction server 108 1s ready to execute the transaction
requested by the mitiator 104 1n the request 106. Therefore,
in general, element 112 1n FIG. 1 indicates that, after
creation of the transaction server 108, the transaction server
108 provides, to the control server 102, all information that
the mmitiator 104 and/or authorized participants 116a-» will
need to connect to and communicate with the transaction
server 108.

[0035] The control server 102 provides 114 the address of
the transaction server 108 to the imitiator 104, such as by
transmitting a message containing the address of the trans-
action server 108 to the mitiator 104 (FI1G. 2, operation 208).
Such a message may be transmitted over a digital commu-
nication network, such as the Internet. This message may,
for example, be transmitted in response to the request 106
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from the mnitiator 104. More generally, element 114 1n FIG.
1 indicates that the control server 102 indicates to the
initiator 104 that the transaction server 108 is ready to
execute the transaction requested by the request 106 and
provides the imitiator 104 with all information necessary for
the mitiator 104 to communicate with the transaction server
108, such as the transaction server 108’s address.

[0036] As brietly mentioned above, the system 100 may
also include, 1n addition to the initiator 104, one or more
participants 116a-» who are authorized to participate in the
transaction requested by the request 106. Note that n may be
any number, such as 0, 1, 2, or higher. If n=0, then the
iitiator 104 1s the only participant in the transaction
requested by the request 106. If n=1, then only the mitiator
104 and the authorized participant 116a participate in the
transaction requested by the request 106, and the system 100
would not include authorized participant 116n. In certain
embodiments of the present invention, the initiator 104
participates 1n the creation of the transaction server 108, but
does not participate 1n transactions executed by the trans-
action server 108. In such embodiments, the authorized
participant(s) 116a-n participate 1 the transaction(s)
executed by the transaction server 108, while the initiator
104 does not participate 1n such transactions.

[0037] The control server 102 may, 1n certain embodi-
ments, notily the authorized participants 116a-» about the
transaction server 108, such as in the same way that the
control server 102 notifies the mitiator 104 about the trans-
action server 108. Alternatively, for example, the initiator
104 may inform the authorized participants 116a-» about the
transaction server 108 after the control server 102 notifies
the mmitiator 104 about the transaction server 108.

[0038] Once the transaction server 108 has been created
and the mitiator 104 (and possibly the authorized partici-
pants 116a-7) have been informed about the transaction
server 108, the initiator 104 may engage 118 in the trans-
action requested by the request 106 with the transaction
server 108 (FIG. 2, operation 210). The initiator 104 may
provide (e.g., transmit) information to the transaction server
108 by addressing the transaction server 108 using the
address received 114 by the initiator 104 from the control
server 102. The same 1s true of communications, 1 any,
between the authorized participants 116a-2 and the transac-
tion server 108.

[0039] If the authorized participants 116a-» are to partici-
pate 1 the transaction, then the authorized participants
116a-» may also engage 120a-# 1n the transaction requested
by the request 106 with the transaction server 108. In
general, elements 118 and 120ag-» 1n FIG. 1 represent all
interactions between and among the initiator 104, authorized
participants 116a-», and the transaction server 108 that are
involved 1n the execution of the transaction by the transac-
tion server 108. Such interactions may include transmitting
and receiving messages (e.g., from the transaction server
108 to the mitiator 104 and/or other participants, or from the
initiator and/or other participants to the transaction server
108) over a network (such as the Internet), where such
messages may include commands and/or data.

[0040] At some point after the completion of the execution
of the transaction by the transaction server 108, the trans-
action server 108 terminates (e.g., 1s de-provisioned or
otherwise deleted, destroyed, or 1nactivated) (FIG. 2, opera-
tion 212). For example, the transaction server 108 may
terminate immediately upon completion of the transaction or
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otherwise 1n response to completion of the transaction, or
alter (and 1n response to) the expiration of some predeter-
mined timeout period after imtiation of the transaction, even
if the transaction does not complete. These server termina-
tion criteria are merely examples and are not limitations of
the present invention. The transaction server 108 may ter-
minate in response to any one or more server termination
criteria being satisfied, such as terminating 1n response to:

[0041] completion of some predetermined number of
transactions by the transaction server 108;

[0042] determining that a transaction being executed by
the transaction server 108 satisfies an anomalous con-
dition or otherwise 1s aberrant 1n some way (e.g., has
one or more parameter values which fall outside per-
missible ranges of values);

[0043] determining that at least some predetermined
number of participants have participated 1n a transac-
tion with the transaction server 108;

[0044] satisfaction of any binary criterion in relation to
a transaction executed by the transaction server 108;

[0045] determining that a transaction executed by the
transaction server 108 (or the transaction server 108 as
a whole) has transferred at least some predetermined
amount of data; and

[0046] determining that a transaction executed by the
transaction server 108 (or the transaction server as a
whole) has transferred at least some predetermined
amount of files.

[0047] As just described, 1n certain embodiments, the
transaction server 108 may execute at most one (e.g., exactly
one) transaction before terminating. In other embodiments
of the present invention, the transaction server 108 executes
a finite number of transactions, greater than one, before
terminating, or executes any number of transactions for no
more than some predetermined finite amount of time (re-
terred to herein as the timeout period), before terminating.
As another example, the transaction server 108 may termi-
nate after executing a transaction having a specified property
(possibly after having executed one or more additional
transactions). More generally, the system 100 may apply one
or more terminating criteria to the transaction server 108.
The system 100, in response to determining that the termi-
nation criteria have been satisfied, may terminate the trans-
action server 108. The particular examples of termination
criteria explicitly disclosed herein (e.g., maximum number
of transactions, maximum amount of time, transaction type)
are merely examples and are not limitations of the present
invention.

[0048] As the description above implies, the control server
102 1s involved 1n the creation of the transaction server 108,
but does not otherwise participate in the execution of the
transaction by the transaction server 108. For example, the
control server 102 may not send or receive any information
(e.g., commands and/or data) to or from the transaction
server 108 other than that required to create the transaction
server 108 and to obtain information about the creation and
availability of the transaction server 108, as indicated by
elements 110, 112, and 114 1n FIG. 1. In some embodiments
of the present invention, the control server 102 does not send
or receive mnformation to or from the transaction server 108
in the process of creating the transaction server 108, in
which case the control server 102 does not send or receive
any information to or from the transaction server 108 at any
point.
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[0049] In particular, after the transaction server 108 has
been created, the transaction server 108 executes the trans-
action requested by the request 106 without the involvement
of the control server 102. For example, the transaction server
108 engages 1n all communication 118 and 120a-2 with the
initiator 104 and authorized participants 116a-» without the
involvement of the control server 102. As another example,
the transaction server 108 terminates without the involve-
ment of the control server 102. As another example, no
commands or data involved in the transaction, such as
critical, private, or sensitive data, may pass through the
control server 102.

[0050] The control server 102 may or may not be involved
in the termination of the ftransaction server 108. For
example, the control server 102 may cause the transaction
server 108 to terminate, such as by sending a termination
instruction to the transaction server 108 or through another
mechanism. Alternatively, for example, the transaction
server 108 may terminate itself, without the imnvolvement of
the control server 102.

[0051] As mentioned above, the control server 102 and the
transaction server 108 each have at least one address (e.g.,
IP address) at which they are addressable. The control server
102’°s address 1s distinct and different from the transaction
server 108’°s address. For example, the control server 102
may have one IP address and the transaction server 108 may
have another IP address that 1s different from the control
server 102°s IP address. As another example, the control
server 102 and the transaction server 108 may be accessible
at diflerent ports of the same IP address. The control server
102 may be a physical machine and the transaction server
108 may be another physical machine that 1s distinct from
the control server 102. As yet another example, the control
server 102 and transaction server 108 may be different
virtual machines residing on the same physical computer
system.

[0052] One advantage of embodiments of the present
invention, such as the system 100 of FIG. 1 and the method
200 of FIG. 2, 1s that they enable the transaction requested
by the request 106 to be performed more securely than in
prior art systems. Creating and using the transaction server
108 solely for a finite number of transactions (e.g., one
transaction), and executing the transaction independently of
the control server 102, protects against the risk that a
successiul attack on that transaction will also compromise
other transactions and the data accessible to such transac-
tions, because any attack on the transaction execution by the
transaction server 108 has no access to other transactions or
to the data accessible to such transactions. Embodiments of
the present invention, therefore, include improved computer
systems and methods which address a previously-unsolved
technical problem 1n computer security, namely the techni-
cal problem of how to protect servers against being com-
promised by attacks on other servers. This problem, and its
solution by embodiments of the present invention, are inher-
ently rooted in computer technology, represent an improve-
ment to computer technology, and use particular combina-
tions of non-conventional computer technology to produce
previously unrealized technical benefits.

[0053] One advantage of embodiments of the present
invention illustrated in FIGS. 3-8 1s that they enable trans-
actions to executed by computers more quickly and ethi-
ciently than in prior art systems by provisioning transaction
servers before they are needed, thereby enabling such trans-
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action servers to be available for use without the delay that
would be incurred 1t such transaction servers were not
provisioned until they were needed. The embodiments 1llus-
trated 1n FIGS. 3-8, therefore, solve the technical problem of
how to enable virtual servers to execute transactions more
efliciently, and do so using a solution which 1s inherently
rooted 1n computer technology, which 1s an improvement to
computer technology, and which uses particular combina-
tions ol non-conventional computer technology to produce
previously unrealized technical benefits.

[0054] As described above, 1n some embodiments of the
present invention, the transaction server 108 may not exist
(e.g., be provisioned) before the control server 102 receives
the request 106. In other embodiments of the present inven-
tion, however, the transaction server 108 may exist before
the control server receives the request 106. In such embodi-
ments, however, the transaction server 108 may be inacces-
sible, at least to any component of the system 100 other than
the control server 102, before the request 106 1s recerved.
The transaction server 108 may even be 1naccessible to any
component of the system 100, including the control server
102, before the request 106 1s received. As will be described
in more detail below, 1n such embodiments, 1n response to
receiving the request 106, the control server 102 may make
the transaction server 108 accessible (e.g., to the mitiator
104 and/or the authorized participants 116a-»), so that the
transaction server 108 becomes available to execute one or
more transactions in any of the ways described above.

[0055] More specifically, referring to FIG. 3, a datatlow
diagram 1s shown of a system 300, including one or more
“dark” transaction servers 308a-m, for making one of the
dark transaction servers 308a-m accessible for use as a
transaction server 308. Referring to FIG. 4, a flowchart 1s
shown of a method 400 performed by the system 300 of FIG.
3 according to one embodiment of the present invention.
Although the description herein shows a plurality of dark
transaction servers 308a-m and the description refers herein
to the plurality of dark transaction servers 308a-m, all such
references should be understood to refer to any number of
transaction servers, including as few as one transaction
SErver.

[0056] The system 300 of FIG. 3 may perform some or all
of the functions of the system 100 of FIG. 1. For ease of
illustration and explanation, only the aspects of the system
300 of FIG. 3 that differ from the system 100 of FIG. 1 are
described herein. The absence of a description herein of
aspects of the system 100 of FIG. 1 in connection with the
system 300 of FIG. 3 does not imply that the system 300 of
FIG. 3 does not also have those aspects. The same 1s true of
the method 400 of FIG. 4 relative to the method 200 of FIG.
2

[0057] The control server 102 may provision 310 one or
more transaction servers 308a-m (referred to herein as
“dark™ transaction servers), even before the initiator 104
provides the request 106 to the control server 102 (FIG. 4,
operation 402). One reason why 1t may be beneficial to
provision the dark transaction servers 308a-m before the
control server 102 receives the request 106 1s that there may
be a noticeable delay between the time at which the control
server 102 receives the request 106 and the time at which a
transaction server (e.g., the transaction server 108 1n FIG. 1)
may be provisioned and become fully available to execute
transactions. Such delays may be undesirable and 1t may be
beneficial to mitigate or eliminate such delays when using a
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transaction server to execute time-sensitive transactions.
Delays of five seconds or more are undesirable 1n many
environments, and 1n some situations such delays may be as
long as two or three minutes, or even longer. As described
in more detail below, embodiments of the present mnvention
may be used to mitigate or eliminate such delays while
maintaining the security benefits of the transient nature of
the transaction server 108.

[0058] The control server 102 provisions the dark trans-
action servers 308aq-m 1n a manner that makes the dark
transaction servers 308a-m unaddressable. This unaddress-
ibility 1s what makes the dark transaction servers 308a-m:
“dark.” The control server 102 may make the dark transac-
tion servers 308a-m unaddressable immediately upon pro-
visioning them, such that the dark transactions servers
308a-m are not addressable unless and until they are sub-
sequently made addressable, such as 1n any of the ways
described below.

[0059] The control server 102 may make the dark trans-
action servers 308a-m unaddressable 1n any of a variety of
ways. For example, the control server 102 may configure
one or more security policies of a server provider that
provides the dark transaction servers 308a-m to make the
dark transaction servers 308a-m unaddressable.

[0060] Even while the dark transaction servers are unad-
dressable, they may still be capable of making outgoing
requests. While a server 1s unaddressable, it may poll the
control server 302 to determine whether the control server
302 has recerved a transaction request that has not yet been
assigned to a transaction server. As described 1n more detail
below, the control server 302 may assign transaction
requests to dark transactions servers and provide transaction
parameters and other information to the dark transaction
servers when they are needed to service transaction requests.

[0061] In general, regardless of the particular mechanism
that the control server 102 uses to make the dark transaction
servers 308a-m unaddressable, the effect of such unaddress-
ability 1s to prohibit elements of the system 300 (such as the
initiator 104, the authorized participants 116a-», and even
the control server 102 1itsell) from seeing the dark transac-
tion servers 308a-m on the network and from sending
network tratlic to or receiving network traflic from the dark
transaction servers 308a-m. As a result, such elements of the
system 300 cannot alter the configurations of the dark
transaction servers 308a-m or alter the predetermined behav-
iors of the dark transaction servers 308a-m while the dark
transaction servers are in their unaddressable (dark) state.

[0062] Now assume that the control server 102 receives
the transaction request 106, as shown and described above
in connection with FIGS. 1 and 2. In response to receiving
the request 106, the control server 102 selects 312 one of the
dark transaction servers 308a-m and makes 314 the selected
dark transaction server addressable over the network (FIG.
4, operation 404). The resulting addressable (non-dark)
transaction server 1s shown as transaction server 308 in FIG.
3

[0063] The control server 102 may make the transaction
server 308 addressable 1n any of a variety of ways, such as
by updating the server provider’s security policy to allow
network trathic to be sent to and from the transaction server
308. Such updates may specily particular entities (e.g., the
initiator 104 and/or authorized participants 116a-7) who are
authorized to communicate with the transaction server 308,
so that only those entities, and no other entities, can com-




US 2020/0244690 Al

municate with the transaction server 308. As a result,
clements of the system 300, such as the mitiator 104, the
authorized participants 116a-», and the control server 102
itsell, may see the transaction server 308 on the network and
may send network tratlic to and recerve network traflic from
the transaction server 308 while the transaction server 308 1s
in 1ts addressable (non-dark) state. The eflect of provisioning
the transaction server 308 1n an unaddressable state before
the control server 302 receives the request 106, and then
making the transaction server 308 addressable 1n response to
receiving the request 106, 1s similar, from a security per-
spective, to provisioning the transaction server 308 1n
response to receiving the request 106, because the transac-
tion server 308 1s not accessible and therefore cannot be
tampered with before the request 106 1s recerved, but results
in making the transaction server 308 accessible to transac-
tion participants (e.g., the mitiator 104 and/or authorized
participants 116a-z) more quickly than 1f the transaction
server 308 were not provisioned until after the request 106
1s received, by eliminating the time required to provision the
transaction server 308 after receiving the request 106.

[0064] The control server 302 may provision 316 a new
dark transaction server and include the newly provisioned
server within the pool of dark transaction servers 308a-m
(FIG. 4, operation 406). The control server 302 may provi-
sion the new dark transaction server i any of the ways
disclosed above 1n connection with the provisioning 310 of
the dark transaction servers 308a-m (FI1G. 4, operation 402).
The newly provisioned server 1s then available for selection
as a transaction server the next time operation 404 of method
400 1s performed.

[0065] At a subsequent time, the transaction server 308
terminates 316 (FIG. 4, operation 408). The transaction
server 308 may terminate, for example, 1n any of a variety
of ways, such as any of the ways disclosed herein 1n
connection with termination of the transaction server 108 of
FIG. 1 (FIG. 2, operation 212), such as by terminating the
transaction server 308 in response to the transaction server
308 completing 1ts transaction or in response to a timeout
period elapsing before the transaction server 308 has com-
pleted 1ts transaction. The control server 302 may provision
the new dark transaction server in response to any of a
variety of conditions being satisfied, including complex
conditions. For example, the control server 302 may let the
existing transition server 308 operate during business hours
and terminate the existing transaction server 308 after 1t has
operated in standby mode for two hours during off-hours.

[0066] The control server 302 may provision a new dark
transaction server within the pool of dark transaction servers
308a-m 1n response to terminating the transaction server
308, 1n any of the ways disclosed herein. The newly provi-
sioned server 1s then available for selection as a transaction
server the next time operation 404 of method 400 1s per-
formed.

[0067] Terminating the transaction server 308 1n operation
408 1s only one possibility and i1s not a limitation of the
present invention. Alternatively, for example, instead of
terminating the transaction server 308, the transaction server
308 may be put back into an unaddressable state (using any
of the techniques disclosed herein), and thereby again
become part of the pool of dark transaction servers 308a-m,
where 1t would again become available for selection to
perform one or more additional transactions. Although the
resulting dark transaction server would not be pristine,
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because 1t would already have performed a transaction, 1t
would again be 1n an unaddressable state, thereby preventing
any outside enfity from aflecting i1ts function. Such an
embodiment would reduce the overall cost of operating the
system 300 compared to embodiments in which transaction
servers are terminated, and would provide high-volume
transaction systems with the ability to handle such high
volumes without needing to provision and terminate servers
at a rapid rate.

[0068] Certain embodiments of the present invention may
maintain both a pool of dark transaction servers (such as the
pool of dark transaction servers 308a-m shown in FIG. 3)
and a pool of IP addresses. Such an embodiment 1s 1llus-
trated by the system 500 of FIG. 5, and the corresponding
method 600 of FIG. 6.

[0069] The system 500 of FIG. 5 includes a control server
502, which may be the same as or similar to the control
server 302 of FIG. 3. The system 500 of FIG. § also includes
a pool of dark transaction servers 508a-m, which may be the
same as or similar to the pool of dark transaction servers
308a-m of FIG. 3. For ease of illustration and explanation,
only the aspects of the system 300 of FIG. 5 that differ from
the system 300 of FIG. 3 are described herein. The absence
of a description herein of aspects of the system 300 of FIG.
3 1n connection with the system 500 of FIG. 5 does not imply
that the system 500 of FIG. 5 does not also have those
aspects. The same 1s true of the method 600 of FIG. 6
relative to the method 400 of FIG. 4.

[0070] Asinthe system 300 of FIG. 3 and the method 400
of FIG. 4, in the system 500 of F1G. 5, the control server 502
may provision one or more of the transaction servers 508a-
m, even belore the imtiator 104 provides the request 106 to
the control server 502, using any of the techniques disclosed
above (FI1G. 6, operation 602). Similarly, as 1n the system
300 of FIG. 3 and the method 400 of FIG. 4, 1n the system
500 of FIG. S, the control server 502 may receive the
transaction request 106, as shown and described above in
connection with FIGS. 1 and 2. In response to receiving the
request 106, the control server 502 selects 510 one of the
dark transaction servers 508a-m and makes 314 the selected
dark transaction server addressable over the network (FIG.
6, operation 604). The resulting addressable (non-dark)
transaction server 1s shown as transaction server 508 i FIG.

<

[0071] The control server 502 also selects 312 (e.g., ran-
domly) one of the IP addresses from a pool 520 of IP
addresses 1n the system 500, assigns the selected IP address
to the selected transaction server 508 (FIG. 6, operation
606). The selected IP address 1s then no longer available for
selection or assignment to any other servers.

[0072] The control server 102 enables 514 the selected
transaction server 508 to be addressable at the selected IP
address, such as by updating the server provider’s security
policy to allow network traflic to be sent to and from the
transaction server 508 at the selected IP address (FIG. 6,
operation 608).

[0073] At a subsequent time (such as in response to the
transaction server 508 completing 1ts transaction or in
response to the lapse of a timeout period without completion
of the transaction by the transaction server 508), the control
server 102 two actions 516: (1) disassociates the selected IP
address from the transaction server 508 and may or may not
make the selected IP address again available for selection
from within the pool 520 of IP addresses (FIG. 6, operation
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610); and (2) makes the transaction server 508 unaddress-
able and makes the transaction server 308 again available for

selection for use from the pool of dark transaction servers
508a-m (F1G. 6, operation 612).

[0074] The system 500 of FIG. 5 and the method 600 of
FIG. 6 make 1t possible for the transaction servers 508a-m
to be used more than once (whether or not they actually are
used more than once), thereby obtaimng the benefit of
reducing or eliminating the time required to provision new
servers 1n response to each new transaction request, while
randomizing the IP addresses that are assigned to transaction
servers as they are brought ito use, thereby reducing or
climinating the security risks introduced by reusing servers.
Furthermore, regardless of the number of transactions per-
tformed by each of the transaction servers 308a-m before
terminating, the system 500 of FIG. 5 and the method 600
of FIG. 6 have the benefit that they make a dark transaction
server’s 1P address unknowable until 1t 1s activated for use
in a transaction.

[0075] Yet another embodiment of the present invention 1s
illustrated by FIG. 7, which 1s a dataflow diagram 700 of a
system for continuously provisioning transaction servers,
and FIG. 8, which 1s a flowchart of a method 800 performed
by the system 700 of FIG. 7 according to one embodiment
of the present invention.

[0076] The control server 702 (which may be the same as
or similar to any of the other control servers 102, 302, and
502 disclosed herein) repeatedly (e.g., periodically) provi-
sions 712 new dark transaction servers i a pool 706 of dark
transaction servers (FIG. 8, operation 802). The control
server 702 may, for example, provision one dark transaction
server and add 1t to the pool 706 of dark transaction servers
at one time, and then, at a later time, provision another dark
transaction server and add 1t to the pool 706 of dark
transaction servers. The control server 702 may repeat this
process for any amount of time and for any number of dark
transaction servers. The control server 702 may provision
cach of the dark transaction servers 1n the pool 706 as “dark”™
(unaddressable) transaction servers in any of the ways
disclosed herein.

[0077] An mtiator 704 (which may be the same as or
similar to the imtiator 104 of FIG. 1) requests 714 a
transaction server, such as in any of the ways disclosed
above 1n connection with FIGS. 1 and 2 (FIG. 8, operation
804).

[0078] At any time, when a new dark transaction server in
the transaction server pool 706 has finished initializing and
1s ready to perform a transaction, that transaction server
informs 716 the control server 702 that the transaction server
1s ready to perform a transaction (FIG. 8, operation 806).
Note that the newly-initiated transaction server may inform
the control server 702 of 1ts availability at any time, such as
betore and/or after the mitiator 704 requests 714 a transac-
tion server from the control server 702.

[0079] I, at the time the control server 702 1s informed by
the newly-mitiated transaction server that the newly-1niti-
ated transaction server 1s available to perform a transaction,
there are no pending transaction requests at the control
server 702, then the transaction server terminates 716 (FIG.
8, operation 808). The control server 702 may, for example,
determine that 1t does not have any pending transaction
requests and, in response to such a determination, terminate
the transaction server or instruct the transaction server to
terminate.
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[0080] In response to receiving the request 714, the con-
trol server 702: (1) selects dark transaction server, 1f any, that
1s available to perform transactions, which may include
waiting for a dark transaction server to become available; (2)
makes the selected transaction server addressable and oth-
erwise enables the selected transaction server for commu-
nication; and (3) mnforms 716 the 1nitiator 704 of the address
of the selected transaction server (FIG. 8, operation 810).
The mitiator 704 and the selected transaction server (which
1s no longer “dark™) may then communicate with each other,
and the transaction server may perform one or more trans-
actions on behalf of the imitiator 704 1n any of the ways
disclosed herein.

[0081] By staggering the number of servers being provi-
sioned continuously over time 1n the system 700 of FIG. 7,
any delay between a service request 714 and the availability
of a server for servicing that request can be eliminated, while
maintaining the security benefits of the transient transaction
servers disclosed herein.

[0082] Embodiments of the present imnvention disclosed
herein may be combined with each other in various ways.
For example, the system 100 and method of FIGS. 1 and 2,
respectively, may be combined with the systems and meth-
ods of FIGS. 3-8 1n various ways, as will be apparent to
those having ordinary skill in the art.

[0083] Embodiments of the present invention may be used
in a variety of applications, such as the following, which are
merely 1llustrative and not exhaustive.

[0084] Push of Software Update or Patch from an Original
Equipment Manufacturer (OEM). A transaction server 108
may be used by a smart machine OEM, or an authorized
third party, to authenticate and transmit software updates to
remote smart machines.

[0085] Machines with microprocessors, programmable
logic controls (PLCs), supervisory control and data acqui-
sition (SCADA) systems and distributed control systems
(DCS), that are connected to the internet, known as smart
machines, need periodic soiftware updates. These smart
machines often lack systems for secure communication or a
system of authenticating the sender or software package, and
they may receive unauthorized software updates from bad
actors that seek to secure unauthorized control over the
smart machine or install damaging software.

[0086] Embodiments of the present invention may be used
to 1stall a software update on the diaspora of their remote
smart machines. The OEM acts as an Initiator 104 to
establish a transaction server 108 by sending request 106 to
a Control Server 102 to cause the transaction server 108 to
be created using specific parameters. In this case, the Trans-
action Server 108 parameters may be or include authent-
cation information. The Transaction Server 108, once cre-
ated, authenticates the OEM, and the software 1s transferred
118 from the OEM to the transaction server 108. The
authenticated software 1s then transmitted 120z from the
transaction server 108 to the smart machines.

[0087] Advantages of the software update/patch embodi-
ment described above include the following: (1) protects
against 1nstallation of malicious software; (2) scalable-
unlimited numbers of transaction servers may be created; (3)
unlimited smart machines may be updated from the single or
multiple transactional servers; and (4) redundancy-transac-
tion servers may be created with redundant updates to ensure
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updates communicate with intended devices on various
platforms or 1n various environments or via various trans-
mission methods.

[0088] Transmission of Health Records. Embodiments of
the present 1nvention may use a Transaction Server 108 to
mitigate the likelihood and magnitude of risk of unauthor-
1zed access and transfer of digital health records from a
generator of the records to another authorized participant
116b. The Initiator 104 may be the medical group that
generated the records, the patient, an insurance company or
another medical facility that needs the records.

[0089] In this example, the Imtiator 104 may be the
insurance company for the insured that needs an insured
patient’s medical records, and the Authorized Participant
116a may be the medical group that generated the records.
The insurance company (Initiator 104) contacts a Control
Server 102 to establish 110 a Transaction Server 108 with
specified parameters. These parameters may be authentica-
tion, cybersecurity, and data record keeping and reporting,
requirements 1n accordance with isurance and HIPPA or
other health regulatory and industry requirements. The
Transaction Server 108 notifies (118 and 120a) the Initiator
104 and the medical group or Authorized Participant 116a
that 1t has been created in accordance with the specified
parameters, the medical group transmits 120aq the health
records to the Transaction Server 108. The Transaction
Server 108 then forwards 118 the health records to the
insurance company 104. The Transaction Server 108 1s then
terminated 212. All communication and data transier 1s
protected with encryption keys.

[0090] Advantages of the transmission of health records
embodiment described above include: (1) prevents a man-
in-the-middle attack where a bad actor targets the records
during transit; (2) eliminates direct repeated continuous
communication links vulnerabilities; (3) establishes a foun-
dation for big data storage in an encrypted format; and (4)
significantly reduces risk by limiting the records available
on the transaction server to only those needed for the specific
transaction being executed.

[0091] Transient Asset Escrow and Exchange. A Transac-
tion Server 108 may be used to securely exchange digital
assets for trusts and banking companies, digital exchange
operators, title companies, and securities exchanges, broker-
ages or clearing agencies.

[0092] As an 1illustrative example, a digital exchange
operator, the Initiator 104, 1dentifies two traders or Autho-
rized Participants 116a and 1165, that wish to exchange
digital assets (via trade order matching). The digital assets
may be crypto currencies such as Bitcoin or Litecoin, digital
flat currency, digital deeds, or any other digital asset of
value. It 1s not necessary for the digital exchange to take
custody of erther the digital assets or the asset’s private
cryptographic keys. The assets remain with the two owners
until the trade order match 1s made and the transaction 1s
ready to proceed.

[0093] When Authorized Participant 116a and Authorized
Participant 1166 are ready to exchange assets, the digital
exchange operator or Initiator 104 communicates 118 to the
Control Server 102, which creates 110 the Transaction
Server 108 and escrow. The Transaction Server 108 confirms
it 1s established according to Initiator’s 104 specified param-
cters by communicating (112) appropriate messages to Con-
trol Server 102, Initiator 104 and the traders or Authorized
Participants (116a and 1165). Each Authorized Participant
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(116a and 1165) send their assets to the escrow and Trans-
action Server 108. The Transaction Server 108 will confirm
the details and authenticate the parties and the transaction
according to the specified parameters. Once custody of the
assets 1s confirmed on relevant blockchains for the specified
period (of blocks, based on the level of transaction surety or
the settlement risk specified by the Control Server 102), the
Transaction Server 108 will transfer (120a and 12056) the
assets to the respective recipients, Authorized Participants
(116a and 1165). The Transaction Server 108 may or may
not confirm that the intended recipients have receirved the
new digital assets, according to the parameters. Once the
transaction 1s complete, the Transaction Server 108 trans-
mits the information that the Control Server 102 has speci-
fied 1n the parameters, and then terminates 212. The Trans-
action Server 108 may control one transaction or multiple
transactions during 1ts existence.

[0094] Advantages of the transient asset escrow and
exchange embodiment described above include: (1) the
system establishes a true escrow; (2) bad actors do not have
enough time to locate, target and penetrate the Transaction
Server, because the Transaction Server exists only for a brief
period of time; (3) bad actors do not know the location or
address of the server hosting the Transaction Server, because
the Transaction Server 1s created on a random outside server;
(4) because the exchange Operator does not have access to
Parties’ private keys, no assets are aggregated, and phishing
the digital exchange Operator does not provide access to a
pool of aggregated deposits, as 1t currently does in exchange
Operator systems; and (5) reduces reserve currency require-
ments and cyber security costs for digital exchange operator.

[0095] It 1s to be understood that although the mmvention
has been described above i terms of particular embodi-
ments, the foregoing embodiments are provided as illustra-
tive only, and do not limit or define the scope of the
invention. Various other embodiments, including but not
limited to the following, are also within the scope of the
claims. For example, elements and components described
herein may be further divided into additional components or
jomed together to form fewer components for performing
the same functions.

[0096] Any of the functions disclosed herein may be
implemented using means for performing those functions.
Such means include, but are not limited to, any of the
components disclosed herein, such as the computer-related
components described below.

[0097] The techniques described above may be imple-
mented, for example, 1n hardware, one or more computer
programs tangibly stored on one or more computer-readable
media, firmware, or any combination thereof. The tech-
niques described above may be implemented 1n one or more
computer programs executing on (or executable by) a pro-
grammable computer including any combination of any
number of the following: a processor, a storage medium
readable and/or writable by the processor (including, for
example, volatile and non-volatile memory and/or storage
clements), an mput device, and an output device. Program
code may be applied to mput entered using the mput device
to perform the functions described and to generate output
using the output device.

[0098] Embodiments of the present invention include fea-
tures which are only possible and/or feasible to implement
with the use of one or more computers, computer processors,
and/or other elements of a computer system. Such features
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are either impossible or impractical to implement mentally
and/or manually. For example, embodiments of the present
invention mclude computer systems which include a vaniety
of components, such as the control server 102 and transac-
tion server 108, which are themselves computer systems,
and which communicate with each other over digital com-
munication networks, such as the Internet. Embodiments of
the present invention, therefore, are directed to 1mprove-
ments to computer technology.

[0099] Any claims herein which aflirmatively require a
computer, a processor, a memory, or similar computer-
related elements, are intended to require such elements, and
should not be interpreted as 11 such elements are not present
in or required by such claims. Such claims are not intended,
and should not be interpreted, to cover methods and/or
systems which lack the recited computer-related elements.
For example, any method claim herein which recites that the
claimed method 1s performed by a computer, a processor, a
memory, and/or similar computer-related element, 1s
intended to, and should only be mterpreted to, encompass
methods which are performed by the recited computer-
related element(s). Such a method claim should not be
interpreted, for example, to encompass a method that is
performed mentally or by hand (e.g., using pencil and
paper). Similarly, any product claim herein which recites
that the claamed product includes a computer, a processor, a
memory, and/or similar computer-related eclement, 1s
intended to, and should only be interpreted to, encompass
products which include the recited computer-related element
(s). Such a product claim should not be interpreted, for
example, to encompass a product that does not include the
recited computer-related element(s).

[0100] Each computer program within the scope of the
claims below may be implemented in any programming
language, such as assembly language, machine language, a
high-level procedural programming language, or an object-
oriented programming language. The programming lan-
guage may, for example, be a compiled or interpreted
programming language.

[0101] Each such computer program may be implemented
in a computer program product tangibly embodied 1n a
machine-readable storage device for execution by a com-
puter processor. Method steps of the invention may be
performed by one or more computer processors executing a
program tangibly embodied on a computer-readable medium
to perform functions of the invention by operating on input
and generating output. Suitable processors include, by way
of example, both general and special purpose microproces-
sors. Generally, the processor receives (reads) instructions
and data from a memory (such as a read-only memory and/or
a random access memory) and writes (stores) instructions
and data to the memory. Storage devices suitable for tangi-
bly embodying computer program instructions and data
include, for example, all forms of non-volatile memory, such
as semiconductor memory devices, including EPROM,
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EEPROM, and flash memory devices; magnetic disks such
as internal hard disks and removable disks; magneto-optical
disks; and CD-ROMSs. Any of the foregoing may be supple-
mented by, or icorporated in, specially-designed ASICs
(application-specific integrated circuits) or FPGAs (Field-
Programmable Gate Arrays). A computer can generally also
receive (read) programs and data from, and write (store)
programs and data to, a non-transitory computer-readable
storage medium such as an internal disk (not shown) or a
removable disk. These elements will also be found 1n a
conventional desktop or workstation computer as well as
other computers suitable for executing computer programs
implementing the methods described herein, which may be
used 1 conjunction with any digital print engine or marking
engine, display momnitor, or other raster output device
capable of producing color or gray scale pixels on paper,
film, display screen, or other output medium.

[0102] Any data disclosed herein may be implemented, for

example, 1n one or more data structures tangibly stored on

a non-transitory computer-readable medium. Embodiments

of the invention may store such data in such data structure(s)

and read such data from such data structure(s).

1. A method performed by at least one computer processor
executing computer program instructions tangibly stored on
at least one non-transitory computer-readable medium, the
method comprising:

(A) receiving, over a network at a control server, from an
initiator, a request to execute a transaction, wherein the
request includes a list specitying at least one authorized
participant;

(B) before receiving the request, creating a transaction
server and updating at least one security policy of the
transaction server to make the transaction server unad-
dressable, thereby prohibiting the control server and the
iitiator from seeing the transaction server on the
network and from sending network traflic to the trans-
action server:;

(C) 1n response to recerving the request, updating the at
least one security policy of the transaction server to
allow network traflic to be sent to and from the trans-
action server only by the at least one authorized par-
ticipant;

(D) 1n response to receiving the request, providing the

initiator with information about the transaction server,

including an address of the transaction server;

(E) using the transaction server to execute the transaction,
with the at least one authorized participant over the
network, independently of the control server, compris-
ng:

(E)(1) allowing only the at least one authorized partici-
pant to participate 1n the transaction; and

(F) in response to determining that the transaction satisfies
a termination criterion, terminating the transaction
Server.
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