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TRUSTED MONITORING SYSTEM AND
METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application 1s a continuation of U.S. patent
application Ser. No. 15/287,464, filed Oct. 6, 2016, 1ssued on
Dec. 10, 2019, which 1s a continuation of U.S. patent
application Ser. No. 14/480,362, filed on Sep. 8, 2014, which
1s a continuation of U.S. patent application Ser. No. 13/724,
942, filed on Dec. 21, 2012, 1ssued on Sep. 9, 2014 as U.S.
Pat. No. 8,830,033, which 1s a continuation of U.S. patent
application Ser. No. 12/641,139, filed on Dec. 17, 2009,
which 1s a continuation of U.S. patent application Ser. No.
11/418,380, filed on May 3, 2006, 1ssued on Feb. 2, 2010 as
U.S. Pat. No. 7,656,286, which claims a benefit of priority
from U.S. provisional Application No. 60/677,164 filed on
May 3, 2005 and of U.S. provisional Application No.
60/735,539 filed on Nov. 10, 2005, each of which 1s incor-
porated herein by reference 1n 1ts entirety for all purposes.
[0002] U.S. patent application Ser. No. 11/418,380 1s one
of a set of related U.S. applications filed May 3, 2006, the
set including: U.S. patent application Ser. No. 11/418,385
(now abandoned), Ser. No. 11/418,381 (now U.S. Pat. No.
7,609,159), Ser. No. 11/418,380 (now U.S. Pat. No. 7,636,
286), Ser. No. 11/418,472 (now abandoned), Ser. No.
11/417,910 (now abandoned), Ser. No. 11/418,496 (now
abandoned), Ser. No. 11/417,887 (now U.S. Pat. No. 7,312,
583), Ser. No. 11/418,448 (now U.S. Pat. No. 7,526.,453),
Ser. No. 11/418,382 (now abandoned), Ser. No. 11/418,395
(now abandoned), Ser. No. 11/418,447 (now abandoned),

and Ser. No. 11/417,893 (now abandoned). Each of the set
1s 1ncorporated by reference in 1ts entirety.

BACKGROUND

Field

[0003] The field of the mnvention relates to wireless sur-
veilllance and tracking. More particularly, the invention
relates to monitoring the state of potentially hostile envi-
ronments and threat assessment.

Description of the Related Technology

[0004] In the aftermath of Sep. 11, 2001 (9/11), studies
have focused on what could have been done before, during
and after; either to have prevented 1t from happening or
reduced the destruction and casualties. Two fundamental
weaknesses have been identified: 1) the failure to gather,
process and disseminate early indicators in an eflicient
manner, and 2) the lack of a common, 1teroperable com-
munications platform for distributing all forms of informa-
tion. Furthermore, the 9/11 attack pointed out the fact that
virtually every building, vehicle, public venue and person,
regardless of where 1t 1s 1n the world, 1s potentially vulner-
able as a future target. Thus, there 1s a need for improved
systems and methods for controlling security risks.

SUMMARY

[0005] The system, method, and devices of the mvention
cach have several aspects, no single one of which 1s solely
responsible for 1ts desirable attributes. Without limiting the
scope of this mnvention, its more prominent features will now
be discussed briefly. After considering this discussion, and
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particularly after reading the section entitled “Detailed
Description of Certain Embodiments™ one will understand
how the features of this invention provide advantages over
other error management solutions.

[0006] An embodiment of this invention provides a trusted
and highly reliable self-contained computer-controlled sens-
ing device that can be configured to monitor any object with
a variable number of sensors. Some aspects provide tempest
construction and remote re-programmability. Thus some
embodiments may be deployed for virtually any application
from home security to aircraft security.

[0007] One embodiment 1s a surveillance system includ-
ing a plurality of sensors configured to provide environmen-
tal and spatial data, and an electronic device configured to
receive the sampled environmental and spatial data from the
sensors. The electronic device i1s further configured to
receive monitoring 1instructions, and to use the recerved
monitoring instructions to process the received environmen-
tal and spatial data.

[0008] Another embodiment 1s a monitoring system
including a plurality of sensors configured to sense infor-
mation, and an electronic device configured to receive data
from the sensors. The electronic device 1s configured to
determine an alarm condition based upon the recerved data,
and the electronic device compares the received data to a
range ol acceptable values and conducts a selif-diagnosis
prior to transmitting the alarm condition to a remote device.

[0009] Another embodiment 1s a monitoring system
including a plurality of sensors configured to sense infor-
mation, and an electronic device configured to receive data
from the sensors. The electronic device 1s configured to
determine an alarm condition based upon the received data,
and the electronic device determines a state of reliability of
the sensor that the data 1s received from, and conducts a
self-diagnosis based on the determined state of reliability
prior to transmitting the alarm condition to a remote device.

[0010] One embodiment 1s a surveillance system includ-
ing a plurality of sensors configured to sample environmen-
tal and spatial conditions, and an electronic device config-
ured to receive data from the sensors. The electronic device
1s further configured to monitor the received data for anoma-
lies by comparing the received data to a range of acceptable
values, and the electronic device includes a motion sensor
configured to detect unauthorized contact with the electronic
device.

[0011] Another embodiment 1s a system including a sensor
configured to sample environmental and spatial conditions,
where the sensor includes a motion sensor. The system also
includes an electronic device configured to receive data from
the sensor and to determine integrity of the received data.
The electronic device 1s further configured to monitor data
received from the motion sensor to detect unauthorized
contact with the sensor.

[0012] Another embodiment 1s a surveillance system
including a plurality of sensors configured to sample envi-
ronmental and spatial conditions, and an electronic device
configured to receive data from the sensors. The electronic
device 1s further configured to monitor the received data, and
the electronic device includes a motion sensor. The elec-
tronic device 1s further configured to transmit an alarm
condition to a remote device 1 the motion sensor data
indicates that the electronic device moves outside of a
pre-defined area.
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[0013] Another embodiment 1s a monitoring system
including at least one sensing device including a plurality of
sensors including a motion sensor, and an electronic device
configured to receive data from the sensing device. The
clectronic device 1s further configured to monitor the
received data and to determine 1ntegrity of the recerved data.
The electronic device further 1s configured to monitor data
received from the motion sensor to detect movement of the
sensing device, and the electronic device 1s further config-
ured to transmit an alarm condition to a remote device 1f the
motion sensor data indicates that the sensing device moves
outside of a pre-defined area.

[0014] Another embodiment 1s a system including a plu-
rality of sensors, and an electronic device configured to
recelve data from the sensors, where the electronic device 1s
configured to transmit sensor data in a secure manner to a
remote server, and where the electronic device includes a
sensor for detecting jamming.

[0015] One embodiment 1s a system 1ncluding a plurality
of sensors, and an electronic device including at least two
redundant processors each configured to receive data from
the sensors and determine an alarm condition. The electronic
device confirms determination of an alarm condition by both
processors before generating an alarm signal.

[0016] Another embodiment 1s a surveillance system
including a plurality of redundant sensors, and an electronic
device configured to receive data from at least two of the
redundant sensors and determine an alarm condition based
on redundant data received from each of the redundant
sensors. The electronic device confirms determination of an
alarm condition by a majority of the redundant sensors
before generating an alarm signal.

[0017] Another embodiment 1s a system including at least
one sensor configured to sample environmental and spatial
conditions and to transmit the sampled data over a plurality
of communication links to an electronic device, and an
clectronic device configured to receive data from the sensors
over the two communication links and determine integrity of
the data received over the two communication links. The
clectronic device determines one of the communication links
to be unreliable based on the integrity of the data recerved.

[0018] Another embodiment 1s a redundant surveillance
system 1ncluding a first monitoring device configured to
recetve data over a first communication link, a second
monitoring device configured to receive data over a second
communication link, and a plurality of redundant sensors 1n
a secure container configured to sample environmental and
spatial conditions configured to transmit the sampled data
over a the first communication link to the first monitoring
device. The redundant sensors are configured to receive
confirmation of receipt of the data from the first monitoring
device over the first communication link, and where the
redundant sensors are configured to transmit the sampled
data to the second monitoring device over the second
communication link to the second monitoring device.

[0019] One embodiment 1s a monitoring system, where the
monitoring system includes a plurality of communication
devices that are authorized to communicate in the monitor-
ing system. The system also includes a plurality of sensors
authorized and configured to communicate in the monitoring
system, and an electronic device authorized to communicate
in the monitoring system and configured to receive data 1n
a secure manner from the sensors when a task authorization
message 1s received and authenticated as having been trans-
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mitted from a remote master device authorized to commu-
nicate 1 the monitoring system. The task authorization
message includes information identifying at least the sensor
from which to receive the data, and the electronic device
authenticates and encrypts the received data prior to trans-
mitting the received data to the remote master device.

[0020] Another embodiment 1s a monitoring system,
where the momitoring system includes a plurality of com-
munication devices that are configured to communicate 1n a
secure manner in the monitoring system, the system includ-
ing a plurality of non-system sensors configured to sense
information, where the non-system sensors are not autho-
rized to communicate securely 1n the monitoring sensor, and
an electronic device authorized to communicate in the
monitoring system and configured to recerve data from the
non-system sensors when a task authorization message 1s
received and authenticated as having been transmitted from
a remote master device authorized to communicate in the
monitoring system. The task authorization message includes
information 1dentifying at least the non-system sensor from
which to receive the data, and the electronic device authen-
ticates and encrypts the received data prior to transmitting
the received data to the remote master device.

[0021] Another embodiment 1s a monitoring system,
where the monitoring system includes a plurality of com-
munication devices that are authorized to communicate in
the monitoring system. The system also includes a plurality
of sensors configured to sense mformation, where the sen-
sors are authorized and configured to communicate in the
monitoring system, and where the sensors are configured to
be 1 a sleep mode until activated by a task authorization
message recerved from a master device authorized to com-
municate in the monitoring system, and an electronic master
device authorized to communicate 1n the monitoring system
and configured to transmit a task authorization message to
the sensors. The task authorization message includes infor-
mation 1dentifying at least the sensor from which to receive
sensed information, and where the sensor encodes a digital
signature and encrypts the sensed information prior to
transmitting the sensed information to the electronic master
device.

[0022] Another embodiment 1s a monitoring system,
where the momtoring system includes a plurality of com-
munication devices that are authorized to communicate in
the monitoring system, where the system includes a plurality
of sensors, and an electronic device authorized to commu-
nicate 1 the monitoring system and configured to receive
data from the sensors when a task authorization message 1s
received and authenticated as having been transmitted from
a remote master device authorized to communicate 1n the
monitoring system. The task authorization message includes
information i1dentifying at least the sensor from which to
recetve the data, the electronic device authenticates and
encrypts the received data prior to transmitting the received
data to the remote master device via a {irst communication
pathway, and the electronic device 1s configured to confirm
receipt of the transmitted data by the remote master device.

[0023] One embodiment 1s a monitoring system including
an environmental sensor configured to detect environmental
information associated with an object, an 1dentification
sensor configured to identily the object, a timing device
configured to provide time imnformation including a time of
day and a date, a location sensor configured to receive
location information, and an electronic device configured to
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recelve data from the environmental sensor, the identifica-
tion sensor, the timing device and the location sensor. The
clectronic device 1s further configured to transmit the
received data such that the timing information, object iden-
tification information, the location information and the envi-
ronmental information can be linked together, where the
linked data 1s transmitted to a remote device 1n a secure
mannet.

[0024] Another embodiment i1s a container monitoring
system including a plurality of sensors configured to detect
environmental mformation about an area inside or outside
the container, a timing device configured to provide time
information including a time of day, a location sensor
configure to receive location information, and an electronic
device configured to receive data from the plurality of
sensors, the timing device and the location sensor. The
clectronic device 1s further configured to transmit the
received data such that the timing information, the location
information and the environmental information 1s synchro-
nized, where the synchronized data 1s transmitted to a
remote device 1n a secure manner.

[0025] Another embodiment 1s a portable monitoring sys-
tem including a tempest constructed housing to provide
shielding for enclosed devices. The housing encloses an
environmental sensor configured to detect environmental
information, a timing device configured to provide time
information including a time of day and a date, a location
sensor configured to receive location information, and an
processor configured to receive data from the environmental
sensor, the timing device and the location sensor. The
clectronic device 1s further configured to transmit the
received data such that the timing information, object iden-
tification information, the location information and the envi-
ronmental information 1s synchronized, where the synchro-
nized data i1s transmitted to a remote device 1n a secure
manner.

[0026] One embodiment 1s a system including a plurality
ol sensors, a remote device configured to transmit secure
instructions, and an electronic device configured to receive
data from the sensors. The electronic device 1s further
configured to receive the secure mstructions from the remote
device, where the secure instructions direct the electronic
device to recerve data from one or more of the sensors.

[0027] Another embodiment 1s a method including receiv-
ing data at an electronic device from a first sensor, and
receiving instructions from a remote device, where the
instructions direct the electronic device to receive data from
a second sensor instead of the first sensor. The method also
includes discontinuing the receiving of data from the first
sensor, and receiving data at the electronic device from the
second sensor.

[0028] Another embodiment 1s a system including a plu-
rality of sensors, a remote device configured to transmit
encrypted monitoring instructions, and an electronic device
configured to receive data from the sensors. The electronic
device 1s further configured to recerve and decrypt the
monitoring instructions from the remote device via a net-
work, where the monitoring instructions include a monitor-
ing schedule for one or more of the plurality of sensors, and
the electronic device 1s configured to received data from the
sensors 1n accordance with the recerved monitoring sched-
ule.

[0029] Another embodiment 1s a method including receiv-
ing an encrypted monitoring schedule from a remote device,

Apr. 16, 2020

where the monitoring schedule defines a sensing schedule
for a plurality of sensors and where the monitoring schedule
identifies at least one alarm threshold. The method also
includes decrypting the monitoring schedule, receiving data
from one or more sensors based upon the received sensing
schedule, determining an alarm condition based upon the
alarm threshold and data received from the sensor, encrypt-
ing notification of the alarm condition, and transmaitting the
encrypted notification of the alarm condition to the remote
device.

[0030] Another embodiment 1s a system including a plu-
rality of sensors, a remote device configured to transmit
encrypted monitoring instructions, where the encrypted
monitoring 1nstructions include a tolerance range for at least
one of the sensors, and an electronic device configured to
receive sensor data from the sensors. The electronic device
1s Turther configured to receive, authenticate and decrypt the
encrypted monitoring instructions from the remote device,
the electronic device configured to compare the sensor data
to the received tolerance range.

[0031] Another embodiment 1s a method including receiv-
ing encrypted monitoring mstructions from a remote device,
where the monitoring instructions include a tolerance range
for sensed data from at least one sensor. The method also
includes decrypting the monitoring instructions, determin-
ing whether the sensed data are within the 1dentified toler-
ance range, and transmitting an encrypted alarm signal to the
remote device when the sensed data falls outside the 1den-
tified tolerance range.

[0032] Another embodiment 1s a system including a plu-
rality of sensors, a remote device configured to transmit
encrypted monitoring instructions, where the encrypted
monitoring instructions identity one or more of the plurality
of sensors. The system also includes a sensing schedule, and
one or more alarm thresholds, and an electronic device
configured to recerve sensor data from the sensors in accor-
dance with the sensing schedule. The electronic device 1s
further configured to receive and decrypt the monitoring
instructions, and to 1dentity alarm conditions based upon the
identified alarm thresholds and sensed data from the sensors.

[0033] Another embodiment 1s a method including receiv-
ing encrypted monitoring istructions from a remote device,
where the monitoring instructions include a tolerance range
for sensed data from at least one sensor. The method also
includes decrypting the monitoring instructions, determin-
ing whether the sensed data are within the 1dentified toler-
ance range, and transmitting an encrypted alarm signal to the
remote device when the sensed data falls outside the 1den-
tified tolerance range.

BRIEF DESCRIPTION OF THE DRAWINGS

[0034] FIG. 1A illustrates an example of a communication
system for providing redundant communications between
one or more master umts and one or more remote sensor
units.

[0035] FIG. 1B illustrates another example of a commu-
nication system between communication devices.

[0036] FIG. 2 1s a functional block diagram of certain
components ol a master unit.

[0037] FIG. 3 1s a functional block diagram of certain
components of a remote sensor unit.

[0038] FIG. 4 1s a flowchart 1llustrating certain blocks 1n
a method of processing communications in a master unit.
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[0039] FIG. 5 1s a flowchart 1llustrating certain blocks 1n
a method of processing communications in a remote sensor
unit.

[0040] FIG. 6A 1s a data packet that may be used 1n
communicating messages to/from the master units, the cen-
tral data collection servers and/or the remote sensor units.

[0041] FIG. 6B 1s a data packet that may be used in
communicating sampled sensor data from the sensor unit to
the master unit.

[0042] FIG. 7 1s an example of a data package for com-
municating between a master unit and a base station.

[0043] FIG. 8 1s a master unit task assignment script for
communicating task assignments to a master unit.

[0044] FIG. 9 1s an example of a data collection unit
housing.
[0045] FIG. 10 depicts an example of placement of a data

collection unit within a shipping container.

[0046] FIG. 11A to 11C show example embodiments of

positioning of data collection units for use 1n the global
communication system of FIGS. 1A and 1B.

DETAILED DESCRIPTION

[0047] Methods and apparatus for monitoring remotely
located objects with a system comprised of at least one
master data collection unit, any number of remote sensor
units, and a central data collection server are described. The
master unit can be configured to monitor any object, mobile
or stationary, including monitoring multiple remote sensor
units associated with the objects being monitored. The
master umt may be in a fixed location, or attached to a
mobile object. The master unit can be configured for moni-
toring objects that enter and leave the area where i1t 1s
located. The master unit may act as a parent controller for
one or more child devices, wherein the child devices can be
remote sensors or monitors of various measurable conditions
including environmental conditions, substance identifica-
tion, product 1dentification and biometric 1dentification. The
master unit may be able to discover new remote sensor units
as they enter or leave the areca where the master unit is
located. The master unit may be able to be remotely repro-
grammed. The reprogramming may be accomplished with
authenticated instructions.

[0048] The remote sensor units are configured to commu-
nicate with the master unit. The communication can be over
a secure communication link. Remote sensors can be com-
manded to provide monitored information to the master unit
on an as needed basis, on a fixed time basis or 1n other ways.
Remote sensor units may be connected to various peripheral
measuring devices.

[0049] The central data collection server 1s connected to
the master unit via one or more communication links. The
central data collection server can send instructions to the
master unit over the one or more communication links. The
instructions can include monitoring task istructions, repro-
gramming instructions, diagnostic test mstructions and oth-
ers.

[0050] Redundancy of system elements adds to the reli-
ability of the system. In some embodiments, each unit (e.g.,
central data collection servers, master units and remote
sensor units can communicate over at least two communi-
cation links to at least two other entities. In some embodi-
ments, independent (redundant) encryption key exchanges
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are used for all messaging between the various units. In
some embodiments redundant power supplies are used for
the units.

[0051] What follows 1s the description of a umversal
“black-box” surveillance device capable of use 1n buildings,
bridges, vehicles or containers so as to create a uniform
surveillance infrastructure across all vertical applications.
Each device would be configured to sample, transmit and
process phenomena in exactly the same manner so as to
climinate the notorious problem with data analysis—com-
paring ‘apples’ data to ‘oranges’ data. By standardizing all
common processes, this imnvention overcomes the stovepipe
nature of traditional solutions and opens the door to near
real-time sharing of early-warning data. Indeed, managers of
critical infrastructure are increasingly acknowledging their
interdependence and desire to collaborate on the creation of
a 360 degree surveillance capabaility built for interoperability
with a goal of prevention.

[0052] In the following description, specific details are
given to provide a thorough understanding of the disclosed
methods and apparatus. However, 1t will be understood by
one of ordinary skill 1n the art that the disclosed methods and
apparatus may be practiced without these specific details.
For example, electrical components may be shown 1n block
diagrams 1n order not to obscure certain aspects 1n unnec-
essary detail. In other instances, such components, other
structures and techniques may be shown 1n detail to turther
explain certain aspects.

[0053] It 1s also noted that certain aspects may be
described as a process, which 1s depicted as a flowchart, a
flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a
sequential process, many of the operations can be performed
in parallel or concurrently and the process can be repeated.
In addition, the order of the operations may be re-arranged.
A process 1s terminated when its operations are completed.
A process may correspond to a method, a function, a
procedure, a subroutine, a subprogram, etc. When a process
corresponds to a function, its termination corresponds to a
return of the function to the calling function or the main
function.

[0054] FIG. 1A illustrates an example of an infrastructure
of a communication system for providing redundant com-
munications between one or more master units and one or
more remote sensor units. The example 1llustrated 1s a cargo
ship with multiple shipping containers 100. The shipping
containers 100 may each have one or more master data
collection units 105 (each container 1s depicted with one
master unit 105 in this example). The containers contain
objects (not shown) that may contain remote sensing units
(not shown) attached to the objects. Additionally, remote
sensing units 110 may be positioned at other areas in and/or
outside the containers. In some cases a device may be
connected to a plurality of antennae to overcome positioning
problems (e.g., containers stacked on a ship).

[0055] Preferably, the remote sensor units 110 and the
master units 105 communicate over two or more channels to
one or more other communication links to two or more
communication devices. As discussed above, the master
units 105 communicate with one or more remote sensor
units 110. However, the master units 105 can also commu-
nicate with various other communication devices and/or
networks, either for the purpose of collecting data or relay-
ing data to another device with a more robust direct com-
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munication channel, serving as a peer-to-peer or ad hoc-
network. For example, the communication link 1 shows a
master unit 105 commumcating with another master unit
105. Communication link 2 shows a master unit 105 com-
municating with a satellite relay 115. The communication
link § illustrates a master unit 105 communicating with a
land or sea based antenna relay 120. The communication
links 2a and 3 depict a remote sensor umt 110 communi-
cating with two relay satellites 115. Communication link 1a
depicts a remote sensor unit 110 communicating with
another remote sensor unite 110 (e.g., a relay station). By
having the secondary communication links 1, 1a, 2, 2a, 3,
and 3, the structions and/or responses to 1nstructions can
be forwarded to the intended remote sensor unit 110 or
master unit 105. For example, a master unit 105 can com-
municate with the land or sea based antenna 120 which can
then forward the communication to a second master unit 105
via a communication link 5a.

[0056] Intermediary relay stations may also be used 1n
forwarding messages. For example, the remote sensor 110a
may communicate a monitoring measurement to the relay
satellite 115 on communication link 3, which the forwards
the message to an on-ship intermediary satellite receiver via
communication link 6a. The imntermediary on-ship receiver
can then forward the message to the master unit 105 (e.g.,
the master unit that requested a measurement from the
remote sensor) via communication link 6. Other types of
communication links not shown in FIG. 1 that can be part of
the redundant communication infrastructure include cellular
telephone networks, LANs (wired or wireless local area
networks), WANs, and wired networks (for fixed location
units).

[0057] FIG. 1B illustrates another example of a commu-
nication system between communication devices. The com-
munication system can represent communication flow at
multiple levels. In one embodiment the master unit 105
serves as a data collection server and communicates with
one or more of the remote sensor units 110 that serve as
trusted monitoring devices. At another level, the data col-
lection server can be a central data collection server 125 that
communicates with one or more master units 105 that serve
as the trusted monitoring devices. Communications can be
direct between the data collection server (105 or 125) and
the trusted monitoring devices (110 or 105). Communica-
tions can also be relayed via one or more relay stations such
as the relay satellites 115 and the antennas 120.

[0058] Redundancy of communication as 1llustrated by the
various communication links of FIG. 1A 1s only one level of
redundancy offered 1n some embodiments. Further reliabil-
ity 1s atforded by other redundancy built into the master units
and remote sensor units. FIG. 2 1s a functional block diagram
ol certain components of a master unit, such as the master
units 105 discussed above. The master unit system 200
preferably includes a redundant microprocessor component
202. However, a single microprocessor unit 202 could be
utilized. The microprocessor 202 may be one or more of any
conventional general purpose single- or multi-chip micro-
processor such as a Pentium® processor, Pentium II®
processor, Penttum processor, Pentium IV® processor, Pen-
tium® Pro processor, a 8051 processor, a MIPS® processor,
a Power PC® processor, or an ALPHA® processor. In
addition, the microprocessor 202 may be one or more of any
conventional special purpose microprocessor such as a digi-
tal signal processor. The microprocessor 202 1s linked to
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various other modules on the master unit system 200 with
conventional address lines, conventional data lines, and/or
conventional control lines for purposes of data transier,
istruction reception and transmission and data processing.

[0059] Memory 1s provided by a memory component 204
and/or a data storage unit 206. Preferably, both the memory
component 204 and the data storage unit 206 provide
redundancy in the form of spatial redundancy (different
portions of the same medium), or unit redundancy where
two separate devices contain redundant data. Memory refers
to electronic circuitry that allows information, typically
computer data, to be stored and retrieved. Memory can refer
to external devices or systems, for example, disk drives or
tape drives. Memory can also refer to fast semiconductor
storage (chips), for example, Random Access Memory
(RAM) or various forms of Read Only Memory (ROM), that
are directly connected to the processor. Other types of
memory include bubble memory and core memory. Memory
also includes storage devices (internal or external) including
flash memory, optical memory and magnetic memory.

[0060] The master unit system 200 1s comprised of various
modules 208-228. As can be appreciated by one of ordinary
skill 1n the art, each of the modules 208-228 comprise
various sub-routines, procedures, definitional statements,
and macros. Each of the modules 208-228 are typically
separately compiled and linked into a single executable
program. Therefore, the following description of each of the
modules 208-228 1s used for convenience to describe the
functionality of the master unit system 200. Thus, the
processes that are undergone by each of the modules 208-
228 may be arbitrarily redistributed to one of the other
modules, combined together in a single module, or made
available 1n a shareable dynamic link library. Further each of
the modules 208-228 could be implemented in hardware.

[0061] A networking circuitry module 208 contains logic
and or circuitry for communication of various communica-
tion links such as the communication links 1 through 6 and
1a through 6a discussed above 1n reference to FIG. 1A. The
networking circuitry module 208 may include circuitry for
communicating over wireless communication links that may
comprise, for example, part of a code division multiple
access (CDMA or CDMA2000) communication system, a
frequency division multiple access (FDMA) system, an
orthogonal frequency division multiple access (OFDM) sys-

tem such as WiMax (IEEE 802.16x), a time division mul-
tiple access (I DMA) system such as GSM/GPRS (General

Packet Radio Service)EDGE (enhanced data GSM envi-
ronment) or TETRA (Terrestrial Trunked Radio) mobile
telephone technology for the service industry, a wideband
code division multiple access (WCDMA), a high data rate
(1xEV-DO or 1xEV-DO Gold Multicast) system, or in
general any wireless communication system employing a
combination of techniques. The networking circuitry mod-
ule 208 may include circuitry for communicating over wired
communication links that may comprise, for example, co-
axial cable, fiber-optic cable and others.

[0062] An alarm module 210 contains circuitry for receiv-
ing notification, via pushed messaging or through periodic
monitoring of data from various alarm sensors. Alarm sen-
sors may be linked via wired and or wireless communication
links. The alarm sensors may monitor audible (audio) sig-
nals, visual (video) signals, or on/off type of alerts such as
door locks, intruder alerts etc.
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[0063] An external ports module 212 may provide 1/O to
vartous external devices including input/output devices,
display devices, printers, cameras, antennas and remote
sensors. Preferably, redundant wireless communication links
are also provided, via the networking circuitry module 208,
for any of the external devices connected via the external
ports. Typically, the wired external devices are connected to
the computer using a standards-based bus system. In differ-
ent embodiments of the present invention, the standards

based bus system could be Peripheral Component Intercon-
nect (PCI), Microchannel, SCSI, Industrial Standard Archi-

tecture (ISA) and Extended ISA (EISA) architectures.

[0064] An air circulation component 214 may have mul-
tiple mput ports for sampling air from various sources.
Ducting 1s connected to the ports to be located 1n various
areas ol the momitored area. The air intake system includes
a fan, a vacuum or other means of moving air so as to supply
one or more sensors with unadulterated samples. Details of
the air intake analysis system are discussed below.

[0065] A global positioning system (GPS) 216 1s used to

track the location of the master unit. The GPS module may
be connected to an external antenna 1n situations where the
master unit 1s housed 1n a shielded container or location. The
GPS system can also receive measurements from remote
sensor units that contain GPS tracking ability. Thus, multiple
objects can be tracked by the same master unit. In addition,
multiple sensor units containing GPS capability can com-
bine their satellite signals 1n order to speed up convergence
and capture of the necessary number of GPS satellites. GPS
signals may also be combined with other signals to further
refine the exact location of the object.

[0066] Instructions refer to computer-implemented steps
for processing information in the system. Instructions can be
implemented 1in software, firmware or hardware and 1nclude
any type of programmed step undertaken by components of
the system. Instructions received by and transmitted by the
master unit 200 are typically encrypted. A digital certificate
storage and authentication module 218 1s used to establish
secure connections with the multiple remote sensor units,
relay units, intermediary units and central data collection
servers ol the global system shown 1n FIG. 1A. An encryp-
tion and decryption module 220 1s used to encrypt messages
transmitted by and decrypt messages received by the master
unit 220. Redundant encryption keys can be used over the
redundant channels for added security. The type of encryp-
tion for a given task shall be defined by the Assignment
Script discussed below 1n reference to FIG. 8.

[0067] An on-board power management module 222 1is
used to monitor batteries, backup batteries, and/or fuel cells
as well as external power source reliability and vanability.
The state of all power sources 1s monitored at periodic
intervals for both quantity and quality so as to get early
warning ol future operational limitations.

[0068] An external power module 224 1s used to convert
power from multiple sources for use when available. The
power module 224 can sense when the master unit 1s
plugged into various voltage levels, AC and/or DC sources
in order to power the unit 1n multiple areas of the world
having different power levels and reliability. Filtering can be
used to smooth out power surges 1n areas where the external
power 1s unreliable. Switching to internal power can be
automated when power spikes or power loss 1s detected. An
uninterruptible power supply 1s preferred. In some embodi-
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ments, anomalies 1 the power supply are logged and
reported to the central data collection server.

[0069] The remote control of door/orifice entry/exit can be
monitored/controlled by module 226. The master unit can
control the unlocking and or opening of doors using electro-
mechanical, pneumatic devices or other means known to
those 1n the art.

[0070] A suite of remote sensor command and control
modules 228A to 228K, preferably all redundant, are used to
connect peripherals directly to the master unit or to allow the
master unit to interact with the remote sensors. The various
remote sensor types will be presented below. Additional
remote sensor suites can be added to the master unit by
recognizing the presence of a new remote sensor. For
example, the new remote sensor may be recogmzed by
monitoring for and receiving an i1dentification signal broad-
cast by the new remote sensor. The 1dentification signal may
contain identification information that identifies a type of
sensor, a model number etc. The master unit can conduct
authentication of the new remote sensor or transmit the
identification information to a central server for evaluation
and/or approval to communicate with the new sensor. The
server can then send a new assignment script that includes
new instructions for adding the new remote sensor to the
monitoring schedule of the master unit. Additionally, new
remote sensor slots can be added by remote programming in
order to enhance the number of remote sensors that the
master unit can recognize and/or command and interact
with. In some embodiments, empty slots 1n the master
device can be filled with new sensors or external, remote
chuld sensors units can communicate with the master. Pret-
erably, any sensor 1s first authenticated prior to communi-
cating with a second device.

[0071] FIG. 3 1s a functional block diagram of certain
components of a remote sensor unit, such as the remote
sensor units 105 discussed above. The remote sensor unit
system 300 preferably includes a redundant microprocessor
component 302. However, a single microprocessor unit 302
could be utilized. The microprocessor 302 may be one or
more of any conventional general purpose single- or multi-
chip microprocessor such as a Pentium® processor, Pentium
II® processor, Pentium III® processor, Pentium IV® pro-
cessor, Pentium® Pro processor, a 8051 processor, a MIPS®
processor, a Power PC® processor, or an ALPHA® proces-
sor. In addition, the microprocessor 302 may be one or more
ol any conventional special purpose microprocessor such as
a digital signal processor. The microprocessor 302 1s used as
the main computing source of various other modules on the
remote sensor unit system 300 with conventional address
lines, conventional data lines, and/or conventional control
lines for purposes of data transier, instruction reception and
transmission and data processing. In some embodiments, the
remote sensor unit acts as a slave device to the master unit,
¢.g., only doing a subset of the master device functions, e.g.,
not communicating with the central data collection server
directly.

[0072] Memory 1s provided by a memory component 304
and/or a data storage unit 306. Preferably, both the memory
component 304 and the data storage unit 306 provide
redundancy in the form of spatial redundancy (diflerent
portions of the same medium), or unit redundancy where
two separate devices contain redundant data. Memory refers
to electronic circuitry that allows information, typically
computer data, to be stored and retrieved. Memory can refer
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to external devices or systems, for example, disk drives or
tape drives. Memory can also refer to fast semiconductor
storage (chips), for example, Random Access Memory
(RAM) or various forms of Read Only Memory (ROM), that
are directly connected to the processor. Other types of
memory include bubble memory and core memory. Memory
also includes storage devices (internal or external ) including
flash memory, optical memory and magnetic memory.

[0073] The remote sensor unit system 300 1s comprised of
various modules 308-324. As can be appreciated by one of
ordinary skill in the art, each of the modules 308-324
comprise various sub-routines, procedures, definitional
statements, and macros. Fach of the modules 308-324 are
typically separately compiled and linked into a single
executable program. Therefore, the following description of
cach of the modules 308-324 1s used for convenience to
describe the functionality of the remote sensor unit system
300. Thus, the processes that are undergone by each of the
modules 308-324 may be arbitrarily redistributed to one of
the other modules, combined together 1n a single module, or
made available 1n a shareable dynamic link library. Further
cach of the modules 308-324 could be implemented 1n
hardware.

[0074] A networking circuitry module 308 contains logic
and or circuitry for communication of various communica-
tion links such as the communication links 1 through 6 and
1a through 6a discussed above 1n reference to FIG. 1A. The
networking circuitry module 308 may include circuitry for
communicating over wireless communication links that may
comprise, for example, part of a code division multiple
access (CDMA or CDMA2000) communication system, a
frequency division multiple access (FDMA) system, an
orthogonal frequency leISlOIl multiple access (OFDM) sys-

tem such as WiMax (IEEE 802.16x), a time division mul-
tiple access (T DMA) system such as GSM/GPRS (General

Packet Radio Service)EDGE (enhanced data GSM envi-
ronment) or TETRA (Terrestrial Trunked Radio) mobile
telephone technology for the service industry, a wideband
code division multiple access (WCDMA), a high data rate
(1xEV-DO or 1xEV-DO Gold Multicast) system, or in
general any wireless communication system employing a
combination of techniques. The networking circuitry mod-
ule 308 may include circuitry for communicating over wired
communication links that may comprise, for example, co-
axial cable, fiber-optic cable and others.

[0075] An external ports module 312 may provide 1/O to
vartous external devices including input/output devices,
display devices, printers, cameras, antennas and remote
sensors. Preferably, redundant wireless communication links
are also provided, via the networking circuitry module 308,
for any of the external devices connected via the external
ports. Typically, the wired external devices are connected to
the computer using a standards-based bus system. In differ-
ent embodiments of the present invention, the standards

based bus system could be Peripheral Component Intercon-
nect (PCI), Microchannel, SCSI, Industrial Standard Archi-

tecture (ISA) and Extended ISA (EISA) architectures.

[0076] An air circulation component 314 may have mul-
tiple mput ports for sampling air from various sources.
Ducting 1s connected to the ports to be located at various
locations of the monitored area. The air intake system
includes a fan, a vacuum or other means of moving air so as
to supply one or more sensors with unadulterated samples.
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[0077] A global positioning system (GPS) 316 1s used to
track the location of the remote sensor unit. The GPS module
may be connected to an external antenna 1n situations where
the master unit 1s housed 1n a shielded container or location.
The GPS system can also receive measurements from other
remote sensor units that contain GPS tracking ability and are
in range of the remote sensor unmit. Signal levels can be used
to estimate ranges to other remote sensor units containing
GPS modules 318. In addition, multiple sensor units con-
taining GPS capability can combine their satellite signals in
order to accelerate acquisition of the necessary number of

GPS satellites.

[0078] Instructions received by and transmitted by the
remote sensor unit 300 are typically encrypted. A digital
certificate storage and authentication module 318 1s used to
establish secure connections with the multiple remote sensor
units, relay units, intermediary units and central data col-
lection servers of the global system shown in FIG. 1A. An
encryption and decryption module 320 1s used to encrypt
messages transmitted by and decrypt messages received by
the master unit 220. Redundant encryption keys can be used
over the redundant channels for added secunity.

[0079] An on-board power management module 322 is
used to monitor batteries, backup batteries, and/or fuel cells
as well as external power source reliability and varability.
In some embodiments, anomalies 1n the power supply are
logged and reported to a controlling master unit or for-
warded to another communication device as 1n a peer-to-
peer and/or ad hoc network.

[0080] An external power module 324 1s used to convert
power from multiple sources for use when available. The
power module 324 can sense when the master unit 1s
plugged mto various voltage levels, AC and/or DC sources
in order to power the unit 1n multiple areas of the world
having different power levels and reliability. Filtering can be
used to smooth out power surges 1n areas where the external
power 1s unrcliable. Switching to internal power can be
automated when power spikes or power loss 1s detected. An
unminterruptible power supply 1s preferred.

[0081] FIG. 4 1s a flowchart 1llustrating certain blocks 1n
a method of processing communications 1 a master unit.
The process 400 typically starts in a hibernation state. The
master unit then transiers out of the hibernation state to step
410 1n order to monitor one or more communication links for
incoming instructions (e.g., from the central data collection
server 125 1 FIG. 1B). Monitoring for incoming instruc-
tions at step 410 can be continuous, periodic, or random. IT
no 1instruction 1s received at step 410, the process 400
proceeds to step 415 where 1t returns to the hibernation state.
If istructions are receirved at step 410, the process 400
proceeds to step 420.

[0082] Step 420 mnvolves authenticating the server from
which the recerved instructions originated. Authentication
can include known techmiques such as digital IDs with
corresponding digital signatures. It the authentication shows
that the received message 1s authentic, the process 400
continues to step 425. However 1 the authentication shows
the 1nstructions to be false, the process 400 can return to the
hibernation state or return to step 410 to detect another
incoming instruction. Details of authentication will be dis-
cussed below 1n relation to FIGS. 6 and 7.

[0083] Ifthe received instructions are authenticated at step
420, the process can continue at one or more other steps 430
to 445, depending on the received mstructions. The mnstruc-
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tions are preferably encrypted and the authenticating device
decrypts the instructions before performing and/or instruct-
ing other devices to perform the tasks. The instruction may
direct the master unit to conduct diagnostic tests, step 430,
query and authenticate subsystem modules, components
and/or remote sensor units, step 435, execute tasks defined
in a script, step 440, and/or transmit data packages to one or
more remote servers. After completing the instructed tasks
the process 400 generally proceeds to step 415 and returns
to the hibernation state. Details of the various actions taking,
place 1n the steps shown 1 FIG. 4 will be discussed below
in relation to the individual tasks performed by the master
unit.

[0084] Instructions received by the master unit while
performing the process 400 may require the master unit to
transmit 1nstructions to one or more ol the remote servers.
Additionally, the master unit may be programmed to trans-
mit 1nstructions to remote sensors autonomously without
receiving command instructions.

[0085] FIG. 5 1s a flowchart 1llustrating certain blocks 1n
a method of processing instructions 1n a remote sensor unit.
In this example, the 1nstructions pertain to sampling a sensor
measurement and transmitting the sampled data to the
master unit. It should be noted, that the sensor unit can also
be 1nstructed to perform processing to that shown in FIG. 4
(e.g., diagnostic tests, reprogramming, etc.) The process S00
typically starts 1n a hibernation state. The master unit then
transiers out of the hibernation state to step 510 1n order to
monitor one or more commumcation links for mcoming
istructions (e.g., from the master unit 105 1n FIGS. 1A and
1B). Monitoring for incoming instructions at step 510 can be
continuous, periodic, or random. If no mstruction 1s received
at step 510, the process 500 proceeds to step 5135 where 1t
returns to the hibernation state. I instructions are recerved
at step 310, the process 500 proceeds to step 520.

[0086] Step 520 involves providing the master unit with
the remote sensor unit’s digital ID/signature, thus authenti-
cating the remote sensor to the master unit that sent the
instructions. Authentication can include known techniques
such as digital IDs with corresponding digital signatures.
The master unit can perform the authentication of the remote
sensor’s response and determine whether or not to use the
forthcoming sensor data. Authentication of the master unit to
the remote sensor can also be done at step 520. The master
unit will provide a digital 1D/signature 1n the instruction
message received at step 5310 and the remote sensor will
authenticate the master unit. This two-way type of authen-
tication protects both the master unit and the remote sensor
from being hacked. If the authentication shows that the
received message 1s from an authentic master umnit, the
process 500 continues to step 525. However 1f the authen-
tication shows the instructions come from an unauthentic
master unit, the process 500 can return to the hibernation
state or return to step 510 to detect another mcoming
instruction. Details of authentication will be discussed
below 1n relation to FIGS. 6 and 7.

[0087] If the receirved instructions are determined to be
authentic at step 520, the process can continue at step 523
where the remote sensor unit samples one or more of the
measurements that it 1s equipped to sample. The remote
sensor may be instructed to sample for a certain time period
or at a certain interval. If the sampling 1s to be terminated at
a certain time, as per predetermined or received instructions,
the sampling 1s stopped at step 330.
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[0088] If the sampling 1s not stopped at step 530 (e.g., 1n
a case where a sampling measurement 1s continued 1ndefi-
nitely or at least for a period of time longer than the time to
update the master unit), the remote sensor unmit may peri-
odically transfer the sampled data to the master unait.
Sampled data that 1s to be transferred to the master unit 1s
preferably encrypted at step 533. Prior to transmitting the
encrypted data, the remote sensor unit may proceed to step
540 to authenticate the master unit on the one or more
communication channels that it will transmit the sampled
data on.

[0089] If the authentication handshake at step 340 (which
may be a two-way authentication) 1s completed successiully,
the process 500 continues at step 545 where the sensor data
1s transmitted to the master unit. In some embodiments, the
transmitted data can be digitally compressed. Various com-
pression algorithms can be used to remove the redundancy
in the transmitted data, thereby saving time, bandwidth,
and/or power. Alter the sensor data 1s transmitted at step 545,
the process 500 may return to the hibernation state to receive
more instructions, or return to sampling the sensor data at
step 530. In one embodiment, the remote sensor (or any
other transmitting device) 1s configured to confirm receipt of
the data by the master unit (or any other receiving device).
If the remote sensor (or any other transmitting device) does
not confirm receipt of the data by the master unit (or any
other recerving device), the remote sensor can retransmit the
data over a different communication path (e.g., one of the
available redundant commumnication links). Redundant com-
munication links may include any of those discussed above.
Details of the other actions taking place 1n the steps shown
in FIGS. 4 and 5 at the remote sensor umt will be discussed
below 1n relation to the imdividual tasks performed by the
sensor unit.

[0090] FIG. 6A 1s a data packet that may be used 1n
communicating messages to/from the master units, the cen-
tral data collection servers and/or the remote sensor units.
The packet 600 includes a packet header 602, a packet body
604 and a packet checksum 606. The packet 600 1s prefer-
ably encrypted as discussed above.

[0091] The packet header 602 can contain information
necessary for identifying such things as the length of the
packet, the ID of the recipient of the packet, the data stream
ID that the packet 1s a part of and other information known
to those of skill in the art.

[0092] The packet body 604 generally contains the mes-
sage ol the packet. The packet body 604 may contain
imstructions as discussed above, sensor measurement data
ctc. In some embodiments, the packet body 604 comprises
digitally compressed information.

[0093] The packet checksum 606 contains encoded infor-
mation, e.g., a cyclic redundancy check (CRC), which 1s
used to determine the integrity of the packet when the packet
1s received. The checksum may protect the integrity of data
by being used to detect errors 1n data that are sent through
space (e.g., over a communication link) or time (e.g.,
storage). A checksum may be calculated by simply adding
up the components of a message or a portion of a message.
A checksum may also be based on the body of the packet
containing the message or a portion of the message. Check-
sums may be an mteger number of bits or bytes. A checksum
may also be based on a cryptographic hash function. Unlike
a simple additive checksum, a hash function may enable
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detection of a reordering of the bits 1n a message, 1inserting
or deleting zero-valued bits or bytes and multiple errors that
cancel each other out.

[0094] FIG. 6B 1s a data packet that may be used 1n
communicating sampled sensor data from the sensor unit to
the master unit as 1n step 545 of the process 500. In this
example, the packet 600A has a packet header 602 that
includes a digital signature field 608, a task ID field 610 and
a sensor ID and version field 612. The signature ficld 608
contains the digital signature that 1s used to authenticate the
remote sensor to the master unit as 1n step 520 of the process

500.

[0095] The Task ID field 610 contains a sequence number
that 1s used by the master unit to identity which task this
message contains a response for. The master units may be
monitoring many remote sensors, each of which may have
several task IDs. The size of the task ID field 610, 1f a fixed
number of bits, should be large enough to cover the largest
number of simultaneous tasks that the master unit expects to
submit. The task ID field 610 could be varniable so as to allow
expansion of the number of allowable task IDs to grow as
the number of remote sensors which the master unit 1s
control of grows.

[0096] The sensor i1dentification field 612 contains nfor-
mation identitying the identity of a particular remote sensor.
The sensor identification field 612 may contain indexed
information that identifies a number of items such as, for
example, the type of sensor (e.g., a temperature sensor, an air
sampling sensor, a biometric sensor, etc.), the serial number
of the sensor to distinguish from other sensors of the same
type, and the version number of the sensor to distinguish
soltware and/or hardware versions.

[0097] The packet 600A also contains fields 614 to 618.
Field 614 contains the start date and time when the sampled
measurements were sampled. The field 616 contains the
sampled data that was sampled by the sensor from the start
time to the stop time. The field 618 contains the stop date
and time for the sampled data.

[0098] Field 620 contains the checksum that 1s used by the
master unit 1n verifying the integrity of the data packet
600A. If the integrity 1s determined to be erroneous, then the
master unit may request that the remote sensor retransmit the
message.

[0099] FIG. 7 1s a data packet that may be used in
communicating data from the master unit to the central date
collection server as 1n step 445 of the process 400. In this
example, the packet 700 has a packet header 602 that
includes a digital signature field 702, a task script ID field
704 and a communication channel ID 706. The signature
ficld 702 contains the digital signature that 1s used to
authenticate the master unit to the central data collection
SErver.

[0100] The task script ID field 704 contains a sequence
number that 1s used by the central data collection server to
identify which task script this message contains a response
tor. Task scripts will be discussed below in relation to FIG.
8. As with the task ID field 610, the size of the task script ID
field 704, if a fixed number of bits, should be large enough
to cover the largest number of simultaneous task scripts that
may be active simultaneously.

[0101] The Communication channel ID field 706 1s used

for audit trail tracking purposes. By combining the commu-
nication channel ID field 706 with the master unit ID
(contained in the master umt digital signature field 702.
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Maintaining these audit trails may allow identification of
compromised or unreliable devices and/or compromised
communication channels. Maintaining audit trails may also
allow 1dentification of which imnformation was sent by which
device and when it was sent.

[0102] The packet body 604 of the packet 700 contains the
fields 708 to 716 which contain the responses to the various
script tasks that the central data collection unit requested of
the master unit. The field 708 contains the start date and time
for which the message contains monitoring information. The
field 710 contains the data sampled from various sensors
(two sensors A and B in this example). The field 712
contains system status information. This system status infor-
mation may be the result of diagnostic test done on the
master unit modules and/or components, or they may be the
status of remote sensors that the master unit 1s the control-
ling parent of Field 714 contains information regarding
errors or flags identifying the errors. Such errors may
include errors in previously received task script instruction
messages. Field 716 contains the stop date and time for the
data contained in the packet 700.

[0103] Field 718 contains the checksum that 1s used by the
master unit 1n veritying the integrity of the data packet 700.
If the integrity 1s determined to be erroneous, then the
central data collection unit may request that the remote
sensor retransmit the message.

[0104] FIG. 8 1s a master unit task assignment script for
communicating task assignments to a master unit. The
header contains 10 fields containing information 1dentifying
the master unit that the script 1s targeted for. The digital
signature field 1s used for authentication of the central data
collection server (or other issuing device) that 1ssued the
script mstructions. Other fields 1n the header may include a
various task classifications including a customer ID, a proj-
ect 1D, and the targeted master unit ID. Other fields 1n the
header may 1dentity the location of the master unit including
a vessel or structure ID and/or a location ID. Other header
fields may include scheduling or sequence number informa-
tion such as a logistics number field, a service start and/or
stop time field, a field designating a previous script to be
replaced by the current script and a script version number.

[0105] The body of the task assignment script assigns the
tasks to the master unit in the form of an iventory list of all
actions and devices approved to participate (or be utilized)
in the current job. The body fields 1 through 14 list moni-
toring tasks to be performed utilizing preferably two remote
sensors, designated sensor A and sensor B in this script. The
sensors A and B may be pre-designated 1in a previous script
or listed 1n the current script (not shown in FIG. 8). The
master unit will record the various measurements of the
service description tasks listed in the body of the task
assignment script and log in the other portions of the
inventory check list including a comparison check of sensor
A to sensor B (e.g., for identification of a faulty sensor), a
sample interval time, a transmit interval time, a date an time
stamp that the measured data was transmitted back to a
central data collection sever, a field identifying whether the
data was logged locally, as well as records indicating
whether or not the encryption key handshake and authenti-
cation tasks were completed successiully. By preferably
using authentication and encryption at the data collection
server, the master unit and the remote sensors, a secure
system for remotely gathering information 1s formed.
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[0106] In some embodiments, the master unit (or a data
collection server) monitors data received from one or more
trusted sensors for the purposes of determining an alarm
condition. As discussed above in reference to the Alarm
component 210 of FIG. 2, the master unit may receive an
indication of a state of alarm from a remote sensor or a
sensor connected directly to the master unit via one or more
of the sensor suite ports 228 A to 228K. However, the master
unit may also make a determination of an alarm condition
based on data received from remote sensors. In one embodi-
ment, the data received from the remote trusted sensors 1s
compared against a range ol acceptable values. The master
unit performs a seli-diagnosis of the data received from the
one or more trusted sensors 1n order to prevent false alarms.
One method of performing the self-diagnosis involves
receiving similar data from redundant remote trusted sen-
sors. In one example, a majority rule 1s used where an alarm
1s 1ssued 11 a majority of the similar sensors are transmitting
data that 1s outside of the acceptable levels. It there are 2
redundant remote sensors, then the majority rule may
require that both sensors measure unacceptable levels. IT
there are three redundant sensors, then receiving unaccept-
able levels from two out of the three will result in a
determination of a state of alarm. In another embodiment,
the sell diagnosis 1s based on a state of reliability of the
trusted monitor that the data is received from. If a remote
sensor has previously been determined to be unreliable (e.g.,
using known methods of determining the integrity of the
received data), then the master umit may require additional
data (e.g., from other sensors or a retransmission of data
from the same sensor) to make the self-diagnosis. Other
self-diagnosis techniques that can indicate a corrupt or
unrclhiable source of information include various forms of
error checking such as cyclic redundancy checks and/or
checksums. Another variation of diagnosis comprises run-
ning through a standardized set of routines or measuring
something of a known value. The measured result 1s com-
pared to known values in order to detect errors or to calibrate
the device. It should be noted that the central data collection
unit can perform similar alarm state determinations as those
presented here, involving determining an alarm state of one
or more master units and/or remote sensors. In some
embodiments the alarm condition can have more than two
states (other than an alarm state and a non-alarm state). For
example, the alarm state may have several different levels of
risk, such as for example, 3, 4, 5, 6, or more levels of risk
with the severity of the risk condition increasing with each
increase 1n alarm level. For example, 11 there are 4 alarm
levels, alarm level 1 may be a condition where no received
data lies outside the acceptable ranges (e.g., a no alarm
state), level 2 may be 11 the recerved data from one or more
sensors 1s approaching an unacceptable level, level 3 may be
where the received data has exceeded the acceptable level
but only by a small amount and the level 4 condition may
cover when the received data exceeds the unacceptable level
by more than the level 3 amount.

[0107] In some embodiments, a monitoring device (e.g., a
master unit or a central data collection unit) can monitor
certain information from a remote sensor and/or a master
unit 1 an attempt to identily unauthorized tampering of a
trusted device 1n the closed momtoring network. One
example of a method of determining tampering of a device
involves receiving imformation from a motion sensor. If a
trusted device 1s a stationary (or mostly stationary) device,
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the a motion sensor can be monitored in order to determine
possible tampering. For a stationary device, any motion
above the noise level of the motion sensor may be used as
an indication that someone or something has attempted to
move or at least make contact with the stationary device. For
other devices, a movement outside of a defined localized or
proximal area may be an indication of tampering.

[0108] Besides motion sensors, other monitored mforma-
tion may be received and used to perform a selt-diagnosis so
as to determine improper tampering of the device from
which monitored information 1s received. For example,
various methods of detecting jamming signals, or detecting
high levels of corruptly received data packets can be an
indication of tampering. Such indications of tampering can
be used to flag normally trusted devices of the network as
untrustworthy. Checksums or CRCs are typically used to
identily whether data has been modified between where 1t
originated (e.g., at a trusted remote sensor) and where 1t was
received (e.g., at a master unit and our a data collection
server). Jamming signals may be detected by the resulting
corrupt data (e.g., failures of CRCs or checksums). Jamming
signals may also be detected directly by measuring the level
of RF energy within a certain bandwidth of frequencies.
High levels of RF energy within a certain bandwidth may be
used as an indication that the certain bandwidth 1s being
selectively jammed. Monitoring a plurality of sensors may
add confidence to the positive (or negative) detection of
jamming.

[0109] As discussed above, redundancy of information
sources, processors, power supplies, communication links,
memory, and communication devices of all kinds may add
security and robustness to the information monitored 1n the
monitoring system. Redundant processors may be monitored
and 11 one 1s determined to be corrupted, the second one may
serve as a temporary backup until the corrupt processor 1s
fixed and/or replaced. Redundant sensors may be used to
reduce the risk of false alarm by using a majority rules
method of determining and 1ssuing an alarm state as dis-
cussed above. Redundant power supplies may be utilized to
lower the likelihood of power failure.

[0110] Redundant communication links offer many useful
tools for increasing the security and thus the trustworthiness
of the monitoring system of some embodiments. When more
than two choices exist as candidates for the redundant
communication links, the best choice can be determined i1n
several ways. In one method, battery strength may be used
in choosing which redundant communication links to use. If
the on-board power management component 222 or 322
determines that the battery level of a master umit or remote
sensor 1s low, the communication link requiring the lower
transmit power may be the better choice. I battery life 1s not
a problem, or an external power source with indefinite power
availability 1s present, then the most power demanding
communication link may be the best choice since i1t may
prove more reliable and more secure. If a battery level 1s
detected to be low, the power management component may
activate a recharge state. Recharging can include use of an
external AC or DC power supply, solar power generation,

wind power generation or any of other power generating
techniques known to those of skill 1n the art.

[0111] In another method, received signal strength may be
used as a deciding factor in which communication link to
used between two communication devices. The signal to
noise ratio (SNR) of received data may be used as an
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indicator of a reliable channel. One artifact of jamming may
be a low SNR measurement of received data. SNR may be
used to detect jamming on a communication link. By moni-
toring the SNR of all available communication links, the
communication link with the highest SNR may be chosen as
a best link between two communication devices.

[0112] In another method, the urgency of the message
and/or the security level of the information level being sent
may be crucial in deciding which communication link to use.
In a situation where the urgency in a message 1s important,
then the estimated time to transmit and receive the message
may be most important. If time 1s more critical then security,
then a communication link that utilizes an encryption and/or
authentication scheme that requires several handshakes may
be less desirable than a communication link that has a simple
fast way of establishing a link. Some types of imnformation
may call for higher levels of encryption and the communi-

cation links with the best encryption security may be chosen
first.

[0113] In another method of choosing which of a plurality
of communication links to use, some links may be disquali-
fied from consideration of various reasons. Repeated failure
of data integrity checks may rule out one or more commu-
nication links. Integrity check failures may be an indication
of equipment failure (e.g., an obstructed antenna), jamming,
power failure or other system failures. Redundant antennas
may be employed to overcome equipment failure such as an
obstructed antenna. Feedback of integrity check results may
be used as an 1ndication than one antenna 1s not as eflective
as another and the 1neffective antenna may not be used until

e

the effectiveness returns.

[0114] Redundant communication links need not be uti-
lized simultaneously, although this 1s one option. Robust
communications between two or more devices can be
accomplished using a single communication link. Robust
communications can be more likely 11 all data packets are
encrypted and authenticated (e.g., signed with a digital
signature). The likelithood of losing data can be reduced 1t
large internal memory storage 1s provided for all commu-
nication devices. Redundant memory also reduces likeli-
hood of loss of information due to storage device failure.
Frequent handshakes between devices, for example frequent
data receipt acknowledgements (Acks) can be used to verily
receipt of data. Other methods of providing robust commu-
nication links will be apparent to those of skill 1n the art.

[0115] In a situation where a single active channel 1s being
used to communicate between any two devices in the
system, there 1s a chance that communications may be
interrupted. In some embodiments that utilize a master/slave
hierarchy, the master unit may revert to the beginning of the
task being performed when communication was 1nterrupted
and restart the task. In some embodiments, both devices may
keep a log of actions taken (for example, see the master unit
task assignment script shown in FIG. 8) and communication
may be reestablished at the last uncompleted task in the list.

[0116] Besides reducing the likelihood of a false alarm due
to a failure of a single device, multiple remote sensors
spread over a geographlc area oﬁer capabilities that single
sensors do not offer. In some embodiments, redundant
sensors can provide an indication of a location of an event
or an object. For example, 1 there 1s a set of remote sensors
for detecting radiation sources, a location of a source of
radiation may be pipointed by interpolating the strengths of
the radiation measurements of each sensor. A radius of
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possible locations may be estimated for a given measure-
ment and estimates from three remote sensors can be used to
triangulate a two dimensional position of the source of the
radiation. Four remote sensors can be used to located an
object 1in three dimensions. Other examples include tem-
perature sensors used to locate heat sources, and air quality
sensors used to locate sources of contaminants. Another
example uses multiple GPS receivers to more quickly
acquire the number of satellites needed form establishing a
GPS location measurement. The geographic diversity
offered by spreading GPS recervers over an area decreases
the likelihood of all the recervers being blocked (e.g., by
buildings etc.). It should be noted that the remote sensors can
be located in any of the communication devices discussed
above including master umts, remote sensors and data
collection servers.

[0117] Another example of utilizing multiple sensors
involves a system for tracking multiple packages or objects
in a packaging system. Each of the packages has at least one
sensor measuring at least one sensed mput condition. The
input condition may be a location measurement, an altitude
measurement, a temperature, magnetic ficld measurement or
other measurement. Each of the packages also has at least
one telemetric communicator configured to provide (e.g.,
transmit) the sensed mnput to a coordinating device. The
coordinating device 1s configured to process the sensed
information. The telemetric communicator 1s configured to
communicate the sensed information over a first communi-
cation link to the coordinating device. In one embodiment,
if the first communication link 1s not available (as can be
determined by an integrity check), the telemetric commu-
nicator 1s configured to transmit the sensed information to
another telemetric communicator contained 1n another one
of the packages. Thus, i one package 1s move out of range
of the coordinating device, 1t may still communicate to the
coordinating device via an ad hoc network of one or more
packages. This type of networking can enable the detection
of an object being moved (e.g., being stolen from a ware-
house) to be 1dentified and monitored for tracking purposes.

[0118] Other embodiments provide a system that can track
not only the location of one or more objects, but may also
verily that the proper individual i1s 1 possession of the
object. These embodiments include an environmental sensor
configured to detect environmental information about an
object. The environmental sensor may detect a magnetic
field, a radio field or some other field associated with the
object. A product identification sensor 1s configured to
receive information to identity the object. The object may
contain an RFID tag to transmit to the product identification
sensor for identification. There 1s also a biometric sensor
configured to receive biometric mformation about an indi-
vidual. In one aspect the biometric information 1s kept on
record 1n a list of individuals permitted access to the object.
The system may also include a GPS sensor configured to
receive GPS location information. These sensors are all
accessible to be monitored by a trusted electronic device
such as, for example, the master control unit or the data
collection server discussed above. The monitoring device
can perform a diagnosis of the sensed information to assess
whether the object being monitored 1s 1n danger of being
moved and or tampered with by someone other than the
permitted individuals.

[0119] The sensors 1n the examples discussed above do not
need to be attached to the objects that they are tracking 1n all
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situations. FIG. 9 shows an example of a housing of a data
collection umt. The data collection umt 900 may be a data
collection server, a master unit or a remote sensor. The unit
900 1n FIG. 9 contains an antenna 905 and an LED display
910. The data collection unit 900 also contains two air
sampling tubes 915. The underside of the housing contains
at least two pressure or proximity activated anti-tamper
switches 920, a fastener 925 to lock to the mounting base
and a bus connector 930 to attach to an optional external
power supply, keyboard, display device or similar periph-
cral. Preferably, the housing of the unit 900 1s of Tempest
construction and shielded to resist external measurement
devices from gaining access to magnetic and or electric
€missions.

[0120] FIG. 10 depicts an example of placement of a data
collection unit within a shipping container. The data collec-
tion unit 900 1s mounted to a mounting base 10235. The
mounting base 1025 may include one or more external
power connections 1020, and be attached to the container
1000 so as to be diflicult to remove. The container 1000
preferably includes multiple antenna 1015 (external and/or
internal), where the container in FIG. 10 includes three
external antenna. The multiple antenna can provide direc-
tional diversity for transmission and reception of signals in
case one or more antenna are obstructed. The container 1000
can also comprise multiple internal sensors such as a pas-
sage control sensor 1005. The passage control sensor 1005
can permit individuals or objects with proper 1dentification
devices (biometrics, smart cards, RFID cards etc.) to enter
the container 1000 or an area 1030 within the container. A
door sensor 1010 may also indicate whether a door of the
area 1030 within the container has been opened. Other
sensors, not shown 1 FIG. 10, may include sensors for
detecting the presence of certain objects within the container
1000. Such sensors may include ultrasound pattern sensors,
radar or Xx-ray pattern sensors and others. The data collection
unit 900 may use comparison of the ultrasound, x-ray and/or
radar patterns to detect changes 1n the content and/or layout
ol objects 1n the container. This can allow for the detection
of objects added, moved and/or removed from the container

1000.

[0121] FIGS. 11A to 11C show other example embodi-
ments of places for positioning of data collection units. FIG.
11A shows positioning of the data collection unit 900 within
an airliner 1100. FIG. 11B shows positioning of the data
collection unit 900 within an automobile 1120. FIG. 11C
shows positioning of the data collection unit 900 within a
building 1130. The embodiment in FIG. 11C includes an
audio capture device 1132 and a video capture device 1134
that can be used to monitor audio and video/image data (e.g.,
ol people entering and/or leaving the building 1130.

[0122] An exemplary use of some of the features of the
monitoring system discussed above will now be described.
This example describes a scenario for monitoring a shipping
container. A central server of the monitoring system 1s
provided information such as company information, product
description and ID numbers (e.g. manifest), safety disclo-
sures, customs disclosures, financial disclosures and
receiver party information about the various items in the
container.

[0123] The central server may also be provided with
biometric data of authorized personnel permitted to access
the container. Authorized personnel may have a hand-held-
device (HHD) that 1s configured to communicate with a
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monitoring system in the container. Upon approaching the
container an authorized person can scan the container’s
identifying immformation with the HHD at which point an
authorization process determines whether to 1ssue an elec-
tronic authorization key. The authorization process may
include the authorized personnel scanning a biometric fin-
gerprint with the HHD. The HHD can then perform an
authentication process based on the biometric scan. If the
authentication process 1s successiul, the key can be trans-
mitted to the Master Controller located inside the container.

[0124] The Master Controller (MC) receives the key and

compares 1t to the most recent Job Assignment Script (JAS)
received from the backend server. If the key codes match,
the MC sends a signal to the solenoid to unlock the door of
the container and simultaneously starts 1mage capture from
both the internal and external cameras. The cameras are
remote sensors that the MC 1s 1n communication with. The
images are stored to the local disk memory of the MC and
every 100th frame may be relayed to the central server.

[0125] When the authenticated personnel enters the con-
tainer, he may 1nstall the necessary sensors depending on the
contents of the container. In this example, the personnel
installs radiological sensors, one sensor 1n each corner of the
container and attaches special ducting connected to the MC
to pull air from several locations. He first scans each sensor
device with the HHD, mounts the sensors securely 1n place,
then transmits the data to the MC with the HHD. The MC
compares the sensor codes to the JAS to verily authenticity
and 1nstructs each sensor to conduct a self-diagnosis and
tamper check.

[0126] At this point the MC performs a complete self
diagnostic routine of all sensors and systems, then sends the
results to the central server. When the diagnostic tests are
completed successtully, the server will respond to the MC
with approval to reseal the container.

[0127] Upon arrival at the loading dock, an authorized
personnel scans his personal and corporate 1D badges on the
scanner mounted on the container door. The codes are
passed to the MC and compared with the values 1n the JAS.
If the key codes match, the MC sends a signal to the solenoid
to unlock the door of the container and simultaneously starts
image capture from both the internal and external cameras.

[0128] As other personnel come within range of the con-
tainer, scanners read each of their personal 1dentity cards and
the product codes 1n or on the boxes. In the meantime, the
cameras are operating continuously to record all activity 1n
the container. In this case, the JAS has dictated that all
activity be recorded in a real-time log file and that 1t be
relayed to the central server every five minutes. If any
unauthorized personnel attempts to enter the container.
Motion sensors can detect the presence of a moving body
with no readable ID badge. The MC consults the JAS and
finds that such breaches are to be handled with both a local
audible alarm and a message to the central server.

[0129] Once loading 1s complete, the supervisor closes the
container doors, scans his ID cards and enters a code
confirming the loading i1s complete. The message 1s for-
warded to the MC which then sends a signal to activate the
solenoid thus locking the door. The MC performs an integ-
rity check of all locks and orifice sensors, takes a baseline
sample from all sensors activated as defined by the JAS. The
results are relayed to the central server. If all data 1s in
conformance, the server 1ssues an authorization key to the
MC which 1n turn i1lluminates green LEDs at several loca-
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tions around the exterior of the container. At this point, the
container 1s ready to be transported to the shipping terminal.
[0130] Prior to picking up the container, the trucking
company provides the central server with information
including the truck ID number, the driver ID number, the
relevant container ID and the shipper ID. An electronic
authorization key 1s then transierred to the driver’s HHD.
Upon arrival at the Wang facility, the driver scans his index
finger on his HHD, then scans the truck ID tags, the
container ID and the Wang facility ID. The information 1s
relayed to the MC 1n the container. The MC compares the
information and keys to those received 1n the last JAS, and
determines 11 they are consistent. In this case, the driver was
replaced at the last minute and authorization was not
received. The LEDs on the container turn red and the HHD
instructs the driver to contact his management. His manage-
ment repeats the registration procedure using his 1D, and the
central server 1ssues new instructions to his HHD. These
changes now allow the driver to successiully mount the
container on his truck and remove 1t from the shipper
premises.

[0131] When the container’s MC detects movement due to
the truck moving, 1t starts the transportation section of the
JAS. In this case GPS antenna are scheduled to collect route
information and the full range of environmental sensors are
sampling every five minutes inside the container.

[0132] Both the shipping terminal operator and the ship
captain can perform similar procedures as that of the truck-
ing company above such that accountability for the con-
tainer 1s never 1 question.

[0133] Once the ship 1s underway, the JAS for this par-
ticular container shipment dictates the following tasks: 1)
Sample environmental once every 15 minutes, 2) Capture
one 1mage frame from each camera every five minutes, and
3) Transmit all samples to server once per hour.

[0134] The first time the MC attempts to communicate
with the server, it detects a weak signal from all 1ts own
antenna as the container 1s surrounded by other containers.
The JAS dictates a secondary alternative of peer to peer
relay with adjacent containers. The MC {for this container
authenticates itself with a neighbor MC and requests relay
which 1n turn does the same until a container 1s found with
clear access and a strong signal to the satellite or relay
antenna.

[0135] During the voyage to the destination port, the ship
encounters a heavy storm with 30 foot seas. The MC’s
motion sensors detect pitching in excess of 30 degrees at 20
second 1ntervals. As this value 1s well outside the norm (the
acceptable ranges dictated by the JAS), the MC queries
adjacent containers for redundant motion readings and deter-
mines that the reading 1s not in error nor 1s 1t significantly
different than neighboring containers (an indication that the
container 1s not being stolen). Through the voyage the
cameras and audio sensors can record video and audio to
detect shifting cargo that may result in product damage.

[0136] When the ship arrives 1 port at Los Angeles, the
accountability procedures outlined above can be repeated for
cach handling situation and entity.

[0137] Well betfore the container arrives, authorized per-
sonnel of the receiving company can logon to the central
server to track developments along the way.

[0138] When the container arrives at the destination dock,
personnel can perform biometric authentication as was done
in previous situations. The authorization information 1is
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relayed to the container’s MC where 1t performs an autho-
rization process to determine whether to 1ssue an electronic
key. The MC may consult with the server.

[0139] The Master Controller (MC) receives the key and
compares 1t to the most recent Job Assignment Script (JAS)
received from the backend server. If the key codes match,
the MC sends a signal to the solenoid to unlock the door of
the container and simultaneously starts 1mage capture from
both the internal and external cameras. The images are
stored to the local disk memory and every 100th frame 1s
relayed to the server.

[0140] At the destination unloading dock, personnel come
within range of the container, scanners read each of their
personal identity cards and the product codes 1n or on the
boxes as they are removed from the container. Cameras
operate continuously to record all activity 1in the container.
In this case, the JAS has dictated that all activity be recorded
in a real-time log file and that 1t be relayed to the server
every fifteen minutes. This example 1s meant to describe the
varted momitoring methods that some embodiments can
provide.

[0141] Another exemplary use of some of the features of
the monitoring system discussed above will now be
described. This example describes the use of the technology
for monitoring an oflice building.

[0142] The monitoring system 1n this example 1s used as
a sentry system for the oflice building. The central server
may be provided with information including company iden-
tifying information, business description and employee 1D

numbers, satety disclosures, structural disclosures, financial
disclosures and vendor information.

[0143] A security personnel downloads authorization
information to a handheld device (HHD) then scans his
index finger to confirm identity. The HDD instructs him to
retrieve a new device from SecureTech’s mventory with 1D
nr 987635. The security personnel scans the box seal then
performs a visual integrity inspection and enters his findings
to the HHD. He then transmits the information to the sentry
system Master Controller (MC) which performs an autho-
rization process with a remote server to determine whether
to 1ssue an electronic key. If successtul, the key 1s transmit-
ted to the Master Controller along with its first Job Assign-
ment Script (JAS).

[0144] The Master Controller (MC) receives the key and

compares 1t to the most recent Job Assignment Script (JAS)
received from the backend server. If the key codes match,

the MC sends a signal to the solenoid to unlock the housing
of the MC.

[0145] The secunity personnel then proceeds to follow
instructions provided by the HDD to perform the following
tasks:

[0146] 1. Open the MC housing

[0147] 2. Install one modular sensor controller inside
the MC to detect proprietary equipment tags.

[0148] 3. Connect the MC to pre-existing devices 1n the
building;:
[0149] a. ID card readers
[0150] b. Proprietary tag reader—sensor heads
[0151] c¢. Cameras
[0152] d. Door sensors

[0153] e. Elevator activity sensors
[0154] 1. Wide-area microphones
[0155] g. Portable x-ray bag scanner
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[0156] h. Air-ducting from all entry passages to the
MC 1nput portal.
[0157] Prior to mounting or connecting the MC, the secu-
rity personnel scans each device with the HHD, mounts
them securely 1n place, then transmuit the data to the MC. The
MC compares the sensor codes to the JAS to verity authen-
ticity and 1nstructs each sensor to conduct a self-diagnosis
and tamper check.
[0158] Once 1nstallation of the remote sensors and the
Sentry box has been completed, the MC performs a com-
plete diagnostic routine of all sensors and systems, then
sends the results to the remote server over both a wired and
wireless link (redundant communication links). If all 1s 1n
order, the server will respond with an activation key and
issue a new JAS to the MC.
[0159] In one example scenario, exterior cameras detect a
middle-aged man just outside the door for prolonged periods
of time on three days 1n the same week. On Tuesday of the
following week, the main exterior camera focused on the
entrance became occluded (11:22:28). Upon detection, the
MC referenced the backup measures specified 1 the JA
and immediately acted to reposition internal camera 4 1n the
lobby to point 1n the direction of the main entrance. Two
minutes later (11:24:21), a heavily disguised person entered
the lobby with a large suitcase. Since these two events fall
outside the normal operating ranges for these two measure-
ments as defined in the most recent JAS, the data 1s
immediately relayed to the central server via both wired and
wireless connections.
[0160] Such a message 1s accomplished using the follow-
Ing process steps.
[0161] 1. The MC conducts a seli-diagnosis of all
critical components and stores the results;
[0162] 2. Outbound data 1s assembled 1nto a list of files
and compressed to one package.

[0163] a. Camera frames are synchronmized with cor-
responding date/time

[0164] b. Camera frames are linked to Lat/Long of
building as well as position of the anomaly within a
pre-defined grid for the space 1n question.

[0165] 3. The JAS 1s consulted for the current encryp-
tion parameters and the above package 1s encrypted
accordingly.

[0166] 4. The message 1s digitally signed using the
remote server’s key

[0167] 3. Identical copies of the package are sent via a
wired and cell connection. 6. The MC waits for notice
of successtul receipt from the remote server.

[0168] Several minutes later, the MC detects abnormally
high electromagnetic interference. As a result, the ID badge
scanner malfunctions and permits an unauthorized person to
slip 1into the main lobby. Already on heightened alert, the
MC forwards the event immediately to the server and
receives an instant response to shut down elevator operation
and lock all exterior doors. All security personnel are alerted
to the breach and the intruder 1s captured. This example 1s
meant only to describe the varied monitoring methods that
some embodiments can provide.

[0169] Additional innovative embodiments are contem-
plated.
[0170] In one innovative aspect a surveillance system 1s

provided. The system includes a plurality of sensors con-
figured to provide environmental and or spatial data. The
system also 1ncludes an electronic device configured to
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receive the sampled environmental and or spatial data from
the sensors. The electronic device 1s further configured to
receive monitoring 1instructions, and to use the recerved
monitoring mnstructions to process the received environmen-
tal and/or spatial data.

[0171] In some implementations, the system also includes
a remote device configured to provide the monitoring
instructions to the electronic device. The electronic device
may be configured to authenticate the remote device prior to
using the monitoring instructions to process the received
environmental and/or spatial data. One or more of the
sensors 1ncluded in the system may be enclosed within a
tamper and eavesdrop proof enclosure. In some 1mplemen-
tations, the monitoring instructions may be contained 1n a
script message. Them received monitoring instructions may
be encrypted. In such implementations, the electronic device
1s further configured to decrypt encrypted monitoring
instructions. It may be desirable for the electronic device to
be further configured to compare at least a portion of the
received sensor data to a range of acceptable values and to
transmit the data to the remote device. The electronic device
may be configured to conduct a seli-diagnosis prior to
transmitting the data to the remote device.

[0172] In another innovative aspect a monitoring system 1s
provided. The monitoring system includes a plurality of
sensors configured to sense information. The momitoring
system also includes an electronic device configured to
receive data from the sensors. The electronic device 1s
configured to determine an alarm condition based upon the
received data. The electronic device 1s configured to com-
pare the received data to a range of acceptable values and
conduct a self-diagnosis prior to transmitting the alarm
condition to a remote device.

[0173] In some implementations the electronic device 1s
configured to transmit the alarm condition to the remote
device over a plurality of communication links. The plurality
of communication links may include at least two or more of
a code division multiple access system, a frequency division
multiple access system, and orthogonal frequency division
multiple access system, a time division multiple access
system, a terrestrial trunked radio system, and a wideband
code division multiple access system. The received data may
include redundant data from two or more of the sensors. The
clectronic device may be configured to conduct the seli-
diagnosis based on a majority rule of the redundant data
from the two or more sensors. The electronic device may
also be configured to conduct the self-diagnosis by perform-
ing an integrity check of the recerved data. The electronic
device may be further configured to determine the alarm
condition to be 1n a state of alarm 11 the received data lies
outside the range of this acceptable values and the seli-
diagnosis shows no failure conditions.

[0174] In vyet another innovative aspect, a monitoring
system 1s provided. The monitoring system includes a plu-
rality of sensors configured to sense information. The moni-
toring system further includes an electronic device config-
ured to receive data from the sensors. The electronic device
1s configured to determine an alarm condition based upon
the received data. The electronic device 1s further configured
to determine a state of reliability of the sensor that the data
1s recerved from. The electronic device 1s further configured
to conduct a seli-diagnosis based on the determine state of
reliability prior to transmitting the alarm condition to a
remote device.
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[0175] In some implementations, the electronic device i1s
configured to transmit the alarm condition to the remote
device over a plurality of communication links. The elec-
tronic device may be configured to determine the state of
reliability based on a checksum. The seli-diagnosis may
comprise the electronic device requesting a first sensor to
retransmit the sensed information 1f the data from the first
sensor 1s determined to be unreliable. The self-diagnosis
may comprise the electronic device requesting a second
sensor to retransmit redundant data 11 the data from a first
sensor 1s determined to be unreliable where the redundant
data 1s requested from substantially the same type of sensor
and location. In some implementations the electronic device
1s Turther configured to compare the recerved data to a range
ol acceptable values. The electronic device may be config-
ured to determine the alarm condition to be in a state of
alarm 1f the data received from a first sensor lies outside the
range ol acceptable values and the seli-diagnosis shows the
first sensor to be reliable. In some 1implementations the alarm
condition may include three or more levels of alarm.

[0176] In a further innovative aspect, another monitoring
system 15 provided the monitoring system includes a plu-
rality of communication devices that are authorized to
communicate in the monitoring system. The system includes
a plurality of sensors authorized and configured to commu-
nicate in the monitoring system. The monitoring system also
includes an electronic device authorized to communicate 1n
the monitoring system. Electronic device 1s further config-
ured to receive data in a secure manner ifrom the sensors
when a task authorization message 1s received and authen-
ticated as having been transmitted from a remote master
device authorized to communicate in the monitoring system.
The task authorization message includes iformation 1den-
tifying at least the sensor from which to receive the data. The
clectronic device 1s configured to authenticate and encrypt
the received data prior to transmitting the received data to
the remote master device.

[0177] Insome implementations the electronic device may
be configured to activate from a sleep mode upon receiving,
the task authorization message. In some 1mplementations
clectronic device may be configured to transmit the received
data 1n a secure manner to the remote master device. The
sensors may be configured to broadcast a sensor 1dentifica-
tion number. The task authorization information identifying,
the sensor may include at least a portion of the broadcast
sensor 1dentification number.

[0178] A further monitoring system 1s provided i yet
another innovative aspect. The system includes a plurality of
communication devices configured to communicate 1 a
secure manner in the system. The system includes a plurality
ol non-system sensors configured to sense information. The
non-system sensors are not authorized to communicate
securely in the monitoring system. The system further
includes an electronic device authorized to communicate 1n
the monitoring system. The electromic device 1s further
configured to receive data from the non-system sensors
when a task authorization message 1s received and authen-
ticated as having been transmitted from a remote master
device authorized to commumnicate in the monitoring system.
The task authorization message includes information 1den-
tifying at least the non-system sensor from which to receive
the data. Electronic device 1s configured to authenticate and
encrypt the received data prior to transmitting the received
data to the remote master device.
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[0179] In some implementations electronic device 1s fur-
ther configured to be activated from a sleep mode upon
receiving the task authorization message. The electronic
device may be configured to transmit the received data 1n a
secure manner to the remote master device. The non-system
sensors may be configured to broadcast a sensor identifica-
tion number wherein the task authorization information
identifying the non-system sensor includes at least a portion
of the broadcast sensor identification number. It may be
desirable for the electronic device to be configured to encode
context information into a message containing the received
data. The electronic device may be configured to transmit
the received data message 1n a secure manner to the remote
master device wherein the context information includes data
identifying a time and a location from which the data was
received.

[0180] In a still further mnovative aspect, a monitoring
system 15 provided the monitoring system includes a plu-
rality of communication devices authorized to communicate
in the monitoring system. The system further includes a
plurality of sensors configured to sense information. The
sensors are authorized in configured to communicate 1n the
monitoring system. The sensors are further configured to be
in a sleep mode until activated by a task authorization
message received from a master device authorized to com-
municate 1n the monitoring system. The system further
includes an electronic master device authorized to commu-
nicate in the monitoring system and configured to transmit
a task authorization message to the sensors. The task autho-
rization message includes mformation i1dentifying at least
the sensor from which to receive sensed information. The
sensors are configured to encode a digital signature and
encrypt the sensed information prior to transmitting the
sensed information to the electronic master device.

[0181] In some implementations the electronic device 1s
turther configured to be activated from a sleep mode upon
relieving a second task authorization message from a remote
master device authorized to commumcate in the system.
Electronic device may be further configured to transmit the
received 1nformation 1n a secure manner to the remote
master device. In some implementations the sensors are
configured to intermittently broadcast a sensor 1dentification
number while 1n the sleep mode. In such implementations,
the task authorization mformation identifying the sensor
may 1include at least a portion of the broadcast sensor
identification number.

[0182] In yet another innovative aspect, a monitoring
system including a plurality of communication devices that
are authorized to communicate 1n the monitoring system 1s
provided. The system includes a plurality of sensors. The
system further includes an electronic device authorized to
communicate in the monitoring system. The electronic
device 1s further configured to receive data from the sensors
when a task authorization message 1s received and authen-
ticated as having been transmitted from a remote master
device authorized to communicate 1n the system. The task
authorization message includes information identifying at
least the sensor from which to receive the data. Electronic
device 1s configured to authenticate and encrypt the received
data prior to transmitting the received data to the remote
master device via a first communication path. The electronic
device 1s further configured to confirm receipt of the trans-
mitted data by the remote master device.
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[0183] In some implementations electronic device may
transmit the received data to remote master device via a
second communication pathway 1f the electronic device does
not confirm receipt of the data by the remote master device.
The first comedic occasion pathway may include a satellite
network 1n the second communication pathway may include
a local wireless work. In some implementations the first
communication pathway may include a local wireless net-
work 1n the second communication pathway may include a
satellite network.

[0184] In a further innovative aspect, a monitoring system
1s provided. The monitoring system includes an environ-
mental sensor configured to detect environmental informa-
tion associated with an object. The system includes an
identification sensor configured to identify the object. The
system 1ncludes a timing device configured to provide time
information including a time of day and the date. The system
turther 1ncludes a location sensor configured to receive
location mnformation. The system also includes an electronic
device configured to receive data from the environmental
sensor, the identification sensor, the timing device, and the
location sensor. The electronic device 1s further configured
to transmit the received data such that the timing 1nforma-
tion, object 1dentification information, location information,
and the environmental information can be linked together.
The linked data may be transmitted to a remote device 1n a
secure mannet.

[0185] In some implementations the object 1s a person any
identification sensor 1s a biometric sensor configured to
receive biometric information of the person. The 1dentifica-
tion sensor may be a camera configured to capture images of
the object. The object may be located 1n a room. The location
sensor may include a GPS sensor. The timing device may be
configured to recerve a system time. The environmental
sensor may be implemented as a chemical detector, radio-
logical detector, or the like.

[0186] In a further innovative aspect, a shipping container
monitoring system 1s provided. The system includes a plu-
rality of sensors configured to detect environmental infor-
mation about an area inside or outside the container. The
system includes a timing device configured to provide time
information mncluding a time of day. The system includes a
location sensor configured to recerve location information.
The system further includes an electronic device configured
to receive data from the plurality of sensors, the timing
device, and the location sensor. The electronic device 1s
configured to transmit the recerved data such that the timing
information, the location information, and the environmen-
tal information are synchronized. The synchromized data 1s
encrypted and transmitted to a remote device 1 a secure
mannet.

[0187] The plurality of sensors may include an image
capture device configured to capture 1images of the inside of
the container. The plurality of sensors may include an 1image
capture device configured to capture images of the container.
The location sensor may include a GPS sensor. The timing
device may be configured to receive a system time. In some
implementations, the system may include a plurality of
antenna wherein the electronic device i1s further configured
to transmit the synchronize data via one of the antenna. In
some 1mplementations, the plurality of sensors are config-
ured to be 1n a sleep state until a task authorization message
1s received and authenticated as having been transmitted
from the remote device. The system may include a bus

Apr. 16, 2020

comprising a plurality of connectors. The plurality of sen-
sors may be configured to plug into the connectors of the bus
and to communicate with the electronic device with a
communications protocol.

[0188] A portable monitoring system 1s described 1n a
further 1nnovative aspect. The system includes a tempest
constructed housing to provide shielding for enclosed
devices. The housing encloses an environmental sensor
configured to detect environmental information. The hous-
ing encloses a timing device configured to provide time
information including a time of day and a date. The housing
encloses a location sensor configured to receirve location
information. The housing encloses a processor configured to
receive data from the environmental sensor, the timing
device, and the location sensor. The electronic device 1s
configured to transmit the recerved data such that the timing
information, object identification information, the location
information, and the environmental information are syn-
chronized. The synchronize data 1s transmitted to a remote
device 1n a secure manner.

[0189] Insome implementations at least one of the sensors
includes an 1mage capture device configured to capture
image data. At least one of the sensors may include an audio
capture device configured to capture audio information. The
location sensor may include a GPS sensor. The timing
device may be configured to receive a system time. The
system may include a plurality of antenna at least one of
which may be used by the electronic device to transmit the
synchronize data.

[0190] The system may include a plurality of additional
sensors. The system may also include a remote device
configured to transmit secure instructions. The system may
further include an electronic device configured to receive
data from the sensors. The electronic device may be con-
figured to receive the secure instructions from the remote
device. The secure instructions may direct the electronic
device to receive data from one or more of the sensors. In
some 1mplementations, the electronic device may be con-
figured to authenticate the received secure instructions.

[0191] In a further mnovative aspect, another system 1is
provided. The system includes a plurality of sensors. The
system 1ncludes a remote device configured to transmit
encrypted monitoring instructions. The system further
includes an electronic device configured to receive data from
the sensors. The electronic device 1s further configured to
receive and decrypt the momitoring instructions from the
remote device via a network. The monitoring instructions
include a monitoring schedule for one or more of the
plurality of sensors. The electronic device 1s configured to
receive data from the sensors in accordance with the
received monitoring schedule.

[0192] In some implementations the monitoring schedule
defines the frequency that at least one of the sensors will
transmit data to the electronic device. The monitoring sched-
ule may define a sampling frequency for at least one of the
sensors. The monitoring istructions and also define a plu-
rality of alarm conditions. The electronic device may be
configured to authenticate the received monitoring instruc-
tions.

[0193] And yet another mmnovative aspect, yet another
system 1s provided. The system includes a plurality of
sensors. The system includes a remote device configured to
transmit encrypted monitoring instructions. The encrypted
monitoring instructions may include a tolerance range for at
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least one of the sensors. The system further includes an
clectronic device configured to receive sensor data from the
sensors. The electronic device i1s further configured to
receive, authenticate, and decrypt the encrypted monitoring,
instructions from the remote device. The electronic device 1s
turther configured to compare the sensor data to the received
tolerance range.

[0194] A further system i1s provided in yet another inno-
vative aspect. The system includes a plurality of sensors.
The system 1ncludes a remote device configured to transmut
encrypted monitoring instructions. Encrypted monitoring
instructions identily one or more of the plurality of sensors,
sensing schedule, and one or more alarm thresholds. The
system also 1ncludes an electronic device configured to
receive sensor data from the sensors 1n accordance with the
sensing schedule. The electronic device 1s also configured to
receive and decrypt the momtoring instructions. The elec-
tronic device 1s further configured to 1dentily alarm condi-
tions based on the i1dentified alarm thresholds and sent data
from the sensors.

[0195] While the above detailed description has shown,
described, and pointed out novel features of the invention as
applied to various embodiments, 1t will be understood that
various omissions, substitutions, and changes in the form
and details of the device or process 1llustrated may be made
by those skilled 1n the art without departing from the spirit
of the invention. As will be recognized, the present invention
may be embodied within a form that does not provide all of
the features and benefits set forth herein, as some features
may be used or practiced separately from others.

What 1s claimed 1s:

1. A remote monitoring system for a vehicle, the system
comprising;

an electronic device configured to receive environmental

and spatial data from a plurality of sensors positioned
on the vehicle, the electronic device further configured
to receive diagnostic test instructions from a remote
device remotely located from the vehicle, to conduct
one or more self-diagnostic tests on the electronic
device, one or more of the plurality of sensors, and the
data received from one or more of the plurality of
sensors based on the received diagnostic test instruc-
tions, and to transmit (a) information obtained based on
the recerved environmental and spatial data and (b)
results of the one or more diagnostic tests to the remote
device.

2. The system of claim 1, wherein the electronic device 1s
turther configured to receive 1nstructions from at least one of
the remote device or local controls to process the recerved
environmental and spatial data.

3. The system of claim 2, wherein the instructions are
contained 1n a script message, the script message comprising
a header containing one or more 1dentification fields and a
body containing one or more tasks to be performed.

4. The system of claim 1, wherein the electronic device 1s
turther configured to authenticate the remote device prior to
using the diagnostic test mstructions or any other mnstruc-
tions received from the remote device.

5. The system of claim 1, wherein the electronic device 1s
turther configured to:

compare the recerved environmental and spatial data to a

range ol acceptable values,

determine an alarm condition based upon the recerved
environmental and spatial data, and
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conduct a seli-diagnosis prior to transmitting the alarm
condition to the remote device.
6. The system of claim 1, wherein the electronic device 1s
further configured to:
determine an alarm condition based upon the received
environmental and spatial data,

determine a state of reliability of the plurality of sensors
that the data 1s received from, and

conduct a self-diagnosis based on the state of reliability
prior to transmitting the alarm condition to the remote
device.

7. The system of claim 1, wherein the recerved diagnostic
test 1nstructions comprise encrypted information and the

clectronic device 1s further configured to decrypt the
encrypted imnformation.

8. The system of claim 1, wherein the electronic device 1s
further configured to compare at least a portion of the
received environmental and spatial data to a range of accept-
able values such that the obtained information comprises a
comparison result, and to transmit the obtained information
to the remote device.

9. The system of claim 1, wherein the electronic device 1s
turther configured to recognize an additional sensor dynami-
cally added to the plurality of sensors.

10. The system of claim 1, further comprising an elec-
tronic master device authorized to communicate in the
system and configured to transmit a task authorization
message to the plurality of sensors, wherein the task autho-
rization message comprises information identifying at least
one sensor of the plurality of sensors from which the
clectronic master devices expects to receive sensed infor-
mation, and

wherein the at least one sensor 1s configured to encode a
digital signature and encrypt the sensed information
prior to transmitting the sensed information to the
clectronic master device.

11. The system of claim 1, wherein the vehicle comprises
an automobile, a watercraft, or an aircratt.

12. The system of claim 1, wherein the electronic device
1s Turther configured to improve security of communications
with the remote device

13. The system of claim 1, wherein the electronic device
1s Turther configured to improve error handling related to the
received environmental and spatial data.

14. The system of claim 1, wherein the electronic device
1s further configured to improve energy savings when pro-
cessing and communicating the recerved environmental and
spatial data.

15. The system of claim 1, wherein the electronic device
1s further confirmed to authenticate one or more of the
plurality of sensors and the remote device belore commu-
nicating.

16. A method of remotely monitoring a vehicle, the
method comprising:

receiving, at an electronic device, environmental and

spatial data from a plurality of sensors positioned on
the vehicle;

recerving diagnostic test instructions from a remote
device remotely located from the vehicle, the diagnos-
tic test nstructions configured to conduct one or more
diagnostic tests on the electronic device, one or more
sensors of the plurality of sensors, and the data received
from one or more of the plurality of sensors;
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conducting the one or more diagnostic tests on the elec-
tronic device, the one or more sensors of the plurality
of sensors, and the data received from one or more of
the plurality of sensors; and

transmitting (a) nformation obtained based on the
received environmental and spatial data and (b) results
of the one or more diagnostic tests from the electronic
device to the remote device.

17. A remote monitoring system for a vehicle, the system

comprising:
a plurality of sensors disposed on the vehicle and config-
ured to provide environmental and spatial data relating
to the vehicle; and
an electronic device i data communication with the
plurality of sensors and configured to:
receive the environmental and spatial data from the
plurality of sensors,

receive monitoring instructions from at least one of a
remote device or local controls, the monitoring
instructions including at least one i1dentifier for at
least one of the plurality of sensors,

process the received environmental and spatial data
based on the received monitoring instructions,

identily processed environmental and spatial data asso-
ciated with each of the at least one i1dentifier, and

transmit the identified processed environmental and
spatial data to the remote device with the at least one
identifier.

18. The system of claim 17, wherein the received moni-
toring instructions comprise encrypted information and the
clectronic device 1s further configured to decrypt the
encrypted imnformation and encrypt the identified processed
environmental and spatial data for transmission to the
remote device.

19. The system of claim 18, wherein the encrypted
monitoring instructions comprise a tolerance range for at
least one of the plurality of sensors and wherein the elec-
tronic device 1s configured to compare the received envi-
ronmental and spatial data from the at least one of the
plurality of sensors to the corresponding received tolerance
range.

20. The system of claim 17, wherein the electronic device
1s further configured to authenticate the remote device prior
to processing the received environmental and spatial data
based on the received monitoring instructions.

21. The system of claim 17, wherein the electronic device
1s further configured to compare at least a portion of the
received environmental and spatial data to a range of accept-
able values.

22. 'The system of claim 17, wherein the electronic device
1s further configured to conduct a self-diagnosis or a diag-
nosis of the at least one sensor of the plurality of sensors
having the at least one identifier prior to transmitting the
identified processed environmental and spatial data to the
remote device.

23. The system of claim 22, wherein the electronic device
1s further configured to determine an alarm condition based
upon the recetved environmental and spatial data, and
wherein the electronic device 1s further configured to com-
pare the received data to a range of acceptable values and
conduct the self-diagnosis or diagnosis prior to transmitting
the alarm condition to the remote device.

24. 'The system of claim 23, wherein the electronic device
1s further configured to:
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determine an alarm condition based upon the received

environmental and spatial data,

determine a state of reliability of the plurality of sensors

that the environmental and spatial data 1s recerved
from, and

conduct a self-diagnosis based on the determined state of

reliability prior to transmitting the alarm condition to a
remote device.

25. The system of claim 17, further comprising:

an electronic master device authorized to communicate 1n

the system and configured to transmit a task authori-
zation message to the sensors, wherein the task autho-
rization message comprises mformation identifying at
least one of the plurality of sensors from which to
recelve sensed information, and

wherein the at least one sensor 1s configured to encode a

digital signature and encrypt the sensed information
prior to transmitting the sensed information to the
clectronic master device.

26. The system of claim 17, wherein the electronic device
1s 1n data communication with the plurality of sensors via
one or more of a wired communication network, a wireless
communication network, a cellular communication connec-
tion, and a satellite communication connection.

27. The system of claim 17, wherein the plurality of
sensors comprise one or more of electromagnetic sensors, air
quality sensors, ultrasonic sensors, chemical sensors, radio-
logical sensors, radar sensors, altitude sensors, location
sensors, temperature sensors, humidity sensors, audio sen-
sors, radiation sensors, pressure sensors, and global posi-
tioning system sensors.

28. The system of claim 17, wherein the received envi-
ronmental and spatial data comprises one or more of tem-
perature data, air content information, location information,
humidity information, radiation information, pressure infor-
mation, tamper information, and audio information.

29. A vehicle comprising:

a plurality of sensors configured to provide environmental

and spatial data relating to the vehicle; and

an electronic device in data communication with the

plurality of sensors and configured to:

receive diagnostic test instructions from a remote
device remotely located from the vehicle,

conduct one or more seli-diagnostic tests on the elec-
tronic device and the data recerved from the sensors
based on the received diagnostic test instructions,
and

transmit (a) information obtained based on the recerved
environmental and spatial data and (b) results of the
one or more diagnostic tests to the remote device.

30. The vehicle of claim 29, wheremn the plurality of
sensors and the electronic device are incorporated into a data
collection unit disposed within or an exterior surface of the
vehicle.

31. The vehicle of claim 30, wherein the data collection
unit 1s attached to a surface of the vehicle via a mounting
base.

32. The vehicle of claim 29, wherein the vehicle com-
prises an automobile, a ship or an airplane.

33. A remote device for monitoring a vehicle, comprising:

a communication circuit configured to:

transmit diagnostic test instructions to an electronic
device that receives environmental and spatial data
from a plurality of sensors positioned on the vehicle,
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the diagnostic test instructions causing the remote
device to conduct one or more seli-diagnostic tests
on the electronic device and the data received from
the sensors, and

receive, from the electronic device, (a) information
obtained based on the received environmental and
spatial data and (b) results of the one or more
diagnostic tests.

34. The system of claim 1, wherein the received environ-
mental and spatial data comprises one or more of tempera-
ture data, air content information, location information,
humidity information, radiation information, pressure infor-
mation, tamper information, and audio information.

35. The method of claim 16, wherein the received envi-
ronmental and spatial data comprises one or more of tem-
perature data, air content information, location information,
humidity information, radiation information, pressure nfor-
mation, tamper information, and audio information.

36. The vehicle of claim 29, wherein the received envi-
ronmental and spatial data comprises one or more of tem-
perature data, air content information, location information,
humidity information, radiation information, pressure infor-
mation, tamper information, and audio information.

37. The device of claim 33, wherein the received envi-
ronmental and spatial data comprises one or more of tem-
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perature data, air content information, location information,
humidity information, radiation information, pressure nfor-
mation, tamper information, and audio information.

38. The system of claim 12, wherein the electronic device
1s Turther configured to improve security of communications
with the remote device by utilizing encryption key
exchanges between the electronic device and the remote
device for one or more communications between the elec-
tronic device and the remote device.

39. The system of claim 13, wherein the electronic device
1s Turther configured to improve error handling related to the

received environmental and spatial data by incorporating a
packet checksum in communications between the electronic
device, the remote device, and any other device and using
the checksum to determine integrity of communicated pack-
ets.

40. The system of claim 14, wherein the electronic device
1s further configured to improve energy savings when pro-
cessing and communicating the environmental and spatial
data by utilizing one or more compression algorithms to
remove redundancy in communications between the elec-
tronic device and the remote device and any other device.
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