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BIOMETRIC IMAGING DEVICES AND
ASSOCIATED METHODS

PRIORITY DAITA

[0001] The present application claims the benefit as a
continuation of U.S. patent application Ser. No. 14/864,592,
filed on Sep. 24, 2015 and entitled “Biometric Imaging
Devices and Associated Methods,” which claims the benefit
as a continuation of U.S. patent Ser. No. 13/549,107, filed on
Jul. 13, 2012 and entitled “Biometric Imaging Devices and
Associated Methods,” which claims the benefit of U.S.
Provisional Application No. 61/507,488, filed on Jul. 13,
2011 and entitled “Biometric Imaging Devices and Associ-
ated Methods,” each of which 1s incorporated herein by
reference 1n their entireties.

BACKGROUND

[0002] Biometrics 1s the study of signatures of a biological
origin that can umiquely identily individuals. Biometric
technology has increased in interest in recent years, and can
be classified 1 two groups, cooperative identification and
non-cooperative identification. Cooperative biometric iden-
tification methods obtain biometric readings with the 1ndi-
vidual’s knowledge, and typically detect biological signa-
tures such as finger prints, palm prints, and iris scans.
Non-cooperative biometric 1dentification methods obtain
biometric readings without the person’s knowledge, and
typically detect facial, speech, and thermal signatures of an
individual. This disclosure focuses on devices and methods
that can detect various biometric signatures ol both coop-
erative and non-cooperative individuals, through the use of
imaging devices.

[0003] Facial and 1ris detection are some of the more
common signatures used by security applications for 1den-
tifying individuals. These methods of detection mvolve two
independent steps, an enrollment phase where biometric
data 1s collected and stored 1n a database and a query step,
where unknown biometric data 1s compared to the database
to 1dentily the individual. In both of these steps, a camera
can be used to collect and capture the images of the
individual’s face or iris. The 1mages are processed using
algorithms that deconstruct the image into a collection of
mathematical vectors which, 1n aggregate, constitute a
unique signature of that individual.

[0004] Dragital imaging devices are often utilized to collect
such i1mage data. For example, charge-coupled devices
(CCDs) are widely used 1n digital imaging, and have been
later improved upon by complementary metal-oxide-semi-
conductor (CMOS) imagers having improved performance.
Many traditional CMOS 1magers utilize front side 1llumi-
nation (FSI). In such cases, electromagnetic radiation 1s
incident upon the semiconductor surface containing the
CMOS devices and circuits. Backside illumination CMOS
imagers have also been used, and 1n many designs electro-
magnetic radiation 1s incident on the semiconductor surface
opposite the CMOS devices and circuits.

[0005] As a major caveat to biometric signature acquisi-
tion, however, pigmentation of the skin and/or ir1s can affect
the ability to collect robust data, both in the enrollment
phase as well as 1n the future query phase. The pigmentation
can mask or hide the unique structural elements that define
the values of the signature mathematical vectors.
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SUMMARY

[0006] The present disclosure provides systems, devices,
and methods for 1dentifying an individual 1n both coopera-
tive and non-cooperative situations. In one aspect, for
example, a system for identifying an individual can include
a light source capable of emitting electromagnetic radiation
having at least one wavelength of from about 700 nm to
about 1200 nm, and an 1mager device positioned to receive
the electromagnetic radiation upon reflection from an 1ndi-
vidual to generate an electronic representation of the indi-
vidual. The system can also include an 1image processing
module functionally coupled to the imager device to receive
the electronic representation. The 1image processing module
processes the electronic representation into an individual
representation having at least one substantially unique 1den-
tification trait. The 1mager device can include a semicon-
ductor device layer having a thickness of less than about 10
microns, at least two doped regions forming a junction, and
a textured region positioned to interact with the electromag-
netic radiation. The imaging device has an external quantum
clliciency of at least about 33% for electromagnetic radia-
tion having at least one wavelength of greater than 800 nm.
[0007] Various light sources are contemplated, and any
light source capable of delivering electromagnetic radiation
within the ranges utilized by the present devices and systems
1s considered to be within the present scope. In one aspect,
for example, the light source can be an active light source.
In yet another aspect, the light source may be a passive light
source or 1 other words ambient light from the surround-
ings. In another aspect, the active light source can be two or
more active light sources each emitting infrared electromag-
netic radiation at distinct peak emission wavelengths. In one
specific aspect, the two or more active light sources can emit
inifrared electromagnetic radiation at about 850 nm and
about 940 nm. In another aspect the two or more active light
sources can emit infrared electromagnetic radiation at about

850 nm and about 1060 nm.

[0008] The semiconductor device layer used 1n the imager
device can include any useful semiconductor material. In
one aspect, however, the semiconductor device layer can be
comprised of silicon. In one specific aspect, a silicon-based
imager device having device layer with a thickness less than
about 10 microns can have a response time of from about 0.1
ms to about 1 ms and an external quantum efliciency of at
least about 33% for electromagnetic radiation having at least
one wavelength of greater than 800 nm. In another aspect,
the response time can be from about 0.1 ms to about 16 ms.
In yet another specific aspect, a silicon-based 1imager device
having a semiconductor device layer with a thickness less
than about 10 microns can have a response time of from
about 0.1 ms to about 1 ms and an external quantum
clliciency of at least about 11% for electromagnetic radiation
having at least one wavelength of greater than 940 nm.

[0009] In another aspect, the imager device 1s capable of
capturing the electronic representation with suilicient detail
to 1dentify the at least one substantially unique identification
trait using electromagnetic radiation emitted from the active
light source having at least one wavelength of from about
700 nm to about 1200 nm and having a scene radiance
impinging on the individual at 3 meters that 1s at least 0.1
mW/mm~. In yet another aspect, the imager device is
capable of capturing the electronic representation with sui-
ficient detail to 1dentity the at least one substantially unique
identification trait using electromagnetic radiation emitted
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from the active light source having at least one wavelength
of from about 800 nm to about 1000 nm and having a scene
radiance impinging on the individual at 3 meters that 1s from
about 1.0 mW/mm* to about 100 mW/mm*. In a further
aspect, the imager device can operate on an electronic global
shutter to capture the electronic representation.

[0010] In vet another aspect, the system can include an
analysis module functionally coupled to the 1mage process-
ing module, wherein the analysis module 1s operable to
compare the at least one substantially unique 1dentification
trait with a known idenftification trait to facilitate i1dentifi-
cation of the individual.

[0011] In a further aspect, the system can include an
automatic pan and zoom module operable to move at least
one of the light source or the imager device in order to track
the 1individual.

[0012] In some aspects, the imager device can include at
least two 1mager devices. In one specific aspect, the at least
two 1mager devices icludes a first imager device positioned
and operable to generate a facial electronic representation of
the individual and a second imager device positioned and
operable to generate an iris electronic representation of the
individual. In another specific aspect, the system can 1include
an automatic pan and zoom module operable to move at least
one of the light source or the imager device and a process
module to analyze the facial electronic representation and
provide the pan and zoom module coordinates for the face
and 1r1s.

[0013] Insome aspects, the system can be configured to be
concealed from the individual being identified. In one
aspect, for example, the system can be concealed from the
individual behind an infrared transparent medium that is
visually opaque. The infrared transparent medium can be a
plane of glass or plastic being at least partially coated with
an infrared transparent paint or other infrared transparent
medium. In one aspect metal particles can be impregnated
into at least a portion of the infrared transparent medium. In
yet another aspect, quantum dots may be disposed on the
infrared transparent medium such that infrared light is
transmitted through the medium and visible light 1s filtered.
In another aspect, the system can be activated by a trigger
from the 1individual, whether the individual has knowledge
of the trigger or not. The trigger can be a transistor or sensor
integrated 1n the system that i1s capable of activating the
system. Such triggers can be a thermal sensor, motion
sensor, photosensor and other like sensors.

[0014] The system can also be designed to be of a small
s1ze. For example, 1n one aspect the light source, the imager
device, and the 1mage processing module can collectively
have a size of less than about 160 cubic centimeters. In
another aspect, the light source, the imager device, and the
image processing module can collectively have a size of less
than about 16 cubic centimeters. In yet another aspect, the
imager device can have an optical format of about 17 inches.

[0015] It1s also contemplated that the present systems and
devices can be utilized 1n a variety of other systems, devices,
and situations. For example, in one aspect the present system
can be integrated into an electronic device. While any
clectronic device 1s contemplated, non-limiting examples
can include a mobile smart phone, a cellular phone, a laptop
computer, a tablet computer, other personal electronic
devices and the like. Various situations are also contem-
plated wherein such integration can be useful. For example,
in one aspect such an electronic device can provide positive
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identification of an mdividual in order to unlock the elec-
tronic device. In another aspect, positive identification of the
individual can be used to verily the individual 1n a financial
transaction. In another aspect, the positive identification can
be used to determine citizenship of the individual or to verify
passport or license status.

[0016] The present disclosure additionally provides meth-
ods of i1dentifying an individual. In one aspect, such a
method can include emitting infrared electromagnetic radia-
tion having at least one wavelength of from about 700 nm to
about 1200 nm toward the individual, receiving the infrared
clectromagnetic radiation reflected from the individual into
an 1mager device to generate an electronic representation of
the individual, processing the electronic representation nto
an individual representation having at least one substantially
umque 1dentification trait, and using the at least one sub-
stantially unique 1dentification trait to identity the indi-
vidual. The imager device can include a semiconductor
device layer having a thickness of less than about 10
microns, at least two doped regions forming a junction, and
a textured region positioned to interact with the electromag-
netic radiation. The 1imaging device can have an external
quantum efliciency of at least about 33% for electromagnetic
radiation having at least one wavelength of greater than 800
nm

[0017] In one specific aspect, the at least one substantially
unmique 1dentification trait can include an electronic repre-
sentation of an 1r1s of the individual suthicient to 1dentify the
individual. In one specific aspect, the electronic representa-
tion of the ir1is can be captured by the imager device at a
distance of from about 0.5 meters to about 15 meters from
the individual. In yet another specific aspect, the electronic
representation of the iris can be captured by the imager
device at a distance of from about 2 meters to about 10
meters from the individual. In a further specific aspect, the
clectronic representation of the iris can be captured at a
distance of greater than 2 meters from the imager device to
the mdividual using the infrared electromagnetic radiation

having a wavelength of at least 940 nm and an intensity that
is below 10,000 mW/mm?/steradian.

[0018] Invyet another aspect, emitting infrared electromag-
netic radiation can further include emitting infrared electro-
magnetic radiation from at least two active light sources,
cach emitting at distinct peak emission wavelengths. In such
cases, electronic representations from each active light
source can be processed into individual representations each
having at least one substantially umique 1dentification trait,
and each individual representation can then be compared
with one another to vernly identification results of the
individual.

[0019] In one aspect, capturing the electronic representa-
tion by the imager device can be accomplished by a global
clectronic shutter mechanism. In one specific aspect, the
global electronic shutter can be operated with an integration
time of from about 0.1 ms to about 1 ms. In another specific
aspect, the individual can be moving with respect to the
imager device and the integration time 1s suflicient to capture
the electronic representation with suflicient detail to identify
the at least one substantially unique identification trait.

[0020] In another aspect, the method can include compar-
ing the at least one substantially unique identification trait
with a known 1dentification trait to facilitate 1dentification of
the mdividual. A variety of known i1dentification traits are
contemplated, non-limiting examples of which can include
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tacial features, 1ris features, thermal signatures, and the like,
including combinations thereof. Furthermore, in one aspect
comparing the at least one substantially unique identification
trait further includes comparing the at least one substantially
unique 1dentification trait against a plurality of known
identification traits.

[0021] In yet another aspect, the individual representation
can be a facial representation, and the facial representation
can be analyzed to locate a specific facial feature and the
imager device can be panned and/or zoomed to 1mage the
specific facial feature or iris feature.

[0022] In a further aspect, the method can include moving
the emitted infrared electromagnetic radiation and/or the
imager device relative to movements of the individual 1n
order to track the individual during recerving of the infrared
clectromagnetic radiation.

[0023] In yet another aspect, the method can further
include recerving the electronic representation, selecting a
portion of the electronic representation, zooming the imager
device to substantially correspond to the portion of the
clectronic representation and generating a secondary elec-
tronic representation of the individual, and processing the
secondary electronic representation into a secondary indi-
vidual representation having at least one substantially
unique 1dentification trait.

[0024] In a further aspect, an electronic device having an
integrated user authorization system 1s provided, wherein
the user authorization system includes an imager device
including a semiconductor device layer having a thickness
of less than about 10 microns, at least two doped regions
forming a junction, and a textured region positioned to
interact with the electromagnetic radiation, wherein the
imaging device has an external quantum efliciency of at least
about 33% for electromagnetic radiation having at least one
wavelength of greater than 800 nm. The imager device 1s
positioned to capture an electronic representation of an
identification trait of a user of the device, wherein the 1imager
device 1s operable to at least periodically capture the elec-
tronic representation. The system can further include a
storage register operable to store a known 1dentification trait
of an authorized user, and an analysis module electrically
coupled to the imager device and the storage register, the
analysis module being operable to compare the electronic
representation of the identification trait to the known iden-
tification trait to verify that the user i1s the authorized user.
In another aspect, the system can further include a light
source operable to emit electromagnetic radiation having at
least one wavelength of from about 700 nm to about 1200
nm toward the user. In yet another aspect, the analysis
module and the imager device can be integrated monolithi-
cally together separate from the CPU of the electronic
device. It should be noted that the analysis module can be
physically separate from the imager device and operate
independently from the CPU of the electronic device. In a
turther aspect, the 1imager device can be operable to con-
tinuously verily the user 1s the authorized user. In yet a
turther aspect, the system can include a switch to toggle the
imager device between infrared light capture and wvisible
light capture modes. Various switches are contemplated
herein, for example, a transistor, an infrared or color filter
and others know by those skilled 1n the art.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0025] For a fuller understanding of the nature and advan-
tage of the present invention, reference 1s being made to the
following detailed description of preferred embodiments
and 1n connection with the accompanying drawings, 1n
which:

[0026] FIG. 1 1s a representation of a system for 1denti-
tying an individual 1n accordance with one aspect of the
present disclosure.

[0027] FIG. 2 1s a schematic view of an imager device 1n
accordance with another aspect of the present disclosure.
[0028] FIG. 3 1s a graphical representation of the absorp-
tion characteristics of a fast (or thin) photodetector device
based on standard silicon compared to the absorption char-
acteristics of a photodetecting device based on silicon but
having a textured region 1n accordance with another aspect
of the present disclosure.

[0029] FIG. 4 1s a schematic view ol a photosensitive
device 1n accordance with another aspect of the present
disclosure.

[0030] FIG. 5 1s a schematic view of a photosensitive array
device 1n accordance with another aspect of the present
disclosure.

[0031] FIG. 6 1s a schematic diagram of a six transistor
imager 1n accordance with another aspect of the present
disclosure.

[0032] FIG. 7a 1s a photograph showing an 1r1s captured
with an photoimager having a rolling shutter in accordance
with another aspect of the present disclosure.

[0033] FIG. 7b 1s a photograph showing an 1r1s captured
with an photoimager having a global shutter in accordance
with another aspect of the present disclosure.

[0034] FIG. 8 1s an 1illustration of a time of flight mea-
surement 1 accordance with another aspect of the present
disclosure.

[0035] FIG. 9a1s a schematic view of a pixel configuration
for a photoimager array 1n accordance with another aspect of
the present disclosure.

[0036] FIG. 9b1s aschematic view of a pixel configuration
for a photoimager array 1n accordance with another aspect of
the present disclosure.

[0037] FIG. 9c¢1s a schematic view of a pixel configuration
for a photoimager array in accordance with another aspect of
the present disclosure.

[0038] FIG. 10 1s a schematic diagram of an eleven
transistor 1mager in accordance with another aspect of the
present disclosure.

[0039] FIG. 11 1s a schematic view of a photosensitive
device comprising a bolometer 1n accordance with another
aspect of the present disclosure.

[0040] FIG. 12 1s a representation of an integrated system
for identitfying an individual in accordance with one aspect
of the present disclosure.

[0041] FIG. 13 1s a flow diagram of a method in accor-
dance with another aspect of the present disclosure.

DETAILED DESCRIPTION

[0042] Beflore the present disclosure 1s described herein, 1t
1s to be understood that this disclosure 1s not limited to the
particular structures, process steps, or materials disclosed
herein, but 1s extended to equivalents thereol as would be
recognized by those ordinarly skilled 1n the relevant arts. It
should also be understood that terminology employed herein
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1s used for the purpose of describing particular embodiments
only and 1s not intended to be limiting.

Definitions

[0043] The following terminology will be used 1n accor-
dance with the definitions set forth below.

[0044] It should be noted that, as used in this specification
and the appended claims, the singular forms “a,” and, “the”
include plural referents unless the context clearly dictates
otherwise. Thus, for example, reference to “a dopant”
includes one or more of such dopants and reference to “the
layer” includes reference to one or more of such layers.
[0045] As used herein, “quantum efliciency” (QE) 1is
defined as the percentage of photons incident on an opto-
clectronic device that are converted into electrons. External
QE (EQE) 1s defined as the current obtained outside of the
device per incoming photon. As such, EQE therefore
depends on both the absorption of photons and the collection
of charges. The EQE 1s lower than the QE due to recombi-
nation effects and optical losses (e.g. transmission and
reflection losses).

[0046] As used herein, the terms “electromagnetic radia-
tion” and “light” can be used interchangeably, and can
represent wavelengths across a broad range, including vis-
ible wavelengths (approximately 350 nm to 800 nm) and
non-visible wavelengths (longer than about 800 nm or
shorter than 3350 nm). The infrared spectrum 1s often
described as including a near infrared portion of the spec-
trum including wavelengths of approximately 800 to 1300
nm, a short wave infrared portion of the spectrum including
wavelengths of approximately 1300 nm to 3 micrometers,
and a mid to long wave infrared (or thermal infrared) portion
of the spectrum including wavelengths greater than about 3
micrometers up to about 30 micrometers. These are gener-
ally and collectively referred to herein as “infrared” portions
of the electromagnetic spectrum unless otherwise noted.
[0047] As used herein, “response time” refers to the rise
time or fall time of a detector device. In one aspect, “rise
time” 1s the time difference between the 10% point and the
90% point of the peak amplitude output on the leading edge
of the electrical signal generated by the interaction of light
with the device. “Fall time” 1s measured as the time differ-
ence between the 90% point and the 10% point of the trailing
edge of the electrical signal. In some aspects, fall time can
be referred to as the decay time.

[0048] As used herein, “shutter speed” refers to the time
duration of a camera’s shutter remain open while an 1mage
1s captured. The shutter speed directly proportional to the
exposure time, 1.e. the duration of light reaching the image
sensor. In other words, the shutter speed controls the amount
of light that reaches the photosensitive imager. The slower
the shutter speed, the longer the exposure time. Shutter
speeds are commonly expressed 1n seconds and fractions of
seconds. For example, 4, 2, 1, 1A, 14, 18, Vis, Va0, 6o, V125,
Laso, 500, Viooo, Vaooo, Yaooo, Vsooo. Notably, each speed
increment halves the amount of light mcident upon the
1mager.

[0049] As used herein, the term “textured region™ refers to
a surface having a topology with nano- to micron-sized
surface variations. Such a surface topology can be formed by
any appropriate technique, including, without limitation,
irradiation of a laser pulse or laser pulses, chemical etching,
lithographic patterning, interference of multiple simultane-
ous laser pulses, reactive 1on etching, and the like. While the
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characteristics of such a surface can be variable depending
on the materials and techniques employed, 1n one aspect
such a surface can be several hundred nanometers thick and
made up of nanocrystallites (e.g. from about 10 to about 50
nanometers) and nanopores. In another aspect, such a sur-
face can 1include micron-sized structures (e.g. about 0.5 um
to about 60 um). In yet another aspect, the surface can
include nano-sized and/or micron-sized structures from
about 5 nm and about 500 um. It should be mentioned that
the textured region can be ordered or disordered.

[0050] As used herein, the terms “surface modifying” and
“surface modification” refer to the altering of a surface of a
semiconductor material using a variety of surface modifi-
cation techmiques. Non-limiting examples of such tech-
niques nclude plasma etching, reactive 10n etching, porous
silicon etching, lasing, chemical etching (e.g. anisotropic
ctching, 1sotropic etching), nanoimprinting, material depo-
sition, selective epitaxial growth, and the like, including
combinations thereof. In one specific aspect, surface modi-
fication can include processes using primarily laser radiation
or laser radiation 1n combination with a dopant, whereby the
laser radiation facilitates the incorporation of the dopant into
a surface of the semiconductor material. Accordingly, 1n one
aspect surface modification includes doping of a substrate
such as a semiconductor material.

[0051] As used herein, the term “target region” refers to an
area ol a substrate that 1s mntended to be doped or surface
modified. The target region of the substrate can vary as the
surface modifying process progresses. For example, after a
first target region 1s doped or surface modified, a second
target region may be selected on the same substrate.

[0052] As used herein, the term “fluence” refers to the
amount of energy from a single pulse of laser radiation that
passes through a unit area. In other words, “fluence” can be
described as the energy surface density of one laser pulse.

[0053] As used herein, the term “detection” refers to the
sensing, absorption, and/or collection of electromagnetic
radiation.

[0054] As used herein, the term “scene radiance’ refers to
the areal density of light impinging on a known area or
scene.

[0055] As used herein, the term “substantially” refers to
the complete or nearly complete extent or degree of an
action, characteristic, property, state, structure, item, or
result. For example, an object that 1s “substantially”™
enclosed would mean that the object i1s either completely
enclosed or nearly completely enclosed. The exact allowable
degree of deviation from absolute completeness may 1n
some cases depend on the specific context. However, gen-
erally speaking the nearness of completion will be so as to
have the same overall result as 1f absolute and total comple-
tion were obtained. The use of “substantially” 1s equally
applicable when used 1n a negative connotation to refer to
the complete or near complete lack of an action, character-
1stic, property, state, structure, 1item, or result. For example,
a composition that 1s “substantially free of” particles would
either completely lack particles, or so nearly completely lack
particles that the eflect would be the same as 11 1t completely
lacked particles. In other words, a composition that is
“substantially free of” an ingredient or element may still
actually contain such item as long as there 1s no measurable
ellect thereof.
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[0056] As used herein, the term “about™ 1s used to provide
flexibility to a numerical range endpoint by providing that a
given value may be “a little above™ or ““a little below™ the
endpoint.

[0057] As used herein, a plurality of items, structural
clements, compositional elements, and/or materials may be
presented 1n a common list for convenience. However, these
lists should be construed as though each member of the list
1s mndividually i1dentified as a separate and unique member.
Thus, no individual member of such list should be construed
as a de facto equivalent of any other member of the same list
solely based on their presentation 1 a common group
without indications to the contrary.

[0058] Concentrations, amounts, and other numerical data
may be expressed or presented herein in a range format. It
1s to be understood that such a range format 1s used merely
for convenience and brevity and thus should be interpreted
flexibly to include not only the numerical values explicitly
recited as the limits of the range, but also to include all the
individual numerical values or sub-ranges encompassed
within that range as if each numerical value and sub-range
1s explicitly recited. As an illustration, a numerical range of
“about 1 to about 5 should be interpreted to include not
only the explicitly recited values of about 1 to about 5, but
also include individual values and sub-ranges within the
indicated range. Thus, included in this numerical range are
individual values such as 2, 3, and 4 and sub-ranges such as
from 1-3, from 2-4, and from 3-5, etc., as well as 1, 2, 3, 4,
and 5, individually.

[0059] This same principle applies to ranges reciting only
one numerical value as a mimmum or a maximum. Further-
more, such an interpretation should apply regardless of the
breadth of the range or the characteristics being described.

[0060] The Disclosure Security has generally become a
top priority for many businesses, communities, govern-
ments, and the like. One key component in establishing
cllective security 1s the rapid identification of individuals.
For example, implementation of biometric scanning proce-
dures 1n major thoroughfares such as airports, major cities,
and the like can facilitate the identification and tracking of
individuals for the safety of the populace as well as, 1n some
cases, the safety of the individual being identified and
tracked. As one example, such a system can be utilized to
identify abducted or runaway children. In other cases, fugi-
tives and suspected criminals can be located and appre-
hended. Also, such systems can be useful for identifying
authorized users and allowing access for authorized users for
financial transactions, personal electronic devices that can
reduce the incidence of voter fraud, financial fraud, other

forms of i1dentity theft, and the like.

[0061] As has been described, one problem inherent to
biometric systems imaging facial and ocular features i1s
interference due to pigmentation. To avoid this potential
interference, a biometric 1imaging device capturing light
wavelengths in the range of 800 nm to 1300 nm can be used.
For electromagnetic radiation in this wavelength range pig-
mentation 1s substantially transparent, and therefore electro-
magnetic photons pass 1freely through the pigment and
reflect off of structural elements of interest for the 1dentifi-
cation. In the eye, for example, near infrared electromag-
netic photons pass through the 1r1s pigment and reflect off of
ir1s ligament structures.

[0062] Conventional imagers, however, including both
CCDs and CMOS 1mage sensors, are based on silicon
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photodetectors and have very low sensitivity to near infrared
light 1n the wavelength range of interest. As such, in many
cases these systems are limited to applications where the low
sensitivity and 1image capture speed limitations are not an
issue. When attempting to capture an iris signature from a
distance and/or with a short integration time, IR light needs
to be greatly increased 1n intensity to compensate for the
poor IR sensitivity of traditional imagers. High intensity IR
can be damaging to ocular tissue and potentially may cause
other negative side eflects.

[0063] The present disclosure provides an eflicient bio-
metric device that can operate i low light conditions with
good signal to noise ratio and high quantum efliciencies 1n
the visible and infrared (IR) spectrum. Using an IR light
source, as opposed to purely visible light, the present system
can 1mage the textured patterns of the 1r1s, remove existing
light vaniations, and reduce pattern interference from corneal
reflections, thereby capturing more precise 1ris information.

[0064] In one aspect, as 1s shown in FIG. 1 for example,
a system for identifying an individual can include at least
one active light source 102 capable of emitting electromag-
netic radiation 104 having at least one wavelength of from
about 700 nm to about 1200 nm and an imager device 106
positioned to receive the electromagnetic radiation upon
reflection 108 from an individual 110 to generate an elec-
tronic representation of the mndividual. An 1mage processing
module 112 can be functionally coupled to the imager device
106 to receive the electronic representation. The image
processing module 112 functions to process the electronic
representation, using known algorithms to those skilled in
the art, into an individual representation having at least one
substantially unique identification trait. This substantially
unique 1dentification trait 1s used to i1dentity the individual
110. Additionally, 1t 1s noted that such a system can be
utilized 1n cooperative as well as non-cooperative 1dentifi-
cation situations.

[0065] FIG. 2 shows one exemplary embodiment of an
imager device that i1s capable of operation i low light
conditions with good signal to noise ratio and high quantum
elliciencies 1n the visible and IR light spectrum. The imager
device 200 can include a semiconductor device layer 202
having a device layer with a thickness of less than about 10
microns, at least two doped regions 204, 206 forming a
junction, and a textured region 208 positioned to interact
with incoming electromagnetic radiation 210. Numerous
configurations are contemplated, and any type of junction
configuration 1s considered to be within the present scope.
For example, the first and second doped regions can be
distinct from one another, contacting one another, overlap-
ping one another, etc. In some cases, an 1ntrinsic region can
be located at least partially between the first and second
doped regions. In some aspects, the semiconductor device
layer can be less than about 50 microns thick. Additionally,
in some aspects the semiconductor device layer can be
disposed on a bulk semiconductor layer or semiconductor
support layer.

[0066] The textured region 208 1s shown located on a side
of the semiconductor device layer 202 that 1s opposite to the
first doped region 204 and the second doped region 206. In
this case, electromagnetic radiation that passes through the
semiconductor device layer 202 to contact the textured
region 208 can be reflected back through the semiconductor
device layer, thus eflectively increasing the absorption path
length of the semiconductor material. The textured region
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can be associated with an entire surface of the semiconduc-
tor material or only a portion thereof. Additionally, 1n some
aspects the textured region can be specifically positioned to
maximize the absorption path length of the semiconductor
material. In other aspects, a third doping can be included
near the textured region to improve the collection of carriers
generated near the textured region.

[0067] The imager device can have a semiconductor
device layer with a thickness of less than about 10 microns
and an external quantum efliciency of at least about 33% for
clectromagnetic radiation having at least one wavelength of
greater than 800 nm. In another aspect, the 1imager device
can have a response time of from about 0.1 ms to about 1 ms
and an external quantum efliciency of at least about 33% for
clectromagnetic radiation having at least one wavelength
greater than about 800 nm. In another aspect, the response
time can be from about 0.1 ms to about 16 ms. Other
thicknesses of device layers are additionally contemplated.
In one aspect, for example, the device layer thickness can be
less than 50 microns. In another aspect, the device layer
thickness can be less than 5 microns. In yet another aspect,

the device layer thickness can be less than 1 micron. A lower
limit for thickness of the device layer can be any thickness
that allows functionality of the device. In one aspect, how-
ever, the device layer can be at least 10 nm thick. In another
aspect, the device layer can be at least 100 nm thick. In yet
another aspect, the device layer can be at least 500 nm thick.
Additionally, 1n another aspect, the imager device can have
an external quantum efli

iciency ol at least about 23% {for
clectromagnetic radiation having at least one wavelength
greater than about 850 nm. In yet another aspect, the imager
device can have an external quantum efliciency of at least
about 11% for electromagnetic radiation having at least one
wavelength greater than about 940 nm. In another aspect, the
imager device can have a response time of from about 0.1 ms
to about 1 ms and an external quantum efliciency of at least
about 11% for electromagnetic radiation having at least one
wavelength greater than about 940 nm.

[0068]

an external quantum efliciency of at least about 46% for
clectromagnetic radiation having at least one wavelength of
greater than 800 nm. In another aspect, the imager device
can have a response time of from about 0.1 ms to about 1 ms
and an external quantum efliciency of at least about 46% for
clectromagnetic radiation having at least one wavelength
greater than about 800 nm. Additionally, 1n another aspect,
the 1mager device can have a semiconductor device layer
having a thickness of less than 10 microns, and the imager
can have an external quantum eif

In yet another aspect, the imager device can have

iciency of at least about
32% for electromagnetic radiation having at least one wave-
length greater than about 850 nm. In still another aspect, the
imager device can have a semiconductor device layer having
a thickness of less than 10 microns, and the 1imager can have
an external quantum efliciency of at least 50% or at least
60% for electromagnetic radiation having at least one wave-
length greater than about 850 nm. In yet another aspect, the
imager device can have an external quantum etliciency of at
least about 15% for electromagnetic radiation having at least
one wavelength greater than about 940 nm. In another
aspect, the imager device can have a response time of from
about 0.1 ms to about 1 ms and an external quantum
elliciency of at least about 15% for electromagnetic radia-
tion having at least one wavelength greater than about 940
nm. Further details regarding such photosensitive devices
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have been described 1n U.S. application Ser. No. 13/164,630,
filed on Jun. 20, 2011, which 1s incorporated herein by
reference in 1ts entirety.

[0069] It should be noted that, while the device shown 1n
FIG. 2 has a frontside illuminated architecture, backside
illuminated architectures are also contemplated and are
considered to be within the present scope. Additionally,
whether frontside i1lluminated or backside illuminated, the
textured region 208 can be positioned on a side of the
semiconductor device layer 202 opposite the incoming elec-
tromagnetic radiation 210 as shown. The textured region can
also be positioned on a side of the semiconductor device
layer adjacent the imncoming electromagnetic radiation (not
shown). In other words, in this case the electromagnetic
radiation would contact the textured region prior to passing
into the semiconductor device layer. Additionally, 1t 1s
contemplated that the textured region can be positioned on
both an opposite side and an adjacent side of the semicon-
ductor device layer.

[0070] The present imaging device can be utilized to
capture an electronic representation that 1s capable of being
used to i1dentily an individual at short distances as well as
long distances. The device can capture the electronic rep-
resentation at short distances such as, for example, from
about 2 cm or less to about 10 cm, or up to 30 cm, or up to
0.5 m. The device can also capture the electronic represen-
tation at from short distances to long distances such as, for
example, up to 1 m, up to 3 m, up to 6 m, up to 10 m, or up
to 15 m or more.

[0071] The semiconductor utilized to construct the imager
can be any useful semiconductor material from which such
an 1mager can be made having the properties described
heremn. In one aspect, however, the semiconductor device
layer 1s silicon. It 1s noted, however, that silicon photode-
tectors have limited detectability of IR wavelengths of light,
particularly for thin film silicon devices. Traditional silicon
materials require substantial absorption depths in order to
detect photons having wavelengths longer than about 700
nm. While visible light can be readily absorbed in the first
few microns of a silicon layer, absorption of longer wave-
lengths (e.g. 900 nm) in silicon at a thin water depth (e.g.
approximately 100 um) 1s poor 1f at all. The present imager
devices can increase the electromagnetic radiation absorp-
tion range of silicon, thus allowing the absorption of visible
and IR light even at shallow depths and 1n silicon thin films.

[0072] Returning to FIG. 2, for example, the textured
region 208 can increase the absorption, increase the external
quantum efliciency, and decrease response times, particu-
larly in the infrared wavelengths. Such unique and novel
devices can allow for fast shutter speeds thereby capturing
images ol moving objects 1n the visible and infrared spec-
trums. Such an increased sensitivity i a silicon-based
device can thus reduce processing cost of photodetectors,
reduce the power needed 1n light sources, increase the depth
resolution 1n 3D types imaging, and improve the biometric
measurements of an individual.

[0073] FIG. 3 shows an absorption/responsivity graph
where the dashed line 302 represents the absorption char-
acteristics of a photodiode based on a traditional standard
fast silicon device, and the solid line 304 represents the
absorption characteristics of a silicon-based photodiode
device but including a textured region. Notably, the absorp-
tion of a standard fast silicon imager in the inirared (i.e. the
800 nm to 1200 nm region) results 1n relatively low respon-
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sivity compared to the immager device with the textured
region. It 1s noted that an 1imager 1s a collection of multiple
photodiodes.

[0074] While 1t 1s contemplated that the present system
can 1include optics for increasing the capture distance
between the device and the individual, the imager device
having the textured region allows the system to function at
low IR light intensity levels even at such long distances. This
reduces energy expenditure and thermal management issues,
as well as potentially decreasing side eflects that can result
from high intensity IR light. In one aspect, for example, the
imager device can capture the electronic representation of an
individual with suihlicient detail to identify a substantially
unique 1dentification trait using electromagnetic radiation
emitted from the active light source having at least one
wavelength of from about 700 nm to about 1200 nm and
having a scene radiance impinging on the individual at 3
meters that is at least 0.1 mW/mm~. In another aspect, the
imager device can capture the electronic representation of an
individual with suflicient detail to i1dentify a substantially
unique identification trait using electromagnetic radiation
emitted from the active light source having at least one
wavelength of from about 800 nm to about 1000 nm and
having a scene radiance impinging on the individual at 3
meters that is from about 0.1 mW/mm~ to about 100
mW/mm?. In another aspect the imager device can capture
the electronic representation of an individual with suilicient
detail to i1dentify a substantially unique identification trait
using electromagnetic radiation emitted from the active light
source having at least one wavelength of from about 800 nm
to about 1000 nm and having a scene radiance impinging on
the individual at 3 meters that is from about 1 mW/mm~ to
about 10 mW/mm?. In yet another aspect, at distances of
greater than 2 meters the electromagnetic radiation having a
wavelength of at least 940 nm and should have optical power
below the eye damage threshold of 10,000 mW/mm?/stera-
dian. It should be noted that in one aspect the substantially
unique 1dentification trait 1s an 1r1s pattern of the individual.

[0075] As has been described, in some aspects the thick-
ness of the silicon material in the device can dictate the
responsivity and response time. Standard silicon devices
need to be thick, 1.e. greater than 100 um in order to detect
wavelengths 1 the infrared spectrum, and such detection
with thick devices results 1n a slow response and high dark
current. The textured region 1s positioned to interact with
clectromagnetic radiation to increase the absorption of infra-
red light 1n a device, thereby improving the intrared respon-
sivity while allowing for fast operation. Diffuse scattering
and reflection can result in increased path lengths for absorp-
tion, particularly if combined with total internal retlection,
resulting 1n large improvements of responsivity in the inira-
red for silicon photodiodes, photodetectors, photodiode
arrays, imagers, and the like. Because of the increased path
lengths for absorption, thinner silicon materials can be used
to absorb electromagnetic radiation up into the infrared
regions. One advantage of thinner silicon material devices 1s
that charge carriers are more quickly swept from the device,
thus decreasing the response time. Conversely, thick silicon
material devices sweep charge carriers therefrom more
slowly, at least i part due to diffusion.

[0076] It 1s noted, however, that the silicon device layer
can be of any thickness that allows electromagnetic radiation
detection and conversion functionality, and thus any such
thickness of silicon device layer 1s considered to be within
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the present scope. With that being said, thin silicon layer
materials can be particularly beneficial in decreasing the
response time and/or the capacitance of the device. As has
been described, charge carriers can be more quickly swept
from thinner silicon material layers as compared to thicker
silicon material layers. The thinner the silicon, the less
material the electron/holes have to traverse in order to be
collected, and the lower the probability of a generated
charge carrier encountering a defect that could trap or slow
the collection of the carrier. Thus one objective to 1mple-
menting a fast photo response 1s to utilize a thin silicon
maternal for the semiconductor device layer of the imager.
Such a device can be nearly depleted of charge carriers by
the built in potential of the photodiode and any applied bias
to provide for a fast collection of the photo generated
carriers by drift 1n an electric field. Charge carriers remain-
ing in any undepleted region of the photodiode are collected
by diffusion transport, which 1s slower than drift transport.
For this reason, 1t can be desirable to have the thickness of
any region where diffusion may dominate to be much thinner
than the depleted driit regions. In silicon materials having
the proper doping provides a depletion region of about 10
um with no applied bias. As such, in some aspects it can be
usetul to utilize a silicon material layer having a thickness of
less than about 100 um, less than about 10 um or less than
about Sum. In another aspect, the silicon material can have
a thickness and substrate doping concentration such that an
applied bias generates an electrical field suflicient for satu-
ration velocity of the charge carriers. It should be noted that
operating a photodiode, as disclosed herein, at a zero bias
can result in low noise but at a longer response time. When
bias 1s applied however, the dark current i1s increased,
resulting 1n higher noise, but with a decreased response time.
The increased dark current can be compensated 1f the
incident radiation signal 1s strong. The amount of dark
current increase can be minimized, however, with a thinner
device layer.

[0077] The semiconductor device layer 1n general can be
of any thickness that allows electromagnetic radiation detec-
tion and conversion functionality, and thus any such thick-
ness of semiconductor material 1s considered to be within
the present scope. In some aspects, the textured region
increases the ethiciency of the device such that the semicon-
ductor device layer can be thinner than has previously been
possible. Decreasing the thickness of the semiconductor
device layer reduces the amount of semiconductor material
required to make such a device. In one aspect, for example,
the semiconductor device layer has a thickness of from
about 500 nm to about 50 um. In another aspect, the
semiconductor device layer has a thickness of less than or
equal to about 100 um. In vet another aspect, the semicon-
ductor device layer has a thickness of from about 500 nm to
about 20 um. In another aspect, the semiconductor device
layer has a thickness of from about 500 nm to about 10 um.
In a further aspect, the semiconductor device layer can have
a thickness of from about 500 nm to about 50 um. In yet a
turther aspect, the semiconductor device layer can have a
thickness of from about 500 nm to about 2 um. In other
aspect the semiconductor device layer can have a thickness
of less than 10 microns, 5 microns, or 1 microns.

[0078] In one aspect a silicon semiconductor device layer
has a thickness of from about 100 nm to about 100 um. In
another aspect, the silicon material has a thickness of from
about 0.5 um to about 50 um. In yet another aspect, the
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s1licon material has a thickness of from about 5 um to about
10 um. In a further aspect, the silicon material has a
thickness of from about 1 um to about 5 um.

[0079] As has been described, the response time of a
photosensitive imaging device 1s limited by the transit time
of the photo generated carriers across the thickness of the
device layer. As turther explanation, the RC time constant of
the load resistance, (R) and the capacitance (C) of the entire
clectronic device structure can be kept less than this transit
time by using small load resistors and keeping the capaci-
tance of the photodiodes small by limiting the doping
density of the silicon material and area of the photodiodes.
For example, photodiodes doped at 10"/cm” can have a
capacitance that may be 10 nF/cm* without any applied bias.
Small area photodiodes with 50 ohm load resistors can have
very fast RC time constants. A photodiode with an area of
0.01 cm® can have a RC time constant of 0.5 nanoseconds.
Given that the response time will be limited by the maxi-
mum charge carrier transit time across the photodiode, then
diffusion rates can place an upper limit on the response time
for photodiodes of different thickness. For example, i1 the
photodiodes have a thickness of less than d=100 um, then
the diffusion transit time can be calculated by Equation (1I)
below, where D 1s the diffusion coeflicient for electrons.

d* (ID)
2D

The response time 1s bound by an upper limit of 2 us. For
light having a wavelength of about 900 nm, only about 35%
1s absorbed 1n the first pass or a device thinner than 100 um
and approximately 30% 1s retlected at the first surface,
thereby giving a responsivity on the order 10% or 0.1 A/W.
The responsivity, R, can be increased at least five fold by
using multiple internal reflections to achieve a value of

R=0.5 A/W.

[0080] Thus, the devices of the present disclosure increase
the absorption path length of silicon materials by increasing
the absorption path length for longer wavelengths as com-
pared to traditional silicon devices. The absorption depth in
s1licon photodetectors i1s the depth into silicon at which the
radiation intensity 1s reduced to about 36% of the value at
the surface of the silicon material. The increased absorption
path length results in an apparent reduction 1n the absorption
depth, or a reduced apparent or eflective absorption depth.
For example, the effective absorption depth of silicon can be
reduced such that longer wavelengths can be absorbed at
depths of less than or equal to about 100 um. By increasing
the absorption path length, such devices are able to absorb
longer wavelengths (e.g. >1000 nm for silicon) within a thin
semiconductor material. In addition to decreasing the eflec-
tive absorption depth, the response time can be decreased
using thinner semiconductor materials.

[0081] In one aspect, a photodiode can have a thickness of
less than about d=10 um. Using equation (I) above, the
resultant upper response time limit 1s about 20 ns. For light
having a wavelength of about 700 nm with about 33%
absorbed 1n the first pass and about 30% being retlected at
the first surface, the responsivity can be on the order 10% or
0.3 Ampere/Watt. The responsivity, R, can be increased at
least two fold by using multiple internal reflections as
described herein to achieve a value of R=0.6 A/W.
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[0082] In one aspect, for example, an imager device has a
response time ol from about 0.1 ms to about 1 ms. In another
aspect, an imager device has a responsivity of from about 0.4
A/W to about 0.55 A/W for at least one wavelength of from
about 800 nm to about 1200 nm relative to standard silicon.
In yet another aspect, an imager device has a responsivity of
from about 0.1 A/W to about 0.55 A/W for at least one
wavelength of from about 1000 nm to about 1200 nm
relative to standard silicon. In another aspect, the optoelec-
tronic device has an increased external quantum efliciency
of at least 10% for at least one wavelength of from about 550
nm to about 1200 nm relative to a silicon device with
comparable thickness and response time.

[0083] As has been described, photosensitive imaging
devices according to aspects of the present disclosure can
exhibit lower levels of dark current as compared to tradi-
tional devices. Although a variety of reasons are possible,
one exemplary reason may be that a thinner silicon material
layer can have fewer crystalline defects responsible for the
generation of dark current. In one aspect, for example, the
dark current of an photosensing imaging device during
operation is from about 100 pA/cm” to about 10 nA/cm”. In
another aspect, the maximum dark current of an 1maging
device during operation is less than about 1 nA/cm”.

[0084] Accordingly, imager devices according to aspects
of the present disclosure provide, among other things,
enhanced response in the infrared light portion of the optical
spectrum and improved response and quantum efliciency in
converting electromagnetic radiation to electrical signals. As
such, high quantum efliciencies and increase response times
can be obtained 1n the 1nfrared for devices thinner than about
100 um. In other words, the sensitivity and response are
higher than that found in thucker devices at infrared wave-

lengths.

[0085] In addition to silicon, other semiconductor mate-
rials are contemplated for use 1n the imager devices of the
present disclosure. Non-limiting examples of such semicon-
ductor materials can include group IV matenials, compounds
and alloys comprised of materials from groups II and VI,
compounds and alloys comprised of materials from groups
III and V, and combinations thereof. More specifically,
exemplary group IV materials can include silicon, carbon
(e.g. diamond), germanium, and combinations thereof. Vari-
ous exemplary combinations of group IV materials can
include silicon carbide (S1C) and silicon germanium (S1Ge).
Exemplary silicon materials, for example, can include amor-
phous silicon (a-S1), microcrystalline silicon, multicrystal-
line silicon, and monocrystalline silicon, as well as other
crystal types. In another aspect, the semiconductor material
can include at least one of silicon, carbon, germanium,
aluminum nitride, gallium nitride, indium gallium arsenide,
aluminum gallium arsenide, and combinations thereof.

[0086] Exemplary combinations of group II-VI matenals

can include cadmium selenide (CdSe), cadmium sulfide
(CdS), cadmium tellunide (CdTe), zinc oxide (ZnO), zinc

selenide (ZnSe), zinc sulfide (ZnS), zinc telluride (ZnTe),
cadmium zinc tellunide (CdZn’Te, CZT), mercury cadmium
telluride (HgCdTe), mercury zinc telluride (HgZnTe), mer-
cury zinc selenide (HgZnSe), and combinations thereof.

[0087] Exemplary combinations of group III-V materials
can 1nclude aluminum antimonide (AlISb), aluminum
arsenide (AlAs), aluminum nitride (AIN), aluminum phos-
phide (AlP), boron mitride (BN), boron phosphide (BP),
boron arsenide (BAs), gallium antimonide (GaShb), galllum
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arsenide (GaAs), gallium nitride (GaN), gallium phosphide
(GaP), mndium antimonide (InSb), indium arsenide (InAs),
indium nitride (InN), indium phosphide (InP), aluminum
gallium arsenide (AlGaAs, Al Ga,_As), indium gallium
arsenide (InGaAs, In Ga,_ As), indium gallium phosphide
(InGaP), aluminum indium arsenide (AllnAs), aluminum
indium antimonide (AllnSb), gallium arsenide nitride
(GaAsN), gallium arsenide phosphide (GaAsP), aluminum
gallium nitride (AlGalN), aluminum gallium phosphide (Al-
GaP), mdium gallium nitride (InGalN), indium arsenide
antimonide (InAsSb), indium gallium antimonide (InGaSb),
aluminum gallium 1indium phosphide (AlGalnP), aluminum
gallium arsenide phosphide (AlGaAsP), mdium gallium
arsenide phosphide (InGaAsP), aluminum indium arsenide
phosphide (AllnAsP), aluminum gallium arsenide nitride
(AlGaAsN), mdium gallium arsenide nitride (InGaAsN),
indium aluminum arsenide nitride (InAlAsN), gallium
arsenide antimonide nitride (GaAsSbN), gallium indium
nitride arsenide antimonide (GalnNAsSb), galllum indium
arsenide antimomide phosphide (GalnAsSbP), and combi-
nations thereof.

[0088] Additionally, various types of semiconductor mate-
rials are contemplated, and any such material that can be
incorporated into an electromagnetic radiation detection
device 1s considered to be within the present scope. In one
aspect, for example, the semiconductor material 1s monoc-
rystalline. In another aspect, the semiconductor matenal 1s
multicrystalline. In yet another aspect, the semiconductor
material 1s microcrystalline. It 1s also contemplated that the
semiconductor material can be amorphous. Specific nonlim-
iting examples 1nclude amorphous silicon or amorphous
selenium.

[0089] The semiconductor materials of the present disclo-
sure can also be made using a variety of manufacturing
processes. In some cases the manufacturing procedures can
aflect the efliciency of the device, and may be taken into
account in achieving a desired result. Exemplary manufac-
turing processes can include Czochralski (Cz) processes,
magnetic Czochralski (mCz) processes, Float Zone (FZ)
processes, epitaxial growth or deposition processes, and the
like. It 1s contemplated that the semiconductor materials
used in the present invention can be a combination of
monocrystalline material with epitaxially grown layers
formed thereon.

[0090] A vanety of dopant materials are contemplated for
the formation of the multiple doped regions, the textured
region, or any other doped portion of the imager device, and
any such dopant that can be used in such processes 1is
considered to be within the present scope. It should be noted
that the particular dopant utilized can vary depending on the
material being doped, as well as the intended use of the
resulting material.

[0091] A dopant can be either electron donating or hole
donating. In one aspect, non-limiting examples of dopants
can include S, F, B, P, N, As, Se, Te, Ge, Ar, Ga, In, Sb, and
combinations thereof. It should be noted that the scope of
dopants should include, not only the dopants themselves, but
also materials 1n forms that deliver such dopants (1.e. dopant
carriers). For example, S dopants includes not only S, but
also any material capable being used to dope S 1nto the target
region, such as, for example, H,S, SF., SO,, and the like,
including combinations thereof. In one specific aspect, the
dopant can be S. Sulfur can be present at an 1on dosage level
of between about 5x10™* and about 1x10"° ions/cm”. Non-
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limiting examples of fluorine-containing compounds can
include CIF,, PF., F,SF,, BF,, GeF,, WF, SiF,, HE, CF_,
CHF,, CH,F,, CH,F, C,F., C,HF;, C,F,, C,F,, NF;, and
the like, including combinations thereof. Non-limiting
examples of boron-containing compounds can include
B(CH,),, BF;, BCl;, BN, C,B,,H,,, borosilica, B,H,, and
the like, including combinations thereof. Non-limiting
examples of phosphorous-containing compounds can
include PF., PH,, and the like, including combinations
thereof. Non-limiting examples of chlorine-containing com-
pounds can include Cl,, S1H,Cl,, HCI, Si1Cl,, and the like,
including combinations thereof. Dopants can also include
arsenic-containing compounds such as AsH, and the like, as
well as antimony-containing compounds. Additionally, dop-
ant materials can include mixtures or combinations across
dopant groups, 1.e. a sulfur-containing compound mixed
with a chlorine-containing compound. In one aspect, the
dopant material can have a density that 1s greater than air. In
one specific aspect, the dopant material can include Se, H,S,
SF ., or mixtures thereof. In yet another specific aspect, the
dopant can be SF. and can have a predetermined concen-
tration range of about 5.0x10™® mol/cm’ to about 5.0x10™*
mol/cm>. SF, gas is a good carrier for the incorporation of
sulfur into the semiconductor material via a laser process
without significant adverse eflects on the silicon material.
Additionally, 1t 1s noted that dopants can also be liquid
solutions of n-type or p-type dopant materials dissolved 1n a
solution such as water, alcohol, or an acid or basic solution.
Dopants can also be solid materials applied as a powder or
as a suspension dried onto the water.

[0092] Accordingly, the first doped region and the second
doped region can be doped with an electron donating or hole
donating species to cause the regions to become more
positive or negative in polarity as compared to each other
and/or the semiconductor device layer. In one aspect, for
example, either doped region can be p-doped. In another
aspect, etther doped region can be n-doped. In one aspect,
for example, the first doped region can be negative 1n
polarity and the second doped region can be positive in
polarity by doping with p+ and n- dopants. In some aspects,
variations of n(--), n(-), n(+), n(++), p(—), p(-), p(+), or
p(++) type doping of the regions can be used. Additionally,
in some aspects the semiconductor material can be doped 1n
addition to the first and second doped regions. The semi-
conductor material can be doped to have a doping polarity
that 1s different from one or more of the first and second
doped regions, or the semiconductor material can be doped
to have a doping polarity that 1s the same as one or more of
the first and second doped regions. In one specific aspect, the
semiconductor material can be doped to be p-type and one
or more of the first and second doped regions can be n-type.
In another specific aspect, the semiconductor material can be
doped to be n-type and one or more of the first and second
doped regions can be p-type. In one aspect, at least one of
the first or second doped regions has a surface area of from
about 0.1 um” to about 32 um”.

[0093] As has been described, the textured region can
function to diffuse electromagnetic radiation, to redirect
clectromagnetic radiation, and to absorb electromagnetic
radiation, thus increasing the QE of the device. The textured
region can include surface features to increase the effective
absorption length of the silicon material. The surface fea-
tures can be cones, pyramids, pillars, protrusions, microl-
enses, quantum dots, inverted features and the like. Factors
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such as mampulating the feature sizes, dimensions, material
type, dopant profiles, texture location, etc. can allow the
diffusing region to be tunable for a specific wavelength. In
one aspect, tuming the device can allow specific wavelengths
or ranges of wavelengths to be absorbed. In another aspect,
tuning the device can allow specific wavelengths or ranges
of wavelengths to be reduced or eliminated via filtering.

[0094] As has been described, a textured region according
to aspects of the present disclosure can allow a silicon
material to experience multiple passes of incident electro-
magnetic radiation within the device, particularly at longer
wavelengths (1.e. infrared). Such internal reflection increases
the effective absorption length to be greater than the thick-
ness of the semiconductor device layer. This increase in
absorption length increases the quantum efliciency of the
device, leading to an improved signal to noise ratio. The
textured region can be associated with the surface nearest
the 1mpinging electromagnetic radiation, or the textured
region can be associated with a surface opposite 1n relation
to impinging electromagnetic radiation, thereby allowing the
radiation to pass through the silicon material before 1t hits
the textured region. Additionally, the textured region can be
doped. In one aspect, the textured region can be doped to the
same or similar doping polarity as the silicon device layer so
as to provide a doped contact region on the backside of the
device.

[0095] The textured region can be formed by various
techniques, including lasing, chemical etching (e.g. aniso-
tropic etching, 1sotropic etching), nanoimprinting, additional
material deposition, reactive 1on etching, and the like. One
ellective method of producing a textured region is through
laser processing. Such laser processing allows discrete loca-
tions of the semiconductor device layer to be textured. A
variety ol techniques of laser processing to form a textured
region are contemplated, and any technique capable of
forming such a region should be considered to be within the
present scope. Laser treatment or processing can allow,
among other things, enhanced absorption properties and thus
increased electromagnetic radiation focusing and detection.

[0096] In one aspect, for example, a target region of the
s1licon material can be 1rradiated with laser radiation to form
a textured region. Examples of such processing have been

described 1n further detail in U.S. Pat. Nos. 7,057,256,
7,354,792 and 7,442,629, which are incorporated herein by

reference 1n their entireties. Briefly, a surface of a semicon-
ductor material such as silicon 1s wrradiated with laser
radiation to form a textured or surface modified region. Such
laser processing can occur with or without a dopant material.
In those aspects whereby a dopant 1s used, the laser can be
directed through a dopant carrier and onto the silicon
surface. In this way, dopant from the dopant carrier 1s
introduced 1nto a target region of the silicon material. Such
a region 1incorporated into a silicon matenial can have
various benefits 1n accordance with aspects of the present
disclosure. For example, the target region typically has a
textured surface that increases the surface area of the laser
treated region and increases the probability of radiation
absorption via the mechanisms described herein. In one
aspect, such a target region 1s a substantially textured surface
including micron-sized and/or nano-sized surface features
that have been generated by the laser texturing. In another
aspect, irradiating the surface of the silicon material includes
exposing the laser radiation to a dopant such that 1rradiation
incorporates the dopant into the semiconductor. Various
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dopant materials are known 1n the art, and are discussed 1n
more detail herein. It 1s also understood that 1n some aspects
such laser processing can occur 1n an environment that does
not substantially dope the silicon material (e.g. an argon
atmosphere).

[0097] Thus the surface of the silicon material that forms
the textured region 1s chemically and/or structurally altered
by the laser treatment, which may, 1n some aspects, result in
the formation of surface features appearing as nanostruc-
tures, microstructures, and/or patterned areas on the surface
and, 11 a dopant 1s used, the incorporation of such dopants
into the semiconductor material. In some aspects, such
features can be on the order of 50 nm to 20 um 1n size and
can assist 1n the absorption of electromagnetic radiation. In
other words, the textured surface can increase the probability
of incident radiation being absorbed by the silicon materal.

[0098] In another aspect, at least a portion of the textured
region and/or the semiconductor material can be doped with
a dopant to generate a back surface field. A back surface field
can function to repel generated charge carriers from the
backside of the device and toward the junction to improve
collection efliciency and speed. The addition of a back
surface field can increase charge carrier collection and
depletion. The presence of a back surface field also acts to
suppress dark current contribution from the surface of a
device.

[0099] While the imager device can operate 1n the absence
of a bias at high speeds, 1n one aspect a reverse bias can be
applied across the electrical contacts associated with the
imager. Such a reverse bias can function to decrease the
response time ol the device by more quickly sweeping
charge carriers from the silicon material. Accordingly, for
those situations whereby a bias 1s used, any bias voltage
capable of sweeping charge carriers from the silicon mate-
rial 1s considered to be within the present scope. In one
aspect, for example, the reverse bias 1s from about 0.001 V
to about 20 V. In another aspect, the reverse bias 1s from
about 0.001 V to about 10 V. In vyet another aspect, the
reverse bias 1s from about 0.001 V to about 5 V. In a further
aspect, the reverse bias 1s from about 0.001 V to about 3 V.
In yet a further aspect, the reverse bias 1s from about 3 V to
about 5 V. In some aspects, the reverse bias can be absent,
or 1n other words, O V 1s applied across the first and second
contacts. In such cases, the charge carriers can be depleted
from the silicon material by the junction potential created by
the first and second doped regions.

[0100] In another aspect, as 1s shown in FIG. 4, a semi-
conductor device layer 402 can have a first doped region
404, a second doped region 406, and a textured region 408
on an opposing surface to the doped regions. An antiretlec-
tive layer 410 can be coupled to the semiconductor device
layer 402 on the opposite surface as the textured layer 408.
In some aspects, the antireflective layer 410 can be on the
same side of the semiconductor device layer 402 as the
textured region (not shown). Furthermore, 1n some aspects a
lens can be optically coupled to the semiconductor device
layer and positioned to focus incident electromagnetic radia-
tion into the semiconductor device layer.

[0101] In another aspect of the present disclosure, a pho-
todiode array 1s provided as the imager device. Such an array
can mnclude a semiconductor device layer having an incident
light surface, at least two photodiodes in the semiconductor
device layer, where each photodiode includes a first doped
region and a second doped region forming a junction, and a
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textured region coupled to the semiconductor device layer
and positioned to iteract with electromagnetic radiation.
The textured region can be a single textured region or
multiple textured regions. Additionally, the photodiode array
has a response time of from about 0.1 ms to about 1 ms and
an external quantum efliciency of at least 33% for electro-
magnetic radiation having at least one wavelength greater
than about 800 nm. The photodiode array can have a pixel
count, or also commonly known as the pixel resolution equal
to or greater than about 320x280. In another embodiment the
pixel resolution 1s greater than 1 MP (megapixel), greater
than 5 MP, greater than 15 MP and even greater than 25 MP.

[0102] As 1s shown 1n FIG. 5, for example, a semicon-
ductor device layer 502 can include at least two photodiodes
504 each having a first doped region 506 and a second doped
region 508. A textured region 510 can be positioned to
interact with electromagnetic radiation. FIG. 5 shows a
separate textured region for each photodiode. In some
aspects, however, a single textured region can be used to
increase the absorption path lengths of multiple photodiodes
in the array. Furthermore, an 1solation structure 512 can be
positioned between the photodiodes to electrically and/or
optically 1solate the photodiodes from one another. In
another aspect, the photodiode array can be electronically
coupled to electronic circuitry to process the signals gener-
ated by each photodiode.

[0103] Various imager configurations and components are
contemplated, and any such should be considered to be
within the present scope. Non-limiting examples of such
components can include a carrier wafer, electrical contacts,
an antiretlective layer, a dielectric layer, circuitry layer, a
via(s), a transfer gate, an infrared filter, a color filter array
(CFA), an infrared cut filter, an 1solation feature, and the
like. Additionally, such devices can have light absorbing
properties and elements as has been disclosed 1n U.S. patent
application Ser. No. 12/885,138, filed on Sep. 17, 2010
which 1s incorporated by reference 1n 1ts entirety. It 1s further
understood that the imager can be a CMOS (Complementary

Metal Oxide Semiconductor) imaging sensor or a CCD
(Charge Coupled Device).

[0104] Imager device can include a number of transistors
per pixel depending on the desired design of the device. In
one aspect, for example, an 1mager device can include at
least three transistors. In other aspects, an 1maging device
can have four, five, or six or more transistors. For example,
FIG. 6 shows an exemplary schematic for a six-transistor
(6-T) architecture that will allow global shutter operation
according to one aspect of the present disclosure. The
imager can include a photodiode (PD), a global reset
(Global_RST), a global transfer gate (Global_TX), a storage
node, a transfer gate (1X1), reset (RST), source follower
(SF), floating diffusion (FD), row select transistor (RS),
power supply (Vaapix) and voltage out (Vout). Due to the
use ol extra transfer gate and storage node, correlated-
double-sampling (CDS) 1s allowed. Therefore, the read
noise should be able to match typical CMOS 4T pixels.

[0105] While a rolling shutter 1s considered to be within
the present scope, the use of a global shutter can be
beneficial for use 1n the present devices and systems. For
example, FIGS. 7a-b show 1mages of the 1ris of a subject
captured by an IR sensitive imager device. As can be seen
in FIG. 7a, an 1mage of an 1ris captured using a rolling
shutter 1s somewhat distorted due to movements during
capture. These distortions may aflect identification of the
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individual. FI1G. 76, on the other hand, shows an 1image of an
ir1s captured using a global shutter that 1s a more defined and
does not show such distortion. The global shutter operates
by electronically activating all pixels at precisely the same
time, allowing them to integrate the light from the scene at
the same time and then stop the integration at the same time.
This eliminates rolling shutter distortion. The global shutter
image was taken under the same conditions as the rolling
shutter. Thus, 1t would be advantages to utilize a global
shutter with the photoimaging device to obtain undistorted
images, particularly 1 the subject 1s 1n motion.

[0106] In another aspect of the present disclosure, the
biometric system can include a three dimensional (3D)
photosensing imager. Such a 3D-type 1mager can be useiul
to 1mage surface details of an individual for identification,
such as facial features, body features, stride or body position
features, and the like. Time-of-tlight (TOF) 1s one technique
developed for use 1n radar and LIDAR (Light Detection and
Ranging) systems to provide depth information that can be
utilized for such 3D imaging. The basic principle of TOF
involves sending a signal to an object and measuring a
property of the returned signal from a target. The measured
property 1s used to determine the TOF. Distance to the target
1s therefore derived by multiplication of half the TOF and
the velocity of the signal.

[0107] FIG. 8 illustrates a TOF measurement with a target
having multiple surfaces that are separated spatially. Equa-
tion (III) can be used to measure the distance to a target
where d 1s the distance to the target and c 1s the speed of

light.

S TOF % ¢ (L)
-2

[0108] By measuring the time (e.g. TOF) 1t takes for light
emitted from a light source 802 to travel to and from a target
804, the distance between the light source (e.g. a light
emitting diode (LED)) and the surface of the target can be
derived. For such an imager, 11 each pixel can perform the
above TOF measurement, a 3D 1mage of the target can be
obtained. The distance measurements become diflicult with
TOF methods when the target 1s relatively near the source
due to the high speed of light. In one aspect, therefore, a TOF
measurement can utilize a modulated LED light pulse and
measure the phase delay between emitted light and received
light. Based on the phase delay and the LED pulse width, the
TOF can be derived. As such, the TOF concept can be
utilized 1n both CMOS and CCD sensors to obtain depth
information from each pixel 1n order to capture an 1mage
used for i1dentification of an individual.

[0109] As one example, a 3D pixel, such as a TOF 3D
pixel with enhanced infrared response can improve depth
accuracy, which 1n turn can show facial features 1n a three
dimensional scale. In one aspect, a photoimager array can
include at least one 3D infrared detecting pixel and at least
one visible light detecting pixel arranged monolithically 1n
relation to each other. FIGS. 9g-¢ show non-limiting
example configurations of pixel arrangements of such
arrays. F1G. 9a shows one example of a pixel array arrange-
ment having a red pixel 902, a blue pixel 904, and a green
pixel 906. Additionally, two 3D TOF pixels 908 having
enhanced responsivity or detectability 1n the IR regions of
the light spectrum are included. The combination of two 3D
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pixels allows for better depth perception. In FIG. 95, the
pixel arrangement shown includes an 1imager as described in
FIG. 9q and three arrays of a red pixel, a blue pixel, and two
green pixels. Essentially, one TOF pixel replaces one quad-
rant of a RGGB pixel design. In this configuration, the
addition of several green pixels allows for the capture of
more green wavelengths that 1s needed for green color
sensitivity need for the human eye, while at the same time
capturing the infrared light for depth perception. It should be
noted that the present scope should not be limited by the
number or arrangements ol pixel arrays, and that any num-
ber and/or arrangement 1s included in the present scope.
FIG. 9¢ shows another arrangement of pixels according to
yet another aspect.

[0110] In some aspects, the TOF pixel can have an on-
pixel optical narrow band pass filter. The narrow band pass
filter design can match the modulated light source (either
LED or laser) emission spectrum and may significantly
reduce unwanted ambient light that can further increase the
signal to noise ratio of modulated IR light. Another benefit
of increased infrared QE 1s the possibility of high frame rate
operation for high speed 3D 1mage capture. An integrated IR
cut filter can allow a high quality visible image with high
fidelity color rendering. Integrating an inirared cut filter onto
the sensor chip can also reduce the total system cost of a
camera module (due to the removal of typical IR filter glass)
and reduce module profile (good for mobile applications).
This can be utilized with TOF pixels and non-TOF pixels.

[0111] FIG. 10 shows an exemplary schematic of a 3D
TOF pixel according to one aspect of the present disclosure.
The 3D TOF pixel can have 11 transistors for accomplishing
the depth measurement of the target. In this embodiment, the
3D pixel can include a photodiode (PD), a global reset
(Global_RST), a first global transter gate (Global_TX1), a
first storage node, a first transter gate (1X1), a first reset
(RST1), a first source follower (SF1), a first floating diflu-
sion (FD1), a first row select transistor (RS1), a second
global transier gate (Global_TX2), a second storage node, a
second transier gate (1X2), a second reset (RST2), a second
source follower (SF2), a second floating diffusion (FD2), a
second row select transistor (RS2), power supply (Vaapix)
and voltage out (Vout). Other transistors can be included 1n
the 3D architecture and should be considered within the
scope of the present imvention. The specific embodiment
with 11 transistors can reduce motion artifacts due to the
global shutter operation, thereby giving more accurate mea-
surements.

[0112] In another aspect, thermal imaging can be utilized
for 1dentification of an mdividual or a group of individuals
exhibiting thermal-related characteristics. As 1s shown 1n
FIG. 11 for example, such an imager can include a silicon
device layer 1102 having a first doped region 1104 and a
second doped region 1106 forming at least one junction.
Numerous configurations are contemplated, and any type of
junction configuration 1s considered to be within the present
scope. For example, the first and second doped regions can
be distinct from one another, contacting one another, over-
lapping one another, etc. In some cases, an 1ntrinsic region
can be located at least partially between the first and second
doped regions. The device can also include a textured region
1108 coupled to the silicon device layer 1102 and positioned
to 1nteract with incoming electromagnetic radiation 1110. In
this case, the textured region 1108 1s located on a side of the
silicon device layer 1102 that 1s opposite to the first doped
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region 1104 and the second doped region 1106. The textured
region 1108 can be associated with an entire surface of the
silicon material or only a portion thereof. Further a thermal
sensing layer 1112, such as a bolometer or microbolometer,
can be coupled to the silicon device layer 1102. In one
aspect, a cavity or void 1s disposed between the thermal
sensing layer and the silicon material (not shown). Further
details relating to such a device can be found 1n U.S. Pat. No.
7,847,253, which 1s incorporated by reference 1n its entirety.
Such a device as shown 1n FIG. 11 can have the benefits of
measuring facial and/or ir1s features as well as the thermal
signature or feature of an individual.

[0113] As has been described, the system for identifying
an mdividual can include a light source that 1s either a
passive light source (e.g. sunlight, ambient room lighting) or
an active light source (e.g. an LED or lightbulb) that is
capable of emitting IR light. The system can utilize any
source of light that can be beneficially used to 1dentify an
individual. As such, in one aspect the light source 1s an
active light source. Active light sources are well known 1n
the art that are capable of emitting light, particularly in the
IR spectrum. Such active light sources can be continuous or
pulsed, where the pulses can be synchronized with light
capture at the imaging device. While various light wave-
lengths can be emitted and utilized to identify an individual,
IR light 1n the range of from about 700 nm to about 1200 nm
can be particularly useful. Additionally, 1n some aspects the
active light source can be two or more active light sources
cach emitting infrared electromagnetic radiation at distinct
peak emission wavelengths. While any distinct wavelength
emissions within the IR range can be utilized, non-limiting
examples mnclude 850 nm, 940 nm, 1064 nm, and the like.
In some aspects, the two or more active light sources can
interact with the same 1imager device, either simultaneously
or with an oflset duty cycle. Such configurations can be
useiul for independent capture of one or more unique
teatures of the imndividual for redundant i1dentification. This
redundant identification can help nsure accurate authoriza-
tion or 1dentification of the individual. In other aspects, the
two or more active light sources can each interact with a
different 1mager device.

[0114] In some aspects, the system including the imager
device and the light source can be in a fixed position. This
may be useful 1n situations, for example, where the envi-
ronment facilitates individuals walking directly toward the
imager device. In some cases, a fixed position 1imager device
can be associated with a zoom lens to allow zooming along
a fixed viewing axis. In other aspects, 1t can be beneficial to
allow movement of the imager device and/or the light
source. Thus, a system capable of panning and/or tilting and
zooming can track an individual during the identification
process. It 1s noted that for purposes of the present disclo-
sure, panmng includes movement of a device 1n any direc-
tion. For example, 1n one aspect a system can include a pan
and zoom module. Such a module allows the system to
locate a feature of the individual, such as the 1ris, zoom 1n
on that feature to optimize the imager device (e.g. camera)
and/or light source angle to capture an electronic represen-
tation for 1dentification purposes. Such a movement system
can be manually or automatically operated.

[0115] In one speciiic aspect, the 1dentification system can
include at least two 1imager devices. The imager devices can
be mounted together 1n a manner that allows dependent or
independent movement. In one aspect, the imager devices
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can be utilized to each capture an identification feature of an
individual for redundant 1dentification testing. For example,
cach 1mager can capture an independent 1image using the
same or different light sources and compare the i1dentifica-
tion results. In other aspects, the two or more 1magers can
function together to capture the electronic representation of
the mdividual. For example, in one aspect, the system can
include a first imager device positioned and operable to
generate a facial electronic representation of the individual
and a second i1mager device positioned and operable to
generate an 1r1s electronic representation of the individual. In
such a configuration, the system can also include an 1mage
processing circuit that finds the location of the eye from the
tacial electronic representation and then providing that loca-
tion to circuit that controls the pan, tilt and zoom functions.

[0116] The system can also include an analysis module
functionally coupled to the imager device to compare the
substantially unique 1dentification trait with a known iden-
tification trait to facilitate identification of the individual.
For example, the analysis module can obtain known data
regarding the 1dentity of an individual from a source such as
a database and compare this known data to the electronic
representation being captured by the imager device. Various
algorithms are known that can analyze the image to define
the biometric boundaries/measurements and convert the
biometric measurements to a unique code. The unique code
can then be stored 1n the database to be used for comparison
to make positive identification of the individual. Such an
algorithm has been described for ir1s detection in U.S. Pat.
Nos. 4,641,349 and 5,291,560, which are incorporated by
reference 1n their entirety. It should be noted that the image
processing module and the analysis module can be the same
or different modules. It 1s understood that the system
described herein can be utilized with any of the i1dentifica-
tion algorithm.

[0117] In another aspect, the system can utilize an auto-
matic pan and zoom module to move at least one of the
imager device or the light source and a process module to
analyze a facial electronic representation. The process mod-
ule can provide pan and zoom module coordinates for the
face and 1ris for further zooming, movement, and 1mage
capture.

[0118] Furthermore, 1t 1s noted that 1n various aspects the
present systems can be sized to suit a variety of applications.
This 1s further facilitated by the potential thin film design
and the increased sensitivity of the imager devices to IR light
and the corresponding decrease 1n the intensity of IR emis-
s1on, thus allowing reduction 1n the size of the light source.
In one aspect, for example, the light source, the 1mager
device, and the image processing module collectively have
a size of less than about 160 cubic centimeters. In yet
another aspect, the light source, the imager device, and the
image processing module collectively have a size of less
than about 16 cubic centimeters. In yet another aspect, the
imager device can have an optical format of about 17 inches.

[0119] In another aspect, the system can be activated by a
trigger irom the individual, whether the individual has
knowledge of the trigger or not. The trigger can be a
transistor or sensor integrated in the system that 1s capable
of activating the system. Such triggers can be a thermal
sensor, motion sensor, photosensor and other like sensors.

[0120] The systems according to aspects of the present
disclosure can additionally be designed to be concealed from
an mdividual being i1dentified. It should be noted, that other
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systems that incorporate imager devices having enhanced
QE for electromagnetic radiation having wavelengths 1n the
range ol about 800 nm to about 1200 nm can also be
concealed from an individual by a transparent IR medium as
described herein. The increased responsivity or enhanced
QE of the present imager devices can allow an IR light
signal to be reflected off of an individual and captured
behind an optically opaque but IR transparent surface,
medium, or material. For example, an imager device can be
located behind an IR transparent material such as glass or
plastic being at least partially coated with an infrared
transparent paint or other IR transparent medium substrate.
In some aspects, the IR transparent medium 1s visually
opaque. In one aspect, metal particles can be impregnated
into at least a portion of the infrared transparent medium. In
yet another aspect, quantum dots may be disposed on a
portion of the IR transparent medium such that the IR light
1s transmitted through the medium while other light is
filtered out. The IR transparent material can be any material
that allows the transmission of IR light. The IR light source
can be directed toward the individual to be identified from
either side of the IR transparent material. Reflections of the
IR light source are then captured by the imager device for
identity processing. It 1s noted that the concealment of an IR
imager in such a manner can be utilized 1n association with
any method or technique using an IR 1maging system, and
should not be limited to 1dentification of an individual. It 1s
also noted that, 1n addition to locating the imager behind an
IR transparent material, concealment can also be accom-
plished through the obscured placement of an IR i1mager
having a small footprint. Given the small footprint and the
desired electronic devices, the system disclosed herein can
consume small amount of power from the electronic device.
In one aspect, the system can use less than 5 watts, less than
3 watts and even less than 1 watt of power.

[0121] In other aspects, the identification system can be
integrated 1nto an electronic device. Non-limiting examples
ol such devices can include mobile smart phones, cellular
phones, laptop computers, desktop computers, tablet com-
puters, ATMs, and the like. In one specific aspect, positive
identification of the individual 1s operable to unlock the
clectronic device. In this example, the electronic device
stores an encrypted authorized user’s facial and 1ris 1denti-
fication trait 1 a storage registry and an individual’s 1den-
tification traits are captured by an authorization system
incorporated into the electronic device. The authorization
system can compare the individual’s 1dentification trait with
the stored authorized user’s identification trait for positive
identification. This aspect i1s beneficial for verifying an
individual in a financial or legal transaction or any other
transaction that requires identification and/or signature. It 1s
contemplated herein, that ATM financial transactions may
include a user authorization system where the encrypted
authorized user’s identification trait 1s stored on an ATM
debit card, such that the ATM device can compare the
individual’s 1dentification trait with the authorized user trait
stored on the card for a positive identification. A similar

system can be utilized for credit cards or any other item of
commerce.

[0122] In another example, a financial transaction may be
accomplished via a cell phone device where the authoriza-
tion system 1s continuously verifying the authorized user
during the duration of the financial transaction via a front
side or cameo 1maging devices incorporated into the cell
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phone. Furthermore, 1n a cell phone embodiment, the imager
device can include a switch such that the user can toggle
between infrared light capture and wvisible light capture
modes.

[0123] In FIG. 12, an electronic device can include an
integrated user authorization system 1200 that can be con-
figured to continuously verity and authorize a user. Such a
system can include an mmager device 1202 including a
semiconductor device layer having a thickness of less than
about 10 microns, at least two doped regions forming a
junction, and a textured region positioned to interact with the
clectromagnetic radiation, wherein the 1maging device has
an external quantum efliciency of at least about 33% {for
clectromagnetic radiation having at least one wavelength of
greater than 800 nm, where the 1imager device 1s positioned
to capture an electronic representation of an identification
trait of a user of the device. The imager device at least
periodically captures an electronic representation of the user.
The system can also include a storage register 1206 operable
to store a known 1dentification trait of an authorized user and
an analysis module 1208 electrically coupled to the imager
device and the storage register, where the analysis module 1s
operable to use algorithms to generated an electronic rep-
resentation and compare the electronic representation of the
identification trait to the known identification trait to verily
that the user 1s the authorized user. Thus an authorized user
can continuously use the device while an unauthorized user
will be precluded from doing so. In one aspect, the system
can include a light source operable to emit electromagnetic
radiation having at least one wavelength of from about 700
nm to about 1200 nm toward the user.

[0124] In another aspect, a second 1mager device 1204 can
be incorporated into the system. The second imager device
can be an IR enhanced imaging device configured to detect
clectromagnetic radiation having a wavelength 1n the range
of about 800 nm to about 1200 nm. The second imager
device can be configured to exclusively track an individual
ir1s, face or both. In another aspect the second 1mager device
can be configured to detect visible light and can be cameo
type 1imager. In another embodiment, a trigger 1210 (e.g.
motion sensor) and a switch 1212 can optionally be incor-
porated 1n the user authorization system allowing the system
to be activated and toggled between a first imager device and
a second mmager device. Furthermore, a first or second
imager device can include a lens or optic element for
assisting 1n the capturing the electronic representation of an
individual.

[0125] Given the continuous nature of the user authoriza-
tion system, 1t can be beneficial to separate the authorization
system from the processing system of the electronic device
in order to decrease CPU load. One technique for doing so
includes monolithically integrating the analysis module and
the 1mager device together on the same semiconductor
device layer and separate from the CPU of the electronic
device. In this way the authorization system functions inde-
pendently from the CPU of the electronic device.

[0126] Furthermore, in some aspects the authorization
system can include a toggle to switch the imager device
between IR light capture and visible light capture. As such,
the 1imager can switch between authorizing the user and
capturing visible light images.

[0127] Furthermore, it can be beneficial to encrypt the
known 1dentification trait for security reasons. Such encryp-
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tion can protect an authorized user from identity theft or
unauthorized use of an electronic device.

[0128] In another aspect of the present disclosure, a
method of identifying an individual 1s provided. As 1s shown
in FIG. 13, such a method can include emitting infrared
clectromagnetic radiation having at least one wavelength of
from about 700 nm to about 1200 nm toward the individual
1302, receiving the infrared electromagnetic radiation
reflected from the individual into an 1mager device to
generate an electronic representation of the individual 1304,
processing the electronic representation mto an individual
representation having at least one substantially unique 1den-
tification trait 1306, and using the at least one substantially
umque 1dentification trait to identity the individual 1308.
The imager device includes a semiconductor device layer, at
least two doped regions forming a junction, and a textured
region positioned to interact with the electromagnetic radia-
tion, wherein the imaging device has an external quantum
clliciency of at least about 30% for electromagnetic radia-
tion having at least one wavelength of greater than 800 nm.
[0129] A variety of identification traits can be utilized to
identily an individual, and any 1dentification trait capable of
being utilized for such identification 1s considered to be
within the present scope. Non-limiting examples of such
identification traits include facial features, 1r1s patterns, body
posture, gait, thermal 1mages, and the like. In one specific
aspect, the substantially unique identification trait can
include an electronic representation of an 1ris suflicient to
identily the individual. As has been described, the enhanced
responsivity of the present system can facilitate the capture
ol an electronic representation of the 1ris across a wide range
of distances. In one aspect, for example, the electronic
representation of the iris can be captured by the imager
device at a distance of from about 0.5 m to about 15 m from
the individual. In another aspect, the electronic representa-
tion of the 1ris can be captured by the imager device at a
distance of from about 2 m to about 10 m {from the
individual. In a further aspect, the electronic representation
of the ir1s can be captured at a distance of greater than 2 m
from the imager device to the individual using the infrared
clectromagnetic radiation at an intensity that i1s below
10,000 mW/mm?2/steradians.

[0130] Of course, 1t 1s to be understood that the above-
described arrangements are only illustrative of the applica-
tion of the principles of the present disclosure. Numerous
modifications and alternative arrangements may be devised
by those skilled in the art without departing from the spirit
and scope of the present disclosure and the appended claims
are intended to cover such modifications and arrangements.
Thus, while the present disclosure has been described above
with particularity and detail in connection with what 1s
presently deemed to be the most practical embodiments of
the disclosure, 1t will be apparent to those of ordinary skall
in the art that numerous modifications, including, but not
limited to, variations in size, matenals, shape, form, function
and manner of operation, assembly and use may be made
without departing from the principles and concepts set forth
herein.

1. A system for identitying an individual, comprising:
an active light source capable of emitting electromagnetic

radiation having at least one wavelength of from about
700 nm to about 1200 nm;

an 1mager device positioned to receive the electromag-
netic radiation upon reflection from an individual to
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generate an electronic representation of the individual,
the 1mager device including a semiconductor device
layer having a thickness of less than about 10 microns,
at least two doped regions forming a junction, and a
textured region positioned to interact with the electro-
magnetic radiation, wherein the 1maging device has an
external quantum ethiciency of at least about 33% {for
clectromagnetic radiation having at least one wave-
length of greater than 800 nm; and

an 1mage processing module functionally coupled to the

imager device and operable to receive the electronic
representation, wherein the image processing module 1s
operable to process the electronic representation into an
individual representation having at least one substan-
tially unique identification trait.

2. The system of claim 1, wherein the semiconductor
device layer 1s coupled to a bulk semiconductor.

3. The system of claim 1, wherein the active light source
1s two or more active light sources each emitting infrared
clectromagnetic radiation at distinct peak emission wave-
lengths.

4. The system of claim 3, wherein the two or more active
light sources emit infrared electromagnetic radiation at
about 850 nm and about 940 nm.

5. The system of claim 1, wherein the 1imager device 1s
capable of capturing the electronic representation with sui-
ficient detail to 1dentity the at least one substantially unique
identification trait using electromagnetic radiation emitted
from the active light source having at least one wavelength
of from about 700 nm to about 1200 nm and having a scene
radiance impinging on the mdividual at 3 meters that 1s at
least 0.1 mW/mm?~.

6. The system of claim 1, wherein the imager device 1s
s1licon-based and has a response time of from about 0.1 ms
to about 1 ms and an external quantum efliciency of at least
about 33% for electromagnetic radiation having at least one
wavelength of greater than 800 nm.

7. The system of claim 1, wherein the 1mager device 1s
silicon-based and has a response time of from about 0.1 ms
to about 1 ms and an external quantum efliciency of at least
about 11% for electromagnetic radiation having at least one
wavelength of greater than 940 nm.
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8. The system of claim 1, further comprising an analysis
module functionally coupled to the 1image processing mod-
ule, wherein the analysis module 1s operable to compare the
at least one substantially unique identification trait with a
known 1dentification trait to facilitate identification of the
individual.

9. The system of claim 1, further comprising an automatic
pan and zoom module operable to move at least one of the
light source or the imager device in order to track the
individual.

10. The system of claim 1, wherein the imager device
includes at least two 1mager devices.

11. The system of claim 10, wherein the at least two
imager devices icludes a first imager device positioned and
operable to generate a facial electronic representation of the
individual and a second 1mager device positioned and oper-
able to generate an 1ris electronic representation of the
individual.

12. The system of claim 11, further comprising:

an automatic pan and zoom module operable to move at

least one of the active light source or the imager device;
and

a process module to analyze the facial electronic repre-

sentation and provide the pan and zoom module coor-
dinates for the face and 1ris.

13. The system of claim 12, wherein the system 1s
concealed behind an infrared transparent and optically
opaque medium from the individual.

14. The system of claim 1, wherein the light source, the
imager device, and the image processing module collec-
tively has a size of less than about 160 cubic centimeters.

15. The system of claim 1, further comprising an elec-
tronic device into which the system i1s integrated, wherein
the electronic device includes at least one of a mobile smart
phone, a cellular phone, a laptop computer, and a tablet
computer.

16. The system of claim 15, wherein positive identifica-

tion of the individual 1s operable to verily the individual in
a financial transaction.

17-26. (canceled)
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