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(57) ABSTRACT

A method, 1n a data processing system comprising a pro-
cessor and a memory, for analyzing domain-specific fea-
tures, the method comprising receiving a selection of a
domain from a client device, ingesting domain data from a
data server, extracting domain elements from the domain
data that correspond to the selected domain, and retrieving
actionable information for the selected domain by using
natural language processing and machine learning on the
extracted domain elements and determining that the action-
able information corresponds to the selected domain, the
actionable information comprising operating parameters for
the selected domain.
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ANALYZING DOMAIN FEATURES USING
NATURAL LANGUAGE PROCESSING

BACKGROUND

[0001] The present invention generally relates to data
processing, and in particular, analyzing domain-specific
features using natural language processing and machine
learning.

[0002] Natural language processing (“NLP”") 1s a field of
computer science, artificial intelligence, and linguistics con-
cerned with the interactions between computers and human
(natural) languages. Many challenges 1n NLP involve natu-
ral language understanding, e.g., enabling computers to
derive meaning from human or natural language input.
Understanding human language includes understanding not
only the words, but also the concepts and how they are
organized.

SUMMARY

[0003] A method, computing system, and computer pro-
gram product for analyzing domain-specific features are
disclosed. According to one embodiment, said method 1s 1n
a data processing system comprising a processor and a
memory. Said method comprises receiving, by said data
processing system, a selection of a domain from a client
device. Domain data 1s ingested from a data server by said
data processing system. Domain elements are extracted from
said domain data that correspond to said selected domain by
said data processing system. Said method further comprises
retrieving, by said data processing system, actionable infor-
mation for said selected domain by using natural language
processing and machine learning on said extracted domain
clements and determining that said actionable information
corresponds to said selected domain, wherein the actionable
information comprising operating parameters for the
selected domain.

[0004] Said domain may include a sphere of activity or
knowledge regarding a specific subject. Said specific subject
may be an industry, website, business product, a company,
or a department. Said domain data may include one or more
terms, acronyms, numbers, codes, or phrases from one or
more {iles. In one embodiment, extracting said domain
clements further comprises analyzing, by said data process-
ing system, said domain data for characterizing features of
said domain elements that match said selected domain, and
assigning, by said data processing system, scores to said
domain elements based on a degree of match to said selected
domain. Said domain elements include at least one of
taxonomies, ontologies, lexicons, or knowledges sources.

[0005] In another embodiment, said method further com-
prises recerving, by said data processing system, a refine-
ment of said actionable information from said client device,
and calibrating, by said data processing system, said natural
language processing and machine learning based on said
refinement of said actionable information. Said actionable
information may include files containing specifications or
istructions for performing or ceasing certain activities. In a
turther embodiment, said actionable information may
include 1instructions for communicating messages, imple-
menting policies, conducting data transactions, or verifying,
information. Said actionable information may also include
compliance obligations. In yet another embodiment, said
method further comprises transmitting, by said data process-
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ing system, said actionable information to a risk assessment
system, and recerving, by said data processing system, a
report from said risk assessment system based on said
actionable information.

[0006] According to one embodiment, said computing
system comprises a computer processor and a computer
memory operatively coupled to said computer processor.
Said computer memory having disposed within 1t computer
program 1nstructions that, when executed by said processor,
cause said computing system to carry out the step of
receiving a selection of a domain from a client device. Said
processor ingests domain data from a data server. Said
processor extracts domain elements from said domain data
that correspond to said selected domain. Said processor
further retrieves actionable information for said selected
domain by using natural language processing and machine
learning on said extracted domain elements and determines
that said actionable information corresponds to said selected
domain, wherein the actionable information comprising
operating parameters for the selected domain.

[0007] Said domain may include a sphere of activity or
knowledge regarding a specific subject. Said domain ele-
ments may include at least one of taxonomies, ontologies,
lexicons, or knowledges sources. In one embodiment, said
computing system further comprises said processor receiv-
ing a refinement of said actionable imnformation from said
client device, and calibrating said natural language process-
ing and machine learning based on said refinement of said
actionable information. Said actionable information may
also include compliance obligations.

[0008] According to one embodiment, said computer pro-
gram product comprises a computer readable storage
medium having stored thereon program instructions execut-
able by a processing device to cause said processing device
to receive a selection of a domain from a client device. Said
computer program product also comprises program instruc-
tions executable by said processing device to cause said
processing device to ingest domain data from a data server.
Said computer program product additionally comprises pro-
gram 1nstructions executable by said processing device to
cause said processing device to extract domain elements
from said domain data that correspond to said selected
domain. Said computer program product further comprises
said computer readable storage medium having stored
thereon program instructions executable by said processing
device to cause said processing device to retrieve actionable
information for said selected domain by using natural lan-
guage processing and machine learning on said extracted
domain elements and determine that said actionable infor-
mation corresponds to said selected domain, wherein the
actionable information comprising operating parameters for
the selected domain.

[0009] Said domain elements include at least one of tax-
onomies, ontologies, lexicons, or knowledges sources. In
one embodiment, said computer program product further
comprises program instructions executable by said process-
ing device to cause said processing device to receive a
refinement of said actionable information from said client
device, and program instructions executable by said pro-
cessing device to cause said processing device to calibrate
said natural language processing and machine learning
based on said refinement of said actionable information.
Said actionable mformation also includes compliance obli-
gations.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 depicts a cloud computing environment
according to an embodiment of the present invention.

[0011] FIG. 2 depicts abstraction model layers according
to an embodiment of the present invention.

[0012] FIG. 3 depicts a logical block diagram of a system
for analyzing domain-specific features according to one
embodiment of the present invention.

[0013] FIG. 4 depicts a data flow diagram for retrieving
actionable information according to one embodiment of the
present invention.

[0014] FIG. § depicts an exemplary flow diagram of a
method for analyzing domain-specific features according to
one embodiment of the present invention.

DETAILED DESCRIPTION

[0015] Subject matter will now be described more fully
hereinafter with reference to the accompanying drawings,
which form a part hereof, and which show, by way of
illustration, exemplary embodiments in which the mnvention
may be practiced. Subject matter may, however, be embod-
ied 1n a variety of different forms and, therefore, covered or
claimed subject matter 1s intended to be construed as not
being limited to any example embodiments set forth herein;
example embodiments are provided merely to be 1llustrative.
It 1s to be understood that other embodiments may be
utilized and structural changes may be made without depart-
ing from the scope of the present invention. Likewise, a
reasonably broad scope for claimed or covered subject
matter 1s intended. Throughout the specification and claims,
terms may have nuanced meanings suggested or implied in
context beyond an explicitly stated meaning. Likewise, the
phrase “in one embodiment” as used herein does not nec-
essarily refer to the same embodiment and the phrase “in
another embodiment™ as used herein does not necessarily
refer to a different embodiment. It 1s intended, for example,
that claimed subject matter include combinations of exem-
plary embodiments 1n whole or 1n part. Among other things,
for example, subject matter may be embodied as methods,
devices, components, or systems. Accordingly, embodi-
ments may, for example, take the form of hardware, soft-
ware, firmware or any combination thereof (other than
solftware per se). The following detailed description is,

therefore, not mtended to be taken 1n a limiting sense.

[0016] Exemplary methods, computing systems, and com-
puter program products for analyzing domain-specific fea-
tures 1n accordance with the present invention are described
with reference to the accompanying drawings. Risk assess-
ment tools may be used to provide msights to an organiza-
tion including the types of obligations the organization
needs to be in compliance and the level of compliance risk
involved when the organization 1s conducting i1ts business
operations 1n a certain market. Risk assessments reports
generated using the risk assessment tools may depend on
appropriate knowledge bases. For example, approprate
knowledge bases for each specific business domain may be
required to generate and customize risk assessment reports
for all the different types of obligations. Knowledge base
systems may include a computer system that reasons and
uses a knowledge base to solve complex problems. A
knowledge base may comprise complex structured and
unstructured information that represent facts and an infer-
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ence engine that can reason about those facts and use rules
and other forms of logic to deduce new facts or highlight
inconsistencies.

[0017] According to embodiments of the present mven-
tion, natural language processing (“NLP”’) can be used by a
computer to analyze text in combination with machine-
learning to facilitate understanding of human languages that
are specific to particular domains. For example, a set of
obligations for a business domain with which an organiza-
tion 1s required to comply may be identified based on
analysis of domain specific knowledge base, including
domain ontology and taxonomies from lexicons. According
to embodiments of the present invention, NLP may be used
to 1dentily and separate information pertaining to a variety
ol topics, genres, or subject matter that are particular to a
domain. Taxonomies, lexicons, and knowledge sources may
then be linked to or mapped to the corresponding domain.
[0018] It 1s to be understood that although this disclosure
includes a detailed description on cloud computing, 1mple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present invention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

[0019] Cloud computing 1s a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
cllort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.
[0020] Characteristics are as follows:

[0021] On-demand self-service: a cloud consumer can
unilaterally provision computing capabilities, such as server
time and network storage, as needed automatically without
requiring human interaction with the service’s provider.
[0022] Broad network access: capabilities are available
over a network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client
platforms (e.g., mobile phones, laptops, and PDAs).

[0023] Resource pooling: the provider’s computing
resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and wvirtual
resources dynamically assigned and reassigned according to
demand. There 1s a sense of location independence in that
the consumer generally has no control or knowledge over
the exact location of the provided resources but may be able
to specily location at a higher level of abstraction (e.g.,
country, state, or datacenter).

[0024] Rapid elasticity: capabilities can be rapidly and
clastically provisioned, 1n some cases automatically, to
quickly scale out and rapidly released to quickly scale . To
the consumer, the capabilities available for provisioning
often appear to be unlimited and can be purchased in any
quantity at any time.

[0025] Measured service: cloud systems automatically
control and optimize resource use by leveraging a metering
capability at some level of abstraction appropriate to the
type of service (e.g., storage, processing, bandwidth, and
active user accounts). Resource usage can be monitored,
controlled, and reported, providing transparency for both the
provider and consumer of the utilized service.
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[0026] Service Models are as follows:

[0027] Software as a Service (SaaS): the capability pro-
vided to the consumer 1s to use the provider’s applications
running on a cloud infrastructure. The applications are
accessible from various client devices through a thin client
interface such as a web browser (e.g., web-based email). The
consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems,
storage, or even 1ndividual application capabilities, with the
possible exception of limited user-specific application con-
figuration settings.

[0028] Platform as a Service (PaaS): the capability pro-
vided to the consumer 1s to deploy onto the cloud inira-
structure consumer-created or acquired applications created
using programming languages and tools supported by the
provider. The consumer does not manage or control the
underlying cloud infrastructure including networks, servers,
operating systems, or storage, but has control over the
deployed applications and possibly application hosting envi-
ronment configurations.

[0029] Infrastructure as a Service (laaS): the capability
provided to the consumer 1s to provision processing, storage,
networks, and other fundamental computing resources
where the consumer 1s able to deploy and run arbitrary
software, which can include operating systems and applica-
tions. The consumer does not manage or control the under-
lying cloud infrastructure but has control over operating
systems, storage, deployed applications, and possibly lim-
ited control of select networking components (e.g., host
firewalls).

[0030] Deployment Models are as follows:

[0031] Private cloud: the cloud infrastructure 1s operated
solely for an organmization. It may be managed by the
organization or a third party and may exist on-premises or
ofl-premises.

[0032] Community cloud: the cloud infrastructure 1is
shared by several organizations and supports a specific
community that has shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It
may be managed by the organizations or a third party and
may exist on-premises or oll-premises.

[0033] Public cloud: the cloud infrastructure 1s made
available to the general public or a large industry group and
1s owned by an organization selling cloud services.

[0034] Hybnd cloud: the cloud infrastructure 1s a compo-
sition of two or more clouds (private, community, or public)
that remain unique entities but are bound together by stan-
dardized or proprietary technology that enables data and
application portability (e.g., cloud bursting for load-balanc-
ing between clouds).

[0035] A cloud computing environment 1s service oriented
with a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing 1s
an infrastructure that includes a network of interconnected
nodes.

[0036] Referring now to FIG. 1, illustrative cloud com-
puting environment 50 1s depicted. As shown, cloud com-
puting environment 50 includes one or more cloud comput-
ing nodes 10 with which local computing devices used by
cloud consumers, such as, for example, personal digital
assistant (PDA) or cellular telephone 34A, desktop com-
puter 54B, laptop computer 54C, and/or automobile com-
puter system 34N may communicate. Nodes 10 may com-
municate with one another. They may be grouped (not
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shown) physically or virtually, in one or more networks,
such as Private, Community, Public, or Hybrid clouds as
described hereinabove, or a combination thereof. This
allows cloud computing environment 50 to ofler infrastruc-
ture, platforms and/or software as services for which a cloud
consumer does not need to maintain resources on a local
computing device. It 1s understood that the types of com-
puting devices 54A-N shown 1n FIG. 1 are intended to be
illustrative only and that computing nodes 10 and cloud
computing environment 50 can communicate with any type
of computerized device over any type ol network and/or
network addressable connection (e.g., using a web browser).

[0037] Referring now to FIG. 2, a set of functional
abstraction layers provided by cloud computing environ-
ment 30 (FIG. 1) 1s shown. It should be understood in
advance that the components, layers, and functions shown 1n
FIG. 2 are intended to be 1llustrative only and embodiments
of the invention are not limited thereto. As depicted, the
following layers and corresponding functions are provided:

[0038] Hardware and software layer 60 includes hardware
and software components. Examples of hardware compo-
nents include: mainframes 61; RISC (Reduced Instruction
Set Computer) architecture based servers 62; servers 63;
blade servers 64; storage devices 65; and networks and
networking components 66. In some embodiments, software
components include network application server software 67
and database software 68.

[0039] Virtualization layer 70 provides an abstraction
layer from which the following examples of virtual entities
may be provided: virtual servers 71; virtual storage 72;
virtual networks 73, including wvirtual private networks;
virtual applications and operating systems 74; and virtual
clients 75.

[0040] In one example, management layer 80 may provide
the functions described below. Resource provisioning 81
provides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing 82
provide cost tracking as resources are utilized within the
cloud computing environment, and billing or 1nvoicing for
consumption ol these resources. In one example, these
resources may include application soitware licenses. Secu-
rity provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User
portal 83 provides access to the cloud computing environ-
ment for consumers and system administrators. Service level
management 84 provides cloud computing resource alloca-
tion and management such that required service levels are
met. Service Level Agreement (SLA) planning and fulfill-
ment 85 provide pre-arrangement for, and procurement of,
cloud computing resources for which a future requirement 1s
anticipated 1n accordance with an SLA.

[0041] Workloads layer 90 provides examples of function-
ality for which the cloud computing environment may be
utilized. Examples of workloads and functions which may
be provided from this layer include: mapping and navigation
91; software development and lifecycle management 92;
virtual classroom education delivery 93; data analytics pro-
cessing 94; transaction processing 95; and domain process-
ing 96.

[0042] FIG. 3 presents a logical block diagram of a system
for analyzing domain-specific features according to one
embodiment of the present invention. The present invention
1s not limited to the arrangement of servers and other devices
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in the exemplary system illustrated 1n FI1G. 3, but rather are
for explanation. Data processing systems useful according to
various embodiments of the present invention may include
additional servers, routers, other devices, and peer-to-peer
architectures, not shown 1n FIG. 3, as understood by those
of skill 1n the art.

[0043] The system includes a client device 102 and
domain data server 104 commumicatively coupled to server
106 via a network 108. Client device 102 may comprise
computing devices (e.g., desktop computers, terminals, lap-
tops, personal digital assistants (PDA), cellular phones,
smartphones, tablet computers, or any computing device
having a central processing unit and memory unit capable of
connecting to a network). Client devices may also comprise
a graphical user interface (GUI) or a browser application
provided on a display (e.g., monitor screen, LCD or LED
display, projector, etc.). A client device may include or
execute a variety ol operating systems, such as personal
computer operating systems (e.g., Windows, Mac OS or
Linux, etc.), mobile operating systems (e.g., 10S, Android,
or Windows Mobile, etc.), or the like. A client device may
include or may execute a variety of possible applications,
such as a client software application enabling communica-
tion with other devices, such as communicating one or more
messages, such as via email, short message service (SMS),
or multimedia message service (MMS).

[0044] The system further includes automated computing
machinery comprising the server 106 useful in domain
processing according to embodiments of the present inven-
tion. The server includes at least one computer processor or
“CPU” as well as random access memory (“RAM™) which
1s connected through a high-speed memory bus and bus
adapter to processor and to other components of the server.
Stored 1n the RAM, or a hard drive connected to the RAM,
may be a content analyzer 114 including computer program
instructions that, when executed, cause the computer to
identify topics of mnformation from domain data server 104
that are directed to certain domains. A domain may be a
sphere of activity or knowledge regarding a specific subject
matter, such as different websites, business units, product
lines, industries, companies, or departments. The content
analyzer 114 can be configured to analyze domain data from
domain data server 104 to identily domain elements.
Domain elements may comprise characterizing features of
specific domains. Examples of domain elements may
include taxonomies, ontologies, lexicons, and knowledges
sources.

[0045] According to one embodiment, a user of client
device 102 may communicate to user interface 110 with
istructions to ingest data from domain data server 104
pertaining to one or more domains. The user interface 110
may provide text fields, drop-down lists, etc., for a user at
client device 102 to select domains. Domain data server 104
may comprise one or more computing devices operable to
provide domain data from files, such as documents, tables,
charts, 1llustrations, photographs, data entries, etc. The files
may include features, such as terms or a combination of
terms, acronyms, numbers, codes, or phrases, and so on. The
teatures of the domain data may be compared to criteria by
content analyzer 114 to determine if the features match
characteristics of domain elements. For example, text in the
domain data may fulfill criteria to qualify as text that relates
to various domain elements.
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[0046] Content analyzer 114 may identily domain ele-
ments from the domain data and link the domain elements
with their respective domains. For example, a set of tax-
onomies, ontologies, lexicons, and knowledges sources
related to equities and derivatives may be linked to an
“equities and derivatives” domain. Links between domain
clements and domains may comprise data structures, such as
linked lists, arrays, hash tables, or graphs. The content
analyzer 114 may store the domain elements, domains, and
their links 1n data tables or records in database 116.

[0047] Client device 102 may be used to communicate
with interface 110 to select domains for retrieving actionable
information. The data stored 1n database 116 may be used by
knowledge base system 118 to determine actionable infor-
mation associated with a selected domain to retrieve from a
corpus data server. Actionable information may comprise
operating parameters according to certain requirements for a
particular domain (e.g., compliance obligations). NLP and
machine learning techniques may be used and applied on the
domain elements stored in database 116 to determine an
appropriate set ol actionable information to retrieve for the
selected domain. Knowledge base system 118 may comprise
an artificial intelligence unit trained by model trainer 112
(e.g., using machine learning techniques such as support
vector machines, neural networks, clustering, decision tree
learning, etc.). Training data may be received from various
entities 1n various ways, including, for example, from a user
through a graphical user interface (“GUI”) presented on the
display of the client device 102 and/or from database 116 for
the purpose ol gathering and compiling traiming data. In
another embodiment, a user may customize or refine the set
of actionable information determined by knowledge base
system 118 for the selected domain. As such, the NLP and
machine learning algorithms may be calibrated according to
the customization or refinement provided by the user.

[0048] Stored in RAM also 1s an operating system. Oper-
ating systems useful for domain processing according to
embodiments of the present mvention include UNIX™
Linux™ Microsoit Windows™ AIX™ [BM’s 15/0S™ and
others as will occur to those of skill in the art. Non-volatile
computer memory also may be implemented for such as an
optical disk drive, electrically erasable programmable read-
only memory (so-called ‘EEPROM’ or ‘Flash’ memory),
RAM drives, and so on, as will occur to those of skill in the
art

[0049] Network 108 may be any suitable type of network
allowing transport of data communications across thereof.
Network 108 may support many data communications pro-
tocols, including for example TCP (Transmission Control
Protocol), IP (Internet Protocol), HI'TP (HyperText Transter
Protocol), WAP (Wireless Access Protocol), HD'TP (Hand-
held Device Transport Protocol), and others as will occur to
those of skill 1n the art. The network 108 may couple devices
so that communications may be exchanged, such as between
servers and client devices or other types of devices, includ-
ing between wireless devices coupled via a wireless net-
work, for example. A network may also include mass
storage, such as network attached storage (NAS), a storage
area network (SAN), cloud computing and storage, or other
forms of computer or machine-readable media, for example.
In one embodiment, the network may be the Internet,
tollowing known Internet protocols for data communication,
or any other communication network, e.g., any local area
network (LAN) or wide area network (WAN) connection,
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cellular network, wire-line type connections, wireless type
connections, or any combination thereof. Communications
and content stored and/or transmitted to and from client
devices and servers may be encrypted using, for example,
the Advanced Encryption Standard (AES) with a 128, 192,
or 256-bit key size, or any other encryption standard known
in the art.

[0050] Referring to FIG. 4, server 106 may retrieve and
ingest domain data 202 from domain data server 104.
Domain elements 204, 206, and 208 may be extracted from
the domain data 202. Examples of domain elements include
taxonomies, ontologies, lexicons, and knowledges sources.
The taxonomies 204, lexicons 206, knowledge sources 208
may be stored in database 116 and linked to relevant content
domains. Server 202 may determine a set ol actionable
information from corpus data server 210 by applying NLP
and machine learning algorithms to the stored taxonomies
204, lexicons 206, and knowledge sources 208 linked to the
selected content domain. Accordingly, the actionable infor-
mation may be specific to certain 1ssues or topics of the
selected content domain based on the identified taxonomies
204, lexicons 206, and knowledge sources 208. As an
example, the actionable information may be used in con-
junction with a risk rating system to generate or configure
scoring models for generating assessments reports related to
the content selected domain.

[0051] FIG. 5 depicts an exemplary flow diagram of a
method for analyzing domain-specific features according to
one embodiment of the present mnvention. A domain selec-
tion 1s received, step 302. The domain selection may be
provided by a user from a client device to a data processing,
system. The domain selection may include a selection of one
or more domains. A domain may include a sphere of activity
or knowledge regarding a specific website, subject matter,
industry, business product, company, or department.

[0052] Domain data 1s ingested, step 304. Ingesting the
domain data may include obtaining and importing files, such
as documents, tables, charts, 1llustrations, photographs, data
entries, etc., from a data server. The files may include
features, such as terms or a combination of terms, acronyms,
numbers, codes, or phrases, and so on, that may be compared
to criteria for matching characteristics of domain elements.
Domain elements corresponding to the domain selection are
extracted from the domain data, step 306. Extracting the
domain elements may include analyzing the domain data for
characterizing features that match the domain selection. The
characterizing features may be identified by referencing a
library of criteria to determine the presence of domain
clements in the domain data that match the domain selection.
Scores may also be assigned to the domain elements based
on an evaluation of the domain elements 1n accordance to the
criteria. The scores may comprise a value that indicates a
degree to which the domain elements match the domain
selection. Examples of domain elements may include tax-
onomies, ontologies, lexicons, and knowledge sources.

[0053] Actionable mformation 1s retrieved based on the
domain elements, step 308. The domain elements may be
used to retrieve actionable information for the selected
domain. Retrieving the actionable information may include
the data processing system applying machine learning algo-
rithms and/or NLP to the extracted domain elements to
determine actionable information that i1s suitable for the
domain selection. For example, the data processing system
may be trained to determine which actionable information
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corresponds to appropriate domains. The actionable infor-
mation may 1nclude files containing specifications or
instructions for performing or ceasing certain activities, such
as scripts, commands, or computer processes for communi-
cating messages, implementing policies, conducting data
transactions, verifying information, etc. According to one
embodiment, the actionable mnformation may contain com-
pliance obligations including laws, regulations, contractual
commitments, orgamzational and industry standards, codes
or practice, ethical codes of conduct, good governance
guidelines, and agreements with community groups or non-
governmental organizations. In certain instances, compli-
ance obligations may include a plurality of sections and
guidance pertaining to various domains. Accordingly,
retrieving the actionable information may further comprise
retrieving a subsection of a body of information that 1s
applicable to the selected domain. In a further embodiment,
the actionable information may be suitable for use by the
data processing system to create reports or scoring models.
For example, actionable information containing compliance
obligations may be used to generate reports or create risk
scoring models via an integration with or communication of
the actionable information to a risk assessment system. The
risk assessment system may receive the actionable informa-
tion and generate reports or scoring models based on the
actionable information.

[0054] The present invention may be a system, a method,
and/or a computer program product at any possible technical
detail level of mtegration. The computer program product
may include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

[0055] The computer readable storage medium can be a
tangible device that can retain and store instructions for use
by an instruction execution device. The computer readable
storage medium may be, for example, but 1s not limited to,
an electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

[0056] Computer readable program instructions described
herein can be downloaded to respective computing/process-
ing devices from a computer readable storage medium or to
an external computer or external storage device via a net-
work, for example, the Internet, a local area network, a wide
area network and/or a wireless network. The network may
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comprise copper transmission cables, optical transmission
fibers, wireless transmission, routers, firewalls, switches,
gateway computers and/or edge servers. A network adapter
card or network interface in each computing/processing
device receives computer readable program instructions
from the network and forwards the computer readable
program 1nstructions for storage in a computer readable

storage medium within the respective computing/processing
device.

[0057] Computer readable program instructions for carry-
ing out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written 1n any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone soiftware package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, 1n order to
perform aspects of the present invention.

[0058] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams ol methods, apparatus (systems), and computer
program products according to embodiments of the inven-
tion. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

[0059] These computer readable program instructions may
be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or

blocks.
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[0060] The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or

other device implement the functions/acts specified 1n the
flowchart and/or block diagram block or blocks.

[0061] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible 1implementations of systems, methods, and com-
puter program products according to various embodiments
of the present invention. In this regard, each block in the
flowchart or block diagrams may represent a module, seg-
ment, or portion of instructions, which comprises one or
more executable mnstructions for implementing the specified
logical tunction(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted 1n the Figures. For example, two blocks shown in
succession may, 1n fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality mvolved. It
will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks 1n
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts or carry out
combinations of special purpose hardware and computer
instructions.

[0062] FIGS. 1 through 5 are conceptual illustrations
allowing for an explanation of the present invention. Nota-
bly, the figures and examples above are not meant to limit
the scope of the present invention to a single embodiment,
as other embodiments are possible by way of interchange of
some or all of the described or illustrated elements. More-
over, where certain elements of the present invention can be
partially or fully implemented using known components,
only those portions of such known components that are
necessary for an understanding of the present invention are
described, and detailed descriptions of other portions of such
known components are omitted so as not to obscure the
invention. In the present specification, an embodiment
showing a singular component should not necessarily be
limited to other embodiments including a plurality of the
same component, and vice-versa, unless explicitly stated
otherwise herein. Moreover, applicants do not intend for any
term 1n the specification or claims to be ascribed an uncom-
mon or special meaning unless explicitly set forth as such.
Further, the present invention encompasses present and
future known equivalents to the known components referred
to herein by way of 1illustration.

[0063] The descriptions of the various embodiments of the
present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill 1in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found i1n the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.




US 2019/0180198 Al

What 1s claimed 1s:

1. A method, 1n a data processing system comprising a
processor and a memory, for analyzing domain-specific
teatures, the method comprising:

receiving, by the data processing system, a selection of a
domain from a client device;

ingesting, by the data processing system, domain data
from a data server;

extracting, by the data processing system, domain ele-
ments from the domain data that correspond to the
selected domain; and

retrieving, by the data processing system, actionable
information for the selected domain by using natural
language processing and machine learning on the
extracted domain elements and determining that the
actionable information corresponds to the selected
domain, the actionable imnformation comprising operat-
ing parameters for the selected domain.

2. The method of claim 1 wherein the domain includes a
sphere of activity or knowledge regarding a specific subject.

3. The method of claim 2 wherein the specific subject 1s
selected from the group consisting of website, industry,
business product, company, and department.

4. The method of claim 1 wherein the domain data
includes one or more terms, acronyms, numbers, codes, or
phrases from one or more files.

5. The method of claim 1 wherein extracting the domain
clements further comprises:

analyzing, by the data processing system, the domain data
for characterizing features of the domain elements that
match the selected domain; and

assigning, by the data processing system, scores to the
domain elements based on a degree of match to the
selected domain.

6. The method of claim 1 wherein the domain elements
include at least one of taxonomies, ontologies, lexicons, or
knowledges sources.

7. The method of claim 1 further comprising:

receiving, by the data processing system, a refinement of
the actionable information from the client device; and

calibrating, by the data processing system, the natural
language processing and machine learning based on the
refinement of the actionable information.

8. The method of claim 1 wherein the actionable infor-
mation includes files contaiming specifications or instruc-
tions for performing or ceasing certain activities.

9. The method of claim 8 wherein the actionable 1nfor-
mation includes instructions for communicating messages,
implementing policies, conducting data transactions, or veri-
fying information.

10. The method of claim 1 wherein the actionable infor-
mation includes compliance obligations.

11. The method of claim 1 further comprising:

transmitting, by the data processing system, the actionable
information to a risk assessment system; and

receiving, by the data processing system, a report from the

risk assessment system based on the actionable infor-
mation.

12. A computing system for analyzing domain-specific
features, the computing system comprising a computer
processor and a computer memory operatively coupled to
the computer processor, the computer memory having dis-
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posed within 1t computer program instructions that, when
executed by the processor, cause the computing system to
carry out the steps of:

recerving a selection of a domain from a client device;
ingesting domain data from a data server;

extracting domain elements from the domain data that
correspond to the selected domain; and

retrieving actionable mnformation for the selected domain
by using natural language processing and machine
learning on the extracted domain elements and deter-
mining that the actionable information corresponds to
the selected domain, the actionable information com-
prising operating parameters for the selected domain.

13. The computing system of claam 12 wherein the
domain includes a sphere of activity or knowledge regarding
a specific subject.

14. The computing system of claam 12 wherein the
domain elements include at least one of taxonomies, ontolo-
gies, lexicons, or knowledges sources.

15. The computing system of claim 12 further comprising
the processor:

recerving a refinement of the actionable mnformation from
the client device; and

calibrating the natural language processing and machine

learning based on the refinement of the actionable
information.

16. The computing system of claam 12 wherein the
actionable information includes compliance obligations.

17. A computer program product for analyzing domain-
specific features, the computer program product comprising:

a computer readable storage medium having stored
thereon:

program instructions executable by a processing device to
cause the processing device to recerve a selection of a
domain from a client device;

program instructions executable by the processing device
to cause the processing device to ingest domain data
from a data server:;

program instructions executable by the processing device
to cause the processing device to extract domain ele-
ments from the domain data that correspond to the
selected domain; and

program instructions executable by the processing device
to cause the processing device to retrieve actionable
information for the selected domain by using natural
language processing and machine learning on the
extracted domain elements and determine that the
actionable information corresponds to the selected
domain, the actionable information comprising operat-
ing parameters for the selected domain.

18. The computer program product of claim 17 wherein
the domain elements include at least one of taxonomies,
ontologies, lexicons, or knowledges sources.

19. The computer program product of claim 17 further

comprising:
program instructions executable by the processing device
to cause the processing device to receive a refinement

of the actionable information from the client device;
and

program instructions executable by the processing device
to cause the processing device to calibrate the natural
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language processing and machine learning based on the
refinement of the actionable information.

20. The computer program product of claim 17 wherein

the actionable information includes compliance obligations.
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