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(57) ABSTRACT

A payer transaction device enables secure oflline transac-
tions using a secure element providing a secure payer
account database, a secure ledger database, and a wallet
application. While the payer transaction device 1s not con-
nected to the Internet, the wallet application receives a payee
identifier and a transaction amount and verifies that the
transaction amount 1s less than an available payer account
balance 1n the secure payer account database. In response,
the wallet application creates a digital token that allocates
the transaction amount from the payer account balance to the
payee 1dentifier, and records the digital token in a payer
secure ledger in the secure ledger database, which reduces
the available payer account balance by the transaction
amount. The wallet application then transfers the digital
token to a payee transaction device over a peer-to-peer
wireless connection and, subsequently, the digital token 1s
synchronized with a ledger tracking system through the
Internet.
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SECURE OFFLINE TRANSACTION SYSTEM
USING DIGITAL TOKENS AND A SECURE
LEDGER DATABASE

BACKGROUND

Field of the Disclosure

[0001] The present disclosure generally relates to elec-
tronic and/or mobile transactions, and more particularly to a
secure oflline transaction system for conducting transactions
between two parties without an Internet connection using
digital tokens and a secure ledger database.

Related Art

[0002] More and more consumers are purchasing items
and services and/or otherwise conducting transactions over
clectronic networks such as, for example, the Internet.
Consumers routinely purchase products and services from
merchants and individuals alike. The transactions may take
place directly between a conventional or on-line merchant or
retailer and the consumer, and payment 1s typically made by
entering credit card or other financial information. Transac-
tions may also take place with the aid of an on-line or mobile
payment service provider such as, for example, PayPal, Inc.
of San Jose, Calif. Such payment service providers can make
transactions easier and safer for the parties involved. Pur-
chasing with the assistance of a payment service provider
from the convenience of virtually anywhere using a mobile
device 1s one main reason why on-line and mobile purchases
are growing very quickly.

[0003] However, there are times when parties may desire
to conduct a transaction when no Internet connection to the
payment service provider 1s available (e.g., an “offline”
transaction). However, performing ofiline electronic and/or
mobile transactions without an Internet connection to the
payment service provider 1s problematic, as the payment
service provider typically participates in online electronic
and/or mobile transaction by authenticating the payer and
confirming that the payer includes a payer account with
sufficient funds to cover the transaction. As such, with the
Internet connection to the payment service provider unavail-
able, the payee cannot be sure that funds promised by the
payer as part of the ofiline transaction will actually be
transierred to a payee account of the payer and may result in
fraudulent transactions. This results 1n many payees refusing
to participate 1 oflline electronic and/or mobile transac-
tions, and instead strictly utilizing cash or other physical
currency instruments when performing transactions without
an available Internet connection.

[0004] Thus, there 1s a need for a secure offline transaction
system.

BRIEF DESCRIPTION OF THE FIGURES
[0005] FIG. 1A1s a schematic view illustrating an embodi-

ment of a transaction device;

[0006] FIG. 1B is a front view illustrating an embodiment
of a payer transaction device that may be provided by the
transaction device of FIG. 1A;

[0007] FIG. 1C 1s a perspective view 1llustrating an
embodiment of a payee transaction device that may be
provided by the transaction device of FIG. 1A;
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[0008] FIG. 2 1s a flow chart i1llustrating an embodiment of
a method for performing secure offline payee transactions by
a payee;

[0009] FIG. 3 1s a flow chart 1llustrating an embodiment of
a method for performing secure oflline payer transactions by
a payer;

[0010] FIG. 4 15 a perspective view 1llustrating an embodi-
ment of a payee computing device operating with the payee
transaction device of FIG. 1C;

[0011] FIG. S 1s a perspective view 1llustrating an embodi-
ment of a payer computing device operating with the payer
transaction device of FIG. 1B;

[0012] FIG. 6A1s aschematic view 1llustrating a payer and
a payee performing an oflline transaction at a payee physical
location.

[0013] FIG. 6B 1s a perspective view 1llustrating an
embodiment of the payee computing device and the payee
transaction device of FIG. 4 performing a portion of an
offline transaction.

[0014] FIG. 6C 1s a front view 1illustrating an embodiment
of the payer transaction device of FIG. 1B displaying a
transaction amount and a payee identifier for an ofiline
transaction.

[0015] FIG. 6D 1s a perspective view 1llustrating an
embodiment of payer authenticating to the payer transaction
device of FIG. 1B to perform a portion of an offline
transaction.

[0016] FIG. 6E 1s a perspective view 1illustrating an
embodiment of the payer transaction device of FIG. 1B and
the payee transaction device of FIG. 1C performing a
portion of an offline transaction.

[0017] FIG. 7 1s a schematic view 1llustrating an embodi-
ment ol a networked system;

[0018] FIG. 815 a perspective view 1llustrating an embodi-
ment of a transaction device;

[0019] FIG. 9 1s a schematic view 1llustrating an embodi-
ment of a computer system; and

[0020] Embodiments of the present disclosure and their
advantages are best understood by referring to the detailed
description that follows. It should be appreciated that like
reference numerals are used to identily like elements illus-
trated 1n one or more of the figures, wherein showings
therein are for purposes of illustrating embodiments of the
present disclosure and not for purposes of limiting the same.

DETAILED DESCRIPTION

[0021] The present disclosure describes systems and
methods for providing secure, oflline transaction between
payer transaction devices and payee transaction devices by
recording digital or electronic tokens created by the payer
transaction device during an oflline transaction in payer
secure ledgers and payee secure ledgers that are stored in
respective secure element subsystems 1n each of the payer
transaction devices and the payee transaction devices. For
example, in an offline transaction, a wallet application
running 1n the secure element subsystem in the payer
transaction device may create the digital token by utilizing
a private key to sign the oflline transaction 1n order allocate
a transaction amount associated with a payer public address
controlled by the payer to a payee public address controlled
by the payee. The payer transaction device may then use a
local, peer-to-peer wireless connection to share that signed
offline transaction with the payee transaction device, and
cach of the payer transaction device and payee transaction
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device may store that signed oflline transaction 1n respective
payer and payee secure ledgers that are include in the secure
clement subsystems on the payer transaction device and
payee transaction device. The payer transaction device and/
or the payee transaction device may then utilize local,
peer-to-peer wireless connections to share that signed oflline
transaction with any local device they come in communi-
cation with, and any device that receives the signed oflline
transaction may subsequently share i1t 1n the same manner in
order to distribute the signed ofiline transaction. When a
subsequent connection to the Internet becomes available to
any device that has received the signed ofiline transaction,
the digital token may then be synchronized with at least one
ledger tracking system by, for example, broadcasting the
signed oflline transaction over the connection to the Internet
to at least one ledger tracking system. The secure element
subsystem 1n the payer transaction device includes a payer
account database that stores the available payer account
balance for the payer, and 1s checked by the wallet appli-
cation 1n the secure element subsystem on the payer trans-
action device before allocating transaction amounts to
ofiline transaction, which ensures that the payer has sutli-
cient funds to satisiy ofiline transactions. As such, secure
oflline transactions between payer transaction devices and
payee transaction device are provided even when a connec-
tion to the Internet 1s unavailable.

[0022] Referring now to FIGS. 1A, 1B, and 1C, embodi-
ments of transaction devices 100 are illustrated, and may be
provided to utilize the computer system 800 discussed below
with reference to FIG. 8, or components of that computer
system 800. As discussed below, FIG. 1B illustrates an
embodiment of a payer transaction device used in the
examples described below, while FIG. 1C illustrates an
embodiment of a payee transaction device used in the
examples described below, and one of skill in the art 1n
possession of the present disclosure will appreciate that the
payer transaction devices and payee transaction devices
described herein may utilize different subsets of the features
illustrated for the transaction device 100 of FIG. 1A (e.g., the
payer transaction device illustrated 1in FIG. 1B includes a
display subsystem and input subsystems, while the payee
transaction device illustrated 1n FIG. 1C does not include a
display subsystem and input subsystems, and instead con-
nects locally to a payee computing device to enable display
and iput functionality.) As such, a wide variety of modifi-
cations to the transaction devices discussed below 1s envi-
sioned as falling within the scope of the present disclosure.

[0023] With reference to the embodiment illustrated in
FI1G. 1A, the transaction device 100 includes a chassis 102
that houses the components of the transaction device 100,
only some of which are 1llustrated in FIG. 1A. For example,
the chassis 100 may house a secure element subsystem 104
that operates to perform the functions of the secure element
subsystems and transaction devices discussed below. For
example, the secure element subsystem 104 may be pro-
vided by tamper-resistant hardware included in the transac-
tion device 100 that 1s configured to securely host applica-
tion and securely store data, and may include removable
secure element components such as a Universal Integrated
Circuit Card (UICC) or a micro Secure Digital (microSD)
card, or may include embedded secure element components
provided by one or more hardware processors (e.g., a secure
clement chip or microcontroller). As would be understood
by one of skill in the art in possession of the present
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disclosure, the secure element subsystem 104 may include a
central processing unit (CPU), secure microcontrollers, an
operating system, memory, a cryptography engine, sensors,
timers, random number generators, communication ports,
and/or a variety of other secure element subsystems known
in the art. In particular, the secure element subsystem 104
may provide security domain(s) for the provisioning of the
secure element subsystem components discussed below that
prevents tampering, modification, and/or access to those
secure element subsystem components that would modify
the information stored and/or wallet application functional-
ity discussed below.

[0024] In the embodiment illustrated in FIG. 1A, the
secure element subsystem 104 includes a wallet application
106 that 1s configured to generate public/private key pairs,
store public/private keys 106a, and use private keys 1n the
public/private key pairs to sign oflline transactions in order
to create the digital or electronic tokens discussed below.
However, one of skill in the art 1n possession of the present
disclosure will recognize that other digital token techniques
may be utilized 1n place of the private-key-signed digital
tokens discussed below while remaining within the scope of
the present disclosure. For example, the secure element
subsystem may store a user profile (e.g., a payer profile, a
payee profile, etc.), along with previously created digital
tokens (e.g., created by a payment service provider), or a
token service provider that 1s configured to create digital
tokens “on-the-tly”.

[0025] As discussed above, the wallet application 106 may
be provided in a security domain included in the secure
clement subsystem 104 such that the functionality of the
wallet application 106 described herein may not be modified
by a user of the transaction device 100. For example, with
reference to the specific digital token embodiment described
above, the functionality of the wallet application 106 1n
generating the public/private keys 106a may not be modified
by a user of the transaction device 100, and the imnformation
used by the wallet application 106 to generate the public/
private keys 106a may not be accessible by a user of the
transaction device 100. In addition, the public/private keys
106a stored after they are created by the wallet application
106 may not be accessible by a user of the transaction device
100, and the functionality of the wallet application 106 1n
accessing the databases discussed below may not be modi-
fied by a user of the transaction device 100. Furthermore, the
functionality of the wallet application 106 1n interacting with
the other subsystems 1n the transaction device 100 may not
be modified by a user of the transaction device 100.

[0026] In the embodiment illustrated in FIG. 1A, the
secure element subsystem 104 also includes a ledger data-
base 108 and an account database 110 that may each be
provided on a secure storage device (not 1llustrated 1n FIG.
1A) included in the secure element subsystem 104 and
coupled to the wallet application 106. As discussed above,
the ledger database 108 and the account database 110 106
may be provided in security domain(s) included in the
secure element subsystem 104 such that the information
stored in the ledger database 108 and the account database
110 described herein may not be modified by a user of the
transaction device 100. For example, with reference to the
specific digital token embodiment described above, a secure
ledger stored 1n the ledger database 108 (and updated by the
wallet application 106 as described herein) may be not be
accessible by a user of the transaction device 100, and an
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available account balance stored 1n the account database 110
(and updated by the wallet application 106 as described
herein) may be not be accessible by a user of the transaction
device 100. In a specific embodiment, the secure element
subsystem 104 may be configured to erase any or all
information stored within the secure element subsystem 104
(e.g., information utilized to provide the wallet application
106, information stored 1n the databases 108 and 110, etc.)
in response to detecting tampering or other attempted modi-
fications to the secure element subsystem 104. While a
specific secure element subsystem 104 has been illustrated
and described, one of skill in the art 1n possession of the
present disclosure will recognize that secure element sub-
systems may provide the functionality described herein via
different components and/or different component configu-
rations while remaining within the scope of the present
disclosure.

[0027] The chassis 102 may also house a wireless com-
munication subsystem 112 that 1s coupled to the secure
clement subsystem 104 and, in the specific example 1llus-
trated 1n FIG. 1A, coupled to the wallet application 106
provided 1n the secure eclement subsystem 104. In an
embodiment, the wireless communication subsystem 112
may include a variety of local and/or peer-to-peer wireless
communication devices such as, for example, a BLU-
ETOOTH® wireless communication device, a Near Field
Communication (NFC) device, and/or other local/peer-to-
peer wireless communication components that would be
apparent to one of skill 1n the art 1n possession of the present
disclosure. In addition, the wireless communication subsys-
tem 112 may include a variety of Internet wireless commu-
nication devices such as, for example, a WiF1 wireless
communication device, a cellular communication device,
and/or other Internet wireless communication components
that would be apparent to one of skill 1n the art in possession
of the present disclosure.

[0028] The chassis 102 may also house each of a display
subsystem 114 and an input subsystem 116 that are coupled
to the secure element subsystem 104 and, in the specific
example illustrated 1n FIG. 1A, coupled to the wallet appli-
cation 106 provided in the secure element subsystem 104. In
an embodiment, the display subsystem 114 may include a
Light Emitting Device (LED) display and/or a variety of
display devices that would be apparent to one of skill in the
art 1 possession of the present disclosure, and the nput
subsystem 116 may include physical buttons, voice recog-
nition subsystems, and/or a variety of mput devices that
would be apparent to one of skill 1n the art 1n possession of
the present disclosure. In addition, the display subsystem
114 and the input subsystem 116 may be combined via, for
example, a touch mput display device. While a specific
transaction device 100 has been described, as 1llustrated and
discussed below with reference to FIGS. 1B and 1C, trans-
action devices may utilizes diflerent subsets of the compo-
nents 1llustrated 1 FIG. 100 to provide a variety of func-
tionality to enable the secure oflline payments discussed
below while remaining within the scope of the present
disclosure.

[0029] With reference to FIG. 1B, an example of the
transaction device 100 providing a payer transaction device
1s 1llustrated. The payer transaction device includes the
chassis 102 dimensioned as a “fob” device (e.g., a keychain
attachable electronic device), with the display subsystem
114 viewable on a surface of the chassis 102, and the input
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subsystem 116 provided as input buttons and a security input
fingerprint scanner that 1s integrated with the display device
114 (as indicated by the dashed lines 1n FIG. 1B). As would
be understood by one of skill 1n the art 1n possession of the
present disclosure, the provisioning of the payer transaction
device as the fob device 1llustrated 1n FIG. 1B allows a user
to attach the payer transaction device to a keychain and
perform the secure oflline transactions discussed below.
However, one of skill 1in the art 1n possession of the present
disclosure will recognize that the payer transaction device
may be provided 1n a variety of forms (e.g., as the mobile
phone 1illustrated in FIG. 8) while remaining within the
scope of the present disclosure.

[0030] With reference to FIG. 1C, an example of the

transaction device 100 providing a payee transaction device
1s 1llustrated. The payee transaction device includes the
chassis 102 provided as a “‘tap input” device, with the
display subsystem and 111put subsystem described in FIG.

1A omitted. As would be understood by one of skill in the
art 1n possession ol the present disclosure, the provisioning
of the payee transaction device tap input device illustrated 1n
FIG. 1C allows a user to utilize the payee transaction device
with another computing device to perform the secure ofiline
transactions discussed below. However, one of skill in the art
in possession ol the present disclosure will recognize that
the payee transaction device may be provided 1n a variety of
forms (e.g., as the mobile phone illustrated 1n FIG. 8) while
remaining within the scope of the present disclosure.

[0031] Referring now to FIGS. 2 and 3, embodiments of
methods 200 and 300 for providing secure oflline transac-
tions are illustrated. Specifically, the method 200 describes
the participation 1n secure oflline transactions by a payee,

while the method 300 describes the participation 1n secure
oflline transactions by a payer. However, one of skill in the
art 1n possession of the present disclosure will recognize that
many portions of the methods 200 and 300 are performed in
response to each other, and thus the methods 200 and 300 are
described below concurrently to illustrate how the payer and
payee transaction devices may interact with each other. As
described below, the methods 200 and 300 provide for a
secure transaction between a payer and a payee when their
respective transaction devices are oflline by having the payer
transaction device create and/or share a secure digital token
as part of the ofiline transaction with the payee transaction
device. Based on the use of a secure element subsystem 1n
the payer transaction device to create and/or share the secure
digital token, the payee transaction device may accept the
secure digital token as payment for the offline transaction,
and that digital token may be shared with an ad-hoc network
of other devices. The subsequent synchronization of that
digital token by at least one device with at least one ledger
tracking system when an Internet connection 1s subsequently
available (e.g., by the payer transaction device, by the payee
transaction device, and/or by a local device) provides for the
actual transfer of funds between the payer and the payee.

[0032] In an embodiment, a payment service provider
such as, for example, PayPal Inc. of San Jose, Calif., United
States, may operate to provide payment accounts, payment
applications, payment services, and/or other payment ser-
vice provider functionality that would be apparent to one of
skill 1n the art in possession of the present disclosure. For
example, the payment service provider may include a pay-
ment service provider system (e.g., a plurality of server
devices and/or other computing components) that allows




US 2019/0095907 Al

users to register for payment accounts and link financial
accounts to allow funds to be transierred to and from the
those payment accounts, download payment applications
that enable the users to access, manage, and/or otherwise
utilize those payment accounts, and/or enable a variety of
other payment service functionality. As such, prior to the
method 200, a payee may have obtained a payee payment
account, downloaded a payee payment application, and/or
performed other steps that enable the functionality discussed
below. Similarly, prior to the method 300, a payer may have
obtained a payer payment account, downloaded a payee
payment application, and/or performed other steps that
enable the functionality discussed.

[0033] The method 200 begins at block 202 where a payee

registers a payee transaction device with a payee account
using a payment application. With reference to FIG. 4, an
embodiment of a payee transaction system 400 including a
payee computing device 402 and a payee transaction device
404 are illustrated. In the example discussed below, the
payee computing device 402 1s illustrated as a laptop/
notebook computing device having a display device 402a,
and may include a variety of other laptop/notebook com-
puting components that would be apparent to one of skill in
the art 1n possession of the present disclosure. However, one
of skill 1n the art 1n possession of the present disclosure will
recognize that other types of computing devices may be
provided 1n place of the laptop computing device 1llustrated
in FIG. 4 while remaining within the scope of the present
disclosure. The payee transaction system 400 also includes
the payee transaction device 404 that may be substantially
similar to the payee transaction device illustrated in FIGS.
1A and 1C. In some embodiments, the functionality of payee
computing device 402 and the payee transaction device 404
may be combined. However, the embodiment of the payee
transaction system 400 1s provided to illustrate how the
payee transaction device 404 may be provided as a simpli-
fied peripheral component for any user with a computing
device 1n order to enable the secure oflline transaction
described herein.

[0034] At block 202, the payee may utilize a payment
application (described above) running on the payee com-
puting device 402 to register the payee transaction device
404 with a payee payment account. As discussed above, the
payee may have a payment account provided by a payment
service provider, and may have downloaded a payment
application from a payment service provider system to the
payee computing device 402. At block 202, the payee may
utilize a communication system in the payee computing
device 402 to communicate with the payee transaction
device 404 (e.g., via 1ts wireless communication subsystem
112) to enable the payment application to register the payee
transaction device 404 with the payee payment account. For
example, the payee computing device 402 may communi-
cate with the payee transaction device 404 at block 202 via
a local/peer-to-peer wireless connection (e.g., BLU-
ETOOTH®, NFC, etfc.), via an Internet wireless connection
(e.g., WikF1), via a wired connection (e.g., a USB cable
connected to each of the payee computing device 402 and
the payee transaction device 404), and/or in a variety of
other manners that would be apparent to one of skill 1n the
art 1n possession of the present disclosure.

[0035] In an embodiment, the secure element subsystem
106 1n the payee transaction device 404 includes a unique
identifier that may be associated with the payee transaction
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device 404, and at block 202 the payment application on the
payee computing device 402 may retrieve that unique 1den-
tifier and provide 1t via an Internet connection to the pay-
ment service provider for association with the payee pay-
ment account. In another embodiment, the payee payment
account may include a unique 1dentifier, and at block 202 the
payment application on the payee computing device 402
may retrieve that unique identifier and provide 1t to the payee
transaction device 404 for storage in the secure element
subsystem 104 (e.g., by the wallet application 106). In a
specific example, payee transaction devices may be regis-
tered to payee payment accounts via a seamless onboarding
on an activation terminal located at Kiosks or shops with
users bio-metrics based authentication. However, while spe-
cific examples of the registration of the payee transaction
device 404 with the payee payment account have been
described, one of skill 1n the art 1n possession of the present
disclosure will recognize that payee transaction devices may
be registered with payee payment accounts in a variety of
manners that will fall within the scope of the present
disclosure.

[0036] Similarly, the method 300 begins at block 302
where a payer registers a payer transaction device with a
payer account using a payment application. With reference
to FIG. 5, an embodiment of a payer transaction system 500
including a payer computing device 502 and a payer trans-
action device 504 are 1llustrated. In the example discussed
below, the payer computing device 502 1s illustrated as a
laptop/notebook computing device having a display device
502a, and may include a variety of other laptop/notebook
computing components that would be apparent to one of
skill 1n the art in possession of the present disclosure.
However, one of skill in the art 1n possession of the present
disclosure will recognize that other types of computing
devices may be provided in place of the laptop computing
device 1llustrated 1n FIG. 5 while remaining within the scope
of the present disclosure. The payer transaction system 500
also includes the payer transaction device 504 that may be
substantially similar to the payer transaction device illus-
trated 1n FIGS. 1A and 1B. In some embodiments, the
functionality of payer computing device 502 and the payer
transaction device 504 may be combined. However, the
embodiment of the payer transaction system 300 1s provided
to 1llustrate how the payer transaction device 504 may be
provided as a simplified fob device to enable any user to
perform the secure oflline transaction described herein.

[0037] At block 302, the payer may utilize a payment
application (described above) running on the payer comput-
ing device 502 to register the payer transaction device 504
with a payer payment account. As discussed above, the
payer may have a payment account provided by a payment
service provider, and may have downloaded a payment
application from a payment service provider system to the
payer computing device 502. At block 302, the payer may
utilize a communication system 1n the payer computing
device 502 to communicate with the payer transaction
device 504 (e.g., via 1ts wireless communication subsystem
112) to enable the payment application to register the payer
transaction device 504 with the payer payment account. For
example, the payer computing device 502 may communicate
with the payer transaction device 504 at block 302 via a
local/peer-to-peer wireless connection (e.g., BLU-
ETOOTH®, NFC, etc.), via an Internet wireless connection
(e.g., WikF1), via a wired connection (e.g., a USB cable
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connected to each of the payer computing device 502 and the
payer transaction device 504), and/or 1n a variety of other
manners that would be apparent to one of skill in the art in
possession of the present disclosure.

[0038] In an embodiment, the secure element subsystem
106 in the payer transaction device 504 includes a unique
identifier that may be associated with the payer transaction
device 504, and at block 302 the payment application on the
payer computing device 502 may retrieve that unique 1den-
tifier and provide 1t via an Internet connection to the pay-
ment service provider for association with the payer pay-
ment account. In another embodiment, the payer payment
account may include a unique 1dentifier, and at block 302 the
payment application on the payer computing device 502
may retrieve that unique identifier and provide to the payer
transaction device 504 for storage in the secure element
subsystem 104 (e.g., by the wallet application 106). In some
embodiments, the registration of the payer transaction
device 504 includes the payer providing authentication
information such as the fingerprint scan discussed below, a
username/password combination, and/or a variety of other
authentication information known 1n the art. However, while
specific examples of the registration of the payer transaction
device 504 with the payer payment account have been
described, one of skill in the art 1n possession of the present
disclosure will recognize that payer transaction devices may
be registered with payer payment accounts in a variety of
manners that will fall within the scope of the present
disclosure.

[0039] Following blocks 202 and 302 of the methods 200

and 300, respectively, each of the payer and the payee
includes a transaction device that 1s registered to their

respective payment accounts. The registration of the trans-
action devices with payment accounts may be followed by
the transaction devices retrieving and storing a variety of
information. In an embodiment, subsequent to block 302,
the payer transaction device 504 may operate to connect to
the payment service provider system via the Internet,
retrieve a payer account balance, and store that payer
account balance. For example, the wallet application 106 1n
the secure element subsystem 104 on the payer transaction
device 504 may utilize the wireless communication subsys-
tem 112 to connect to the payment service provider system
via the Internet, retrieve a payer account balance associated
with an available balance 1n the payer payment account, and
store the payer account balance 1n the account database 110
in the secure element subsystem 104 on the payer transac-
tion device 504. In addition, the wallet application 106 1n the
secure element subsystem 104 on the payer transaction
device 404 may utilize the wireless communication subsys-
tem 112 to connect to the payment service provider system
via the Internet, retrieve ledger information, and store the
ledger information 1n the ledger database 108 1n the secure
clement subsystem 104 on the payer transaction device 504.
In embodiments where the storage capacity of the payer
transaction device 504 1s suflicient, the ledger information
may include an entire blockchain of transaction associated
with a crypto currency. However, in embodiments in which
the storage capacity of the payer transaction device 504 1s
limited, the ledger mformation may only include transac-
tions from a blockchain that are associated with public
addresses that are controlled by the payer (e.g., for which the
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wallet application 106 includes private keys that can sign
transactions to transier funds stored in those public
addresses).

[0040] Similarly, subsequent to block 202 the payee trans-
action device 404 may also operate to connect to the
payment service provider system via the Internet, retrieve a
payee account balance, and store that payee account balance.
For example, the wallet application 106 in the secure ele-
ment subsystem 104 on the payee transaction device 404
may utilize the wireless commumnication subsystem 112 to
connect to the payment service provider system via the
Internet, retrieve a payee account balance associated with an
available balance 1n the payee payment account, and store
the payee account balance in the account database 110 1n the
secure element subsystem 104 on the payee transaction
device 404. In addition, the wallet application 106 in the
secure element subsystem 104 on the payee transaction
device 404 may utilize the wireless communication subsys-
tem 112 to connect to the payment service provider system
via the Internet, retrieve ledger information, and store the
ledger information 1n the ledger database 108 in the secure
clement subsystem 104 on the payee transaction device 404.
In embodiments where the storage capacity of the payee
transaction device 404 1s suflicient, the ledger information
may include an entire blockchain of transaction associated
with a crypto currency. However, in embodiments 1n which
the storage capacity of the payee transaction device 404 1s
limited, the ledger information may only include transac-
tions from a blockchain that are associated with public
addresses that are controlled by the payee (e.g., for which
the wallet application 106 includes private keys that can sign
transactions to transier funds stored in those public
addresses).

[0041] While a few specific examples of information
retrieved by the payee transaction device 404 and the payer
transaction device 504 subsequent to the registration per-
formed at blocks 202 and 302 has been described, one of
skill 1n the art 1n possession of the present disclosure will
recognize that the transaction devices may retrieve and store
other information while remaining within the scope of the
present disclosure as well. For example, as discussed above,
the transaction devices may retrieve and securely store
respective user profiles (e.g., the payer transaction device
504 may store a payer profile, the payee transaction device
404 may store a payee profile), digital tokens (e.g., digital
tokens created by a token service provider (TSP) and/or the
payment service provider), and/or a variety of other infor-
mation that may be utilized to provide the functionality
discussed below.

[0042] With their payer and payee transaction devices
registered with their respective payment accounts, the payer
and the payee may participate in a secure ofiline transaction.
FIG. 6A 1illustrates an embodiment of a physical payee
location 600 that, i1n the embodiments discussed below,
includes a plurality of local devices 602a, 6025, 602¢, and
6024 that may be provided by beacon devices and/or any
other device capable of the local/peer-to-peer wireless com-
munications discussed below. A payee 604 1s illustrated with
the payee computing device 402 and the payee transaction
device 404 discussed above with reference to FIG. 4, and a
payer 606 i1s 1llustrated with the payer transaction device 404
discussed above with reference to FIG. 5. In the embodi-
ments discussed below, an Internet connection 1s not avail-
able to any of the payee transaction device 404, the payer
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transaction device 504, the payee computing device 402, and
the local devices 602a-d during the ofiline transaction, but
may become available subsequent to that oflline transaction.
However, one of skill in the art 1n possession of the present
disclosure will recognize that a variety of oflline/online
transaction scenarios may benefit from the teachings of the
present disclosure, as thus will fall within its scope as well.

[0043] Referring back to FIG. 2, the method 200 may then
proceed to block 204 where the payee enters a transaction
amount mto a payment application running on the payee
computing device 402. For example, the payer 606 may
select goods and/or services offered by the payee 604, and
in some embodiments of block 204 the payee 604 may then
identify a cost of those goods and/or services 1n the payment
application running on the payee computing device 402,
determine additional amounts (e.g., taxes, fees, etc.) that
need to be paid by the payer 606 1n the payment application
running on the payee computing device 402, and confirm a
transaction amount 1n the payment application running on
the payee computing device 402 that 1s the total of the cost
and additional amounts. FIG. 6B 1llustrates the payee com-
puting device 402 displaying a payment invoice on 1its
display device 402a, and one of skill in the art 1n possession
of the present disclosure will recognize how the payment
invoice may include a variety of information i1n addition to
the transaction amount discussed above.

[0044] In response to the entering of the transaction
amount, the method 200 may then proceed to block 206
where the payment application creates an invoice entry and
sends the mvoice entry to the payee transaction device. For
example, upon receiving the confirmed transaction amount
at block 204, the payment application running on the payee
computing device 402 may create an ivoice entry and
communicate that invoice entry to wallet application 106 on
the payee transaction device 404 (through the wireless
communication subsystem 112). For example, the mvoice
entry may include a payee 1dentifier, the transaction amount,
a description of the goods and/or services, and/or any other
invoice mformation that would be apparent to one of skill 1n
the art 1n possession of the present disclosure. In a specific
example, the payee identifier may include a public address
that 1s controlled by the payee (e.g., a public address for
which the wallet application 106 has access to a private key

for signing transactions that transfer funds from that public
address).

[0045] In response to receiving the invoice entry, the
method 200 proceeds to block 208 where the wallet appli-
cation 104 on the payee transaction device 404 operates to
write the mvoice entry to a payee secure ledger stored 1n the
ledger database 108 1n the secure element subsystem 104 on
the payee transaction device 404. For example, at block 208,
the wallet application 106 may write an entry into the ledger
that indicates that the transaction amount 1s expected to be
provided to the public address controller by the payee and
communicated as part of the payee 1dentifier received by the
payee transaction device 404.

[0046] The method 200 may then proceed to block 208
where the payee transaction device utilizes host card emu-
lation to enter a reader mode. In an embodiment, subsequent
to the writing the invoice entry to the ledger database 108 at
block 208, the secure element subsystem 104 and the
wireless communication subsystem 116 in the payee trans-
action device 404 may operate to act as a reader for host card
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emulation devices (e.g., the payer transaction device 5304 1n
the example described below).

[0047] Referring back to FIG. 3 and the method 300, at
block 304, the payer transaction device may receive a
transaction amount and a payee identifier. In some embodi-
ments, the payer transaction device 304 may receive the
transaction amount and the payee identifier at block 304
from the payee computing device 402 or the payee transac-
tion device 404. For example, at block 304, a local/peer-to-
peer wireless connection may be established between the
payer transaction device 504 and either or both of the payee
computing device 402 or the payee transaction device 404
(e.g., using the wireless communication subsystems 116 1n
the payee transaction device 404 and the payer transaction
device 504). As such, the transaction amount and the payee
identifier may be provided by the payee computing device
402 or the payee transaction device 404 to the payer trans-
action device 504 as part of the mvoice entry created at
block 206 of the method 200 and/or written to the ledger
database 108 at block 208 of the method 200. In another
embodiment, the payer 606 may provide the transaction
amount and the payee identifier to the payer transaction
device 504 by, for example, utilizing the display subsystem
114 and the mput subsystem 116 to enter that transaction
amount 1nto the payer transaction device 504, utilizing a
camera included on the payer transaction device 504 to
capture an 1mage of a Quick Response (QR) code that
encodes the transaction amount and the payee identifier,
and/or 1n a variety ol manners that would be apparent to one
of skill in the art 1n possession of the present disclosure. FIG.
6C 1illustrates the payer transaction device 504 displaying a
transaction amount 608 and a payee 1dentifier 610 that one
of skill 1n the art 1n possession of the present disclosure will
recognize 1s a crypto currency public address, although other
payee 1dentifiers will fall within the scope of the present
disclosure as well.

[0048] In response to the payer transaction device receiv-
ing the transaction amount at block 304, the method 300
may proceed to block 306 where the payer authenticates to
the payer transaction device. For example, FIG. 6D illus-
trates the payer 606 placing their thumb on the security input
fingerprint scanner that 1s integrated with the display device
114 (as indicated by the dashed lines in FIG. 1B) 1n order to
authenticate to the payer transaction device 504. However,
authentication via a username/password combination, two-
factor authentication methods, and/or a variety of other
authentication techniques will fall within the scope of the
present disclosure as well. With reference back to FIG. 6C,
following authentication to the payer transaction device 504,
the payer 606 may seclect the input button on the input
subsystem 116 that 1s adjacent the display of “PAY™ on the
display subsystem 114, or select the input button on the mnput
subsystem 116 that 1s adjacent the display of “CANCEL” on
the display subsystem 114.

[0049] In response to selecting the mnput button on the
input subsystem 116 that 1s adjacent the display of “PAY” on
the display subsystem 114, the wallet application 106 on the
secure element subsystem 104 in the payer transaction
device 504 may operate to determine whether the transaction
amount received at block 304 1s less than or equal to the
payer account balance stored 1n the account database 110 on
the secure element subsystem 104 1n the payer transaction
device 504. The determination of whether the payer account
balance 1s suflicient to satisiy the transaction amount (as
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described below) 1s but one of a plurality of checks that may
be performed belfore the wallet application 106 on the secure
clement subsystem 104 1n the payer transaction device 504
or the payee transaction device 404 allows the payer 606 to
proceed 1in a transaction with the payee 604. In other
examples, the wallet application may be configured to
review risk models stored on its transaction device to
determine whether to allow a transaction to go forward,
determine transaction frequency (e.g., no more than four
transactions and/or $50 USD in transactions per day) to
determine whether to allow a transaction to go forward,
and/or provide a variety of other transaction security fea-
tures that would be apparent to one of skill in the art in
possession of the present disclosure.

[0050] If the payer 504 selects the mput subsystem 116
that 1s adjacent the display of “CANCEL” on the display
subsystem 114, or the wallet application 106 on the secure
clement subsystem 104 1n the payer transaction device 504
determines that the transaction amount received at block 304
1s greater than the payer account balance stored in the
account database 110 on the secure element subsystem 104
in the payer transaction device 504, the oflline transaction
may be cancelled. As such, the wallet application 106 on the
secure element subsystem 104 in the payer transaction
device 504 may prevent the payer 504 from participating 1n
transactions with transaction amounts that are greater than
the available payer account balance stored in the account
database 110 on the secure element subsystem 104 1in the
payer transaction device 504.

[0051] However, i the payer 504 selects the mput sub-
system 116 that 1s adjacent the display of “PAY” on the
display subsystem 114, and the wallet application 106 on the
secure element subsystem 104 in the payer transaction
device 504 determines that the transaction amount received
at block 304 i1s less than or equal to the payer account
balance stored in the account database 110 on the secure
clement subsystem 104 1n the payer transaction device 504,
the method 300 proceeds to block 308 where the payer
transaction device 504 writes a digital token to the ledger
database 108 on 1ts secure element subsystem 104. In an
embodiment, at block 308, the wallet application 106 may
access the ledger database 108 on the secure element sub-
system 104 in the payer transaction device 504 and deter-
mine at least one public address that 1s associated with funds
that are suflicient to satisiy the transaction amount, then
access the public/private keys 106a to determine the private
key(s) that were used to create those public address(es), and
then use those private key(s) to sign transactions that are
configured to transier the funds associated with the public
addresses to the payee 604 (e.g., the public address provided
by the payee 1dentifier) 1n an amount equal to the transaction
amount. As such, in some embodiments, the digital token
created at block 308 may include one or more private-key-
signed transactions, although the use of pre-stored or TSP-
created digital tokens, as well as other types of digital
tokens, will fall within the scope of the present disclosure as
well.

[0052] The wallet application on the secure element sub-
system 104 1n the payer transaction device 504 may then
write the digital token to a secure payer ledger in the ledger
database 108 on the secure element subsystem 104 1n the
payer transaction device 504. For example, the wallet appli-
cation on the secure element subsystem 104 1n the payer
transaction device 504 may write the private-key-signed
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transactions to a block 1n a secure payer ledger 1n the ledger
database 108 on the secure element subsystem 104 1n the
payer transaction device 504.

[0053] The method 300 then proceeds to block 310 where
the payer transaction device sends the digital token to the
payee transaction device. In an embodiment, the wallet
application 106 on the secure element subsystem 104 in the
payer transaction device 504 may use the wireless commu-
nication subsystem 112 in the payer transaction device 504
to transmit the private-key-signed transactions over the
local/peer-to-peer wireless connection with the payee trans-
action device 404. FIG. 6E illustrates the user 606 moving
the payer transaction device 504 adjacent the payee trans-
action device 404 and, in some cases 1nto physical contact
(e.g., a “tap”), 1n order to transmit the private-key-signed
transactions over the local/peer-to-peer wireless connection
with the payee transaction device 404. For example, with
reference back to the method 200, following the payee
transaction device 404 utilizing host card emulation to enter
reader mode at block 210, the moving of the payer trans-
action device 504 adjacent to and/or in contact with the
payee transaction device 404 as 1llustrated in FIG. 6F causes
the method 200 to proceed to block 212 where the payee
transaction device recerves the digital token while 1n reader
mode. In addition, at block 310 of the method 300, the wallet
application 104 and the wireless communication subsystem
112 1n the payer transaction device 504 may utilize host card
emulation to enter a transmit mode, and at block 212 the
payee transaction device 404 operating 1n the reader mode
will receive the private-key-signed transactions from the
payer transaction device 504 operating 1n the transmit mode
(e.g., 1n response to the “tapping” of the two transaction
devices).

[0054] The method 200 then proceeds to block 214 where
the payee transaction device writes the digital token to the
ledger database on its secure element subsystem in associa-
tion with the ivoice entry. In an embodiment, the wallet
application on the secure element subsystem 104 in the
payee transaction device 404 may write the digital token to
a secure payee ledger in association with the mvoice entry
in the ledger database 108 on the secure element subsystem
104 1n the payer transaction device 504, and mark that
digital token as “processed”. For example, the wallet appli-
cation on the secure element subsystem 104 in the payee
transaction device 404 may write the private-key-signed
transactions to a block 1n a secure payee ledger 1n the ledger
database 108 on the secure element subsystem 104 in the
payer transaction device 504 1n association with the invoice
entry that was written to the secure payee ledger at block 208
of the method 200 (e.g., identifying the public address that
was 1o recerve funds from the payer equal to the transaction
amount).

[0055] The methods 200 and 300 then proceed to blocks

216 and 312, respectively, where the payee transaction
device and the payer transaction device synchronize their
ledger databases on their secure element subsystems with
proximate devices. In an embodiment, at blocks 216 and
300, the wallet application on the secure element subsystems
104 1n the payee transaction device 404 and/or the payer
transaction device 504 may use the wireless communication
subsystem 112 in the payee transaction device and/or the
payer transaction device 504 to transmit the private-key-
signed transactions over the local/peer-to-peer wireless con-
nection with the local devices 602a-d (e.g., beacon devices
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in this example), as well as any other device they come into
local/peer-to-peer wireless communication (e.g., other payer
devices, Internet of Things (Io'T) devices, etc.). As such, an
ad-hoc wireless network may be created with the payee
transaction device 404 and/or the payer transaction device
504 to distribute the digital token at blocks 216 and 31 to
devices they come 1nto contact with, and those devices may
distribute that payment token to other devices 1n a similar
manner.

[0056] The methods 200 and 300 then proceed to blocks
218 and 314, respectively, where the ledger databases are
synchronized with a ledger tracking system when a network
connection 1s available. In an embodiment, at blocks 218
and 314, any of the devices storing the digital token utilized
in the ofiline transaction (e.g., a secure ledger including the
payment token that was provided on that device) may share
that digital token (e.g., synchronize that secure ledger) with
a ledger tracking system. For example, following the send-
ing of the digital token to the payee transaction device 404
(and the writing of the digital token to 1ts secure payee
ledger by the payee transaction device 404 to complete the
oflline transaction), the payer transaction device 504 may
find a connection to the Internet and, 1n response, synchro-
nize the secure payer ledger with a ledger tracking system
through the Internet. As such, the wallet application on the
secure element subsystem 104 in the payer transaction
device 504 may detect that a connection to the Internet has
been established via 1ts wireless communication subsystem
112 and, 1n response, operate to synchronize the secure
payer ledger 1n the secure payer ledger database (which
includes the digital token created at block 308) with a ledger
tracking system (e.g., one or more computing devices that
operate to maintain a ledger).

[0057] In another example, following the writing of the
digital token to its secure payee ledger by the payee trans-
action device 404 to complete the oflline transaction, the
payee transaction device 504 may {ind a connection to the
Internet and, 1n response, synchromize the secure payee
ledger with a ledger tracking system through the Internet. As
such, the wallet application 106 on the secure element
subsystem 104 in the payee transaction device 404 may
detect that a connection to the Internet has been established
via 1ts wireless communication subsystem 112 and, in
response, operate to synchronize the secure payee ledger in
the secure payee ledger database (which includes the digital
token created at block 308) with a ledger tracking system
(e.g., one or more computing devices that operate to main-
tain a ledger).

[0058] In yet another example, following the synchroni-
zation of the secure payer and/or payee ledgers by the payee
transaction device 404 and/or the payer transaction device
504, the local devices 602a-d (or any other devices that have
been proximate to the payer transaction device 504 and/or
payee transaction device 404 to synchronize the ledger
databases at blocks 218 and/or 314) may find a connection
to the Internet and, in response, synchronize the ledger
databases with a ledger tracking system through the Internet.
As such, creation and writing of the digital token to the
secure payer ledger by the payer transaction device 504, as
well as the sending of that digital token to the payee
transaction device and/or proximate devices, distributes that
digital token via an ad-hoc network and ultimately causes
that digital token to be subsequently synchronized to a
ledger tracking system wvia the Internet, whether that be
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accomplished by the payer transaction device 504, the payee
transaction device 404, the local devices 602a-d, and/or any
other devices that come within local/peer-to-peer wireless
contact with the payer transaction device 504 or payee
transaction device 404 subsequent to the offline transaction.

[0059] The synchronization of the secure ledgers to the
ledger tracking system allows the ledger tracking system to
validate the digital token, reconcile the entries in different
secure ledgers, and process actual payments between parties.
As such, identification of the digital token created by the
payer transaction device 504 at block 308 allows the ledger
tracking system (e.g., the payment service provider system,
a distributed network of computers that operate to maintain
a public ledger such as a blockchain) to process the trans-

action and transfer funds from the payer account to the payee
account.

[0060] Thus, systems and methods have been described
that provide for secure transactions between a payer and a
payee when their respective transaction devices are ofiline
by having the payer transaction device create a secure digital
token as part of the offline transaction and share i1t with the
payee transaction device. Due to the use of a secure element
subsystem 1n the payer transaction device to create the
secure digital token, the payee transaction device may
confidently accept the secure digital token as payment for
the oflline transaction, and the synchronization of that digital
token with at least one ledger tracking system when an
Internet connection 1s subsequently available (e.g., by the
payer transaction device, by the payee transaction device,
and/or by a device that receives that digital token from the
payer transaction device and/or the payee transaction
device) provides for the actual transier of funds between the
payer and the payee by the ledger tracking system.

[0061] Referring now to FIG. 7, an embodiment of a
network-based system 700 for implementing one or more
processes described herein 1s illustrated. As shown, network-
based system 700 may comprise or implement a plurality of
servers and/or soltware components that operate to perform
vartous methodologies 1n accordance with the described
embodiments. Exemplary servers may include, for example,
stand-alone and enterprise-class servers operating a server
OS such as a MICROSOFT® OS, a UNIX® OS, a LINUX®
OS, or other suitable server-based OS. It can be appreciated
that the servers illustrated 1in FIG. 7 may be deployed in
other ways and that the operations performed and/or the
services provided by such servers may be combined or
separated for a given implementation and may be performed
by a greater number or fewer number of servers. One or
more servers may be operated and/or maintained by the
same or different entities.

[0062] The embodiment of the networked system 700
illustrated 1n FIG. 7 includes a payer device 702, a payee
device 704, a payment service provider device 706, ledger
tracking devices 708, and local devices 710 that may be
configured to communicate over one or more networks 712.
The payer device 702 and the payee device 704 may be any
of the transaction devices discussed above, and the payer
device 704 may include the payee computing device 402 as
well. The payment service provider device 706 may be the
payment service provider devices discussed above and may
be operated by a payment service provider such as, for
example, PayPal Inc. of San Jose, Calif. The ledger tracking
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devices 708 may be the ledger tracking devices discussed
above, and the local devices 710 may be local devices

602a-d discussed above.

[0063] The payer device 702, payee device 704, payment
service provider device 706, ledger tracking devices 708,
and local devices 710 may each include one or more
processors, memories, and other appropriate components for
executing instructions such as program code and/or data
stored on one or more computer readable mediums to
implement the wvarious applications, data, and steps
described herein. For example, such instructions may be
stored 1n one or more computer readable mediums such as
memories or data storage devices mternal and/or external to

various components of the system 700, and/or accessible
over the network 712.

[0064] The network 712 may be implemented as a single
network or a combination of multiple networks. For
example, 1n various embodiments, the network 712 may
include the Internet and/or one or more intranets, landline

networks, wireless networks, and/or other appropriate types
ol networks.

[0065] The payer device 702 may be implemented using
any appropriate combination of hardware and/or software
configured for wired and/or wireless communication over
network 712. For example, in one embodiment, the payer
device 702 may be implemented as a personal computer of
a user 1n communication with the Internet. In other embodi-
ments, the payer device 702 may be a smart phone, personal
digital assistant (PDA), laptop computer, and/or other types
of computing devices.

[0066] The payer device 702 may include one or more
browser applications which may be used, for example, to
provide a convenient interface to permit the payer to browse
information available over the network 710. For example, 1n
one embodiment, the browser application may be imple-
mented as a web browser configured to view information
available over the Internet.

[0067] The payer device 702 may also include one or more
toolbar applications which may be used, for example, to
provide user-side processing for performing desired tasks in
response to operations selected by the payer. In one embodi-
ment, the toolbar application may display a user interface in
connection with the browser application.

[0068] The payer device 702 may further include other
applications as may be desired 1n particular embodiments to
provide desired features to the payer device 702. In particu-
lar, the other applications may include a payment application
for payments assisted by a payment service provider through
the payment service provider device 706. The other appli-
cations may also include security applications for imple-
menting user-side security features, programmatic user
applications for interfacing with appropriate application
programming interfaces (APIs) over the network 712, or
other types ol applications. Email and/or text applications
may also be included, which allow the payer to send and
receive emails and/or text messages through the network
712. The payer device 702 includes one or more user and/or
device 1dentifiers which may be implemented, for example,
as operating system registry entries, cookies associated with
the browser application, identifiers associated with hardware
of the payer device 702, or other appropriate identifiers, such
as a phone number. In one embodiment, the user i1dentifier
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may be used by the payment service provider device 706 to
associate the user with a particular account as further
described herein.

[0069] The payee device 704 may be maintained, for
example, by a conventional or on-line merchant, conven-
tional or digital goods seller, individual seller, and/or appli-
cation developer oflering various products and/or services 1n
exchange for payment to be received conventionally or over
the network 712. In this regard, the payee device 704 may
include a database identifying available products and/or
services (e.g., collectively referred to as items) which may
be made available for viewing and purchase by the payer.

[0070] The payee device 704 also includes a checkout
application which may be configured to facilitate the pur-
chase by the payer of items. The checkout application may
be configured to accept payment information from the user
through the payer device 702 and/or from the payment
service provider through the payment service provider
device 706 over the network 712.

[0071] Referring now to FIG. 8, an embodiment of a
transaction device 800 1s illustrated. The transaction device
800 may be the payer and/or payee transaction devices
discussed above. The payer device 800 includes a chassis
802 having a display 804 and an mput device including the
display 804 and a plurality of input buttons 7806. One of
skill 1n the art will recognize that the payer device 800 1s a
portable or mobile phone including a touch screen input
device and a plurality of mput buttons that allow the
functionality discussed above with reference to the methods
200 and 300. However, a variety of other portable/mobile
payer devices and/or desktop payer devices may be used in
the methods 200 and 300 without departing from the scope
of the present disclosure.

[0072] Referring now to FIG. 9, an embodiment of a
computer system 900 suitable for implementing, {for
example, the transaction and/or other devices discussed
above. It should be appreciated that other devices utilized by
payer, payees, and payment service providers in the system
discussed above may be implemented as the computer
system 900 1n a manner as follows.

[0073] In accordance with various embodiments of the
present disclosure, computer system 900, such as a computer
and/or a network server, includes a bus 902 or other com-
munication mechanism for communicating information,
which interconnects subsystems and components, such as a
processing component 904 (e.g., processor, micro-control-
ler, digital signal processor (DSP), etc.), a system memory
component 906 (¢.g., RAM), a static storage component 908
(e.g., ROM), a disk drive component 910 (e.g., magnetic or
optical), a network interface component 912 (e.g., modem or
Ethernet card), a display component 914 (e.g., CRT or
LCD), an mput component 918 (e.g., keyboard, keypad, or
virtual keyboard), a cursor control component 920 (e.g.,
mouse, pointer, or trackball), and/or a location determination
component 892 (e.g., a Global Positioning System (GPS)
device as illustrated, a cell tower triangulation device, and/or
a variety of other location determination devices known 1n
the art.) In one implementation, the disk drnive component
910 may comprise a database having one or more disk drive
components.

[0074] In accordance with embodiments of the present
disclosure, the computer system 900 performs specific
operations by the processor 904 executing one or more
sequences of mstructions contained 1n the memory compo-
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nent 906, such as described herein with respect to the payer
and payee transaction devices discussed above. Such
instructions may be read into the system memory component
906 from another computer readable medium, such as the
static storage component 908 or the disk drive component
8910. In other embodiments, hard-wired circuitry may be
used 1n place of or 1n combination with software nstructions
to implement the present disclosure.

[0075] Logic may be encoded in a computer readable
medium, which may refer to any medium that participates in
providing instructions to the processor 904 for execution.
Such a medium may take many forms, including but not
limited to, non-volatile media, volatile media, and transmais-
sion media. In one embodiment, the computer readable
medium 1s non-transitory. In various implementations, non-
volatile media includes optical or magnetic disks, such as the
disk drive component 910, volatile media includes dynamic
memory, such as the system memory component 906, and
transmission media includes coaxial cables, copper wire,
and fiber optics, including wires that comprise the bus 902.
In one example, transmission media may take the form of
acoustic or light waves, such as those generated during radio
wave and infrared data communications.

[0076] Some common forms of computer readable media
includes, for example, tloppy disk, flexible disk, hard disk,
magnetic tape, any other magnetic medium, CD-ROM, any
other optical medium, punch cards, paper tape, any other
physical medium with patterns of holes, RAM, PROM,
EPROM, FLASH-EPROM, any other memory chip or car-
tridge, carrier wave, or any other medium from which a
computer 1s adapted to read. In one embodiment, the com-
puter readable media 1s non-transitory.

[0077] In various embodiments of the present disclosure,
execution of istruction sequences to practice the present
disclosure may be performed by the computer system 800.
In various other embodiments of the present disclosure, a
plurality of the computer systems 900 coupled by a com-
munication link 924 to the network 712 (e.g., such as a LAN,
WLAN, PTSN, and/or various other wired or wireless
networks, mcluding telecommunications, mobile, and cel-
lular phone networks) may perform instruction sequences to
practice the present disclosure in coordination with one
another.

[0078] The computer system 900 may transmit and receive
messages, data, information and instructions, including one
or more programs (1.€., application code) through the com-
munication link 924 and the network interface component
912. The network interface component 912 may include an
antenna, either separate or integrated, to enable transmission
and reception via the communication link 924. Received
program code may be executed by processor 904 as recerved
and/or stored 1n disk drive component 910 or some other
non-volatile storage component for execution.

[0079] The present disclosure may be implemented using
hardware, software, or combinations of hardware and soft-
ware. Also, where applicable, the various hardware compo-
nents and/or soltware components set forth herein may be
combined 1nto composite components comprising software,
hardware, and/or both without departing from the scope of
the present disclosure. Where applicable, the various hard-
ware components and/or soltware components set forth
herein may be separated into sub-components comprising,
software, hardware, or both without departing from the
scope of the present disclosure. In addition, where appli-
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cable, 1t 1s contemplated that software components may be
implemented as hardware components and vice-versa.

[0080] Software, 1mn accordance with the present disclo-
sure, such as program code and/or data, may be stored on
one or more computer readable mediums. It 1s also contem-
plated that software i1dentified herein may be implemented
using one or more general purpose or specific purpose
computers and/or computer systems, networked and/or oth-
erwise. Where applicable, the ordering of various steps
described herein may be changed, combined into composite
steps, and/or separated into sub-steps to provide features
described herein.

[0081] The foregoing disclosure 1s not intended to limait
the present disclosure to the precise forms or particular fields
of use disclosed. As such, it 1s contemplated that various
alternate embodiments and/or modifications to the present
disclosure, whether explicitly described or implied herein,
are possible i light of the disclosure. For example, the
above embodiments have focused on payees and payers;
however, a payer or consumer can pay, or otherwise interact
with any type of recipient, including charities and individu-
als. The payment does not have to involve a purchase, but
may be a loan, a charitable contribution, a gift, etc. Thus,
payee as used herein can also include charities, individuals,
and any other entity or person receiving a payment from a
payer. Having thus described embodiments of the present
disclosure, persons of ordinary skill 1n the art will recognize
that changes may be made i form and detaill without
departing from the scope of the present disclosure. Thus, the
present disclosure 1s limited only by the claims.

What 1s claimed 1s:

1. A secure oflline transaction system, comprising:

a chassis;

a wireless communication subsystem located 1n the chas-
s1s; and

a secure element subsystem that 1s located in the chassis

and coupled to the wireless communication subsystem,
wherein the secure element subsystem includes;

a secure payer account database that stores an available
payer account balance;

a secure ledger database that stores a payer secure
ledger; and

a wallet application that 1s coupled to the secure payer
account database and the secure ledger database,
wherein the wallet application 1s configured, while
the wireless communication subsystem 1s not con-
nected to the Internet, to:

receive a first payee 1dentifier and a first transaction
amount;

verily that the first transaction amount is less than the
available payer account balance stored in the
secure payer account database;

create, 1 response to verilying that the first trans-
action amount 1s less than the available payer
account balance, a digital token that allocates the
first transaction amount from the available payer
account balance to the first payee identifier;

record the digital token in the payer secure ledger as

part of a first transaction, wherein the recording of
the digital token 1n the payer secure ledger reduces
the available payer account balance by the first
transaction amount; and
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transier, over a peer-to-peer wireless connection via
the wireless communication subsystem, the digital
token to a payee transaction device; and

wherein the wallet application 1s configured, subse-

quent to recording the digital token in the payer

secure ledger and transferring the digital token to the

payee transaction device, to:

cause the digital token to be synchronized with at
least one ledger tracking system through the Inter-
net.

2. The system of claim 1, wherein the creating the digital
token that allocates the first transaction amount from the
payer account balance to the payee identifier includes:

signing the first transaction that allocates funds equal to

the first transaction amount with a private key that
corresponds to a public address that holds at least some
of the available payer account balance; and

wherein the recording the digital token 1n the payer secure

ledger as part of the first transaction includes:
adding the signed first transaction to the payer secure
ledger.

3. The system of claim 1, wherein the causing the pay
digital ment token to be synchronized with the at least one
ledger tracking system through the Internet includes:

determine that a connection 1s available to the Internet via

the wireless communication subsystem:;

connect, via the wireless communication subsystem, to

the Internet; and

synchronize, through the connection to the Internet via the

wireless communication subsystem, the payer secure
ledger including the digital token information with the
at least one ledger tracking system.

4. The system of claim 1, wherein the causing the digital
token to be synchronized with the at least one ledger
tracking system through the Internet includes:

transferring the digital token to the payee transaction

device such that the payee transaction device adds the
digital token to payee secure ledger and synchronizes
the payee secure ledger with the at least one ledger
tracking system through the Internet.

5. The system of claim 1, wherein the causing the digital
token to be synchronized with the at least one ledger
tracking system through the Internet includes:

transier, over a local wireless connection via the wireless

communication subsystem while the wireless commu-
nication subsystem 1s not connected to the Internet, the
digital token to at least one local device such that the at
least one local device adds the digital token to a local
device secure ledger and synchromizes the local device
secure ledger with the at least one ledger tracking
system through the Internet.

6. The system of claim 1, wherein the wallet application
1s configured, while the wireless communication subsystem
1s not connected to the Internet, to:

receive a second payee 1dentifier and a second transaction

amount;

determine that the second transaction amount 1s greater

than the available payer account balance stored in the
secure payer account database;

prevent the creation of a digital token that allocates the

second transaction amount from the payer account
balance to the second payee 1dentifier.

7. A method for performing secure oflline transactions,
comprising;
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recerving, by a wallet application included 1n a secure
clement subsystem provided on a payer transaction
device while the payer transaction device 1s not con-
nected to the Internet, a first payee 1dentifier and a first
transaction amount;

verifying, by the wallet application while the payer trans-
action device 1s not connected to the Internet, that the
first transaction amount 1s less than an available payer
account balance stored 1n a secure payer account data-
base included in the secure element subsystem pro-
vided on a payer transaction device;

creating, by the wallet application 1n response to verifying,
that the first transaction amount 1s less than the avail-
able payer account balance and while the payer trans-
action device 1s not connected to the Internet, a digital
token that allocates the first transaction amount from
the available payer account balance to the first payee
identifier:

recording, by the wallet application as part of a first
transaction while the payer transaction device 1s not
connected to the Internet, the digital token 1n a payer
secure ledger stored 1n a secure ledger database
included 1n the secure element subsystem provided on
the payer transaction device, wherein the recording of
the digital token 1n the payer secure ledger reduces the
available payer account balance by the first transaction
amount;

transierring, by the wallet application over a peer-to-peer
wireless connection while the payer transaction device
1s not connected to the Internet, the digital token to a
payee transaction device; and

causing, by the wallet application, the digital token to be
synchronized with at least one ledger tracking system
through the Internet.

8. The method of claim 7, wherein the creating the digital
token that allocates the first transaction amount from the
payer account balance to the payee 1dentifier includes:

signing, by the wallet application, the first transaction that
allocates funds equal to the first transaction amount
with a private key that corresponds to a public address
that holds at least some of the available payer account
balance; and

wherein the recording the digital token in the payer secure
ledger as part of the first transaction includes:

adding, by the wallet application, the signed first trans-
action to the payer secure ledger.

9. The method of claim 7, wherein the causing the digital
token to be synchronized with the at least one ledger
tracking system through the Internet includes:

determining, by the wallet application, that a connection
1s available to the Internet via the wireless communi-
cation subsystem:;

connecting, by the wallet application, to the Internet; and

synchronizing, by the wallet application through the con-
nection to the Internet, the payer secure ledger includ-
ing the digital token mnformation with the at least one
ledger tracking system.

10. The method of claim 7, wherein the causing the digital
token to be synchronized with the at least one ledger
tracking system through the Internet includes:

transierring, by the wallet application, the digital token to
the payee transaction device such that the payee trans-
action device adds the digital token to payee secure
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ledger and synchronizes the payee secure ledger with
the at least one ledger tracking system through the
Internet.
11. The method of claim 7, wherein the causing the digital
token to be synchronized with the at least one ledger
tracking system through the Internet includes:
transferring, by the wallet application over a local wire-
less connection while the payer transaction device is
not connected to the Internet, the digital token to at
least one local device such that the at least one local
device adds the digital token to a local device secure
ledger and synchronizes the local device secure ledger
with the at least one ledger tracking system through the
Internet.
12. The method of claim 7, further comprising;:
receiving, by the wallet application while the payer trans-
action device 1s not connected to the Internet, a second
payee 1dentifier and a second transaction amount;

determining, by the wallet application while the payer
transaction device 1s not connected to the Internet, that
the second transaction amount 1s greater than the avail-
able payer account balance stored in the secure payer
account database;

preventing, by the wallet application while the payer

transaction device 1s not connected to the Internet, the
creation of a digital token that allocates the second
transaction amount from the payer account balance to
the second payee 1dentifier.

13. The method of claim 7, wherein the receiving the first
payee 1dentifier and the first transaction amount includes:

receiving, by the wallet application over the peer-to-peer

wireless connection while the payer transaction device
1s not connected to the Internet, the first payee 1dentifier
and the first transaction amount from the payee trans-
action device.

14. A non-transitory machine-readable medium having
stored thereon machine-readable instructions executable to
cause a machine to perform operations comprising:

receiving, 1 a secure element subsystem provided on a

payer transaction device while the payer transaction
device 1s not connected to the Internet, a first payee
identifier and a first transaction amount;
veritying, in the secure element subsystem while the
payer transaction device 1s not connected to the Inter-
net, that the first transaction amount 1s less than an
available payer account balance stored i a secure
payer account database included 1n the secure element
subsystem provided on a payer transaction device;

creating, 1n the secure element subsystem in response to
veritying that the first transaction amount i1s less than
the available payer account balance and while the payer
transaction device 1s not connected to the Internet, a
digital token that allocates the first transaction amount
from the available payer account balance to the first
payee 1dentifier;

recording, 1n the secure element subsystem as part of a

first transaction while the payer transaction device 1s
not connected to the Internet, the digital token in a
payer secure ledger stored 1n a secure ledger database
included 1n the secure element subsystem provided on
the payer transaction device, wherein the recording of
the digital token 1n the payer secure ledger reduces the
available payer account balance by the first transaction
amount;
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transferring, in the secure element subsystem over a
peer-to-peer wireless connection while the payer trans-
action device 1s not connected to the Internet, the digital
token to a payee transaction device; and

causing the digital token to be synchronized with at least
one ledger tracking system through the Internet.

15. The non-transitory machine-readable medium of
claim 14, wherein the creating the digital token that allocates
the first transaction amount from the payer account balance
to the payee 1dentifier includes:

signing, 1n the secure element subsystem, the first trans-
action that allocates funds equal to the first transaction
amount with a private key that corresponds to a public
address that holds at least some of the available payer
account balance; and

wherein the recording the digital token 1n the payer secure
ledger as part of the first transaction includes:
adding, 1n the secure element subsystem, the signed

first transaction to the payer secure ledger.

16. The non-transitory machine-readable medium of
claam 14, wherein the causing the digital token to be
synchronized with the at least one ledger tracking system
through the Internet includes:

determiming, in the secure element subsystem, that a
connection 1s available to the Internet via the wireless
communication subsystem;

connecting, 1n the secure element subsystem, to the Inter-
net; and

synchronizing, in the secure element subsystem through
the connection to the Internet, the payer secure ledger
including the digital token information with the at least
one ledger tracking system.

17. The non-transitory machine-readable medium of
claiam 14, wherein the causing the digital token to be
synchronized with the at least one ledger tracking system
through the Internet includes:

transierring the digital token to the payee transaction
device such that the payee transaction device adds the
digital token to payee secure ledger and synchronizes
the payee secure ledger with the at least one ledger
tracking system through the Internet.

18. The non-transitory machine-readable medium of
claiam 14, wherein the causing the digital token to be
synchronized with the at least one ledger tracking system
through the Internet includes:

transierring, in the secure element subsystem over a local
wireless connection while the payer transaction device
1s not connected to the Internet, the digital token to at
least one local device such that the at least one local
device adds the digital token to a local device secure
ledger and synchronizes the local device secure ledger
with the at least one ledger tracking system through the
Internet.

19. The non-transitory machine-readable medium of

claim 14, wherein the operations further comprise:
recerving, 1n the secure element subsystem while the
payer transaction device 1s not connected to the Inter-
net, a second payee 1dentifier and a second transaction
amount;

determining, in the secure element subsystem while the
payer transaction device 1s not connected to the Inter-
net, that the second transaction amount 1s greater than
the available payer account balance stored 1n the secure
payer account database;
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preventing, i the secure element subsystem while the
payer transaction device 1s not connected to the Inter-
net, the creation of a digital token that allocates the
second transaction amount from the payer account
balance to the second payee 1dentifier.

20. The non-transitory machine-readable medium of
claim 19, wherein the receiving the first payee identifier and
the first transaction amount 1ncludes:

receiving, in the secure eclement subsystem over the

peer-to-peer wireless connection while the payer trans-
action device 1s not connected to the Internet, the first
payee 1dentifier and the first transaction amount from
the payee transaction device.
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