a9y United States
12y Patent Application Publication o) Pub. No.: US 2018/0336553 Al

Brudnicki et al.

US 20180336553A1

43) Pub. Date: Nov. 22, 2018

(54)

(71)
(72)

FACILITATING A FUND TRANSFER
BETWEEN USER ACCOUNTS

Applicant: Apple Inc., Cupertino, CA (US)

Inventors: David E. Brudnicki, Duvall, WA (US);

Manoj K. Thulaseedharan Pillai,

Cupertino, CA (US); Rupa B. Vazirani,
Menlo Park, CA (US); Sunil Nair,
Fremont, CA (US); Timothy S. Hurley,
Los Gatos, CA (US); Matthew W,
Strampe, Cedar Park, TX (US); Anish
Bhatt, Oakland, CA (US)

(21)  Appl. No.: 15/981,200

(22)

Filed: May 16, 2018

Related U.S. Application Data

(60) Provisional application No. 62/507,026, filed on May
16, 2017.

Publication Classification

(51) Int. CL

G060 20/38 (2006.01)
G060 20/32 (2006.01)
G060 20/10 (2006.01)
(52) U.S. CL
CPC ... G060 20/3821 (2013.01); GO60Q 20/10

(2013.01); GO6Q 20/3226 (2013.01); GO6Q
20/3829 (2013.01)

(57) ABSTRACT

Systems, methods, and computer-readable media for facili-
tating a fund transfer between user accounts are provided.

Administration Endity Subsysiem
SMP Broker - SMP Trusled Services Sivie Gryplo Services
440~ Component 450 "1 Manager Component | 450 Component

Tablefs) - 473/483/493

\

410 Server - .

e 1# I
wer o i o :

-
-
L-
+
-

Application{s) - 113213

\

Table (s} - 473/483/493

N
identity Management | | Fraud System Hardware Security
476" | System Component | 480" Component 490 Module Component
: | , ——l

Keyis) - 165a/1566/155c/151 W/ 158kI158K/
250/ 2550/ 258Ci251k/2506K/258k




US 2018/0336553 Al

Nov. 22, 2018 Sheet 1 of 10

Patent Application Publication

Eﬂm@%m Eﬁwmm Emm&mgw
Ao .wmm L6t ©6E

wslsAsgng
- bunssy il

WBISASONS
- Bunss ")

(AI0108IIC] IOMIBN) 66¢

weishsqng | | weisAsgng | | weisAsgng
| UOO8I0Id LONDBI04 LHOROBIOIA
_m_;mmmﬁo uonoesuRIL | | 90IAS(
. M.

M M PR et " L i e i L A
Ll .l.l\ \\ 1111111 ‘Allii ] N

\6F €6F  18v £8v  Li¥ Eit
iesASang AIBUD UOHEASILIWDY

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
'’

L Ol

AL AR

0%

ﬁﬁ%a ELb~_ ..

UOY




Patent Application Publication Nov. 22, 2018 Sheet 2 of 10 US 2018/0336553 Al

L b ol e ke nk e the e b e bl Ll Lol o alonknl e e L b e bl o o alonnle ks te o T b e b e Ll e L e e nknlak e L e Ll L2l bt e ekl e e bk e e mh bk nk e e bkt e )

118 ectronic Device

/ ............ i ettt -] [}2
5 Frocessar E}”

Component

S Power Supply

IS | ‘.g 4
; I

?ﬂ
B

. Antenna .~ 116 120

Near Field Communication Component

Controller i - Memaory Module i

Device Moduls |
Module 0 ISD 452

| 130
1| Pata Module 1

132

FIOCESSOTr
Module

134

T S

150

1111111111111111



US 2018/0336553 Al

Nov. 22, 2018 Sheet 3 of 10

Patent Application Publication

V¢ Old

- At jepuepaiy Y

1111111111111111111111111111111111111111111111111

QU ERUBDBI0

- A8y (St | (s

U alnoes

SHABE HUOL0OD A

BSGL

| ~ega1
o BYGL

eigl

-~ BEL1

4%}

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

£0L— ||  uopeoyddy |
T wowsBeuep piRY |

N uoEoyddy

JOBSBO0IS

SUOBOIIIIIGS



US 2018/0336553 Al

Nov. 22, 2018 Sheet 4 of 10

Patent Application Publication

(PO B [ T I SR WL SN W [ W W S W SO S W Y [ SO RS S Y DU S O [ S W W S O [ S SR W TS W S ST [ WS S U SO S T [ S S W D WY U S S D T [ SO A [ W T [ SO YA [ NP [ SO T i [ (P [ Y S [ TN W SO WP D W T S U S W TS S S [ WL [ S S [ DT W SO ST S S S T QT WP [ Y S T [ IS S SO S T [ WYl WP WU W Y S W W W T [ SO S [ W T QP [ W ST ST ] SO SR [ [ B S S SU S S SO W S DU T [ AP WL SO DU T [ Y N S S W SR W S W Y S & QU I [ W S U U SAgar [ SO W S SA WY T DU W P N W SR W S W T [ [ W N WL [ W A [ WY DU SO NP S W S T [ T I Wi WY T [ NP N S N T [ SO W R N 0

Koyl [epuepalsy |1

L

ASYW SE80DY

P & IR L T g e | gy 2
' C CEr _ RO . - =

-B5G7

| —epse

‘O {BAUBPDID

MGG 7~ e

gGe -

“ojuj fepuepain)

.j_mP@N
-~ BEST

- bl

eiddy [ o

P 0SS

HYY <

~H Aoy ast | ast

usiiald SUnoss

[A°T4

MR

FoAB(] DIUOIIOBIT

28557 |

SoBLBI| Off

i
wm
T

IIII
R T L A T 'u

. 3
. F

uonedfddy |
swBbeUBN DIgS) |
uoneoiddy

JOS8800)4

Tyusuodiuos
SUOREINURLGT



Patent Application Publication

100
™

110cC

110d—"1 |

110" |

184~
181~

Nov. 22, 2018

Sheet 5 of 10

" Mesgagmg Calendar

F’h{}iﬂﬂ

Merchant |
App

 Merchant App —_ 181
ﬁm‘t&ﬁi

ll Devine j;
l ' 182

F’mt&sﬂm

_ Ph@n&&
110G

114d | 114b
110g

US 2018/0336553 Al

- 101

- 114a
—110f

114¢
1128

180

190

112¢



US 2018/0336553 Al

Nov. 22, 2018 Sheet 6 of 10

Patent Application Publication

v Ol

WGGTIAGG TGP IOGSTIGSEIRGEE
MBGLAOGLMLSLGELINSGL/BEGL ~ (S1AaY

A
jususdwio) SMPON
Aunosg asesmpien |

CRYIERYICLY ~ (8) BIQR L

wsuodwony
SEOIASS OIdALID IS

rrrrrrrr

8517

$14 4

IOUOLUOTS $35% 2 JUBUOdUUIOD) WSISAS » 0%
LIBISAG DN P juswabeury Ajpusp

4GP

ARG

EGWERY/ELY - (siR108 )

wisuodwon sebeuspy Y wiauoduion i

A NS

PPPPPPPPP




Patent Application Publication

Entry

4750
47/3¢c

U1/Sender's QMQFR_'__'B 173
U110 EDTSD; LT-1 BXHD

Nov. 22, 2018 Sheet 7 of 10

PO WP A T U WP S UL VU W WU U NN YA YR NN TR Wi N S S S S N PO YT T T N U S DU W WU U WU S A T T NP Y SO SO W SO O SR S 0

US 2018/0336553 Al

111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

PR R B N A S S S0 SN W N WY BT W R T S N T S S SN S S SN S T ey [N NN Sy SO S D WU N Y DU W WY DY W SN M) S DY DU WU N WY S W B DU WU S0 SU) S S0 U) SN Sy W) SU SE W W U W SOF U S S0 SO W W R W B W W W SR U S S S W W B Y S N Y S RN SN T N N SN T S S g FUNE SO RO Ty S NN SN SN SR M BT W SR S SO SO DU WU W Y SE W NN T R S T

[ Y SO W WU DU WU N N DU W N T W) SN DU W DY O W N B

| U2-1D; ED2-1D; LT-2
| 8T-2a; PID-2a; Other Provision Data (S8D 254a)
P ST-2b; PI-2b; Other Provision Datla (850 284b)

Lol ke ol L

FIG. 4B

¥y | DPS 471's Table 473
473a |

ED1-1D: LT-1: U1-ID; U1-PW

| ED24D; LT-2; U2-ID; U2-PW

LLLLLLLLLLLLL

11111111111111111111111111111111111111111111111111111111111111

P RT-1a; Ut-i); DD, PiD-1a
| RT-1b: U1-ID; ED1-ID; PID-1b
| RT-2a; U2-ID; ED2-D; PID-2a
| RT-2b; U2-1D; ED2-D; PID-2b
| RT-1a; U1-ID; ED3-ID; PID-3a

e b e e Con P Co Con o P Con Eon o Eo o b b




Patent Application Publication Nov. 22, 2018 Sheet 8 of 10 US 2018/0336553 Al

4@’3'\
Entry | TPS 481’s Table 483
483a | MANDATE-ID; Fraud Request Data 540d; TRANSFER-ID |
4830 | SENDXAD; Send Transaction Fraud Data 562d-s |
4830 - RECVX-D); Receive Transaction Fraud Data 562d-r
FIG. 4
393 "\\
Entry | 1stiS 391's Table 393
3632 | AT-1a: RT-1a: 8T-1a; U1-ID; ED1-D: PID-1a; LT-1
393b | AT-1b; RT+1b; ST-1b; UTD; ED1D; PID-1b; LT
383¢ | AT-2bh; RT-2b: ST-2b: Uz-ID; ED24D; PID-2h: LT-2
383d ATu”ia RTJH ST-3a; U’E D Eii}i% D PID-3a; LT-3
Fi(o. 45
Entry | 2nd IS 392's Table 394
38945 AT-2a: RT-2a: §T-2a8: PID-2a; LT-2
FIG. 46
395\

Entry | N&twmk Table 395
385a | %’-‘%T—-ﬂéa Eﬁ}‘i L.T-1: PiD-1a
385b | RT-1b: BID-1: LY-1; PID-1b
85c | RT-2a; BID-2: LT-2: PiD-2a
i
é

305d | RT-2b; BID-1; LT-2; PID-2b
3895e | m:@a ED«? LTwS Piﬁmga



US 2018/0336553 Al

Nov. 22, 2018 Sheet 9 of 10

Patent Application Publication

W m M W mmxmmﬁﬁw sas0y 15, Bussn E&mmﬁm O] SpU.d DUsE (w.__ BEG
w w i —— -
; : mmmqa e M %
| mm f eS0T hmmw PUZ UDISIAOE  ; |
BLY M UONOL JIOOS PUZ 1SUIEBy BIUEDSID - eg _ m |
| pEZG -~ BYRL SSUOCSeN [BRUSpED w | m w |
W $B{} DU BPRIAIRLO] _”@mm Uz oL UBRO L @E0EY B3 W M |
W GES ¢ wmwwmuwmm@mwﬂi ttttt W IUONRICY O Ew TR M w i
W_ VAN ?lmmﬁwmﬁu 580 wmm 3y UL U mawm,a ue psueby m M ;
m M.A LNO L BABOOY B U0} PUSS € m@mgﬁmf@ﬁ im m ;
w Dy EG . D] 190rDay [EIMODGIC) JOR[] PUE SIS0 | m i
ﬁ. ttttt A .
m W W w 275 aRq Reba jees ”
W W H M L [PHUSPRID) JOS PUE PUSE w ;
w : M m L (R0IB( PUZ O fE HOPBIT PPY - 075 :
w M m m M o e 1
M w m m % T pgigmeg ! |
| m W w i { ama(llesn oz w
M M 9La m i N ; D appesssiioy |
gy b R L DGLG ~ BIB0) PRUBROL) JRS[} 18] UDISIAGI] 1
LS M..a wm X ~BjE(] 98UOOSBY BIUBPSID “mmxm } 0T 188 Eﬁmm@ REIHADDEIT J is : W :
_m 571 18] RBOIIMMAILIOT) bIBsy 161 JO) UdNG BAENTS OIS | ; M |
m W ] —— » m M

W W o ¥ m EN wm ™ mwumwmu mwﬁaﬁmﬁ ﬁmf@ﬁ@uﬁu W H w ..
w : M JBS[ 18] MEOBIIWIOT _ m :
M M {115 e [PHUSDRIT J880 wmw O U0l Eﬁuﬁuﬁ ug sy M
M W W USR] BAISIBM B P UBNO L [HISS ¥ MICIR/CIIBUBL M :
i .,, { ” : {
i .w m “ P ; M i
e s 805 ” .
W W " paog - EIeq enbay) EUeery | M w |

: : M SO 18) MEOUNUIGIOD | ; .
M W m m P PADS BB 18a0heY BIUSPRD J9ST) IS, PUSS |

M M M M M m %ﬁ%& 51 0} JBIMBPAID PPY - H1IG
m m. m i H - I

; m W w i - s ST Emﬂ 181 2ep € ALY B U5

| w;_ .,M; i X e peos . e

fesel ise s1s1
%m WSISASQNT {7y |

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
lllllllllllllllllll

lesy] 165 S0 Mﬁm " 50|

el | lew |
OUZ 8941501 PUZ | | 001 901430 151 |

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
111111

0P WHISASING Iy




US 2018/0336553 Al

Nov. 22, 2018 Sheet 10 of 10

Patent Application Publication

L¥s

]
!
;
;
i
;
M
i
i
M
i
M
]
W
i
$
’
{
i
M
}
:
M
;
i
;

CHXATYE 1806Fy TS BIR0) DIVed ULROBSUS] SAR0DYS
NG R QIIONAS Bueby SPZYS TR Privs UOIOBSUBLY PUSS DINS gt £HG

* et wivwt v e et e oS A Awet Cware Carwree el

mmmmm_wcouv G mw |
295 ; m

w

CH UCHOEBURL L ﬁk@wmm R ﬁ%ﬁmm&% PRIBG SYRIBIRC) - | Y

m
” : 8GG b 4
GG e e
| mwmm% Emﬂ mﬁﬁm xmﬂumm mhmxm
vmm LLLLLLLLLLLL - :
v@m@% BIed she | ;
HSOGaE UG ;

i
i
m
m
!
!
w
M
:
3
i
m
3
jep
m
;
3
3
i
m
i
|

m

u_
AN r_T SPUR JSOUB(] DUB LSRN0 INODOY IBAN03R
m O} DOGG ﬁmm @ﬁcﬁ 130 UBHO SAR0RY SIRIBURLY,

P
055 DOCG o Ewmﬁmh 1 UM SR IO .%Eﬂ% IO O Eﬁﬁwﬁ

m

Mﬁiﬁfi‘ﬁ\ﬁ'ﬁfﬁ-‘.‘ﬂﬂ.‘ﬁ‘.‘ﬂﬁt

M

{395 r:iisiiiii:sriiaé
POYG - EIR(] STHEG ﬁgmmﬁ BIEYS

Wyl i, rhely

;

i
]

SRR PR TR T

D700 .~ B2 DL UOROBSUBLL §8 rH-A0N Uy »OPAG BIBCT UON0ESURLY
: BAROEY PUB IGIFXINES %ﬁ GO0 BIBC) %ﬁmwvﬁ DB BIBIRITMRLOT

DRGE B3er} ﬁﬁm %m%m Emgm

ey’ Lyifriet bkt whpiyh chrbet siebet helaiy detely dgliphy  iplate’ Sefele’ Bttt Trtely! tpfabet whelh rhetet. vhebet phataiy deiely Veter eltee’ Splpingy

mmjﬂﬂn'mmw

m
. m - arg - BRI PO Eﬁtm& DU SR 4 E%@ DL D]
M Eﬁ%ﬂg Mmmmwmﬁ SO Mﬁmﬁﬁ % | M m
m T LM U] SAIRORN UIBRIY S S——— H mwm
m | Y Bjec] 18 %&mm
M W | SPURG SasUel] By puag M
M JBIOHT PRIBYS muimﬁ Yl o] Isenhey spungd Jssues %w%m Ceipsir o %.W Gt
| $ i %
; : | W o uoHO | BNoTeyN Sreudnidy |
! W | : . Bukjuen) 1o} jeRLepaiD) :
m ; B1e(] 1I8enDey Bpund BiSuBl ] aoineg) 150 m IBSN pug ulieg w
w mwﬁmwan LI mmwwm UONG | BAI609 SHZLCIIGY &am%w,j Ot m w
W e e | .
m w _ PZYG B0 §OSE] M8 PrRig aRls e : W
M UOROESURI T DoSanhoN 10 MSiy wmﬁ - SURLLIGIB0 M w M W
; B (3 PrEpuBpg UM POYS 81 @@_mw@m PR BICKS i | yg : w :
M : | i
: m mwmm (3l BIEpULY ﬁ% POys 818 ﬁmmﬁgm el puak M
M Cl orEpuEy SRR m.m.“ $ES w |
m ; . I:.:.:.:.,:.:.:.:.. e m
m | | j i PYLG - BIE( 188nhay spun m
| w m_ : , Jsuel) eomeg) 1asn pajepdn pussy |
W W ” M W e ——— m
| m _ M m W Ewaﬁ 1 m@.ﬂmﬁ S50 PUSR |




US 2018/0336553 Al

FACILITATING A FUND TRANSFER
BETWEEN USER ACCOUNTS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

[0001] This application claims the benefit of prior filed
U.S. Provisional Patent Application No. 62/507,026, filed
May 16, 2017, which 1s hereby incorporated by reference
herein 1n 1ts entirety.

TECHNICAL FIELD

[0002] This disclosure relates to facilitating a fund transter
between user accounts, including to facilitating a fund
transfer between user accounts using anonymous receive
tokens.

BACKGROUND OF THE DISCLOSURE

[0003] Portable electronic devices (e.g., cellular tele-
phones and laptop computers) may be provided with secure
clements for enabling secure transaction communications
with another enftity. Often, these communications are asso-
ciated with commercial transactions or other secure data
transactions that require the electronic device to generate,
access, and/or communicate a native payment credential,
such as a credit card credential, from the secure element to
a merchant via a merchant terminal or a merchant’s website.
However, use of such a native payment credential by the
clectronic device in other types of communications (e.g.,
transiers between two user accounts) has often been inetli-
cient.

SUMMARY OF THE DISCLOSURE

[0004] This document describes systems, methods, and
computer-readable media for facilitating a fund transfer
between user accounts.

[0005] As an example, a method 1s provided for facilitat-
ing a transier of funds between a first fund account of a
credential 1ssuer subsystem and a second fund account of the
credential 1ssuer subsystem using a first end-user host elec-
tronic device and a second end-user host electronic device
and an administration entity subsystem, wherein the {first
tfund account 1s linked to a first send token and a first receive
token at the credential 1ssuer subsystem, wherein the second
fund account 1s linked to a second send token and a second
receive token at the credential 1ssuer subsystem, wherein the
first end-user host electronic device 1s associated with a first
social token at the administration entity subsystem, and
wherein the second end-user host electronic device 1s asso-
ciated with a second social token at the administration entity
subsystem. The method may include, when a first user
transaction credential associated with the first fund account
1s requested for use on the first end-user host electronic
device, linking, by the administration entity subsystem, the
first recerve token to the first social token, and facilitating,
by the administration entity subsystem, the provisioning of
the first send token on to the first end-user host electronic
device. The method may also include, when a second user
transaction credential associated with the second fund
account 1s requested for use on the second end-user host
clectronic device, linking, by the administration entity sub-
system, the second receive token to the second social token,
and facilitating, by the adminmistration entity subsystem, the
provisioning of the second send token on to the second

Nov. 22, 2018

end-user host electronic device. The method may also
include, when the transfer of funds 1s requested, receiving,
by the administration entity subsystem, ifrom the first end-
user host electronic device, device transfer funds request
data that includes device payment credential data including
the first send token, and the second social token, 1dentifying,
by the administration entity subsystem, the second receive
token as linked to the second social token of the recerved
device transfer tunds request data, and communicating, by
the administration entity subsystem, to the credential 1ssuer
subsystem, administration entity transier funds request data
that includes the 1dentified second receive token and the first
send token of the received device transtier funds request data.

[0006] As another example, a method 1s provided for
facilitating a transier of funds between a first fund account
of a credential 1ssuer subsystem and a second fund account
of the credential 1ssuer subsystem using a first end-user host
clectronic device and a second end-user host electronic
device and an administration entity subsystem. The method
may include, when a first user transaction credential asso-
ciated with the first fund account is requested for use on the
first end-user host electronic device, linking, by the creden-
tial 1ssuer subsystem, a first receive token and a first send
token to a first account token that 1s uniquely associated with
the first fund account, communicating, by the credential
1ssuer subsystem, to the administration entity subsystem, the
first receive token, and provisioning, by the credential 1ssuer
subsystem, on to the first end-user host electronic device, the
first send token. The method may also include, when a
second user transaction credential associated with the sec-
ond fund account 1s requested for use on the second end-user
host electronic device, linking, by the credential 1ssuer
subsystem, a second recerve token and a second send token
to a second account token that 1s uniquely associated with
the second fund account, communicating, by the credential
1ssuer subsystem, to the administration entity subsystem, the
second receive token, and provisioning, by the credential
1ssuer subsystem, on to the second end-user host electronic
device, the second send token. The method may also
include, when the transfer of funds 1s requested, receiving,
by the credential 1ssuer subsystem, from the administration
entity subsystem, an administration entity transier funds
request that includes device payment credential data includ-
ing the first send token, a fund amount, and the second
receive token, validating, by the credential 1ssuer subsystem,
the first send token of the device payment credential data of
the administration enftity transier funds request, and, in
response to the validating, communicating, by the credential
issuer subsystem, the fund amount of funds, from the first
fund account as linked to the validated first send token, to the
second fund account as linked to the second receive token of
the administration entity transier funds request.

[0007] As yet another example, a method 1s provided for
facilitating a transfer of funds between a first fund account
ol a credential 1ssuer subsystem and a second fund account
of the credential 1ssuer subsystem using a first end-user host
clectronic device and a second end-user host electronic
device and an administration entity subsystem, wherein the
first fund account 1s linked to a first send token and a first
receive token at the credential 1ssuer subsystem, wherein the
second fund account 1s linked to a second send token and a
second receirve token at the credential 1ssuer subsystem,
wherein the first end-user host electronic device 1s associ-
ated with a first social token at the administration entity
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subsystem, wherein the second end-user host electronic
device 1s associated with a second social token at the
administration entity subsystem, wherein the first end-user
host electronic device includes a first user i1dentifier and the
first send token, and wherein the second end-user host
clectronic device includes a second user identifier and the
second send token. The method may include receiving, by
the administration entity subsystem, from the first end-user
host electronic device, a device transfer funds request that
includes device payment credential data including the first
send token, a fund amount, the second social token, and a
mandate key that includes a hash of the first user 1dentifier
and of the second social token. The method may also include
determining, by the administration entity subsystem, a man-
date 1dentifier that includes a hash of the mandate key and
ol the first user identifier and of the second user identifier.
The method may also include calculating, by the adminis-
tration entity subsystem, a fraud risk of the device transier
tfunds request using the determined mandate i1dentifier.

[0008] As yet another example, a method 1s provided for
tacilitating a transier of funds between a first fund account
of a first credential issuing subsystem and a second fund
account of a second credential 1ssuing subsystem using a
first electronic device and a second electronic device and an
administration entity (“AE”) subsystem, wherein the first
tfund account 1s linked to a first send token and a first receive
token at the first credential 1ssuing subsystem, wherein the
second fund account 1s linked to a second send token and a
second receive token at the second credential 1ssuing sub-
system, wherein the first electronic device 1s associated with
a first social token, and wherein the second electronic device
1s associated with a second social token. The method may
include, when the provisioning of a first device credential
associated with the first fund account 1s requested on the first
clectronic device, using the AE subsystem to store, at the AE
subsystem, the first receive token against the first social
token and provision first device credential data including the
first send token on the first electronic device, when the
provisioning of a second device credential associated with
the second fund account i1s requested on the second elec-
tronic device, using the AE subsystem to store, at the AE
subsystem, the second receive token against the second
social token and provision second device credential data
including the second send token on the second electronic
device, and, when the transfer of Tunds 1s mitiated by the first
clectronic device, using the AE subsystem to receive, at the
AE subsystem from the first electronic device, device trans-
fer funds request data that includes device payment creden-
tial data including the first send token and the second social
token, identily, at the AE subsystem, the second receive
token using the second social token of the device transier
funds request data, and communicate, from the AE subsys-
tem to the first credential 1ssuing subsystem, AE transier
funds request data that includes the 1dentified second receive
token and the received device payment credential data

including the first send token.

[0009] This Summary 1s provided only to present some
example embodiments, so as to provide a basic understand-
ing of some aspects of the subject matter described 1n this
document. Accordingly, it will be appreciated that the fea-
tures described 1n this Summary are only examples and
should not be construed to narrow the scope or spirit of the
subject matter described herein in any way. Unless otherwise
stated, features described in the context of one example may

Nov. 22, 2018

be combined or used with features described 1n the context
of one or more other examples. Other features, aspects, and
advantages of the subject matter described herein will
become apparent from the following Detailed Description,
Figures, and Claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The discussion below makes reference to the fol-
lowing drawings, 1n which like reference characters refer to
like parts throughout, and 1n which:

[0011] FIG. 11s a schematic view of an 1llustrative system
for facilitating a fund transier between user accounts;
[0012] FIG. 2 1s a more detailed schematic view of an
example of one of the electronic devices of the system of
FIG. 1;

[0013] FIG. 2A 1s another more detailed schematic view of
the electronic device of FIGS. 1 and 2;

[0014] FIG. 2B 1s a more detailed schematic view of an
example of an other one of the electronic devices of the
system of FIG. 1;

[0015] FIG. 3 1s a front view of the electronic device of
FIGS. 1, 2, and 2A;

[0016] FIG. 4 1s a more detailed schematic view of an

example administration entity subsystem of the system of
FIG. 1;

[0017] FIGS. 4A-4H are schematic diagrams of various
example data structures of the system of FIG. 1; and

[0018] FIG. 5 1s a flowchart of an illustrative process for
facilitating a fund transfer.

DETAILED DESCRIPTION OF TH.
DISCLOSURE

(Ll

[0019] A first user credential (e.g., a payment credential or
any other suitable transaction credential) of a first user fund
account of a credential 1ssuer subsystem may be provisioned
on a secure element of a first electronic device for use by an
authenticated user, while a second user credential of a
second user fund account of the credential 1ssuer subsystem
may be provisioned on the same first electronic device or on
a second electronic device for use by an authenticated user.
Unique data that may be user-anonymous and/or fund
account-anonymous may be linked at the credential 1ssuer
subsystem to a particular user fund account and then shared
with an administration entity subsystem to facilitate secure
fund transfers between different user accounts at the cre-
dential 1ssuer subsystem. Such an admimstration entity
subsystem may be operated by an administration entity for
providing a layer of security and/or for providing a more
convenient user experience to the use of such user creden-
tials. A device protection subsystem of such an administra-
tion entity subsystem may be operative to provide one or
more device protection services for protecting an electronic
device (e.g., 1f the device were to be reported lost or stolen
and/or for shielding an association between the device and
an 1dentity of a particular user registered to the device)
and/or for enabling certain device to device communica-
tions, while a credential protection subsystem of such an
administration entity subsystem may be operative to manage
the provisioning of user credentials on electronic devices
from a credential 1ssuer subsystem and to {facilitate the
secure use ol a user credential provisioned on a sender
device i funding a transfer from a sender user account to a
receiver user account at the credential 1ssuer subsystem. The
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administration entity subsystem may be operative to enable
a sender user to utilize a credential provisioned on a sender
user device as well as a receiver social token (e.g., e-mail
address or telephone number) associated with a receiver user
(e.g., as may be i1dentified 1n a contacts application of the
sender user device) to initiate a transfer of funds from a
sender fund account at the credential 1ssuer subsystem
associated with the provisioned credential to a receiver fund
account at the credential issuer subsystem associated with
the receiver social token. However, 1n such embodiments, 1n
order to limit the potential for privacy and/or security
breaches, the administration entity subsystem may be opera-
tive to prevent any of its particular subsystems (e.g., the
device protection subsystem and/or the credential protection
subsystem and/or any transaction protection subsystem)
from storing any information that may specifically link two
or more particular users to a particular fund transter (e.g., the
identity of the sender device and data indicative of the
receiver account). Instead, a system of the disclosure may
use user-anonymous and/or fund account-anonymous
receive tokens, each of which may be associated with a
particular receiver fund account at the credential issuer
subsystem and with a particular user (e.g., a particular
receiver social token) of an electronic device at the creden-
tial protection subsystem but not with a particular user at the
device protection subsystem, such that no subsystem of the
administration entity subsystem may have access to data that
may be used to identily two or more particular users with
respect to a particular transaction.

Description of FIG. 1

[0020] FIG. 1 1s a schematic view of an 1llustrative system
1 that may allow for the {facilitating transfer of funds
between user accounts. For example, as shown in FIG. 1,
system 1 may include a first end-user host electronic device
100 (e.g., a laptop computer (see, e.g., FIG. 1) or a smart
phone (see, e.g., FIG. 3) or a wearable device or the like)
with at least one first user credential of a first user Ul
provisioned thereon (e.g., on a secure element of first
clectronic device 100). Moreover, as also shown in FIG. 1,
system 1 may include a second end-user host electronic
device 200 (e.g., a smart phone (see, e.g., FIG. 1) or a laptop
computer or a wearable device or the like) with at least one
second user credential of a second user U2 provisioned
thereon (e.g., on a secure element of second electronic
device 200). Additionally or alternatively, first end-user host
clectronic device 100 may have at least one second user
credential of second user U2 provisioned thereon in addition
to at least one first user credential of first user Ul provi-
sioned thereon. System 1 may also mnclude an administration
(or commercial or trusted) entity subsystem 400, and a
credential 1ssuer (or financial institution) subsystem 300.
Communication of any suitable data between any two of
electronic device 100, electronic device 200, administration
entity (“AE”) subsystem 400, credential issuer (*“CI”) sub-
system 300, and/or any other entities of system 1 (e.g., a
service provider (e.g., merchant) subsystem) may be enabled
via any suitable commumnications set-up 9, which may
include any suitable wired communications path, any suit-
able wireless communications path, or any suitable combi-
nation of two or more wired and/or wireless communica-
tions paths using any suitable communications protocol(s)
and/or any suitable network(s) and/or cloud architecture(s).
Each communications path between any two devices or

Nov. 22, 2018

subsystems of system 1 using communications set-up 9 may
be at least partially managed by one or more trusted service
managers (“TSMs”). Any suitable circuitry, device, system,
or combination of these (e.g., a wireless communications
infrastructure that may include one or more communications
towers, telecommunications servers, or the like) that may be
operative to create a communications network may be used
to provide one or more of such communications paths,
which may be capable of providing communications using
any suitable wired or wireless communications protocol. For
example, one or more of such communications paths may
support Wi-F1 (e.g., an 802.11 protocol), ZigBee (e.g., an
802.15.4 protocol), WiD1™, Ethernet, Bluetooth™, BLE,
high frequency systems (e.g., 900 MHz, 2.4 GHz, and 5. 6
GHz communication systems), inirared, TCP/IP, SCTP,
DHCP, HT'TP, BitTorrent™, F'TP, RTP, RTSP, RTCP, RAOP,
RDTP, UDP, SSH, WDS-brnidging, any communications
protocol that may be used by wireless and cellular tele-
phones and personal e-mail devices (e.g., GSM, GSM plus
EDGE, CDMA, OFDMA, HSPA, multi-band, etc.), any
communications protocol that may be used by a low power
Wireless Personal Area Network (“6LoWPAN™) module,
any other communications protocol, or any combination
thereof. In some i1mplementations, one or more of such
communications paths may, additionally or alternatively,
support any wired communication.

[0021] A transaction credential (e.g., a payment credential
or any other suitable transaction credential) may be provi-
sioned on {first electronic device 100 (e.g., on a secure
clement or other storage component of {irst electronic device
100) from any suitable credential 1ssuer subsystem 300 (e.g.,
an 1ssuing bank subsystem or financial institution subsys-
tem), erther directly from CI subsystem 300 or via AE
subsystem 400, which may be operative to securely com-
municate credential data onto first device 100 and manage
such credential data. For example, CI subsystem 300 may
include a first 1ssuing subsystem (“IS”) 391 that may be
operated by at least one first credential issuing institution
(e.g., a first 1ssuing bank, such as Wells Fargo of San
Francisco, Calif.) with or without a first payment network
istitution (e.g., a first payment network, such as Master-
Card of Purchase, N.Y.) for provisioning at least one {first
user transaction credential on first device 100 (e.g., directly
or via AE subsystem 400 (e.g., via a credential protection
subsystem 491 of AE subsystem 400)) for first user Ul. CI
subsystem 300 may include a second i1ssuing subsystem 392
that may be operated by at least one second credential
issuing 1nstitution (e.g., a second issuing bank, such as
Citibank of Sioux Falls, S. Dak.) with or without a second
payment network institution (e.g., a second payment net-
work, such as Visa of Foster City, Calif.) for provisioning at
least one second user transaction credential on first device
100 and/or on second device 200 (e.g., directly or via AE
subsystem 400 (e.g., via credential protection subsystem 491
of AE subsystem 400)) for second user U2. It 1s to be
understood, however, that first 1ssuing subsystem 391 may
be operative to provision one or more {irst user transaction
credentials on first device 100 for first user Ul as well as one
or more second user transaction credentials on first device
100 and/or on second device 200 for second user U2, where
no 1ssuing subsystem may only be used to provision trans-
action credentials for a particular user. Moreover, each
1ssuing subsystem may be operative to manage one or more
user Tund accounts (e.g., bank accounts) that may have funds
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associated therewith for use 1 funding a transaction or that
may be operative to receive funds in a transaction being
funded by another account, where each user fund account
may be associated with one or more transaction credentials
that may be provisioned on a user electronic device of
system 1. Once provisioned on an electronic device, a
transaction credential may then be used by that device for
securely funding or otherwise conducting a transaction (e.g.,
a commercial or financial transaction or any other suitable
credential transaction) between a first or sender user fund
account of an 1ssuing subsystem of subsystem 300 that is
associated with that transaction credential as provisioned on
the electronic device (e.g., first or sender electronic device
100) and any suitable second or receiver user fund account
of an 1ssuing subsystem of subsystem 300 (e.g., a receiver
user fund account that may be associated with a credential
provisioned on another device (e.g., second or receiver
clectronic device 200)). For example, while also 1dentifying
with first device 100 (e.g., using any suitable user interface
(e.g., of a contacts application or electronic address book or
phone book or the like) of first device 100) any suitable
receiver 1dentifier (e.g., any suitable social receiver i1denti-
fier) that may be associated with at least one receiver user
account of an 1ssuing subsystem of subsystem 300 (e.g., a
social 1dentifier identifying a second device 200 on which
may be provisioned a credential associated with the receiver
user account), first device 100 may also 1dentily a particular
transaction credential provisioned on first device 100 to be
used (e.g., by CI subsystem 300) for identifying a sender
user account associated with the provisioned transaction
credential for funding or otherwise furthering a transaction
with the receiver user account that may be associated with
the 1dentified receiver i1dentifier.

[0022] AE subsystem 400 may include credential protec-
tion subsystem 491 that may be operative to provide an
additional layer of security and/or efliciency to the provi-
sioning of credentials on first device 100 and/or to the
utilizing of credential data provisioned on first device 100
for funding a receiver user account of an 1ssuing subsystem
of subsystem 300 (e.g., a receiver user account that may be
associated with a credential provisioned on another device
(e.g., second or receiver electronic device 200)). For
example, credential protection subsystem 491 may be opera-
tive to validate the trustworthiness of one or more 1ssuing,
subsystems ol CI subsystem 300 on behalf of device 100
prior to enabling credential provisioming from an 1ssuing
subsystem onto device 100, and/or credential protection
subsystem 491 may be operative to encrypt, encode, or
otherwise secure the communication of transaction creden-
t1al information from an 1ssuing subsystem to device 100 for
ensuring secure credential provisioning on device 100.
Additionally or alternatively, credential protection subsys-
tem 491 may be operative to validate the trustworthiness of
a receiver user account identified by device 100 prior to
enabling transaction credential data (e.g., sender transaction
credential data or sender device payment credential data)
from device 100 to be shared for use 1n funding that receiver
user account. Additionally or alternatively, credential pro-
tection subsystem 491 may be operative to encrypt, encode,
or otherwise secure the communication of transaction cre-
dential data from device 100 to CI subsystem 300 for
ensuring secure transaction credential data sharing while
turthering a transaction between device 100 and a receiver
user account of 1ssuer subsystem 300. Additionally or alter-

Nov. 22, 2018

natively, credential protection subsystem 491 may be opera-
tive to facilitate secure a fund transier between user accounts
by maintaining data operative to associate an 1dentifier of a
particular registered user of AE subsystem 400 with at least
one particular user-anonymous and/or fund account-anony-
mous receirve token that may be linked at CI subsystem 300
to a particular user fund account.

[0023] Moreover, AE subsystem 400 may include a device
protection subsystem 471 that may be operative to provide
an additional layer of security to a system device (e.g., 1f
device 100 were to be lost or stolen). Device protection
subsystem 471 may enable a user of device 100 to register
device 100 with AE subsystem 400 for receiving one or
more support services of device protection subsystem 471.
One or more services of device protection subsystem 471
may be operative to track the location of a registered device
100 and/or remotely control one or more functions of a
registered device 100, such as turn on an alarm and/or erase
or suspend or otherwise terminate the usefulness of certain
device content, such as suspend the ability for the secure
clement of device 100 to generate transaction credential data
for use 1n furthering a transaction with a receiver user
account or service provider. Such services may be usetul to
a device owner when device 100 may be lost or stolen such
that the device may be recovered and/or such that sensitive
data on the device may not be accessed. Additionally or
alternatively, device protection subsystem 471 may be
operative to associate certain social tokens (e.g., e-mail
addresses, telephone numbers, etc.) with certain registered
devices and/or to enable certain secure communications
between registered devices and/or to associate certain reg-
istered devices with a certain AE user account of AE
subsystem 400. Moreover, AE subsystem 400 may include
a transaction protection subsystem 481 that may be opera-
tive to provide an additional layer of security for determin-
ing a risk associated with a proposed transaction being
facilitated by AE subsystem 400 and/or storing certain
user-anonymous and/or account-anonymous data that may
be associated with particular transactions facilitated by AE
subsystem 400.

[0024] However, as mentioned, 1in order to limait the poten-
tial for privacy and/or security breaches, AE subsystem 400
may be operative to prevent any of its particular subsystems
(e.g., device protection subsystem 471, credential protection
subsystem 481, and/or transaction protection subsystem
481) from storing (e.g., retaining and/or associating 1in
memory) any information that may specifically link two or
more particular users to a particular fund transfer (e.g., the
identity of a sender device and data indicative of a receiver
account). Instead, system 1 may be operative to use user-
anonymous and/or fund account-anonymous receive tokens,
cach of which may be associated with a particular receiver
fund account at CI subsystem 300 and with a particular user
and/or device (e.g., with a particular device 1dentifier and/or
user 1dentifier and/or receiver social token that may be
registered to an electronic device) at credential protection
subsystem 491 but not with a particular user at device
protection subsystem 471, such that no subsystem of AE
subsystem 400 may have access to (e.g., no entry of any
table of any subsystem of AE subsystem 400 may include)
data that may be used to identily two or more particular
users with respect to a particular transaction, and/or such
that no recerver fund-account identitying information may
need to be handled by a sender device communicating
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sender device payment credential data for funding a transfer
transaction to a receiver fund account.

Description of FIG. 2. FIG. 2A, and FIG. 3

[0025] FIG. 2 shows a more detailed view of example user
clectronic device 100 of system 1. As shown in FIG. 2, for
example, device 100 may include a processor 102, memory
104, communications component 106, power supply 108,
input component 110, output component 112, antenna 116,
and near field communication component 120. Device 100
may also include a bus 118 that may provide one or more
wired or wireless communication links or paths for trans-
ferring data and/or power to, from, or between various other
components of device 100. Device 100 may also be provided
with a housing 101 that may at least partially enclose one or
more of the components of device 100 for protection from
debris and other degrading forces external to device 100. In
some embodiments, one or more components of device 100
may be combined or omitted. Moreover, device 100 may
include other components not combined or included 1n FIG.
2. For example, device 100 may include any other suitable
components or several instances of the components shown
in FIG. 2. For the sake of simplicity, only one of each of the
components 1s shown in FIG. 2. Electronic device 100 may
be any portable, mobile, wearable, implantable, or hand-held
clectronic device configured to store one or more transaction
credentials for use 1n furthering a transaction with a receiver
user account. Alternatively, electronic device 100 may not
be portable during use, but may instead be generally sta-
tionary. Electronic device 100 can include, but 1s not limited
to, a media player, video player, still image player, game
player, other media player, music recorder, movie or video
camera or recorder, still camera, other media recorder, radio,
medical equipment, domestic appliance, transportation
vehicle instrument, musical instrument, calculator, cellular
telephone (e.g., an 1Phone™ available by Apple Inc.), other
wireless communication device, personal digital assistant,
remote control, pager, computer (e.g., a desktop, laptop,
tablet, server, etc.), monitor, television, stereo equipment, set
up box, set-top box, wearable device (e.g., an Apple
Watch™ by Apple Inc.), boom box, modem, router, printer,
and any combinations thereof.

[0026] Memory 104 may include one or more storage
mediums, including for example, a hard-drive, flash
memory, permanent memory such as read-only memory
(“ROM”), semi-permanent memory such as random access
memory (“RAM?™), any other suitable type of storage com-
ponent, or any combination thercof. Memory 104 may
include cache memory, which may be one or more different
types of memory used for temporarily storing data for
clectronic device applications. Memory 104 may store
media data (e.g., music and image files), software (e.g.,
applications for implementing functions on device 100),
firmware, preference information (e.g., media playback
preferences), lifestyle information (e.g., food preferences),
exercise information (e.g., information obtained by exercise
monitoring equipment), transaction information, wireless
connection information (e.g., information that may enable
device 100 to establish a wireless connection), subscription
information (e.g., information that keeps track of podcasts or
television shows or other media a user subscribes to),
contact information (e.g., telephone numbers and e-mail
addresses), calendar information, any other suitable data, or
any combination thereof. Communications component 106
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may be operative to enable device 100 to communicate with
one or more other electronic devices (e.g., device 200) or
servers or subsystems (€.g., one or more of subsystems 300
and 400) using any suitable communications protocol(s)
(e.g., wired and/or wireless protocol(s) via communications
set-up 9). Power supply 108 may provide power to one or
more of the components of device 100. In some embodi-
ments, power supply 108 can be coupled to a power grid
(e.g., when device 100 1s being charged or 1s not a portable
device, such as a desktop computer). In some embodiments,
power supply 108 can include one or more batteries for
providing power (e.g., when device 100 1s a portable device,
such as a cellular telephone). As another example, power
supply 108 can be configured to generate power from a
natural source (e.g., solar power using solar cells). One or
more mput components 110 may be provided to permit a
user or the ambient environment or remote data sources to
interact or interface with device 100 and/or one or more
output components 112 may be provided to present infor-
mation (e.g., graphical, audible, and/or tactile information)
to a user of device 100. It should be noted that one or more
input components and one or more output components may
sometimes be referred to collectively herein as an input/
output (“I/0”) component or I/O interface 114 (e.g., mput
component 110 and output component 112 as I/O component
or IO imterface 114). For example, input component 110 and
output component 112 may sometimes be a single I/O
component 114, such as a touch screen, that may receive
input information through a user’s touch of a display screen
and that may also provide visual information to a user via
that same display screen.

[0027] Processor 102 of device 100 may include any
processing circuitry that may be operative to control the
operations and performance of one or more components of
device 100. For example, processor 102 may receive mput
signals from input component 110 and/or drive output
signals through output component 112. Processor 102 of
host device 100 may include any suitable processing cir-
cuitry that may be operative to control the operations and
performance of one or more components of host device 100.
As shown 1n FIG. 2, processor 102 may be used to run one
or more applications (e.g., an application 103 and/or an
application 113) that may at least partially dictate the way 1n
which data may be received by, generated at, and/or com-
municated from device 100. As one example, application
103 may be an operating system application while applica-
tion 113 may be a third party application or any other
suitable online resource (e.g., a contacts or address book
application, a protection application and/or device-to-device
communication application (e.g., a communication applica-
tion associated with device protection subsystem 471 of AE
subsystem 400), a credential 1ssuer application (e.g., a
credential 1ssuer application associated with a credential
1ssuing subsystem of CI subsystem 300), an application
associated with a merchant of a service provider (“SP”)
subsystem (not shown), etc.). Moreover, as shown, proces-
sor 102 may have access to any suitable device 1dentification
information 119, which may be utilized by a user of device
100 and/or AE subsystem 400 and/or 1ssuer subsystem 300
and/or any SP subsystem for providing any suitable 1denti-
fication of device 100. As just one example, device 1denti-
fication mformation 119 may be any suitable social token
(e.g., telephone number or e-mail address associated with
device 100) or any suitable unique identifier that may be
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associated with device 100 or a component thereof (e.g., a
unique device i1dentifier of device 100 or a unique secure
clement identifier of a secure element of device 100 or the

like).

[0028] Near field communication (“NFC”) component
120 may be configured to communicate transaction creden-
tial data (e.g., sender transaction credential data or sender
device payment credential data) and/or any other suitable
data as a contactless proximity-based communication (e.g.,
near field communication) with a merchant or SP subsystem
(not shown) (e.g., with an SP NFC terminal of an SP
subsystem that may be located at a brick and mortar store or
any physical location at which a user of device 100 may use
a credential to conduct a transaction with a proximately
located SP terminal via a contactless proximity-based com-
munication). NFC component 120 may allow for close range
communication at relatively low data rates (e.g., 424 kbps),

and may comply with any suitable standards, such as ISO/
IEC 7816, ISO/IEC 18092, ECMA-340, ISO/IEC 21481,

ECMA-352, ISO 14443, and/or ISO 15693. NFC compo-
nent 120 may allow for close range communication at
relatively high data rates (e.g., 370 Mbps), and may comply
with any suitable standards, such as the TransierJet™ pro-
tocol. Communication between NFC component 120 and an
NFC component of an SP subsystem or any other suitable
entity of system 1 may occur within any suitable close range
distance between the NFC component and the other entity,
such as a range of approximately 2 to 4 centimeters, and may
operate at any suitable frequency (e.g., 13.56 MHz). For
example, such close range communication of an NFC com-
ponent may take place via magnetic field induction, which
may allow the NFC component to communicate with other
NFC devices and/or to retrieve information from tags having,
radio frequency identification (“RFID’) circuitry. While
NFC component 120 may be described with respect to near
field communication, it 1s to be understood that component
120 may be configured to provide any suitable contactless
proximity-based mobile payment or any other suitable type
of contactless proximity-based communication between
device 100 and another entity, such as a terminal of an SP
subsystem. For example, NFC component 120 may be
configured to provide any suitable short-range communica-
tion, such as those ivolving electromagnetic/electrostatic
coupling technologies.

[0029] NFC component 120 may include any suitable
modules for enabling contactless proximity-based commu-
nication between device 100 and such a remote terminal
(e.g., an SP terminal). As shown in FIG. 2, for example, NFC
component 120 may include an NFC device module 130, an

NFC controller module 140, and/or an NFC memory module
150. NFC device module 130 may include an NFC data

module 132, an NFC antenna 134, and an NFC booster 136.
NFC data module 132 may be configured to contain, route,
or otherwise provide any suitable data that may be trans-
mitted by NFC component 120 to a remote terminal as part
of a contactless proximity-based or NFC communication.
NFC data module 132 may be configured to contain, route,
or otherwise receive any suitable data that may be received
by NFC component 120 from a remote terminal as part of a
contactless proximity-based communication. NFC control-
ler module 140 may include at least one NFC processor
module 142. NFC processor module 142 may operate in
conjunction with NFC device module 130 to enable, acti-
vate, allow, and/or otherwise control NFC component 120
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for communicating an NFC communication between device
100 and a remote terminal. NFC controller module 140 may
include at least one NFC processor module 142 that may be
used to run one or more applications, such as an NFC low
power mode or wallet application 143 that may help dictate
the function of NFC component 120. NFC memory module
150 may operate 1n conjunction with NFC device module
130 and/or NFC controller module 140 to allow for NFC
communications between device 100 and a remote terminal.
NFC memory module 150 may be tamper resistant and may
provide at least a portion of a secure element 143 of device
100. For example, secure element 145 may be configured to
provide a tamper-resistant platform (e.g., as a single-chip or
multiple-chip secure microcontroller) that may be capable of
securely hosting applications and their confidential and
cryptographic data (e.g., applets 153 and keys 155) 1n
accordance with rules and security requirements that may be
set forth by a set of well-identified trusted authorities (e.g.,
an authority of a CI subsystem and/or a financial institution
subsystem and/or an industry standard, such as GlobalPlat-
form).

[0030] As shown, for example, NFC memory module 150
may include one or more of an issuer security domain
(“ISD”) 152, one or more supplemental security domains
(“SSDs”) 154a-154¢ (e.g., a service provider security
domain (“SPSD”), a ftrusted service manager security
domain (“TSMSD”), credential SSD, access SSD, efc.),
which may be defined and managed by an NFC specification
standard (e.g., GlobalPlatform). For example, ISD 152 may
be a portion of NFC memory module 150 1n which a trusted
service manager (““I'SM”) or issuing financial institution
(e.g., 1ssuer subsystem 300) may store one or more keys
(e.g., ISD key 156%) and/or other suitable information for
creating or otherwise provisioning one or more credentials
(e.g., credentials associated with various credit cards, bank
cards, giit cards, access cards, transit passes, digital currency
(e.g., bitcomn and associated payment networks), etc.) on
device 100 (e.g., via communications component 106), for
credential content management, and/or security domain
management. A credential may include credential data (e.g.,
credential information 161a) that may be assigned to a
user/consumer (€.g., by an 1ssuing subsystem) and that may
be stored securely on electronic device 100 and/or uniquely
generated on electronic device 100. For example, such
credential data (e.g., credential information 161aq) may
include a device primary account number (“DPAN”) or send
token (e.g., a 16-19 character token, which may be similar
to a credit/debit card number that may be compatible with
various card networks, or a device account reference
(“DAR”) (e.g., a well-defined formatted string, which may
contain a globally unique i1dentifier (“GUID”) or a unmiver-
sally unique idenftifier (“UUID”) (e.g., a 128-bit integer
number that may be used to 1dentily one or more resources)
and/or a code (e.g., a bank code) that may identily a
particular source (e.g., 1ssuing subsystem))), DPAN expiry
date, CVYV, and/or the like (e.g., as a token or otherwise).
NFC memory module 150 may include at least three SSDs
154 (e.g., first credential SSD 1544, second credential SSD
1545, and access SSD 134c¢). For example, each one of first
credential SSD 154a and second credential SSD 1545 may
be associated with a respective specific credential of any
suitable type (e.g., a specific credit card credential or a
specific stored value account credential or a specific public
transit card credential provisioned by 1ssuer subsystem 300)




US 2018/0336553 Al

that may provide specific privileges or payment rights to
clectronic device 100, while access SSD 134¢ may be
associated with a commercial or administration enftity (e.g.,
an entity of AE subsystem 400, which may be a controlling
entity for device 100) that may control access of device 100
to a specific credential of another SSD (e.g., first SSD 1544
or second SSD 154bH), for example, to provide specific
privileges or payment rights to electronic device 100. Each
SSD 154 may include and/or be associated with at least one
applet 153 (e.g., SSD 1544 with applet 1534 and SSD 1545
with applet 1535). For example, an applet 153 of an SSD
154 may be an application that may run on a secure element
of NFC component 120 (¢.g., in a GlobalPlatform environ-
ment). A credential applet 153 may 1nclude or be associated
with credential information 161 (e.g., information 161a of
applet 153a and/or information 1615 of applet 15356). Each
SSD 154 and/or applet 1533 may also include and/or be
associated with at least one of its own keys 155 (e.g., applet
153a with at least one access key 155a and at least one
credential key 1534', and applet 1535 with at least one
access key 1556 and at least one credential key 1555").

[0031] A key 155 of an SSD 154 may be a piece of
information that can determine a functional output of a
cryptographic algorithm or cipher. For example, 1n encryp-
tion, a key may specily a particular transformation of
plaintext into ciphertext, or vice versa during decryption.
Keys may also be used 1n other cryptographic algorithms,
such as digital signature schemes and message authentica-
tion codes. Akey of an SSD may provide any suitable shared
secret with another entity. Fach key and applet may be
loaded on the secure element of device 100 by a TSM or an
authorized agent or pre-loaded on the secure element before
the secure element 1s first provided on device 100. As one
example, while credential SSD 154a may be associated with
a particular credit card credential, that particular credential
may only be used to communicate a transaction credential
data communication from secure element 145 of device 100
to a remote enfity for a financial transaction (e.g., for
funding a receiver user account) when applet 153a of that
credential SSD 13544 has been enabled or otherwise acti-
vated or unlocked for such use. Some keys may be generated

on-board a secure element or other suitable portion of device
100.

[0032] Security features may be provided for enabling use
of NFC component 120 that may be particularly useful when
transmitting credential information (e.g., confidential pay-
ment information, such as credit card information or bank
account information of a credential) from electronic device
100 to a remote enftity (e.g., for funding a receiver user
account of CI subsystem 300 (e.g., via AE subsystem 400))
and/or to electronic device 100 from 1ssuer subsystem 300
(e.g., Tor provisioning on the secure element of device 100)
(e.g., via AE subsystem 400)). Such security features also
may include a secure storage area that may have restricted
access. For example, user authentication via personal 1den-
tification number (“PIN”") entry or via user interaction with
a biometric sensor may need to be provided to access the
secure storage area. As an example, access SSD 154¢ may
leverage or otherwise use applet 153¢ to determine whether
such authentication has occurred before allowing other
SSDs 154 (e.g., credential SSD 154a or credential SSD
154b) to be used for communicating i1ts credential informa-
tion 161. In certain embodiments, some or all of the security
teatures may be stored within NFC memory module 150.
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Further, security information, such as an authentication key,
for communicating commerce credential data with a remote
entity may be stored within NFC memory module 150 of
electronic device 100. In certain embodiments, NFC
memory module 150 may include a microcontroller embed-
ded within electronic device 100. As just one example,
applet 133¢ of access SSD 154¢ may be configured to
determine intent and local authentication of a user of device
100 (e.g., via one or more mput components 110, such as a
biometric mput component) and, in response to such a
determination, may be configured to enable another particu-

lar SSD for conducting a payment transaction (e.g., with a
credential of credential SSD 154a).

[0033] As shown in FIG. 2A, for example, secure element
145 of NFC component 120 may include SSD 1544, which
may include or be associated with applet 153a, credential
information 161a, access key 1354q, and/or credential key
1554', and SSD 154b, which may include or be associated
with applet 1535, credential information 1615, access key
155bH, and/or credential key 15556'. In some embodiments,
cach one of SSDs 154a and 1545 may be associated with a
particular TSM and at least one specific commerce creden-
tial (e.g., a specific credit card credential or a specific stored
value account credential or a specific public transit card
credential) that may provide specific privileges or payment
rights to electronic device 100 (e.g., SSD 154a may be
associated with a first transaction credential provisioned for
user Ul from {first 1ssuing subsystem 391 of 1ssuer subsys-
tem 300 and SSD 1545 may be associated with a second
transaction credential provisioned for user Ul from first
1ssuing subsystem 391 of 1ssuer subsystem 300). Each SSD
154 may have 1ts own manager key 155 (e.g., a respective
one of keys 1535ak and 155bk) that may need to be activated
to enable a function of that SSD 154 for use by NFC device
module 130. Each SSD 154 may include and/or be associ-
ated with at least one of its own credential applications or
credential applets (e.g., a Java card applet instances) asso-
ciated with a particular commerce credential (e.g., credential
applet 153a of SSD 1544 may be associated with a first
commerce credential and/or credential applet 1535 of SSD
1546 may be associated with a second commerce creden-
tial), where a credential applet may have its own access key
(e.g., access key 1535a for credential applet 153a and/or
access key 15556 for credential applet 1535) and/or its own
credential key (e.g., credential key 1554"' for credential
applet 153q and/or credential key 1355 for credential applet
153bH), and where a credential applet may need to be
activated to enable 1ts associated commerce credential for
use by NFC device module 130 as an NFC communication
(c.g., with a remote terminal) and/or as an online-based
communication between device 100 and a remote entity
(e.g., between device 100 and CI subsystem 300 (e.g., via
AE subsystem 400)).

[0034] A credential key of a credential applet may be
generated by CI subsystem 300, which may be responsible
for such a credential, and may be accessible by that 1ssuer
subsystem 300 for enabling secure transmission of that
credential information of that applet between secure element
145 and 1ssuer subsystem 300. An access key of a credential
applet may be generated by AE subsystem 400 and may be
accessible by AE subsystem 400 for enabling secure trans-
mission of that credential information of that applet between
secure element 145 and AE subsystem 400. As shown, each
applet may include its own unique application identifier
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(“AID”), such as AID 1355aa of applet 153a and/or AID
155ba of applet 1535. For example, an AID may identify a
specific card scheme and product, program, or network (e.g.,
MasterCard Cirrus, Visa PLUS, Interac, etc.), where an AID
may include not only a registered application provider
identifier (“RID”) that may be used to identily a payment
system (e.g., card scheme) or network (e.g., MasterCard,
Visa, Interac, etc.) of the credential associated with the AID
but also a proprictary application identifier extension
(“PIX”) that may be used to differentiate between products,
programs, or applications oflered by a provider or payment
system of the credential associated with the AID. Any
suitable specification (e.g., a Java Card specification) that
may be operative to preside over firmware of secure element
145 may be operative to ensure or otherwise force the
uniqueness of each AID on secure element 145 (e.g., each
credential instance on secure element 145 may be associated
with 1ts own unique AID).

[0035] As shown in FIG. 2A, secure element 145 may
include ISD 152, which may include an ISD key 1564 that
may also be known to a trusted service manager associated
with that security domain (e.g., AE subsystem 400). ISD key
1564 may be leveraged or otherwise used by AE subsystem
400 and device 100 similarly to and/or instead of access key
155a and/or access key 1555 for enabling secure transmis-
sions between AE subsystem 400 and secure element 145.
Moreover, as shown i FIG. 2A, various data may be
communicated between processor 102 and secure element
145. For example, processor 102 of device 100 may be
configured to run a device application 103 that may com-
municate mformation with an application 113 of processor
102 as well as secure element 145, an /O interface com-
ponent 114a (e.g., for recerving 1/O input data 115; and/or
for transmitting 1/O output data 1150), and/or communica-
tions component 106. Moreover, as shown, processor 102
may have access to device identification information 119,
which may be utilized for enabling secure communication
between device 100 and one or more remote entities.

[0036] As shown in FIG. 2A, secure element 145 may

include a controlling authority security domain (“CASD”)
158, which may be configured to generate and/or otherwise
include CASD access kit 1584 (e.g., CASD keys, certifi-
cates, and/or sigming modules). For example, CASD 158
may be configured to sign certain data on secure element 145
(e.g., using CASD access kit 158%) before providing such
data to another portion of device 100 (e.g., communications
component 106 for sharing with other subsystems of system
1). Secure element 145 may include a contactless registry
services (“CRS”) applet or application 151 that may be
configured to provide local functionality to electronic device
100 for moditying a life cycle state (e.g., activated, deacti-
vated, suspended, locked, etc.) of certain security domain
clements and sharing certain output information 1150 about
certain security domain elements 1n certain life cycle states
with a user of device 100 (e.g., via a user I/O 1nterface 114a),
and may include a CRS list 1517 that may maintain a list of
the current life cycle state of each security domain element
on secure element 145 and may be configured to share the
life cycle state of one or more security domain elements with
an application of device 100 (e.g., with any suitable appli-
cation type, such as a daemon, such as card management
daemon (“CMD”) application 113a that may be running as
a background process inside an operating system application
103 and/or a card management application 11356 (e.g., a
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Passbook™ or Wallet™ application by Apple Inc.) and/or a
device protection (“DP”) application 113¢ (e.g., an applica-
tion and/or daemon that may be associated with device
protection subsystem 471 of AE subsystem 400) and/or an
identity services (“IDS”) application 1134, which 1n turn
may provide certain life cycle state information to a user of
device 100 as output information 1150 via I/O interface 114a
and a user interface (“UI”) application (e.g., a Ul of card
management application 1135), which may enable a user to
change a life cycle state of a security domain element. CRS
151 may include a CRS access key 151k that may also be
known to a trusted service manager associated with CRS
151 (e.g., AE subsystem 400) and may be leveraged or
otherwise used by AE subsystem 400 and device 100
similarly to and/or mstead of access key 1554 and/or access
key 155b for enabling secure transmissions between AE
subsystem 400 and secure element 145.

[0037] DP application 113¢ may be any suitable applica-
tion type, such as a daemon, that may be running as a
background process inside operating system application 103
and/or card management application 1135 and/or that may
be provided by CMD application 113a or that may be an
application provided by any suitable entity (e.g., an entity
responsible for device protection subsystem 471), and may
be operative to enable any suitable device protection service
(s) to be later activated by device protection subsystem 471
for protecting device 100 1n one or more ways. For example,
DP application 113¢ may be a “Find My Device” application
(e.g., a “Find My 1Phone” or “Find My Mac” application by
Apple Inc.) that may be used 1n conjunction with a service
of device protection subsystem 471 (e.g., an 1Cloud service
of Apple Inc.) to track the location of device 100 and/or
remotely control one or more functions of device 100, such
as turn on an alarm and/or erase or suspend or otherwise
terminate the usefulness of certain device content, such as
suspend the ability for the secure element of device 100 to
generate and/or communicate transaction credential data for
use in furthering a transaction with a remote entity. Such a
service may be useful to a device owner when device 100
may be lost or stolen such that the device may be recovered
and/or such that sensitive data on the device may not be
accessed. IDS application 1134 may be any suitable appli-
cation type, such as a daemon, that may be running as a
background process inside operating system application 103
and/or card management application 1135 and/or that may
be provided by CMD application 113a, and may be opera-
tive as an IDS manager for listening for and responding to
IDS messages that may be sent over any suitable IDS service
(e.g., an IDS service of IDS subsystem 471 of AE subsystem
400) to and/or from device 100, which may be similar to any
suitable messaging service, such as iMessage™ by Apple
Inc., or the like (e.g., FaceTime™ or Continuity™ by Apple
Inc.), and/or which may enable unique end-to-end encryp-
tion of messages between IDS application 1134 of device
100 and a similar IDS application of another device (e.g., an
IDS application 2134 of device 200). Such messages may be
encrypted using unique identifiers for one or both of the
communicating devices (e.g., device unique 1dentifier 119 of
device 100 and/or a device unique 1dentifier 219 of device
200) and/or for unique social tokens (e.g., telephone number,
etc.) of one or both of the specific users of the communi-
cating devices. Such messages may be communicated as a
local link or a true device to device (e.g., peer to peer)
communication, or may be communicated via AE subsystem
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400 (e.g., via an IDS subsystem of AE subsystem 400 (e.g.,
using an identity management system component)). Such
messaging may be enabled as a low latency solution that
may allow data to be exchanged 1n structured formats (e.g.,
protocol buflers) and/or unstructured formats.

[0038] As shown in FIG. 3, a specific example of elec-
tronic device 100 may be a handheld electronic device, such
as an 1Phone™, where housing 101 may allow access to
various input components 110a-110i, various output com-
ponents 112a-112¢, and various I/O components 114a-1144d
through which device 100 and a user and/or an ambient
environment may interface with each other. For example, a
touch screen I/O component 114e¢ may include a display
output component 112a and an associated touch mput com-
ponent 1107, where display output component 112¢ may be
used to display a visual or graphic user mterface (“GUI”)
180, which may allow a user (e.g., first user Ul) to interact
with electronic device 100. GUI 180 may include various
layers, windows, screens, templates, elements, menus, and/
or other components of a currently running application (e.g.,
application 103 and/or application 113 and/or application
143) that may be displayed 1n all or some of the areas of
display output component 112a. For example, as shown 1n
FIG. 3, GUI 180 may be configured to display a first screen
190 with one or more graphical elements or 1cons 182 of
GUI 180. When a specific 1con 182 1s selected, device 100
may be configured to open a new application associated with
that 1icon 182 and display a corresponding screen of GUI 180
associated with that application. For example, when the
specific 1con 182 labeled with a “Merchant App” textual
indicator 181 (1.¢., specific icon 183) 1s selected by a user of
device 100, device 100 may launch or otherwise access a
specific third party merchant or SP application and may
display screens of a specific user interface that may include
one or more tools or features for interacting with device 100
in a specific manner. As another example, when the specific
icon 182 labeled with a “Messaging” textual indicator 181
(1.e., specific icon 184) 1s selected, device 100 may launch
or otherwise access a specific device application (e.g., a
messaging application), which may provide an administra-
tion-entity specific (or other entity specific) communication
service (e.g., iMessage™ by Apple Inc.), where such a
service may be operative to provide an end-to-end encrypted
communication between device 100 and another device
(e.g., second user device 200) (e.g., via an 1dentity services
(“IDS”) subsystem of AE subsystem 400), and where such
a service may require registration (e.g., active registration)
by each device before device detection may be achieved
and/or messages can be sent between the devices using the
service (e.g., using an IDS application on each participating
device (e.g., IDS application 1134 of device 100)). There-
fore, 1n some embodiments, certain communications
between device 100 and device 200 may be facilitated by
and through an IDS subsystem of AE subsystem 400 for
enabling a secure and/or eflicient communication path
between devices. As another example, when the specific
icon 182 labeled with a “Wallet” textual indicator 181 (i.e.,
specific 1con 185) 1s selected, device 100 may launch or
otherwise access a specific device application (e.g., card
management application 1135 of FIG. 2A (e.g., as a “Wallet”
or “Passbook™ application) for managing various credentials
on secure element 1435) and may display screens of a specific
user interface that may include one or more tools or features
for interacting with device 100 in a specific manner. As
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another example, when the specific icon 182 labeled with a
“Protection” textual indicator 181 (i.e., specific icon 186) 1s
selected, device 100 may launch or otherwise access a
specific device application (e.g., device protection applica-
tion 113c of FIG. 2A (e.g., a “Find My Device” application))
for enabling certain device protection services to be acti-
vated (e.g., by device protection subsystem 471) for pro-
tecting device 100 (e.g., 11 lost, stolen, etc.).

[0039] While FIGS. 2, 2A, and 3 may be described with
respect to first device 100, 1t 1s to be understood that one,
some, or all of the components of device 100 of any one or
more of FIGS. 2, 2A, and 3 may similarly be provided by
second device 200. For example, as shown in FIG. 2B,
second device 200 may include one, some, or each of the
same elements as first device 100, where, unless otherwise
noted, each element 2XX of device 200 of FIG. 2B may be
similar to a respective element 1XX of device 100 of FIG.
2A. However, 1n some embodiments, one or more compo-
nents of first device 100 may not be provided by second
device 200 (e.g., second device 200 may not include a secure
clement with one or more credentials provisioned thereon,
and yet second device 200 may still help facilitate a financial
transaction using a transaction credential provisioned on first
device 100 and a receiver user account). For example, 1t may
be possible that second device 200 of second user U2 may
not include a secure element or any send tokens, but still
may be contacted by AE subsystem 400 to accept payment
and/or select a recerver account, etc. (e.g., in an embodiment
where AE subsystem 400 may automatically create a stored
value account for each user (e.g., a stored value account that
may be linked to a credit card on file with AE subsystem 400
(e.g., for 1Tunes or any suitable media store managed by AE
subsystem 400 or the like) but that 1s not associated with a
credential on any secure element or otherwise of second
device 200 of second user U2)). For any applicable appli-
cation, screens may be displayed on a display output com-
ponent ol a user electronic device (e.g., display output
component 112a of device 100) and may include various
user mterface elements. For each application, various other
types of non-visual mformation may be provided to a user
via various other device output components (e.g., various
other device output components 112 of device 100 other
than display output component 1124). In some embodi-
ments, one or each of devices 100 and 200 may not include
a user mterface component operative to provide a GUI but
may 1nstead be considered a more automated device. For
example, one or each of devices 100 and 200 may not
include a user interface component operative to provide a
GUI but may include one or more user interface components
operative to provide an audio and/or haptic output to a user
and/or to provide mechanical or other suitable user input
components for selecting and authenticating use of a pay-
ment credential for funding a transaction.

[0040] As mentioned, CI subsystem 300 may include at
least one 1ssuing subsystem (e.g., at least one 1ssuing bank
subsystem), such as {irst 1ssuing subsystem 391 and second
1ssuing subsystem 392. Additionally, 1n some embodiments,
issuer subsystem 300 may include at least one network
subsystem (e.g., at least one payment network subsystem
(e.g., a payment card association or a credit card associa-
tion)), such as a first network subsystem and a second
network subsystem. For example, each 1ssuing subsystem
may be a financial institution that may assume primary
liability for an associated user’s capacity to pay ofl debts
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they may incur while using a specific payment card and its
associated credential applets on a user device. One or more
specific credential applets of device 100 may be associated
with a specific payment card or funding card that may be
clectronically linked to a tund account or accounts of a
particular user or group of users (e.g., a joint account of two
or more family members) managed by a particular 1ssuing
subsystem of CI subsystem 300. Various types of payment
cards may be suitable, including credit cards, debit cards,
charge cards, stored-value cards or stored-value accounts,
fleet cards, gift cards, and the like. The credential of a
specific payment card may be provisioned on device 100
(e.g., as a transaction credential of a credential supplemental
security domain (“SSD”) of NFC component 120) by a
particular 1ssuing subsystem of 1ssuer subsystem 300 (e.g.,
directly or via AE subsystem 400), and that provisioned
credential may then be used by device 100 for generating
transaction credential data (e.g., sender device payment
credential data) that may be used as a portion of a transaction
credential data communication that may be communicated
from device 100 for imtiating the funding of a receiver user
fund account that may be managed by the same or another
particular 1ssuing subsystem of CI subsystem 300 (e.g., a
receiver user fund account that may be associated with a
credential of a specific payment card provisioned on second
device 200), where such funding may be provided by a
sender user fund account that may be associated with the
provisioned credential on device 100 that generated the
transaction credential data, which may be used to identify
the receiver user fund account. Each credential may be a
specific brand of payment card that may be branded by a
network subsystem of issuer subsystem 300. Each network
subsystem of issuer subsystem 300 may be a network of
various 1ssuing subsystems of issuer subsystem 300 and/or
various acquiring banks that may process the use of payment
cards (e.g., commerce credentials) of a specific brand. A
network subsystem and an 1ssuing subsystem of 1ssuer
subsystem 300 may be a single entity or separate entities.
For example, American Express may be both a network
subsystem and an 1ssuing subsystem, while, 1n contrast, Visa
and MasterCard may be payment subsystems and may work
in cooperation with 1ssuing subsystems, such as Citibank,
Wells Fargo, Bank of America, and the like. Although not
shown, CI subsystem 300 may also include or have access
to a processor component, a communications component, an
I/O 1nterface, a bus, a memory component, and/or a power
supply component that may be the same as or similar to such
components of device 100, one, some or all of which may be
at least partially provided by one, some, or each one of {first

1ssuing subsystem 391 and second i1ssuing subsystem 392 of
CI subsystem 300.

[0041] In order for at least a certain type of transaction to
occur within system 1 (e.g., a transaction that may be carried
out by system 1 between device 100 (e.g., a sender device)
and a receiver user account managed by CI subsystem 300
(e.g., a receiver user account that may be associated with a
credential of a specific payment card provisioned on second
device 200) for funding that receiver user account using
transaction credential data from a credential provisioned on
device 100), at least one transaction credential should be
securely provisioned on first (sender) device 100 (e.g.,
directly from issuer subsystem 300 or via AE subsystem 400
(e.g., via credential protection subsystem 491)) and/or at
least one transaction credential should be securely provi-
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sioned on second (receiver) device 200 (e.g., directly from
issuer subsystem 300 or via AE subsystem 400 (e.g., via
credential protection subsystem 491)). For example, first
user credential data (e.g., data 5164 of FIG. 5) may be
provisioned from CI subsystem 300 (e.g., from first 1ssuing
subsystem 391) onto secure element 145 of device 100 for
first user Ul as at least a portion or all of a credential
supplemental security domain of NFC component 120 (e.g.,
SSD 154a) and may include a credential applet with cre-
dential information and/or a credential key, such as payment
application or credential applet 153a with credential infor-
mation 161a and credential key 1554'. Additionally, 1n some
embodiments, second user credential data (e.g., data 5324 of
FIG. 5) may be provisioned from CI subsystem 300 (e.g.,
from second 1ssuing subsystem 392) onto secure clement
245 of device 200 for second user U2 as at least a portion or
all of a credential supplemental security domain of that
secure element (e.g., SSD 2544a) and may include a creden-
tial applet with credential information and/or a credential
key, such as payment application or credential applet 253a
with credential information 261a and credential key 2554'.
Issuer subsystem 300 (e.g., first 1ssuing subsystem 391) may
also have access to credential key 1554 (e.g., for decrypting
data encrypted by device 100 using credential key 1554'),
and 1ssuer subsystem 300 (e.g., second 1ssuing subsystem
392) may also have access to credential key 2554' (e.g., for
decrypting data encrypted by device 200 using credential
key 2554a"). Issuer subsystem 300 may be responsible for
management ol credentials key 155q' and 235354', which may
include the generation, exchange, storage, use, and replace-
ment of such keys. Issuer subsystem 300 may store its
version of each credential key 1n one or more approprate
secure elements of 1ssuer subsystem 300. It 1s to be under-
stood that each one of credential keys 1354' and 15556' of
device 100 and of 1ssuer subsystem 300 may be any suitable
shared secret (e.g., a password, passphrase, array of ran-
domly chosen bytes, one or more symmetric keys, respective
public-private keys (e.g., asymmetric keys), etc.) available
to both or a respective one of the secure element of elec-
tronic device 100 and 1ssuer subsystem 300 that may be
operative to enable any suitable crypto data (e.g., a crypto-
gram) or any other suitable data to be independently gen-
crated by electronic device 100 and issuer subsystem 300
(e.g., for validating payment data for a financial transaction),
such as by using any suitable cryptographic algorithm or
cipher whose functional output may be at least partially
determined by the shared secret, where such a shared secret
may be provisioned on device 100 by 1ssuer subsystem 300,
and/or to allow secure encryption and decryption of data
communicated between device 100 and subsystem 300. A
shared secret may either be shared beforehand between
issuer subsystem 300 and device 100 (e.g., during provi-
sioning of a credential on device 100 by issuer subsystem
300), in which case such a shared secret may be referred to
as a pre-shared key, or a shared secret may be created prior
to use for a particular financial transaction by using a
key-agreement protocol (e.g., using public-key cryptogra-
phy, such as Ditlie-Hellman, or using symmetric-key cryp-
tography, such as Kerberos). The shared secret and any
suitable cryptographic algorithm or cipher whose functional
output may be at least partially determined by the shared
secret may be accessible to the secure element of device 100.
Similarly, 1t 1s to be understood that each one of credential
keys 255a" and 2555' of device 200 and of 1ssuer subsystem




US 2018/0336553 Al

300 may be any suitable shared secret available to both the
secure element of electronic device 200 and 1ssuer subsys-
tem 300.

[0042] AE subsystem 400 (e.g., credential protection sub-
system 491) may be provided as an mtermediary between
issuer subsystem 300 and one or both of device 100 and
device 200, where AE subsystem 400 may be configured to
provide a new layer of security and/or to provide a more
seamless user experience when a credential 1s being provi-
sioned on device 100 or on device 200, and/or when such a
provisioned credential 1s being used as part of a transaction
credential data communication from device 100 or device
200 for funding a receiver user account at 1ssuer subsystem
300. AE subsystem 400 may be provided by any suitable
administration and/or commercial enftity that may ofler
various services to a user of a user device (e.g., device 100
and/or device 200) via user-specific log-in information to a
user-specific account with that admimistration entity (e.g.,
via user-speciiic 1dentification and password combinations).
As just one example, AE subsystem 400 may be provided by
Apple Inc. of Cupertino, Calif., which may also be a
provider of various administration and/or other services to
users of device 100 and/or of device 200 (e.g., the 1Tunes™
Store for selling/renting media to be played by one or each
device, the Apple App Store™ for selling/renting applica-
tions for use on device 100 (e.g., store 420 for securely
delivering applications to one or each device), the Apple
1Cloud™ Service (e.g., a service ol device protection sub-
system 471) for storing data from one or each device and/or
associating a user with a device and/or providing device
protection services (e.g., using DP application 113¢ on
device 100), the Apple Online Store for buying various
Apple products online, the Apple 1Message™ Service for
communicating media messages between devices, the Apple
Pay™ Service (e.g., a service ol credential protection sub-
system 491) for securing and managing credential provi-
sioning on one or each device and/or securely using trans-
action credential data from a device for furthering a
transaction with a receiver user account, etc.), and which
may also be a provider, manufacturer, and/or developer of

device 100 1tself and/or device 200 1itself (e.g., when device
100 and/or device 200 1s an 1Pod™, 1Pad™, 1Phone™,

MacBook™, iMac™, Apple Watch™, or the like) and/or of
an operating system ol one or each device (e.g., device
application 103 of device 100 and/or device application 203
of device 200) and/or of any other application of one or each
device (e.g., one or more ol applications 113a4-113d of
device 100 and/or one or more of applications 213a-213d of
device 200). The administration or commercial entity that
may provide AE subsystem 400 (e.g., Apple Inc.) may be
distinct and independent from any credential 1ssuing and/or
financial entity of 1ssuer subsystem 300. For example, the
administration or commercial entity that may provide AE
subsystem 400 may be distinct and/or independent from any
payment network subsystem or 1ssuing bank subsystem that
may furnish and/or manage any user account associated with
any payment card or with any transaction credential to be
provisioned on user device 100 and/or on user device 200.
The entity that may provide AE subsystem 400 (e.g., Apple
Inc.) may be distinct and independent from any merchant or
SP subsystem (e.g., any SP enftity that may provide an SP
terminal for NFC communications, a third party application
for online communications, and/or any other aspect of an SP
subsystem). Such an administration entity may leverage or
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otherwise use 1ts potential ability to configure or control
vartous components of device 100 and/or of device 200
(e.g., software and/or hardware components ol a device,
such as when that entity may at least partially produce or
manage device 100 and/or device 200) 1n order to provide a
more seamless user experience for a user of device 100 when
he or she wants to provision a credential offered by 1ssuer
subsystem 300 on device 100 and/or when such a provi-
sioned credential 1s being used as part of a transaction
credential data communication from device 100 for funding
a recerver user account that may be associated with a
credential provisioned by issuer subsystem 300 on device
200 and/or when device 100 may have any device protection
services enabled (e.g., via DP application 113¢) for facili-
tating any suitable device protection services by device
protection subsystem 471. For example, 1n some embodi-
ments, device 100 may be configured to communicate with
AE subsystem 400 seamlessly and transparently to a user of
device 100 for sharing and/or receiving certain data that may
ecnable a higher level of security (e.g., during an online-
based transaction credential data communication between
device 100 and issuer subsystem 300 and/or when device
100 has been reported as lost or stolen). Although not shown,
AE subsystem 400 may also include or have access to a
processor component, a communications component, an I/O
interface, a bus, a memory component, and/or a power
supply component that may be the same as or similar to such
components of device 100, one, some or all of which may be
at least partially provided by one, some, or each one of
device protection subsystem 471 and credential protection
subsystem 491 and transaction protection subsystem 481 of
AE subsystem 400.

[0043] In addition to at least one transaction credential
being provisioned on {first device 100 (e.g., a first user
credential as a portion of a first credential SSD 1544 with
credential key 13554' and credential information 161a), at
least one access SSD 154¢ with an access key 155¢ may also
be provisioned on device 100 1n order to more securely
enable device 100 to conduct a financial or other secure
transaction with a remote entity using that provisioned
credential. For example, access data may be provisioned on
device 100 as at least a portion of access SSD 154¢ directly
from AE subsystem 400 and may include an access applet
153¢ with access key 155¢. AE subsystem 400 (e.g., cre-
dential protection subsystem 491) may also have access to
access key 155¢ (e.g., for decrypting data encrypted by
device 100 using access key 155¢). AE subsystem 400 may
be responsible for management of access key 155¢, which
may include the generation, exchange, storage, use, and
replacement of such a key. AE subsystem 400 may store its
version of access key 155¢ i a secure element of AE
subsystem 400. Access SSD 154¢ with access key 155¢ may
be configured to determine 1ntent and local authentication of
a user of device 100 (e.g., via one or more input components
110 of device 100, such as a biometric input component)
and, 1n response to such a determination, may be configured
to enable another particular SSD for conducting a payment
transaction (e.g., with a user credential of credential SSD
154a or SSD 1545b). By storing such an access SSD within
secure element 1435 of device 100, its ability to reliably
determine user intent for and authentication of a secure data
transaction may be increased. Moreover, access key 155¢
may be used to provide increased encryption to any trans-
action credential data that may be communicated outside of
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the secure element of device 100. Access data may include
issuer security domain (“ISD”) key 1564 for ISD 1352 of
secure element 145, which may also be maintained by AE
subsystem 400, and may be used 1n addition to or as an
alternative to access key 155¢ (or one or more other ones of
access keys 155a, 155hH, 1514, and 158% of device 100).
Similarly, in addition to at least one transaction credential
being provisioned on second device 200 (e.g., a second user
credential as a portion of a first credential SSD 254a with
credential key 2554' and credential information 261a), at
least one access SSD 254¢ with an access key 255¢ may also
be provisioned on device 200 1n order to more securely
enable device 200 to conduct a financial or other secure
transaction with a remote entity using that provisioned
credential. For example, access data may be provisioned on
device 200 as at least a portion of access SSD 254¢ directly
from AE subsystem 400 and may include an access applet
253¢ with access key 255¢. AE subsystem 400 (e.g., cre-
dential protection subsystem 491) may also have access to
access key 255¢ (e.g., for decrypting data encrypted by
device 200 using access key 255¢). AE subsystem 400 may
be responsible for management of access key 255¢, which
may include the generation, exchange, storage, use, and
replacement of such a key. AE subsystem 400 may store 1ts
version of access key 255¢ 1 a secure clement of AE
subsystem 400. Access SSD 254¢ with access key 255¢ may
be configured to determine intent and local authentication of
a user of device 200 (e.g., via one or more mnput components
of device 200, such as a biometric input component) and, 1n
response to such a determination, may be configured to
enable another particular SSD for conducting a payment
transaction (e.g., with a user credential of credential SSD
254a or SSD 254b). By storing such an access SSD within
secure element 2435 of device 200, its ability to reliably
determine user intent for and authentication of a secure data
transaction may be increased. Moreover, access key 255¢
may be used to provide increased encryption to any trans-
action credential data that may be communicated outside of
the secure element of device 200. Access data may include
issuer security domain (“ISD”) key 256k for ISD 2352 of
secure clement 245, which may also be maintained by AE
subsystem 400, and may be used 1n addition to or as an
alternative to access key 255¢ (or one or more other ones of
access keys 2535a, 255b, 251k, and 258% of device 200). It 1s
to be understood that each one of any shared key(s) between
AR subsystem 400 and either one of device 100 or device
200 may be any suitable shared secret (e.g., a password,
passphrase, array of randomly chosen bytes, one or more
symmetric keys, respective public-private keys (e.g., asym-
metric keys), etc.) available to both or a respective one of the
secure element of an electronic device and AE subsystem
400 that may be operative to enable any suitable crypto data
(e.g., a cryptogram) or any other suitable data to be inde-
pendently generated by the electronic device and AE sub-
system 400 for any suitable security purpose.

Description of FIG. 4

[0044] FIG. 4 shows further details with respect to various
embodiments of AE subsystem 400 of system 1. As shown
in FIG. 4, AE subsystem 400 may be a secure platform
system and may include a server 410, an online store 420,
secure mobile platform (“SMP””) broker component 440, an
SMP trusted services manager (“TSM”) component 450, an
SMP crypto services component 460, an 1dentity manage-
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ment system (“IDMS”) component 470, a fraud system
component 480, and/or a hardware security module
(“HSM”) component 490. In some embodiments, one or
more components of AE subsystem 400 may be combined or
omitted. Moreover, AE subsystem 400 may include other
components not combined or included in FIG. 4. For
example, AE subsystem 400 may include any other suitable
components or several instances of the components shown
in FI1G. 4. For the sake of simplicity, only one of each of the
components 1s shown 1n FIG. 4. One, some, or all compo-
nents ol AE subsystem 400 may be implemented using one
Oor more processor components, which may be the same as
or stmilar to processor component 102 of device 100, one or
more memory components, which may be the same as or
similar to memory component 104 of device 100, and/or one
Oor more communications components, which may be the
same as or similar to communications component 106 of
device 100. One, some, or all components of AE subsystem
400 may be managed by, owned by, at least partially
controlled by, and/or otherwise provided by a single admin-
istration or commercial entity (e.g., Apple Inc.) that may be
distinct and independent from 1ssuer subsystem 300. The
components of AE subsystem 400 may interact with each
other and collectively with issuer subsystem 300 and/or
clectronic device 100 and/or electronic device 200 for
providing a new layer of security and/or for providing a
more seamless user experience. In some embodiments, one,
some, or each of device protection subsystem 471, credential
protection subsystem 491, and transaction protection sub-
system 481 may include 1ts own processing component,
memory component, communications component, store
420, SMP broker component 440, SMP TSM component
450, SMP crypto services component 460, IDMS compo-
nent 470, fraud system component 480, and/or HSM com-
ponent 490. For example, each one of device protection
subsystem 471, credential protection subsystem 491, and
transaction protection subsystem 481 may be a discreet
subsystem with 1ts own processing components, 1ts own
storage components (€.g., its own secure element(s)), and 1ts
own communication components.

[0045] SMP broker component 440 of AE subsystem 400
may be configured to manage user authentication with an
administration or commercial entity user account. SMP
broker component 440 may also be configured to manage
the lifecycle and provisioning of credentials on device 100
and/or on device 200. SMP broker component 440 may be
a primary end point that may control the user interface
clements (e.g., elements of GUI 180) on device 100 and/or
on device 200. An operating system or other application of
an end user device (e.g., application 103, application(s) 113,
and/or application 143 of device 100, and/or application
203, application(s) 213, and/or an NFC application of device
200) may be configured to call specific application program-
ming nterfaces (“APIs”) and SMP broker 440 may be
configured to process requests of those APIs and respond
with data that may derive the user interface of device 100
and/or of device 200 and/or respond with application pro-
tocol data units (“APDUs”) that may communicate with
secure element 143 of device 100 and/or with secure ele-
ment 245 of device 200. Such APDUs may be received by
AE subsystem 400 from 1ssuer subsystem 300 via a TSM of
system 1 (e.g., a TSM of a communication path between AE
subsystem 400 and issuer subsystem 300). SMP TSM com-
ponent 450 of AE subsystem 400 may be configured to
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provide GlobalPlatform-based services or any other suitable
services that may be used to carry out credential provision-
ing operations on device 100 and/or on device 200 from
1ssuer subsystem 300. GlobalPlatform, or any other suitable
secure channel protocol, may enable SMP TSM component
450 to properly communicate and/or provision sensitive
account data between secure element 145 of device 100 (or
secure element 245 of device 200) and a TSM {for secure data
communication between AE subsystem 400 and 1ssuer sub-
system 300.

[0046] SMP TSM component 450 may be configured to
use HSM component 490 to protect its keys and generate
new keys (e.g., keys 1514, 155a-155¢, 1564, 158k, 251k,
255a-255c¢, 256k, 258%, etc.). SMP crypto services compo-
nent 460 of AE subsystem 400 may be configured to provide
key management and cryptography operations that may be
provided for user authentication and/or confidential data
transmission between various components of system 1. SMP
crypto services component 460 may utilize HSM component
490 for secure key storage and/or opaque cryptographic
operations. A payment crypto service of SMP crypto ser-
vices component 460 may be configured to interact with
IDMS component 470 to retrieve information associated
with on-file credit cards or other types of commerce cre-
dentials associated with user accounts of the administration
entity. IDMS component 470 or any other suitable compo-
nent or subsystem of AE subsystem 400 (e.g., an 1dentity
services (“IDS”) subsystem) may be configured to enable
and/or manage any suitable device detection and/or com-
munication between device 100 and one or more other
devices (e.g., second user electronic device 200), such as an
identity services (“IDS”) transport (e.g., using an adminis-
tration-entity specific (or other entity specific) service (e.g.,
iMessage™ by Apple Inc.)). For example, certain devices
may be automatically or manually registered for such a
service (e.g., all user devices 1 an eco-system of AE
subsystem 400 may be automatically registered for the
service), for example, using a unique social token of the
device (e.g., a telephone number associated with the device).
Such a service may provide an end-to-end encrypted mecha-
nism that may require active registration before device
detection may be achieved and/or belore messages can be
sent using the service (e.g., using an IDS application on each
participating device (e.g., IDS applications 1134 and 2134d),
such as a messaging application of icon 184 labeled with
“Messaging” textual indicator 181 of screen 190 of GUI 180
of device 100 of FIG. 3). Such an IDS component or
subsystem and/or any other suitable server or portion of AE
subsystem 400 may be operative to identily or otherwise
lookup the status of any credentials provisioned on any
clectronic devices associated with a given user account or
otherwise, such that AE subsystem 400 may be operative to
cihiciently and eflectively identify one or more payment
credentials that may be available to a particular device
associated with a particular user account (e.g., multiple host
devices of a family account with AE subsystem 400). Fraud
system component 480 of AE subsystem 400 may be con-
figured to run an admimstration entity fraud check on a
transaction credential based on data known to the adminis-
tration entity about the transaction credential and/or the
sender user and/or the sender user device and/or the receiver
user and/or an associated sender user device (e.g., based on
data (e.g., transaction credential information) associated
with a user account with the administration entity and/or any
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other suitable data that may be under the control of the
administration entity and/or any other suitable data that may
not be under the control of 1ssuer subsystem 300). Fraud
system component 480 may be configured to determine an
administration entity fraud score for the credential based on
vartous factors or thresholds. AE subsystem 400 may
include store 420, which may be a provider of various
services to users of device 100 and/or of device 200 (e.g., the
1Tunes™ Store for selling/renting media to be played by a
device, the Apple App Store™ for selling/renting applica-
tions for use on a device, etc.). As just one example, store
420 may be configured to manage and provide an applica-
tion 113 to device 100, where application 113 may be any
suitable application, such as a banking application, an SP
application, an e-mail application, a text messaging appli-
cation, an internet application, a card management applica-
tion, a device protection application, or any other suitable
communication application. Server 410 may be used to store
and/or process any suitable data. For example, a server of
device protection subsystem 471 may access and process
any suitable data of any suitable table or directory or data
structure 473, while a server of credential protection sub-
system 491 may access and process any suitable data of any
suitable table or directory or data structure 493, and/or while
a server of transaction protection subsystem 481 may access
and process any suitable data of any suitable table or
directory or data structure 483. Any suitable communication
protocol or combination of communication protocols may be
used by a commumnications set-up 4935 of AE subsystem 400
to communicate data amongst the various components of AE
subsystem 400 and/or to communicate data between AE
subsystem 400 and other components of system 1 (e.g.,
issuer subsystem 300 and/or device 100 and/or device 200
(e.g., via communications set-up 9)).

Description of FIG. 5

[0047] FIG. 5 1s a flowchart of an illustrative process 500
for facilitating a fund transier between user accounts. Pro-
cess 500 1s shown being implemented by first device 100
(e.g., Ul’s and/or a sender’s device 100 with storage 173
(e.g., memory 104 and/or secure eclement 145)), second
device 200 (e.g., U2’s and/or a receiver’s device 200 with
storage 273 (e.g., a memory 204 and/or secure element
245)), CI subsystem 300 (e.g., first issuing subsystem (“1*
IS”) 391 with a directory or table or data structure 393,
second issuing subsystem (“27 IS) 392 with a directory or
table or data structure 394, and a network directory or table
or data structure 3935), and AE subsystem 400 (e.g., device
protection subsystem (“DPS”) 471 with DPS table 473,
transaction protection subsystem (“ITPS”) 481 with TPS
table 483, and credential protection subsystem (“CPS”) 491
with CPS table 493). However, it 1s to be understood that
process 500 may be implemented using any other suitable
components or subsystems. Process 500 may provide a
seamless user experience for securely and efliciently facili-
tating the transier of funds between a sender fund account
associated with sender device 100 and a receiver fund
account associated with a social identifier using device
protection subsystem 471 and credential protection subsys-
tem 491 of AE subsystem 400 while limiting the potential
for privacy and/or security breaches by preventing AE
subsystem 400 from storing information at AE subsystem
400 that may specifically link two or more particular users
or accounts to a particular transier. To facilitate the follow-
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ing discussion regarding the operation of system 1 for
facilitating a fund transier between user accounts according
to process 300 of FIG. 5, reference 1s made to various
components of system 1 of the schematic diagrams of FIGS.
1, 2, 2A, 2B, and 4, and to the content of various system
tables or directories or data structures of FIGS. 4A-4H. The
operations described may be achieved with a wide variety of
graphical elements and visual schemes. Therefore, the
embodiments described are not intended to be limited to
particular user 1interface conventions adopted herein. Rather,
embodiments may include a wide variety of user interface
styles, including at least partially or totally non-visual user
interface styles for user devices.

[0048] At operation 502 of process 500, any suitable first
user device data 5024 may be exchanged between device
100 and AE subsystem 400 (e.g., device protection subsys-
tem 471 (as shown) and/or credential protection subsystem
491) for mtializing, registering, and/or validating device
100 with AE subsystem 400 in any suitable manner. As
mentioned, AE subsystem 400 may be provided by any
suitable administration and/or commercial entity that may
offer various services to a user of any user device (e.g., user
U1 of device 100 and/or user U2 of device 200), such as via
user-specific log-in information to a user-specific account
with that administration entity (e.g., via user-specific iden-
tification and password combinations). Therefore, at opera-
tion 502, device 100 may be associated with a particular
account of user Ul at AE subsystem 400 1n any suitable
manner. For example, user U1 of device 100 may log 1nto its
account at AE subsystem 400 (e.g., using an online resource
on device 100), where user Ul may enter a first user
identifier Ul-ID that may be any suitable data that may
uniquely 1dentity first user Ul to AE subsystem 400 and/or
any suitable first user password data Ul-PW associated
therewith (e.g., user-specific log-in information to a user-
specific account with that administration entity (e.g., via a
user-specific identification and password combination or the
like)), and provide that user account data to AE subsystem
400 along with any suitable device registration identifier(s)
or any suitable device registration data, such as a unique
clectronic device identifier ED1-ID of device 100 (e.g., any
unique 1dentifier assigned to device 100 (e.g., by AE sub-
system 400), such as at time of device manufacture) and/or
at least one social identifier or social token L'T-1 (e.g., at least
one telephone number and/or e-mail address) associated
with device 100 for user 1 (e.g., any suitable device iden-
tification mformation 119), such that the device registration
data of device 100 may be associated with user U1’s verified
specific user account at AE subsystem 400 (e.g., at device
protection subsystem 471). For example, as shown 1n FIG.
4A, storage 173 of device 100 may include first user
identifier Ul-ID and unique electronic device identifier
ED1-ID and social token LT-1 (e.g. 1n a portion or entry
173a of storage 173), and, as shown 1n FIG. 4C, DPS table
4’73 of device protection subsystem 471 may be updated at
operation 502 by storing unique electronic device i1dentifier
ED1-ID and/or social token L'IT-1 of device 100 against the
verified user account data of user Ul (e.g., first user 1den-
tifier U1-ID and/or first user password data U1-PW), for
example, by linking such data with any suitable data link(s)
in a first linked data entry 473a of DPS table 473. It 1s to be
understood that, when any first data 1s described as being
stored against any second data, such first data may be stored
in association with such second data, such that there may be
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a relationship between the two instances of data (e.g., such
that one can be resolved against the other and/or such that
one can be identified using the other). AE subsystem 400
may be operative to validate any or all of the device
registration data of device 100 (e.g., unique electronic
device i1dentifier ED1-ID and/or social token L'T-1) 1in any
suitable manner prior to linking that device registration data

with a verified user account at device protection subsystem
471.

[0049] In some embodiments of process 500, 1n addition
to storing device registration data of device 100 against a
verified user account of AE subsystem 400 (e.g., at device
protection subsystem 471), access data may be provisioned
on secure element 143 of device 100 (e.g., at operation 502)
by AE subsystem 400 (e.g., by credential protection subsys-
tem 491) 1n order to more securely enable device 100 to
conduct a fund transfer. Such access data may be provi-
sioned on secure element 145 of device 100 as at least a
portion or all of access SSD 154¢ and may include access
applet 153¢ and/or access key 155¢, ISD key 1564 for ISD
152 and/or CRS 151% of CRS 1351 and/or CASD 138k of
CASD 158 and/or access key 155a for SSD 154aq and/or
access key 153b for SSD 15356 for enabling secure trans-
missions between AE subsystem 400 and device 100 (e.g.,
for use as any suitable commercial entity key or shared
secret between AE subsystem 400 and host device 100). In
some 1implementations, such access data may be carried out
when device 100 1s mnitially configured (e.g., by AE subsys-
tem 400 before device 100 1s sold to a user (e.g., user Ul)).
Alternatively, such access data may be at least partially
carried out 1n response to a user of device 100 mitially
setting up secure element 145 of NFC component 120.

[0050] At operation 504, device 100 may prompt or oth-
erwise enable a user (e.g., via any suitable user interface) to
add a payment credential to secure element 145. Such a
prompt may be provided in any suitable manner (e.g., via
any suitable user interface of device 100) at any suitable
time based on any suitable event. For example, when user
Ul launches card management application 11356 (e.g., a
“Wallet” or “Passbook’ application), that application may
provide prompt data to the user that may be operative to ask
the user 11 1t would like to provision a new credential onto
device 100. Alternatively or additionally, when a new appli-
cation (e.g., a new operating system application (e.g., appli-
cation 103)) 1s loaded onto device 100, that application may
be operative to prompt the user to enroll in a new fund
transier feature of that application, which may require or
suggest adding at least one credential to device 100 or
otherwise associating a credential with device 100 (e.g.,
with a social token of device 100). As yet another example,
if a fund transier request 1s mitiated by another device (e.g.,
device 200) that 1s indicative of an attempt to transier funds
to a receiver identified by a social token that 1s associated
with device 100 (e.g., social token L'1-1), then AE subsystem
400 may instruct device 100 to prompt a user of device 100
to associate a credential with device 100 and/or at least with
that social token 1n order to facilitate the attempted transier
of funds (e.g., as described 1n more detail with respect to
adding a credential to device 200 (e.g., at operation 543)).

[0051] At operation 506, first user credential request data
5064 may be generated at device 100 and sent to AE
subsystem 400 (e.g., to credential protection subsystem
491), where such first user credential request data 5064 may
be operative to request that one or more first user credentials
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be provisioned on device 100 for first user Ul. For example,
operation 506 may be at least partially carried out when {first
user Ul of device 100 selects a particular first user credential
of CI subsystem 300 (e.g., of first 1ssuing subsystem 391) to
be provisioned on device 100 (e.g., by interacting with
device 100 1n any suitable manner). First user credential
request data 5064 may include any suitable 1dentification of
the first user credential to be provisioned (e.g., at least a
portion of a primary account number (“PAN""), PAN expiry
date, CVV, etc. of an associated physical or otherwise
existing credential (e.g., physical credit card, etc.) and/or
acceptance for a new type of default credential to be added
according to a new fund transier feature enabled by AE
subsystem 400 (e.g., a new stored value credential to be
created for device 100)), a first user identifier Ul-ID that
may be any suitable data that may uniquely identily first user

U1 to AE subsystem 400, unique electronic device identifier
ED1-ID of device 100, and/or the like.

[0052] At operation 508, first user credential request data
5064 may be received by and processed by AE subsystem
400 (e.g., credential protection subsystem 491) in order to
generate and send {first user credential request data 5084 to
an appropriate i1ssuing subsystem of credential 1ssuer sub-
system 300 for furthering the process of provisioning the
requested credential onto device 100. In some embodiments,
first user credential request data 5084 may include any
suitable data 1n addition to any data 1n first user credential
request data 5064 that may identily the credential to be
provisioned. For example, credential protection subsystem
491 may be operative to determine (e.g., generate and/or
obtain (e.g., from credential 1ssuer subsystem 300 or from
device 100)) a unique user credential identifier (e.g., unique
user credential identifier PID-1a) that may umiquely identify
to AE subsystem 400 the user credential being provisioned
on device 100 but that alone may not enable a holder of that
unique user credential identifier to utilize the user credential
for funding a transaction. Such a unique user credential
identifier may be any suitable data element of any suitable
s1Zze, such as an 8- or 9-character alphanumeric string that
may be randomly or uniquely generated by AE subsystem
400 or otherwise (e.g., by device 100 or by CI subsystem
300) for association with any suitable data indicative of first
user Ul (e.g., first user identifier U1-1D) and/or any suitable
data indicative of device 100 (e.g., unique electronic device
identifier ED1-ID) that may be associated with the new
credential provisioning request of user credential request
data 506d. For example, as shown in FIG. 4D, CPS table 493
of credential protection subsystem 491 may be updated at
operation 508 by storing first user identifier U1-ID with or
without unique electronic device i1dentifier ED 1-1D against
the unique user credential identifier PID-1a of the credential
being requested for provisioning on device 100, for
example, by linking such data with any suitable data link(s)
in a first linked data entry 493a of CPS table 493. In some
embodiments, a verified social token associated with device
100 (e.g., L1-1) may be stored by CPS 491 against the
unique user credential identifier PID-1a of the credential
being requested for provisioning on device 100 and/or
against first user identifier Ul-I1D with or without unique
clectronic device identifier ED1-1ID (e.g., 1n first linked data
entry 493a of CPS table 493 at operation 508). In such
embodiments, the verified social token may be included 1n
user credential request data 5064, or CPS 491 may inde-
pendently acquire the verified social token from DPS 471
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(e.g., from table 473 using Ul-ID and/or ED1-ID of data
506d). Alternatively, such a verified social token may only
be stored by DPS 471 of AE subsystem 400 (e.g., 1n data
entry 473a of DPS table 473 at operation 502). First user
credential request data 5084 that may be communicated
from AE subsystem 400 to CI subsystem 300 may include
any suitable data from AE subsystem 400 indicative of first
device 100, such as Ul-ID, ED1-ID, and/or LT-1 (e.g., the
verifled social token associated with device 100 on which
the new credential 1s to be provisioned). Verified social
token (e.g., LT-1) may or may not be stored by CPS 491
(e.g., 1n data entry 473a). Alternatively, first user credential
request data 5084 that may be communicated from AE
subsystem 400 (e.g., CPS 491) to CI subsystem 300 may not
include the verified social token associated with device 100
(e.g., L'T-1) on which the new credential 1s to be provisioned.
In such embodiments, such a verified social token (e.g.,
['I-1) may or may not be obtained and stored by CI
subsystem 300 (e.g., 1n entry 393a of table 393 and/or 1n
entry 395a of network table 395) through any suitable
technique 1independent of CPS 491 (e.g., by directly com-
municating with device 100 or user 1 of device 100 (e.g., as
may be 1dentified by any suitable information of first user
credential request data 5084 (e.g., U1-1D, ED1-1D, PID-1a,
and/or the like) and/or any other information already acces-
sible to CI subsystem 30 (e.g., due to associating a funding
account with the user (e.g., the account associated with a
PAN 1identified by data 506d)))). At operation 508, AE
subsystem 400 may determine the target 1ssuing subsystem
of CI subsystem 300 that 1s to receive first user credential
request data 5084 (e.g., based on any suitable target 1ssuing
subsystem 1nformation of first user credential request data
5064 received from device 100 and/or based on any other
suitable information utilized by AE subsystem 400, such as
where AE subsystem 400 may select an appropriate target
1ssuing subsystem ol CI subsystem 300 that AE subsystem
400 may choose to utilize for generating a fund account on
behalf of a user of device 100 (e.g., a new stored-value
account to be created for the user)), and then that target
1ssuing subsystem ol CI subsystem 300 may be sent the first
user credential request data 5084

[0053] At operation 510, first user credential request data
5084 may be received by and processed by CI subsystem
300 (e.g., by target 1ssuing subsystem 391) in order to
provision the requested user credential on device 100 while
also associating the user credential with a particular funding
account of CI subsystem 300 and while also sharing unique
information indicative of the funding account with AE
subsystem 400. For example, first user credential request
data 5084 communicated from AE subsystem 400 to CI
subsystem 300 may be operative to instruct CI subsystem
300 (e.g., an appropriate 1ssuing subsystem) (1) to identify an
existing fund account or establish a new fund account with
a unique account token (“AT”) that 1s to be associated with
the user credential to be provisioned on device 100, (11) to
obtain a unique send token (“ST”") that may be provisioned
on device 100 and associated with the account and its unique
account token at CI subsystem 300, and (i11) to obtain a
unique receive token (“R17) that may be shared with AE
subsystem 400 and associated with the account and its
unique account token at CI subsystem 300. A send token ST
may be any suitable data element of any suitable size that
may be randomly or umquely generated or otherwise
obtained by CI subsystem 300 for association with an
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account token AT of a fund account. For example, a send
token ST may be or may include a DPAN (e.g., a 16-19
character token, which may be similar to a credit/debit card
number that may be compatible with various card networks)
and/or a device account reference (“DAR™) (e.g., a well-
defined formatted string, which may contain a globally
unique 1dentifier (“GUID”) or a universally unique 1dentifier
(“UUID”) (e.g., a 128-bit integer number that may be used
to 1dentily one or more resources) and/or a code (e.g., a bank
code) that may 1dentily a particular source (e.g., a particular
1ssuing subsystem)). The send token may be used to 1dentily
and authenticate a sender (e.g., credential data from a
credential provisioned on a sender user device) at a sender
issuing subsystem of CI subsystem 300 for mitiating the
transier of funds from a sender fund account to another fund
account, where the send token may be a device specific
token that may uniquely identily a sender device to fund
account relationship. A recerve token RT may be any suit-
able data element of any suitable size that may be randomly
or uniquely generated or otherwise obtained by CI subsys-
tem 300 for association with an account token AT of a fund
account. For example, a receive token RT may be or may
include a receiver primary account number (“RPAN™) (e.g.,
a 16-19 character token, which may be similar to a credit/
debit card number that may be compatible with various card
networks) and/or a DAR, where the receive token informa-
tion 1tsell may be user-anonymous and/or account-anony-
mous such that the receive token may not on 1ts own identify
a particular user or a particular fund account. The receive
token may be generated at the time of provisioning an
associated send token onto a sender device.

[0054] First user credential request data 5084 may be
operative to enable first 1ssuing subsystem 391 to identify an
existing funding account maintained by 1ssuing subsystem
391 (e.g., a funding account associated with a credit card
credential identified by user Ul at operation 506) or to
generate a new funding account (e.g., a new stored value
account or otherwise), where that funding account may be
operative to store and/or transmit and/or receive funds and
that may be at least partially defined by any suitable unique
account token Al-la (e.g., any suitable funding primary
account number (“F-PAN™")). At operation 510, a unique
send token ST-1a and a unique receive token R1-1a may be
generated and/or obtained by CI subsystem 300 for asso-
ciation with account token Al-la of the funding account
associated with the user credential being requested for
provisioning on device 100, yet where each one of unique
receive token R1-1a and umique send token ST-1a may not
be associated with another account token of subsystem 391.
For example, as shown in FIG. 4F, CI table 393 of first
1ssuing subsystem 391 may be updated at operation 510 by
storing unique send token ST-1¢ and unique receive token
RT-1a against unique account token AT-1a, for example, by
linking such data with any suitable data link(s) 1n a first
linked data entry 393a of CI table 393. In some embodi-
ments, any suitable information from first user credential
request data 5084 may also be stored against AT-1a, ST-1a,
and/or R1-1a at operation 510, such as unique user creden-
tial identifier PID-1a of the credential being requested for
provisioning on device 100, first user identifier Ul-ID,
unique electronic device identifier ED1-1D, and/or any suit-
able social token(s) that may be associated with an owner or
verified user of a credential associated with the funding
account 1dentified by account token AT-1a (e.g., social token
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L'T-1 of device 100 as may be provided by AE subsystem
400 (e.g., 1n data 5084d) and/or any social token that may be
verified by CI subsystem 300 independent of AE subsystem
400), for example, by linking such data with any suitable
data link(s) in first linked data entry 393a of CI table 393.
In some embodiments, rather than being generated by AE
subsystem 400 and shared with CI subsystem 300 (e.g., at
operation 308), unique user credential 1dentifier PID-1a of
the credential being requested for provisioning on device
100 may be generated by CI subsystem 300 (e.g., at opera-
tion 510) and then shared with AE subsystem 400 (e.g., as
a portion of data 5124 at operation 512).

[0055] At operation 512, first user credential response data
5124 may be sent to AE subsystem 400 (e.g., credential
protection subsystem 491) from CI subsystem 300 (e.g., first
1ssuing subsystem 391), where first user credential response
data 5124 may include at least unique receive token R1-1a,
in order to share unique information linked to the funding
account with AE subsystem 400. Receive token R1-1a may
be unique to AE subsystem 400 and may be stored by AE
subsystem 400 against any suitable other data for later use
by AE subsystem 400 1n facilitating a secure and eflicient
transier of funds between user accounts (e.g., receive token
RT-1a of data 5124 may be stored at AE subsystem 400 1n
such a way that AE subsystem 400 may be operative to
identily receive token RT-1a using a particular social token
L'T-1 that 1s also associated with user device 100 imnvolved 1n
the credential request (e.g., receive token RT-1a of data 5124
may be stored directly against social token LT-1 in any
suitable table of AE subsystem 400, and/or receive token
RT-1a may be stored directly against any suitable first user
device data associated with user device 100 (e.g., first user
identifier U1-ID and/or unique electronic device identifier
ED1-ID and/or user credential identifier PID-1a) 1n a first
table of AE subsystem 400 (e.g., 1n entry 493a of table 493
of CPS 491) and social token LT-1 may be stored directly
against that same first user device data (e.g., first user
identifier U1-ID and/or unique electronic device identifier
ED1-ID and/or user credential identifier PID-1a) 1n a second
table of AE subsystem 400 (e.g., 1n entry 473a of table 473
of DPS 471) 1n order for such first user device data to then
be used by AE subsystem 400 to identily receive token
RT-1a for social token L'T-1 (e.g., at operations 538 and 543).
For example, at operation 514, AE subsystem 400 (e.g.,
credential protection subsystem 491) may store receive
token R1-1a against unique user credential identifier PID-1a
of the credential being provisioned on device 100 and/or
against first user identifier Ul-ID and/or against unique
clectronic device 1dentifier ED1-1D of device 100. As men-
tioned, 1n some embodiments, unique user credential 1den-
tifier PID-1a may be generated by CI subsystem 300 and
may be included as a portion of first user credential response
data 5124 communicated to AE subsystem 400 at operation
512. For example, as shown in FIG. 4D, CPS table 493 of
credential protection subsystem 491 may be updated at
operation 514 by storing receive token R1-1a of first user
credential response data 5124 against umique user credential
identifier PID-1a of the credential being provisioned on
device 100 and first user i1dentifier Ul-ID with or without
unique electronic device identifier ED1-1D, for example, by
linking such data with any suitable data link(s) 1n first linked
data entry 493a of CPS table 493. Therefore, CPS table 493
may include a link (e.g., mn first linked data entry 493a)
between information indicative of a verified user of device
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100 (1.e., first user 1dentifier U1-ID) and unique information
(1.e., recerve token R1-1a) linked to but not independently
indicative of a funding account at CI subsystem 300 (i.e.,
account token Al-1q) that 1s also associated with a user
credential (e.g., send token ST-la) being provisioned on
device 100 and other unique information associated with but
not independently indicative of that receive token (1.e.,
unique user credential i1dentifier PID-1a), where this link

may be later utilized by process 500 (e.g., at one or more of
operations 543, 544, 545, and 3546) to securely and eili-
ciently facilitate the transfer of funds from one user account

to another user account.

[0056] Additionally or alternatively to operation 512,
alternative first user credential response data 5134 may be
sent to a network table 395 (e.g., a table of CI subsystem 300
or otherwise 1n system 1) from {first 1ssuing subsystem 391
at operation 513, where alternative first user credential
response data 5134 may include at least unique receive
token RT-1a, in order to share unique information indicative
of the funding account with network table 395. Receive
token RT-1a may be unmique to network table 395 and may
be stored at network table 395 against any suitable other data
for later use by network table 395 in facilitating a secure and
cilicient transfer of funds between user accounts. For
example, at operation 513, network table 395 (e.g., a portion
of CI subsystem 300 that may be distinct from each 1ssuing
subsystem of CI subsystem 300 or that may be a portion of
a particular 1ssuing subsystem of CI subsystem 300 or any
other suitable subsystem (not shown) of system 1) may store
receive token RI-la against one or more social tokens
associated with the funding account of account token Al-1a
(e.g., as verilied by 1ssuing subsystem 391), such as social
token L'I-1 and against a unique 1ssuing subsystem 1dentifier
BID-1 that may uniquely identify first 1ssuing subsystem
391 (e.g., the source of receive token Rl-1a) at network
table 395. For example, as shown i FIG. 4H, network table
395 may be updated at operation 513 by storing receive
token RT-1qa of alternative first user credential response data
5134 against unique issuing subsystem identifier BID-1 of
first 1ssuing subsystem 391 and at least one social token LT-1
provided by first 1ssuing subsystem 391 and/or associated
PID-1a, for example, by linking such data with any suitable
data link(s) 1n a first linked data entry 39354 of network table
395. Theretfore, network table 395 may include a link (e.g.,
in first linked data entry 395a) between imformation 1ndica-
tive of a verified social token of device 100 (1.¢., social token
['T-1) and unique information (1.e., receive token RT-1a) that
1s linked to but not independently indicative of a funding
account at CI subsystem 300 (i.e., account token AT-1a) that
1s also linked to a user credential being provisioned on
device 100 (1.e., send token ST-1a) and other unique infor-
mation indicative of the source 1ssuing subsystem for that
funding account (1.e., unique 1ssuing subsystem identifier
BID-1 of first 1ssuing subsystem 391), where this link may
be later utilized by process 500 (e.g., at operation 547) to
securely and efliciently facilitate the transfer of funds from
one user account to another user account. The network
directory of network table 395 may enable convenient
transiers of funds between customers of the same or diflerent
financial institutions and payment service providers using
any suitable social tokens (e.g., e-mail addresses, mobile
telephone numbers, etc.). An 1ssuing subsystem may register
one or more social tokens of a user with a particular account
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token of a particular fund account of that i1ssuing subsystem
and may be used as profile identification 1n the network
directory.

[0057] At operation 516, first user credential data 5164
may be provisioned on device 100 by first 1ssuing subsystem
391 of CI subsystem 300, in some embodiments, via AE
subsystem 400 (e.g., via CPS 491). For example, such first
user credential data 5164 may be at least partially provi-
sioned on secure element 145 of device 100 directly from
first 1ssuing subsystem 391. Such first user credential data
5164 may be at least partially provisioned on secure element
145 as at least a portion or all of first credential SSD 1544
and may include credential applet 153a with credential
information 161a and/or credential key 1554' and/or key
155ak. In some embodiments, first user credential data 516d
may also include access key 1554, which may be initially
provided from AE subsystem 400 to 1ssuer subsystem 300
and/or may be added by AE subsystem 400. Such first user
credential data 5164 may include send token ST-1a (e.g., a
unique 1dentifier associated with the account token Al-1a
(e.g., F-PAN) of the funding account at CI subsystem 300
and that may be used specifically for provisioning a payment
credential on a particular user device) as at least a portion of
credential information of the payment credential being pro-
visioned (e.g., credential information 161a of applet 153a),
an AID (e.g., AID 135aa for applet 153a of the data of the
payment credential being provisioned at SSD 154a), an SSD
identifier, and/or an SSD counter. Moreover, 1n some
embodiments, such first user credential data 5164 may
include other unique information associated with but not
indicative of a recerve token associated with that send token
ST-1a (1.e., unique user credential identifier PID-1a), which
may be mitially provided from device 100 to AE subsystem
400 (e.g., at operatlon 506) and/or mitially provided from
AE subsystem 400 to 1ssuer subsystem 300 (e.g., at opera-
tion 508) and/or may be added by AE subsystem 400 (e.g.,
at operation 516). For example, as shown i FIG. 4A,

storage 173 of device 100 may be updated to include send
token ST-1a linked with or otherwise stored against unique
user credential identifier PID-1a (e.g. 1n a portion or entry
1736 of storage 173, which may span secure eclement 145
and memory 104 of device 100), where this link may be later
utilized by process 500 (e.g., at operation 544, as described
with respect to a similar entry 273a of storage 273 of device
200) to securely and efliciently facilitate the transfer of funds
from one user account to another user account. It 1s to be
appreciated that send token ST-1a may be considered or
otherwise referred to herein as a “virtual” credential or
virtual PAN or device PAN (“D-PAN”) or send device PAN
(“SD-PAN”) that may be provisioned on device 100 rather
than the user’s “actual” credential or actual PAN or funding
PAN (*“F-PAN”) (e.g., account token Al-1a). For example,

once 1t 1s determined that a credential 1s to be provisioned on
device 100, 1t may be requested (e.g., by 1ssuer subsystem
300, by AE subsystem 400, and/or by a user of device 100)
that a virtual credential be generated, linked to the actual
credential, and provisioned on device 100 instead of the
actual credential for later use 1 a funding transaction.
Similarly, 1t 1s to be appreciated that receive token RI-1a
may be considered or otherwise referred to herein as a
“virtual” credential or virtual PAN or recetve PAN (*R-
PAN”) that may be shared by CI subsystem 300 with AE
subsystem 400 and/or with network table 395 rather than the
user’s “actual” credential or actual PAN or funding PAN
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(“F-PAN”) (e.g., account token AT-1a). For example, once 1t
1s determined that a credential 1s to be provisioned on device
100, 1t may be requested (e.g., by 1ssuer subsystem 300, by
AE subsystem 400, and/or by a user ol device 100) that a
virtual receive credential be generated, linked to the actual
credential, and shared with AE subsystem 400 and/or table
395 1nstead of the actual credential for later use 1n a funding
transaction. Such creation and linking of one or more virtual
credentials with an actual credential may be performed by
any suitable component of issuer subsystem 300. For
example, a network subsystem of 1ssuer subsystem 300 (e.g.,
a particular payment network subsystem that may be asso-
ciated with the brand of the actual credential) may define and
store the link 1n table 393 that may create associations
between the actual credential and at least one virtual cre-
dential, such that anytime a virtual credential (e.g., a send
token and/or a receive token) 1s utilized for funding a
transaction, the payment network subsystem may receive an
authorization or validation request or otherwise attempt to
validate any received data indicative of that virtual creden-
tial (e.g., at one or more of operations 548-552) and may
conduct an analysis of that validation attempt request 1n light
of the actual credential associated with the virtual credential
as determined by table 393. Alternatively, such a table may
be accessible and/or similarly leveraged or otherwise used
by an approprate 1ssuing subsystem (e.g., 1ssuing subsystem
391 or 392) or any other suitable subsystem accessible by CI
subsystem 300. By provisioning a virtual credential on
device 100 and/or on AE subsystem 400 rather than an actual
credential, CI subsystem 300 may be configured to limit the
fraudulent activity that may result when the virtual creden-
tial 1s intercepted by an unauthorized user, as a payment
network subsystem or issuing subsystem may only be con-
figured to utilize table 393 for linking the virtual credential
to the actual credential during certain transactions, such as
when the virtual credential 1s received by CI subsystem 300
from AE subsystem 400.

[0058] One or more additional credentials may be simi-
larly provisioned on device 100 (e.g., via AE subsystem 400)
from first 1ssuing subsystem 391 and/or from second 1ssuing
subsystem 392. While operations 504-516 may be described
with respect to provisioning a {irst payment credential on
SSD 154a of device 100 from first 1ssuing subsystem 391
(e.g., via AE subsystem 400) that may include various ones
of Al-1a, ST-1a, R1-1a, PID-1a, Ul-1ID, ED1-1D, LI-1,
BID-1, and/or the like being generated and/or stored in one
or more of entry 1735 of storage 173, entry 493a of table
493, entry 393a of table 393, and entry 395a of table 395,
it 1s to be understood that two or more payment credentials
may be provisioned on device 100. For example, although
not shown 1n FIG. 5, process 500 may include at least one
additional iteration of operations similar to operations 504-
516 that may provision at least one additional payment
credential on device 100. As just one particular example, a
second credential may be provisioned on SSD 1545 of
device 100 from first 1ssuing subsystem 391 (e.g., via AE
subsystem 400) that may include various ones of AT-1b,
ST-16, R1-15, PID-1b6, U1-1D, ED1-1ID, L1-1, BID-1, and/or
the like being generated and/or stored in one or more of
entry 173¢ of storage 173, entry 4935 of table 493, entry
3935 of table 393, and entry 3955 of table 395, where second
account token AT-15 may be used similarly to but have a
different value than first account token AT-1a, second send

token ST-16 may be used similarly to but have a diflerent
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value than first send token ST-1a, second receive token
RT-16 may be used similarly to but have a diflerent value
than first receive token RT1-1a, and second unique user
credential i1dentifier PID-1b6 may be used similarly to but

have a different value than first unique user credential
identifier PID-1a.

[0059] One or more credentials may be similarly provi-
sioned on device 200 (e.g., via AE subsystem 400) from first
1ssuing subsystem 391 and/or from second 1ssuing subsys-
tem 392. While operations 502-516 may be described with
respect registering first user Ul and device 100 with AE
subsystem 400 and then provisioning a first payment cre-
dential on SSD 154a of device 100 from f{irst 1ssuing
subsystem 391 (e.g., via AE subsystem 400) that may
include various ones of AT-1la, ST-1la, RT-1a, PID-1a,
U1-1D, U1-PW, ED1-ID, L'I-1, BID-1, and/or the like being
generated and/or stored 1n one or more of entries 173a and
1735 of storage 173, entry 473a of table 473, entry 493q of
table 493, entry 393a of table 393, and entry 395q of table
395, 1t 1s to be understood that second user U2 and device
200 may be registered with AE subsystem 400 and one or
more payment credentials may be similarly provisioned on
device 200. For example, as shown by operations 518-532
that may be similar to operations 502-516, device 200 and
user U2 may be registered with AE subsystem 400 (e.g.,
using U2-1D, U2-PW, ED2-ID, and/or L'T-2) and a payment
credential may be provisioned on SSD 254a of device 200

from second 1ssuing subsystem 392 (e.g., via AE subsystem
400) that may include various ones of data 518d, 35224,

524d, 528d, 5294, and/or 3324 being generated and com-
municated as well as various ones of AT-2a, ST-2a, R1-2a,
PID-2a, U2-ID, U2-PW, ED2-1D, L1-2, BID-2, and/or the
like being generated and/or stored 1n one or more of entries
273a and 273b of storage 273 of device 200, entry 4735 of
table 473, entry 493c¢ of table 493, entry 394a of table 394
of second 1ssuing subsystem 392, and entry 395¢ of table
395, where second user identifier U2-ID of user U2 may be
used similarly to but have a different value than first user
identifier Ul-ID of user Ul, second user password data
U2-PW of user U2 may be used similarly to but have a
different value than first user password data U1-PW of user
Ul, second umque electronic device identifier ED2-ID of
device 200 may be used similarly to but have a different
value than first unique electronic device identifier ED1-1D of
device 100, and second social token L'T-2 of device 200 may

be used similarly to but have a different value than first
social token L'T-1 of device 100.

[0060] One or more additional credentials may be simi-
larly provisioned on device 200 (e.g., via AE subsystem 400)
from first 1ssuing subsystem 391 and/or from second 1ssuing
subsystem 392. While operations 520-532 may be described
with respect to provisioning a first payment credential on
SSD 254a of device 200 from second 1ssuing subsystem 392
(e.g., via AE subsystem 400) that may include various ones
of AT-2a, ST-2a, R1-2a, PID-2a, U2-1D, ED2-1D, LI-2,
BID-2, and/or the like being generated and/or stored in one
or more of entry 273b of storage 273, entry 493¢ of table
493, entry 394a of table 394, and entry 395¢ of table 395, 1t
1s to be understood that two or more payment credentials
may be provisioned on device 200. For example, although
not shown 1n FIG. 5, process 500 may include at least one
additional 1teration of operations similar to operations 520-
532 that may provision at least one additional payment
credential on device 200. As just one particular example,
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another credential may be provisioned on device 200 at SSD
254 from first 1ssuing subsystem 391 (e.g., via AE subsys-
tem 400) that may include various ones of AT-2b, ST-25b,
R1-26, PID-2b6, U2-ID, ED2-1D, L'T-2, BID-1, and/or the
like being generated and/or stored 1n one or more of entry
273¢ of storage 273, entry 493d of table 493, entry 393¢ of
table 393, and entry 3954 of table 395, where account token
AT-2b may be used similarly to but have a different value
than account token AT-2a, send token ST-2b6 may be used
similarly to but have a different value than send token ST-2a,
receive token R1-26 may be used similarly to but have a
different value than receive token R1-2a, and unique user
credential i1denftifier PID-2b6 may be used similarly to but

have a different value than umique user credential 1dentifier
PID-2a.

[0061] Theretfore, each user device of system 1 registered
with AE subsystem 400 may have a payment credential
including a unique send token provisioned on the user
device by an 1ssuing subsystem of CI subsystem 300. Each
send token may be linked to a funding account (e.g., a
unique funding account) associated with a unique account
token and a unique receive token at CI subsystem 300. A
send token provisioned on a sending device may be used by
that device to 1dentily the umiquely linked funding account
at CI subsystem 300 that 1s to be used for funding a transfer
to another funding account. The receirve token for each
funding account may be linked at AE subsystem 400 to one
or more social tokens of one or more user devices registered
at AE subsystem 400. When a social token 1s 1dentified at AE
subsystem 400 for use 1n an account to account transfer, A
subsystem 400 may identily an appropriate receive token
linked to that social token and may then share that receive
token with CI subsystem 300 such that CI subsystem 300
may use that receive token to i1dentity the uniquely linked
tfunding account at CI subsystem 300 that 1s to be used for
receiving funds in the account to account transfer.

[0062] A fund transfer may be imitiated by a user of a user
device selecting a payment credential provisioned on the
user device, choosing an amount of funds to be transterred
from the funding account associated with that selected
payment credential, and identifying a social token of a
receiver that may be associated with another funding
account for receiving the transfer of funds. For example, at
operation 534 of process 300, first or sender device 100 may
prompt or otherwise enable user Ul (e.g., via any suitable
user interface) to select a payment credential provisioned on
device 100 (e.g., one of a first payment credential provi-
sioned on SSD 134ag that may include send token ST-1a
(e.g., n entry 1735 of storage 173 of device 100) that may
be linked to account token AT-1a of a particular account at
first 1ssuing subsystem 391 (e.g., 1n table entry 393a of table
393 of subsystem 391) and a second payment credential
provisioned on SSD 1545 that may include send token ST-15
(e.g., m entry 173¢ of storage 173 of device 100) that may
be linked to account token AI-15 of another particular
account at first 1ssuing subsystem 391 (e.g., 1n table entry
3935 of table 393 of subsystem 391)) as well as to choose
an amount of funds to be transferred from the account
associated with the selected payment credential as well as to
identify a social token of a recerver that may be associated
with another account for receiving the funds to be trans-
ferred. Such a prompt may be provided in any suitable
manner (e.g., via any suitable user interface of device 100)
at any suitable time based on any suitable event or at the

@ @
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user’s discretion. For example, when user U1 launches card
management application 1135 (e.g., a “Wallet” or “Pass-
book™ application (e.g., when the “Wallet” application indi-
cated by specific icon 185 of FIG. 3 is selected)), that
application may provide prompt data to the user that may be
operative to ask the user 1t 1t would like to use a provisioned
credential to transfer funds to a particular user, where, for
example, along with selecting a particular provisioned pay-
ment credential (e.g., send token ST-la or send token
ST-1b), the user may enter or otherwise select a particular
amount of funds (e.g., 50 U.S. Dollars) and the user may
enter or otherwise select (e.g., from a drop down list or Ul
from a contacts application or other suitable data source
available to device 100) at least particular social token or
receiver 1dentifier associated with a particular social token.
Alternatively or additionally, when user U 1s using an IDS
application 1134 on device 100 (e.g., a “Messaging’” or other
suitable communication application (e.g., after the “Mes-
saging’’ application indicated by specific icon 184 of FIG.
3)) for communicating from device 100 to a particular other
user 1dentified by a particular social token (e.g., a particular
telephone number or e-mail address or the like) that may be

used by the messaging application to target the other user
(e.g., recerver user) (e.g., via IDS application 2134 on device
200 associated with social token L1-2), that messaging
application of device 100 may provide prompt data to the
user (e.g., sender user) that may be operative to ask the user
if 1t would like to use a provisioned credential to transfer
funds to the particular user (e.g., receiver user) currently
being communicated with via that messaging application,
where, for example, along with identifying that it would like
to send funds to an account associated with the social token
to which the messaging application 1s currently targeting, the
user may enter or otherwise select a particular amount of
funds (e.g., 50 U.S. Dollars) and the user may select (e.g.,
from a drop down list or Ul from a Wallet application or
other suitable data source available to device 100) a par-
ticular provisioned payment credential of device 100 to be
used 1n funding the fund transfer (e.g., send token ST-1a or
send token ST-1b). Alternatively, or additionally, the par-
ticulars of a funds transter to be 1initiated by device 100 may
be 1dentified in any other suitable manner via any suitable
user interface scenario, such as in an e-mail or any other
suitable communications medium.

[0063] In one particular example of process 500, which
may be used throughout a majority of the description of the
remaining operations of process 500, a fund transfer of $50
may be initiated at device 100 to occur between the fund
account identified by account token Al-1a at first 1ssuing
subsystem 391 (see, e.g., entry 393a of table 393 of FIG. 4F)
and the fund account identified by account token AT-2a at
second 1ssuing subsystem 392 (see, e.g., entry 394q of table
394 of FIG. 4G). For example, user Ul of device 100 (e.g.,
at operation 534) may identify an amount of $50 that ought
to be transferred from a sender funding account associated
with an 1denfified first payment credential provisioned on
SSD 154a of sender device 100 (e.g., the payment credential
which was provisioned on device 100 including send token
ST-1a (see, e.g., entry 1735 of storage 173 of device 100 of
FIG. 4A)) to a recerver account associated with an 1dentified
social token LI-2 (e.g., a telephone number that may be
associated with a contact known to user Ul and that may be
registered to user 2 and device 200 at AE subsystem 400
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(see, e.g., entry 273a of storage 273 of FIG. 4B and/or entry
4'73b of table 473 of FIG. 4C)).

[0064] Once a payment credential provisioned on device
100 has been 1dentified for use 1n funding a fund transfer
along with an amount of funds to be transferred and along
with any suitable receiver information operative to identify
a social token associated with an account for use 1n recerving
the funds to be transferred at operation 534, any suitable first
user device transier funds request data 5364 may be gener-
ated and transmitted from device 100 (e.g., to AE subsystem
400) at operation 536 for carrying out the transfer. Continu-
ing with the particular example mentioned above for trans-
ferring $50 from the fund account identified by account
token AT-1a at first 1ssuing subsystem 391 (see, e.g., entry
3934 of table 393 of FIG. 4F) and the fund account identified
by account token AI-2a at second 1ssuing subsystem 392
(see, e.g., entry 394a of table 394 of FIG. 4G) due to user
Ul of device 100 identifying an amount of $50 to be
transierred from a sender funding account associated with
the payment credential provisioned on SSD 154a of sender
device 100 including send token ST-1a to a recerver account
associated with an identified social token LI-2, particular
first user device transfer funds request data 5364 may be
generated at and transmitted from device 100 indicative of
such a transfer request. That 1s, for example, device transier
funds request data 5364 may include any suitable fund
amount data indicative of the selected $50 wvalue, any
suitable recerver 1dentification data indicative of the selected
social token L'I-2, and any suitable sender device payment
credential data indicative of the selected provisioned pay-
ment credential on device 100 including send token ST-1a of
SSD 154a. For example, such sender device payment cre-
dential data of device transier funds request data 35364
generated by device 100 may include any suitable data that
may be operative to securely prove proper ownership of the
particular secure element credential of device 100 (e.g., the
credential of SSD 1544 of secure element 145 of device 100)
and necessary to make a payment with that credential,
including, but not limited to, (1) token data (e.g., send token
ST-1a (e.g., a virtual DPAN) with or without any other
suitable data of SSD 154a, such as a PAN expiry date, a card
security code (e.g., a card verification code (“CVV™)),
and/or name and/or address associated with the credential of
credential information 161a of SSD 154a) and (11) crypto
data (e.g., a cryptogram that may be generated by secure
clement 145 using a shared secret of SSD 1544 and 1ssuer
subsystem 300 (e.g., credential key 1554' of first issuer
subsystem 391) and any other suitable immformation (e.g.,
some or all of the token data, information identifying device
100 (e.g., ED1-ID), information identifying the selected
amount of the transfer (e.g., $50), any suitable counter
values, nonce, etc.) that may be available to device 100 and
that may also be made available to 1ssuer subsystem 300 for
independently generating the crypto data using the shared
secret (€.g., to validate the sender device payment credential
data from device 100 (e.g., at operation 548))).

[0065] If user Ul 1s willing and able to select or confirm
a particular payment credential of device 100 for use 1n
tfunding the potential transaction, operation 336 may receive
intent and authentication by user Ul of device 100 to utilize
the selected payment credential through any suitable user
interaction with device 100. Access SSD 154¢ may leverage
or otherwise use applet 153¢ of device 100 to determine
whether such authentication has occurred before allowing
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other SSDs 154 (e.g., credential SSD 154a) to be used for
cnabling its credential information in device transier funds
request data communication. As just one example, applet
153¢ of access SSD 154¢ may be configured to determine
intent and local authentication of a user of device 100 (e.g.,
via one or more mput components 110, such as a biometric
input component 110; of FIG. 3, as may be used by a user
interacting with any application of device 100 (e.g., card
management application 1136 of device 100)) and, n
response to such a determination, may be configured to
enable another particular SSD for conducting a payment
transaction (e.g., with the payment credential of credential
SSD 154a). Next, once intent and authentication has been
received for a particular payment credential, operation 536
may include device 100 generating, encrypting, and trans-
mitting device transier funds request data 5364 for use by

AE subsystem 400. Once the particular payment credential
SSD 154a on secure element 145 of device 100 has been

selected, authenticated, and/or enabled for use in a transac-
tion, secure element 145 of device 100 (e.g., processor
module 142 of NFC component 120) may generate and
encrypt certain credential data of that selected payment
credential for use by AE subsystem 400. For example, as
mentioned, sender device payment credential data of device
transfer funds request data 5364 may be generated by
selected SSD 154q to include any suitable token data
indicative of send token ST-1a and crypto data, which may
be generated and/or at least partially encrypted with creden-
tial key 155qa', such that such encrypted sender device
payment credential data may only be decrypted by an entity
with access to that credential key 1554' (e.g., first 1ssuing
subsystem 391 of 1ssuer subsystem 300) for accessing the
sender device payment credential data. In some embodi-
ments, once some or all of that sender device payment
credential data of credential SSD 1544 has been encrypted
with credential key 1554' as Cl-encrypted sender device
payment credential data at operation 536, that Cl-encrypted
sender device payment credential data, either alone or along
with any additional appropniate transfer data (e.g., any
suitable fund amount data indicative of the selected $50
value, any suitable receiver identification data indicative of
the selected social token L'I-2, any suitable sender device
data indicative of ED1-1ID and/or U1-1D, any suitable man-
date key (e.g., any suitable hash of any suitable unique
identifier of device 100 (e.g., a device transfer unique
identifier FX1-ID) and selected social token L'1-2) that may
provide a umque key for the particular combination of
sender device 100 and recerver social token LI-2 of the
current transaction, etc.), may be encrypted by access infor-

mation (e.g., by access key 155a of SSD 154a, access key
155¢ of access SSD 154c¢, ISD key 1564, and/or CRS 1514

and/or signed by CASD 158%) at operation 536 as AE-
encrypted sender device payment credential data. For
example, secure element 145 of device 100 (e.g., processor
module 142 of NFC component 120) may use access infor-
mation to encrypt not only an identification of the $50
amount of funds to be transierred and of the receiver social
token L'T-2 and/or of ED 1-ID and/or Ul-ID and/or of a
mandate key of the transier, but also the Cl-encrypted sender
device payment credential data of SSD 154a, mto AE-
encrypted sender device payment credential data. Any
appropriate sender device payment credential data (e.g.,
token and crypto data) of selected SSD 154a (e.g., CI-
encrypted sender device payment credential data (e.g.,
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encrypted by credential key 1554") whether or not then
encrypted as AE-encrypted sender device payment creden-
tial data (e.g., as encrypted by an access key)) may then be
communicated along with any additional information, such
as an identification of the $50 amount of funds to be
transierred and/or 1dentification of the receiver social token
L'T-2 and/or of ED1-1ID and/or of U1-ID and/or of a mandate
key of the transfer, as device transier funds request data
5364 from device 100 to AE subsystem 400 at operation
536.

[0066] Therefore, at least a portion of device transier
funds request data 3364 (e.g., AE-encrypted sender device
payment credential data) may only be decrypted by an entity
with access to that access mmformation used for the AE
encryption (e.g., access key 153a, access key 155¢, ISD key
156k, CRS 1514, and/or CASD 158%) that generated any
AE-encrypted sender device payment credential data of
device transier funds request data 5364 (e.g., AE subsystem
400) and/or at least portions of device transier funds request
data 5364 (e.g., Cl-encrypted sender device payment cre-
dential data) may only be decrypted by an entity with access
to that credential key information used for the CI encryption
(¢.g., credential key 15354") that generated any Cl-encrypted
sender device payment credential data of device transier
funds request data 5364 (e.g., CI subsystem 300). Such
device transier funds request data 5364 may be generated at
operation 536 and then transmitted to AE subsystem 400 to
ensure that any such device transter funds request data 5364
has first been encrypted in such a way that 1t cannot be
decrypted by another portion of device 100 (e.g., by pro-
cessor 102). That 1s, at least sender device payment creden-
tial data of device transier funds request data 53364 may be
encrypted as Cl-encrypted sender device payment credential
data with a credential key 1554' that may not be exposed to
or accessible by any portion of device 100 outside of 1ts
secure element. Moreover, at least a portion of device
transfer funds request data 3364 may be encrypted as
AE-encrypted data with an access key (e.g., access key
155b 155¢, 156k, 1514, and/or 158% (e.g., referred to herein
as “access information”)) that may not be exposed to or
accessible by any portion of device 100 outside of 1ts secure
clement. In some embodiments, a transfer may be mnitiated
by a potential receiver sending a request for funds to a
sender device (e.g., via text message, e-mail, etc.), and the
social token of the receiver that sent the request and/or a
funding amount 1dentified 1n the receiver’s request may be
automatically used to define a portion of any device transier
funds request data 3364 that may be sent 1n response to the
request. In some embodiments, as mentioned, device trans-
ter funds request data 5364 may be at least partially defined
by or communicated using a messaging application with
which the user of device 100 may be interacting. At least a
portion of such device transier funds request data 5364 may
include any suitable messaging data (e.g., character or emoji
or picture data) selected by the user for communication as a

part ol a message being communicated to the recerver device
along with the funds.

[0067] Device transier funds request data 5364 may be
received and processed by device protection subsystem 471
so as to generate and transmit updated device transfer funds
request data 5384 at operation 538 to credential protection
subsystem 491. Such an operation 538 may include device
protection subsystem 471 1dentifying the selected receiver
social token from device transfer funds request data 5364
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and using the identified receiver social token to i1dentily a
receiver user 1dentifier associated with that identified
receiver social token (e.g., to identily receiver social token
['I-2 from device transier funds request data 5364 and then
to 1dentily receiver user 1dentifier U2-ID as associated with
(e.g., stored against) that receiver social token LT-2 at device
protection subsystem 471 (e.g., 1n entry 4735 of table 473 of
FIG. 4C)). The i1dentified recerver social token of device
transier Tunds request data 53364 may be replaced with the
identified receiver user identifier when updating device
transier funds request data 5364 to updated device transier
funds request data 538d, such that the receiver social token
of device transfer funds request data 3364 may not be
received by credential protection subsystem 491 (e.g., such
that a receive token may not be linked to a receiver social
token at credential protection subsystem 491 but instead a
receive token may be linked to a recerver user identifier of
AE subsystem 400 at credential protection subsystem 491
that may not on its own be revealing of the identity of the
receiver user as might be a receiver social token (e.g., to
prevent any particular subsystem of AE subsystem 400 from
linking information indicative of a particular user to infor-
mation mdicative of a particular funding account)). In some
embodiments, at least a portion of device transfer funds
request data 5364 (e.g., at least a portion of any portion of
data 536d encrypted by any access information at device
100) may be decrypted using appropriate access information
available to device protection subsystem 471 at operation
538 prior to communicating updated device transfer funds
request data 5384 to credential protection subsystem 491.
Additionally or alternatively, in some embodiments, at least
a portion of updated device transier funds request data 5384
(e.g., at least a portion of any portion of data 5364 encrypted
by any access information at device 100) may be decrypted
using appropriate access information available to credential
protection subsystem 491 at operation 538 upon receipt of
updated device transier funds request data 5384. Any such
encryption ol at least a portion of device transier funds
request data 5364 with access information at device 100
betfore communication to AE subsystem 400 (e.g., access
key 155a o1 SSD 1544, access key 155¢ of access SSD 154c,
ISD key 156k, CRS 1514, and/or CASD 158k) at operation
536 as AE-encrypted sender device payment credential data,
followed by any such decryption of such information with
counterpart access information at AE subsystem 400 may
enable secure communication of at least that portion of
device transfer funds request data 5364 between device 100

and AE subsystem 400.

[0068] At operation 543, the receirver user identifier of
updated device transfer funds request data 5384 may be
processed by credential protection subsystem 491 to 1identify
at least one receive token that may be associated with that
identified receiver user i1dentifier at credential protection
subsystem 491. For example, continuing with the primary
example introduced above, where the receiver user 1dentifier
of updated device transier funds request data 5384 may be
receiver user 1dentifier U2-ID (e.g., the receiver user iden-
tifier that may be 1dentified by device protection subsystem
4’71 as being associated with the receiver social token LT-2
of device transier funds request data 5364 (e.g., 1n entry
473b of table 473)), then credential protection subsystem
491 may be operative at operation 543 to identily each one
of receive token RI-2a 1in entry 493¢ and receive token

R1-2b6 1n entry 4934 of table 493 as being linked to receiver
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user 1denftifier U2-ID of updated device transfer funds
request data 5384. In such instances when there 1s more than
one receive token 1dentified at credential protection subsys-

tem 491 to be associated with the receiver user identifier
U2-1D of the device transfer funds request data, then AE
subsystem 400 may be operative at operation 544 to com-
municate with at least one user device that may be associated
(e.g., registered at AE subsystem 400) with that recerver user
identifier U2-ID 1n order to determine (e.g., to prompt the
user(s) ol such device(s) to select) which of the receiver fund
accounts associated with the 1dentified receive tokens ought
to be used to receive the funds being transferred. For
example, using recerver user 1dentifier U2-ID and/or unique
clectronic device identifier ED2-1ID and/or unique user cre-
dential identifier PID-2a and/or any other suitable data (e.g.,
in table 473 and/or 1n table 493) that may be associated with
receive token RT-2a of entry 493c¢, as well as using receiver
user 1dentifier U2-1D and/or unique electronic device iden-
tifier ED2-1D and/or unique user credential identifier PID-25
and/or any other suitable data (e.g., in table 473 and/or 1n
table 493) that may be associated with receive token R1-25
of entry 493d, AE subsystem 400 may communicate with
device 200 to determine which one of the payment creden-
tials provisioned on device 200 and associated with such
unique user credential 1dentifiers PID-2a and PID-2b (e.g.,
which one of the payment credential on SSD 254a with
ST-2a and the payment credential on SSD 2545 with ST-25)
ought to be used to determine the funding account that is to
receive the funds being transferred. Such a determination
may be achieved by providing any suitable prompt to a user
of device 200 via any suitable user iterface of device 200
(e.g., via a push notification or otherwise to card manage-
ment application 2135 or the like) that may enable a user of
device 200 to selectively elect a particular one of those
provisioned payment credentials in order to identily its
associated funding account as the account to receive the
funds being transierred. Such a selection by device 200 may
return a particular unique user credential identifier (e.g., a
selected one of unmique user credential 1dentifiers PID-2a and
PID-25) to AE subsystem 400, and then credential protec-
tion subsystem 491 may finally identily the appropnate
receive token to use for furthering the fund transaction (e.g.,
i device 200 selects the provisioned payment credential
associated with unique user credential identifier PID-2a,
then that unique user credential i1dentifier PID-2a may be
communicated back to AE subsystem 400 at operation 544
and device protection subsystem 491 may utilize receive
token RT-2a associated with that selected unique user cre-
dential 1dentifier PID-2a (e.g., from entry 493¢) to continue
with the funding transaction, or, alternatively, 1t device 200
selects the provisioned payment credential associated with
unique user credential identifier PID-25b, then that unique
user credential identifier PID-25 may be communicated back
to AE subsystem 400 at operation 544 and device protection
subsystem 491 may utilize receive token RT-2b associated
with that selected unique user credential identifier PID-25
(e.g., from entry 493d) to continue with the funding trans-
action). In some embodiments, such a prompt of operation
544 may also enable a user of device 200 to select a new
credential to be provisioned on device 200 (e.g., stmilarly to
operation 520) and then device 200 may select that new
credential’s unique user credential 1dentifier to be commu-
nicated to AE subsystem 400 for use 1n 1identifying a receive
token associated with that new credential’s unique user
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credential identifier. Alternatively, 1f operation 543 were to
occur before any credentials had been provisioned on device
200, such that no receive tokens may be identified by
credential protection subsystem 491 (e.g., in table 493) at
operation 543 to be associated with the receiver user 1den-
tifier of updated device transier funds request data 538d,
then operation 544 may be similar to operation 520 such that
one or more suitable user devices (e.g., device 200) associ-
ated with the receiver user identifier of updated device
transier funds request data 5384 may be prompted to pro-
vision a credential thereon, and, in some embodiments,
sender device 100 may be simultaneously notified by AE
subsystem 400 that the receiver social token of device
transier funds request data 5364 1s not yet associated with an
account for receiving the funds and that system 1 1s working
on a solution. In other embodiments, rather than communi-
cating with one or more receiver devices at operation 544 to
determine which of multiple 1dentified receive tokens (e.g.,
identified from table 493) ought to be used for furthering a
fund transaction, AE subsystem 400 may be operative to
apply one or more rules or settings to automatically choose
one ol the identified receive tokens for use (e.g., using
pre-defined default and/or user-customized and/or AE-cus-
tomized settings). For example, a user associated with the
multiple receive tokens, or AE subsystem 400, may be
operative to define one or more rules to be used for auto-
matically selecting one of the multiple receive tokens using,
any suitable factors, such as any identifier associated with
the sender (e.g., sender user or sender 1ssuing subsystem),
the amount of the transfer, the current time of day, day of
week, month of year, or any other characteristic(s) of the
transier.

[0069] Once a single particular receive token has been
identified by credential protection subsystem 491 to be
associated with the receiver user 1dentifier of updated device
transier funds request data 5384 (e.g., at operation 543 with
or without operation 544), then credential protection sub-
system 491 may communicate that particular receive token
along with at least portions of updated device transfer funds
request data 3384 as AE transfer funds request data 5464 to
an appropriate target 1ssuing subsystem at operation 546. For
example, continuing with the example where receive token
RT1-2a (e.g., of table entry 493¢) may be identified by
credential protection subsystem 491 as the particular recerve
token to be used to further the transfer, then that receive
token RT-2a may be communicated along with any suitable
data from updated device transter funds request data 3384 as
data 546d at operation 546 to a particular 1ssuing subsystem.
The target 1ssuing subsystem to receive such data 5464 may
be 1dentified by credential protection subsystem 491 at
operation 546 by analyzing any suitable mformation from
data 5384 that may be indicative of the 1ssuing subsystem
responsible for the account associated with the provisioned
payment credential on device 100 1dentified by data 5364 as
the account to source the funds of the transfer (e.g., first
issuing subsystem 391 that may be associated with send
token ST-1a of the sender device payment credential data of
data 536d). AE transfer funds request data 5464 may include
the particular recerve token 1dentified at operation 543/544
(e.g., RT-2a) as well as any suitable data 5364, such as the
fund amount data indicative of the selected $50 value, and
any suitable sender device payment credential data indica-
tive of the selected provisioned payment credential on

device 100 including send token ST-1a of SSD 154a (e.g.,
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Cl-encrypted sender device payment credential data (e.g.,
ST-1a token data and crypto data)). In some embodiments,
at least a portion of such AE transfer funds request data 5464
(c.g., at least a portion of any sender device payment
credential data and/or the receive token and/or the amount)
may be encrypted using any suitable shared secret of cre-
dential protection subsystem 491 and the target 1ssuing
subsystem 391 (e.g., any shared secret that may be estab-
lished at any suitable prior operation (e.g., at operation 508
and/or 512 or otherwise)) by credential protection subsystem
491 at operation 545 prior to communicating data 3464 to
target 1ssuing subsystem 391 at operation 546, aiter which
target 1ssuing subsystem 391 may then decrypt that
encrypted portion of received data 5464 at operation 546.
Any such encryption of at least a portion of AE device
transier funds request data 5464 with an AE-CI shared secret
before communication of data 5464 to CI subsystem 300,
followed by any such decryption of such data with an
appropriate AE-CI shared secret at CI subsystem 300, may
enable secure and trusted communication of at least that
portion of device transier funds request data 5464 between
AE subsystem 400 and CI subsystem 300. For example, any
receive token (e.g., R1-2a) communicated between AE
subsystem 400 and CI subsystem 300 (e.g., as a portion of
data 5464 at operation 546) may first be encrypted with any
suitable AE-CI shared secret between subsystems 300 and
400, and CI subsystem 300 may be configured to decrypt
such an encrypted receive token using any suitable AE-CI
shared secret, such that CI subsystem 300 (e.g., IS 391
and/or IS 392) may be configured to use only a receive token
that 1s part of a validated communication from AE subsys-
tem 400 and not another source. Data 3464 communicated
to 1ssuing subsystem 391 at operation 546 may include the
receive token 1dentified by credential protection subsystem
391 at operation 543/544 (e.g., receive token RT1-2a as
identified using one or more links in table 493). Alterna-
tively, the recerver social token i1dentified by AE subsystem
400 at operation 538 and/or a unique user credential 1den-
tifier PID associated with that recerver social token as may
be 1dentified by AE subsystem 400 at operation 543 and/or
operation 544 (e.g., rather than a receive token (e.g., by
identifying a PID 1n table 493 that may be associated with
a user 1dentifier associated with the receiver social token))
may be communicated to the 1ssuing subsystem 391 (e.g., as
a portion of data 546d or otherwise) and 1ssuing subsystem
391 may use that receiver social token (e.g., LT-2) and/or
that unique user credential 1dentifier (e.g., PID-2a or PID-
2b) to 1dentily at least one receive token associated with that
receiver social token at network table 395 at operation 547
(e.g., receive token R1-2a and 1ssuing subsystem identifier
BID-2 in entry 395¢ and/or receive token RT-26 and 1ssuing
subsystem 1dentifier BID-1 in entry 393d). Therefore, table
395 may be used by the sender 1ssuing subsystem (e.g., first
IS 391) to identily the proper receive token (e.g., receive
token RT-2a) rather than AE subsystem 400 being used to
identify the proper receive token (e.g., receive token R1-2a),
for example, such that AE subsystem 400 may not store any
receive token data at AE subsystem 400.

[0070] At operation 348, 1ssuing subsystem 391 may
process any suitable portion of transier funds request data
546d to potentially validate the transfer of funds from an
account of 1ssuing subsystem 391 that may be 1dentified by
such data 53464. For example, as mentioned, data 5464 may
include Cl-encrypted sender device payment credential data
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generated using ST-1q¢ data from the payment credential
provisioned on SSD 1544 of device 100 that, either alone or
along with any additional appropriate transfer data (e.g., any
suitable fund amount data indicative of the selected $50
value, any suitable sender device data indicative of ED1-1D
and/or U1-ID, or the like), may be processed 1n any suitable
manner by i1ssuing subsystem 391, such as by being
decrypted (e.g., using credential key 1554' at 1ssuing sub-
system 391) and analyzed to determine 1f the account
associated with the sender device payment credential data
(e.g., the account associated with send token ST-1la at
subsystem 391) has enough credit or otherwise to cover the
amount to be transferred. For example, 1ssuing subsystem
391 may be operative at operation 348 to attempt to validate
the sender device payment credential data of transfer funds
request data 3464 1n any suitable way in order to determine
whether or not to fund the transfer using the account
identified by the sender device payment credential data of
transfer funds request data 546d. As just one example,
1ssuing subsystem 391 may be operative at operation 548 to
independently generate crypto data based on the token data
of the sender device payment credential data of transfer
funds request data 5464 (e.g., using a shared secret of SSD
154a and issuing subsystem 391), compare that generated
crypto data to the crypto data of the sender device payment
credential data of transfer funds request data 5464, and
either validate or reject the funding of the transfer based on
the comparison. If the sender account 1s not validated at
operation 548, then a transier rejection notification may be
communicated from CI subsystem 300 to AE subsystem 400
at operation 556 using status data 5564, and such a status
may be shared by AE subsystem 400 with one or more user
devices associated with the transter (e.g., with device 100 as
status data 5584 at operation 338 and/or with device 200 as
status data 560d at operation 560).

[0071] If the sender account 1s validated and suflicient
funds are 1dentified 1n the validated sender account to meet
the specific fund amount from request data 5464 (e.g., $50)
at operation 348, then an account to account transier may be
carried out at operation 550 between 1ssuing subsystem 391
responsible for the validated sender account being used to
fund the transfer (e.g., the account i1dentified by account
token Al-la associated with the send token ST-1 of data
5464 as validated at operation 548) and an 1ssuing subsys-
tem (e.g., 1ssuing subsystem 392) associated with the receive
token for the transfer (e.g., receive token R1-2q 1dentified by
subsystem 391 at operation 346 or operation 347) by com-
municating transfer data 3504 therebetween. A receive token
(e.g., recerve token R1-2a) may be configured to identify
(e.g., to 1ssuing subsystem 391) a particular receiver target
1ssuing subsystem that 1s responsible for the account asso-
ciated with that receive token and to be used for receiving
the Tunds of the transfer (e.g., a receive token may be a PAN
or a DAR operative to 1dentily a particular receiver target
1ssuing subsystem to which a sender 1ssuing subsystem may
conduct an account to account transfer). Transier data 5504
may include any suitable fund data operative to transier at
operation 550 the appropriate funds (e.g., $50) from the
sender account at issuing subsystem 391, as identified by
and associated with the validated send token ST-1A of
request data 5364/5384/546d at operation 548, to receiver
target 1ssuing subsystem 392, as may be identified by the
receive token of the transier (e.g., recerve token R1-2a), but
also transfer data 3504 may 1nclude at least a portion of the
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receive token of the transfer itself (e.g., receive token
RT-2a). At operation 552, receiver target 1ssuing subsystem
392 may be operative to receive and process transfer data
5504 1n order to use the receive token of data 5504 (e.g.,
receive token RT-2a) to identily a particular receiver account
at recelver target 1ssuing subsystem 392 associated with the
receive token of data 5504 (e.g., the account associated with
account token AT-2a as linked to receive token R1-2a 1n
entry 394a of table 394) and then to add the appropnate
funds (e.g., $50) to that identified receiver account using the
fund data of data 350d. Therelfore, recerver target 1ssuing
subsystem 392 may be operative to translate a receive token
of data 3504 to a particular receiver account token of an
entry of table 394 in order to identify the account that 1s to
receive the funds of the transfer. If such an account to
account transier 1s successiul at operations 550 and 552,
then a transfer acceptance notification may be communi-
cated from subsystem 392 to subsystem 391 at operation 554
using status data 5544, and then such a status may be shared
by CI subsystem 300 with AE subsystem 400 at operation
556 using status data 5564, and such a status may be shared
by AE subsystem 400 with one or more user devices
associated with the transfer (e.g., with device 100 as status
data 5584 at operation 558 and/or with device 200 as status
data 5604 at operation 560). Sender 1ssuing subsystem (e.g.,
subsystem 391) may only need to know the receive token
(e.g., recerve token RT-2a) for the transfer, which may be
used by the sender 1ssuing subsystem to identify the appro-
priate target receiver 1ssuing subsystem for operation 530,
where the receive token may be i any suitable format
routable over any suitable existing network(s) of any CI
subsystem 300. The sender 1ssuing subsystem may be opera-
tive to maintain a record of what funds 1t sent to what receive
token (e.g., for any suitable record keeping compliance
purposes), but the receive token may protect the security
and/or privacy of the recerver fund account (e.g., the identity
of the account token of the receiver account and/or the
identity ol any user associated with that account).

[0072] Therefore, when a payment credential including a
send token ST associated with a particular fund account 1s
provisioned by CI subsystem 300 on a user electronic device
that may be registered with AE subsystem 400, CI subsys-
tem 300 may maintain a link between that send token ST and
a receive token RT and an account token AT for that
particular fund account, where the receive token RT may be
shared by CI subsystem 300 with AE subsystem 400 for use
in facilitating a secure account to account transier of funds
to that particular fund account. AE subsystem 400 may link
the receive token RT to any suitable AE device registration
identifier(s) or AE device registration data (e.g., user iden-
tifier U-ID and/or electronic device 1dentifier ED-ID and/or
social token L'T) that may be associated with the user device
on which the payment credential (e.g., the linked send token)
1s provisioned, such that, when AE subsystem 400 receives
a request to transier funds to a receiver identified by any
suitable AE device registration data (e.g., a social token LT
of a receiver), AE subsystem 400 may be operative to
determine a particular receive token RT associated with that
identified recerver and then share that particular receive
token RT with CI subsystem 300 such that CI subsystem 300
may use that recerve token RT to identity to CI subsystem
300 the appropriate fund account to receive the funds of the
requested fund transfer. CI subsystem 300 (e.g., IS 392) may
only share such a receive token RT with AE subsystem 400
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(and/or a network table), and CI subsystem 300 (¢.g., IS 392)
may be configured only to accept a recerve token RT from
AE subsystem 400, or, perhaps, from network table 395, in
furthering a fund transier, such that individual user devices
may not need to 1dentily or otherwise obtain a receive token
RT for carrying out a fund transifer to a receiver account.
Such a virtual receive token may not on 1ts own include any
data that may be used to access funds from the account
associated with the receive token and/or that may be used to
identify a particular fund account and/or a particular user. In
some embodiments, AE subsystem 400 may maintain two or
more distinct subsystems, such as device protection subsys-
tem 471 and credential protection subsystem 491, each of
which may maintain links between different types of data, to
turther limit the types of information that may be determined
through analysis of the data at a particular one of those
subsystems. For example, as mentioned, device protection
subsystem 471 may be operative to maintain a link between
two or more types of AE registration data but not between
any data and any receive token RT (e.g., an entry of table 473
of device protection subsystem 471 may maintain a link
between a social token LT and one or more of a user
identifier U-ID and/or an electronic device identifier ED-1D
and/or any other suitable AE registration data at AE sub-
system 400 that may be associated with a user device
registered with AE subsystem 400, but such an entry of table
473 may not maintain any link between such data and any
receive token RT), while credential protection subsystem
491 may be operative to maintain a link between a receive
token RT and certain types of AE registration data but not
between a receive token RT and any social token LT (e.g., an
entry of table 493 of credential protection subsystem 491
may maintain a link between a receive token RT and one or
more ol a user 1dentifier U-ID and/or an electronic device
identifier ED-ID and/or any other suitable AE registration
data at AE subsystem 400 that may be associated with a user
device registered with AE subsystem 400, but such an entry
of table 493 may not maintain any link between such data
and any social token LT that on its own may identily a
particular user (e.g., an e-mail address)). This may enable
table 493 of credential protection subsystem 491 to link a
receive token RT with data that may not specifically identify
a particular user’s social token, while at the same time
enabling a common data type of table 493 of credential
protection subsystem 491 and table 473 of device protection
subsystem 471 (e.g., a user 1identifier U-ID and/or an elec-
tronic device 1dentifier ED-ID) to be used by AE subsystem
400 to 1identily a particular receive token RT for a particular
social token L'T during a fund transfer process. Alternatively,
table 493 of credential protection subsystem 491 and/or
table 473 of device protection subsystem 471 may be
operative to maintain a link between a receive token RT and
a social token L'T. For example, table entry 493c¢ of table 493
may include links between R1-2a, U2-1D, ED2-1D, PID-2a,
and L'I-2, and/or table entry 4735 of table 473 may include
links between ED2-1D, L'T-2, U2-ID, U2-PW, and RT-2a. CI
subsystem 300 may be operative to only use a receive token
communicated from AE subsystem 400 (or, 1n some embodi-
ments, from network table 395) for use 1n 1dentitying a fund
account that 1s to receive funds in a fund transfer. A receive
token need not be available to or otherwise used by a user
device of system 1. Instead, a sender device may only need
to 1dentily a recerver fund account by i1dentifying a recerver
social token, and AE subsystem 400 may be operative to
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securely 1dentify and use a recerve token associated with that
receiver social token 1n order to facilitate a transter of tunds
from a sender account to a receiver account.

[0073] Further steps may be taken to ascertain a fraud risk
associated with a particular account to account transier of
funds without maintaining sensitive data linking two par-
ticular users and/or user account data for a particular trans-
fer. For example, a sender device (e.g., device 100 1n the
example of using the payment credential with social token
ST-1a of SSD 154a for transferring $50 from the account of
account token Al-la to an account associated with social
token L'T-2) may be operative to generate and share certain
information (e.g., a mandate key) with AE subsystem 400
when sending a transier request, where such shared infor-
mation may be unique to the combination of that sender
device and the social token LT that the sender device has
identified for use 1n receiving the funds of the transfer, and
where such shared information may then be used by AE
subsystem 400 (e.g., by transaction protection subsystem
481) to ascertain a fraud risk associated with the transfer
and/or to store history data associated with the transfer while
not being usable to link a specific sender to a specific
receiver at AE subsystem 400. As mentioned, transier funds
request data 5364 communicated from sender device 100 to
AE subsystem 400 may include a mandate key for that
transier request, where that mandate key may be unique to
the combination of sender device 100 and the receiver social
token (e.g., LT-2) i1dentified 1n transfer funds request data
536d. For example, the mandate key that may be generated
by sender device 100 and that may be included as a portion
of transier funds request data 3364 may be any suitable hash
of (1) any suitable unique 1dentifier of device 100 and (11) the
receiver social token of the request, where the unique
identifier may be electronic device 1dentifier ED1-1D, user
identifier U1-ID, or any other suitable universally unique
identifier (“UUID”) that may be a unique one-time device
generated UUID (e.g., a device transier unique identifier
FX1-ID, which may be stored 1n entry 173a of storage 173
of device 100). Such a device transfer unique identifier
FX1-ID may be shared with and used by all devices asso-
ciated with a particular user account, such that the same
mandate key may be generated by both a first user’s cellular
telephone and that same first user’s desktop computer when
cach device attempts to transfer funds to the same receiver
social token. The mandate key generated by sender device
100 (e.g., using any suitable hash function) and communi-
cated from sender device 100 1n transfer funds request data
536d for a particular receiver social token of a particular

tund transfer may or may not be stored on sender device 100.

[0074] The mandate key for a particular transfer may be
received at credential protection subsystem 491 from device
protection subsystem 471 (e.g., as a first portion of transier
funds request data 3384 that may be initially provided to
device protection subsystem 471 from device 100 1n data
536d) along with an AE account user identifier for the sender
(e.g., user 1dentifier U1-ID as a second portion of transfer
funds request data 5384 that may be mitially provided to
device protection subsystem 471 from device 100 in data
536d or determined by device protection subsystem 471 at
operation 338) and along with an AE account user 1dentifier
tor the receiver (e.g., user identifier U2-1D as a third portion
of transfer funds request data 5384 that may be determined
by and provided from device protection subsystem 471 at
operation 538 (e.g., based on the recerver social token L'T-2
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of data 53364 from device 100)). Such a mandate key, sender
user 1dentifier, and receiver user identifier of data 538d
received by credential protection subsystem 491 for a par-
ticular transifer may be processed by credential protection
subsystem 491 at operation 539 to determine a mandate
identifier for the transfer. Such a mandate identifier may be
any suitable hash of (1) the mandate key and (11) the sender
user identifier and (111) the receiver user i1dentifier of data
5384 for the particular transfer. By generating a mandate
identifier based on a mandate key as well as a sender user
identifier and/or a receiver user identifier may allow for
different mandate identifiers to be generated, respectively,
for a first transfer between a first device registered to a first
user and a recerver social token associated with a second
user and for a second transier between the first device when
registered to a user different than the first user and the
receiver social token associated with a user diflerent than the
second user (e.g., 1if a telephone number once associated
with a first registered user 1s later registered to a user
different than the first user). The mandate 1dentifier (“MAN-
DATE-ID”) generated by credential protection subsystem
491 (e.g., using any suitable hash function) at operation 539
may then be commumnicated from credential protection sub-
system 491 to transaction protection subsystem 481 as a
portion of fraud request data 5404 at operation 540. Fraud
request data 5404 may include any suitable transfer infor-
mation in addition to the MANDATE-ID, including, but not
limited to, the amount of the fund transfer (e.g., $50, as may
be indicated by data 3538d), an 1dentity of the 1ssuing
subsystem associated with the sender account of the transfer
(e.g., first 1ssuing subsystem 391, as may be 1dentified from
data 538d), an i1dentity of the 1ssuing subsystem associated
with the recerver account of the transter (e.g., second 1ssuing
subsystem 392, as may be indicated by the appropnate
receive token for the transfer (e.g., R1-2a), as may be
identified at operation(s) 543/544, which may occur before
operation 340), the date/time of operation 540 and/or of any
other suitable operation of the transfer being processed, the
location of sender device 100 at the time of operation 536
(e.g., as may be included in data 536d), the type of sender
device, the device 1dentifier of the sender device, and/or the
like. The mandate 1dentifier that may be derived at operation
539 may or may not be stored at credential protection
subsystem 491 (e.g., 1n table 493). Alternatively, 1n some
embodiments, the mandate 1dentifier for the current transfer
may be derived at transaction protection subsystem 481,
where 1nstead of the mandate identifier being 1ncluded in
data 540d, data 5404 may instead include the mandate key
and (11) the sender user 1dentifier and (111) the receiver user
identifier, and that information may be used by transaction
protection subsystem 491 (e.g., using any suitable hash

function) to derive the mandate i1dentifier (“MANDATE-
ID”).

[0075] The mandate i1dentifier and any suitable data of
fraud request data 5404 received at transaction protection
subsystem 481 (e.g., any suitable transfer information,
including the amount of the transfer, the identity of the
sender 1ssuing subsystem, the identity of the receiver 1ssuing
subsystem, date/time of such data being received at subsys-
tem 481, the location of the sender device, type of sender
device, and/or the like) may be stored against each other as
new linked data at transaction protection subsystem 481
(e.g., 1n an entry 483a of table 483 of FIG. 4E) at operation
541. Also, at operation 541, transaction protection subsys-
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tem 481 may be operative to run any suitable analysis of that
fraud request data of the current transfer 1n conjunction with
any previously stored fraud request data of previously
processed transfers. For example, transaction protection
subsystem 481 may attempt to identily how many other
instances of the mandate i1dentifier of the current transfer
may be stored at transaction protection subsystem 491 (e.g.,
in table 483 (not shown)) to determine how many other
transiers have been processed for the same combination of
sender device and receiver social token as the current
transier and/or to compare the fraud risk data of the current
transfer with the fraud risk data of one or more earlier
transiers that may share the same mandate i1dentifier (1.e.,
MANDATE-ID). Any suitable processing may be carried
out by transaction protection subsystem 481 at operation 541
to determine one or more fraud risk indicators or a fraud
scoring for the current transfer based on at least the mandate
identifier for the current transier and any other suitable data
previously obtained by transaction protection subsystem 481
for one or more earlier transfers. The mandate 1dentifier
(and/or mandate key) may be used by AE subsystem 400 to
uniquely represent the sender/recipient combination of a
transier without requiring AE subsystem 400 to store any
data that identifies or may be used to 1dentily the 1identity of
the sender and of the recipient, for example, to protect the
privacy of the end users of system 1. Therefore, AE sub-
system 400 may maintain trust between senders and receiv-
ers, while also retaining certain transaction data for facili-
tating real-time fraud scoring and detection based on certain
transaction history data of each transfer transaction being
stored against an 1dentifier (e.g., mandate identifier and/or
mandate key) that on its own may not identify a sender or a
receiver but that may uniquely represent a particular sender/
receiver social token combination. Any suitable fraud detec-
tion results from operation 3541 may be provided from
transaction protection subsystem 481 to credential protec-
tion subsystem 491 as at least a portion of fraud risk result
data 542d at operation 542, which may then be utilized by
credential protection subsystem 491 to determine whether or
not to continue processing the current transfer (e.g., whether
the fraud detection results meet any suitable threshold for
viability or whether the fraud detection results indicate a
transier that ought to be rejected as too risky). If such fraud
risk result data 5424 does not cause the current transier to be
rejected, at least a portion of such fraud risk result data 5424
may be communicated to the sender 1ssuing subsystem as a
portion of AE transfer funds request data 5464 ol operation
546, which may then be used by the sender 1ssuing subsys-
tem at operation 548 (e.g., 1f the sender 1ssuing subsystem
may carry out any additional fraud detection).

[0076] Whether an account to account transier 1s success-
tul and accepted or rejected and declined at operations 550
and 552, transier status data 5564 indicative of the status of
the transier may be shared with AE subsystem 400 by CI
subsystem 300 at operation 556, and AE subsystem 400 may
use that status data to send updated fraud risk data 5404 for
the particular transier, which may be used by transaction
protection subsystem 481 to update 1ts fraud data for the
transier (e.g., to update fraud data stored against MAN-
DATE-ID at entry 483a (e.g., to indicate whether or not that
transier ended up being approved or rejected, etc.), which
may then be used at another 1teration of operation 541 when
analyzing the fraud risk of a later transier that may be

associated with the same MANDATE-ID). Additionally or
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alternatively, at least a portion of such transfer status data
and/or at least a portion of any other data indicative of any
features of the transtfer may be stored at transaction protec-
tion subsystem 481 for use in memorializing a transfer in
one or more suitable ways. For example, credential protec-
tion subsystem 491 may be operative to generate a unique
transier identifier (e.g., any suitable UUID) that may be
unique to a transier being handled by AE subsystem 400
(e.g., such a transfer identifier may be uniquely generated by
AE subsystem 400 at the outset of or at any other moment
during the transfer process (e.g., at operation 338, 539,
and/or at any other suitable moment during the handling of
a particular transfer), and such a transfer identifier
(“TRANSFER-ID”) may then be used at operation 561 to
generate two new distinct transaction identifiers (1.e., a send
transaction 1denftifier and a receive transaction identifier).
Each one of a send transaction identifier (“SENDX-IID"") and
a recerve transaction i1dentifier (“RECVX-ID”) may be gen-
erated for the particular transfer 1n any suitable manner. For
example, a send transaction identifier may be any suitable
hash (e.g., using any suitable hash function) of (1) the
transier identifier for the current transfer and (1) a send
transaction salt (e.g., random data), while a receive trans-
action identifier may be any suitable hash (e.g., using any
suitable hash function) of (1) the transier identifier for the
current transfer and (11) a receive transaction salt (e.g.,
random data), where the send transaction salt and the receive
transaction salt may be generated in the same manner or in
different manners, while the send transaction salt and the
receive transaction salt may difler from one another to
decouple the sender side transaction information from the
receiver side transaction information for a particular trans-
action. Although the same send transaction salt may be used
for all transactions for all users and/or the same receive
transaction salt may be used for all transactions for all users,
the send transaction salt may differ from the receive trans-
action salt such that the sender side transaction information
may be decoupled from the receiver side transaction infor-
mation for a particular transaction, which may enable sepa-
rate transaction scoring for a sender and for a recerver. Then,
any suitable send transaction data (e.g., data 562d-s) of the
current transfer may be communicated in association with
the SENDX-ID of the current transfer as at least a portion of
transaction fraud data 562d to transaction protection sub-
system 481 at operation 3562, which may then be stored
against each other at transaction protection subsystem 481 at
operation 363 (e.g., 1n entry 4835 of table 483), while any
suitable receive transaction data (e.g., data 562d-r) of the
current transifer may be communicated in association with
the RECVX-ID of the current transfer as at least a portion of
transaction fraud data 562d to transaction protection sub-
system 481 at operation 562, which may then be stored
against each other at transaction protection subsystem 481 at
operation 363 (e.g., 1n entry 483c¢ of table 483). Such send
transaction data 562d-s may be any suitable data associated
with the current transier, including, but not limited to, any
suitable sender identifiers (e.g., Ul-ID, ED1-1D, etc.), any
suitable sender PII (e.g., location of sender device during
transaction, country associated with sender device, etc.), any
suitable sender features, any suitable receiver features, any
suitable receiver aggregates, the amount of the transter (e.g.,
$50), a date/timestamp of the transfer (e.g., the time stamp
of operation 562), any bank response data, any identifier of
the sender 1ssuing subsystem, any suitable 1dentifier of the
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sender fund account, any identifier of the receiver 1ssuing
subsystem, and suitable fraud risk result data 5424, and/or
the like. Such recerve transaction data 5624-» may be any
suitable data associated with the current transier, including,
but not limited to, any suitable receiver identifiers (e.g.,
social token L'T-2), any suitable receiver PII (e.g., location of
receiver device during transaction, country associated with
receiver device, identifier of receiver device, etc.), any
suitable recerver features, any suitable sender features, any
suitable sender aggregates, the amount of the transter (e.g.,
$50), a date/timestamp of the transfer (e.g., the time stamp
of operation 562), any bank response data, any identifier of
the sender 1ssuing subsystem, any i1dentifier of the receiver
1ssuing subsystem, any suitable identifier of the receiver
fund account, and suitable fraud risk result data 5424, and/or
the like. The transfer identifier of the current transaction may
or may not be stored or otherwise maintained by credential
protection subsystem 491 and/or by any other portion of AE
subsystem 400. The transfer identifier for the transfer may
also be stored against the mandate 1dentifier and/or the fraud
request data (e.g., 1n entry 483a) at operation 541 or other-
wise. Alternatively, the transfer identifier may not be

retained by transaction protection subsystem 481 so as to
prevent any data linking the identity of a sender to the
identity of a recerver from being available to transaction
protection subsystem 481 particularly and/or to AE subsys-
tem 400 more generally.

[0077] Theretfore, while AE subsystem 400 (e.g., transac-
tion protection subsystem 481) may be operative to store
certain data about a particular transfer transaction, no stored
data about a transaction may be operative to link a particular
sender to a particular receiver. For example, neither the
mandate 1dentifier MANDATE-ID nor fraud request data
540d of entry 483a of table 483 for a particular transier may
include data operative to be used to link the identity of the
particular sender to the particular receiver of the transier. As
another example, neither the send transaction identifier
SENDX-ID nor send transaction fraud data 562d-s of entry
48356 of table 483 for a particular transifer may include data
operative to be used to link the identity of the particular
sender to the particular receiver of the transfer. As yet
another example, neither the receive transaction identifier
RECVX-ID nor receive transaction fraud data 562d-r of
entry 483c¢ of table 483 for a particular transier may include
data operative to be used to link the 1dentity of the particular
sender to the particular receiver of the transfer. However,
such stored transfer transaction data may be retained for use
in making any suitable fraud risk determination for future
transier transactions (e.g., at a later iteration of operation
541) and/or for use in making any other suitable determi-
nations, including, but not limited to, maintaining a graph to
catch and shut down fraud rings without invading privacy of
users, determining how much money 1s being moved
through the network during any suitable periods of time,
determining how many unique sets of transaction parties
have had transfers {facilitated, and/or the like without
enabling any data available to transaction protection sub-
system 481 (e.g., any data in table 483) to be used to answer
specific questions about specific users (e.g., specific users
and/or specific devices of AE subsystem 400 and/or specific
accounts of CI subsystem 300). Therefore, the sender side
transaction information may be decoupled from, or not
coupled to, the receiver side transaction information for a
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particular transaction, which may enable separate transac-
tion scoring for a sender and for a receiver.

[0078] While a specific funding account of a particular
issuing subsystem may only be associated with a single
specific account token and a single specific receive token,
such a funding account may be associated with two or more
unique send tokens, such that the specific funding account
may be utilized by two or more diflerent user devices, where
cach user device may have provisioned thereon a respective
one of the unique send tokens associated with that funding
account. For example, although not shown in FIG. 1 and/or
FIG. S, system 1 may include a third user device that may
be under the control of user Ul similarly to first device 100
(e.g., first device 100 may be user Ul’s personal portable
device and the third device may be user Ul’s desktop
device), and user Ul may provision one or more payment
credentials on that third device, where that third device may
be associated with user U1 and any suitable registration data
registered with AE subsystem 400 (e.g., a third unique
clectronic device 1dentifier ED3-1D that may be used simi-
larly to but have a different value than first unique electronic
device 1dentifier ED1-ID of device 100, a third social token
['I-3 that may be used similarly to but have a different value
than first social token L'T-1 of device 100) that may be linked
in table entry 473c¢ of table 473 with user U1’s account at AE
subsystem 400, and that third device may receive and store
the same device transfer identifier FX1-ID as first device
100 (e.g., a device transier 1dentifier FX-ID may be shared
across multiple devices that are registered with the same
user 1dentifier U-ID at AE subsystem 400) or the third device
may generate and store its own unique device transier
identifier (e.g., device transier identifier FX3-ID). In some
embodiments, a credential provisioned on the third device
may be associated with the same funding account that 1s
associated with a payment credential provisioned on device
100 (e.g., user Ul would like to have a credential associated
with a specific credit card account provisioned on each one
of first device 100 and the third device). As a particular
example, user Ul may also provision a payment credential
that 1s associated with the funding account for account token
AT-1a (e.g., as described with respect to provisioning send
token ST-1 on first device 100 at operations 504-518) on the
third device. For example, although not shown i FIG. §,
process 500 may include an 1teration of operations similar to
operations 504-516 that may provision such a payment
credential on such a third device and that may include

various ones of AT-1a, ST-3a, RT-1a, PID-3a, U1-1D, ED3-
ID, LT-3, BID-1, and/or the like being generated and/or
stored 1n one or more of an entry of storage of the third
device, entry 493¢ of table 493, entry 3934 of table 393, and
entry 395¢ of table 395, where send token ST-3a may be
used similarly to but have a different value than first send
token ST-1a, unique user credential identifier PID-3a may
be used similarly to but have a different value than first
umque user credential identifier PID-1a. Therefore, as
shown 1n FIGS. 4C, 4D, 4F, and 4H, first account token
AT-1a of a particular funding account may be linked at
1ssuing subsystem 391 (e.g., at table 393) to only one unique
receive token RT-1q, but such first account token Al-1la
and/or such unique receive token RT-1a may be linked at
issuing subsystem 391 (e.g., at table 393) to each one of
unique send token ST-1 (e.g., as may be provisioned on first
device 100) and unique send token ST-3 (e.g., as may be
provisioned on the third device), while such unique receive
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token RT-1a may be linked at network table 395 to each one
of unique social token ST-1 of device 100 and social token
ST-3 of the third device, while such umique receive token
RT-1a may be linked at credential protection subsystem 493
(c.g., at table 493) to Ul-ID as well as to each one of
ED1-1D, ED3-ID, PID-1a, and PID-3a, and while Ul-ID
may be linked at device protection subsystem 471 (e.g., at
table 473) to each one of LT-1 and LI-3. Therefore, the third
device may be used similarly to first device 100 to 1mitiate
the transier of funds from the funding account associated
with account token AT-1a to another funding account, and/or
that funding account associated with account token Al-1a
may be used to receive funds from another funding account
during a transfer of funds identified to be received by a

receiver associated with either social token L'T-1 of device
100 and/or with social token ['T-3 of the third device.

[0079] It 1s understood that the operations shown 1n pro-
cess 500 of FIG. 5§ are only illustrative and that existing
operations may be modified or omitted, additional opera-
tions may be added, and the order of certain operations may
be altered. Further, in some implementations, two or more
operations may occur 1n parallel or 1n a different sequence
than described. It 1s to be understood that references to first
user Ul and second user U2 may be made for reasons of
clarity and not of limitation. For example, 1n some embodi-
ments, user Ul and user U2 may be the same user using both
first device 100 and second device 200 (e.g., to associate one
account of that user with device 100 and generate transac-
tion credential data with device 100 for use in funding
another account of that user that may be associated with a
credential on device 200). Additionally or alternatively, it 1s
to be understood that references to first device 100 and
second device 200 may be made for reasons of clanity and
not of limitation. For example, 1n some embodiments, first
device 100 and second device 200 may be the same device
(e.g., where a first credential associated with a first account
may be provisioned on that device and may be used to
generate transaction credential data with device 100 for use
in funding another account associated with a second cre-
dential that 1s also provisioned on that same device). A
unique receive token RT, as associated by CI subsystem 300
with a particular account token AT of a funding account, may
only be known to (e.g., available at) CI subsystem 300 and
AE subsystem 400, and not to any user device, such as
device 100 and device 200. A receive token 1s not needed to
be known by any user or used by any user device 1n order
to carry out a transaction. Instead, a social token may be
used by a sender user, and such a social token may be used
by AE subsystem 400 and/or CI subsystem 300 to identify
an appropriate receive token that may then be used by CI
subsystem 300 to identify an appropriate account token for
funding an associated funding account. CI subsystem 300
may be configured to carry out a transaction in response to
receiving a receive token only from AE subsystem 400 (e.g.,
as encrypted or otherwise authenticated using a shared secret
of CI subsystem 300 and AE subsystem 400) or, in some
embodiments, from network table 395 of CI subsystem 300,
but not from an other entity, such as a user device. Therelore,
a receive token may only be used by CI subsystem 300 to
identily an appropriate fund account to receive funds, such
that a receive token may not be useful to any other entity
(e.g., an attacker or spooier or other potential bad actor). A
sender user may be enabled at a sender user device (e.g.,
device 100) to send funds from an account associated with
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the sender user to an account associated with a receiver user
by only identifying a social token of the receiver and without
registering with or even realizing it may be using a specific
fund facilitation service. Instead, as one example, a sender
user may interact with a messaging communication appli-
cation on the sender user’s device (e.g., an instant messaging
software application, such as Messages by Apple Inc.) by
merely selecting a particular receiver user to communicate
with (e.g., by selecting an approprate receiver social token,
such as telephone number or e-mail address) and by entering,
any suitable communication message (€.g., text and/or emo-
11s and/or the like) to be communicated to that particular user
receiver along with any suitable fund amount (e.g., $50). A
default send token may be utilized by the sender user’s
device (e.g., 1n response to some user authentication event)
and communicated with the suitable communication mes-
sage from the sender user’s device for the benefit of the
particular receiver i1dentified by the elected receiver social
token. The sender user need not be aware of any receive
token or any receiver bank information, as the messaging
communication application and AE subsystem 400 and CI
subsystem 300 may handle the facilitation of the fund
transier and the communication of the communication mes-
sage to the receiver user transparent to the sender user.

Further Description of FIGS. 1-5

[0080] One, some, or all of the processes described with
respect to FIGS. 1-5 may each be implemented by software,
but may also be implemented in hardware, firmware, or any
combination of software, hardware, and firmware. Instruc-
tions for performing these processes may also be embodied
as machine- or computer-readable code recorded on a
machine- or computer-readable medium. In some embodi-
ments, the computer-readable medium may be a non-tran-
sitory computer-readable medium. Examples of such a non-
transitory computer-readable medium include but are not
limited to a read-only memory, a random-access memory, a
flash memory, a CD-ROM, a DVD, a magnetic tape, a
removable memory card, and a data storage device (e.g.,
memory 104 and/or memory module 150 of FIG. 2). In other
embodiments, the computer-readable medium may be a
transitory computer-readable medium. In such embodi-
ments, the transitory computer-readable medium can be
distributed over network-coupled computer systems so that
the computer-readable code 1s stored and executed 1n a
distributed fashion. For example, such a transitory com-
puter-readable medium may be communicated from one
clectronic device or subsystem to another electronic device
or subsystem using any suitable communications protocol
(e.g., the computer-readable medium may be communicated
to electronic device 100 via commumnications component 106
(e.g., as at least a portion of an application 103 and/or as at
least a portion of an application 113 and/or as at least a
portion of an application 143)). Such a transitory computer-
readable medium may embody computer-readable code,
instructions, data structures, program modules, or other data
in a modulated data signal, such as a carrier wave or other
transport mechanism, and may include any information
delivery media. A modulated data signal may be a signal that
has one or more of its characteristics set or changed 1n such
a manner as to encode information in the signal.

[0081] It 1s to be understood that any, each, or at least one
module or component or subsystem of system 1 may be
provided as a software construct, firmware construct, one or
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more hardware components, or a combination thereof. For
example, any, each, or at least one module or component or
subsystem of system 1 may be described 1in the general
context of computer-executable instructions, such as pro-
gram modules, that may be executed by one or more
computers or other devices. Generally, a program module
may include one or more routines, programs, objects, com-
ponents, and/or data structures that may perform one or
more particular tasks or that may implement one or more
particular abstract data types. It 1s also to be understood that
the number, configuration, functionality, and interconnec-
tion of the modules and components and subsystems of
system 1 are only 1llustrative, and that the number, configu-
ration, functionality, and interconnection of existing mod-
ules, components, and/or subsystems may be modified or
omitted, additional modules, components, and/or subsys-
tems may be added, and the interconnection of certain
modules, components, and/or subsystems may be altered.

[0082] At least a portion of one or more of the modules or
components or subsystems of system 1 may be stored 1n or
otherwise accessible to an entity of system 1 1n any suitable
manner (e.g., in memory 104 of device 100 (e.g., as at least
a portion of an application 103 and/or as at least a portion of
an application 113 and/or as at least a portion of an appli-
cation 143)). For example, any or each module of NFC
component 120 may be implemented using any suitable
technologies (e.g., as one or more integrated circuit devices),
and different modules may or may not be identical in
structure, capabilities, and operation. Any or all of the
modules or other components of system 1 may be mounted
on an expansion card, mounted directly on a system moth-
erboard, or integrated into a system chipset component (e.g.,
into a “north bridge™ chip).

[0083] Any or each module or component of system 1
(e.g., any or each module of NFC component 120 and/or any
or each module of an NFC component of device 200) may
be a dedicated system implemented using one or more
expansion cards adapted for various bus standards. For
example, all of the modules may be mounted on different
interconnected expansion cards or all of the modules may be
mounted on one expansion card. With respect to NFC
component 120, by way of example only, the modules of
NFC component 120 may interface with a motherboard or
processor 102 of device 100 through an expansion slot (e.g.,
a peripheral component mterconnect (“PCI”) slot or a PCI
express slot). Alternatively, NFC component 120 need not
be removable but may include one or more dedicated
modules that may include memory (e.g., RAM) dedicated to
the utilization of the module. In other embodiments, NFC
component 120 may be integrated into device 100. For
example, a module of NFC component 120 may utilize a
portion of device memory 104 of device 100. Any or each
module or component of system 1 (e.g., any or each module
of NFC component 120) may include 1ts own processing
circuitry and/or memory. Alternatively, any or each module
or component of system 1 (e.g., any or each module of NFC
component 120) may share processing circuitry and/or
memory with any other module of NFC component 120
and/or processor 102 and/or memory 104 of device 100.

[0084] The present disclosure recognizes that the use of
such personal immformation data, 1n the present technology,
such as current location of device 100 and/or device 200, can
be used to the benefit of users. For example, the personal
information data can be used to provide better security and
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risk assessment for a financial transaction being conducted.
Accordingly, use of such personal information data enables
calculated security of a financial transaction. Further, other
uses for personal information data that benefit the user are
also contemplated by the present disclosure.

[0085] The present disclosure further contemplates that
the entities responsible for the collection, analysis, disclo-
sure, transier, storage, or other use of such personal infor-
mation data will comply with well-established privacy poli-
cies and/or privacy practices. In particular, such entities
should implement and consistently use privacy policies and
practices that are generally recognized as meeting or exceed-
ing industry or governmental requirements for maintaining
personal information data private and secure. For example,
personal 1nformation from users should be collected for
legitimate and reasonable uses of the entity and not shared
or sold outside of those legitimate uses. Further, such
collection should occur only after recerving the informed
consent of the users. Additionally, such entities would take
any needed steps or conduct certain operations for safe-
guarding and securing access to such personal information
data and ensuring that others with access to the personal
information data adhere to their privacy policies and proce-
dures. Further, such entities can subject themselves to evalu-
ation by third parties to certily their adherence to widely
accepted privacy policies and practices.

[0086] Despite the foregoing, the present disclosure also
contemplates embodiments 1n which users selectively block
the use of, or access to, personal imnformation data. That 1s,
the present disclosure contemplates that hardware and/or
soltware elements can be provided to prevent or block
access to such personal information data. For example, 1n
the case of financial transaction services, the present tech-
nology can be configured to allow users to select to “opt 1n”
or “opt out” of participation in the collection of personal
information data during registration for such services. In
another example, users can select not to provide location
information for financial transaction services. In yet another
example, users can select to not provide precise location
information, but permit the transfer of location zone infor-
mation.

[0087] Therefore, although the present disclosure broadly
covers use of personal information data to implement one or
more various disclosed embodiments, the present disclosure
also contemplates that the various embodiments can also be
implemented without the need for accessing such personal
information data. That 1s, the various embodiments of the
present technology are not rendered moperable due to the
lack of all or a portion of such personal information data. For
example, financial transaction services can be provided by
inferring preferences or situations based on non-personal
information data or a bare mimmum amount of personal
information, such as the financial transaction being con-
ducted by the device associated with a user, other non-
personal information available to the financial transaction
services, or publicly available information.

FURTHER APPLICATIONS OF DESCRIBED
CONCEPTS

[0088] While there have been described systems, methods,
and computer-readable media for facilitating a fund transfer
between user accounts, 1t 1s to be understood that many
changes may be made therein without departing {from the
spirit and scope of the subject matter described herein 1n any
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way. Insubstantial changes from the claimed subject matter
as viewed by a person with ordinary skill in the art, now
known or later devised, are expressly contemplated as being,
equivalently within the scope of the claims. Therefore,
obvious substitutions now or later known to one with
ordinary skill 1n the art are defined to be within the scope of
the defined elements.

[0089] Theretfore, those skilled 1n the art will appreciate
that the invention can be practiced by other than the
described embodiments, which are presented for purposes of
illustration rather than of limitation.

What i1s claimed 1s:

1. A method for facilitating a transfer of funds between a
first fund account of a credential i1ssuer subsystem and a
second fund account of the credential 1ssuer subsystem using
a first end-user host electronic device and a second end-user
host electronic device and an administration entity subsys-
tem, wherein the first fund account 1s linked to a first send
token and a first receive token at the credential issuer
subsystem, wherein the second fund account 1s linked to a
second send token and a second receive token at the cre-
dential i1ssuer subsystem, wherein the first end-user host
clectronic device 1s associated with a first social token at the
administration entity subsystem, and wherein the second
end-user host electronic device 1s associated with a second
social token at the administration entity subsystem, the
method comprising:

when a first user transaction credential associated with the

first fund account 1s requested for use on the first

end-user host electronic device:

linking, by the administration entity subsystem, the first
receive token to the first social token; and

facilitating, by the administration entity subsystem, the
provisioning of the first send token on to the first
end-user host electronic device;

when a second user transaction credential associated with

the second fund account i1s requested for use on the

second end-user host electronic device:

linking, by the administration enftity subsystem, the
second receive token to the second social token; and

facilitating, by the administration entity subsystem, the
provisioning of the second send token on to the
second end-user host electronic device; and

when the transfer of funds 1s requested:

receiving, by the administration entity subsystem, from
the first end-user host electronic device, device trans-
fer funds request data that comprises:
device payment credential data comprising the first
send token; and
the second social token;

identifying, by the admimistration entity subsystem, the
second receive token as linked to the second social
token of the recerved device transier funds request
data; and

communicating, by the administration entity subsys-
tem, to the credential 1ssuer subsystem, administra-
tion entity transier funds request data that comprises:

the 1dentified second receive token; and

the first send token of the received device transier
funds request data.

2. The method of claim 1, further comprising registering,
by the administration entity subsystem, the second end-user
host electronic device, wherein the registering comprises
storing, by the administration entity subsystem, the second
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social token against a registration identifier of the second
end-user host electronic device.

3. The method of claim 2, wherein the linking the second
receive token to the second social token comprises:

after the registering, receiving, by the administration

entity subsystem, from the credential 1ssuer subsystem,
the second receive token; and

storing, by the admimstration entity subsystem, the

received second receive token against the second social
token and against the registration identifier.

4. The method of claim 1, wherein the linking the second
receive token to the second social token comprises:

recerving, by the admimstration entity subsystem, from

the credential issuer subsystem, the second receive
token; and

storing, by the admimstration entity subsystem, the

received second receive token against the second social
token.

5. The method of claim 1, wherein, after the communi-
cating, the administration entity subsystem does not com-
prise any link between the first send token and the second
social token.

6. The method of claam 1, wherein, after the communi-
cating, the administration entity subsystem does not com-
prise any link between the first send token and the second
receive token.

7. The method of claim 1, wherein, alter the communi-
cating, the administration entity subsystem does not com-
prise any link between the first end-user host electronic
device and the second end-user host electronic device.

8. The method of claim 1, wherein neither one of the first
end-user host electronic device and the second end-user host
clectronic device 1s operative to receive or store or send any
one of the first receive token and the second receive token.

9. The method of claim 1, wherein:

the administration entity subsystem comprises a device
protection server and a credential protection server;

the method turther comprises registering the second end-
user host electronic device with the administration
entity subsystem;

the registering comprises storing, by the device protection
server, the second social token against a registration
identifier of the second end-user host electronic device;
and

the linking the second receive token to the second social
token comprises, after the registering, storing, by the
credential protection server, the second receive token
against the registration 1dentifier.

10. The method of claim 9, wherein:

the recerving the device transier funds request data com-
prises receiving, by the device protection server, from
the first end-user host electronic device, the device
transier funds request data; and
the 1dentifying the second receive token as linked to the
second social token of the received device transfer
funds request data comprises:
identifying, by the device protection server, the regis-
tration 1dentifier as stored against the second social
token of the recerved device transfer funds request
data;
communicating, by the device protection server, to the
credential protection server, updated device transfer
funds request data that comprises the 1dentified reg-
1stration 1dentifier; and
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identifying, by the credential protection server, the
second receive token as stored against the 1dentified
registration 1dentifier of the updated device transfer
funds request data.

11. The method of claim 1, wherein:

a third fund account 1s linked to a third send token and a
third receive token at the credential 1ssuer subsystem;

when a third user transaction credential associated with
the third fund account i1s requested for use on the
second end-user host electronic device, the method
further comprises:

linking, by the admuinistration entity subsystem, the
third receive token to the second social token; and

facilitating, by the administration entity subsystem, the
provisioning of the third send token on to the second
end-user host electronic device; and

when the transfer of funds 1s requested:
the 1dentifying comprises identifying, by the adminis-
tration entity subsystem, each one of the second
recetve token and the third recerve token as linked to

the second social token of the received device trans-
fer funds request data;

the method further comprises, after the identifying but
before the communicating, defimng, by the admin-
istration entity subsystem, the administration entity
transier funds request data to comprise the identified
second receive token but not the identified third
recelve token; and

the communicating comprises communicating, by the
administration entity subsystem, to the credential
1ssuer subsystem, the defined administration entity
transter funds request data.

12. The method of claim 11, wherein the defining com-
prises determiming, by the administration entity subsystem,
using a pre-defined rule, to select the identified second
receive token but not the identified third receive token for
inclusion in the definition of the administration entity trans-
fer funds request data.

13. The method of claim 11, wherein:

the linking the first receive token to the first social token
comprises linking, by the administration entity subsys-
tem, the first receive token to the first social token and
to a first credential 1dentifier;

the linking the second receive token to the second social
token comprises linking, by the administration entity
subsystem, the second receive token to the second
social token and to a second credential 1dentifier:;

the linking the third receive token to the second social
token comprises linking, by the administration entity

subsystem, the third receive token to the second social
token and to a third credential identifier; and

the defining comprises determining, by the administration
entity subsystem, to select the identified second receive
token but not the identified third receive token for
inclusion 1n the definition of the administration entity
transier Tunds request data by:

sending, by the administration entity subsystem, to the
second end-user host electronic device, a request for
selection of one of a first option defined by the
second credential i1dentifier or a second option
defined by the third credential identifier; and
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in response to the sending, receiving, by the adminis-
tration entity subsystem, from the second end-user
host electronic device, a response 1ndicating a selec-
tion of the first option.

14. The method of claim 1, wherein, after the receiving
but prior to the identifying, the method further comprises:

determiming, by the administration entity subsystem, that
the second social token of the recerved device transier
funds request data 1s not currently linked to any receive
token; and

in response to the determining, sending, by the adminis-
tration enftity subsystem, to the second end-user host
clectronic device, a prompt for the second end-user
host electronic device to request use of the second user
transaction credential on the second end-user host
clectronic device.

15. The method of claim 14, wherein, when the second
user transaction credential 1s requested for use on the second
end-user host electronic device, the method further com-
prises, prior to the linking the second receive token to the
second social token and prior to the facilitating the provi-
sioning of the second send token on to the second end-user
host electronic device, the method 1further comprises
instructing, by the administration entity subsystem, the
credential 1ssuer subsystem to create the second fund
account as a new stored-value account.

16. The method of claim 1, wheremn the receirving the
device transfer funds request data comprises receiving, by
the administration entity subsystem, from the first end-user
host electronic device, the device transier funds request data
as a portion of a messaging communication generated by an
instant messaging application running on the first end-user
host electronic device.

17. A method for facilitating a transier of funds between
a first fund account of a credential issuer subsystem and a
second fund account of the credential issuer subsystem using,
a first end-user host electronic device and a second end-user
host electronic device and an administration entity subsys-
tem, the method comprising:

when a first user transaction credential associated with the
first fund account 1s requested for use on the first
end-user host electronic device:

linking, by the credential issuer subsystem, a {first
receive token and a first send token to a first account
token that 1s uniquely associated with the first fund
account;

communicating, by the credential issuer subsystem, to
the administration entity subsystem, the first receive
token; and

provisioning, by the credential 1ssuer subsystem, on to
the first end-user host electronic device, the first send
token;

when a second user transaction credential associated with
the second fund account 1s requested for use on the
second end-user host electronic device:

linking, by the credential 1ssuer subsystem, a second
receive token and a second send token to a second
account token that 1s uniquely associated with the
second fund account;

communicating, by the credential issuer subsystem, to
the administration entity subsystem, the second
recetve token; and
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provisioning, by the credential 1ssuer subsystem, on to
the second end-user host electronic device, the sec-
ond send token; and
when the transier of funds 1s requested:

receiving, by the credential 1ssuer subsystem, from the
administration entity subsystem, an administration
entity transfer funds request that comprises:
device payment credential data comprising the first
send token;

a fund amount; and
the second receive token;

validating, by the credential 1ssuer subsystem, the first
send token of the device payment credential data of
the administration entity transier funds request; and

in response to the validating, communicating, by the
credential 1ssuer subsystem, the fund amount of
funds, from the first fund account as linked to the
validated first send token, to the second fund account
as linked to the second receive token of the admin-
istration enfity transier funds request.

18. A method for facilitating a transfer of funds between
a 1irst fund account of a credential 1ssuer subsystem and a
second fund account of the credential 1ssuer subsystem using
a first end-user host electronic device and a second end-user
host electronic device and an administration entity subsys-
tem, wherein the first fund account 1s linked to a first send
token and a first receive token at the credential issuer

subsystem, wherein the second fund account 1s linked to a
second send token and a second receive token at the cre-
dential 1ssuer subsystem, wherein the first end-user host
clectronic device 1s associated with a first social token at the
administration entity subsystem, wherein the second end-
user host electronic device 1s associated with a second social
token at the administration entity subsystem, wherein the
first end-user host electronic device comprises a first user
identifier and the first send token, and wherein the second
end-user host electronic device comprises a second user
identifier and the second send token, the method comprising:

receiving, by the administration entity subsystem, from
the first end-user host electronic device, a device trans-
fer funds request that comprises:

device payment credential data comprising the {first
send token;

a fund amount;
the second social token; and

a mandate key that comprises a hash of the first user
identifier and of the second social token;

determining, by the administration enfity subsystem, a
mandate 1dentifier that comprises a hash of the mandate
key and of the first user 1dentifier and of the second user
identifier; and

calculating, by the administration entity subsystem, a
fraud risk of the device transfer funds request using the
determined mandate 1dentifier.

19. The method of claim 18, further comprising, storing,
by the administration entity subsystem, the determined
mandate 1dentifier against fraud request data for the device
transier funds request, wherein the fraud request data com-
prises at least one of:

the fund amount;
the time at which the determining occurred; or

a location of the first end-user host electronic device
during the receiving.
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20. The method of claim 18, further comprising;
after the calculating, 1dentifying, by the administration

entity subsystem, the second receive token using the
second social token of the device transfer funds

request;

sending, by the administration entity subsystem, to the
credential 1ssuer subsystem, an administration entity
transier Tunds request that comprises:

the device payment credential data comprising the first
send token:

the fund amount; and
the second receive token; and

in response to the sending, receiving, by the administra-
tion entity subsystem, from the credential issuer sub-
system, a status of the administration entity transier
funds request.

21. The method of claim 20, further comprising, storing,
by the administration entity subsystem, the determined
mandate 1dentifier against fraud request data for the device
transier funds request, wherein the fraud request data com-
prises the recerved status of the administration entity transier
funds request.

22. The method of claim 20, further comprising;

accessing, by the administration entity subsystem, a
unique transier identifier for the device transier funds
request;

generating, by the administration entity subsystem, a send
transaction 1dentifier that comprises a hash of the
unique transier identifier and a send transaction salt;
and

storing, by the administration entity subsystem, the gen-
erated send transaction identifier against send transac-
tion data for the device transier funds request, wherein
the send transaction data comprises at least one of:

the fund amount;

the time at which the determining occurred;

a location of the first end-user host electronic device
during the receiving;

the calculated fraud risk;

the received status of the administration entity transier
funds request; or

the first user identifier.
23. The method of claim 20, further comprising;

accessing, by the administration entity subsystem, a
unique transier identifier for the device transfer funds
request;

generating, by the administration entity subsystem, a
receive transaction i1dentifier that comprises a hash of
the unique transfer 1dentifier and a receive transaction
salt; and

storing, by the administration entity subsystem, the gen-
crated receive transaction identifier against receive
transaction data for the device transier funds request,
wherein the receive transaction data comprises at least
one of:

the fund amount;
the time at which the determining occurred;
the calculated fraud risk;:

the received status of the administration entity transier
funds request;

the second user identifier; or
the second social token.
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24. The method of claim 23, further comprising:

generating, by the administration entity subsystem, a send
transaction 1dentifier that comprises a hash of the
umque transier identifier and a send transaction salt;
and

storing, by the administration entity subsystem, the gen-
crated send transaction identifier against send transac-
tion data for the device transier funds request, wherein
the send transaction data comprises at least one of:

the fund amount;
the time at which the determining occurred;

a location of the first end-user host electronic device
during the receiving;
the calculated fraud risk;

the received status of the administration entity transfer
funds request; or

the first user 1dentifier.

25. The method of claim 24, wherein the send transaction
salt 1s different than the receive transaction salt.

26. A method for facilitating a transier of funds between
a first fund account of a first credential 1ssuing subsystem
and a second fund account of a second credential 1ssuing
subsystem using a {first electronic device and a second
clectronic device and an admimstration entity (“AE”) sub-
system, wherein the first fund account 1s linked to a first send
token and a first recerve token at the first credential 1ssuing,
subsystem, wherein the second fund account 1s linked to a
second send token and a second receive token at the second
credential 1ssuing subsystem, wherein the first electronic
device 1s associated with a first social token, and wherein the
second electronic device 1s associated with a second social
token, the method comprising:
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when the provisioning of a first device credential associ-
ated with the first fund account 1s requested on the first
clectronic device, using the AE subsystem to:
store, at the AE subsystem, the first receive token
against the first social token; and
provision lirst device credential data comprising the
first send token on the first electronic device;
when the provisioning of a second device credential
associated with the second fund account 1s requested on
the second electronic device, using the AE subsystem
to:
store, at the AE subsystem, the second receive token
against the second social token; and
provision second device credential data comprising the
second send token on the second electronic device;
and
when the transier of funds i1s mitiated by the first elec-
tronic device, using the AE subsystem to:
receive, at the AE subsystem from the first electronic
device, device transfer funds request data that com-
Prises:
device payment credential data comprising the first
send token; and
the second social token;
identify, at the AE subsystem, the second receive token
using the second social token of the device transfer

funds request data; and

communicate, from the AE subsystem to the first cre-
dential 1ssuing subsystem, AE transier funds request
data that comprises:

the 1dentified second receive token; and

the recerved device payment credential data com-
prising the first send token.
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