a9y United States

US 20180191758A1

12y Patent Application Publication o) Pub. No.: US 2018/0191758 Al

ABBASZADEH et al. 43) Pub. Date: Jul. 5, 2018
(54) CLUSTER-BASED DECISION BOUNDARIES (52) U.S. CL
FOR THREAT DETECTION IN INDUSTRIAL CPC ....... HO4L 63/1425 (2013.01); GOO6N 99/005
ASSET CONTROL SYSTEM (2013.01); HO4L 6371441 (2013.01)
(71) Applicant: General Electric Company, (57) ABSTRACT
Schenectady, NY (US) According to some embodiments, a threat detection model
(72) Inventors: Masoud ABBASZADEH. Clifton Park. creation computer may receive a series of monitoring node
NY (US): Codv Joe BUSHEY . Clifi values (representing normal and/or threatened operation of
N k(UNS)(j OS?IL(T' ¢ Kesh , HOH the industrial asset control system) and generate a set of
iy (US); Lali eIy normal feature vectors. The threat detection model creation
MESTHA, North Colonie, NY (US); . . .
: ) computer may i1dentify a first cluster and a second cluster 1n
Daniel Francis HOLZHAUER, Santa .
Clarit the set of feature vectors. The threat detection model cre-
arita (NY) ation computer may then automatically determine a plurality
ol cluster-based decision boundaries for a threat detection
(21) - Appl. No.: 15/397,062 model. For example, a {irst potential cluster-based decision
o boundary for the threat detection model may be automati-
(22)  Filed: Jan. 3, 2017 cally calculated based on the first cluster in the set of feature
Y : : vectors. Similarly, the threat detection model creation com-
Publication Classification . .
puter may also automatically calculate a second potential
(51) Int. CIL. cluster-based decision boundary for the threat detection
HO4L 29/06 (2006.01) model based on the second cluster in the set of feature
GO6N 99/00 (2006.01) vectors.

NORMAL SPACE
DATA SOURCE
410

THREATENED SPACE
DATA SOURCE

120

THREAT DETECTION MODEL
CREATION COMPUTER

140

\ 4
THREAT DETECTION COMPUTER
THREAT DETECTION —>
MODEL " 155 THREAT ALERT
150 5




US 2018/0191758 Al

Jul. 5, 2018 Sheet 1 of 18

Patent Application Publication

1441V 1Vd4H

3
Q

—~

/=

559b 93001

NOILOd1d4d LVdaHL V440
[ VAdHL

d341NdNOD NOILO414d LV4dHL

0ct 0bb
10dN0S VLV 10dN0S V.LV(Q
10VdS JdNdLvdd 10VdS 1VINJON




Patent Application Publication Jul. 5, 2018 Sheet 2 of 18 US 2018/0191758 Al

Receive, By A Threat Detect

Time Streams Of Monitor

ng Node Signal Val

ion Of The Industria

5210

on Computer Platform, A Plurality Of Real-

ues Over Time That

Represent A Current Operat

Asset Control System

5220

Generate Current Monitoring Node Feature Vector
For Each Stream Of Monitoring Node Signal Values

5230

Compare Each Current Feature Vector With A Corresponding Decision
Boundary For That Monitoring Node, The Decision Boundary Separating

Normal From Abnormal States For That Monitoring Node

5240

Automatically Transmit Threat Alert Signal

Based On Results Of The Comparisons

FIG. 2



US 2018/0191758 Al

Jul. 5, 2018 Sheet 3 of 18

Patent Application Publication

£ 94
omm../
NOILVOIZIINAAD - : 8PE SaIod IN3D o
JC0ON Q440VLLY s 5 . NEITSARG e Ad4NOOSI0 ddN LV
NOLLOY NOILYUOWNOOIV NOILVZINVOO | — — ! A \
d3T104INOD A2 e

sagvannog| |SARLIGOVTY 1743 0re

NOISIOIAO K AJVAONNOY | | VHAaHL TYWHON 09¢
eV NOISIOAC

NOIL0313a - | ESE INJWNOISSY | | FSE NOISIOAA |
ATWYWONY ©|  AdVUNNOY | ADTYWSON __

. 431810 | "
| ZG€ 300N ONIOLINOW HOV3 | 058 < B —
© | NONOILOWMIXIRUNLYAS | gL ° _,_
| _ - T ALIT3QI-HOIH
) A, ”
v1vQ 300N v1vQ 300N v1vQ 340N
YOLVYNLOY Y3 TIOYLNOD YOSNIS
8eE 753
SY0S$3I00Yd
SHOLYNLOY < 2SOINOYLOTTE K SYOSNAS [

HLIM Sad11041NOD

SWALSAS 1041NOD

00¢



Patent Application Publication Jul. 5, 2018 Sheet 4 of 18 US 2018/0191758 Al

COMPRESSOR DISCHARGE COMPRESSOR PRESSURE A COMPRESSOR INLET
PRESSURE TEMPERATURE
-~ .
/ 412\ \
/ \ \
/ \
= / / S \\
I
\ , /- 414 X \
\
\
\ 430
-
W1
GAS TURBINE EXHAUST

FUEL FLOW GENERATOR POWER TEMPERATURE

FIG. 4



Patent Application Publication Jul. 5, 2018 Sheet 5 of 18 US 2018/0191758 Al

COMPRESSOR DISCHARGE COMPRESSOR PRESSURE COMPRESSOR INLET
PRESSURE RATIO TEMPERATURE

GAS TURBINE EXHAUST

FUEL FLOW GENERATOR POWER TEMPERATURE

FIG. 5



Patent Application Publication Jul. 5, 2018 Sheet 6 of 18 US 2018/0191758 Al

COMPRESSOR DISCHARGE COMPRESSOR PRESSURE COMPRESSOR INLET
PRESSURE RATIO TEMPERATURE

GAS TURBINE EXHAUST

FUEL FLOW GENERATOR POWER TEMPERATURE

\ 642«-: ’
\ :

\ /

o VR

W2

W
FIG. 6



US 2018/0191758 Al

Jul. 5, 2018 Sheet 7 of 18

Patent Application Publication

ONINHVM
AOVLLY
a48A0

ONISSI00dd

NOISIOAU

SU0W ANIHANL SV dNal

Gl

ONISS300dd
1504

09.

S1dS
Q138 VIV V.1Vd MOVL1V/IVINHON

J0OW

(41304
ANIFHN L

ONISSID0Yd SV
JA0I

V1v({
LINN
ANIHEN1
SYO

Ov.
ONISSA00dd

0l

TYNOIS IAON NOILONN=

O}

ANIgaNL

ONIMOLINOW a3z wion | NOWLVZITVIWEON UVO']

v/n 00/

INNLY3A SYO
V1va LINN
WNOLLIQQY SHITIONINOD
aNY SQVOT LINA
INIENNL SYO




Patent Application Publication Jul. 5, 2018 Sheet 8 of 18 US 2018/0191758 Al

GENERATOR A GENERATOR B GENERATOR C

4 f : 810
b1 b 3 14...
51 820
So J
S3
Sy
830
- N - ——1/
FATURE ENGINE! FEATURE ENGINEERING
F SR+ FSet 840

I i R T
R = i R T

o o o [ [ o [ [ e [

860
- N INTERACTION FEATURES

ANOMALY DETECTION THREAT

ENGINE g7 ALERT

FIG. 8



Patent Application Publication Jul. 5, 2018 Sheet 9 of 18 US 2018/0191758 Al

Fxiracted Features

Cluster Data In Feature Space

S930

Normal And
Threatened Data

Normal Or
Threatened Data

Cluster Data

5940 S950

Two-Class, Supervised Learning One-Class, Semi-Supervised Learning

S960

Create Decision Boundaries

Cluster-Based Multiple Decision Boundaries

FIG. 9



Patent Application Publication Jul. 5, 2018 Sheet 10 of 18  US 2018/0191758 Al

® Cluster Two Centroid

X Cluster Two Data
@ Cluster One Centroid

3
(O
-
D
-
O
9
%
=
O

+ 1010
(ot
: ﬁ
+

FIG. 10

QN
=

1000
\



Patent Application Publication Jul. 5, 2018 Sheet 11 of 18  US 2018/0191758 Al

. o
5, e O
- ® =
S S D
pra < &,
€D D d)
o . S G
O O O
& s O
£ ) )
= = e
O O O

%
X
W1

X
X

%
FIG. 11

1100
\



Patent Application Publication Jul. 5, 2018 Sheet 12 of 18  US 2018/0191758 Al

+ Cluster Two Normal
@ Cluster Two Centroid

FIG. 12

+
_!_
T8

W2

1200
\‘



Patent Application Publication Jul. §5,2018 Sheet 13 of 18  US 2018/0191758 Al

51310

Observation

51320

Compute Distance To Cluster Centroids

Find The Nearest Cluster

51340

Select Appropriate Cluster-Based Decision
Boundary

51350

Perform Anomaly Decision

System Status

FIG. 13



Patent Application Publication Jul. 5, 2018 Sheet 14 of 18

COMMUNICATION
DEVICE

1420

THREAT DET
MODE

LOCAL
DATABASE

GLOBAL
DATABASE

MONITORING NOD

100

1600

<>

DATABASE

FIG. 14

>

1/00

OUTPUT

D

~VICE

US 2018/0191758 Al

1450




US 2018/0191758 Al

Jul. 5, 2018 Sheet 15 of 18

Patent Application Publication

SdldVANNOY ANV
S34dN1v44 1vOOT

ao

943

dI0d1N=

GL Old

90G) ¥0G| 20G)

| LN ad(41LN3d]

SN 10 [ ASSV TVIGLSNANI

/82



US 2018/0191758 Al

Jul. 5, 2018 Sheet 16 of 18

Patent Application Publication

8091

SdIdVANNOH ANV

Sdalnlvdd 1vdo 19

9/ 9iId

10~ Cl°0

G/'C 0G'}

GZ'0 GL0

9091
dI041NdD

70l 09

€0l 09

¢0l 09

10} 09

7091

d4141LN3d]

a415N0 Va0 19

100} VI

100} VI

100} VI

100} VI

¢09}

adldILNId]

1455V IVIaLSNAN]

v/oowv



US 2018/0191758 Al

Jul. 5, 2018 Sheet 17 of 18

Patent Application Publication

TVINHON

1VddH

TVINHON

TVINEON

A

11NSdd

L 9Ol

01/} 80L1 90/1

3141 LN
=T b HOLOIA

SAdN LV

06'} 1808’1 €L €60 6L) 2OV T GL}

VT SLV WL Cr 0 veL eSTL LV erl '89')

90°) ML YS0 ZE ) TEL 96°) T 961 0G)

121 €81 627} 9€') €81 0} '19'L '60'L el

SAM VA AON ONIJOLINOW

v/tooﬁ

¥00Z NI

£00C NI

2002 NI

1002 NI

¢OL}

d3141LNAd]

4CJON
ONIHOLINOW




8L 9l

LA

US 2018/0191758 Al

0&81 / 5 //

¥31SN19 1S3S019 3HL \
ONIZg SY a314ILNIAI €01-0 ¥ILSNTD el F A

¢

3dN LVd3dNA ]
1 INT "20SSdddNOD \/

Jul. 5, 2018 Sheet 18 of 18

S31aVANNOE NOISIO4d d35vE-d415N 10
NOILO310dd WLSAS T04LNOD 1355V 1TVIdLSNANI

1104108d WALSAS TOHLINOO 1456V 1V LSAUNI

....................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................

zo_.rom_.roma s_m._.w>m ._OE.ZOO ._.www( .E‘E.rw:m_z_

V/ 0081

P " o i "

Patent Application Publication



US 2018/0191758 Al

CLUSTER-BASED DECISION BOUNDARIES
FOR THREAT DETECTION IN INDUSTRIAL
ASSET CONTROL SYSTEM

BACKGROUND

[0001] Industnial asset control systems that operate physi-
cal systems (e.g., associated with power turbines, jet
engines, locomotives, autonomous vehicles, etc.) are
increasingly connected to the Internet. As a result, these
control systems may be vulnerable to threats, such as
cyber-attacks (e.g., associated with a computer virus, mali-
cious soltware, etc.), that could disrupt electric power gen-
eration and distribution, damage engines, intlict vehicle
malfunctions, etc. Current methods primarily consider threat
detection 1n Information Technology (“I'T,” such as, com-
puters that store, retrieve, transmit, manipulate data) and
Operation Technology (“OT,” such as direct monitoring
devices and communication bus interfaces). Cyber-threats
can still penetrate through these protection layers and reach
the physical “domain™ as seen 1 2010 with the Stuxnet
attack. Such attacks can dimimish the performance of a
control system and may cause a total shut down or even
catastrophic damage to a plant. Currently, Fault Detection
Isolation and Accommodation (“FDIA™) approaches only
analyze sensor data, but a threat might occur 1n connection
with other types of threat monitoring nodes. Also note that
FDIA 1s limited only to naturally occurring faults in one
sensor at a time. FDIA systems do not address multiple
simultaneously occurring faults as 1n the case of malicious
attacks. Moreover, industrial assets may operate in various
states (e.g. associated with different Mega Watt (“MW”)
levels, temperatures, etc.) and diflerent states might exhibit
different normal operating characteristics. As a result, cre-
ation of a suitable threat detection system can be diflicult—
especially when a substantial number of monitoring nodes of
different types are evaluated and states of operation need to
be considered. It would therefore be desirable to facilitate
creation of a suitable threat detection system to protect an
industrial asset control system from cyber threats in an
automatic and accurate manner.

SUMMARY

[0002] According to some embodiments, a threat detection
model creation computer may receive a series of monitoring,
node values (representing normal and/or threatened opera-
tion of the industrial asset control system) and generate a set
ol normal feature vectors. The threat detection model cre-
ation computer may then automatically determine a plurality
of potential cluster-based decision boundaries for a threat
detection model.

[0003] Some embodiments comprise: means for receiving,
from a space data source for each of a plurality of monitor-
ing nodes, a series of monitoring node values over time that
represent at least one of: (1) a normal operation of the
industrial asset control system, and (i1) a threatened opera-
tion of the industrial asset control system; means for auto-
matically determining a plurality of potential cluster-based
decision boundaries for a threat detection model based on
the first cluster 1n the set of feature vectors. Moreover, some
embodiments might be associated with: means for receiving
streams of monitoring node signal values over time that
represent a current operation of the industrial asset control
system; for each stream of monitoring node signal values,
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means for generating a current monitoring node feature
vector; means for selecting an appropriate decision bound-
ary, the appropriate decision boundary separating a normal
state from an abnormal state for that monitoring node 1n
association with a cluster; means for comparing the gener-
ated current monitoring node feature vectors with the
selected appropriate decision boundary; and means for auto-
matically transmitting a threat alert signal based on results of
said comparisons.

[0004] Some technical advantages of some embodiments
disclosed herein are improved systems and methods to
facilitate creation of a suitable threat detection system to
protect an industrial asset control system from cyber threats
in an automatic and accurate manner.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 1s a high-level block diagram of a system
that may be provided m accordance with some embodi-
ments.

[0006] FIG. 2 1s a method according to some embodi-
ments.
[0007] FIG. 3 1s threat alert system in accordance with

some embodiments.

[0008] FIGS. 4 through 6 illustrate boundaries and feature
vectors for various monitoring node parameters according to
some embodiments.

[0009] FIG. 7 illustrates a block diagram view of a cyber-
attack detection system 1n accordance with some embodi-
ments.

[0010] FIG. 8 1s an example of a global threat protection
system 1n accordance with some embodiments.

[0011] FIG. 9 1s a training method for threat detection
according to some embodiments.

[0012] FIG. 10 illustrates clustered data in a two dimen-
sional feature space in accordance with some embodiments.
[0013] FIG. 11 illustrates normal and attack data in a
two-dimensional feature space according to some embodi-
ments.

[0014] FIG. 12 illustrates normal data 1n a two-dimen-
sional feature space 1n accordance with some embodiments.
[0015] FIG. 13 1s an operating method for threat detection
according to some embodiments.

[0016] FIG. 14 1s a block diagram of an industrial asset
control system protection platform according to some
embodiments of the present invention.

[0017] FIG. 15 1s a tabular portion of a local database 1n
accordance with some embodiments.

[0018] FIG. 16 1s a tabular portion of global database 1n
accordance with some embodiments.

[0019] FIG. 17 1s a tabular portion of a monitoring node
database according to some embodiments.

[0020] FIG. 18 1s a display according to some embodi-
ments.

DETAILED DESCRIPTION
[0021] In the following detailed description, numerous

specific details are set forth in order to provide a thorough

understanding of embodiments. However 1t will be under-
stood by those of ordinary skill in the art that the embodi-

ments may be practiced without these specific details. In
other instances, well-known methods, procedures, compo-
nents and circuits have not been described in detail so as not
to obscure the embodiments.
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[0022] Industrial control systems that operate physical
systems are increasingly connected to the Internet. As a
result, these control systems may be vulnerable to threats
and, 1n some cases, multiple attacks may occur simultane-
ously. Existing approaches to protect an industrial control
system, such as FDIA approaches, may not adequately
address these threats—especially when a substantial number
ol monitoring nodes of diflerent types are evaluated and
various states of operation need to be considered. Moreover,
the operational space of cyber-physical systems may be
non-linear (e.g., a gas turbine running at different loads o1 40
MW to 180 MW may exhibit non-linear characteristics).
Moreover, collected data from various monitoring nodes
(e.g., sensors) may be skewed, which can create problems
when an accurate detection algorithm needs to perform

under various operational conditions and/or data conditions.

[0023] It would therefore be desirable to facilitate creation
ol a suitable threat detection system to protect an industrial
asset control system from cyber threats 1n an automatic and
accurate manner. FIG. 1 1s a high-level architecture of a
system 100 in accordance with some embodiments. The
system 100 may include a “normal space” data source 110
and a “threatened space™ data source 120. The normal space
data source 110 might store, for each of a plurality of
“monitoring nodes” 130, a series of normal values over time
that represent normal operation of an industrial asset control
system (e.g., generated by a model or collected from actual
monitoring node 130 data as 1llustrated by the dashed line in
FIG. 1). As used herein, the phrase “momtoring node” might
refer to, for example, sensor data, signals sent to actuators,
motors, pumps, and auxiliary equipment, intermediary
parameters that are not direct sensor signals not the signals
sent to auxiliary equipment, and/or control commands.
These may represent, for example, threat monitoring nodes
that receive data from the threat monitoring system in a
continuous fashion in the form of continuous signals or
streams of data or combinations thereof. Moreover, the
nodes may be used to monitor occurrences of cyber-threats
or abnormal events. This data path may be designated
specifically with encryptions or other protection mecha-
nisms so that the information may be secured and cannot be
tampered with via cyber-attacks. The threatened space data
source 120 might store, for each of the momitoring nodes
130, a series of threatened values that represent a threatened
operation of the industrial asset control system (e.g., when
the system 1s experiencing a cyber-attack). Although both a
normal space data source 110 and a threatened space data
source 120 are illustrated 1in FIG. 1, note that embodiments
might mstead be associated with a single space data source
(c.g., containing only normal data, only threatened data,
both normal and threatened data, etc.).

[0024] Information from the normal space data source 110
and the threatened space data source 120 may be provided
to a threat detection model creation computer 140 that uses
this data to create a decision boundary (that 1s, a boundary
that separates normal behavior from threatened behavior).
The decision boundary may then be used by a threat detec-
tion computer 150 executing a threat detection model 155.
The threat detection model 155 may, for example, monitor
streams of data from the monitoring nodes 130 comprising
data from sensor nodes, actuator nodes, and/or any other
critical monitoring nodes (e.g., monitoring nodes MN;,
through MN,,), calculate a “feature” for each monitoring
node based on the received data, and “automatically” output
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a threat alert signal to one or more remote monitoring
devices 170 when appropnate (e.g., for display to a user).
According to some embodiments, a threat alert signal might
be transmitted to a unit controller, a plant Human-Machine
Interface (“HMI”), or to a customer via a number of different
transmission methods. Note that one recerver of a threat alert
signal might be a cloud database that correlates multiple
attacks on a wide range of plant assets. As used herein, the
term “‘feature” may refer to, for example, mathematical
characterizations of data. Examples of features as applied to
data might include the maximum and minimum, mean,
standard deviation, variance, settling time, Fast Fourier
Transtform (“FFT”) spectral components, linear and non-
linear principal components, independent components,
sparse coding, deep learning, etc. Moreover, term “automati-
cally” may refer to, for example, actions that can be per-
formed with little or no human intervention. According to
some embodiments, information about a detected threat may

be transmitted back to the industrial control system.

[0025] As used herein, devices, including those associated
with the system 100 and any other device described herein,
may exchange imnformation via any communication network
which may be one or more of a Local Area Network
(“LAN”), a Metropolitan Area Network (“MAN”), a Wide
Area Network (“WAN™), a proprietary network, a Public
Switched Telephone Network (“PSTN”), a Wireless Appli-
cation Protocol (“WAP”) network, a Bluetooth network, a
wireless LAN network, and/or an Internet Protocol (*IP”)
network such as the Internet, an intranet, or an extranet. Note
that any devices described herein may communicate via one
or more such communication networks.

[0026] The threat detection model creation computer 140
may store information into and/or retrieve information from
various data stores, such as the normal space data source 110
and/or the threatened space data source 120. The various
data sources may be locally stored or reside remote from the
threat detection model creation computer 140 (which might
be associated with, for example, ofiline or online learning).
Although a single threat detection model creation computer
140 1s shown 1n FIG. 1, any number of such devices may be
included. Moreover, various devices described herein might
be combined according to embodiments of the present
invention. For example, 1n some embodiments, the threat
detection model creation computer 140 and one or more data
sources 110, 120 might comprise a single apparatus. The
threat detection model creation computer 140 functions may
be performed by a constellation of networked apparatuses,
in a distributed processing or cloud-based architecture.

[0027] A user may access the system 100 via one of the
monitoring devices 170 (e.g., a Personal Computer (“PC™),
tablet, or smartphone) to view information about and/or
manage threat information in accordance with any of the
embodiments described herein. In some cases, an interactive
graphical display interface may let a user define and/or
adjust certain parameters (e.g., threat detection trigger lev-
¢ls) and/or provide or receive automatically generated rec-
ommendations or results from the threat detection model
creation computer 140 and/or threat detection computer 150.

[0028] Forexample, FIG. 2 illustrates a method that might
be performed by some or all of the elements of the system
100 described with respect to FIG. 1. The flow charts
described herein do not imply a fixed order to the steps, and
embodiments of the present mvention may be practiced 1n
any order that 1s practicable. Note that any of the methods
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described herein may be performed by hardware, software,
or any combination of these approaches. For example, a
computer-readable storage medium may store thereon
instructions that when executed by a machine result 1n
performance according to any of the embodiments described
herein.

[0029] At S210, a plurality of real-time monitoring node
signal inputs may receive streams ol monitoring node signal
values over time that represent a current operation of an
industrial asset control system. At least one of the monitor-
ing nodes (e.g., controller nodes, etc.) may be associated
with, for example, sensor data, an auxiliary equipment input
signal, a control mtermediary parameter, and/or a control
logic value.

[0030] At 5220, a threat detection computer platform may
receive the streams ol monitoring node signal values and, for
cach stream ol monitoring node signal values, generate a
current monitoring node feature vector. According to some
embodiments, at least one of the current monitoring node
feature vectors 1s associated with principal components,
statistical features, deep learning features, frequency domain
features, time series analysis features, logical features, geo-
graphic or position based locations, and/or interaction fea-
tures.

[0031] At S230, each generated current monitoring node
feature vector may be compared to a corresponding decision
boundary (e.g., a linear boundary, non-linear boundary,
multi-dimensional boundary, etc.) for that monitoring node,
the decision boundary separating a normal state from an
abnormal state for that monitoring node. According to some
embodiments, at least one monitoring node 1s associated
with a plurality of multi-dimensional decision boundaries
and the comparison at S230 1s performed in connection with
cach of those boundaries. Note that a decision boundary
might be generated, for example, i accordance with a
teature-based learning algorithm and a high fidelity model or
a normal operation of the industrial asset control system and
with any of the cluster-based embodiments described herein.
Moreover, at least one decision boundary may exist 1n a
multi-dimensional space and be associated with data gener-
ated from a dynamic model, design of experiments such as,
a tull factonial design, Taguchi screening design, a central
composite methodology, a Box-Behnken methodology, and
a real-world operating conditions methodology. In addition,
a threat detection model associated with a decision boundary
might, according to some embodiments, be dynamically
adapted based on a transient condition, a steady state model
of the industrial asset control system, and/or data sets
obtained while operating the system as 1n self-learning
systems from incoming data stream.

[0032] At S240, the system may automatically transmit a
threat alert signal (e.g., a notification message, etc.) based on
results of the comparisons performed at S230. The threat
might be associated with, for example, an actuator attack, a
controller attack, a monitoring node attack, a plant state
attack, spoofing, financial damage, unit availability, a unit
trip, a loss of unit life, and/or asset damage requiring at least
one new part. According to some embodiments, one or more
response actions may be performed when a threat alert
signal 1s transmitted. For example, the system might auto-
matically shut down all or a portion of the industrial asset
control system (e.g., to let the detected potential cyber-attack
be further investigated). As other examples, one or more
parameters might be automatically modified, a software

Jul. 5, 2018

application might be automatically triggered to capture data
and/or 1solate possible causes, etc. Note that a threat alert
signal might be transmitted via a cloud-based system, such
as the PREDIX® field agent system. Note that according to
some embodiments, a cloud approach might also be used to
archive information and/or to store information about
boundaries. In yet another embodiment, alerts may be used
to automatically imitiate an accommodation control loop to
keep the system running while the attacks are 1n progression
and are under scrutiny.

[0033] According to some embodiments, the system may
further localize an origin of the threat to a particular moni-
toring node. For example, the localizing may be performed
in accordance with a time at which a decision boundary
associated with one monitoring node was crossed as com-
pared to a time at which a decision boundary associated with
another monitoring node was crossed. According to some

embodiments, an indication of the particular monitoring
node might be included in the threat alert signal.

[0034] Some embodiments described herein may take
advantage of the physics of a control system by learming a
prior1 from tuned high fidelity equipment models and/or
actual “on the job” data to detect single or multiple simul-
taneous adversarial threats to the system. Moreover, accord-
ing to some embodiments, all monitoring node data may be
converted to features using advanced feature-based meth-
ods, and the real-time operation of the control system may
be monitored in substantially real-time. Abnormalities may
be detected by classitying the monitored data as being
“normal” or disrupted (or degraded). This decision boundary
may be constructed using dynamic models and may help
ecnable early detection of vulnerabilities (and potentially
avert catastrophic failures) and allow an operator to restore
the control system to normal operation in a timely fashion.

[0035] Note that an appropriate set of multi-dimensional
feature vectors, which may be extracted automatically (e.g.,
via an algorithm) and/or be manually mput, might comprise
a good predictor of measured data in a low dimensional
vector space. According to some embodiments, appropriate
decision boundaries may be constructed 1n a multi-dimen-
sional space using a data set which 1s obtained via scientific
principles associated with DoE techniques. Moreover, mul-
tiple algorithmic methods (e.g., support vector machines or
machine learming techniques) may be used to generate
decision boundaries. Since boundaries may be driven by
measured data (or data generated from high fidelity models),
defined boundary margins may help to create a threat zone
in a multi-dimensional feature space. Moreover, the margins
may be dynamic in nature and adapted based on a transient
or steady state model of the equipment and/or be obtained
while operating the system as 1n selif-learning systems from
incoming data stream. According to some embodiments, a
training method may be used for supervised learning to
teach decision boundaries. This type of supervised learning
may take into account an operator’s knowledge about sys-
tem operation (e.g., the differences between normal and
abnormal operation).

[0036] Note that many different types of features may be
utilized 1 accordance with any of the embodiments
described herein, including principal components (weights
constructed with natural basis sets) and statistical features
(e.g., mean, variance, skewness, kurtosis, maximum, mini-
mum values of time series signals, location of maximum and
minimum values, independent components, etc.). Other
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examples 1include deep learning features (e.g., generated by
mimng experimental and/or historical data sets) and 1fre-
quency domain features (e.g., associated with coeflicients of
Fourier or wavelet transforms). Embodiments may also be
associated with time series analysis features, such as cross-
correlations, auto-correlations, orders of the autoregressive,
moving average model, parameters of the model, derivatives
and 1ntegrals of signals, rise time, settling time, neural
networks, etc. Still other examples include logical features
(with semantic abstractions such as “yes” and “no’), geo-
graphic/position locations, and interaction features (math-
ematical combinations of signals from multiple monitoring
nodes and specific locations). Embodiments may incorpo-
rate any number of features, with more features allowing the
approach to become more accurate as the system learns
more about the physical process and threat. According to
some embodiments, dissimilar values from monitoring
nodes may be normalized to unit-less space, which may
allow for a simple way to compare outputs and strength of
outputs.

[0037] Thus, some embodiments may provide an
advanced anomaly detection algorithm to detect cyber-
attacks on, for example, key gas turbine control sensors. The
algorithm may identify which signals(s) are being attacked
using monitoring node-specific decision boundaries and
may inform a control system to take accommodative actions.
In particular, a detection and localization algorithm might
detect whether a sensor, auxiliary equipment 1nput signal,
control intermediary parameter, or control command are 1n
a normal or anomalous state. Some examples of gas turbine
monitoring nodes that might be analyzed include: critical
control sensors (e.g., a generator power transducer signal, a
gas turbine exhaust temperature thermocouple signal, a gas
turbine speed signal, etc.); control system intermediary
parameters (€.g., generator power, gas turbine exhaust tem-
perature, compressor discharge pressure, compressor dis-
charge temperature, compressor pressure ratio, fuel tlow,
compressor ilet temperature, guide vane angle, fuel stroke
reference, compressor bleed valve, ilet bleed heat valve,
etc.); auxiliary equipment input signals (e.g., signals sent to
actuators, motors, pumps, etc.); and/or control commands to
controller.

[0038] Some embodiments of the algorithm may utilize
teature-based learming techniques based on high fidelity
physics models and/or machine operation data (which would
allow the algonthm to be deployed on any system) to
establish a high dimensional decision boundary. As a result,
detection may occur with more precision using multiple
signals, making the detection more accurate with less false
positives. Moreover, embodiments may detect multiple
attacks on monitoring node data, and rationalize where the
root cause attack originated. For example, the algorithm may
decide 1f a signal 1s anomalous because of a previous signal
attack, or i1 1t 1s mstead independently under attack. This
may be accomplished, for example, by monitoring the
evolution of the features as well as by accounting for time
delays between attacks.

[0039] A cyber-attack detection and localization algorithm
may process a real-time turbine signal data stream and then
compute features (multiple 1dentifiers) which can then be
compared to the sensor specific decision boundary. A block
diagram of a system 300 utilizing a sensor specific gas
turbine cyber-attack detection and localization algorithm
according to some embodiments 1s provided i FIG. 3. In
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particular, a power plant 332 provides information to sensors
334 which helps controllers with electronics and processors
336 adjust actuators 338. A threat detection system 360 may
include one or more high-fidelity physics based models 342
associated with the power plant 332 to create normal data
310 and/or threat data 320. The normal data 310 and threat
data 320 may be accessed by a feature discovery component
344 and processed by cluster-based decision boundary algo-
rithms 346 to create multiple cluster-based decision bound-
aries 347 and cluster centroids 349 while ofi-line (e.g., not
necessarlly while the power plant 332 1s operating). The
decision boundary algorithms 346 may generate a threat
model including decision boundaries for various monitoring
nodes. Fach decision boundary may separate two data sets
in a high dimensional space which 1s constructed by running
a binary classification algorithm, such as a support vector
machine using the normal data 310 and threat data 320 for
cach monitoring node signal (e.g., from the sensors 334,
controllers 336, and/or the actuators 338).

[0040] A real-time threat detection platform 350 may
receive the boundaries along with streams of data from the
monitoring nodes. The platform 350 may include a feature
extraction on each monitoring node element 352, a boundary
assignment element 353, and a normalcy decision 354 with
an algorithm to detect attacks in individual signals using
sensor specific cluster-based decision boundaries, as well
rationalize attacks on multiple signals, to declare which
signals were attacked, and which became anomalous due to
a previous attack on the system via a localization module
356. An accommodation element 358 may generate outputs
370, such as an anomaly decision indication (e.g., threat
alert signal), a controller action, and/or a list of attached
monitoring nodes.

[0041] During real-time detection, contiguous batches of
monitoring node data may be processed by the platform 350,
normalized and the feature vector extracted. The location of
the vector for each signal 1n high-dimensional feature space
may then be compared to a corresponding cluster-based
decision boundary after assigning to the cluster via boundary
assignment element 353, If 1t falls within the attack region,
then a cyber-attack may be declared. The algorithm may
then make a decision about where the attack originally
occurred. An attack may sometimes be on the actuators 338
and then manifested 1n the sensors 334 data. Attack assess-
ments might be performed in a post decision module (e.g.,
the localization element 356) to 1solate whether the attack 1s
related to any of the sensor, controller, or actuator (e.g.,
indicating which part of the monitoring node). This may be
done by individually monitoring, overtime, the location of
the feature vector with respect to the corresponding cluster-
based decision boundary. For example, when a sensor 334 1s
spooled, the attacked sensor feature vector will cross the one
cluster-based decision boundary earlier than the rest of the
vectors as described with respect to FIGS. 4 through 6. If a
sensor 1s declared to be anomalous, and the load command
to the auxiliary equipment 1s later determined to be anoma-
lous, 1t may be determined that the original attack, such as
signal spoofing, occurred on the sensor 334. Conversely, 11
the signal to the auxiliary equipment was determined to be
anomalous first, and then later manifested 1in the sensor 334
teedback signal, it may be determined that the signal to the
equipment was 1nitially attacked.

[0042] According to some embodiments, it may be
detected whether or not a signal 1s in the normal operating
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space (or abnormal space) through the use of localized
decision boundaries and real time computation of the spe-
cific signal features. Moreover, an algorithm may differen-
tiate between a sensor being attacked as compared to a signal
to auxiliary equipment being attacked. The control interme-
diary parameters and control logical(s) may also be analyzed
using similar methods. Note that an algorithm may ratio-
nalize signals that become anomalous. An attack on a signal
may then be identified.

[0043] FIG. 4 illustrates 400 boundaries and feature vec-
tors for various monitoring node parameters in accordance
with some embodiments. In particular, for each parameter a
graph includes a first axis representing value weight 1
(“w1”), a feature 1, and a second axis representing value
weight 2 (“w2”), a feature 2. Values for wl and w2 might be
associated with, for example, outputs from a Principal
Component Analysis (“PCA”) that 1s performed on the mnput
data. PCA might be one of the features that might be used
by the algorithm to characterize the data, but note that other
teatures could be leveraged.

[0044] A graph 1s provided for compressor discharge
temperature 410, compressor pressure ratio 420, compressor
inlet temperature 430, fuel tlow 440, generator power 450,
and gas turbine exhaust temperature 460. Each graph
includes a hard boundary 412 (solid curve), minimum
boundary 416 (dotted curve), and maximum boundary 414
(dashed curve) and an indication associated with current
feature location for each monitoring node parameter (1llus-
trated with an “X” on the graph). As 1llustrated in FI1G. 4, the
current monitoring node location 1s between the minimum
and maximum boundaries (that 1s, the “X” 1s between the
dotted and dashed lines). As a result, the system may
determine that the operation of the industrial asset control
system 1s normal (and no threat 1s being detected indicating
that the system 1s currently under attack).

[0045] FIG. § illustrates 500 subsequent boundaries and

feature vectors for these parameters. Consider, for example,
a feature vector movement 512 for the compressor discharge
pressure. Even though feature vector 512 has moved, 1t 1s
st1l]l within the maximum and minimum boundaries and, as
a result, normal operation of that momtoring node may be
determined. This 1s the case for the first five graphs in FIG.
5. In this example, a feature vector movement 362 for the
gas turbine exhaust temperature has exceeded with maxi-
mum boundary and, as a result, abnormal operation of that
monitoring node may be determined. For example, a threat
may exist for the exhaust temperature scale factor, which 1s
a corrective value. The result 1s that the feature for the
intermediary monitoring node signal feature vector 1llus-
trated 1n FIG. 5 moves 562 such that 1t 1s anomalous. The
algorithm detects this cyber-attack, and two parallel actions
might be mnitiated. One action may be post processing of the
signal to discover what was attacked, in this case it the
system has been monitoring each exhaust thermocouple, it
may conclude that none of them are currently abnormal.
Therefore, 1t may be determined that something used to
calculate this feature was attacked. The other action may be
to continually monitor and detect additional attacks. Such an

approach may {facilitate a detection of multiple signal
attacks.

[0046] Given the example of FIG. 5, assume that the gas
turbine exhaust temperature signal was attacked. This may
cause the system to respond 1n such a way so as to put other
signals 1nto an abnormal state. This 1s 1llustrated 600 1n FIG.

Jul. 5, 2018

6, where the attack has already been detected and now other
signals shown to be abnormal. In particular, feature move-
ment for the compressor discharge pressure 612, compressor
pressure ratio 622, compressor inlet temperature 632, and
tuel tlow 642 have all become abnormal (joining the feature
vector for the gas turbine exhaust temperature 662). Note
that the feature vector for generator power did not become
abnormal. In order to decide whether or not these signals
612, 622, 632, 642 are truly currently under attack, a
historical batch with pertinent feature vector information
may be kept for some duration of time. Then when an attack
1s detected on another signal, this batch 1s examined, and the
time at which the confirmed attack on gas turbine exhaust
temperature as well as several subsequent elements 1s ana-
lyzed.

[0047] Note that one signal rationalization might be asso-
ciated with a system time delay. That 1s, after a sensor 1s
attacked there might be a period of time before the system
returns to a steady state. After this delay, any signal that
becomes anomalous might be due to an attack as opposed to
the system responding.

[0048] The current methods for detecting abnormal con-
ditions 1n monitoring nodes are limited to FDIA (which 1tself
1s very limited). The cyber-attack detection and localization
algorithms described herein can not only detect abnormal
signals of sensors, but can also detect signals sent to
auxiliary equipment, control intermediary parameters and/or
control commands. The algorithm can also understand mul-
tiple signal attacks. One challenge with correctly identifying
a cyber-attack threat 1s that it may occur with multiple
sensors being impacted by malware. According to some
embodiments, an algorithm may 1dentify 1n real-time that an
attack has occurred, which sensor(s) are impacted, and
declare a fault response. To achieve such a result, the
detailed physical response of the system must be known to
create acceptable decision boundaries. This might be accom-
plished, for example, by constructing data sets for normal
and abnormal regions by running Design of Experiments
(“DoE”) experiments on high-fidelity models. A data set for
cach sensor might comprise a feature vector for given threat
values (e.g., turbine speed, thermocouple scale factor, etc.).
Full factorial, Taguchi screeming, central composite and
Box-Behnken are some of the known design methodologies
used to create the attack space. When models are not
available, these DoE methods are also used to collect data
from real-world power generator systems. Experiments may
be run at different combinations of simultaneous attacks. In
some embodiments, the system may detect degraded/faulty
operation as opposed to a cyber-attack. Such decisions might
utilize a data set associated with a degraded/faulty operating
space. At the end of this process, the system may create data
sets such as “attack v/s normal” and “degraded v/s normal”
for use while constructing decision boundaries. Further note
that a decision boundary may be created for each signal
using data sets 1n feature space. Various classification meth-
ods may be used to compute decision boundaries. For
example, binary linear and non-linear supervised classifiers
are examples of methods that could be used to obtain a
decision boundary.

[0049] In some cases, multiple vector properties might be
examined, and the information described with respect to
FIGS. 4 through 6 may be processed to determine 11 the
signal had been trending 1n a specific direction as the attack
was detected (or 1f 1t had just been moving due to noise).
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Had the signal been unmiformly trending as the attack took
place, then this signal 1s a response to the original attack and
not an independent attack.

[0050] Note that an industrial asset control system may be
associated with non-linear operations over a range of oper-
ating parameters (e.g., loads, temperatures, etc.). As a result,
data variations can be substantial and determining when a
cyber threat 1s present based on operation of the control
system may be difhicult. FIG. 7 illustrates a block diagram
view ol a cyber-attack detection system 700 in accordance
with some embodiments. In particular, the system 700
illustrates a gas turbine 710 (e.g., associated with gas turbine
unit controllers) that transmits information about loads (e.g.,
gas turbine loads, Adaptive Real-time Engine Simulation
(“ARES” loads, etc.) to a load normalization function 720.
The gas turbine 710 may also transmit information, to mode
processing 730 (e.g., a gas turbine reported mode of opera-
tion) and feature processing 740 (e.g., gas turbine unit data).
As will be described, the load normalization function 720
may transmit a normalized monitoring node signal to feature
processing 740. Post processing 750 may receive mforma-
tion from feature processing 740 and transmit data to
decision processing 770 (which can automatically create a
cyber-attack warning based at least in part on data sets
received from a normal/attack data sets storage umt 760).
Thus, some embodiments may compute normalized moni-
toring node signals dynamically based on turbine load or
temperature levels and temporal time-series signals. This

normalization may provide capabilities to perform attack
detection for different load conditions.

[0051] Note that embodiments might utilize temporal and/
or spatial normalization. Temporal normalization may pro-
vide normalization along a time axis. Spatial normalization
may be used to normalize signals along multiple nodes (e.g.,
sensor axis). In either case, the normalized signals may then
be used to perform attack detection using feature extraction
and comparisons to decision boundaries. Sensor, actuator,
and controller node time-series data may be processed 1n
substantially real-time to extract “features” from this data.
The feature data may then be compared to a decision
boundary to determine 1f a cyber-attack has occurred to the
system. A similar approach may be used for detecting attacks
in spatially normalized data.

[0052] The processing of the real-time data may utilize the
normal operating point of the gas turbine 710. This normal
operating point might be determined, for example, based on
system operating modes, external conditions, system deg-
radation factor, fuel mput, etc. The real-time measured
sensor data, actuator data, and controller nodes data may be
processed such that a difference between actual and nominal
values 1s computed and this difference, or delta, 1s normal-
1zed with the expected operating conditions coeflicients.
Note that turbine load level (e.g., as represented by Mega
Watts (“MW”)) may be computed based on multiple mea-
surements, and a load may be estimated from an adaptive
real time engine model.

[0053] According to some embodiments, the following
may be performed ofl-line (not real time). For a given
turbine mode, the gas turbine 710 operation may be simu-
lated using high fidelity models. The load level may be
changed from a lowest operating point to a highest operating
point (e.g., using step changes every predefined time inter-
val). This simulated data produces a number of normal
running data files at varying load levels. Taking one of these
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files, the load level may be averaged and categorized into a
pre-defined load level resolution (e.g., averaged to the
nearest 0.25 MW). Using these normalization packets as an
input to processing of the time series signals may facilitate
dynamic normalization when running 1n real time. These
outputs from the dynamic normalization process may then
be then used in a feature discovery process.

[0054] FIG. 8 1s an example of a global threat protection
system 800 1n accordance with some embodiments. In
particular, system includes three generators (A, B, and C)
and batches of values 810 from threat nodes are collected for
cach generated over a period of time (e.g., 30 to 50 seconds).
According to some embodiments, the batches of values 810
from threat nodes overlap in time. The values 810 from
threat nodes may, for example, be stored 1n a matrix 820
arranged by time (t,, t,, etc.) and by type of threat node (S,,
S,, etc.). Feature engineering components 830 may use
information 1n each matrix 820 to create a feature vector 840
for each of the three generators (e.g., the feature vector 840
for generator C might include FS,, FS_,, etc.). The three
feature vectors 840 may then be combined mnto a single
global feature vector 8350 for the system 800. Interaction
teatures 860 may be applied (e.g., associated with A*B*C,
A+B+C, etc.) and an anomaly detection engine 870 may
compare the result with a decision boundary and output a
threat alert signal when appropriate. As will be described,
embodiments may tune feature and boundary parameters for
both the local feature vectors 840 and the global feature
vector 850 to improve performance of the threat detect
system 800.

[0055] Note that the local and/or global features described
with respect to FIG. 8 may be used to select an appropriate
decision boundary (separating normal operation from threat-
ened operation) 1n accordance with a clustering process. For
example, FIG. 9 1s a training method for threat detection
according to some embodiments. At S910, features may be
extracted and the system may cluster data 1n feature space at
S5920. For example, a space data source might store, for each
of a plurality of monitoring nodes, a series of monitoring
node values over time that represent a normal operation of
the mndustrial asset control system and/or a threatened opera-
tion of the industrial asset control system. A threat detection
model creation computer, coupled to the space data source,
may receive the series of monitoring node values and
generate a set of feature vectors. According to some embodi-
ments, at least some of the monitoring node values are
associated with a high fidelity equipment model. The threat
detection model creation computer may then identify a first
cluster 1n the set of feature vectors and a second cluster 1n
the set of feature vectors. According to some embodiments,
the threat detection model creation computer may also
compute and store a centroid location 1n association with
cach cluster. Some examples described herein are associated
with two clusters, but embodiments may be associated with
any plurality of clusters. The number of clusters may be
selected, for example, during an off-line simulation based on
an optimization of system performance (e.g., to obtain a high
detection rate and low false positive rate).

[0056] Note that the 1dentification of clusters described 1n
connection with FIG. 9 might be associated with, for
example, a K-means clustering process. As used herein, the
term “K-means” clustering process might refer to, for
example, a method of vector quantization wherein n obser-
vations are partitioned into k clusters. For example, each
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observation might belong to the cluster with the nearest
mean (€.g., serving as a prototype of the cluster). Note that,
in some embodiments, a number of clusters may be obtained
based on achievable performance as determined by Receiver
Operating Characteristic (“ROC”) statistics. According to
some embodiments, eflicient heuristic algorithms may be
employed (e.g., similar to an expectation-maximization
algorithm for mixtures of Gaussian distributions) to facili-
tate the clustering process.

[0057] At S930, the system may identify cluster data
types. It the cluster data type 1dentified at S930 includes both
normal and threatened operational data, a two-class, super-
vised learning process may be performed at S940. As used
herein, the term “supervised” learming may refer to, for
example, a machine learning task of inferring a function
from training data. The training data may consist of a set of
both normal and threatened data. In supervised learning,
cach example 1s a pair consisting of an 1mput object (typi-
cally a vector) and a desired output value. The supervised
learning algorithm may analyze the training data and pro-
duce an inferred function, which can be used to categorize
data during operation of an industrial asset.

[0058] If the cluster data type i1dentified at S930 includes
only normal operational data (or only threatened operational
data), a one-class, semi-supervised learning process may be
performed at S950. As used herein, the term “semi-super-
vised” learning may refer to, for example, a process between
unsupervised learning (without any labeled training data)
and supervised learning (with completely labeled training

data).

[0059] At S960, decision boundaries may be created
resulting 1n a set of multiple cluster-based decision bound-
aries at S970. For example, the system may automatically
calculate a first potential cluster-based decision boundary for
a threat detection model based on the first cluster in the set
of feature vectors. Similarly, the system may automatically
calculate a second potential cluster decision boundary for
the threat detection model based on the second cluster in the
set of feature vectors. Note that a pre-set number of potential
cluster-based decision boundaries might be created based on
an achievable optimal level of detection performance (e.g.,
ROC statistics such as false positive rate, false negative rate,
ctc.). Cluster centroids may also be store for use during
real-time for assisting feature vectors to a correct cluster-
based decision boundary.

[0060] By way of example, FIG. 10 1llustrates 1000 clus-

tered data 1n a two dimensional feature space in accordance
with some embodiments. In particular, the two dimensional
feature space 1s defined by operational characteristics wl
and w2. A set of cluster one data (represented by “+” icons)
and a set of cluster two data (represented by “x” icons) are
displayed 1n the space. Further, a centroid location for
cluster one 1010 and a centroid location for cluster two 1020

may be computed and located 1n the two dimensional space
as illustrated in FI1G. 10.

[0061] Note that some embodiments of the present inven-
tion provide a method for generating multiple cluster-based
decision boundaries for industrial asset cyber-attack detec-
tion using data clustering. Such a multi-boundary anomaly
detection system may automatically select the correct cluster
based on the extracted feature vector from current operation
of the industrial asset. Such cluster-based multiple-decision
boundaries may help achieve improved detection perfor-
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mance (and reduce false alarms) in the presence of non-
linear data and/or skewed data.

[0062] For example, real time data may be received from
an industrial asset unit controller. The primary features may
be extracted from the data using feature discovery processes
as described herein. After feature vectors are constructed for
variety of data sets (e.g., sitmulated or field-recorded “attack™
data, “normal” operating data, etc.), these vectors are pro-
cessed to create multiple cluster-based decision boundaries.
According to some embodiments, the extracted feature data
vectors are clustered into multiple groups using K-means,
K-means++, or any other clustering method. Note that an
optimal number of clusters may be selected based on attack
detection performance predicted by simulations. Each clus-
ter could be a “normal” only cluster, an “attack™ only cluster,
or a mixed-data cluster.

[0063] For example, FIG. 11 1llustrates 1100 normal and
attack data 1n a two-dimensional feature space according to
some embodiments. In particular, a two dimensional feature
space 1s defined by operational characteristics wl and w2. A
set of normal data for cluster one (represented by “+” 1cons)
and a set of attack data for cluster one (represented by *“x”
icons) are displayed 1n the space. Further, a centroid location
for cluster one 1110 may be computed and located 1n the two
dimensional space as illustrated 1in FIG. 11. FIG. 12 1llus-
trates 1200 normal-only data 1n a two-dimensional feature
space 1n accordance with some embodiments. As before, a
two dimensional feature space 1s defined by operational
characteristics wl and w2. A set of normal cluster two data
(represented by “+” icons) 1s displayed 1n the space. Note
that in this example, the locations of normal cluster two data
might occur within multiple groups (e.g., three areas as
illustrated 1n FIG. 12). Further, a centroid location for cluster
two 1210 may be computed and located in the two dimen-
sional space as illustrated in FIG. 12.

[0064] In general, the system may create a hypersphere
around the normal operating points and, as a result, what 1s
outside of that defined region might be considered abnormal
(or “threatened”). That 1s, based on the data type(s) in each
cluster, a cluster-based decision boundary may constructed
for each data cluster as tollows:

[0065] For mixed-data clusters (containing both normal
and attack training data) a supervised learning method
(two-class) 1s used;

[0066] For normal only (or attack only) clusters, a
semi-supervised learning (one-class) may be used. The
semi-supervised learning model might be, for example,
a one-class Support Vector Machine (“SVM”) process,

a K-Nearest Neighbor (“KINN) algorithm, or any other
semi-supervised learning technique.

[0067] During operation of the industrial asset, for each
observation, the closest cluster may be selected (based on an
observation distance in feature space to centroid) in the
cluster assignment algorithm (e.g., cluster distance compu-
tation) module 353, and the boundary associated with that
selected cluster may be used to detect threatened operation.
Note that the same definition of distance may be used as
when the data was clustered (e.g., Euclidian, city-block,
etc.).

[0068] FIG. 13 1s an operating method for threat detection
according to some embodiments. In particular, observation
1s performed at S1310 and distances to cluster centroids
(also called cluster assignment) are computed at S1320. For
example, a plurality of real-time monitoring node signal
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inputs may receive streams of monitoring node signal values
over time that represent a current operation of the industrial
asset control system. A threat detection computer platiorm,
coupled to the plurality of real-time monitoring node signal
inputs and a threat detection model creation computer, may
receive the streams of monitoring node signal values and, for
cach stream, generate a current monitoring node feature
vector.

[0069] The nearest cluster may then be determined at
S1330 and used to select an appropriate cluster-based deci-
s1on boundary at S1340. For example, the system may select
the cluster-based decision boundary that was created for the
nearest cluster (the boundary separating a normal state from
an abnormal state for that monitoring node 1n association
with that cluster).

[0070] The selected cluster-based decision boundary can
then be used to perform anomaly detection at S1350 and a
current system status may be generated and/or transmitted at
S1360 (e.g., indicating that the industrial asset 1s currently
experiencing “normal” or “threatened” operation). For
example, the system may compare the generated current
monitoring node feature vectors with the selected appropri-
ate cluster-based decision boundary and automatically trans-
mit a threat alert signal based on results of those compari-
sons. The threat alert signal transmission might be
performed, for example, using a cloud-based system, an
edge-based system, a wireless system, a wired system, a
secured network, any other type of communication system.
As used herein, the term “threat” might refer to, for example,
an actuator attack, a controller attack, a monitoring node
attack, a plant state attack, spoofing, financial damage, unit
availability, a unit trip, a loss of unit life, asset damage
requiring at least one new part, etc.

[0071] Note that a system operation status often cannot be
accurately categorized using only one decision boundary. A
multiple decision boundary approach may allow for the
creation ol more accurate decision models and, as a result,
more accurate anomaly decisions. Moreover, embodiments
described herein may provide for the creation of decision
boundaries when only one-class of data 1s available (using
semi-supervised techmques). This will facilitate generation
of boundaries using legacy asset data which might only
include normal data (that 1s, the historical data for an
industrial asset might not contain any attack data). The
definition of an appropriate boundary might be performed 1n
view of, for example, a Receiver Operating Characteristic
(“ROC™), true positives, Talse positives, true negatives, false
negatives, an Area Under Curve (“AUC”) value, efc.

[0072] The embodiments described herein may be imple-
mented using any number of different hardware configura-
tions. For example, FIG. 14 1s a block diagram of an
industnal asset control system protection platiorm 1400 that
may be, for example, associated with the system 140 of FIG.
1. The industrial asset control system protection platform
1400 comprises a processor 1410, such as one or more
commercially available Central Processing Units (“CPUs”)
in the form of one-chip microprocessors, coupled to a
communication device 1420 configured to communicate via
a communication network (not shown in FIG. 14). The
communication device 1420 may be used to communicate,
for example, with one or more remote monitoring nodes,
user platforms, etc. The industrial asset control system
protection platform 1400 further includes an mmput device
1440 (e.g., a computer mouse and/or keyboard to input
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cluster parameters and/or predictive modeling information)
and/an output device 1450 (e.g., a computer monitor to
render a display, provide alerts, transmit recommendations,
and/or create reports). According to some embodiments, a
mobile device, monitoring physical system, and/or PC may
be used to exchange information with the industrial asset
control system protection platform 1400.

[0073] The processor 1410 also communicates with a
storage device 1430. The storage device 1430 may comprise
any appropriate information storage device, including com-
binations of magnetic storage devices (e.g., a hard disk
drive), optical storage devices, mobile telephones, and/or
semiconductor memory devices. The storage device 1430
stores a program 1412 and/or a threat detection model 1414
for controlling the processor 1410. The processor 1410
performs 1nstructions of the programs 1412, 1414, and
thereby operates 1n accordance with any of the embodiments
described herein. For example, the processor 1410 may
receive a series of monitoring node values (representing
normal and/or threatened operation of the industrial asset
control system) and generate a set of normal feature vectors.
The processor 1410 may then automatically determine a
plurality of potential cluster-based decision boundaries for a
threat detection model.

[0074] The programs 1412, 1414 may be stored in a
compressed, uncompiled and/or encrypted format. The pro-
grams 1412, 1414 may furthermore include other program
clements, such as an operating system, clipboard applica-
tion, a database management system, and/or device drivers
used by the processor 1410 to interface with peripheral
devices.

[0075] As used herein, information may be “recerved” by
or “transmitted” to, for example: (1) the industrial asset
control system protection platform 1400 from another
device; or (1) a soltware application or module within the
industrial asset control system protection platform 1400
from another software application, module, or any other
source.

[0076] In some embodiments (such as the one shown 1n
FIG. 14), the storage device 1430 further stores a local
database 1500, global database 1600, and a monitoring node
database 1700. Example of databases that may be used 1n
connection with the industrial asset control system protec-
tion platform 1400 will now be described i detail with
respect to FIGS. 15 through 17. Note that the databases
described herein are only examples, and additional and/or
different information may be stored therein. Moreover, vari-
ous databases might be split or combined 1n accordance with
any of the embodiments described herein.

[0077] Retferring to FIG. 15, a table 1s shown that repre-
sents the local database 1500 that may be stored at the
industrial asset control system protection platform 1400
according to some embodiments. The table may include, for
example, entries associated with local features and bound-
aries ol an industrial asset control system. The table may
also define fields 1502, 1504, 1506, 1508, 1510 for each of
the entries. The fields 1502, 1504, 1506, 1508, 1510 may,
according to some embodiments, specily: an industrial asset
identifier 1502, local data 1504, a cluster identifier 1506, a
centroid 1508, and local features and boundaries 1510. The
local database 1500 may be created and updated, for
example, ofl line (non-real time) when a new physical
system 1s monitored or modeled.




US 2018/0191758 Al

[0078] The industrnial asset identifier 1502 may be, for
example, a unique alphanumeric code 1dentifying an idus-
trial asset to be monitored (e.g., a jet turbine system,
manufacturing plant, wind farm, etc.). The local data 1504
might represent, for example, historical data, high fidelity
model data, etc. The cluster identifier 1506 and centroid
1508 might, for example, associated a set of feature data
with a particular “cluster” located around the centroid 1508
(e.g., a location 1n two dimensional space, three dimensional
space, etc.). The local features and boundaries 1510 might
represent an appropriate boundary for the cluster (separating,
normal operation from threatened operation).

[0079] Referring to FIG. 16, a table 1s shown that repre-
sents the global database 1600 that may be stored at the
industrial asset control system protection platform 1400
according to some embodiments. The table may include, for
example, entries associated with global features and bound-

aries ol an industrial asset control system. The table may
also define fields 1602, 1604, 1606, 1608 for each of the

entries. The fields 1602, 1604, 1606, 1608 may, according to
some embodiments, specily: an industrial asset i1dentifier
1602, a global cluster identifier 1604, a centroid 1606, and
global features and boundaries 1608. The global database
1600 may be created and updated, for example, ofl line
(non-real time) when a new physical system 1s monitored or
modeled.

[0080] The industrnial asset identifier 1602 may be, for
example, a unique alphanumeric code 1dentifying an idus-
trial asset to be monitored and may be based on, or associ-
ated with, the industrial asset identifier 1502 in the local
database 1500. The global cluster 1dentifier 1604 and cen-
troid 1606 might, for example, associated a set of global
teature data with a particular “cluster” located around the
centroid 1606 (e.g., a location 1n two dimensional space,
three dimensional space, etc.). The global features and
boundaries 1068 might represent an appropriate boundary
tor the cluster (separating normal operation from threatened
operation).

[0081] Retferring to FIG. 17, a table 1s shown that repre-
sents the monitoring node database 1700 that may be stored
at the industrial asset control system protection platform
1100 according to some embodiments. The table may
include, for example, entries 1dentilying monitoring nodes
associated with a physical system. The table may also define
fields 1702, 1704, 1706, 1708, 1710, 1712 for each of the
entries. The fields 1702, 1704, 1706, 1708, 1710, 1712 may,
according to some embodiments, specily: a monitoring node
identifier 1702, momitoring node values 1704, teatures 1706,
feature vectors 1708, a closest cluster 1identifier 1710, and a
result 1712. The monitoring node database 1700 may be
created and updated, for example, when a new physical
system 1s monitored or modeled, threat nodes report values,
operating conditions change, efc.

[0082] The momnitoring node identifier 1702 may be, for
example, a unique alphanumeric code 1dentitying a threat
node 1n an industrial asset control system that detects the
series of monitoring node values 1704 over time (e.g., 1n
batches of 30 to 50 seconds of data). The monitoring node
values 1704 may be used to create the features 1706 and
teature vectors 1708 (e.g., 1n accordance with any of the
embodiments described herein). The closest cluster 1denti-
fier 1710 might indicate the nearest cluster and might be
based on or associated with the cluster identifier 1506 1n the
local database 1500 and/or the global cluster identifier 1604
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in the global database 1600. The closest cluster 1dentifier
1710 may be used, for example, to select an appropriate
decision boundary to generate the result 1712 (e.g., an
“attack™ or a “normal” 1ndication).

[0083] Thus, embodiments may provide an industrial asset
with cyber-attack protection that 1s able to handle non-
linearity and/or data skewing. Moreover, embodiments may
provide more accurate sensor/actuator/control node attack
processing with proper decision boundaries applicable to the
data at each instant. Further, embodiments may allow for the
training of attack detection systems using “normal” only
historical data. Passive detection of indications of multi-
class abnormal operations may be implemented using real-
time signals from monitoring nodes. Still further, the detec-
tion framework may allow for the development of tools that
facilitate proliferation of the invention to various systems
(1.e., gas turbines, steam turbines, wind turbines, aviation
engines, locomotive engines, power grid, etc.) in multiple
geolocations. According to some embodiments, distributed
detection systems enabled by this technology (across mul-
tiple types of equipment and systems) will allow for the
collection of coordinated data to help detect multi-prong
attacks. Note that the feature-based approaches described
herein may allow for extended feature vectors and/or 1ncor-
porate new features into existing vectors as new learnings
and alternate sources of data become available. As a result,
embodiments may detect a relatively wide range of cyber-
threats (e.g., stealth, replay, covert, injection attacks, etc.) as
the systems learn more about their characteristics. Embodi-
ments may also reduce {false positive rates as systems
incorporate useful key new features and remove ones that
are redundant or less important. Note that the detection
systems described herein may provide early warning to
industrial asset control system operators so that an attack
may be thwarted (or the eflects of the attack may be
blunted), reducing damage to equipment.

[0084] The {following 1illustrates various additional
embodiments of the invention. These do not constitute a
definition of all possible embodiments, and those skilled 1n
the art will understand that the present invention 1s appli-
cable to many other embodiments. Further, although the
following embodiments are brietfly described for clarity,
those skilled 1in the art will understand how to make any
changes, 1f necessary, to the above-described apparatus and
methods to accommodate these and other embodiments and
applications.

[0085] Note that appropriate clusters may be i1dentified
and/or selected by a system and/or be based on user input.
For example, FIG. 18 illustrates an interactive Graphical
User Interface (“GUI”) display 1800 that might display
monitoring node information (e.g., mcluding a current fea-
ture vector 1810 and decision boundaries selected based on
clustering) along with a user notification arca 1820 that may
be used provide information to an operator, administrator,
etc.

[0086] Although specific hardware and data configura-
tions have been described herein, note that any number of
other configurations may be provided in accordance with
embodiments of the present invention (e.g., some of the
information associated with the databases described herein
may be combined or stored in external systems). For
example, although some embodiments are focused on gas
turbine generators, any of the embodiments described herein
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could be applied to other types of assets, such as dams, the
power grid, military devices, efc.

[0087] According to some embodiments, information
about attack statuses may be interwoven between diflerent
industnal asset plants. For example, one power plant might
be aware of the status of other nodes (in other power plants)
and such an approach might further help thwart coordinated
cyber-threats. In addition to automatic threat detection, some
embodiments described herein might provide systems with
an additional cyber layer of defense and be deployable
without custom programming (e.g., when using operating,
data). Some embodiments may be sold with a license key
and could be incorporated as monitoring service. For
example, boundaries might be periodically updated when
equipment at an industrial asset plant 1s upgraded.

[0088] The present invention has been described 1n terms
ol several embodiments solely for the purpose of 1illustra-
tion. Persons skilled in the art will recognize from this
description that the mnvention i1s not limited to the embodi-
ments described, but may be practiced with modifications
and alterations limited only by the spirit and scope of the
appended claims.

1. A system to protect an industrial asset control system,

comprising;

a space data source storing, for each of a plurality of
monitoring nodes, a series of monitoring node values
over time that represent at least one of: (1) a normal
operation of the industrial asset control system, and (11)
a threatened operation of the industrial asset control
system; and

a threat detection model creation computer, coupled to the
space data source, to:

(1) recerve the series of monitoring node values and
generate a set of feature vectors, and

(11) determine, automatically by the threat detection
model creation computer, a plurality of cluster-based
decision boundaries for a threat detection model.

2. The system of claim 1, wherein said automatic deter-
mination cComprises:

identifying a first cluster 1n the set of feature vectors,
identifying a second cluster in the set of feature vectors,

automatically calculating a first potential cluster-based
decision boundary for the threat detection model based
on the first cluster in the set of feature vectors, and

automatically calculating a second potential cluster-based
decision boundary for the threat detection model based
on the second cluster 1n the set of feature vectors.

3. The system of claim 1, wherein the series ol monitoring
node values over time represent only the normal operation of
the industrial asset control system, and said determination of
the plurality of potential cluster-based decision boundaries 1s
associated with a one-class, semi-supervised learning pro-
Cess.

4. The system of claim 1, wherein the series of monitoring,
node values over time represent only the threatened opera-
tion of the industrial asset control system, and said deter-
mination of the plurality of potential cluster-based decision
boundaries 1s associated with a one-class, semi-supervised
learning process.

5. The system of claim 1, wherein the series of monitoring,
node values over time represent both the normal and the
threatened operation of the imndustrial asset control system,
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and said determination of the plurality of potential cluster-
based decision boundaries 1s associated with a two-class,
supervised learning process.

6. The system of claim 1, wherein the threat detection
model creation computer 1s further to compute and store a
centroid location 1n association with each cluster.

7. The system of claim 1, wherein a plurality of potential
cluster-based decision boundaries are associated with a first
cluster 1n a set of feature vectors.

8. The system of claim 1, wherein identification of the
clusters 1s associated with a K-means process.

9. The system of claim 1, wherein a number of clusters 1s
obtained based on achievable performance as determined by
Receiver Operating Characteristic (“ROC™) statistics.

10. The system of claim 1, wherein at least one of the
series ol monitoring node values 1s associated with a high
fidelity equipment model.

11. The system of claim 1, wherein at least one of said
identification and automatic determination are performed
based at least in part on an online update received from a
remote 1ndustrial asset control system information source.

12. The system of claim 1, further comprising:

a plurality of real-time monitoring node signal mnputs to
receive streams of monitoring node signal values over
time that represent a current operation of the industrial
asset control system; and

a threat detection computer platiorm, coupled to the
plurality of real-time monitoring node signal inputs and
the threat detection model creation computer, to:

(1) recerve the streams of monitoring node signal val-
ues,

(11) for each stream ol monitoring node signal values,
generate a current momtoring node feature vector,

(111) select an appropniate cluster-based decision bound-
ary based on distances between a feature vector and
cluster centroids,

(1v) compare the feature vector to the appropnate
cluster-based decision boundary separating a normal
state from an abnormal state for that monitoring node
1n association with a cluster,

(v) compare the generated current monitoring node
teature vectors with the selected appropriate cluster-
based decision boundary, and

(v1) automatically transmit a threat alert signal based on
results of said comparisons.

13. The system of claim 12, wherein the threat alert signal
transmission 1s performed using at least one of: a cloud-
based system, an edge-based system, a wireless system, a
wired system, a secured network, and a communication
system.

14. The system of claim 13, wherein the threat 1s associ-
ated with at least one of: an actuator attack, a controller
attack, a monitoring node attack, a plant state attack, spooi-
ing, financial damage, unit availability, a unit trip, a loss of
umit life, and asset damage requiring at least one new part.

15. A computerized method to protect an industrial asset
control system, comprising:

recerving, at a threat detection model creation computer

from a space data source for each of a plurality of

monitoring nodes, a series of monitoring node values
over time that represent at least one of: (1) a normal

operation of the industrial asset control system, and (11)

a threatened operation of the industrial asset control

system:
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generating a set of feature vectors based on the recerved

monitoring node values; and

automatically determining, by the threat detection model

creation computer using a series of feature vectors, a
plurality of potential cluster-based decision boundaries
for a threat detection model.

16. The method of claim 15, wherein the series of
monitoring node values over time represent only the normal
operation of the industrial asset control system, and said
determination of the plurality of potential cluster-based
decision boundaries 1s associated with a one-class, semi-
supervised learning process.

17. The method of claim 15, wherein the series of
monitoring node values over time represent only the threat-
ened operation of the industrial asset control system, and
said determination of the plurality of potential cluster-based
decision boundaries 1s associated with a one-class, semi-
supervised learning process.

18. The method of claim 15, wherein the series of
monitoring node values over time represent both the normal
and the threatened operation of the industrial asset control
system, and said determination of the plurality of potential
cluster-based decision boundaries 1s associated with a two-
class, supervised learning process.

19. The method of claim 15, wherein the threat detection
model creation computer 1s further to compute and store a
centroid location in association with each of a plurality of
clusters.

20. The method of claim 15, further comprising:

receiving, by a threat detection computer platiform,

streams ol monitoring node signal values over time that
represent a current operation of the industrial asset
control system;

for each stream of monitoring node signal values, gener-

ating, by the threat detection computer platform, a
current monitoring node feature vector;

selecting, by the threat detection computer platform, an

appropriate cluster-based decision boundary based on
distances between a feature vector and cluster cen-
troids, the appropriate cluster-based decision boundary

Jul. 5, 2018

separating a normal state from an abnormal state for
that monitoring node in association with a cluster;

comparing, by the threat detection computer platform, the
generated current monitoring node feature vectors with
the selected approprate cluster-based decision bound-
ary; and

automatically transmitting a threat alert signal based on

results of said comparisons.

21. A non-transient, computer-readable medium storing,
instructions to be executed by a processor to perform a
method of protecting an industrial asset control system, the
method comprising:

receiving, from a space data source for each of a plurality

of monitoring nodes, a series of monitoring node values
over time that represent at least one of: (1) a normal
operation of the industrial asset control system, and (11)
a threatened operation of the industrial asset control
system; and

automatically determining a plurality of potential cluster-

based decision boundaries for a threat detection model.

22. The medium of claim 21, wherein execution of the
instructions further results in:

recerving streams of momitoring node signal values over

time that represent a current operation of the industrial
asset control system;
for each stream of monitoring node signal values, gener-
ating a current monitoring node feature vector;

selecting an appropriate cluster-based decision boundary
based on distances between a feature vector and cluster
centroids, the appropriate cluster-based decision
boundary separating a normal state from an abnormal
state for that monitoring node in association with a
cluster:

comparing the generated current monitoring node feature

vectors with the selected approprate cluster-based
decision boundary; and

automatically transmitting a threat alert signal based on
results of said comparisons.
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