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DISTRIBUTED ESTIMATION AND
DETECTION OF ANOMALIES IN CONTROL
SYSTEMS

FIELD

[0001] The present disclosure relates generally to electric
power systems, and more particularly to electrical anomaly
detection 1n electric power systems.

BACKGROUND

[0002] Anomaly detection has been applied to control
systems to increase cyber-physical security and optimize
operations of a control system. The principles typically used
in anomaly detection can include identifying normal behav-
ior and a threshold selection procedure for identifying
anomalous behavior. Usually, the challenge 1s to develop a
method that 1s able to detect the abnormalities specific to an
industry’s needs.

[0003] An anomaly such as a cyber-physical attack may be
undetectable from tampered measurements if there 1s a set of
normal operating conditions consistent with the tampered
measurements. Conventional cyber-physical attack detec-
tion approaches are centralized implemented.

[0004] In cyber-physical attack security applications one
of the major problems 1s distinguishing between normal
circumstance and “anomalous” or “abnormal” circum-
stances. For example, malfunction mechanical devices can
be viewed as abnormal modifications to normal programs.
The detection of anomalous activities 1s a diflicult problem
in which the detection of anomalous activities 1s disadvan-
taged by not having appropriate data and/or because of the
variety ol different activities that need to be monitored.
Additionally, protective measures based on established con-
ventional practices are vulnerable to activities designed
specifically to undermine these assumptions.

[0005] Therefore, there 1s a need for developing more
advanced distributed methods for real-time estimation and
detection of anomalies 1n control systems.

SUMMARY

[0006] The present disclosure relates to methods and sys-
tems of dynamic state estimation of Electric Power Systems
(EPS) for detecting anomalies 1n control areas of a control
system having multiple control areas. The disclosure
includes methods and systems relating to the detection of
anomalies 1n a control area positioned within a multiple of
neighbouring control areas in the control system that takes
into account both process and measurement anomalies.
[0007] According to embodiments of the present disclo-
sure, the methods and systems for dynamic state estimation
are based on partitioning a control areca from the multiple
neighboring control areas in the control system, and detect-
ing the anomalies for that individual control area.

[0008] Specifically, the present disclosure 1s based on the
realization that dynamics of the control area can be
decoupled 1f the voltage phase angles on the buses are
treated as control mputs to a model of dynamics of the
control area defining a transition of the state of the control
area as a function of control mputs. At least one aspect
regarding the decoupling dynamics of the control area from
the control system, 1s that 1t allows for detecting anomalies
within an individual control area rather than for the entire
control system.
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[0009] This 1s significant, because convention control sys-
tem state variables include states of generators and buses,
1.¢., a rotor angle and a rotor frequency of generators and
voltage phase angles on buses for the entire control system
and not for a single control area. The states of the convention
control system are globally coupled because the phase angle
on a bus 1s related to the states of all buses within the control
system. Cyber-attacks target entire computer information
systems and infrastructures such as control systems, by
mampulating with measurements of the control system as
part ol cyberterrorism. Resulting 1n the cyber-attacks being
undetectable from tampered measurements of convention
control systems, if there 1s a set of normal operating con-
ditions consistent with those measurements when detection
1s based on the entire central system.

[0010] We realized that by avoiding centralized process-
ing, and focusing on a single control areca we make 1t more
dificult for cyber-attackers to stage a global attack on the
entire control system.

[0011] Owur realization of decoupling dynamics of the
control area from the entire control systems 1s contrary to the
technical engineering principles of the structured network of
the conventional control system, due to the fact that system
networks of electrical components used to supply, transier
and use electric power are a dynamically coupled system. In
other words, the conventional control system has a state on
a bus of the generator that depends on states of all buses 1n
the entire conventional control system, so that to detect a
cyber-attack on one control area, the state of the entire
conventional control system 1s required. The reason for this
requirement 1s that the model of dynamics for the entire
conventional control system’s state transition i1s coupled

together, and the measurement model of the conventional
control system 1s also coupled together, which requires that
any test for detecting a cyber-attack must be for the entire
conventional control system and not for a single control
area, as according the present disclosure. Another realization
that the methods and systems of the present disclosure are
based on 1s that the state of generators can be estimated
according to a measurement model of the first control area,
1.e. control area, connecting measurements of the rotor
frequency of each generator and measurements of the volt-
age phase angles on the buses of the control area with the
rotor angle and the rotor frequency of each generator of the
control area. For example, we are able to estimate a first state
of the control area from a historical state of the control area
over a first state time period using a model of dynamics of
the control area. In order to determine a transition of the first
state of control area we used a function of control inputs,
where the state of the control area includes a rotor angle and
a rotor Ifrequency for each generator in the control area.
Based on the control mputs including one or combination of
phase angles on the buses of the control area, phase angles
on some neighbouring buses of neighbouring control areas,
a mechanical mput to each generator in the control area, or
power consumptions at the buses in the control area. Essen-
tially, embodiments of the present disclosure are based on
tracking the dynamic relationship between local states and
local operational measurements to detect the anomalies or
cyber-attack 1n a distributed fashion with limited neighbour-
ing commumnications. Wherein, no new measurements or
devices are needed or required to be added to the EPS
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system, which provides an unencumbered implementation
for the methods and systems of the present disclosure into
the control systems industry.

[0012] We further realized that a cyber-attack can be
detected 1n a distributed fashion based on a statistic devia-
tion of the state of the local area, control area, {from a normal
state of the local area even considering uncertainties of the
model of dynamics and the model of measurements.
Wherein we use a Kalman filter based approach to deal with
the level of ambiguity under which we assess how likely a
cyber-attack has occurred introduced by the statistic devia-
tion or noises. The Kalman filter can be distributed applied
for each control area through iterative liner solvers and a
neighborhood-approximation to an estimated state covari-
ance matrix. In comparison, the estimated state covariance
used 1n a centralized Kalman filter 1s, in general full, due to
the global coupling of the bus voltages with the generator
rotor angles for an interconnected power system.

[0013] We also formulate the dynamic state estimation
problem using a structure-preserving model that preserves
the sparse coupling of the dynamics. Both the generator
state, 1.e., rotor angle and frequency of each generator, and
the network state, 1.e., voltage phase angle at each bus, are
considered in the estimation. Wherein we decompose the
problem 1in such a way that each control area solves a
problem of reduced dimension, and a decoupled state-space
formulation 1s also used to avoid communication require-
ments between all generators.

[0014] For example, we updated the first state of the
control area according to a measurement model of the
control area, by connecting measurements 1n the control area
ol the rotor frequency of each generator and measurements
of the phase angles on the buses, with the rotor angle and the
rotor frequency of each generator in the control area, to
obtain a second state of the control area over a second state
time period that 1s later than the first state time period.
Wherein we were able to detect the cyber-attack based on a
statistic deviation of the second state of the control area from
its corresponding prediction derived from the first state of
the control area.

[0015] The local attack detection statistic 1s designed
jointly with the dynamic state estimation in order to limit
communication requirements. The communication require-
ments consist of buses’ sharing their weighted measurement
residuals within a user-specified neighborhood. The size of
the neighborhood can be adjusted to allow for a tradeoil
between accuracy and communication overhead.

[0016] According to another embodiment of the disclo-
sure, a method for detecting anomalies 1n a control area of
a control system with multiple control areas. The control
area includes a set of generators in communication with a set
of buses and some neighboring buses of neighboring con-
trols area of the control system. The method including
accessing a memory 1 communication with at least one
processor, wherein the memory includes stored historical
states of the control area. Estimating, by the processor, a first
state of the control area over a first state time period from the
historical states of the control area. Using a model of
dynamics of the control area, and defining a transition of the
first state of the control area as a function of control inputs.
Wherein the first state of the control area includes a gen-
crator state for each generator in the control area. Further,
wherein the control inputs include one or combination of: a
network state for each bus in the control area; a network
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state for some neighboring buses of neighboring controls
areas; a mechanical mput to each generator 1n the control
area or power consumptions at the buses 1n the control area.
Updating, by the processor, the estimated first state of the
control area according to a measurement model of the
control area, by: connecting measurements ol the rotor
frequency of each generator; a weighted combination of
measurements of the network states on the buses in the
control area and some neighboring buses of neighboring
controls areas; with the generator state of each generator 1n
the control area, to obtain a second state of the control area
over a second state time period later than the first state time
period. Detecting, by the processor, the anomalies based on
a statistic deviation of the second state of the control area
from its corresponding prediction derived from the first state
of the control area.

[0017] According to another embodiment of the disclo-
sure, a system for detecting anomalies 1n a control area of a
power system with multiple control areas. The control area
includes a set of generators 1n commumnication with a set of
buses and some neighboring buses of neighboring controls
area of the control system. The system including a computer
readable memory to store historical states of the control area,
current states of the control area, a model of dynamics of the
control area and a measurement model of the control area.
A set of sensors arranged to sense measurements 1n the
control area for the set of generators, the set of buses and to
measure one or combination of rotor frequencies for each
generator, voltage phase angles on the buses, a mechanical
input to each generator, or power consumptions at the buses.
A processor 1n communication with the computer readable
memory configured 1s to: estimate a first state of the control
area from a historical state of the control area over a first
state time period using the stored model of dynamics of the
control area, and defining a transition of the first state of the
control area as a function of control mputs. Wherein the first
state of the control area includes a rotor angle and a rotor
frequency for each generator in the control area. Further,
wherein the control inputs include one or combination of
phase angles on the buses of the control area, a mechanical
mput to each generator in the control area, and power
consumptions at the buses in the control area. Update the
estimated first state of the control area according to the
stored measurement model of the control area, by connect-
ing measurements of the rotor frequency of each generator
in the control area and a weighted combination of measure-
ments of the voltage phase angles on the buses of the control
area and some neighboring buses of the neighboring control
areas, with the rotor angle and the rotor frequency of each
generator 1n the control area, to obtain a second state of the
control area over a second state time period later than the
first state time period. Detect the anomalies based on a
statistic deviation of the second state from 1its corresponding
prediction derived from the first state of the control area.

[0018] According to another embodiment of the disclo-
sure, a detector for detecting anomalies 1n a control area of
an electric power system (EPS) with multiple control areas.
The control area includes a set of generators in communi-
cation with a set of buses and some neighboring buses of
neighboring controls area of the control system. The detector
includes acquiring a plurality of measurements from sensors
configure for sensing the set of generators and the set of
buses over a first state time period. Acquiring a respective
second plurality of measurements from sensors configure for
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sensing the set of generators and the set of buses over a
second state time period. At least one processor having a
computer readable memory configured to receive the plu-
rality of measurements sensed by the sensors over the first
state time period. Estimate a first state of the control area
from a historical state of the control area over the first state
time period using a model of dynamics of the control area,
and defining a transition of the first state of the control area
as a function of control inputs. Wherein the first state of the
control area includes a rotor angle and a rotor frequency for
cach generator 1n the control area, wherein the control inputs
include one or combination of phase angles on the buses of
the control area, a mechanical mnput to each generator 1n the
control area, and power consumptions at the buses in the
control area. Receive the plurality of measurements sensed
by the sensors over the second state time period. Update the
estimated {first state of the control area according to a
measurement model of the control area, by connecting
sensed measurements of the rotor frequency of each gen-
erator 1 the control area and a weighted combination of
sensed measurements of the phase angles on the buses of the
control area and some neighboring buses of the neighboring
control areas, with the rotor angle and the rotor frequency of
cach generator 1n the control area, to obtain a second state
of the control area over the second state time period later
than the first state time period. Detect the anomalies based
on a statistic deviation of the second state of the control area
from 1its corresponding prediction derived from the first state
of the control area.

[0019] Further features and advantages of the present
disclosure will become more readily apparent from the
tollowing detailed description when taken in conjunction
with the accompanying Drawing.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The present disclosure 1s turther described 1n the
detailed description which follows, 1n reference to the noted
plurality of drawings by way of non-limiting examples of
exemplary embodiments of the present disclosure, 1n which
like reference numerals represent similar parts throughout
the several views of the drawings. The drawings shown are
not necessarily to scale, with emphasis instead generally
being placed upon 1llustrating the principles of the presently
disclosed embodiments.

[0021] FIG. 1A 1s a schematic of a power network 1n
which anomalies and/or cyber-physical attacks are detected,
according to one embodiment of the present disclosure;

[0022] FIG. 1B 1s a schematic for partitioning the power
network into multiple control areas that anomalies and/or
cyber-physical attacks are detected independently for each
control area with limited communications with neighbors,
according to one embodiment of the present disclosure;

[0023] FIG. 1C 1s a schematic for a measurement configu-
ration of the power network, according to some embodi-
ments ol the present disclosure;

[0024] FIG. 2A i1s a schematic block diagram of an

example of a control system that may be used with one or
more embodiments described herein, according to some
embodiments of the present disclosure;

[0025] FIG. 2B 1s a block diagram of a method {for

distributed estimation and detection of anomalies in an
clectric power system (EPS), according to one embodiment
of the present disclosure;
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[0026] FIG. 2C 15 a schematic of an exemplar EPS con-
trolled system, according to some embodiments of the
present disclosure;

[0027] FIG. 3A 1s a schematic block diagram for distrib-
uted estimation and detection of cyber-physical attacks for
predetermined period of covariance matrix update, accord-
ing to some embodiments of the present disclosure;

[0028] FIG. 3B 1s a schematic block diagram for deter-
mining local area attack statistic and declare possible attack,
according to some embodiments of the present disclosure;
[0029] FIG. 4A1s a schematic histogram of the local attack
statistic for Area I, d, before attack at area I, according to
some embodiments of the present disclosure;

[0030] FIG. 4B 1s a schematic histogram of the local attack
statistic for Area I, d, during attack at area I, according to
some embodiments of the present disclosure;

[0031] FIG. 4C 1s a schematic histogram of the local attack
statistic for Area I, d, after attack at area I, according to some
embodiments of the present disclosure;

[0032] FIG. 4D 1s a schematic histogram of the local
attack statistic for Area IV, d,- before attack at area I,
according to some embodiments of the present disclosure;
[0033] FIG. 4E 1s a schematic histogram of the local attack
statistic for Area IV, d,;-during attack at area I, according to
some embodiments of the present disclosure; and

[0034] FIG. 4F 1s a schematic histogram of the local attack
statistic for Area 1V, d ;- after attack at area I, according to
some embodiments of the present disclosure.

[0035] While the above-identified drawings set forth pres-
ently disclosed embodiments, other embodiments are also
contemplated, as noted in the discussion. This disclosure
presents illustrative embodiments by way of representation
and not limitation. Numerous other modifications and
embodiments can be devised by those skilled in the art
which fall within the scope and spirit of the principles of the
presently disclosed embodiments.

DETAILED DESCRIPTION

[0036] The following description provides exemplary
embodiments only, and 1s not intended to limit the scope,
applicability, or configuration of the disclosure. Rather, the
following description of the exemplary embodiments will
provide those skilled in the art with an enabling description
for implementing one or more exemplary embodiments.
Contemplated are various changes that may be made 1n the
function and arrangement of elements without departing
from the spirit and scope of the subject matter disclosed as
set forth in the appended claims.

[0037] Specific details are given 1n the following descrip-
tion to provide a thorough understanding of the embodi-
ments. However, understood by one of ordinary skill in the
art can be that the embodiments may be practiced without
these specific details. For example, systems, processes, and
other elements 1n the subject matter disclosed may be shown
as components 1 block diagram form 1n order not to obscure
the embodiments 1n unnecessary detail. In other instances,
well-known processes, structures, and techniques may be
shown without unnecessary detail 1n order to avoid obscur-
ing the embodiments. Further, like reference numbers and
designations 1n the various drawings indicated like elements.
[0038] Also, individual embodiments may be described as
a process which 1s depicted as a tlowchart, a tflow diagram,
a data flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a
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sequential process, many of the operations can be performed
in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process may be terminated
when 1ts operations are completed, but may have additional
steps not discussed or included 1n a figure. Furthermore, not
all operations 1n any particularly described process may
occur 1n all embodiments. A process may correspond to a
method, a function, a procedure, a subroutine, a subprogram,
etc. When a process corresponds to a function, the function’s
termination can correspond to a return of the function to the
calling function or the main function.

[0039] Furthermore, embodiments of the subject matter
disclosed may be implemented, at least in part, either
manually or automatically. Manual or automatic implemen-
tations may be executed, or at least assisted, through the use
of machines, hardware, software, firmware, middleware,
microcode, hardware description languages, or any combi-
nation thereof. When implemented in software, firmware,
middleware or microcode, the program code or code seg-
ments to perform the necessary tasks may be stored 1n a
machine readable medium. A processor(s) may perform the
necessary tasks.

Definition of Terms

[0040] Weuse v, to denote the k-th entry of a vector v, and
the (1,))-th entry of a matrix M 1s given by M, .. The 1-th row
of a matrix M 1s denoted M.. The transpose of a vector or
matrix X is denoted by X’. The inverse of a matrix M is
denoted by M~'. The entry-wise matrix multiplication is
denoted &. A matrix M is positive definite is denoted M- 0,
and A>B means A-B> 0.

[0041] The present disclosure 1s directed to dynamic state
estimation 1n electric power systems (EPS), for detecting
anomalies 1n control areas of a control system having
multiple control areas. In particular, the detection of anoma-
lies 1n a single control area positioned within a multiple of
neighbouring control areas in the control system that takes
into account both process and measurement anomalies.
[0042] Specifically, the present disclosure 1s based on
realizing that dynamics of the control area can be decoupled
i the phase angles on the buses are treated as control inputs
to a model of dynamics of the control area defining a
transition of the state of the control area as a function of
control mputs. At least one aspect regarding the decoupling
dynamics of the control area from the control system, 1s that
it allows for detecting anomalies within an individual con-
trol area rather than for the entire control system. Thus, by
avoiding centralized processing, and focusing on a single
control area we make 1t more diflicult for cyber-attackers to
stage a global attack on the entire control system.

[0043] The methods and systems of the present disclosure
are also based on that the state of generators can be esti-
mated according to a measurement model of the first control
area, 1.¢. control area, connecting measurements of the rotor
frequency of each generator and measurements of the volt-
age phase angles on the buses of the control area with the
rotor angle and the rotor frequency of each generator of the
control area. For example, we estimate a first state of the
control area from a historical state of the control area over
a first state time period using a model of dynamics of the
control area.

[0044] In order to determine a transition of the first state
of control area we use a function of control inputs, where the
state of the control area includes a rotor angle and a rotor
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frequency for each generator in the control area. Based on
the control mputs including one or combination of phase
angles on the buses of the control area and neighbouring
border buses, a mechanical mput to each generator in the
control area or power consumptions at the buses in the
control area. In other words, we are essentially tracking the
dynamic relationship between local states and local opera-
tional measurements to detect the anomalies or cyber-attack
in a distributed fashion.

[0045] We then update the estimated first state of the
control area according to a measurement model of the
control area, by connecting measurements ol the rotor
frequency of each generator in the control area and mea-
surements of the weighted phase angles on the buses of the
control area, with the rotor angle and the rotor frequency of
cach generator in the control area, to obtain a second state
of the control area over a second state time period later than
the first state time period. Lastly, we detect the anomalies
based on a statistic deviation of the second state of the
control area from 1ts corresponding prediction derived from
the first state of the control area.

Formulation for State Space Model and Attack Detection of
a Power System

[0046] FIG. 1 1s a schematic of a power network in which
anomalies and/or cyber-physical attacks are detected,
according to one embodiment of the present disclosure. The
system includes a set of generators 110, 140 and connected
to a set of loads 130, 139 through transmission lines 150,
160. A generator 110, or load 130 1s connected to the system
through a bus 120, and a line 150 1s connected to the system
through two terminal buses.

[0047] The neighbourhood distance i1s used 1n the present
disclosure to determine the communication requirements
between generators or portions of power system. The dis-
tance ol neighbourhood, that 1s the distance between a pair
of neighboring generators or loads 1n term of number of
hops, 1s measured by the number of connected branches
residing in the path between the neighboring buses that the
generators or loads connect to. For example, generator 110
1s connected to generator 140 through 3 transmission lines,
150, 160 and 170, therefore generator 110 and generator 140
1s 3-hop neighbors.

[0048] The power system 1s partitioned to be a set of
control areas 1n the present disclosure. Two adjacent control
areas may have common transmission lines, but there are no
overlapping buses between two control areas.

[0049] FIG. 1B 1s a schematic for partitioming the exem-
plar power network into multiple control areas that cyber-
physical attack detected independently for each area with
limited commumications with neighbors. In FIG. 1B, the
original power system as shown in FIG. 1A 1s partitioned 4
control areas, including area I, 155, area 11, 165, area 111, 175
and area IV, 180.

[0050] The anomalies and/or cyber-physical attacks are
detected based on dynamic state estimation of the power
system. The state estimation may use a set of measurements
or input iformation acquired by a set of sensors from the
system.

[0051] FIG. 1C i1s a schematic for measurement configu-
ration of the power system, according to embodiments of the
present disclosure. The measurements may include the rotor
frequencies of generators, 159, and voltage phase angles of
buses 169. The generator mechanical inputs of generators,
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179 and load power consumption at buses, 189 can also be
available for estimating system states and detecting anoma-
lies.

[0052] FIG. 2A 1s a schematic block diagram of an
example of a control system 200 that may be used with one
or more embodiments described herein. The control system
200 may comprise of at least one processor 201, and a
memory 2135 connected to the processor 201, as well as a set
of sensors 230. Further, the control system 200 includes
communication from neighbouring control areas 225 regard-
ing neighbouring areas’ states and attributes. Contemplated
may include one or more network interfaces (e.g., wired,
wireless, PLC, etc.) used with the system. Also contem-
plated may bet at least one power supply (1.e. battery,
plug-in, etc.) may be used with the control system.

[0053] Stll referring to FIG. 2A, the memory 215 can be
implemented within the processor 201 and/or external to the
processor 201. In some embodiments, the memory 215
stores historical states ol generators and buses of EPS
including a first control area, received neighbouring control
area states and attributes and determined control mputs of
the first control area.

[0054] Similarly, the memory 215 can store the state
dynamic model 220, measurement model 240, anomaly
detection model 250, and/or instructions to the processor
201 of how to use the state dynamics model 220, measure-
ment model 240 and anomaly detection model 250. For
example, 1n various embodiments, the processor 201 deter-
mines estimations of the updated generator rotor angles and
frequencies corresponding to the updated current state using
the measurement model that relates the measurements to
state variables.

[0055] Stll referring to FIG. 2A, 1n some embodiments,
the processor 201 can include functionality blocks including,
a state dynamics model block 220, a measurement model
block 240, and an anomaly detection model block 250. The
data receiving, estimation execution, and results transmit-
ting can be implemented 1n the processor 201.

[0056] Further, the processor 201 may comprise hardware
clements or hardware logic adapted to execute soltware
programs and manipulate data structures. The memory 215
may 1include an operating system, portions of which can
typically resident in memory 215 and executed by the
processor 201, functionally organizes the control system by,
inter alia, ivoking operations in support of soltware pro-
cesses and/or services executing on the device.

[0057] As may be apparent to those skilled 1n the art that
other processor and memory types, including various com-
puter-readable media, may be used to store and execute
program instructions pertaining to the techniques described
herein. Also, while the description illustrates various pro-
cesses, contemplated may be that various processes can be
embodied as modules configured to operate in accordance
with the techniques herein (e.g., according to the function-
ality of a similar process). Further, while the processes have
been shown separately, those skilled 1n the art will appre-
ciate that processes may be routines or modules within other
Processes.

[0058] Stll referning to FIG. 2A, the set of sensors 230 can
include phasor measurement units which provide measure-
ments for voltage phase angle for a bus. The sensors 230 can
also include remote measurement units which provide the
rotor frequency for a bus.
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[0059] The system 200 can also include a screen or display
270. In some embodiments, the result of the anomaly
detection can be rendered on the display 270 or submitted to
different applications that can be internal or external to the
system. For example, the results can be sent to a real-time
security control and prevention application which can be
added to the processor 201.

[0060] FIG. 2B i1s a block diagram of a method 202 for
distributed estimation and detection of anomalies in an
clectric power system (EPS), according to one embodiment
of the present disclosure. The method including partitioning
the EPS into multiple neighbouring control areas 207,
wherein the multiple neighbouring control areas include a
first control area. Further, estimating current states of gen-
crators 1n the first control area using the states of the
generators via a state dynamics model 221 of the generators
of the first control area, wherein the states of the generators
1s from historical data of the EPS 209. Further, receiving,
over a communication channel, a current state and attribute
of at least some of neighbouring buses located in the
neighboring control areas 226. Wherein the neighbouring
buses are the buses of neighbouring control arecas that
connects to at least one boarder bus of the first control area
via at least one transmission line within pre-determined
neighbourhood distance. Determining measurements of
states from generators and buses in the first control area 233.
Then, updating the current state of the generators 1n the first
control area using a measurement model 236 on a basis of
the estimated current states of the generators in the first
control area, the received states and attributes from the
neighbouring control areas, and the measurements of states
from at least some generators and buses 1n the first control
area. Finally, determiming anomaly based on statistic of
deviation of measurement from the states of first control area
using anomaly detection model 261, so as to update the
current state and anomaly status 272. Wherein at least some
steps of the method are performed by one or more processor
and the updated current state and detection results may be
displayed on a display, 1.e. monitor or some other related
clectronic display device.

[0061] FIG. 2C shows a schematic of an exemplar EPS
controlled according to one embodiment of the present
disclosure. The power generation facilities 110 are coupled
to substations 120. Associated with substations 120 1s a
regional control module 276. The regional control module
manages power production, distribution, and consumption
within 1ts region. Also associated with each region are
industrial/commercial/residential loads 130 representative
of industrial plant or large commercial enterprises or resi-
dential loads. According to some embodiments of the dis-
closure, each regional control module 276 using one or more
applications 1s operable to manage the power production and
distribution within 1ts region, and monitoring the healthy
and security status of the region of grid under 1ts control.

[0062] In some implementations, power producing entity,
such as the power generation plants 110, interfaces with the
regional grid via a local control module 272. The local
control module 272 can standardize control command
responses with each of the plurality of power providers. By
oflering to the regional control module 276 a standardized
response ifrom each of the plurality of power producing
entities, the regional control module can actively manage the
power grid i a scalable manner. The regional control
module 276 1s further aware of the electricity producing
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capacity within the region and the limitations to the power
orid. The regional control module 276 understands topology
with respect to the power providers and power consumers
and 1ts own ability to distribute the power.

[0063] FEach regional control module 276 1s communica-
tively coupled to a control system 277 via, e.g., a wide area
network 274. The wide area network can be the Internet or
other means to communicate data among remote locations.
Additionally, or alternatively, the data can be exchanged
between the control system 277 and the regional control
modules 276 via a local area network or Intranet. To that
end, the control system 277 includes a transceiver 280 for
exchanging data between the control system and regional
control modules 276 via the network 274. Also, control
system 277 includes one or several processors 211A and
211B to balance amounts of electricity passing through an
clectrical grid.

[0064] The control system 277 1s operable to manage the
interaction of several regional control modules 276 and the
power providers under their control. As previously
described, each regional control module 276 using appli-
cable applications can dynamically manage the power con-
sumers and power providers within its control. As demand
within a certain region managed by a regional control
module 276 increases or decreases, the regional control
module 276 needs to act to compensate for power produc-
tion within a particular region. To that end, the regional
control module 276 makes a decision about supplying or
requesting the electricity from the grid. The control system
277 receives, transmits or retransmits such request to bal-
ance amount of electricity going 1n or ofl the gnd.

[0065] Different embodiments of the disclosure monitor
one or combination of the voltage phase angles on the buses
of the EPS and/or the rotor frequencies of generators in the
EPS. For example, one embodiment determines anomalies
from the updated states of the EPS, and then the control
system 277 can 1ssue a command to the regional control
module 276 to control their production or loads or network
topology accordingly. For example, the regional control
module 276 can 1ssue a command to a local control module
272 of a generation facility 110 to block its automatic
generation control to avoid executing incorrect load tlowing
function, when an anomaly 135 found.

Structure-Preserving Model

[0066] Consider a power system that includes a set of {1,
2, ...,n} buses and a set of transmission lines connecting
between the buses. Let the subset of buses with generators
be denoted G with |Gl=n,,. Let the subset of buses with loads
be denoted D with |DI=n, and n_+n ~n.

[0067] Assumed that the transient voltage behind its inter-
nal reactance of a generator at bus 1, 1=G 1s constant, then
the dynamics of the generator can be described as:

5:(1) = w; (1), (1)

E;V,
Mi@i(1) = PF(1) = ——=sin(@i(0) - 6:(0) - Diwi (1),

where E. and 0, are the internal voltage magnitude and the
rotor angle of generator at bus 1, M, D, and Z, are the 1nertia,
the damping coellicient and the transient reactance of gen-
erator at bus 1, V, and 0, are the voltage magnitude and the
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phase angle of bus i, P, is the equivalent power injections
of mechanical power 1mput of generator at bus 1.

[0068] The power tlow equation at generator bus 1, 1€G 15
as follows:

PP = (2)

i

EgV; . B G
71_5111(95 —0;) + Z ANG sin(6; — 0;) + Z ViV, r; cos(t); —8;),

OP Ly BV 0 — ) +
S = =V5— ——cos(f, - ¢;
i ZIE i ZI

Zvv YFsin(6; —0;) - ZVVIYE?CGS(Q 0,),

where, P, and Q,” are the equivalent active and reactive
power mJectlons for power demands of generator bus 1, Y

and Y are the elements of bus conductance matrix and bus
susceptance matrix at the row corresponding to bus 1 and the

column corresponding to bus j.
[0069] Analogously, for any load bus i, i€D (i.e. iEG), the
power flow equation at the bus 1s

(3)
PP =Zvv YZsin(g, - 6, )+Zvv YFcos(6; —0)),

b = Z ViV;Yosin(0 — 0, i) = Z ViV, YBCGS(Q:' - 0)),

[0070] It can be assumed for a practical power system that
all angular differences for each generator and line are small,
the resistance at each transmission lines 1s 1ignorable, and the
voltage at each generator or generator 1s close to 1ts nominal
rated value, and therefore we can have: sin(0,-0,)=0.-0

cos(0,~0,)=1, sin(0,-0,)~0,-0,, cos(0,-0,)=I, YIJGZO and
E=V =1 per unit. With these assumptions, the equations
(1)-(3) can be linearized around the network steady state
condition to yield following the dynamic linearized swing
equation and the algebraic DC power tlow equation:

5:(0) = w;(0), i e G (4)
1 |
Mi6i(1) = = —8i(1) = Diwi(1) + — 6:(1) + PE(),ieG

i

1 1 ke |
0= 560 = =60 —Zl Y200 -0,(0)+ PP(0), i€ G

0 = —Z Y20:0 - 0;(0) + PP(0), i & G,

[0071] Equation (4) 1s usually called as the linearized
structure-preserving model. It can be also expressed 1n
compact form as:

'l 0 07 (5)
0 M™MER 01X =
0 0 0
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-continued
() —f 0
LGG DDAMP LGD

x@+[07 Fo PPa

LDG 0 LDD

where MY** and D" are diagonal matrices, M ,“Y**=M.,
D, =Dy PY (=[P, 7 (1), . . ., P, “(1)], and PP()=[P,”
(1), . .., P 2(1)]. The state X()=[8(t)” w(t)? 68(t)7] consists of
the rotor angle 0 and rotor frequency w at every generator
and the voltage phase angle 0 at every bus. The matrix

i LGG LGD ]

LDG LDD

1s a Laplacian matrix with a sparsity structure related to the
underlying network. We note that L is a diagonal matrix,

JGG _ i

DD
i

1s related to the bus susceptance matrix,

1

L,
I R j=LieG
LU —{ Zj .

0 otherwise

The control input U(t)=[0" P°(t) P”(t)]* is given by the
mechanical power input at the generators, P, and the
electrical power demand at each bus, P”, including those
connected to a generator.

[0072] For a practical application, there exist both process
and measurement noise. Additionally, the measurements are
taken to be a discrete-time process rather than a continuous
time process, which 1s more realistic for digitally sampled
systems. The process noise v(t) and measurement noise n[k]
are assumed to be Gaussian noise processes. With the
introduction of noise, we cannot apply a deterministic filter
for attack detection. For the noisy setting, we appeal to
Kalman filtering techniques. However, since the dynamic
system matrix 1n (5) 1s a singular matrix, the dynamic model
in (35) 1s not directly applicable for Kalman filtering. One
solution 1s to eliminate 0 from the state dynamics through
the equation

O()=(L"")H(PP()-L778(). (6)

[0073] Although L”” is sparse, its inverse is not, which
leads to a coupling of the dynamics for w(t) amongst all
generators that 1s not present 1n the original formulation (5).
Such a global coupling makes developing a distributed
solution with reasonable commumnication requirements
infeasible.
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Dynamic Model

[0074] o solve the problem described above, we treat the
bus voltage phase angle as a control iput rather than
climinating 1t from the dynamics. The state given by the
generator variables can be described as:

(@)=, Ot - - x, (D], (7)

x;:(0=[8,(D0:(1)]". (8)

[0075]
follows:

The dynamics for the generator can be described as

0;(1) = (1) + v, (1), (9)

_1 D; 1 1 (10)
(1) = =00~ T-n(D) + W(F?(r) + zef(r)] + v (0),

where v (1) and v, (t) are the process noises on 0, and w,,
respectively. Therefore, these equations can be collected 1n
matrix-form:

X()=Ax()+u(H)+v(1), (11)

where A is block diagonal, and its non-zero entries are set

as:
A(8:(0), wi(n) = 1.0,
o -1
A@;(1), 6;(1)) = Mz
Alc _ 2
(wi(1), wi(D) = M
[0076] The control mput 1s
(1) = | utg, () vy (D) ... s, (1) U, (). (12)
us; (1) = 0, Uy, (1) = MLI(PF (1) + %&(f)]- -
[0077] The process noise is assumed to be v(t)~N(0, Q)

and uncorrelated 1n time. After digital sampling with sam-
pling period T, the continuous-time dynamic system 1is
converted to a discrete-time system:

x[k + 1] = Ax[k] + Bulk] + v[k], (14)

where

T (15)
A:ETE,B:I e dr,
0

and v[Kk]~N(0, Q). The sampled process noise covariance
matrix Q is related to the un-sampled covariance matrix Q
via

O = f TEETQEETTQ’T. 1o
0
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[0078] To evaluate the integrals mm (15)-(16), we use a
second-order approximation:

=2
__ T
Ax!+TA+§A,

I
BETI-FTA,

T T
Q::TQ+F(AQ+QA ).

[0079] The voltage phase angles are usually measured by
a Phasor Measurement Unit (PMU). Since the sampling rate
of the PMUSs 1s high enough to track the system dynamics,
we assume the second-order approximation 1s accurate.

Measurement Model

[0080] The measurements used 1n this present disclosure
include the measurements of the generator rotor frequencies
m, and the measurements of the bus voltage phase angles 0.
Similar to the dynamics, using 0 directly 1n the measurement
equations yields the following measurement model:

z

o, [k] =0 K]+, [K], (17)

0, [k]=[-(LPP) " LP1 B[k (LPP), PPlk]+ng [ ], (18)

I

where, P”[k] is a known input. This formulation is not
desirable for distributed processing since (L””)™' couples
the measurement of the phase angle 0 at any given bus to the
rotor angle 0 at all generators and the electrical power
demand P” at all buses. We handle this by instead consid-
ering measurement of

0,[k] 2L,PPO[K]-PPIk] (19)
The relation to the state 1s:

1 (20)

07 [k] = —Gi[k] + gy [K]

where ng «[k] 1s the measurement noise.

[0081] Let y[k]=[y,[k] . . . v,[k]]?, where y,[k] is the
measurement set local to bus 1, and defined as:

" ([exlk] 8:[K]|i e G (21)
yi = 4 a .

We can have the following decoupled measurement model:
vk =Hx[k]|+n[k].

The measurement matrix, H can be decoupled (1.e. block

diagonal), since the measurements y, involve only local

variables m, and 9o, as shown 1n equations (17) and (20). The
non-zero elements for the measurement matrix H are:

H(w;, w;) =1.0,

Apr. 26, 2018

-continued

" 1
i€ G and H(f;.6)=—.i€C,

[0082] This new formulation maintains the original sparse,
localized coupling inherent to power systems rather than a
global coupling. The quantity 0.* 1n (19) 1s a linear combi-
nation of voltage phase angles at neighboring buses and thus
can be calculated 1n a distributed fashion with limited
communication, since L only have non-zero element for
the entry corresponding to the buses that have direct con-
nection with bus 1. Furthermore, only the local electric
power demand P,” is needed at each bus rather than the

global P”.

[0083] However, measurement of 0% mtroduces the fol-
lowing complication. The measurement noise 1s Gaussian
with n_~N(0O,R_ ) and ng~N(0, Rg), where R, and R, are
assumed to be diagonal. However, R,.=L"”"R,(L"")" is not
diagonal. R,. 1ntroduces coupling and communication
requirements that depend on neighboring rather than global
information. The sparsity pattern of L”” is the same as the
adjacency matrix of the underlying network. The matrix
LI:;.DD 1s nonzero 1f and only 11 bus 1 and bus j are neighbors,
and [L””R4(L7* |;; 1s nonzero 1f and only bus 1 and bus ]
are at most 2-hop neighbors. In summary, we have a new
formulation that transfers all of the coupling to the mea-
surement covariance matrices and process-measurement
covariance.

Kalman Filtering with Correlated Process and Measurement
Noise

[0084] Due to the presence of 0 as a control mput 1 (13)
and 1n the measurements 1n (19), the process noise v[k] 1s
correlated with the measurement noise n[k+1]. Let

E{VKIn[TT} 2 €841 (22)

J

where 0 1s the Kronecker delta, that 1s 0 1s 1 11 j equals to
(k+1), and O otherwise. Before discretization the control
input to 9, 1s zero, and the control mput to w, depends only
on O.. After discretization, the matrix B 1n (15) 1s block-
diagonal introducing a coupling between u; and 0. There-
fore, we specily C to have non-zero entriesionly at:

C(u5,0,%) if j=i or JEN;
C(u,,,0,%) if j=i or JEN,.

N. 1s the set of 1-hop neighboring buses of bus 1.

[0085] The Kalman gain and state covariance estimation
update formulas with process and measurement noise cor-
related according to ¢ are given below:

£ [k] =A% [k-1]+Bulk-1], (23)
P [k|=AP[k-1141+0. (24)
X [k]=%"[K]+K[K](y[K]-HE[K]), (25)
S[k|=HP [k|H'+HC+C'H*+R, (26)
K[k|=(P k| H'+C)S[k] ™, (27)
P*[k|=P [k]-K[k|(HP [k]+CT). (28)
[0086] Equations (23) and (24) represent the dynamic

update step, in which the estimated state, x*[k-1], and
estimated covariance, P*[k—1], are updated according to the
system dynamics.
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[0087] Equations (25)-(28) represent the measurement
update step, in which the predicted state estimate, X [k], and
the predicted covariance estimate, P7[k], are updated with
the measurements to produce the current estimate, X [k] and

P*(K].

Cyber-Physical Attack Model and Detection

[0088] The vectors 1, and 1, are introduced 1nto state space
model to represent additive state and measurement anomaly,
or attack vectors, respectively:

x[k+1]|=Ax[k|+Buk|+v[k]+f[ k], (29)
v[k]|=Hx[k]|+n[k]+5[£]. (30)
[0089] In terms of hypothesis testing, the aim of the

present disclosure 1s to distinguish between

H,(No Attack, or Anomaly):Vkf, [k]=0./5[%x]=0

H | (Attack, or Anomaly):There exist {£*} for which
filE* 20,6 k* [=0. (31)

[0090] Bad data from a faulty sensor can be viewed as one
particular attack, or anomaly 1n this framework.

[0091] Our criterion for detecting attacks or anomalies 1s
a statistic based on the output of the dynamic state estima-
tion. It 1s assumed that the attack, or anomaly vectors 1; and
t, i Equations (29)-(30) are unknown. A sliding window
attack statistic 1s proposed based on the measurement
residual. The global attack statistic at time k 1s defined as
follows:

k (32)
dikl= > Y IAS kv L)),

J=k—w+1

where the sliding window 1s of length w and m 1s the number
of measurements. The measurement residual, 1.e. Kalman
innovation, 1s a zero mean Gaussian random variable, and
the statistic d[k]~y~ (win) is a chi-squared random variable
with wm degrees of freedom. This 1s due to the fact that the
covariance matrix of global innovation v[k] 1s equal to S[k].
[0092] This fact can be proven as follows: the global
innovations covariance matrix can be defined as:

E[ylklyT[k]] = EL(y[k] — HY [KD(y[k] — HR[£]D) ) (33a)
= E{[H(x[k] = ¥ [k]) + n[k]][H (x[k] = 3 [k]) + n[£]]"} (33b)
= HP [k]H" + R+ (33c)

E[H(x[k] - " [kDn" [k]] + Eln[k](x[k] - " [k])" H |

[0093] From equation (23) we have that

x[k] =& [k] = (34a)
(Ax[k — 11+ Bulk — 1]+ v[k = 1]) = (AX [k = 1] + Bu[k — 1])
=Alx[k = 11=2"[k = 1]+ v[k - 1], (34b)

E[(x[k] - X" [kDn" [k]] = (35)

E[AGx[k — 1] =3[k — 1T [k]] + E[v[k — 1]nT[K]] = C.
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where the last line follows from the fact measurement noise
at time k 1s uncorrelated with the measurements and state at
the previous time step. Plugging into (33¢), the desired result
can be obtained as:

E[y[kIy' [k||=HP [k|H +R+HC+C*H =S[k] (36)

Distributed Implantation of Estimation and Online Attack
Detection

[0094] According to embodiments of the present disclo-
sure, the attack detection 1s implemented jointly with dis-
tributed dynamic state estimation. The distributed and
dynamic nature of the invented method facilitates detecting
attacks 1n an online fashion as new measurements become
available, making this particularly attractive for monitoring
the health of critical cyber-physical systems, such as power
orids. In addition to eliminating the need for communication
with a centralized control center, each control area 1s solved
as a problem of reduced dimension with respect to the
original global problem. In this aim, local states and local
measurements are used for each control area.

[0095] As shown in Equation (27), the Kalman {filtering
needs an inversion for the imnovations covariance matrix
S[k]. In order to achieve distributed implementation of
dynamic state estimation, it 1s solved using an iterative
(distributed) inversion method instead of a direct (central-
1zed) inversion method. To avoid using full communication
scheme that 1s all generators communicate with each other,
a proximity-based limited communication scheme, 1.e. 1-hop
communication 1s used. That 1s only generators at most
I-hops away communicate with each other. The parameter |
1s a pre-determined neighborhood distance.

Distributed Dynamic State Estimation

[0096] The present disclosure uses a criterion for detecting
attacks that 1s a statistic based on the output of dynamic state
estimation. Dynamic state estimation 1s distributed solved
for each control area using local state and measurement
models and limited communications with adjacent control
areas.

[0097] Assumed the network buses are partitioned 1nto a
set of N control areas. The state local to control area I 1s the
generator rotor angle and frequency at the buses in the
control area I, x,=[8, w,]*. There is no overlap between states
ol neighboring areas.

[0098] The measurements local to control area I, vy, are the
frequencies of all generators contained in the control area
and the weighted phase angles 0,* at buses contained in the
control area. Based on the characteristics of matrix .77, the
0, for the border buses of control area I depends on
measurements of phase angles at neighboring buses at
neighboring control areas, so control area I needs exchang-
ing the measurements of neighboring buses with their neigh-
boring control areas.

[0099] One remarkable feature of the Kalman filter 1s that
the estimated covariance matrices, such as P7[k], P7[k] and
S[k] do not depend on the measurements. Therefore, they
can be computed 1n advance offline. It 1s stressed here again
that the system dynamics matrix A and measurement matrix
H are both decoupled (1.e. no mixing 1s introduced between
states 1n different areas). Assuming buses are labeled con-
secutively across control areas, therefore the state-space
model can be written as:
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X [k+1]=A g [ K1+B [ K]+, K],
Yilk|=Hpe [ k]+n,K]

={1,2, ... N (37)

[0100] Since the power network 1s an interconnected sys-
tem, 1t can expect that a need to exchange information
between control areas. Indeed, this need 1s reflected 1n the
fact that the Kalman gain K[k] 1s not a block-diagonal
matrix. The innovation, or measurement residual, for control
area I 1s defined as:

Vi[k] 2 yilkl-H % (K] (38)
[0101] The measurement update to the local estimate 1s
then

X (K] =% [k]+K K]y K], (39)

where K [k] are the rows of K[Kk] corresponding to control
area 1. Since K[k] 1s not a block-diagonal matrix, control
area I needs to communicate the entries of y[k] with adjacent
control areas to update its local estimate X, +[k]. Because
the formula for K[k] in (27), K[k]=(P~[k]H* +C)S™'[k] con-
tains a matrix inversion, S[k]™*, it is difficult to calculate in
a distributed way 1f a direct mversion method 1s used.
Instead, the present disclosure uses an iterative inversion
method to achieve distributed implementation for dynamic
state estimation.

[0102] Consider the linear system
STEIBA]=Y[%]. (40)

Then, the measurement update 1n (39) 1s given as

7 k)= (KPR H +O) k] (41)

[0103] The key to dealing with the inverse 1n a distributed
way 1s to iteratively solve (40) for p[k] without explicitly
calculating the inverse and use the result 1n (41). The present
disclosure uses the damped Jacobi method to achieve a fully

distributed solution to (40).

[0104] The matrix S[k] can be decomposed 1nto the dii-
ference of a diagonal matrix, S”[k] and a matrix containing
the remaining off-diagonal entries, S*[k]:

S[k]|=S"[k]-S%[k]. (42)

[0105] Iteratively solving for B[k] using the damped
Jacobl method amounts to finding the fixed point of

B k] =RTAI+a(STR]) ™ (Y[A]-STKIB[K]), (43)

where o is the damping parameter. Since S”[k] is diagonal,
its inverse (S”[k])™" is diagonal, and each block can be
computed locally. The sparsity of S[k] determines the entries
from PB’[k] that need to be communicated with neighboring
areas.

[0106] The damped Jacobi method 1n (43) can be proven
to converge i the damping factor 1s selected according to

255 K]
>SN

JE

Q@ < MIn;

Since S[k] 1s the covariance matrix for the innovations, it 1s
symmetric and positive semi-definite. Furthermore, by the

standard assumptions for Kalman filtering, S[k] 1s an invert-
ible matrix, thus S[k] positive definite, that 1s S[k]>~ 0. The
damped Jacobi method can be converged if and only
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0 < S[k] < %SD[!(].

94

Theretfore, a sutlicient condition 1s to choose o so that

(%SD (k] —S[k]]

04

1s diagonally dominant. Diagonal dominance requires that

Fsﬂ (k] - S[k]] = i
¥ i
2 2 b _ )
JFi
Then we can have:
25 [k) (43)

¥ .

ST

JEi

The result utilizes the fact that S, [k]>0 since 1t 1s the value
ol a vaniance.

[0107] Since the damped Jacobi method 1s iterative, an
iner-loop of iterations can be introduced for each outer-
loop k of the Kalman filter. The number of nner-loop
iterations T, _ 1s a tunable parameter that can be chosen to
achieve a specified tolerance on the difference between
consecutive iner iterations. After completing pre-deter-
mined number of iterations, T, . we obtain *", which is
multiplied by (P~[k]H?+C) in order to calculate (41). Since
P7[k] 1s 1n general a full matrix, 1n order to avoid commu-
nication between all generators, we propose the following

masking approximation:
Pk NQP k). (46)

where N, 1s a mask matrix for “1-hop” neighbors, and defined
as:

[NJ];J; —

def { 1, i, jare [-hop neighbors (47)

0, Otherwise

Thus, f’{; [k] 1s nonzero 11 and only 1f the buses correspond-
ing to x, and x, are at most I-hops away (e.g., direct neighbors
are 1-hop neighbors.) By tuning 1, there 1s a tradeoil between
accuracy ol estimation and communication requirements.

[0108] The sparsity of S[k] 1n (26) determines the entries
from B’[k] that need to be communicated with neighboring,
areas. We analyze the communication requirements of our
distributed method in terms of the sparsity patterns of
relevant matrices and the 1-hop neighbor approximation in
(47).

[0109] Using (43), 3, 1s iteratively solved, then neighbors
need to communicate their entries of the vector 3 according
to the sparsity pattern of S[k]. For 1z2, using a l-hop
neighbor mask 1n (47), the sparsity pattern of S[k] has
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non-zero entries only at pairs of measurements correspond-
ing to buses that are at most 1-hops away. Therefore, at most
I-hop neighbor communication 1s needed for each control
area.

[0110] This can be proved as follows: The matrix S[k]

consists of the sum of four terms. Consider the sparsity
pattern of the first item, HP~[K]H"*:

(HP [KIHT); _ZHQ* Z (49)

— Z HQ:F,?HPFH,UJJ [k] — Hg;!*’é‘i p(ghwj [k] (50)

For concreteness, take row 1 of H to correspond to the
measurement 6, * and take row ] to correspond to the
measurement e;-

(43)
(ff}) ffT) '_‘:E:l uﬂ:E]

1s nonzero if and only 1f P6 o, 1s not zero. From the definition
of 1-hop mask 1n (47), this is equivalent to having bus 1 and
bus 1 be at most 1-hop neighbors. A similar argument follows
for the other measurement types. In conclusion, the calcu-
lation of (HP[k]H?) requires 1-hop neighbor communica-
tion. In contrast, without the masking approximation, the
estimate of the state covariance matrix P~ 1s full, and each
generator would need to communicate with every other
generator. The second 1tem 1s the measurement noise cova-
riance matrix:

"R, 0 ' (51)

where R, and R, are assumed to be diagonal. The entry

L,”” is nonzero if and enly bus i and bus j are 1-hop

nelghbers and [L””R4(L7)] ) . 1s nonzero 1i and only bus
1 and bus j are at most 2- hep neighbors. Therefore, R
requires at most 2-hop neighbor communication. The third
and fourth 1tems are related to analyze the matrix HC. The
entry [HC],, 1s nonzero it and only if the states that mea-
surement 1 depends upon have everlap with the control
inputs correlated to measurement . Measurement 1 can
either be w, or 6.* which depends on . or 0., respectively.
From (51), a measurement of w; 1s not correlated to the
control inputs, so [HC],; 1s zero fer columns 7 corresponding,
to measurements of m. Measurements of 0.* are correlated
with the control mput at bus 1 and 1ts l-hep neighboring
buses. Theretfore, HC only requires neighbor-to-neighbor
communication. The same argument holds for C'H”. In

summary, at most l-hop neighbor communication 1s needed
due to calculation of (HP [K]H").

[0111] For Equation (41), there are additional communi-
cation requirements for calculating (P [k]H’+C) of the
method, after calculating (3. The sparsity of P~ HT 1s such that
the columns corresponding to measurements of 8% at a load
bus are zero. In order to calculate the entry of vector
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| P~ [k]H?B | corresponding to measurement o, the entries of
3 corresponding to the measurements of w and 0* at all other
generators are needed. If an 1-hop neighbor mask 1s applied,
then only the entries of 3 corresponding to measurements at
generators at most 1-hops away are needed. In summary,, to
appreximately calculate local entries of the vector [P~'[K]
H”+C]B, areas must communicate local entries of § with at
most their 1-hop neighbors.

Distributed Attack Detection

[0112] During the dynamic state estimation, the quantity
B, 111=[S7 " [Kk]v[1]], 15 calculated locally in each control area I.
Therefere no additional communication 1s required to cal-
culate the local attack statistic

k (32)
Te. :

[0113] If one had access to the global detection statistic, a
classic chi-squared detection test could be used. For real-
time attack detection in large networks, it 1s not feasible to
collect

Z drlk]
;

over all areas. Instead, the present disclosure proposes that
cach area base 1ts attack detection on 1ts local attack statistic
information. If S~'[k] were block diagonal, then d,[k] would
be distributed as a chi-squared random variable with wm,
degrees of freedom, where m; 1s the number of measure-
ments in area 1. However, in general S™'[k] is a full matrix,
and d,[k] does not have an easily characterized distribution.
Instead, this invent compares the real-time local attack
statistic with an analytical mean and variance of d,[k] under
hypothesis H, (No Attack) and sliding window w=1 to
determine the possible cyber-attack. Using w=1, the mean
and variance of the local attack statistic without an attack
can be quantified as follows:

n (53a)

var[d; [k]] = E[d} [k]] — (E[d;[k])*, (53b)
where
Eldi k1] = (53¢)

2;1 :;1 Sﬁ LSH ]

el fm=1

mlk] + 5[k [Spn K] + Sim [K]S41K D).

[0114] Given the analytical value for the variance, a
threshold T, 1s set such that if |d |k]I>t(var[d Jk]])| an attack

1s declared. For example, the threshold can be a multiple of
Var(d;). A nice feature of the mmvented method 1s that
different false alarm probabilities can be set per area based
on the areas’ noise characteristics, and extra information
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about the location 1s available since the local partial sums of
the global attack variable 1s monitored 1n the present dis-
closure.

Procedure for Distributed Estimation and Attack Detection

[0115] FIG. 3A 1s a schematic block diagram for distrib-
uted estimation and detection of cyber-physical attacks for
predetermined period of covariance matrix update; and FIG.
3B 1s a schematic block diagram for determining local area
attack statistic and declare possible attack;

[0116] In FIG. 3A, the distributed estimation and attack
detection ol a power system 1s 1implemented through the
following steps:

[0117] Step-310: determine the system dynamics matrix
A, measurement relationship matrix H, state and measure-
ment correlation matrix C and state covariance matrix QQ and
measurement covariance matrix R.

[0118] Step-320: Set the total number of time step for
covariance update of attack detection K, the threshold num-
ber of multiple of no attack variance for each area I, T,
pre- -determined neighborhood distance 1, and 1nitialize cova-
riance matrix P*[0]. The threshold T, 1s set per area based on
the areas’ noise characteristics, and extra information about
the location 1s available.

[0119] Step-330: Calculate offline the covariance matri-
ces, including {P7[kl},—", {P*[kl};—", and {S[k]};—",
and communicated to each control area according to:

Plk|=APk-114*+O
S[k|=HP [kK|H'+HC+C*H*+R

P k=P [k]-(P K H'+C)S™ [k)(HP[K]+C")

[0120] Step-340: execute on-line attack detection based on
a local cyber attack static for each control area for each
detection step. Each time step k determines local attack
statistic and declare an attack for each area following the

steps described 1 FIG. 3B:
[0121] Step-345: Calculate predicted state estimate for

cach control area I at time step k:

Xy [K]=A % [k=1]+Bplk-1]

[0122] This step does not require any communication
since A 1s block diagonal and [u], only depends on local
information.

[0123] Step-350: Read measurements for local control
area and communicate with neighboring areas to get mea-
surements for neighboring buses within 1-hop neighborhood
distance 1n adjacent control areas.

[0124] Step-360: Iterate T,  _ steps to determine covari-
ance weight vector {3, for each control area and communicate
with 1ts 1-hop neighbors of covariance weight vectors during
the 1terations according to:

B/ =B/ +alSU[K]]; I(YI—SIJUNI[ KB,

wherein N/ is the set of neighboring buses of buses in the
control area I within 1-hop neighborhood at adjacent control
areas, 1 1s a pre-determined neighborhood distance. S; 5
[k] 1s the entries of S[k] at rows corresponding to control
area I, and columns corresponding to control area I and 1ts
I-hop HEIgthI'S N/ B, Nz is the entries of B’ corresponding
to control area I and its 1- hop neighbors, N/ .

[0125]  Step-370: Using a nelghbor-hmlted approximation
to P7[k], P7[k] and communication P,/ with its 1-hop
neighbors, each area calculates
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2R =5, [K+(P [k H T"'C)I.,ILJN Bron plimner

wherein P, ; K] 1s nonzero and equals to P, 7[k], 1f and only
if the buses Correspondmg to X, and x, are at most I-hops
away. (P [KJH'+C), run; 18 the entrles of (P7[kKJH?+C) at
rows corresponding to control area I, and columns corre-
sponding to control area I and its 1-hop neighbors, N/,
[0126] Step-380: Use [, to update the local attack detec-
tion statistic d [K]:

wherein w 1s the length of sliding window and set as 1.
[0127] Step-390: check 1t IdJk]I>t,Var(d,|k]). Var(dk])
1s a standard variance of the local attack statistic without an
attack, and defined according to:

Z Z S [k K(SilklS;

L peflm=1

m K]+ Sij KIS K] + Sim [ K]Sy [K])

wherein S™'[k] is the inverse of S[k]. If yes, an attack is
declared.

Example

[0128] FIG. 4A-4F gives an example for the local attack
detection statistic behavior 1n the system shown 1n FIG. 1. In
cach of the six figures of FIG. 4, the histogram of the attack
statistic without an attack present and with an attack present
1s overlaid. Each event in the histogram corresponds to
different values for the correlated process and measurement
noise. The figures give the attack statistic at three diflerent
time steps (before, during, and after the attack) and 1n two
different control areas. The attack 1s a corruption of the
signal reading the power demand at bus 120 1n Control Area
I in FIG. 1A. The power demand at bus 120 1s taken to be
multiple times its regular value 1n the state estimation. The
threshold of multiple for no-attack variance T, 1s 1.

[0129] FIG. 4 A-4C show the attack statistics 1n Control
Area I, where the attack takes place. The analytic values for
the mean and variance are given using the covariance matrix
from our simulations. The vertical line 1s the analytic mean,
and the dashed lines are at plus and minus 1 analytic
standard deviation. As shown 1n the plots, before the attack
the histogram for d, matches exactly with or without an
attack. At the time step where the attack occurs, the variance
of the statistic d; 1s increased with respect to the case when
no attack 1s present.

[0130] FIG. 4D-4F show the histogram for the attack
statistic d ;- 1n neighboring control area IV. It can be seen that
during the attack, the variance of d,- 1s only slightly
increased. This points to another potential advantage of
using the local attack statistic d, 1n (52) rather than the global
attack statistic d in (32). Since the variance of the local
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attack statistic where the attack 1s taking place 1s increased
with respect to the local statistics 1n other areas, this suggests
that using the local attack statistic helps not only 1n detecting,
the presence of an attack but also in identifying where the
attack 1s taking place.

[0131] Using the method described above, 1t can be deter-
mined that a possible attack 1s at control area I, but control
area V.

[0132] According to embodiments of the present disclo-
sure a method for detecting anomalies or cyber attacks 1n a
control system or an electric power system. The electric
power system includes a set of generators and loads con-
nected to buses, and each pair of buses are connected with
branches. Wherein a voltage phase angle of each bus and a
rotor frequency of each generator are measured at a pre-
determined sampling frequency. Wherein the electric power
system 1s partitioned 1nto a set of control areas 1n which no
common buses exist between the control areas. Wherein a
mechanical power for each generator and an active power
demand for each load are given for each sampling interval
corresponding to the sampling frequency. The method com-
prising: determining a local state model and a local mea-
surement model for each control area based on measure-
ments at the control area and neighboring buses of adjacent
control areas within a pre-determined neighborhood dis-
tance. Determining dynamic state estimations for each con-
trol area for each sampling interval using iterative inversion
solution for covariance matrix and communications among
adjacent control areas within the pre-determined neighbor-
hood distance. Determining a local anomalies or cyber-
attack statistic for each control area according to results of
determined dynamic state estimations. Estimating the pos-
s1ibility for a possible anomalies or cyber attack in the control
area by comparing the determined local cyber-attack statistic
with a variance ol measurement residuals for the control
arca without anomalies or cyber attack, and declaring pos-
sible anomalies, or cyber attacks, when the local statistic 1s
greater than pre-determined multiples of non-anomalies or
the non-cyber attack variance of measurement residuals.
[0133] According to aspects of the method, wherein the
local state for control area I 1s the generator rotor angle and
frequency at the generators in the control area I, x,~[d, w,]”.
Wherein x; 1s the vector of local states, 0, and w; are the
vectors of rotor angle and frequency of all generators 1n the
area; wherein the local measurements for control area I,
y =[w, 0,*]7, o, are the rotor frequencies of all generators
contained in the control area, and d,* are the weighted bus
phase angles for all buses contained in the control area
including the terminal buses of generators. Wherein the
weighted bus phase angle at bus 1 1s determined as a linear
combination of voltage phase angles at neighboring buses

and an local electric power demand P,”:

L

0,42 LPPo-PP,

L”” is a matrix related bus power injection to bus phase

angle for all buses 1n the system according to the suscep-
tances of transmission lines and transient reactance of gen-
erators in the system; L * is the row corresponding to bus
i of matrix L??; 0 is the vector of voltage phase angle for
all buses; 0.* is determined using measurements at the
control area and measurements with their neighbors 1n other
control areas within 1-hop neighborhood distance.

[0134] According to other aspects of the method, further
comprising: determining the system dynamics matrix A,
input control matrix B, measurement relationship matrix H,
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state and measurement correlation matrix C, state covari-
ance matrix (Q, and measurement covariance matrix R.
Specilying the number of time steps for a period of cova-
riance update K, the multiple threshold of standard variance
of no-attack statistic for each control area t,, I={1, . . . N},
N 1s the total number of control areas. Calculating offline the
matrices of predicted state covariance {P7[k]},_,~, esti-
mated state covariance {P*[k]},_,*, and innovation covari-
ance {S[k]},_,* for each time step k in the set of time steps
ol covanance update period, and communicating the matri-
ces to each control area. Executing on-line cyber-physical
attack detection based on a local cyber attack statistic for

each control area I, I={1, . .., N} at each time step k, k&{1,
2,...,K}hL
[0135] According to other aspects of the method, wherein

the system dynamics matrix A, mput control matrix B, state
covariance matrix (Q and measurement covariance matrix R
are determined according to:

TA
A=e ",

T _
B=f et dr,
0

r T
Q:f .:‘ZIATQE'A TdT,
)

‘R, 0
k= DD pp T |’
O LPPRo(L77)

wherein Q is sampled process noise covariance matrix, Q is
pre-determined un-sampled covariance matrix of states, T is
the length of each sampling interval of phase measuring
units, A is an un-sampled matrix of system dynamics related
the state derivatives x(t) with states x(t), A 1s a sampled
matrix of system dynamics related the states at next time
step with states at current time steps, A are set with non-zero
values at

AQ;(D), w; () = 1.0, A@; (1), 6(1) = 7=

— . D, T
Alw; (1), w;(1) = _Efﬂi(f)'ﬂ

I

1s the transpose of matrix A, B 1s an sampled matrix related
the states with system inputs at the current time steps, R,
and R, are the pre-determined covariance matrices for
measurements of rotor frequency and bus phase angle at all
generators and all buses; wherein the state x(t) includes the
generator variables for all generators, x(t)=|x,(t) X,(t) . . .
xﬂg(t)JT , and the state for generator 1 1s defined as x,(t)=[0,(t)
m,()]*, and the control input u(t) includes inputs for all
generators, u(t)=|us (t) u,, () . . . u,, (1) umﬂg(‘[)J, and the
control mnput corresponding to the rotor angle and frequency
of the generator at bus 1 are defined as:

| |
Hﬁi (I) — 05 H'{ui (f) — ﬂ(PIG + zgi]a

where Iég 1s the number of generators 1n the system, M, Z,
and P,” are the inertia, the transient reactance, and the
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mechanical power input of the generator at bus 1, wherein
the entries of measurement correlation matrix C are set with
non-zero values at C(u, 5, 0,) and C(u, ,, 0.%) 1f j=1 or JEN,,
N. 1s the set of 1-hop neighboring buses of bus 1, wherein
entries of measurement relationship matrix H are set with
non-zero values at H(w,,w,)=1.0 and

o 1
H(Qjacsf)= z',v [ € Ga

i

[0136] According to other aspects of the method, the
matrices of predicted state covariance, estimated state cova-
riance, and 1nnovation covariance for time step k are deter-
mined according to:

Plk|=APk-1141+0,
Sk|=HP K| H'+HC+C*H*+R,
Pk =P [k-(P K| H +O)S™[k|(HP[K]+CY),

kE{L, ... K

[0137] According to other aspects of the method, deter-
mimng local attack statistic and declare an attack for each
area at time step k, further comprising: calculating predicted
state estimate for each control area I at time step k. Reading
measurements for local control area and communicate with
neighboring areas to get measurements for neighboring
buses within 1-hop neighbors. Iterating T, steps to deter-
mine covariance weight vector {3, for each control area and
communicate with its 1-hop neighbors of covariance weight
vectors during the iterations. Using a neighbor-limited
approximation to P7[k], P7[k] and communication {7,
with 1ts I-hop neighbors to determine estimated state for

each control area I at time step k. Using ,”™ to update the
local attack detection statistic d Jk]. Checking if |d [k]I>T,

(Var(dk])). If yes, an attack 1s declared.

[0138] According to other aspects of the method, wherein
the predicted state estimate for each control area I at time
step k are determined according to:

xXp [K1=A77 [k=1]+Bpylk=1]

X, [k] and x,7[k-1] are the vectors of predicted local state at
time step k, and estimated local state at time step (k—=1); A,
and B, are the sub-matrices of system dynamics and mea-
surement matrices corresponding to the buses of control area
I, ujJk-1] 1s the vector of control inputs of control area I at
time step (k-1);

[0139] According to other aspects of the method, wherein
the weight vector of innovation covariance for control area
I, B3, 1s solved iteratively according to:

B/ =B +alSPIk]] =Sz ronK1Brun/)

={0,1, . .. Tyor)

s imner

. 1s the total number of iterations, S”[k] is the
diagonals of matrix S[k], a 1s the damping parameter and
determined as a value less than the minimum of

wherein T.

25;; k]
2 1S3 K]

NES]

Apr. 26, 2018

for all row 1 of matrix S[k]. N,/ is the set of neighboring
buses of buses 1n the control area I within 1-hop neighbor-
hood distance. S; k] 1s the entries of S[k]| at rows
corresponding to control area I, and columns corresponding
to control area I and its 1-hop neighbors, N,/. B IUNIEZ 1s the
entries of B’ corresponding to control area I and its 1-hop
neighbors, N/

[0140] According to other aspects of the method, the
estimated state for control area I 1s determined according to:

2R =2 TR+ PTIRIE ) ot Bron e

wherein P[k] is a neighbor-limited approximation to P7[k],
the entry of P[k], f’ij‘ [k] 1s nonzero and equals to P, 7[K], if
and only 1t the buses corresponding to x; and x; are at most
1-hops away. (P7[k]H*+C), s 4 is the entries of (P7[k]H"+
C) at rows corresponding to control area I, and columns
corresponding to control area I and its 1-hop neighbors, N /.
B%mer is determined the weight vector of innovation covari-
ance.

[0141] According to other aspects of the method, wherein
the local attack detection statistic d,|k] 1s determined accord-
ing to:

wherein v, k] 1s the imnovation vector of measurement
residual determined as:

VK 2y lk)-H& k]

wherein y,| K] 1s the vector of local measurements for control
area | at time step k, X, [k] 1s the vector of predicted states
for control area I at time step k, w 1s the slide window size,
and set as 1;

[0142] According to other aspects of the method, wherein
the standard variance of the local attack statistic without an
attack, Var(dk]) 1s determined according to:

Wherein S™'[k] is the inverse of innovation covariance
matrix S[k] at time step k, n 1s the total number of buses in
the system.

[0143] According to a system for detecting cyber-physical
attacks 1 an electric power system, wherein the electric
power system includes a set of generators and loads con-
nected to buses, and each pair of buses are connected with
branches. Wherein a voltage phase angle of each bus and a
rotor frequency of each generator are measured at a sam-
pling frequency. Wherein the electric power system 1s par-
titioned into a set of control areas in which no common
buses exist between the control areas. Wherein mechanical
power for each generator and active power demand for each
load are given for each sampling interval corresponding to
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the pre-determined sampling frequency. The system com-
prising: determimng a local state model and a local mea-
surement model for each control area based on measure-
ments at the control area and neighboring buses of adjacent
control areas within 1-hop neighborhood distance. Deter-
miming dynamic state estimations for each control area for
cach sampling interval using iterative iversion solution for
state covariance matrix and communications among adja-
cent control areas within the pre-determined neighborhood
distance. Determining a local cyber-attack statistic accord-
ing to results of determined dynamic state estimations.
Declaring a possible cyber attack in the control area by
comparing the determined cyber-attack statistic with a vari-
ance ol measurement residuals for the control area without
an attack.

What 1s claimed 1s:

1. A method for detecting anomalies 1n a control area of
a control system with multiple control areas, wherein the
control area includes a set of generators 1n communication
with a set of buses and some neighboring buses of neigh-
boring controls area of the control system, comprising:

accessing a memory in communication with at least one

processor, wherein the memory includes stored histori-
cal states of the control area;

estimating, by the processor, a first state of the control

area over a lirst state time period from the historical
states of the control area, using a model of dynamics of
the control area, and defining a transition of the first
state of the control area as a function of control 1nputs,
wherein the first state of the control area includes a
generator state for each generator in the control area,
wherein the control mputs include one or combination
of: a network state for each bus in the control area; a
network state for some neighboring buses of neighbor-
ing controls areas; a mechanical input to each generator
in the control area; or power consumptions at the buses
in the control area;

updating, by the processor, the estimated first state of the

control area according to a measurement model of the
control area, by: connecting measurements of the rotor
frequency of each generator; a weighted combination
ol measurements of the network states on the buses 1n
the control area and some neighboring buses of neigh-
boring controls areas; with the generator state of each
generator in the control area, to obtain a second state of
the control area over a second state time period later
than the first state time period; and

detecting, by the processor, the anomalies based on a

statistic deviation of the second state of the control area
from its corresponding prediction derived from the first
state of the control area.

2. The method of claim 1, wherein the generator state
includes a rotor angle and a frequency of each generator 1n
the set of generators 1n the control area.

3. The method of claim 1, wherein the network state
includes a voltage phase angle at each bus in the set of buses
in the control area.

4. The method of claim 1, wherein the first state time
period and the second state time period each cover approxi-
mately the same time interval.

5. The method of claim 1, wherein the control system 1s
an electric power system (EPS).

6. The method of claim 1, wherein the anomalies include
cyber-attacks and power consumption anomalies.
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7. The method of claim 1, wherein the second state of the
control area are real-time observations.

8. The method of claim 1, further comprising:

determining whether, the statistic deviation of the second
state from 1ts corresponding prediction derived from
the first state of the control area 1s associated with a
cyber attack based, at least in part, on historical cyber
attack data stored in a memory in communication with
the processor.

9. The method of claim 1, further comprising:

determining whether the statistic deviation of the second
state from 1ts corresponding prediction dertved from
the first state of the control area 1s associated with a
cyber attack based, at least 1n part, on historical anoma-
lies associated with historical states of the control area
indicating there 1s not a cyber attack.

10. The method of claim 9, further comprising:

recerving an input from a surface ol a user interface in
communication with the processor, by a user, of the
historical anomalies associated with historical states of
the control area that are not indicative of a cyber attack.

11. The method of claim 1, further comprising:

determining, by the processor, whether the statistic devia-
tion of the second state from its corresponding predic-
tion derived from the first state of the control area 1s
associated with a cyber attack based, at least 1n part, on
exceeding a cyber attack threshold;

providing a notification responsive to the statistic devia-
tion of the second state from its corresponding predic-
tion derived from the first state of the control area
exceeding the cyber attack threshold.

12. The method of claim 1, wherein the model of dynam-
ics of the control area includes using an iterative iversion
solution for a covariance matrix and communications among,
adjacent control areas within the pre-determined neighbor-
hood distance.

13. The method of claim 1, wherein the measurement
model of the control area 1s based on measurements at the
control area and neighboring buses of adjacent control areas
within a pre-determined neighborhood distance.

14. The method of claim 1, wherein the detecting of the
anomalies includes:

determiming a function of a covariance matrix of the
deviation of the second state from its corresponding
prediction derived from the first state of the control
area;

comparing the function of the covariance matrix with a
threshold determined as a multiple of a variance of the
function of the covariance matrix allowed by uncer-
tainties of the model of dynamics and the model of
measurements; and

detecting a cyber-attack when the function of the cova-
riance matrix 1s above the threshold.

15. A system for detecting anomalies 1n a control area of

a power system with multiple control areas, wherein the
control area includes a set of generators 1n communication
with a set of buses and some neighboring buses of neigh-
boring controls area of the control system, comprising:

a computer readable memory to store historical states of
the control area, current states of the control area, a
model of dynamics of the control area and a measure-
ment model of the control area;

a set of sensors arranged to sense measurements in the
control area for the set of generators, the set of buses
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and to measure one or combination of rotor frequencies

for each generator, voltage phase angles on the buses,

a mechanical input to each generator, or power con-

sumptions at the buses;

a processor 1n communication with the computer readable

memory configured to:

estimate a first state of the control area from a historical
state of the control area over a first state time period
using the stored model of dynamics of the control
area, and defining a transition of the first state of the
control area as a function of control inputs, wherein
the first state of the control area includes a rotor
angle and a rotor frequency for each generator in the
control area, wherein the control mputs include one
or combination of phase angles on the buses of the
control area, a mechanical 1nput to each generator 1n
the control area, and power consumptions at the
buses 1n the control area;

update the estimated first state of the control area
according to the stored measurement model of the
control area, by connecting measurements of the
rotor frequency of each generator 1n the control area
and a weighted combination of measurements of the
voltage phase angles on the buses of the control area
and some neighboring buses of the neighboring
control areas, with the rotor angle and the rotor
frequency of each generator in the control area, to
obtain a second state of the confrol area over a
second state time period later than the first state time
period; and

detect the anomalies based on a statistic deviation of

the second state from 1ts corresponding prediction
derived from the first state of the control area.

16. The system of claim 15, wherein the first state time
period and the second state time period each cover approxi-
mately the same time interval and the second state of the
control area are real-time observations.

17. The system of claim 15, wherein the detected anoma-
lies assist 1n managing the management of the EPS.

18. The method of claim 15, wherein the detecting of the
anomalies includes:

determining a function of a covariance matrix of the

deviation of the second state from its corresponding
prediction derived from the first state of the control
area;

comparing the function of the covariance matrix with a

threshold determined as a multiple of a variance of the
function of the covarniance matrix allowed by uncer-

tainties of the model of dynamics and the model of

measurements; and
detecting a cyber-attack when the function of the cova-
riance matrix 1s above the threshold.
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19. A detector for detecting anomalies 1n a control area of
an electric power system (EPS) with multiple control areas,
wherein the control area includes a set of generators in
communication with a set of buses and some neighboring
buses of neighboring controls area of the control system,
comprising:

acquire a plurality of measurements from sensors config-

ure for sensing the set of generators and the set of buses
over a lirst state time period;

acquire a respective second plurality of measurements

from sensors configure for sensing the set of generators

and the set of buses over a second state time period;

at least one processor having a computer readable

memory configured to:

receive the plurality of measurements sensed by the
sensors over the first state time period;

estimate a first state of the control area from a historical
state of the control area over the first state time
period using a model of dynamics of the control area,
and defining a transition of the first state of the
control area as a function of control inputs, wherein
the first state of the control area includes a rotor
angle and a rotor frequency for each generator in the
control area, wherein the control mputs include one
or combination of phase angles on the buses of the
control area, a mechanical mput to each generator 1n
the control area, and power consumptions at the
buses 1n the control area;

receive the plurality of measurements sensed by the
sensors over the second state time period;

update the estimated first state of the control area
according to a measurement model of the control
arca, by connecting sensed measurements of the
rotor frequency of each generator 1n the control area
and a weighted combination of sensed measurements
of the phase angles on the buses of the control area
and some neighboring buses of the neighboring
control areas, with the rotor angle and the rotor
frequency of each generator in the control area, to
obtain a second state of the control area over the
second state time period later than the first state time
period; and

detect the anomalies based on a statistic deviation of
the second state of the control area from 1ts corre-
sponding prediction derived from the first state of the
control area.

20. The detector of claim 19, wherein the first state time
period and the second state time period each cover approxi-
mately the same time interval and the second state of the
control area are real-time observations.
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