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(57) ABSTRACT

The method, the mobile device, and the payment terminal of
the invention relate to security ol contactless payment
performed during a purchase of products or services by
using a short-range wireless communication between the
mobile device and the payment terminal. Various external
parameters associated to the payment transaction may be
exchanged between the mobile device and the payment
terminal. Preferred embodiments comprise external param-
eters such as respective positions ol the mobile device and
the payment terminal, time stamps related to transaction
processing time or identifiers of each the mobile device and
the payment terminal. Difference values related to these
external parameters are verified by both the mobile device
and the payment terminal by carrying out comparison with
reference values belfore validation of the payment transac-
tion by the payment terminal.
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SECURING CONTACTLESS PAYMENT
PERFORMED BY A MOBILE DEVICE

FIELD OF THE INVENTION

[0001] The present mvention relates to security of con-
tactless payment performed during a purchase of products or
services by using a short-range wireless communication
between a mobile device and a payment terminal of a
merchant.

TECHNICAL BACKGROUND

[0002] Contactless payment involves securely exchanging
payment information between a payment terminal of a
merchant (hereafter, a payment terminal) and customers who
use mobile communication devices, such as a smartphone, a
tablet computer, or any other mobile personal assistant.

[0003] With the development of the information and com-
munication technology, it has become common to use por-
table devices for performing payment transactions. For
example, a smartphone may be used as payment means, 1n
a similar way as with a contactless credit card, thanks to a
specific application installed on the smartphone using e.g.
RF (Radio Frequency) short-range wireless data exchange
with the payment terminal. The mobile device thus com-
prises at least one appropriate transceiver device able to
establish a short-range electromagnetic communication with
a payment terminal equipped with a similar transceiver
device. Known transceiver devices using communication
protocols managing this data exchange comprise mainly
NFC (Near Field Communication), Bluetooth or ZigBee
technology.

[0004] An advantage of the NFC technology 1s the very
short transmission range of a few centimeters, which may
limit possibility of eavesdropping or intercepting sensitive
data exchanged between the mobile device and the payment
terminal.

[0005] However, one drawback of the RF short-range
wireless communication channels 1n general 1s related to
their potential security vulnerability. Among the security
weaknesses of contactless solutions, the most important one
1s their vulnerability to “relay attack™. In such a case, an
uncthical player performing cyber attacks, (hereafter
attacker, or hacker) may be able to initiate a payment
transaction by intercepting data in RF signals exchanged
between the mobile device of a customer and a legitimate
merchant payment terminal. The intercepted data are then
redirected or relayed to another payment terminal for car-
rying out an 1illegal payment transaction to the detriment of
the customer as well as of the legitimate merchant.

[0006] Relay attack principles and some countermeasures
are described 1n following documents:

[0007] “‘Practical NFC Peer-to-Peer Relay Attack using
Mobile Phones”, Lishoy Francis, Gerhard Hancke, Keith
Mayes, and Konstantinos Markantonakis, Information Secu-
rity Group, Smart Card Centre, Roval Holloway University
of London.

[0008] This document describes how a relay attack can be
implemented against systems using legitimate peer-to-peer
NFC communication by developing and installing suitable
Mobile Information Device Profile application on the attack-
er’s own NFC-enabled mobile phones. The attack does not
need to access secure program memory nor use any code
signing, and can use publicly available APIs. Relay attack
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countermeasures using device location could be used in the
mobile environment. These countermeasures could also be
applied to prevent relay attacks on contactless applications
using ‘passive’ NFC on mobile phones. The relay attack
countermeasure 1s based on GPS coordinates to check
proximity of mobile devices. A mobile device A would
basically add its location and a timestamp to the transmitted
data. An additional authentication mechanism, such as a
digital signature, 1s then used to verily that the packet was
constructed by the mobile device A. A mobile device B
compares the location of mobile device A to its own and
confirms that the mobile device A 1s 1n close proximity. I an
attacker relays the data then the location of mobile device A
should be in theory further away from the location of the
mobile device B and the attack would be detected. The
attacker cannot modily the data, or construct a new data
packet, as 1t does not know the key material of the mobile
device A. The timestamp prevents an attacker recording a
valid transaction and using 1t at a later stage at the same
location. The solidity and/or efliciency of the countermea-
sure are mainly based on signature encryption strength.
[0009] “EMYV Payment Tokenization Specification”, Tech-
nical Framework, v1.0, EMVCo, LLC. 1s a draft version for
a future standard for the Tokenization. This document
describes the Payment Tokenization landscape, defines key
roles of the entities necessary to support Payment Tokeni-
zation, 1dentifies 1impacts of this specification, specifies the
required and optional data fields associated with Token
requests, Token 1ssuance and provisioning, transaction pro-
cessing, and identifies necessary application programming
interfaces (APIs). The document 1s also itended to provide
a detailed description of the Payment Tokenization ecosys-
tem, terminology definitions, key responsibilities, and con-
trols specific to each entity within the ecosystem. In addi-
tion, this document provides potential use cases, related
transaction flows, and the standardization of required and
optional fields within these transaction flows across tradi-
tional payment functions, such as authorization, capture,
clearing, and exception processing. Potential relay attacks
during payment transactions as well as solutions to prevent
such attacks are not addressed 1n this document.

SUMMARY OF THE INVENTION

[0010] According to one embodiment, it 1s proposed a
method for securing a contactless payment transaction per-
formed by a mobile device on a payment terminal according
to claim 1

[0011] Further objects of the invention relate to a mobile
device, according to claim 11, configured to secure a con-
tactless payment transaction and to a payment terminal,
according to claim 13, configured to process a payment
transaction recerved from the mobile device.

[0012] The method, the mobile device and the payment
terminal of the invention are set to operate with various
parameters associated with the payment {transaction
exchanged between the mobile device and the payment
terminal. Preferred embodiments described herealter use a
first parameter specific to the mobile device and a second
parameter specific to the payment terminal. These param-
cters may represent respective positions of the mobile device
and the payment terminal, time stamps related to transaction
processing time or i1dentifiers of each the mobile device and
the payment terminal. Difference values related to these
parameters are verified by both the mobile device and the
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payment terminal by carrying out comparison with reference
values before validation of the payment transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The invention will be better understood thanks to
the following detailed description, which refers to the
attached drawings given as non-limitative examples.
[0014] FIG. 1 shows a schematic view representing a
mobile device and payment terminals with their respective
external parameters corresponding to their respective spatial
positions involved 1n securing contactless payment transac-
tions.

[0015] FIG. 2 shows a flowchart of data exchanged
between a mobile device and a payment terminal via a
short-range wireless communication channel according to
the 1nvention.

DETAILED DESCRIPTION

[0016] The method of the invention preferably applies 1n
payment solutions for mobile devices using a tokemzation
protocol based on PCI (Payment Card Industry) data secu-
rity standard. A primary account number (PAN) 1s saved in
a secure element SE associated to the mobile device.

[0017] The mobile device MD may be selected 1n a group
comprising a smartphone, a tablet, a portable computer, or
any other portable digital assistant provided with appropriate
payment application, secure element and a short-range elec-
tromagnetic communication transceiver.

[0018] The secure element SE may include a platiform
onto which applications can be stalled, personalized, and
managed. It consists of hardware, software, interfaces, and
protocols that enable the secure storage of certificates and
execution of applications for payment, authentication, and
other services. Security-critical applications, such as those
involving payment and account certificates, require secure
hardware storage and a secure execution environment. On
mobile devices, this 1s usually handled by the secure ele-
ment.

[0019] The secure element SE may be implemented 1n
different forms such as a Universal Integrated Circuit Card
(UICC), an embedded secure element, or NFC (Near Field
Communication) facilities such as a separate chip or secure
device, which can be inserted into a slot on the mobile
device or used 1n a contactless fashion. Typically, a UICC 1s
in the form of a subscriber 1dentity module (SIM), which 1s
controlled by the mobile network operators. An embedded
secure element gives service providers the option to embed
the secure element 1nto the mobile device itself. A secure
clement may include one or more security domains, each of
which includes a collection of data, such as packages,
applets, applications, and the like, that trust a common entity
(1.e., are authenticated or managed using a common or
global cryptographic key or token). Security domains may
be associated with service providers and may include service
provider applets or applications such as loyalty, couponing,
and credit card, and transit applications, or applets.

[0020] At start of a payment transaction between a mobile
device MD and a payment terminal PT, the mobile device
MD recerves from the payment terminal PT, upon a trans-
action request, transaction parameters TP pertaining to a
current payment comprising at least an amount and a trans-
action identifier. In a preparation phase of the payment
transaction, the secure element SE may generate, by using a
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cryptographic function F, an mitial token T0 1n form of a
cryptogram F(1P) comprising at least the user Primary
Account Number (PAN) and the transaction parameters TP
associated to a current payment transaction. The initial token
T0 may also be generated on-line via the mobile commu-
nication network and provided to the secure element SE of
the mobile device MD. The cryptogram F(TP) further com-
prises an 1ntegrity figure such as a digest obtained for
example by a hash function applied on all or part of the
transaction parameters TP.

[0021] The mitial token T0 1s 1n general unique for a given
transaction. Even a same payment terminal PT 1s used with
a same mobile device MD); each payment leads in general to
a new token generation by the secure element SE. According
to specifications established by the EMVco group (the
organization developing and maintaining the Europay, Mas-
terCard, Visa standard) an 1nitial token T0 may also be used
for diflerent transactions, in this case an expiry date limits
the number of transactions. The payment transaction 1s
validated by the payment terminal PT, which verifies integ-
rity of the mitial token T0 before forwarding 1t to a server of
a payment authority PA such as a clearing entity, a bank or
a credit card managing center. The server verifies also
uniqueness or expiry date of a given token against a “used”
tokens database to prevent replaying a same token for
another transaction.

[0022] When the user authentication on the mobile device
MD 1s carried out successiully, the 1nitial token T0 1s ready
to be transmitted to a payment terminal of a merchant via a
short-range wireless communication channel using as for
example NFC or Bluetooth technology.

[0023] The user authentication may be performed by 1ntro-
ducing a PIN code or a fingerprint 1n an appropriate user
interface of the mobile device operating system or of a
payment application.

[0024] According to the invention, a first parameter P1
specific to the mobile device MD and a second parameter P2
specific to the payment terminal PT are verified by the
mobile device MD and the payment terminal PT before
forwarding the 1nitial token T0 to the payment authority PA.

[0025] According to a preferred embodiment 1llustrated by
FIG. 1, the first parameter P1 and the second parameter P2
represent spatial positions defined by coordinates (X, Y, Z)
of each the mobile device MD and the payment terminal PT.
These coordinates may be determined by a location appli-
cation installed in the mobile device MD using a GPS
(Global Positioning System) system. Concerning the pay-
ment terminal PT having in general a fixed location, the
position may be stored in a memory during installation.

[0026] In case of indoors locations where the signals
provided by GPS system are too weak to be received by the
mobile device MD, indoor positioning systems IPS may be
used to determine positions. Instead of using satellites, IPS
solutions may use different technologies, including distance
measurement based on RF emitters used as position refer-
ences such as WiF1 access points, or on positioning systems
using magnetic, acoustic, or optical technologies.

[0027] These positions coordinates are exchanged via the
short-range wireless communication channel and verified by
the mobile device MD as well as the payment terminal PT
betfore processing the payment transaction. The verification
1s based on a comparison of a distance D determined by the
current positions (P1, P2) and a pre-stored reference distance
range Dref.
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[0028] The flowchart of FIG. 2 shows the data exchanged.,
via a short range wireless channel SRW, between a mobile
device MD and a payment terminal PT formed by the 1nitial
token T0 combined with parameters (P1, P2) specific respec-
tively to the mobile device MD and the payment terminal
PT.

[0029] In an imtial step, the payment terminal PT trans-
mits to the mobile device MD), transaction parameters TP
pertaining to a current payment transaction to be performed
by the mobile device MD. The transaction parameters TP
comprise at least a primary account number (PAN) related to
the user of the mobile device (MD), and an amount corre-
sponding to the current payment transaction. According to
an option, the transaction parameters TP may be completed
by one or more parameters such as for example an 1dentifier
of the transaction, the terminal, or the merchant.

[0030] The mtial token TO generated by the secure ele-
ment SE of the mobile device MD forms a cryptogram F(TP)
unique for the current transaction. The position coordinates
P1 provided by the GPS or IPS application of the mobile
device MD are then combined with the nitial token TO by
applying a reversible mathematical operation noted (x) such
as an addition, multiplication, XOR (exclusive OR), or any
other reversible combination thercof. The result thus
obtained consists of a first token T1=T0xP1, which 1s
transmitted to the payment terminal PT via the short-range
wireless communication channel SRW.

[0031] The payment terminal PT replies by sending to the
mobile device MD a second token T2=T1xP2 resulting from
a combination of the first token 11 and the position P2 of the
payment terminal PT by applying the reversible mathemati-
cal operation. The mobile device MD determines the posi-
tion P2 of the payment terminal PT by applying the inverse
of the reversible mathematical operation noted (/) to the first
token T1 and second token T2.

[0032] In fact, P2=T2/T1 where T2=T1xP2 and T1=T0x
P1 giving TOxP1xP2/T0xP1=P2.

[0033] By knowing the positions P1 and P2, the mobile
device MD calculates a mobile difference value D1 corre-
sponding to a distance D1 between the mobile device MD
and the payment terminal PT. This distance D1 1s then
compared with a reference distance range D1ref stored 1n a
memory of the mobile device MD.

[0034] The comparison fails when the current distance D1
1s out of the reference distance range Dlrel, 1.e. a distance
longer than the reference distance Dlref, the transaction 1s
stopped. In fact, 1n case of a relay attack, a distance DI
between the mobile device MD and an exploited, fake, or
any other payment terminal P12 at a different position P2' 1s
superior to the reference distance Dlref.

[0035] If the comparison 1s successiul, 1.e. the distance D1
1s comprised within the reference distance range Dlref, a
third token T3=P1xP2 1s transmitted by the mobile device
MD to the payment terminal PT. This token T3 results by
applying the reversible mathematical operation (x) to the
position P1 of the mobile device MD and to the position P2
of the payment terminal PT.

[0036] The payment terminal PT having received the third
token T3 determines the position P1=13/P2=P1xP2/P2 of
the mobile device MD by combining the third token T3 and
the position P2 of the payment terminal PT with the inverse
of the reversible mathematical operation (/).

[0037] In a similar way than the mobile device MD at
previous step, the payment terminal PT, also knowing the
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positions P1 and P2 calculates a terminal difference value
D2 corresponding to a distance D2 between the mobile
device MD and the payment terminal PT. This distance D2
1s then also compared with a reference distance range D2ref
stored 1n a memory of the payment terminal PT.

[0038] If the current distance D2 exceeds the reference
distance range D2ref, the transaction 1s stopped. In contrary
case, when the distance D2 1s comprised within the reference
distance range D2rel, the payment terminal PT determines
the 1nitial token T0 by combining the second token T2 and
the third token T3 previously received with the inverse of the
reversible mathematical operation.

In fact: 70=72/13=T1xP2/P1xP2=T0xP1xP2/FP1x
P2=T1

[0039] The initial token TO, thus obtained 1s processed by
the payment terminal PT that forwards 1t to a bank, or a
credit card managing center for clearing.

[0040] According to an option, the mobile device MD may
send the initial token TO to the payment terminal PT for
checking identity with the initial token T0 calculated by
T0=T12/13 belore sending it to the payment authority PA. A
difference between the token T0 sent by the mobile device
MD and the token T0 calculated by the payment terminal PT
may result from a modification of either position P1 or
position P2 or both used to calculate the 1mitial token T0. A
token T0' different from the 1nitial token T0 generated by the
mobile device MD will be rejected by the payment terminal
PT 1n presence of the token check option or by the payment
authority PA 1n absence of this option.

[0041] Passive relay attacks where a hacker attempts to
transier a captured transaction to another terminal without
moditying data are prevented through the tests performed by
both the mobile device MD and the payment terminal PT,
which compare distances (D1, D2) with reference distance
ranges (Dlref, D2ref) according to the preferred embodi-
ment.

[0042] The method of the invention also allows preventing
active relay attacks, 1.e. where a hacker captures and modi-
fies data transmitted between a mobile device MD and a
payment terminal PT for using the modified data to carry out
transaction with another payment terminal.

[0043] For example, during an active relay attack, a
mobile device MD' of a hacker may capture the tokens
T1=T0xP1 and T2=T1xP2 exchanged between an original
mobile device MD and a first payment terminal PT1. The
mobile device MD' of the hacker calculates the position
P2=T12/T1 of the first payment terminal P11 and modifies
the obtained position P2 so that the modified value P2
passes the distance test performed by the mobile device
MD'.

[0044] The mobile device MD' transmits then a token
T3'=P1'xP2' resulting from a combination of the position P1'
of the mobile device MD' and the modified position P2' to
a second payment terminal P12 at position P2' which
performs the distance test successtully because the value of
the position P2' 1s comprised within the reference distance
range D2ref. The second payment terminal P12 thus calcu-
lates an 1mitial token T0'=12"/13'. This mitial token T0" will
not correspond to the original 1nitial token T0 generated by
the original mobile device MD. In fact, the token T3'=P1'x
P2' 1s calculated with the position P1' of the mobile device
MD' of the hacker instead with the position P1 of the original
mobile device MD, which cannot be calculated from the
token T1 without knowing the 1mitial token T0 generated by
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the original mobile device MD. Furthermore, the token
T2'=T0xP1xP2' 1ncludes the position P1 of the original
mobile device MD instead the position P1' of the mobile
device MD' of the hacker.

[0045] Finally, even a modified payment terminal position
P2' passes the distance tests performed on the mobile device
MD' and the payment terminal P12, the obtained initial
token T0' 1s rejected by the payment terminal P12 which
may analyze it by performing integrity tests for example. IT
the payment terminal P12 forwards the obtained token T0'
directly to the payment authority PA server without prelimi-
nary verification, the token T0' will also be rejected after
verification by this server.

[0046] A particular aspect of the method of the mnvention
1s that the parameters P1, P2 are masked by the 1nitial token
T0 from the start of the transaction until the end when the
token T0 1s revealed at the payment terminal by applying the
inverse of the mathematical reversible operation on the
second token 12 and the third token T3. Thanks to this
masking effect, both the parameters P1 and P2 cannot be
obtained 1n an easy way lor successiully performing an
active relay attack with a correct initial token TO transferred
from one payment terminal to another.

[0047] According to a further embodiment, the parameters
P1, P2 comprise a time stamp formed by the current date and
time indicated by the mobile device MD and the payment
terminal PT at start of a payment transaction. This embodi-
ment may be used 1n cases where the respective positions of
the mobile device MD and the payment terminal PT cannot
be determined either 1n absence of a GPS/IPS application on
the mobile device MD or lack of a stable positioning signal
as for example 1n underground places or inside buildings.
However, for comparing time stamps, time synchronization
between the payment terminal PT and the mobile device MD
becomes necessary. Such synchronization may be provided
through the mobile communication network for the mobile
device MD and by the same mobile network or a wired local
network for the payment terminal PT.

[0048] The respective time stamps are exchanged and
verified by the mobile device MD as well as the payment
terminal PT before validating the payment transaction in a
similar way than the respective positions of preceding
embodiment. The verification 1s based on a comparison,
with a pre-stored reference period of typically a few sec-
onds, of a time difference determined between a current time
stamp and a time stamp provided by the payment terminal
PT. The time stamp of the payment terminal PT 1s sent to the
mobile device MD with the second token T2 1n response to
reception of the first token T1.

[0049] When the time difference calculated by the mobile
device MD, respectively the payment terminal PT exceeds
the reference period, the transaction 1s stopped. In fact, in
case of an active relay attack, the time taken by the mobile
device MD for simulating a real transaction by data modi-
fications 1s longer than the time taken by a normal transac-
tion processing between the mobile device MD and the
payment terminal PT.

[0050] When the time difference 1s comprised within the
reference period, the transaction 1s considered as valid by the
payment terminal PT and the mitial token T0 1s forwarded
to a server ol a payment authority PA.

[0051] According to a further embodiment, the parameters
comprise an identifier ID2 of the payment terminal PT and
an 1dentifier ID2' acquired by the mobile device MD. At the
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beginning of a payment transaction, the mobile device MD
first acquires an 1dentifier ID2' of the payment terminal PT
via another channel than the short-range wireless commu-
nication channel SRW. The identifier ID2' may be located on
or closed to the payment terminal PT.

[0052] For example, the 1dentifier of the payment terminal
ID2' may be displayed 1in form of a bar code or a QR code
readable by a camera of the mobile device MD using an
appropriate application. The mobile device MD then trans-
mits to the payment terminal PT the first token T1 including
the mitial token T0 combined with the read identifier 1D2'.

[0053] The payment terminal PT replies by transmitting
the second token T2 including the first token T1 combined
with an i1denftifier ID2 retrieved from a memory of said
payment terminal PT. The verification 1s thus based on a
result of conformity check of the identifier ID2' acquired by
the camera and the i1dentifier ID2 received with the second
token T2. In case of a difference between these 1dentifiers
ID2" and ID2 showing a probable attempt of a relay attack,
the transaction 1s stopped. In the contrary case, the mobile
device MD transmits the third token T3 formed by the
combination of the i1dentifiers ID2 and ID2' for conformity
verification by the payment terminal PT, which compares the
identifier ID2' acquired by the mobile device MD with 1ts
stored 1dentifier 1D2.

[0054] When the 1dentifiers conformity check 1s success-
ful on the mobile device MD and the payment terminal PT,
the transaction 1s considered as valid by the payment ter-
minal PT and the 1nitial token T0 1s forwarded to a server of
a payment authority. PA.

[0055] According to an option, the tokens T1, T2 and T3
transmitted via the short-range wireless communication
channel SRW may be signed with a cryptographic key K
negotiated between the mobile device and the payment
terminal at start of the payment transaction. An algorithm
such as Dithie-Hellman may be used for exchanging data
necessary to determine the cryptographic key K on both the

mobile device and the payment terminal without exchanging
the key K itsell.

[0056] The signature comprises a digest of the transmaitted
token (11, T2, T3) encrypted with the cryptographic key, the
digest being calculated by applying a one-way and collision

free hash function of type SHA-2, SHA-3, BLAKE or of any
other proprietary type on the concerned token.

[0057] At reception of a token (11, T2, T3) by the mobile
device MD or the payment terminal PT, the signature is
verified by decrypting the recerved digest and comparing
this decrypted digest with a digest calculated by applying the
hash function on the recerved token (T1, T2, T3). I the
calculated digest 1s identical to the received digest, the token
1s accepted, otherwise 1t 1s rejected, and the processing of the
transaction stopped. The cryptographic key may be of sym-
metrical or asymmetrical type.

[0058] Given that the short-range wireless communication
channel SRW 1s considered as unsecure, the key negotiation
may be visible by an attacker, in particular during a “man in
the middle attack”, whose mobile device takes the place of
the “original” mobile device and becomes able to determine
the cryptographic key K. The exchange of tokens combined
with parameters and verification processes according to the
invention thus represents an eflicient and suflicient solution
to the relay or man 1n the middle attack problem, which
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cannot be solved 1n by a suitable cryptographic solution 1n
an environment implementing an unsecure wireless coms-
munication channel.

1. A method for securing a contactless payment transac-
tion performed by a mobile device on a payment terminal,
the method comprising;

receiving from the payment terminal, by the mobile
device, transaction parameters pertaining to the current
payment transaction the mobile device comprising a
secure element configured to provide a token associated
to a current payment transaction and to transmit the
token to the payment terminal via a short-range wire-
less communication channel;

providing, by the mobile device, a unique initial token
formed from at least part of the recerved transaction
parameters;

transmitting, by the mobile device, to the payment termi-
nal, via the short range wireless communication chan-
nel, a first token resulting from a combination of the
initial token and a first parameter specific to the mobile
device (MD) by applying a reversible mathematical
operation;

receiving from the payment terminal, 1n response to the
first token, a second token resulting from a combination
of the first token and a second parameter specific to the
payment terminal by applying the reversible math-
ematical operation;

determining, by the mobile device, the second parameter
from a combination of the second token and the first
token by applying an inverse of the reversible math-
ematical operation;

determining a mobile diflerence value between the first
parameter and the second parameter;

comparing the mobile difference value with a predeter-
mined reference difference range stored 1n a memory of
the mobile device;

if the mobile diflerence value 1s within the reference
difference range (Dlref), transmitting to the payment
terminal a third token obtained by a combination of the
first parameter and the second parameter by applying
the reversible mathematical operation;

determining by the payment terminal the first parameter
from a combination of the third token and the second
parameter by applying the inverse of the reversible
mathematical operation;

e

determining by the payment terminal a terminal difference
value between the first and the second parameter;

comparing the terminal difference value with a predeter-
mined reference difference range stored 1n a memory of
the payment terminal;

—y

if the terminal difference value 1s comprised within the
reference diflerence range, determining the 1nitial token
from a combination of the second token and the third
token by applying the inverse of the reversible math-
ematical operation; and

transmitting by the payment terminal the determined
initial token to a server of a payment authority, the
payment transaction being processed by the payment
terminal.

2. The method according to claim 1, wheremn the first
parameter and the second parameter represent position Coor-
dinates of the mobile device and the payment terminal,
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respectively, the position coordinates being determined by a
global positioning system (GPS) or by an indoor positioning
system (IPS).

3. The method according to claim 2, wherein the differ-
ence value determined by the mobile device or the payment
terminal between the first parameter and the second param-
eter represents a distance between the mobile device and the
payment terminal, the distance being compared with a
predetermined reference distance range stored 1n a memory
of the mobile device or 1n a memory of the payment terminal
(PT) respectively.

4. The method according to claim 1, wherein the first
parameter and the second parameter represent a time stamp
tformed by the current date and time indicated by the mobile
device and the payment terminal at start of a payment
transaction.

5. The method according to claim 4, wherein the mobile
difference value between the first parameter and the second
parameter represents a transaction processing time of the
mobile device and in that the terminal difference value
between the first parameter and the second parameter rep-
resents a transaction processing time of the payment termi-
nal, the transaction processing time of the mobile device
being compared with a predetermined reference time period
range stored 1n a memory of the mobile device and the
transaction processing time of the payment terminal being
compared with a predetermined reference time period range
stored 1n a memory of the payment terminal.

6. The method according to claim 1, wherein the first
parameter represents an identifier of the payment terminal
based on a code acquired, at a start of a payment transaction,
by a camera associated with the mobile device, the code
being located on or close to said payment terminal and in
that the second parameter represents an 1dentifier stored 1n a
memory of the payment terminal.

7. The method according to claim 6, wherein the differ-
ence value between the first parameter and the second
parameter represents a conformity check result of the
acquired 1dentifier and the 1dentifier of the payment terminal
received by the mobile device via the second token.

8. The method according to any of claim 1, wherein the
reversible mathematical operation 1s selected from a group
comprising an addition, multiplication, exclusive OR, or any
other reversible combination thereof.

9. The method according to any of the claim 1, further
comprising receirving by the payment terminal from the
mobile device the iitial token after determining the nitial
token from the second token and the third token, and
checking identity of the determined initial token by com-
parison with the received initial token before transmitting
said 1nitial token to the server of the payment authornty.

10. The method according to claim 1, wherein the tokens
transmitted via the short-range wireless commumnication
channel are signed with a cryptographic key K negotiated
between the mobile device and the payment terminal at start
of the payment transaction, the signature comprising a digest
of the transmitted token encrypted with the cryptographic
key, the digest being calculated by applying a one-way and
collision free hash function of type SHA-2, SHA-3, BLAKE
or of any other proprietary type on the concerned token.

11. A mobile device, configured to perform a payment
transaction with a payment terminal via a short-range wire-
less communication channel, the mobile device comprising:

a transceiver; and
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a secure element; i1n communication with the transceiver,
the secure element being configured to:
provide a token associated to a current payment transac-
tion and to transmit the token to the payment terminal,
the same element being configured to:
receive from the payment terminal transaction parameters
(TP) pertaining to the current payment transaction,
provide a unique 1nitial token formed from at least part of
the received transaction parameters,
obtain a first token resulting from a combination of the
umque mitial token and a first parameter specific to the
mobile device by applying a reversible mathematical
operation,
transmit the first token to the payment terminal via the
short range wireless communication channel,
receive from the payment terminal, 1n response to the first
token, a second token obtained by a combination of the
first token and a second parameter specific to the
payment terminal by applying the reversible math-
ematical operation,
determine the second parameter from the second token
and the first token by applying an inverse of the
reversible mathematical operation,
determine a mobile difference value between the first
parameter and the second parameter,
compare the mobile difference value with a predetermined
reference difference range stored in a memory of the mobile
device,
obtain a third token resulting from a combination of the
first parameter and the second parameter by applying
the reversible mathematical operation if determined
mobile difference value 1s comprised within the refer-
ence difference range; and

transmit the third token to the payment terminal.

12. The mobile device according to claim 11, wherein the
reversible mathematical operation 1s selected 1 a group
comprising an addition, multiplication, exclusive OR, or any
other reversible combination thereof.
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13. A method for processing a payment transaction from
a mobile device at a payment terminal a comprising

receiving from a mobile device, via a short-range wireless
communication channel, a unique initial token associ-

ated to a current payment transaction;
transmitting transaction parameters pertaimng to the cur-
rent payment transaction to the mobile device;
recerving Irom the mobile device a first token resulting
from a combination of the initial token and a first
parameter specific to the mobile device by applying a
reversible mathematical operation;
transmitting to the mobile device, in response to the first
token, a second token obtained by a combination of the
first token and a second parameter specific to the
payment terminal by applying the reversible math-
ematical operation;
recerving from the mobile device a third token resulting
from a combination of the first parameter and the
second parameter by applying the reversible math-
ematical operation;
determining the first parameter from the third token and
the second parameter by applying an 1mverse of the
reversible mathematical operation;
determining a terminal difference value between the first
parameter and the second parameter;
compare the terminal difference value with a predeter-
mined reference difference range stored 1n a memory of
the payment terminal;
determining the initial token from the second token and
the third token by applying the mnverse of the reversible
mathematical operation 11 determined difference value
1s comprised within the reference difference range; and
processing the payment transaction and transmit the deter-
mined 1nitial token to a server of a payment authority.
14. The method according to claim 13, wherein the
reversible mathematical operation 1s selected 1n a group
comprising an addition, multiplication, exclusive OR, or any
other reversible combination thereof.
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