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(57) ABSTRACT

An environmental monitoring device that includes a switch-
ing mechanism 1s described. During operation of the environ-
mental momitoring device, the switching mechanism (such as
a switch) selectively electrically couples a first electrical-
connection node and a second electrical-connection node. For
example, using the switching mechanism, an electronic
device that 1s electrically coupled to the first electrical-con-
nection node may be selectively electrically coupled to a
second electronic device that 1s electrically coupled to the
second electrical-connection node. The selective electrical
coupling may be based on one or more measurements of an
environmental condition 1n an external environment that
includes the environmental monitoring device. Moreover, a
sensor mechanism 1n the environmental monitoring device
may provide sensor data based on the one or more measure-
ments. Alternatively, an antenna and an interface circuit in the
environmental monitoring device may receive the sensor data
from a third electronic device.
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SELECTIVE ELECTRICAL COUPLING
BASED ON ENVIRONMENTAL CONDITIONS

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application i1s a continuation of International
Application No. PCT/US14/46748, filed Jul. 15, 2014, which
1s incorporated by reference herein in 1ts entirety.

BACKGROUND

[0002] 1. Field

[0003] The described embodiments relate generally to an
environmental monitoring device, and more specifically to
techniques for monitoring environmental conditions in an
environment and accordingly selectively electrically cou-
pling electrical nodes 1n an environmental monitoring device.

[0004] 2. Related Art

[0005] Trends in connectivity and in portable electronic
devices are resulting in dramatic changes 1n people’s lives.
For example, the Internet now allows individuals access to
vast amounts of information, as well as the ability to identify
and interact with individuals, organizations and companies
around the world. This has resulted 1n a significant increase 1n
online financial transactions (which are sometimes referred to
as ‘ecommerce’). Similarly, the increasingly poweriul com-
puting and communication capabilities of portable electronic
device (such as smartphones), as well as a large and growing
set ol applications, are accelerating these changes, providing
individuals access to information at arbitrary locations and
the ability to leverage this information to perform a wide
variety of tasks.

[0006] Recently, it has been proposed these capabilities be
included 1n other electronic devices that are located through-
out our environments, including those that people interact
with ifrequently. In the so-called ‘Internet of things,” it has
been proposed that future versions of these so-called ‘back-
ground’ electronic devices be outlitted with more powertul
computing capabilities and networking subsystems to facili-
tate wired or wireless communication. For example, the back-
ground electronic devices may include: a cellular network
interface (LTE, etc.), a wireless local area network interface
(e.g., a wireless network such as described in the Institute of
Electrical and Electronics Engineers (IEEE) 802.11 standard
or Bluetooth™ from the Bluetooth Special Interest Group of
Kirkland, Wash.), and/or another type of wireless interface
(such as a near-field-communication interface). These capa-
bilities may allow the background electronic devices to be
integrated into information networks, thereby further trans-
forming people’s lives.

[0007] However, the overwhelming majority of the existing
background electronic devices 1n people’s homes, offices and
vehicles have neither enhanced computing capabilities (such
as processor that can execute a wide variety of applications)
nor networking subsystems. Given the economics of many
market segments (such as the consumer market segment),
these so-called ‘legacy’ background -electronic devices
(which are sometimes referred to as ‘legacy electronic
devices’ ) are unlikely to be rapidly replaced. These barriers to
entry and change are obstacles to widely implementing the
Internet of things.

[0008] Furthermore, there remain many environments
(such as the interiors of trucks, trains, boxes, etc.) that cur-
rently do not regularly include electronic devices. As a con-
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sequence, 1t may also be difficult to extend the advantages of
connectivity and enhanced computing capabilities into these
environments.

[0009] In addition, many of the existing background elec-
tronic devices used in people’s homes, offices and vehicles
are difficult to use. For example, the user interfaces in the
ex1isting background electronic devices are often outdated and
cumbersome, which can make it challenging for users to
select desired functionality. Alternatively, the existing back-
ground electronic devices may not currently have the desired
functionality, and the user interfaces 1n the existing back-
ground electronic devices may not allow reprogramming or
modification of capabilities of the existing background elec-
tronic devices. These limitations are often frustrating for
users.

[0010] Hence, there 1s a need for an environmental moni-
toring device that addresses the above-described problems.

SUMMARY

[0011] A first group of described embodiments relates to an
environmental monitoring device that includes a first electr-
cal-connection node that electrically couples to an electronic
device, and a second electrical-connection node that electri-
cally couples to a second electronic device. Moreover, a
switching mechanism (such as a switch) in the environmental
monitoring device selectively electrically couples the first
clectrical-connection node and the second electrical-connec-
tion node. Furthermore, a control mechanism in the environ-
mental monitoring device provides a control signal to the
switching mechanism to selectively electrically couple the
first electrical-connection node and the second electrical-
connection node based on one or more measurements of an
environmental condition 1n an external environment that
includes the environmental monitoring device.

[0012] Note that the environmental monitoring device may
include a sensor mechanism that provides sensor data based
on the one or more measurements of the environmental con-
dition. For example, the sensor mechanism may include: a
temperature sensor, a humidity sensor, an acoustic sensor, a
fire-detection sensor, a load-monitoring sensor, and/or a
motion sensor.

[0013] Inparticular, the sensor mechanism may include the
acoustic sensor and the environmental condition may include
a sound 1n the external environment. In this example, the
control mechanism may selectively electrically decouple the
first electrical-connection node and the second electrical-
connection node when the sound exceeds a threshold value,
and may selectively electrically couple the first electrical-
connection node and the second electrical-connection node
when the sound 1s less than the threshold value. Thus, the
control mechamism may change the control signal based on
the presence or absence of the sound, such as during a tele-
phone call.

[0014] Alternatively or additionally, the sensor mechanism
may include the fire-detection sensor and the environmental
condition may include presence of fire. In this example, the
control mechanism may selectively electrically decouple the
first electrical-connection node from the second electrical-
connection node when the presence of fire 1s detected.
[0015] In another example, the sensor mechanism may
include the load-monitoring sensor and the environmental
condition may include an electrical characteristic associated
with the electronic device and/or the second electronic
device. Then, the control mechamism may selectively electri-
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cally decouple the first electrical-connection node from the
second electrical-connection node when the electrical char-
acteristic 1indicates a standby operating mode for the elec-
tronic device and/or the second electronic device. Alterna-
tively or additionally, the selective electrical decoupling may
occur when the electrical characteristic indicates a safety
concern (such as a fire hazard, a short circuit, a risk of electric
shock or electrocution, etc.).

[0016] In some embodiments, the selective electrical cou-
pling includes current-limited coupling between the first elec-
trical-connection node and the second electrical-connection
node.

[0017] Moreover, the selective electrical coupling may
include selectively switching between a closed state of the
switching mechanism and an open state of the switching
mechanism. Alternatively, the selective electrical coupling
may include an impedance value between the impedance
values when the electrical coupling corresponds to the open
state of the switching mechanism and when the electrical
coupling corresponds to the closed state of the switching
mechanism. Consequently, the control signal may correspond
to a grey-scale value associated with the impedance value.

[0018] Note that the environmental monitoring device may
be used 1n conjunction with a variety of electrical standards.
Thus, the first electrical-connection node may correspond to
a first electrical standard having a first root-mean-square volt-
age and the second electrical-connection node may corre-
spond to a second electrical standard having a second root-
mean-square voltage.

[0019] Furthermore, the environmental monitoring device
may include one or more additional electrical-connection
nodes. For example, there may be a third electrical-connec-
tion node, and the control signal may selectively electrically
couple the first electrical-connection node and the third elec-
trical-connection node based on the one or more measure-
ments of the environmental condition. In some embodiments,
the selective electrical coupling of the first electrical-connec-
tion node and the second electrical-connection node and the
selective electrical coupling of the first electrical-connection
node and the third electrical-connection node are independent
of each other. Alternatively, the selective electrical coupling
of the first electrical-connection node and the second electr-
cal-connection node and the selective electrical coupling of
the first electrical-connection node and the third electrical-
connection node may depend on each other (such as concur-
rent or alternating electrical coupling).

[0020] While the environmental monitoring device may
function independently or without direct communication
with other electronic devices, in other embodiments the envi-
ronmental monitoring device works 1n conjunction with one
or more electronic devices that are remotely located from the
environmental monitoring device. For example, the environ-
mental monitoring device may include: an antenna, and an
interface circuit that communicates with a third electronic
device that 1s separate from the environmental monitoring
device. This communication may include an 1dentifier of the
third electronic device, and the control mechanism may selec-
tively electrically couple the first electrical-connection node
and the second electrical-connection node based on the 1den-
tifier. In some embodiments, this selective electrical coupling,
1s based on a predefined preference of an individual associ-
ated with the identifier. Alternatively, the communication
may include a preference of the individual, and the selective
clectrical coupling may be based on the preference.
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[0021] Another embodiment provides a computer-program
product for use in conjunction with the environmental moni-
toring device. This computer-program product may include
instructions for at least some of the alorementioned opera-
tions performed by the environmental monitoring device.

[0022] Another embodiment provides a method for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node 1n the envi-
ronmental monitoring device. During operation, the environ-
mental momitoring device obtains one or more measurements
of the environmental condition in the external environment
that includes the environmental monitoring device. For
example, the sensor mechanism may provide sensor data
based on the one or more measurements of the environmental
condition or the sensor data may be recerved from a remotely
located electronic device. Then, a control mechanism 1n the
environmental monitoring device provides the control signal
to the switching mechanism 1n the environmental monitoring
device to selectively electrically couple the first electrical-
connection node and the second electrical-connection node
based on the one or more measurements of the environmental
condition.

[0023] A second group of described embodiments relates to
an environmental monitoring device that includes a first elec-
trical-connection node that electrically couples to an elec-
tronic device that includes a power source, and a second
clectrical-connection node that electrically couples to a sec-
ond electronic device that includes a rechargeable battery.
Moreover, a switching mechanism (such as a switch) in the
environmental monitoring device selectively electrically
couples the first electrical-connection node and the second
electrical-connection node. Furthermore, a sensor mecha-
nism in the environmental monitoring device provides sensor
data based on one or more measurements of an environmental
condition that 1s associated with charging of the rechargeable
battery. Additionally, a control mechanism 1n the environ-
mental monitoring device provides a control signal to the
switching mechanism to selectively electrically couple the
first electrical-connection node and the second electrical-
connection node based on the one or more measurements of
the environmental condition. The control mechanism also
selects a charging mode of the rechargeable battery based on
the one or more measurements of the environmental condi-
tion.

[0024] For example, the charging mode may include: a
charging profile as a function of time that increases life of the
rechargeable battery, a charging profile as a function of time
that reduces a charging time of the rechargeable battery, and/
or a charging profile as a function of time that reduces power
consumption while charging the rechargeable battery.

[0025] Moreover, the control mechanism may determine
information associated with one of the electronic device and
the second electronic device based on the one or more mea-
surements of the environmental condition during operation of
the one of the electronic device and the second electronic
device. For example, the environmental condition may be
associated with a power-up transient signal of the electronic
device and/or the second electronic device. In addition, the
information may be determined based on a predefined device
profile. Note that the imnformation may include: a type of
electronic device, a model of electronic device, a brand of
clectronic device, and/or a unique 1dentifier of the one of the
electronic device and the second electronic device.




US 2016/0019780 Al

[0026] In some embodiments, the control mechanism pre-
dicts failure of at least a component 1n one of the electronic
device and the second electronic device based on the one or
more measurements of the environmental condition as a func-
tion of time. The predicted failure may be based on the deter-
mined information.

[0027] Furthermore, the control mechanism may associate
a user with the determined information based a predefined list
of electronic devices of the user. Then, the selective electrical
coupling of the first electrical-connection node and the sec-
ond electrical-connection node may be based on a predefined
preference of the user.

[0028] Additionally, the sensor mechanism may include a
load-monitoring sensor and the environmental condition may
include an electrical characteristic associated with the elec-
tronic device and/or the second electronic device. Then, the
control mechanism may selectively electrically decouple the
first electrical-connection node from the second electrical-
connection node when the electrical characteristic indicates a
standby operating mode for the electronic device and/or the
second electronic device. Alternatively or additionally, the
selective electrical decoupling may occur when the electrical
characteristic indicates a safety concern (such as a fire hazard,
a short circuit, a risk of electric shock or electrocution, etc.).
Note that the electrical characteristic may include: a current,
a voltage, a phase relative to at least a reference signal, a
quality factor, a harmonic of a fundamental frequency, a
resonance Irequency, a time constant, noise, and/or power
consumption.

[0029] Another embodiment provides a computer-program
product for use 1 conjunction with the environmental moni-
toring device. This computer-program product may include
instructions for at least some of the aforementioned opera-
tions performed by the environmental monitoring device.

[0030] Another embodiment provides a method for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node 1n the envi-
ronmental monitoring device. During operation, the environ-
mental monitoring device recerves the sensor data based on
the one or more measurements of the environmental condi-
tion from the sensor mechanism 1n the environmental moni-
toring device, where the environmental condition 1s associ-
ated with the charging of the rechargeable battery. Then, a
control mechanism in the environmental monitoring device
provides the control signal to the switching mechanism 1n the
environmental monitoring device to selectively electrically
couple the first electrical-connection node and the second
clectrical-connection node based on the one or more mea-
surements of the environmental condition. Moreover, the
control mechanism selects the charging mode of the recharge-
able battery based on the one or more measurements of the
environmental condition.

[0031] A third group of described embodiments relates to
an environmental monitoring device that includes a first elec-
trical-connection node that electrically couples to an elec-
tronic device, and a second electrical-connection node that
clectrically couples to a second electronic device. Moreover,
a switching mechanism (such as a switch) 1in the environmen-
tal monitoring device selectively electrically couples the first
electrical-connection node and the second electrical-connec-
tion node. Furthermore, an antenna and an interface circuit in
the environmental monitoring device communicate with a
third electronic device that 1s separate from the environmental
monitoring device, where the communication includes sensor
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data based on one or more measurements by a sensor mecha-
nism 1n the third electronic device of an environmental con-
dition 1n an external environment that includes the environ-
mental monitoring device. Additionally, a control mechanism
in the environmental monitoring device provides a control
signal to the switching mechanism to selectively electrically
couple the first electrical-connection node and the second
clectrical-connection node based on the one or more mea-
surements of the environmental condition.

[0032] Note that the sensor data may include: temperature,
humidity, acoustic information, fire-detection information,
load-monitoring information, and/or motion information. For
example, the sensor data may include acoustic information
and the environmental condition may include a sound 1n the
external environment. Then, the control mechamism may
selectively electrically decouple the first electrical-connec-
tion node and the second electrical-connection node when the
sound exceeds a threshold value, and may selectively electri-
cally couple the first electrical-connection node and the sec-
ond electrical-connection node when the sound 1s less than
the threshold value. Thus, the control mechanism may change
the control signal based on the presence or absence of the
sound, such as during a telephone call.

[0033] Alternatively or additionally, the sensor data may
include the fire-detection information and the environmental
condition may include presence of fire. In this example, the
control mechanism may selectively electrically decouple the
first electrical-connection node from the second electrical-
connection node when the presence of fire 1s detected.

[0034] In another example, the sensor data may include the
load-momnitoring information and the environmental condi-
tion may include an electrical characteristic associated with
the electronic device and/or the second electronic device.
Then, the control mechanism may selectively electrically
decouple the first electrical-connection node from the second
clectrical-connection node when the electrical characteristic
indicates a standby operating mode for the electronic device
and/or the second electronic device. Alternatively or addi-
tionally, the selective electrical decoupling may occur when
the electrical characteristic indicates a satety concern (such as
a fire hazard, a short circuit, a risk of electric shock or elec-
trocution, etc.).

[0035] In some embodiments, the selective electrical cou-
pling includes current-limited coupling between the first elec-
trical-connection node and the second electrical-connection
node.

[0036] Moreover, the selective electrical coupling may
include selectively switching between a closed state of the
switching mechanism and an open state of the switching
mechanism. Alternatively, the selective electrical coupling
may include an impedance value between the impedance
values when the electrical coupling corresponds to the open
state of the switching mechanism and when the electrical
coupling corresponds to the closed state of the switching
mechanism. Consequently, the control signal may correspond
to a grey-scale value associated with the impedance value.

[0037] Note that the environmental monitoring device may
be used in conjunction with a variety of electrical standards.
Thus, the first electrical-connection node may correspond to
a first electrical standard having a first root-mean-square volt-
age and the second electrical-connection node may corre-
spond to a second electrical standard having a second root-
mean-square voltage.
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[0038] Furthermore, the environmental monitoring device
may include one or more additional electrical-connection
nodes. For example, there may be a third electrical-connec-
tion node, and the control signal may selectively electrically
couple the first electrical-connection node and the third elec-
trical-connection node based on the one or more measure-
ments of the environmental condition. In some embodiments,
the selective electrical coupling of the first electrical-connec-
tion node and the second electrical-connection node and the
selective electrical coupling of the first electrical-connection
node and the third electrical-connection node are independent
of each other. Alternatively, the selective electrical coupling
of the first electrical-connection node and the second electri-
cal-connection node and the selective electrical coupling of
the first electrical-connection node and the third electrical-
connection node may depend on each other (such as concur-
rent or alternating electrical coupling).

[0039] In some embodiments, the communication includes
an 1dentifier of the third electronic device, and the control
mechanism selectively electrically couples the first electrical-
connection node and the second electrical-connection node
based on the 1dentifier. For example, the control mechanism
may be associated the identifier with a predefined preference
of an individual, and the selective electrical coupling may be
based on the predefined preference. Alternatively, the com-
munication may include a preference of the individual, and
the selective electrical coupling may be based on the prefer-
ence.

[0040] Another embodiment provides a computer-program
product for use 1 conjunction with the environmental moni-
toring device. This computer-program product may include
instructions for at least some of the alorementioned opera-
tions performed by the environmental monitoring device.

[0041] Another embodiment provides a method for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node 1n the envi-
ronmental monitoring device. During operation, the environ-
mental momtoring device recerves, from another electronic
device (such as the third electronic device), the sensor data
based on the one or more measurements of the environmental
condition in the external environment that includes the envi-
ronmental monitoring device. Then, a control mechanism in
the environmental monitoring device provides the control
signal to the switching mechanism in the environmental

monitoring device to selectively electrically couple the first
electrical-connection node and the second electrical-connec-

tion node based on the one or more measurements of the
environmental condition.

[0042] A fourth group of described embodiments relates to
an environmental monitoring device that includes a first elec-
trical-connection node that electrically couples to an elec-
tronic device, and a second electrical-connection node that
clectrically couples to a second electronic device. Moreover,
a switching mechanism (such as a switch) in the environmen-
tal monitoring device selectively electrically couples the first
clectrical-connection node and the second electrical-connec-
tion node. Furthermore, an antenna and an interface circuit in
the environmental monitoring device communicate with a
third electronic device that1s separate from the environmental
monitoring device, where the communication includes loca-
tion information of an individual. Additionally, a control
mechanism 1n the environmental monitoring device provides
a control signal to the switching mechanism to selectively
clectrically couple the first electrical-connection node and the
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second electrical-connection node based on one or more mea-
surements of an environmental condition in an external envi-
ronment that includes the environmental monitoring device
and the location information.

[0043] For example, the selective electrical coupling may
occur when the location information indicates that the mdi-
vidual 1s within a region. This region may include the external
environment. Note that the location information may be
based on triangulation and trilateration. Moreover, the loca-
tion mnformation may be based on: communication in a net-
work, a local positioning system, and/or a Global Positioning
System. Furthermore, the location information may specily
the location of the individual 1n two dimensions and/or three
dimensions. Additionally, the location information may
include: an absolute position of the individual and/or a posi-
tion of the individual relative to that of the environmental
monitoring device.

[0044] In some embodiments, the control mechanism cal-
culates, based on the location information, a predicted loca-
tion of the individual and a time when the individual 1s esti-
mated to be proximate to the location. Then, the selective
clectrical coupling may be based on the predicted location
and the time.

[0045] Moreover, the communication may include an 1den-
tifier of the third electronic device, and the control mecha-
nism may selectively electrically couple the first electrical-
connection node and the second electrical-connection node
based on the identifier. In some embodiments, this selective
clectrical coupling 1s based on a predefined preference of an
individual associated with the identifier. Alternatively, the
communication may include a preference of the individual,
and the selective electrical coupling may be based on the
preference.

[0046] Furthermore, the environmental monitoring device
may include a sensor mechanism that provides sensor data
based on the one or more measurements of the environmental
condition. Alternatively, the iterface circuit may communi-
cate with a fourth electronic device that 1s separate from the
environmental monitoring device, and which includes the
sensor mechanism that provides the sensor data based on the
one or more measurements of the environmental condition. In

these embodiments, the communication includes the sensor
data.

[0047] Another embodiment provides a computer-program
product for use in conjunction with the environmental moni-
toring device. This computer-program product may include
instructions for at least some of the atlorementioned opera-
tions performed by the environmental monitoring device.

[0048] Another embodiment provides a method for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node 1n the envi-
ronmental monitoring device. During operation, the environ-
mental monitoring device recetves, from another electronic
device (such as the third electronic device), the location infor-
mation of the individual. Then, a control mechanism 1n the
environmental monitoring device provides the control signal
to the switching mechanism 1n the environmental monitoring
device to selectively electrically couple the first electrical-
connection node and the second electrical-connection node
based on the one or more measurements of the environmental
condition and the location information.

[0049] A fifth group of described embodiments relates to an
environmental monitoring device that includes a first electri-
cal-connection node that electrically couples to an electronic
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device, and a second electrical-connection node that electri-
cally couples to a second electronic device. Moreover, a
switching mechanism (such as a switch) in the environmental
monitoring device selectively electrically couples the first
clectrical-connection node and the second electrical-connec-
tion node. Furthermore, a sensor mechanism 1n the environ-
mental monitoring device provides sensor data based on one
or more measurements ol an environmental condition that
corresponds to (or may be related to or a function of) power
consumption by the electronic device and/or the second elec-
tronic device. An antenna and an interface circuit 1n the envi-
ronmental monitoring device communicate with a third elec-
tronic device that 1s separate from the environmental
monitoring device, where the communication includes the
environmental condition. Additionally, a control mechanism
in the environmental monitoring device provides a control
signal to the switching mechanism to selectively electrically
couple the first electrical-connection node and the second
clectrical-connection node based on the one or more mea-
surements of the environmental condition.

[0050] For example, the environmental condition may
include energy consumption and/or power consumption.
Moreover, the environmental condition may indicate, during
a time 1nterval, usage of the electronic device and/or the
second electronic device (such as whether or not the elec-
tronic device and/or the second electronic device were used).
Alternatively or additionally, the environmental condition
may indicate a duration of usage of the electronic device
and/or the second electronic device.

[0051] In some embodiments, the sensor mechanism
includes a load-monitoring sensor and the environmental
condition includes an electrical characteristic associated with
the electronic device and/or the second electronic device. For
example, the electrical characteristic may include: a current,
a voltage, a phase relative to at least a reference signal, a
quality factor, a harmonic of a fundamental frequency, a
resonance Irequency, a time constant, noise, and/or power
consumption. Moreover, the environmental condition may be
associated with a power-up transient signal of the electronic
device and/or the second electronic device. In particular, the
clectrical characteristic may include a time-varying power
consumption of the electronic device and/or the second elec-
tronic device, where the time variation may include a
sequence ol approximately discrete values (such as two
power-consumption levels or multiple power-consumption
levels). Furthermore, the electrical characteristic may corre-
spond to (or be related to or a function of): a pulse-code
modulation sequence, a quadrature-modulation sequence,
and/or a DC-balanced sequence.

[0052] In some embodiments, the selective electrical
decoupling occurs when the electrical characteristic indicates
a safety concern (such as a fire hazard, a short circuit, a risk of
clectric shock or electrocution, etc.).

[0053] Moreover, the control mechanism may determine
information associated with one of the electronic device and
the second electronic device based on the one or more mea-
surements environmental condition during operation of the
one of the electronic device and the second electronic device.
For example, the information may include: a type of elec-
tronic device, a model of electronic device, a brand of elec-
tronic device, and/or a unique 1dentifier of the one of the
electronic device and the second electronic device. Further-
more, the control mechanism may associate a user with the
determined information based a predefined list of electronic
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devices of the user. Alternatively or additionally, the selective
clectrical coupling may be based on a predefined preference
of the user.

[0054] Another embodiment provides a computer-program
product for use 1in conjunction with the environmental moni-
toring device. This computer-program product may include
instructions for at least some of the alorementioned opera-
tions performed by the environmental monitoring device.

[0055] Another embodiment provides a method for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node 1n the envi-
ronmental monitoring device. During operation, the environ-
mental monitoring device receives, from the sensor mecha-
nism in the environmental monitoring device, the sensor data
based on the one or more measurements of an environmental
condition 1n the external environment that includes the envi-
ronmental monitoring device, where the environmental con-
dition corresponds to power consumption by the second elec-
tronic device that 1s separate from the environmental
monitoring device, and that 1s electrically coupled to the
second electrical-connection node. Then, a control mecha-
nism in the environmental monitoring device provides the
control signal to the switching mechanism in the environmen-
tal monitoring device to selectively electrically couple the
first electrical-connection node and the second electrical-
connection node based on the one or more measurements of
the environmental condition.

[0056] A sixth group of described embodiments relates to
an environmental monitoring device that includes a first elec-
trical-connection node that electrically couples to an elec-
tronic device, and a second electrical-connection node that
clectrically couples to a second electronic device. Moreover,
a switching mechanism (such as a switch) 1in the environmen-
tal monitoring device selectively electrically couples the first
clectrical-connection node and the second electrical-connec-
tion node. Furthermore, a control mechanism in the environ-
mental monitoring device provides a control signal to the
switching mechanism to selectively electrically couple the
first electrical-connection node and the second electrical-
connection node based on one or more measurements of an
environmental condition in an external environment that
includes the environmental monitoring device. Additionally,
an override mechanism 1n the environmental monitoring
device specifies an electrical coupling state of the first elec-
trical-connection node and the second electrical-connection
node, where the electrical coupling state specified by the
override mechanism supersedes the selective electrical cou-
pling specified by the control signal.

[0057] Note that the override mechanism may supersede
the selective electrical coupling either directly or indirectly.
For example, the override mechanism may be electrically
coupled to the switching mechanism and/or the control
mechanism.

[0058] Moreover, the override mechanism may have a first
clectrical coupling state and a second electrical coupling
state, and may include a switch and/or a button. In a first
clectrical coupling state of the override mechanism, the first
clectrical-connection node and the second electrical-connec-
tion node may be electrically coupled, and 1n a second elec-
trical coupling state of the override mechanism the first elec-
trical-connection node and the second electrical-connection
node may be electrically decoupled.

[0059] Furthermore, the environmental monitoring device
may include a sensor mechanism that provides sensor data
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based on the one or more measurements of the environmental
condition. Alternatively or additionally, the environmental
monitoring device includes an antenna and an interface cir-
cuit that communicate with a third electronic device that 1s
separate from the environmental monitoring device. This
communication may include the sensor data based on the one
or more additional measurements, provided by the third elec-
tronic device, of the environmental condition, where the sen-
sor data 1s associated with the sensor mechanism 1n the third
clectronic device. Note that the sensor mechanism may
include: a temperature sensor, a humidity sensor, an acoustic
sensor, a fire-detection sensor, a load-monitoring sensor, and/
Or a motion sensor.

[0060] In some embodiments, the environmental monitor-
ing device includes a safety mechanism that detects a safety
condition and decouples the first electrical-connection node
and the second electrical-connection node. For example, the
safety mechanism may include an insertion sensor that
detects msertion of an object other than a plug 1nto a socket
associated with the first electrical-connection node and/or the
second electrical-connection node. Moreover, the 1nsertion
sensor may include: an optical detector, a pressure sensor
(such as a spring), a chemical sensor, and/or an electrical
SENnsor.

[0061] Furthermore, the safety condition may involve
detecting: insertion of the object into a hot contact associated
with the socket; and/or a ground-fault current.

[0062] Additionally, the socket may have a first hole and a
second hole, and the safety condition may involve detecting
insertion of the object into the first hole without msertion of
the object into the second hole. The detection of the insertion
ol the object into the first hole and the absence of detection of
the msertion of the object into the second hole may be within
a time 1nterval.

[0063] Another embodiment provides a computer-program
product for use 1n conjunction with the environmental moni-
toring device. This computer-program product may include
instructions for at least some of the alorementioned opera-
tions performed by the environmental monitoring device.

[0064] Another embodiment provides a method for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node 1n the envi-
ronmental monitoring device. During operation, the environ-
mental monitoring device obtains the one or more measure-
ments of the environmental condition 1n the external
environment that includes the environmental monitoring
device. Then, the control mechanism i1n the environmental
monitoring device provides the control signal to the switching,
mechanism 1n the environmental monitoring device to selec-
tively electrically couple the first electrical-connection node
and the second electrical-connection node based on the one or
more measurements of the environmental condition. Next,
the override mechanism specifies the electrical coupling state
of the first electrical-connection node and the second electri-
cal-connection node, where the electrical coupling state
specified by the override mechanism supersedes the selective
clectrical coupling specified by the control signal.

[0065] The preceding summary 1s provided as an overview
of some exemplary embodiments and to provide a basic
understanding of aspects of the subject matter described
herein. Accordingly, the above-described features are merely
examples and should not be construed as narrowing the scope
or spirit of the subject matter described herein 1n any way.
Other features, aspects, and advantages of the subject matter
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described herein will become apparent from the following
Detailed Description, Figures, and Claims.

BRIEF DESCRIPTION OF THE FIGURES

[0066] FIG. 1 15 a block diagram illustrating electronic
devices communicating in accordance with an embodiment

of the present disclosure.

[0067] FIG. 2 1s a block diagram illustrating an environ-
mental monitoring device of FIG. 1 1n accordance with an

embodiment of the present disclosure.

[0068] FIG. 31sablock diagram illustrating a data structure
with sensor data in the environmental monitoring device of
FIG. 2 1n accordance with an embodiment of the present
disclosure.

[0069] FIG. 4 1s a block diagram 1illustrating an archive
device of FIG. 1 1 accordance with an embodiment of the
present disclosure.

[0070] FIG.51sablock diagram 1llustrating a data structure
with a historical record in the archive device of FIG. 4 in
accordance with an embodiment of the present disclosure.

[0071] FIG. 6 1s a drawing 1llustrating a front view of an
environmental momitoring device mn FIG. 1 1n accordance
with an embodiment of the present disclosure.

[0072] FIG. 7 1s a drawing illustrating a side view of the
environmental monitoring device 1n FIG. 6 1n accordance
with an embodiment of the present disclosure.

[0073] FIG. 8 1s a drawing illustrating a side view of the
environmental momitoring device i FIG. 6 1n accordance
with an embodiment of the present disclosure.

[0074] FIG. 9 1s a drawing 1llustrating a front view of an
environmental monitoring device 1n FIG. 1 1 accordance
with an embodiment of the present disclosure.

[0075] FIG. 10 1s a drawing illustrating a side view of the
environmental monitoring device 1n FIG. 9 1 accordance
with an embodiment of the present disclosure.

[0076] FIG. 11 1s a flow diagram illustrating a method for
selectively electrically coupling a first electrical-connection
node and a second electrical-connection node 1n accordance
with an embodiment of the present disclosure.

[0077] FIG. 12 1s a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 11 1n accordance with an embodiment of the
present disclosure.

[0078] FIG. 13 1sablock diagram illustrating a switch 1in an
environmental momtoring device during the method of FIG.
11 1n accordance with an embodiment of the present disclo-
sure

[0079] FIG. 14 1s a flow diagram illustrating a method for
selectively electrically coupling a first electrical-connection
node and a second electrical-connection node 1n accordance
with an embodiment of the present disclosure.

[0080] FIG. 15 1s a drawing illustrating 1dentification of an
environmental monitoring device in accordance with an
embodiment of the present disclosure.

[0081] FIG. 16 1s a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 14 1n accordance with an embodiment of the
present disclosure.

[0082] FIG. 17 1s a flow diagram illustrating a method for
selectively electrically coupling a first electrical-connection
node and a second electrical-connection node 1n accordance
with an embodiment of the present disclosure.
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[0083] FIG. 18 1s a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 17 1n accordance with an embodiment of the
present disclosure.

[0084] FIG. 19 1s a flow diagram illustrating a method for
selectively electrically coupling a first electrical-connection
node and a second electrical-connection node 1n accordance
with an embodiment of the present disclosure.

[0085] FIG. 20 1s a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 19 1n accordance with an embodiment of the
present disclosure.

[0086] FIG. 21 1sadrawing illustrating geo-fencing service
in accordance with an embodiment of the present disclosure.
[0087] FIG. 22 1s a flow diagram illustrating a method for
selectively electrically coupling a first electrical-connection
node and a second electrical-connection node 1n accordance
with an embodiment of the present disclosure.

[0088] FIG. 23 1s a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 22 1n accordance with an embodiment of the
present disclosure.

[0089] FIG. 24 1s a flow diagram 1illustrating a method for
selectively electrically coupling a first electrical-connection
node and a second electrical-connection node 1n accordance
with an embodiment of the present disclosure.

[0090] FIG. 25 1s a drawing illustrating communication
within an environmental monitoring device during the
method of FIG. 24 1n accordance with an embodiment of the
present disclosure.

[0091] FIG. 26 1s a drawing illustrating a safety sensor 1n
the environmental momitoring device for safety monitoring in
accordance with an embodiment of the present disclosure.
[0092] Note that like reference numerals refer to corre-
sponding parts throughout the drawings. Moreover, multiple
instances of the same part are designated by a common prefix
separated from an istance number by a dash.

DETAILED DESCRIPTION

[0093] In one group of embodiments, an environmental
monitoring device that includes a switching mechanism 1s
described. During operation of the environmental monitoring
device, the switching mechanism (such as a switch) selec-
tively electrically couples a first electrical-connection node
and a second electrical-connection node. For example, using
the switching mechanism, an electronic device that 1s electri-
cally coupled to the first electrical-connection node may be
selectively electrically coupled to a second electronic device
that is electrically coupled to the second electrical-connection
node. The selective electrical coupling may be based on one
or more measurements of an environmental condition 1n an
external environment that includes the environmental moni-
toring device. Moreover, a sensor mechanism 1n the environ-
mental monitoring device may provide sensor data based on
the one or more measurements. Alternatively, an antenna and
an 1nterface circuit 1n the environmental monitoring device
may recerve the sensor data from a third electronic device.

[0094] In this way, the environmental monitoring device
tacilitates switching based on the environmental condition 1n
the environment. For example, when a sound is present, a fire
1s detected, or an electrical characteristic of one of the elec-
tronic device and the second electronic device indicates a
safety concern (such as a fire hazard, a short circuit, a risk of
clectric shock or electrocution, etc.), the first electrical-con-
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nection node may be electrically decoupled from the second
clectrical-connection node. Consequently, the environmental
monitoring device may allow the switch state (1.e., the selec-
tive electrical coupling) to be dynamically adapted based on
changing environmental conditions. This capability may
allow the environmental monitoring device to work 1n con-
junction with legacy electronic devices (1.e., without direct
clectrical coupling of instructions or without communication
with the legacy electronic devices) and/or in conjunction with
clectronic devices that communicate directly with or that are
clectrically coupled to the environmental monitoring device.
Thus, the environmental monitoring device may offer
improved functionality and services, thereby promoting sales
ol the environmental monitoring device (and, more generally,
commercial activity) and enhancing customer satisfaction
with the environmental momitoring device.

[0095] Ina second group of embodiments, an environmen-
tal monitoring device that includes a switching mechanism 1s
described. During operation of the environmental monitoring
device, the switching mechanism (such as a switch) selec-
tively electrically couples a first electrical-connection node
and a second electrical-connection node. For example, using
the switching mechanism, an electronic device having a
power source may be selectively electrically coupled to a
second electronic device having a rechargeable battery. The
selective electrical coupling may be based on one or more
measurements ol an environmental condition in an external
environment that includes the environmental monitoring
device by a sensor mechanism 1n the environmental monitor-
ing device. This environmental condition may be associated
with charging of the rechargeable battery. In addition, a con-
trol mechanism in the environmental monitoring device
selects a charging mode of the rechargeable battery based on
the one or more measurements of the environmental condi-
tion.

[0096] In this way, the environmental monitoring device
facilitates switching based on the charging of the recharge-
able battery (such as a charging state of the rechargeable
battery). For example, this capability may allow the environ-
mental monitoring device to: increase or maximize the life of
the rechargeable battery, reduce or minimize the charging
time, and/or reduce or minimize energy consumption during
the charging. Moreover, the environmental monitoring device
may allow the rechargeable battery to be safely charged. e.g.,
by 1dentitying a safety concern (such as a fire hazard, a short
circuit, a risk of electric shock or electrocution, etc.). In
addition, the environmental monitoring device may allow the
impending failure of a component in the rechargeable battery
(or an electronic device that includes the rechargeable bat-
tery) to be determined. Consequently, the environmental
monitoring device may provide efficient and safe charging of
the rechargeable battery, which may increase customer satis-
faction and, thus, may promote sales of the environmental
monitoring device (and, more generally, commercial activ-
1ty).

[0097] Ina third group of embodiments, an environmental
monitoring device that includes a switching mechanism 1s
described. During operation of the environmental monitoring
device, the switching mechanism (such as a switch) selec-
tively electrically couples a first electrical-connection node
and a second electrical-connection node. For example, using
the switching mechanism, an electronic device that 1s electri-
cally coupled to the first electrical-connection node may be
selectively electrically coupled to a second electronic device
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that is electrically coupled to the second electrical-connection
node. Moreover, an antenna and an interface circuit in the
environmental monitoring device may receive sensor data
from a third electronic device based on one or more measure-
ments of an environmental condition 1n an external environ-
ment that includes the environmental monitoring device. Fur-
thermore, the selective electrical coupling may be based on
the one or more measurements of the environmental condi-
t1on.

[0098] In this way, the environmental monitoring device
tacilitates switching based on distributed measurements of
the environmental condition 1n the environment (such as by a
sensor mechanism in the third electronic device, which 1s
separate from the environmental monitoring device). For
example, when a sound 1s present, a fire 1s detected, or an
clectrical characteristic of one of the electronic device and the
second electronic device indicates a safety concern (such as a
fire hazard, a short circuit, a risk of electric shock or electro-
cution, etc.), the first electrical-connection node may be elec-
trically decoupled from the second electrical-connection
node. Consequently, the environmental monitoring device
may allow the switch state (1.e., the selective electrical cou-
pling) to be dynamically adapted based on changing environ-
mental conditions. This capability may allow the environ-
mental monitoring device to work 1n conjunction with legacy
clectronic devices (1.e., without direct electrical coupling of
instructions or without communication with the legacy elec-
tronic devices) and/or in conjunction with electronic devices
that communicate directly with or that are electrically
coupled to the environmental monitoring device. Thus, the
environmental monitoring device may offer improved func-
tionality and services, thereby promoting sales of the envi-
ronmental monitoring device (and, more generally, commer-
cial activity) and enhancing customer satisfaction with the
environmental monitoring device.

[0099] Inafourth group of embodiments, an environmental
monitoring device that includes a switching mechanism 1s
described. During operation of the environmental monitoring
device, the switching mechanism (such as a switch) selec-
tively electrically couples a first electrical-connection node
and a second electrical-connection node. For example, using
the switching mechanism, an electronic device that 1s electri-
cally coupled to the first electrical-connection node may be
selectively electrically coupled to a second electronic device
that is electrically coupled to the second electrical-connection
node. Moreover, an antenna and an interface circuit i1n the
environmental monitoring device may receive location infor-
mation for an individual from a third electronic device. Fur-
thermore, the selective electrical coupling may be based on
one or more measurements of an environmental condition 1n
an external environment that includes the environmental
monitoring device and the location information. Note that a
sensor mechamsm 1n the environmental monitoring device
may provide sensor data based on the one or more measure-
ments. Alternatively, the antenna and the interface circuit in
the environmental monitoring device may receive the sensor
data from a fourth electronic device.

[0100] In this way, the environmental monitoring device
tacilitates switching based on the environmental condition 1n
the environment and the location of the individual. For
example, when the individual 1s 1n a region that includes the
environmental monitoring device and the environmental con-
dition matches one or more preferences of the individual, the
first electrical-connection node may be electrically decoupled
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from the second electrical-connection node. Consequently,
the environmental monitoring device may allow the switch
state (1.e., the selective electrical coupling) to be dynamically
adapted based on changing environmental conditions and the
changing location of the individual. Thus, the environmental
monitoring device may offer improved functionality and ser-
vices, thereby promoting sales of the environmental monitor-
ing device (and, more generally, commercial activity) and
enhancing customer satisfaction with the environmental
monitoring device.

[0101] In a fifth group of embodiments, an environmental
monitoring device that includes a switching mechanism 1s
described. During operation of the environmental monitoring
device, the switching mechanism (such as a switch) selec-
tively electrically couples a first electrical-connection node
and a second electrical-connection node. For example, using
the switching mechanism, an electronic device that 1s electri-
cally coupled to the first electrical-connection node may be
selectively electrically coupled to a second electronic device
that is electrically coupled to the second electrical-connection
node. The selective electrical coupling may be based on one
or more measurements of an environmental condition 1n an
external environment that includes the environmental moni-
toring device by a sensor mechanism 1n the environmental
monitoring device. This environmental condition corre-
sponds to power consumption by the electronic device and/or
the second electronic device. Moreover, an antenna and an
interface circuit in the environmental monitoring device com-
municate the environmental condition with a third electronic
device.

[0102] In this way, the environmental monitoring device
facilitates switching based on the energy consumption or the
power consumption of the electronic device and/or the second
clectronic device. For example, the environmental condition
may indicate usage of the electronic device and/or the second
clectronic device and/or a duration of usage of the electronic
device and/or the second electronic device. Moreover, 1f an
clectrical characteristic of one of the electronic device and the
second electronic device indicates a safety concern (such as a
fire hazard, a short circuit, a risk of electric shock or electro-
cution, etc.), the first electrical-connection node may be elec-
trically decoupled from the second electrical-connection
node. Consequently, the environmental monitoring device
may allow the switch state (1.e., the selective electrical cou-
pling) to be dynamically adapted based on changing environ-
mental conditions. Thus, the environmental monitoring
device may offer improved functionality and services,
thereby promoting sales of the environmental monitoring
device (and, more generally, commercial activity) and
enhancing customer satisfaction with the environmental
monitoring device.

[0103] In a sixth group of embodiments, an environmental
monitoring device that includes a switching mechanism 1s
described. During operation of the environmental monitoring
device, the switching mechanism (such as a switch) selec-
tively electrically couples a first electrical-connection node
and a second electrical-connection node. For example, using
the switching mechanism, an electronic device that 1s electri-
cally coupled to the first electrical-connection node may be
selectively electrically coupled to a second electronic device
that is electrically coupled to the second electrical-connection
node. The selective electrical coupling may be based on one
or more measurements of an environmental condition 1n an
external environment that includes the environmental moni-
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toring device by a sensor mechanism 1n the environmental
monitoring device. Moreover, an override mechanism 1n the
environmental monitoring device can specily an electrical
coupling state of the first electrical-connection node and the
second electrical-connection node that supersedes the selec-
tive electrical coupling based on the environmental condition.

[0104] In this way, the environmental monitoring device
tacilitates switching based on the environmental condition 1n
the environment while allowing a user of the environmental
monitoring device to override the selective electrical cou-
pling. Consequently, the environmental monitoring device
may allow the switch state (1.¢., the selective electrical cou-
pling) to be dynamically adapted based on changing environ-
mental conditions while ensuring, as needed, that the user
maintains control. These capabilities may allow the environ-
mental monitoring device to offer improved functionality and
services, thereby promoting sales of the environmental moni-
toring device (and, more generally, commercial activity) and
enhancing customer satisfaction with the environmental
monitoring device.

[0105] Note that the technique for monitoring an environ-
mental condition 1s not an abstract i1dea. In particular, the
measurements and the selective electrical coupling included
in the technique for momitoring the environmental condition
are not: a fundamental economic principle, a human activity
(the operations in the techmque for monitoring the environ-
mental condition significantly exceed those of a human
because they may involve measurements of the very large
number of samples, parameters or factors 1n a noisy environ-
ment, as well as optional wireless communication), and/or a
mathematical relationship/formula. Moreover, the technique
for monitoring the environmental condition amounts to sig-
nificantly more than an alleged abstract idea. In particular, the
technique for monitoring the environmental condition may
improve the functioming of an environmental monitoring
device, an electronic device, a computer and/or the computer
system that executes soltware and/or implements the tech-
nique for monitoring the environmental condition. For
example, the technique for monitoring the environmental
condition may: speed up computations performed during the
technique for monitoring the environmental condition;
reduce memory consumption when performing the computa-
tions (e.g., by using a distributed or disseminated architec-
ture); improve reliability of the computations (as evidenced
by 1mproved monitoring and/or adjustment of the environ-
mental condition); reduce network latency (e.g., by using the
distributed or disseminated architecture); improve the user-
friendliness of a user intertace that displays results of the
computations (e.g., by allowing a user to view information
about the environmental condition and/or to modily a setting
of the environmental monitoring device); and/or improve
other performance metrics related to the function of the envi-
ronmental monitoring device, the electronic device, the com-
puter and/or the computer system.

[0106] Communication between electronic devices (such
as the environmental monitoring device and an alarm device)
may utilize wired, optical and/or wireless communication.
For example, the wireless communication may involve com-
municating packets or frames that are transmitted and
received by radios 1n the electronic devices 1n accordance
with a communication protocol, such as: Bluetooth™ (from
the Bluetooth Special Interest Group of Kirkland, Wash.), an
Institute of Electrical and Electronics Engineers (IEEE) 802.

15 standard (such as ZigBee® from the ZigBee® Alliance of
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San Ramon, Calif.), an Institute of Electrical and Electronics
Engineers (IEEE) 802.11 standard, Z-Wave, a power-line
communication standard, an infra-red communication stan-
dard, a umiversal serial bus (USB) communication standard, a
near-field-communication standard or specification ({from the

NFC Forum of Wakefield, Mass.), another wireless ad-hoc

network standard, and/or another type of wireless interface.
In some embodiments, the communication protocol may be
compatible with a 2 generation or mobile telecommunica-
tion technology, a 3’¢ generation of mobile telecommunica-
tions technology (such as a communication protocol that
complies with the International Mobile Telecommunications-
2000 specifications by the International Telecommunication
Union of Geneva, Switzerland), a 4” generation of mobile
telecommunications technology (such as a communication
protocol that complies with the International Mobile Tele-
communications Advanced specification by the International
Telecommunication Union of Geneva, Switzerland), and/or
another cellular-telephone commumnication technique. For
example, the communication protocol may include Long
Term Evolution or LTE. In the discussion that follows, Zig-
Bee® 1s used as an 1llustrative example. In addition, the
communication may occur via a wide variety of frequency
bands, including frequencies associated with the so-called
‘white space’ 1n frequencies bands associated with analog
television broadcasting.

[0107] The communication between the electronic devices
1s shown 1n FIG. 1, which presents a block diagram illustrat-
Ing communication among environmental monitoring
devices 110, optional electronic devices 114 (such as regula-
tor devices e.g., optional electronic device 114-2, and/or
legacy electronic devices, e.g., optional electronic device
114-1) and data-sharing electronic device 118 using wireless
signals, and communication with optional computer 120 and
optional network 122 (such as the Internet, a wireless local
area network, an Ethernet network, an intra-net, an optical
network, etc.) and aggregating or archive device 116 (which
may or may not involve wireless signals). In particular, the
communication between environmental monitoring devices
110, optional electronic devices 114, archive device 116,
data-sharing electronic device 118 and/or optional computer
120 may involve the exchange of packets. These packets may
be included 1n frames 1n one or more wireless channels.

[0108] Moreover, as described further below with reference
to FIG. 2, environmental monitoring devices 110, archive
device 116, data-sharing electronic device 118, optional com-
puter 120 and/or optionally some of optional electronic
devices 114 (such as optional electronic device 114-2) may
include subsystems, such as: a networking subsystem, a
memory subsystem, a processing subsystem, an optional
user-interface subsystem, and a sensor subsystem. In addi-
tion, these electronic devices may include radios 126 in the
networking subsystems. More generally, environmental
monitoring devices 110, archive device 116, data-sharing
clectronic device 118, optional computer 120 and/or option-
ally some of optional electronic devices 114 can include (or
can be included within) any electronic devices with network-
ing subsystems that enable wirelessly communication with
another electronic device. This can comprise transmitting
frames on wireless channels to enable the electronic devices
to make 1nitial contact, followed by exchanging subsequent
data/management frames (such as connect requests or peti-
tions to establish a connection or link), configuring security
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options (e.g., encryption on a link or 1n a mesh network),
transmitting and recerving packets or frames, etc.

[0109] As can be seen in FIG. 1, wireless signals 124 (rep-
resented by jagged lines) are transmitted from/received by
radios 126 in environmental monitoring devices 110, data-
sharing electronic device 118, optional computer and/or
optionally some of optional electronic devices 114 (such as
optional electronic device 114-2). In general, wireless com-
munication among these electronic devices may or may not
involve a connection being established among the electronic
devices, and therefore may or may not involve communica-
tion via a wireless network. (Note that the communication
between optional computer 120 and archive device 116 may
occur via optional network 122, which may involve wired or
optical commumnication with a different communication pro-
tocol than wireless signals 124.)

[0110] Furthermore, the processing of a packet or frame 1n
an electronic device (such as environmental monitoring
device 110-1) may include: receving wireless signals 124
with the packet or frame; decoding/extracting the packet or
frame from receirved wireless signals 124 to acquire the
packet or frame; and processing the packet or frame to deter-
mine information contained in the packet or frame (such as at
least a portion of a certified data packet).

[0111] As described further below with reference to FIGS.
11-26, environmental monitoring devices 110 may monitor
environmental conditions 1 an environment 112 (which 1s
sometimes referred to as an ‘external environment’), such as
a portion of a building, the building, a container or a package,
a vehicle, a liquid, and/or a train car. (Note that one or more of
environmental monitoring devices 110 may be immersed 1n a
liguid, and environment 112 may be at a fixed location or
time-varying locations.) For example, at least some of envi-
ronmental monitoring devices 110 may include sensors (or
sensor devices) that provide sensor data that reflects the envi-
ronmental conditions 1n environment 112. In general, the
sensor data may be provided without or excluding interaction
(such as communication and/or electrical coupling) among
environmental monitoring devices 110 and optional elec-
tronic devices 114. Thus, sensors 1n environmental monitor-
ing devices 110 may indirectly infer information about the
operation and/or the performance of optional electronic
devices 114 based on the monitored environmental condi-
tions. However, 1n some embodiments at least some of envi-
ronmental monitoring devices 110 interact directly with at
least some of optional electronic devices 114 (via communi-
cation or electrical coupling), thereby facilitating direct mea-
surement of the sensor data, as well as feedback control of
these electronic devices by at least some of environmental
monitoring devices 110. In some embodiments, one or more
ol environmental monitoring devices 110 1s integrated nto
one or more other electronic device, such as one or more of
optional electronic devices 114.

[0112] The sensor data may be analyzed locally by at least
one of environmental monitoring devices 110 and/or
remotely by archive device 116. Moreover, the sensor data
and/or the analyzed sensor data may be communicated
among environmental monitoring devices 110. In particular,
environmental monitoring devices 110 may form a ZigBee®
mesh network, with ZigBee® end devices communicating,
with a ZigBee® coordinator (such as environmental monitor-
ing device 110-1) via one or more optional ZigBee® routers.
Then, environmental monitoring device 110-1 may commu-
nicate (wirelessly and/or via optional computer 120 and
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optional network 122) the sensor data and/or the analyzed
sensor data to archive device 116.

[0113] Inaddition, the sensor data and/or the analyzed sen-
sor data may be communicated or shared with one or more
other electronic devices, such as data-sharing electronic
device 118 (e.g., a cellular telephone or a portable electronic
device) and/or remote servers or computers not shown in FIG.
1. For example, the sensor data and/or the analyzed sensor
data may be communicated to data-sharing electronic device
118 by at least some of environmental monitoring devices
110, such as the one or more optional ZigBee® routers and/or
the ZigBee® coordinator. (Thus, at least some of environ-
mental monitoring devices 110 may function as sensor-data
hubs for other environmental monitoring devices 110.) Alter-
natively, the sensor data, the analyzed sensor data and/or
operational information (such as remaining battery life) about
at least some of environmental monitoring devices 110 may
be communicated to data-sharing electronic device 118 by
archive device 116 using wired, optical and/or wireless com-
munication. Data-sharing electronic device 118 may display
or provide this information to a user. In some embodiments,
data-sharing electronic device 118 compares the information
from multiple environmental monitoring devices 110 to
ensure consistency before presenting the information to the
user. This may reduce the likelihood of false alarms or mis-
information. Alternatively, data-sharing electronic device
118 can present comparisons of the information from mul-
tiple environmental monitoring devices 110.

[0114] The sensor data, the analyzed sensor data and/or
information that 1s communicated and/or stored by environ-
mental momtoring devices 110 and/or archive device 116
may be protected. This may mvolve encryption using an
encryption key (such as an encryption key associated with
one of environmental monitoring devices 110 and/or a secure
channel 1n a processor in one of environmental monitoring
devices 110). The encryption key may use symmetric or
asymmetric encryption techniques. Alternatively or addition-
ally, a secure or one-way cryptographic hash function (such
as SHA-256) may be used. For example, the secure hash may
supplement encryption that is associated with a network inter-
face 1n one or more of environmental monitoring devices 110.
In some embodiments, the information communicated and/or
stored 1 FIG. 1 1s digitally signed by environmental moni-
toring devices 110.

[0115] Furthermore, archive device 116 may store the sen-
sor data and/or the analyzed sensor data in secure, certified
historical records or logs of the environmental conditions in
environment 112. In principle, the information stored by
archive device 116 may be protected. However, 1n some
embodiments, users of environmental monitoring devices
110, who, 1n general, control how their data 1s used and
shared, may 1nstruct environmental monitoring devices 110
to provide, via the mesh network, information to archive
device 116 that allows archive device 116 to unprotect the
sensor data and/or the analyzed sensor data. Similarly, 1n
response to requests from authorized recipients for the sensor
data and/or the analyzed sensor data (such as a request from
data-sharing electronic device 118), archive device 116 may
provide access to the stored sensor data and/or the analyzed
sensor data. If the sensor data and/or the analyzed sensor data
are protected, the associated environmental monitoring
devices 110 may provide protection information to data-shar-
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ing electronic device 118 that allows data-sharing electronic
device 118 to unprotect the sensor data and/or the analyzed
sensor data.

[0116] Environmental monitoring devices 110 may allow a
variety of services to be offered to: users associated with
environmental monitoring devices 110 (such as owners or
renters ol these environmental monmitoring devices), suppliers
ol components or spare parts, maintenance personnel, secu-
rity personnel, emergency service personnel, insurance com-
panies, insurance brokers, realtors, leasing agents, apartment
renters, hotel guests, hotels, restaurants, businesses, organi-
zations, governments, potential buyers of physical objects, a
shipping or transportation company, etc. For example, based
on the analyzed sensor data feedback about the operation of
one or more of optional electronic devices 114 (such as a
legacy electronic device) may be provided by one or more of
environmental monitoring devices 110 on displays, using
speakers and, more generally, on physiological output
devices that provide sensory information (such as lighting or
an 1llumination pattern). Thus, a user may be alerted 11 a
legacy electronic device 1s activated or 11 1t 1s not functioning
properly. More generally, the feedback may indicate the pres-
ence of an environmental condition in environment 112, such
as: presence of an allergen, fire, flooding, a power outage, a
chemical contaminant, an infestation, opening of a door, an
individual entering or leaving a room, an individual getting
out of bed, an individual waking up, an individual crying, an
individual tossing and turning 1n bed, an individual shivering,
a change in health condition of an individual (such as an
illness, a chronic disease, etc.), etc.

[0117] Additionally, one or more of environmental moni-
toring devices 110 provide a maintenance notification based
on the analyzed sensor data, which 1s associated with the
operation of one of optional electronic devices 114 (such as a
legacy electronic device or an electronic device that 1is
included 1n a feedback loop with one of environmental moni-
toring devices 110) and/or which represents an environmental
condition 1n environment 112. For example, the maintenance
notification may include an mstruction to replace a battery. In
addition, the maintenance notification and any subsequent
remedial action (such as a repair or service performed on one
of optional electronic devices 114) may be stored 1n a histori-
cal record or log for environment 112 (such as a historical
record maintained by archive device 116).

[0118] In some embodiments, a regulator device (such as
one of optional electronic devices 114, e.g., a thermostat, a
humidifier, an air purifier, a ventilator device, a fan, a motor,
a window opener, a door opener, an access-control device for
the environment, etc.) that regulates an environmental condi-
tion 1s modified based on a comparison of the sensor data and
a target value of the environmental condition 1n environment
112. For example, one of environmental monitoring devices
110 may provide a control signal to the regulator device to
modily an environmental condition (such as the temperature,
humidity, airflow, etc.) based on a comparison of the sensor
data and a target value performed by the environmental moni-
toring device, or another technique (which may be imple-
mented using software) that uses an environmental condition
as an input. (Note that the regulator device may include 1ts
own environmental sensor or thermostat, as well as a control
mechanism and/or a switching mechanism to turn the regu-
lator device on and off based on measurements provided by
the environmental sensor. Thus, environmental monitoring,
devices 110 may perform measurements and/or selectively
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clectrically couple the regulator device to a power source
using an environmental sensor, control mechanism and/or a
switching mechanism that are 1n addition to those included 1n
the regulator device.)

[0119] Instead of providing the control signal to the regu-
lator device, one of environmental momtoring devices 110
may perform the same function by selectively electrically
coupling the regulator device to a power source using a switch
(or a switching mechanism) 1n the environmental monitoring,
device (and, thus, external to the regulator device). More
generally, environmental monitoring devices 110 may selec-
tively electrically couple or decouple one or more of the
clectronic devices 1n FIG. 1 from each other and/or one or
more power sources (such as a wall outlet) based on one or
more ol the monitored environmental conditions. As
described further below with reference to FIGS. 11-26, this
capability may allow the environmental monitoring devices
110 to respond to and/or modily the one or more environmen-
tal conditions. For example, when an acoustic sensor detects
sound (such as that associated with a phone call or the open-
ing or closing of a door), a no1sy piece of equipment may be
decoupled from a power source. Alternatively or additionally,
when a fire-detection sensor detects the presence of fire or
when a load-monitoring sensor detects an electrical charac-
teristic (such as a current, a voltage, a phase relative to at least
a reference signal, a quality factor, a harmonic of a funda-
mental frequency, a resonance frequency, a time constant,
noise, power consumption, etc.) that indicates there 1s a safety
concern, the switch may change state to selectively decouple
one or more of the electronic devices 1n FIG. 1 from other
clectronic devices and/or the one or more power sources.
Similarly, the monitored electrical characteristic may be used
to control the charging of a rechargeable battery and, in par-
ticular, to select a charging mode of the rechargeable battery.
This may allow the life of the rechargeable battery to be
increased, the charging time to be reduced and/or the power
consumption during the recharging to be increased.

[0120] Furthermore, the environmental condition may
include or correspond to (e.g., may be related to or a function
of) power consumption by at least one of the electronic
devices 1n FIG. 1. In these embodiments, environmental
monitoring devices 110 may monitor and/or regulate the
power consumption. Thus, the selective electrical coupling
may be based on usage and/or a duration of usage of the at
least one of the electronic devices in FIG. 1. In some embodi-
ments, the selective electrical coupling 1s based on additional
parameters, such as one or more preferences of an individual
and/or a current or predicted location (and arrival time) of an
individual, which may allow environmental monitoring
devices 110 to provide services such as so-called ‘geo-fenc-
ing’ or a ‘geo-fencing service’ (e.g., where the selective elec-
trical coupling occurs when the individual 1s within a particu-
lar region, at a particular location or not at the particular
location).

[0121] In these ways, environmental monitoring devices
110 and/or archive device 116 may be used to: implement an
information network with one or more legacy electronic
devices; securely aggregate and selectively disseminate sen-
sor data about environmental conditions; provide feedback
about one or more environmental conditions in environment
112 (such as an alert provided by one of optional electronic
devices 114); allow users to remotely control alerts provided
by environmental monitoring devices 110 by moditying alert
settings of environmental monitoring devices 110; selectively
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change a switching state of a switch in at least one of envi-
ronmental monitoring devices 110 based at least on one or
more environmental conditions in environment 112; and
facilitate monitoring and maintaining of the one or more
environmental conditions 1n environment 112.

[0122] Although we describe the environment shown 1n
FIG. 1 as an example, 1n alternative embodiments, different
numbers or types of electronic devices may be present. For
example, some embodiments comprise more or fewer elec-
tronic devices.

[0123] We now describe embodiments of the environmen-
tal monitoring device, the archive device, and other electronic
devices in F1G. 1. FIG. 2 presents a block diagram illustrating
environmental monitoring device 200, such as one of envi-
ronmental monitoring devices 110. This electronic device
includes processing subsystem 210 (and, more generally, a
control mechanism), memory subsystem 212, a networking
subsystem 214, an optional user-interface subsystem 216,
optional sensor subsystem 218 (i.e., a data-collection sub-
system and, more generally, a sensor mechanism), feedback
subsystem 232, power subsystem 246 and switching sub-
system 250. Processing subsystem 210 includes one or more
devices configured to perform computational operations and
to executed techniques to process sensor data. For example,
processing subsystem 210 can include one or more micropro-
cessors, application-specific integrated circuits (ASICs),
microcontrollers, programmable-logic devices, and/or one or
more digital signal processors (DSPs).

[0124] In addition, processing subsystem 210 may include
an optional secure channel 220, which 1s a system-on-chip
within one or more processors in processing subsystem 210
that: performs secure processing of information, securely
communicates with other components 1n environmental
monitoring device 200, and more generally performs secure
services. This secure channel may include one or more pro-
cessors, a secure boot ROM, one or more security peripherals,
and/or other components. The security peripherals may be
hardware-configured to assist in the secure services per-
formed by optional secure channel 220. For example, the
security peripherals may include: authentication hardware
implementing various authentication techniques, encryption
hardware configured to perform encryption, secure-interface
controllers configured to communicate over a secure interface
to other components, and/or other components. In some
embodiments, instructions executable by optional secure
channel 220 are stored in a trust zone 1n memory subsystem
212 that 1s assigned to optional secure channel 220, and
optional secure channel 220 fetches the instructions from the
trust zone for execution. Optional secure channel 220 may be
1solated from the rest of processing subsystem 210 except for
a carefully controlled interface, thus forming a secure region
for optional secure channel 220 and 1ts components. Because
the interface to optional secure channel 220 1s carefully con-
trolled, direct access to components within optional secure
channel 220 (such as a processor or a secure boot ROM) may
be prevented. In some embodiments, optional secure channel
220 encrypts and/or decrypts authentication information
communicated with optional user-interface subsystem 216
and/or recerved via networking subsystem 214, and encrypts
and/or decrypts information (such as sensor data) communi-
cated with optional sensor subsystem 218.

[0125] Memory subsystem 212 includes one or more
devices for storing data and/or instructions for processing
subsystem 210, networking subsystem 214, optional user-
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interface subsystem 216 and/or optional sensor subsystem
218. For example, memory subsystem 212 can include
dynamic random access memory (DRAM), static random
access memory (SRAM), and/or other types of memory. In
some embodiments, mstructions for processing subsystem 1n
memory subsystem 212 include: one or more program mod-
ules 238 or sets of instructions (such as an environmental
monitoring application, an environmentally gated switching
program, a data-logging application, a data-sharing applica-
tion and/or a maintenance application), which may be
executed 1n an operating environment (such as operating sys-
tem 236) by processing subsystem 210. Note that the one or
more computer programs may constitute a computer-pro-
gram mechanism or a program module. Moreover, mstruc-
tions 1n the various modules 1n memory subsystem 212 may
be implemented 1n: a high-level procedural language, an
object-oriented programming language, and/or 1n an assem-
bly or machine language. Furthermore, the programming lan-
guage may be compiled or interpreted, e.g., configurable or
configured (which may be used iterchangeably 1n this dis-
cussion), to be executed by processing subsystem 210.

[0126] In addition, memory subsystem 212 can include
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 212 includes a memory
hierarchy that comprises one or more caches coupled to a
memory 1n environmental monmitoring device 200. In some of
these embodiments, one or more of the caches 1s located 1n
processing subsystem 210.

[0127] In some embodiments, memory subsystem 212 is
coupled to one or more high-capacity mass-storage devices
(not shown). For example, memory subsystem 212 can be
coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory subsystem 212 can be used by environmental moni-
toring device 200 as fast-access storage for often-used data,
while the mass-storage device 1s used to store less frequently
used data.

[0128] Networking subsystem 214 includes one or more
devices configured to couple to and communicate on a wired,
optical and/or wireless network (1.e., to perform network
operations), mcluding an interface circuit 222 (such as a
Z1gBee® communication circuit) and one or more antennas
224. For example, networking subsystem 214 can include: a
Z1gBee® networking subsystem, a Bluetooth™ networking
system (which can include Bluetooth™ Low Energy, BLE or
Bluetooth™ LE), a cellular networking system (e.g., a3G/4G
network such as UMTS, LTE, etc.), a USB networking sys-
tem, a networking system based on the standards described in
IEEE 802.11 (e.g., a Wi-F1i® networking system ), an Ethernet
networking system, an infra-red communication system, a
power-line communication system and/or another communi-
cation system (such as a near-field-communication system or
an ad-hoc-network networking system).

[0129] Moreover, networking subsystem 214 includes pro-
cessors, controllers, radios/antennas, sockets/plugs, and/or
other devices used for coupling to, communicating on, and
handling data and events for each supported networking or
communication system. Note that mechanisms used for cou-
pling to, communicating on, and handling data and events on
the network for each network system are sometimes collec-
tively referred to as a ‘network interface” for the network
system. Moreover, 1 some embodiments a ‘network’
between the electronic devices does not yet exist. Therefore,
environmental monitoring device 200 may use the mecha-
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nisms 1n networking subsystem 214 for performing simple
wireless communication between environmental monitoring,
device 200 and other electronic devices, e.g., transmitting
advertising frames, petitions, beacons and/or information
associated with near-field communication.

[0130] Optional user-interface subsystem 216 may include
one or more processors, controllers and devices for receiving
information for a user of environmental monitoring device
200. For example, optional user-interface subsystem 216 may
include a user-interface device 226 (and, more generally, a
user-input mechanism), such as: a keypad, a touch-sensitive
display, optical character recognition, image recognition,
gesture recognition, biometric recognition (such as a finger-
print, a palm print, a retinal pattern, etc.), and/or voice rec-
ognmition. The information may include: authentication infor-
mation from the user (such as a passcode or a security code for
unlocking access to environmental monitoring device 200,
some of the functionality of environmental monitoring device
200 and/or to allow environmental monitoring device 200 to
be moved from a current location); user-feedback about a
request for access to sensor data associated with environmen-
tal monitoring device 200; and/or user preferences for opera-
tion of environmental monitoring device 200 (such as alarm
settings, when and/or how to provide notifications, etc.). This
information may be securely communicated to processing
subsystem 210 (such as by encrypting the information). In
addition, the information communicated may also include an
encryption key that 1s specific to environmental monitoring
device 200 and/or components 1n environmental monitoring
device 200, such as optional secure channel 220.

[0131] Furthermore, optional sensor subsystem 218 may
include one or more sensor devices 228 (or a sensor array),
which may include one or more processors and memory. For
example, the one or more sensor devices 228 may include: a
thermal sensor (such as a thermometer), a humidity sensor, a
barometer, a camera or video recorder (such as a CCD or
CMOS 1maging sensor), one or more microphones (which
may be able to record acoustic information, including acous-
tic information 1n an audio band of frequencies, 1n mono or
stereo), a load-monitoring sensor (and, more generally, a
sensor that monitors one or more electrical characteristics),
an 1nirared sensor (which may be active or passive), a micro-
scope, a particle detector (such as a detector of dander, pollen,
dust, exhaust, etc.), an air-quality sensor, a particle sensor, an
optical particle sensor, an 10nization particle sensor, a smoke
detector (such as an optical smoke detector or an 10nizing
smoke detector), a fire-detection sensor, a radon detector, a
carbon-monoxide detector, a chemical sensor or detector, a
volatile-organic-compound sensor, a combustible gas sensor,
a chemical-analysis device, a mass spectrometer, a
microanalysis device, a nano-plasmonic sensor, a genetic
sensor (such as a micro-array), an accelerometer, a position or
a location sensor (such as a location sensor based on the
Global Positioning System or GPS), a gyroscope, a motion
sensor (such as a light-beam sensor), a contact sensor, a strain
sensor (such as a strain gauge), a proximity sensor, a micro-
wave/radar sensor (which may be active or passive), an ultra-
sound sensor, a vibration sensor, a fluid tlow sensor, a photo-
detector, a Geiger counter, a radio-frequency radiation
detector, and/or another device that measures a physical
elfect or that characterizes an environmental factor or physi-
cal phenomenon (either directly or indirectly).

[0132] Moreover, the one or more sensor devices 228 may
include redundancy (such as multiple mnstances of a type of

Jan. 21, 2016

sensor device) to address sensor failure or erroneous read-
ings, to provide improved accuracy and/or to provide
improved precision. Note that sensor data acquired by the one
or more sensor devices 228 may be securely communicated to
processing subsystem 210 (such as by encrypting the sensor
data). In addition, the sensor data communicated may also
include a digital signature that 1s specific to environmental
monitoring device 200 and/or components 1n environmental
monitoring device 200, such as optional secure channel 220.

[0133] Feedback subsystem 232 may include a display 234
for displaying information, such as: feedback about an envi-
ronmental condition 1n an environment that includes environ-
mental monitoring device 200, information about the opera-
tion of environmental momitoring device 200, and/or a
maintenance notification associated with aregulator device in
the environment or environmental momtoring device 200
(such as when one of one or more power sources 248 needs to
be replaced). In particular, feedback subsystem 232 may
include a display driver and display 234, such as: a liquid-
crystal display, an e-ink display, an organic light emitting
diode display, a braille output device, a laser projection dis-
play, a multi-touch touchscreen, a color-wheel display and,
more generally, a device for visually displaying or providing
information. Note that display subsystem 232 may be
included 1n optional user-interface subsystem 216.

[0134] In addition, feedback subsystem 232 may include
one or more light sources 242 (and, more generally, an 1llu-
mination mechanism), such as: incandescent light sources,
clectroluminescent light sources (e.g., light emitting diodes),
etc. These light sources may provide different 1llumination
patterns or 1llumination sequences, which may be program-
mable. The different 1llumination patterns may have: ditfer-
ent spatial patterns 1n the environment that includes environ-
mental monitoring device 200, different wavelengths of light
and/or different light intensities. The different i1llumination
sequences can include: pulse width modulation, flashing
sequences of lights of one or more colors or intensities, a
flashing sequence of long, medium and/or short duration
flashes or pulses (such as flashes having a duration o1 10, 1 or
0.1 s, respectively), or any other sutable 1llumination
sequence. Thus, a particular illumination pattern may 1llumi-
nate at least a portion of the environment (such as by provid-
ing a green color when environmental monitoring device 200
1s supplying power to another electronic device and/or by
providing a blue color when environmental monitoring
device 200 1s communicating via a network).

[0135] Moreover, environmental monitoring device 200
may include power subsystem 246 with one or more power
sources 248. Fach of these power sources may include: a
battery (such as a rechargeable or a non-rechargeable bat-
tery), a DC power supply, a transformer, and/or a switched-
mode power supply. Moreover, the one or more power
sources 248 may operate 1 a voltage-limited mode or a
current-limited mode. Furthermore, these power sources may
be mechanically and electrically coupled by a male or female
adaptor to a wall or electrical-outlet socket or plug (such as a
two or three-pronged electrical-outlet plug, which may be
collapsible or retractable), a light socket (or light-bulb
socket), electrical wiring (such as a multi-wire electrical ter-
minal), a generator, a USB port or connector, a DC-power
plug or socket, a cellular-telephone charger cable, a photo-
diode, a photovoltaic cell, etc. This mechanical and electrical
coupling may be rigid or may be remateable. As described
further below with reference to FIGS. 11-13, the one or more
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power sources 248 may be mechanically and electrically
coupled to an external power source or another electronic
device by one of the electrical-connection nodes 1n switch
252 1n switching subsystem 250.

[0136] In some embodiments, power subsystem 246
includes or functions as a pass-through power supply for an
clectrical connector to an external electronic device (such as
an appliance) that can be plugged into the electrical connec-
tor. Power to this electrical connector (and, thus, the external
clectronic device) may be controlled locally by processing
subsystem 210, optional user-interface subsystem 216, feed-
back subsystem 232 (such as via optional switch 244),
switching subsystem 250 (such as by switch 252), and/or
remotely via networking subsystem 214. Moreover, the
power to the electrical connector may be turned on or off in
response to sensor data provided by optional sensor sub-
system 218 (such as when a signal 1s greater than or less than
a user-specified or an environmental-regulation-specified
threshold value, e.g., a dust concentration of 20 mg/m?). Note
that power subsystem 246 and/or switching subsystem 2350
may be compatible with one or more electrical standards. For
example, the electrical standards may have different root-
mean-square voltages (such as 120V and 220 V).

[0137] During operation of environmental monitoring
device 200, processing subsystem 210 may execute one or
more program modules 238, such as an environmental moni-
toring application. In particular, environmental monitoring,
application may instruct one or more sensor devices 228 to
measure or acquire sensor data that represents one or more
environmental conditions in an environment that includes
environmental monitoring device 200. For example, the envi-
ronmental condition may include: presence of an individual
(such as a resident or a potential burglar), opening of a door,
an 1ndividual getting out of bed, an individual waking up, an
individual crying, an individual tossing and turning in bed, an
individual shivering, presence of a chemical compound (such
as exhaust, carbon monoxide, radon, smoke, a non-volatile
organic compound and/or a volatile organic compound),
presence of an allergen (such as dander or pollen), presence of
dust, presence ol a fungus, a fire, presence of smoke, flooding,
a water leak, a chemical leak, presence of an 1nsect or rodent
(and, more generally, an infestation), discharge of a firearm, a
possible altercation or criminal act (such as domestic vio-
lence), a medical emergency, a change 1n health condition of
an 1individual, availability of electrical power (such as
whether there 1s a power failure), a lighting condition (such as
whether the lights are on or oiff), temperature deviating from
a predefined target, and/or humidity deviating {rom a pre-
defined target. In some embodiments, the environmental con-
dition 1s associated with the operation of a regulator device
(which may or may not be a legacy electronic device). The
regulator device (and, more generally, one of optional elec-
tronic devices 114 1in FIG. 1) may include: a smoke detector,
a thermostat, a carbon-monoxide detector, an appliance, a pet
or animal feeder, a plant or animal watering device, a clock, a
security alarm, a humidifier, an air filter, a switch, a light, etc.
Note that the monitoring of the sensor data may be continu-
ous, periodic (such as after a time 1nterval has elapsed) or as
needed (such as event-driven monitoring).

[0138] Alternatively or additionally, instead of measuring
the sensor data using optional sensor subsystem 218 or in
conjunction with the measured sensor data from optional
sensor subsystem 218, environmental monitoring device 200
may recerve the sensor data from another electronic device
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(such as one of the other electronic devices i FIG. 1) that
includes one or more sensor devices that are similar to sensor
devices 228. In particular, the sensor data may be recerved
from the other electronic device using networking subsystem

214.

[0139] The measured and/or the recerved sensor data may
be communicated to processing subsystem 210. Then, the
environmental monitoring application may optionally ana-
lyze the sensor data, e.g., calculating a discrete or a Fourier
transform, determiming a histogram, performing filtering or
signal processing, performing data compression, calibrating,
one or more of sensor devices 228, managing power con-
sumption of environmental monitoring device 200, 1dentify-
ing one or more of sensor devices 228 that are not working or
which are outputting erroneous sensor data, applying another
transformation, calculating statistics (such as moments of a
distribution), performing supervised learning (such as Baye-
s1an analysis), performing noise reduction, normalizing the
sensor data, converting units, etc. (Alternatively or addition-
ally, the sensor data or a document summarizing the sensor
data may be commumnicated to another electronic device using
networking subsystem 214 and the analysis may be per-
formed remotely, e.g. by archive device 116 in FIGS. 1 and 4.)
For example, the analysis may determine whether an envi-
ronmental condition 1s present 1n the environment. In some
embodiments, this analysis 1s based on information, such as
sensor data and/or environmental conditions, received from
other environmental monitoring devices. This may allow cali-
bration settings, such as environment-specific threshold val-
ues, to be determined for the environment and/or environ-
mental momtoring device 200. (Alternatively or additionally,
the calibration settings may be manually set by a user or by
software that implements a calibration technique.) In addi-
tion, the analysis may be based on information from external
data sources, such as datasets of weather and environmental
phenomena, €.g., tornados, hurricanes, earthquakes, tsuna-
mis, weather forecasts, etc.

[0140] Then, the environmental monitoring application
may provide feedback to a user of environmental monitoring
device 200, data-sharing electronic device 118 (FIG. 1) and/
or directly to one of optional electronic devices 114 in FIG. 1
(1f this electronic device 1s able to communicate with envi-
ronmental monitoring device 200 via networking subsystem
214). In particular, the environmental monitoring application
may 1nstruct feedback subsystem 232 to provide sensory
information, such as; a text or graphical message, a graph, a
report, a chart, a spectrum, a video displayed on display 234,
a sound or audio message (such as an alert) output by optional
speakers 240 and/or an illumination pattern output by
optional light sources 242. For example, the sensory infor-
mation may include: a range of values, numerical measure-
ments, shades of gray (or grayscale), colors, chemical formu-
las, 1images, 1llumination patterns, textures, patterns (which
may correspond to one or more environmental conditions),
tessellations with gradients of larger or smaller element sizes,
and/or tessellations of increasing or decreasing element sizes
(such as tessellation that are adjusted to be larger or smaller as
a given environmental condition increases or decreases).
Thus, in some embodiments the sensory information includes
a change 1n the color of environmental monitoring device
200. Alternatively or additionally, the feedback may include a
change 1n the illumination pattern provided by optional light
sources 242. In some embodiments, the feedback 1s commu-
nicated using networking subsystem 214 and presented to the




US 2016/0019780 Al

user (or other individuals) on another electronic device, such
as data-sharing electronic device 118 (FIG. 1) or a different
clectronic device (such as the user’s cellular telephone, tablet
computer or computer) that 1s used for remote visualization
of: the sensor data, the analyzed sensor data, the environmen-
tal condition and/or the feedback.

[0141] For example, 1n response to an environmental con-
dition or a threat, environmental monitoring device 200 may
output an alert, which may include audible sound (or feed-
back) in the environment and/or information that 1s wirelessly
communicated to one or more electronic devices (such as
data-sharing electronic device 118 1n FIG. 1). There may be
different types of alerts (such as different warning sounds,
lights, messages, etc.) for different environmental conditions.
Additionally, environmental monitoring device 200 may out-
put or provide more than one alert at the same time.

[0142] In some embodiments, the environmental monitor-
ing application may provide, via networking subsystem 214,
the feedback to one or more of environmental monitoring,
devices 110 (FIG. 1) and/or other electronic devices (such as
computers or servers associated with or operated on behalf of:
component suppliers, retailers, insurance companies, secu-
rity personnel, emergency service personnel, maintenance
organizations, shipping companies, landlords or property
owners, a corporate-compliance organization, inspectors,
businesses, government agencies, etc.). For example, the
environmental monitoring application may utilize a Short
Message Service, email, a social network and/or a messaging
service with a restricted number of characters per message.
Alternatively or additionally, the feedback may be posted to a
web page or website (and, more generally, a location on a
network), and one or more recipients may be notified via
networking subsystem 214, e.g., a link to the location may be
provided to the recipients.

[0143] In turn, an electronic device (such as data-sharing
clectronic device 118 1 FIG. 1) may, via networking sub-
system 214, modily settings of environmental monitoring
device 200 (such as alarm settings, user preferences, etc.) that
change how the feedback 1s provided locally (e.g., using
optional speakers 240) and/or remotely (e.g., using network-
ing subsystem 214 ), and which more generally change one or
more functions of environmental monitoring device 200. For
example, a user of data-sharing electronic device 118 in FIG.
1 may access a web page associated with a provider of envi-
ronmental monitoring device 200 to modily one or more
settings, such as to disable the providing of alerts or feedback.

[0144] When the providing of the alert 1s disabled, process-
ing subsystem 210 may continue to assess a potentially
threatening environmental condition (such as the possible
presence ol smoke or carbon monoxide) based on subsequent
sensor data and, if the threat 1s increasing (such as if the
concentration of carbon monoxide 1s increasing or has
become dangerous), may reactivate the providing of the alert.
Alternatively, after a time interval (such as 5, 10, 15 or 30
minutes), the modified alert setting may automatically revert
to the orniginal alert setting, so that environmental monitoring,
device 200 can provide alerts again. In some embodiments, a
user subsequently changes the modified alert setting back to
the original alert setting or resets the alert setting to default.
Thus, environmental monitoring device 200 may continue to
assess the impact of one or more environmental factors (and,
more generally, the environmental condition) on the safety of
the external environment, while also providing a user opera-
tional control over alerts. In addition, environmental moni-
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toring device 200 may provide fail safes both 1n how alerts are
disabled and by reactivating alerts in case the threat is increas-
ng.

[0145] Note that the sensor data and/or the analyzed sensor
data may be stored, at least temporarily, in a data structure 1n
memory subsystem 212. This 1s shown n FIG. 3, which
presents a data structure 300. In particular, data structure 300
may 1nclude entries 308 with: sensor data 310, timestamps
312, locations 314, optional analyzed sensor data 316, and/or
environmental conditions 318. Note that locations 314 (or
location information) may specity locations were the sensor
data was acquired or measured. For example, the location
information may be measured using a sensor device 1n envi-
ronmental monitoring device 200 1n FIG. 2 (such as a location
monitor) and/or the location information may be received
from another electronic device that 1s proximate to environ-
mental monitoring device 200 1n FIG. 2 (such as an individu-
al’s cellular telephone that 1s within 1-10 m). Thus, the loca-
tion may be determined via GPS and/or a cellular-telephone
network (e.g., triangulation or trilateration).

[0146] Referring back to FIG. 2, 1n some embodiments
processing subsystem 210 performs a remedial action in
response to an alert or an alarm (i.e., based on one or more
environmental conditions). This remedial action may include
communicating with a regulator device to correct the envi-
ronmental condition(s). For example, via networking sub-
system 214, processing subsystem 210 may instruct the regu-
lator device to: ventilate the area, activate a humidifier, power
on or power oil a regulator device, initiate the operation of a
mode on a regulator device, etc. As noted previously, and
described turther below, this same function (and, more gen-
erally, the remedial action) may be performed without com-
municating with the regulator device by changing a state of
switch 250 1n switching mechanism 2350. Alternatively, as
described further below, processing subsystem 210 may pro-
vide a maintenance notification (such as a notification to
change an air filter). Furthermore, the alert may indicate a
remedial action, such as positive or negative changes that can
restore the environmental condition to a safe value. Thus, the
alert may indicate that a user should turn on the ventilation or
wear a salety mask when painting or vacuuming, and/or may
encourage the user to stop applying a chemical product (such

as paint) or to slow down the rate of application.

[0147] In some embodiments, the one or more program
modules 238 include an environmentally gated switching
program. If the sensor data from the one or more sensor
devices 228 indicate the presence of one or more environmen-
tal conditions, processing subsystem 210 executing the envi-
ronmentally gated switching program may provide an
instruction or a control signal to switching mechanism 250 to
change a state of switch 252, thereby selectively electrically
coupling or decoupling electrical-connection nodes 1n switch
252. This may selectively electrically couple electronic
devices to each other or to one or more power sources (such as
one of power sources 248 and/or an external power source,
¢.g., a wall outlet). In this way, environmental monitoring
device 200 may perform remedial action 1n response to the
presence of one or more environmental conditions by selec-
tively electrically coupling the regulator device to a power
source. Thus, this capability may allow environmental moni-
toring device 200 to respond to and/or modily the one or more
environmental conditions.

[0148] In some embodiments, the selective electrical cou-
pling 1s based on additional parameters, such as one or more
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preferences of an individual, which may be stored in memory
subsystem 212 and/or which may be recerved from the 1indi-
vidual using networking subsystem 214. Alternatively or
additionally, the selective electrical coupling may be based on
a current or predicted location (and arrival time) of an 1ndi-
vidual. This may allow environmental monitoring device 200
to provide geo-fencing services imn which the selective elec-
trical coupling occurs when the individual 1s within or outside
of a particular region. Thus, switch 252 in switching mecha-
nism 250 may selectively electrically couple an electronic
device from a power source when the individual 1s about to

arrive at their home or when they wake up and go into the
kitchen.

[0149] In order to allow a user local control over operation
of switching mechamism 250 1n spite of the one or more
environmental conditions, environmental monitoring device
200 may include an override mechanism, such as optional
switch 244 (or a button) 1n feedback subsystem 232. If the
user activates or changes a position of the button or the switch
on environmental monitoring device 200, this may specity the
state of switch 252 (and, thus, may supersede the instruction
of the control signal provided by the processing subsystem
210 based on the one or more environmental conditions).

[0150] In some embodiments, the one or more program
modules 238 include a data-logging application. In conjunc-
tion with archive device 116 (FIGS. 1 and 4), the data-logging,
application may maintain a secure, certified historical record
or log for the environment and/or a physical object in the
environment (such as a “homefax’ record for an apartment or
a building). Note that the physical object may include: a
portion of a building (e.g., an apartment, a hotel room, an
olfice suite, a storage unit, etc.), the building, a container
(such as a box, a package or a shipping container), a vehicle
(such as a car or truck), a liquid, and/or a train car. Notably,
optional sensor subsystem 218 may securely communicate
the sensor data to processing subsystem 210. Using optional
secure channel 220, a digital signature for the sensor data may
be generated, e.g., using a secure hash function and/or an
encryption key that are associated with environmental moni-
toring device 200 and/or optional secure channel 220. For
example, the digital signature may be generated using a
secure hash of a time stamp, a random number (or a pseudo-
random number, both of which are hencetorth referred to as a
‘random number’), and/or an identifier of environmental
monitoring device 200. Then, the data-logging application
may instruct networking subsystem 214 to communicate a
certified data package (with the sensor data or analyzed sen-
sor data, the digital signature, location information and/or an
associated time stamp) to archive device 116 (FIG. 1) for
inclusion in the historical record or log for the environment.

[0151] Moreover, the one or more program modules 238
may include a data-sharing application. This data-sharing
application may enable a designated or authorized recipient
to access protected sensor data that 1s stored 1n archive device
116 (FIG. 1). In particular, when executed by processing
subsystem 210, the data-sharing application may instruct
optional sensor subsystem 218 to measure or collect sensor
data that represents the environmental condition. Then, the
data-sharing application may protect the sensor data and/or
analyzed sensor data. For example, the sensor data and/or the
analyzed sensor data may be encrypted using an encryption
key by processing subsystem 210 and/or optional secure
channel 220. Alternatively or additionally, the sensor data
and/or the analyzed sensor data may be protected using a
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secure hash function 1n conjunction with an identifier of envi-
ronmental monitoring device 200 and/or a random (or pseu-
dorandom) number generated by processing subsystem 210.
Next, data-sharing application may instruct networking sub-
system 214 to provide the protected sensor data and/or the
analyzed sensor data to archive device 116 (FIG. 1).

[0152] Subsequently, when environmental monitoring
device 200 receives, via networking subsystem 214, a request
for the sensor data from data-sharing electronic device 118
(FIG. 1), the data-sharing application may access a pre-
defined authorization preference of a user of environmental
monitoring device 200 that 1s stored 1n memory subsystem
212. 11 the predefined authorization preference of the user
authorizes the recipient associated with the request, the data-
sharing application may provide, via networking subsystem
214, authorization information to archive device 116 (FIG. 1)
to release the sensor data to data-sharing electronic device
118 (FIG. 1). Alternatively, the data-sharing application may
instruct feedback subsystem 232 to request feedback about
the request from the user. This user feedback may be received
via optional user-interface subsystem 216. If the user feed-
back approves the request, the data-sharing application may
provide, via networking subsystem 214, authorization infor-
mation to archive device 116 (FIG. 1) to release the sensor
data to data-sharing electronic device 118 (FIG. 1). (Thus, the
user of environmental monitoring device 200 may control
when other parties are allowed to access the sensor data.)
Note that the data-sharing application may also provide, via
networking subsystem 214, protection information speciiy-
ing how to unprotect the sensor data to archive device 116
(F1G. 1) and/or to data-sharing electronic device 118 (FI1G. 1).
For example, the data-sharing application may provide the
encryption key and/or may 1ndicate the secure hash function,
the random (or pseudorandom) number and/or the 1dentifier.
In some embodiments, this protection information 1s recerved
from the user of environmental monitoring device 200, e.g.,
via networking interface 214 and/or optional user-interface
subsystem 216.

[0153] In some embodiments, the one or more program
modules 238 include a maintenance application. This main-
tenance application may provide a maintenance notification
related to the operation of environmental monmitoring device
200, one of the other electronic devices in FIG. 1 and/or one
or more environmental conditions in the environment. For
example, the maintenance application may provide an
instruction to: perform maintenance, replace a battery (and,
more generally, one of power sources 248), replace one of the
one or more sensor devices 228, order another replacement
component (such as a filter) and/or to take out the garbage.
When providing the maintenance notification, the mainte-
nance application may instruct feedback subsystem 232 to
present the maintenance notification to the user or mainte-
nance personnel, and/or may instruct networking subsystem
214 to communicate the maintenance notification to another
clectronic device, such as the user’s cellular telephone. In
some embodiments, maintenance application suggests or rec-
ommends a specific provider or product to address or perform
a remedial action 1n response to a maintenance notification.
Alternatively, maintenance application may direct a user to a
document (such as a web page or website) that includes
information related to a maintenance notification.

[0154] Within environmental monitoring device 200, pro-
cessing subsystem 210, memory subsystem 212, networking
subsystem 214, optional user-interface subsystem 216,
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optional sensor subsystem 218, feedback subsystem 232,
power subsystem 246 and/or switching subsystem 2350 may
be coupled using one or more interconnects, such as bus 230.
These interconnects may include an electrical, optical, and/or
clectro-optical connection that the subsystems can use to
communicate commands and data among one another. Note
that different embodiments can include a different number or
configuration of electrical, optical, and/or electro-optical
connections among the subsystems. In some embodiments,
environmental monitoring device 200 can detect tampering
with secure components (such as optional secure channel 220
and/or bus 230) and may destroy encryption/decryption keys
or information (such as a stored sensor data or authentication
information) 1f tampering 1s detected.

[0155] FEnvironmental monitoring device 200 can be (or
can be included 1n) any electronic device with at least one
network interface. For example, environmental monitoring
device 200 can be (or can be included 1n): a sensor (such as a
smart sensor), a tablet computer, a smartphone, a cellular
telephone, an appliance, a regulator device, a consumer-elec-
tronic device (such as a baby monitor), a portable computing,
device, test equipment, a digital signal processor, a controller,
a personal digital assistant, a laser printer (or other office
equipment such as a photocopier), a personal organizer, a toy,
a set-top box, a computing device (such as a laptop computer,
a desktop computer, a server, and/or a subnotebook/netbook),
a light (such as a nightlight), an alarm, a smoke detector, a
carbon-monoxide detector, a momtoring device, and/or
another electronic device (such as a switch or a router).

[0156] Although specific components are used to describe
environmental monitoring device 200, 1n alternative embodi-
ments, different components and/or subsystems may be
present 1n environmental monitoring device 200. For
example, environmental monitoring device 200 may include
one or more additional processing subsystems, memory sub-
systems, networking subsystems, user-interface subsystems,
sensor subsystems, feedback subsystems, power subsystems
and/or switching subsystems. Additionally, one or more of
the subsystems may not be present in environmental moni-
toring device 200. Moreover, 1n some embodiments, environ-
mental monitoring device 200 may include one or more addi-
tional subsystems that are not shown 1n FIG. 2. For example,
environmental monitoring device 200 can include: another or
a different type of physiological output subsystem that pro-
vides sensory information to the user, one or more motors that
rotate one or more color wheels (or color-wheel indicators)
with low power consumption (such as a brushed motor, a
brushless motor, a piezo-type ratcheting motor, etc.), and/or
an alarm subsystem. Note that a given motor may rotate a
color wheel using an open-loop control technique or a closed-
loop control technique based on an encoder, such as: an
optical encoder, a mechanical encoder, a potentiometer, etc.
Furthermore, note that the one or more optional speakers 240
and a microphone 1n environmental monitoring device 200
may be used to provide audio conferencing capability to
another electronic device.

[0157] Although separate subsystems are shown in FIG. 2,
in some embodiments, some or all of a given subsystem or
component can be integrated into one or more of the other
subsystems or components in environmental monitoring
device 200. For example, 1n some embodiments the one or
more program modules 238 are included in operating system
236. In some embodiments, a component 1mn a given sub-
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system 1s included 1n a different subsystem, e.g., optional
switch 244 may be included in optional user-interface sub-
system 216.

[0158] Moreover, the circuits and components 1n environ-
mental momtoring device 200 may be implemented using any
combination of analog and/or digital circuitry, including:
bipolar, PMOS and/or NMOS gates or transistors. Further-
more, signals i these embodiments may include digital sig-
nals that have approximately discrete values and/or analog
signals that have continuous values. Additionally, compo-
nents and circuits may be single-ended or differential, and
power supplies may be unipolar or bipolar.

[0159] An integrated circuit may implement some or all of
the functionality of networking subsystem 214 (such as a
radio) and, more generally, some or all of the functionality of
environmental monitoring device 200. Moreover, the inte-
grated circuit may include hardware and/or software mecha-
nisms that are used for transmitting wireless signals from
environmental monitoring device 200 to, and recerving sig-
nals at environmental monitoring device 200 from other elec-
tronic devices. Aside from the mechanisms herein described,
radios are generally known in the art and hence are not
described 1n detail. In general, networking subsystem 214
and/or the integrated circuit can include any number of
radios. Note that the radios 1n multiple-radio embodiments
function 1 a similar way to the radios described 1n single-
radio embodiments.

[0160] In some embodiments, networking subsystem 214
and/or the mtegrated circuit include a configuration mecha-
nism (such as one or more hardware and/or software mecha-
nisms) that configures the radio(s) to transmit and/or receive
on a given communication channel (e.g., a given carrier fre-
quency). For example, 1n some embodiments, the configura-
tion mechanism can be used to switch the radio from moni-
toring and/or transmitting on a given communication channel
to monitoring and/or transmitting on a different communica-
tion channel. (Note that ‘monitoring’ as used herein com-
prises recewving signals from other electronic devices and
possibly performing one or more processing operations on
the received signals, e.g., determining 1f the recerved signal
comprises an advertising frame, a petition, a beacon, etc.)

[0161] While a communication protocol compatible with
Z1gBee® was used as an illustrative example, the described
embodiments of environmental monitoring device 200 may
use a variety of network or communication interfaces. Fur-
thermore, while some of the operations in the preceding
embodiments were implemented 1n hardware or software, 1n
general the operations 1n the preceding embodiments can be
implemented in a wide variety of configurations and archi-
tectures. Therefore, some or all of the operations 1n the pre-
ceding embodiments may be performed 1n hardware, 1n sofit-
ware or both. For example, at least some of the operations
performed by processing subsystem 210 may be performed
by optional sensor subsystem 218.

[0162] Furthermore, while the preceding discussion
focused on the hardware, software and functionality 1n envi-
ronmental monitoring device 200, archive device 116 (FIG.
1) and/or optional computer 120 (FIG. 1) may have the same
or stmilar hardware (processors, memory, networking inter-
faces, etc.) and/or software to support the operations per-
tormed by these electronic devices or systems. This 1s shown
in FIG. 4, which presents a block diagram 1llustrating elec-
tronic device 400, such as archive device 116 (FIG. 1). In

particular, electronic device 400 includes processing sub-
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system 410, memory subsystem 412 and/or a networking
subsystem 414. Processing subsystem 410 includes one or
more devices configured to perform computational opera-
tions. For example, processing subsystem 410 can include
one or more microprocessors, application-specific integrated
circuits (ASICs), microcontrollers, programmable-logic
devices, and/or one or more digital signal processors (DSPs).

[0163] Memory subsystem 412 includes one or more
devices for storing data and/or instructions for processing
subsystem 410 and/or networking subsystem 414. For
example, memory subsystem 412 can include dynamic ran-
dom access memory (DRAM), static random access memory
(SRAM), and/or other types of memory. In some embodi-
ments, mstructions for processing subsystem 410 in memory
subsystem 412 include: one or more program modules 424 or
sets of instructions (such as an archiving application, an
analysis application, a data-sharing application and/or a noti-
fication application), which may be executed 1n an operating
environment (such as operating system 422) by processing
subsystem 410. Note that the one or more computer programs
may constitute a computer-program mechanism or a program
module. Moreover, instructions i1n the various modules in
memory subsystem 412 may be implemented in: a high-level
procedural language, an object-oriented programming lan-
guage, and/or in an assembly or machine language. Further-
more, the programming language may be compiled or inter-
preted, e.g., configurable or configured (which may be used
interchangeably in this discussion), to be executed by pro-
cessing subsystem 410.

[0164] In addition, memory subsystem 412 can include
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 412 includes a memory
hierarchy that comprises one or more caches coupled to a
memory 1n electronic device 400. In some of these embodi-
ments, one or more of the caches 1s located in processing,
subsystem 410.

[0165] In some embodiments, memory subsystem 412 is
coupled to one or more high-capacity mass-storage devices
(not shown). For example, memory subsystem 412 can be
coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory subsystem 412 can be used by electronic device 400
as fast-access storage for often-used data, while the mass-
storage device 1s used to store less frequently used data. Note
that memory subsystem 412 may include multiple storage
devices at one or more locations. Thus, data storage by
memory subsystem 412 may be distributed, such as a cloud-
based data-storage system.

[0166] Networking subsystem 414 includes one or more
devices configured to couple to and communicate on a wired,
optical and/or wireless network (1.e., to perform network
operations), including an interface circuit 416 and one or
more optional antennas 418. For example, networking sub-
system 414 can include: a ZigBee® networking subsystem, a
Bluetooth™ networking system (which can include Blue-
tooth™ Low Energy, BLE or Bluetooth™ LE), a cellular
networking system (e.g., a 3G/4G network such as UMTS.
LTE, etc.), a USB networking system, a networking system
based on the standards described in IEEE 802.11 (e.g., a
Wi-Fi® networking system), an Ethernet networking system
and/or another communication system.

[0167] Moreover, networking subsystem 414 includes pro-
cessors, controllers, radios/antennas, sockets/plugs, and/or
other devices used for coupling to, communicating on, and
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handling data and events for each supported networking or
communication system. Note that mechanisms used for cou-
pling to, communicating on, and handling data and events on
the network for each network system are sometimes collec-
tively referred to as a ‘network interface” for the network
system.

[0168] During operation of electronic device 400, process-
ing subsystem 410 may execute one or more program mod-
ules 424, such as an archiving application. This archiving
application may receive, via networking interface 414, data
packets from one or more of environmental monitoring
devices 110 (FIG. 1). These data packets may include sensor
data and/or analyzed sensor data. In some embodiments, pro-
cessing subsystem 410 executes an analysis application,
which analyzes the received sensor data. For example, the
received sensor data may be: time stamped for time-series
processing, filtered, compressed, etc. In some additional
embodiments, processing subsystem 410 executes an analy-
s1s application, which can compare recerved sensor data
analysis from one or more of environmental monitoring
devices 110 (FIG. 1). As noted previously, the analysis may
be based on information from external sources, such as
datasets of weather and environmental phenomena. Conse-
quently, in these embodiments networking interface 414 may
be mstructed by processing subsystem 410 to access the infor-
mation in the external sources.

[0169] Then, archiving application may store the sensor
data and/or the analyzed sensor data in a data structure 1n
memory subsystem 412. This 1s shown 1n FIG. §, which
presents a block diagram illustrating data structure 500. In
particular, data structure 500 may include entries 508 with:
identifiers 510 of environmental monitoring devices, sensor
data 512, timestamps 514, locations 516, optional analyzed
sensor data 518, environmental conditions and/or optional
protection information 522.

[0170] Referring back to FIG. 4, 1n some embodiments the
received data packets include protected information. For
example, the sensor data and/or the analyzed sensor data may
be encrypted using an encryption key associated with one of
environmental monitoring devices 110 (FIG. 1) and/or a
secure channel 1n the one of environmental monitoring
devices 110 (FIG. 1). Alternatively or additionally, there may
be a digital signature associated with the sensor data and/or
the analyzed sensor data, and/or the sensor data and/or the
analyzed sensor data may be protected using a secure hash
function. In these embodiments, optional protection informa-
tion 522 (FIG. 5) may include information that can confirm
the source(s) of the recerved data packets (such as one or more
of environmental monitoring devices 110 1n FIG. 1) and/or
can be used to unprotect the sensor data and/or the analyzed
sensor data. Note that optional protection information 522
(FIG. 5) may be received, via networking intertace 414, from
one of environmental monitoring devices 110 (FIG. 1). This
protection information may include the encryption key or an
encryption key associated with the encryption key (which can
be used to confirm the digital signature and/or decrypt
encrypted information). Networking device 414 can utilize:
encrypted tunneling in at least one networking interface, a
network switch and/or network router between one of envi-
ronmental monitoring devices 110 and archive device 116 1n
FIG. 1. Similarly, optional protection information 522 (FIG.
5) may specily the secure hash function, may include the
identifier for one of environmental monitoring devices 110
(FI1G. 1) and/or may 1nclude the random (or pseudorandom)
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number (which also can be used to unprotect information).
Note that protection information 522 may include fault toler-
ance information (such as parity bits or hashes) to aid 1n the
detection of tampered data, corrupted data, and/or erroneous
sensor readings 1n the event of a sensor failure or miscalibra-
tion.

[0171] In an exemplary embodiment, a public-private
encryption-key technique 1s used. In particular, a certified,
secure data package may be signed by one of environmental
monitoring devices 110 (FIG. 1) using a public encryption
key of archive device 116 (FIG. 1), and the digital signature
may be verified and the certified, secure data package may be
decrypted using the private encryption key of archive device
116 (FIG. 1). However, 1n other embodiments a symmetric
encryption technique 1s used. Thus, the same encryption key
may be used to sign, encrypt and/or decrypt the certified,
secure data package.

[0172] In some embodiments, the one or more program
modules 424 includes a data-sharing application. This data-
sharing application may receive, via networking subsystem
414, authorization information for a recipient of sensor data
and/or analyzed sensor data. In response to the authorization
information, the data-sharing application may provide, via
networking subsystem 414, the requested sensor data and/or
analyzed sensor data to the recipient. Alternatively, the data-
sharing application may provide, via networking subsystem
414, a pointer to a location 1n memory subsystem 412 where
the recipient can access the requested sensor data and/or
analyzed sensor data. Note that the data-sharing application
may also optionally provide the optional protection informa-
tion 522 (FIG. 5) to the recipient (which may allow the recipi-
ent to confirm the source(s) and/or to unprotect protected
information).

[0173] Additionally, 1n some embodiments the one or more
program modules 424 includes a notification application.
This notification application may recerve, via networking
subsystem 414, information, such as feedback associated
with one or more environmental conditions 1n environment
112 (FIG. 1) and/or a notification (such as a maintenance
notification). In response, the notification application may
communicate, via networking subsystem 414, the informa-
tion and/or one or more reports based on the iformation
(such as daily, weekly or monthly summaries of analyzed
sensor data, which may be included in documents or files) to:
one or more of environmental monitoring devices 110 (FIG.
1), data-sharing electronic device 118 (FIG. 1) and/or other
clectronic devices (such as computers or servers associated
with or operated on behalf of: component suppliers, retailers,
Insurance companies, security personnel, emergency service
personnel, maintenance organizations, shipping companies,
landlords or property owners, a corporate-compliance orga-
nization, mspectors, businesses, government agencies, etc.).
For example, the communication of the mformation may
utilize a Short Message Service, email, a social network and/
or a message service with a restricted number of characters
per message. In some embodiments, a link to purchase a
product or service in response to an event can be included in
the notification, e.g., a low battery notification can provide a
link to an online ordering form and a prepaid account at a
retailer, so that new batteries can be ordered from the retailer
directly via the link included 1n the notification. Similarly, a
service can be arranged and/or scheduled, e.g., cleaning of a
pool filter can be arranged and scheduled via a link included
in a notification. Alternatively, the information may be posted
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to a web page or website (and, more generally, a location on
a network), and one or more recipients may be notified via
networking subsystem 414, e¢.g., a link to the location may be
provided to the recipients.

[0174] When the notification mncludes a maintenance noti-
fication, the archiving application may store information
speciiying the maintenance notification 1n a historical record
or log for the environment. In addition, the archiving appli-
cation may store any subsequent remedial action (such as a
repair or service performed on an electronic device in the
environment) in a historical record or log for the environment
in memory subsystem 412.

[0175] Within electronic device 400, processing subsystem
410, memory subsystem 412, and/or networking subsystem
414 may be coupled using one or more interconnects, such as
bus 420. These interconnects may include an electrical, opti-
cal, and/or electro-optical connection that the subsystems can
use to communicate commands and data among one another.
Note that different embodiments can include a different num-
ber or configuration of electrical, optical, and/or electro-op-
tical connections among the subsystems.

[0176] Electronic device 400 can be (or can be included 1n)
any electronic device with at least one network interface. For
example, electronic device 400 can be (or can be included 1n):
a sensor (such as a smart sensor), a tablet computer, a smart-
phone, a cellular telephone, an appliance, a regulator device,
a consumer-electronic device, a portable computing device,
test equipment, a digital signal processor, a controller, a per-
sonal digital assistant, a facsimile machine, a laser printer (or
other office equipment such as a photocopier), a personal
organizer, a toy, a set-top box, a computing device (such as a
laptop computer, a desktop computer, a server, and/or a sub-
notebook/netbook), an alarm, a light (such as a nightlight), a
monitoring device, and/or another electronic device.

[0177] Although specific components are used to describe
electronic device 400, 1n alternative embodiments, different
components and/or subsystems may be present 1n electronic
device 400. For example, electronic device 400 may include
one or more additional processing subsystems, memory sub-
systems, and/or networking subsystems. Additionally, one or
more of the subsystems may not be present 1n electronic
device 400. Moreover, 1n some embodiments, electronic
device 400 may include one or more additional subsystems
that are not shown 1in FI1G. 4, such as a power supply and/or a
user-interface subsystem (which a user may use to modify
settings of one or more of environmental monitoring devices
110 1n FIG. 1, such as settings for alarms or notifications).
Although separate subsystems are shown in FIG. 4, in some
embodiments, some or all of a given subsystem or component
can be mtegrated into one or more of the other subsystems or
components 1n electronic device 400. For example, in some
embodiments the one or more program modules 424 are
included in operating system 422.

[0178] Moreover, the circuits and components 1n electronic
device 400 may be implemented using any combination of
analog and/or digital circuitry, including: bipolar, PMOS and/
or NMOS gates or transistors. Furthermore, signals 1n these
embodiments may include digital signals that have approxi-
mately discrete values and/or analog signals that have con-
tinuous values. Additionally, components and circuits may be
single-ended or differential, and power supplies may be uni-
polar or bipolar.

[0179] Note that an integrated circuit may implement some
or all of the functionality of electronic device 400.
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[0180] While some of the operations in the preceding
embodiments were implemented 1n hardware or software, 1n
general the operations 1n the preceding embodiments can be
implemented in a wide variety of configurations and archi-
tectures. Therefore, some or all of the operations in the pre-
ceding embodiments may be performed 1n hardware, 1n sofit-
ware or both.

[0181] An exemplary embodiment of the environmental
monitoring device 1s shown 1n FIGS. 6-8, which respectively
show front, and side views of environmental monitoring
device 600, which may be one of environmental monitoring
devices 110 (FIG. 1). Alternatively, the environmental moni-
toring device may include a display. This shown 1n FIGS. 9
and 10, which respectively show front and side views of
environmental monitoring device 900, which may be one of
environmental monitoring devices 110 (FIG. 1).

[0182] FEmbodiments of the environmental monitoring
device may include a grating 1n the chassis or housing (such
as a case or a shell on the outside of the environmental
monitoring device) that prevents large particles, soil and mud
from damaging or otherwise obscuring inputs to one or more
sensor devices 1in the environmental monitoring device. Alter-
natrvely or additionally, the chassis or housing may facilitate
airtlow or fluid tlow through vents or opemings to one or more
sensor devices in the environmental monitoring device. In
addition, the environmental monitoring device may include a
forced-tluid driver (such as a fan) to facilitate airflow or
fluid-tlow through the vents. However, 1n other embodiments
airtlow or fluid flow 1s facilitated using convection (e.g., by
heating the air or the fluid), or the airflow or tfluid flow may
occur passively.

[0183] A wide variety of materials may be used to fabricate
the environmental monitoring device (and, 1n particular, the
housing or chassis of the environmental monitoring device),
including: organic materials (such as plastic, polyethylene,
wood, etc.), inorganic materials (such as a metal), glass, con-
crete, rubber, a semiconductor, a fabric, etc. Moreover, the
housing or chassis may be transparent or opaque.

[0184] We now further describe operation of the environ-
mental monitoring device and, in particular, functionality of
the environmental momtoring device 1n various embodi-
ments. FIG. 11 presents a flow diagram 1llustrating a method
1100 for selectively electrically coupling a first electrical-
connection node and a second electrical-connection node,
which may be performed by the environmental monitoring,
device. During operation, the environmental monitoring
device obtains one or more measurements of an environmen-
tal condition (operation 1110) 1n an external environment that
includes the environmental monitoring device. For example,
a sensor (or a sensor mechanism) 1n the environmental moni-
toring device may optionally provide sensor data based on the
one or more measurements of the environmental condition
and/or the sensor data may be optionally recerved from an
clectronic device that 1s separate from the environmental
monitoring device (such as another environmental monitor-
ing device and/or a legacy electronic device 1n the external
environment, which 1s sometimes referred to as a ‘fourth
clectronic device’). Note that the sensor may include: a tem-
perature sensor, a humidity sensor, an acoustic sensor, a {ire-
detection sensor, a load-monitoring sensor, and/or a motion
SEensor.

[0185] Then, a processor (and, more generally, a control
mechanism, which may include an itegrated circuit or con-
trol logic) in the environmental monitoring device, provides a
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control signal to a switch (operation 1112) or a switching
mechanism 1n the environmental monitoring device to selec-
tively electrically couple the first electrical-connection node
and the second electrical-connection node in the environmen-
tal monitoring device based on the one or more measurements
of the environmental condition. This may selectively electri-
cally couple an electronic device (which 1s electrically
coupled to the first electrical-connection node) to a second
clectronic device (which 1s electrically coupled to the second
clectrical-connection node). Note that the electronic device
and/or the second electronic device may be one of the elec-
tronic devices 1n FIG. 1, such as a legacy electronic device, a
regulator device, an appliance, a light source (such as a lamp
or a light bulb), etc. Thus, method 1100 may allow the envi-
ronmental monitoring device to turn the electronic device
and/or the second electronic device on or oif (and, more
generally, to modily the function of the electronic device
and/or the second electronic device) without or excluding
interaction (such as communication and/or electrical cou-
pling of instructions) between environmental monitoring
devices 110 and the electronic device and/or the second elec-
tronic device.

[0186] For example, the sensor may include an acoustic
sensor and the environmental condition may include a sound
in the external environment. In this example, the processor
may selectively electrically decouple the first electrical-con-
nection node and the second electrical-connection node when
the sound exceeds a threshold value (such as 30-40 dB), and
may selectively electrically couple the first electrical-connec-
tion node and the second electrical-connection node when the
sound 1s less than the threshold value. Thus, the processor
may change the control signal based on the presence or
absence of the sound, such as: during a telephone call, when
a door 1s opened or closed (such as when someone comes into
or leaves a room), or when an alarm occurs (such as when a
fire alarm or a carbon-monoxide detector 1s activated). Alter-
natively or additionally, the sensor may include a fire-detec-
tion sensor (or a carbon-monoxide detector) and the environ-
mental condition may include presence of fire (or carbon
monoxide). In this example, the processor may selectively
clectrically decouple the first electrical-connection node from
the second electrical-connection node when the presence of
fire (or carbon monoxide) 1s detected.

[0187] In another example, the sensor may include a load-
monitoring sensor and the environmental condition may
include an electrical characteristic associated with the elec-
tronic device and/or the second electronic device. Then, the
processor may selectively electrically decouple the first elec-
trical-connection node from the second electrical-connection
node when the electrical characteristic indicates a standby
operating mode for the electronic device and/or the second
clectronic device. This may allow the environmental moni-
toring device to reduce or eliminate so-called ‘vampire,
‘phantom’ or ‘parasitic’ power consumption or waste. Alter-
natively or additionally, the selective electrical decoupling,
may occur when the electrical characteristic indicates a safety
concern, such as: a fire hazard, a short circuit, arisk of electric
shock or electrocution, etc.

[0188] In general, the switch may be an electronic (such as
an electrically operated switch or relay) or an electrome-
chanical component that can 1nterrupt a circuit and/or divert
current from the first electrical-connector node to the second
clectrical-connector node. For example, the switch may be
single pole or multiple pole, and may (or may not) be make
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before break. Thus, the switch may selectively switch
between a closed state and an open state.

[0189] Insomeembodiments, the switch regulates the elec-
trical coupling. For example, the switch may provide voltage-
limited or current-limited coupling between the first electri-
cal-connection node and the second electrical-connection
node. This may be accomplished using a voltage clamp (such
as a diode) 1n parallel with a load (such as the electronic
device or the second electronic device) or with a circuit that
includes combination of active and passive elements (such as
diodes, transistors, etc.).

[0190] In some embodiments, the selective electrical cou-
pling includes an impedance value between the impedance
values when the electrical coupling corresponds to the open
state of the switch and when the electrical coupling corre-
sponds to the closed state of the switch. For example, the
impedance of the switch may be electromically selected by the
control signal to have values between a maximum (open
state) and a miimum (closed state) impedance of the switch.
This may allow the switch to function as a dimmer switch.
Consequently, the control signal may correspond to a grey-
scale value associated with the impedance value.

[0191] At least one of the first electrical-connection node
and the second electrical-connection node may include: a
light socket, a rotatable connector configured to electrically
couple to a light socket, an AC power plug, an AC power
socket, a multi-wire electrical terminal, a DC power plug, a
DC power socket, and/or a USB-compatible connector. Thus,
the first electrical-connection node and/or the second electri-
cal-connection node may include male connectors, female
connectors and/or wires. For example, the first electrical-
connection node may include a multi-wire electrical terminal,
and the second electrical-connection node may include: a
light socket, a rotatable connector configured to electrically
couple to a light socket, an AC power plug, an AC power
socket a multi-wire electrical terminal, a DC power plug, a
DC power socket, and/or a USB-compatible connector. Note
that the environmental monitoring device may be used in
conjunction with a varniety of electrical standards. Thus, the
first electrical-connection node may correspond to a first elec-
trical standard having a first root-mean-square voltage (such
as 230V and a fundamental frequency of 50 Hz, which 1s used
in the European Union) and the second electrical-connection
node may correspond to a second electrical standard having a
second root-mean-square voltage (such as 120 V and a fun-
damental frequency of 60 Hz, which 1s used in North
America). Consequently, the environmental monitoring
device may include a transformer. In some embodiments, the
environmental monitoring device accepts three-phase elec-
tric power and outputs electrical power according to one or
more electrical standards.

[0192] While the environmental monitoring device may
function independently or without direct communication
with the other electronic devices 1n FIG. 1, 1n other embodi-
ments the environmental monitoring device works 1in con-
junction with one or more electronic devices that are remotely
located or separate from the environmental monitoring
device. For example, the environmental monitoring device
may include: an antenna, and an interface circuit that com-
municates with a third electronic device (such as a cellular
telephone of the user) that is separate from the environmental
monitoring device. This communication may include an iden-
tifier of the third electronic device, and the control mecha-
nism may selectively electrically couple the first electrical-

Jan. 21, 2016

connection node and the second electrical-connection node
based on the identifier. For example, the identifier may
include a media access control (MAC) address of the user’s
cellular telephone, the user’s cellular-telephone number or
information speciiying the user’s account (such as an account
number) with a provider of the environmental monitoring
device. Then, the selective electrical coupling may be based
on the identifier. Thus, the switch may be actuated when the
user 1s 1n proximity to the environmental monitoring device
(such as when the user 1s within 1-10 m) or 1s 1n the external
environment (such as, when the environmental monitoring

device infers that the user arrived at home, the lights may be
turned on).

[0193] More generally, the identifier may allow the envi-
ronmental momtoring device to personalize the environmen-
tal condition based on who 1s 1n or 1s expected to be in the
external environment. To do so, the processor 1n the environ-
mental monitoring device may access or obtain a predefined
preference of an individual associated with the identifier
(such as the user or someone other than the user). In particu-
lar, the processor may access one or more locally or remotely
stored preferences of the individual, such as those stored 1n
the user’s account mnformation. The selective electrical cou-
pling may then be based on the one or more predefined pret-
erences. For example, the predefined preference may specity
a threshold value for the environmental condition (such as a
maximum temperature of 80 F or a minimum temperature of
65 F, a maximum humidity of 80% or a minimum humidity of
30%, a maximum or a minimum concentration of a chemical
or an allergen in the external environment, etc.), and the
switch may selectively electrically couple the first electrical-
connection node and the second electrical-connection node
based on the threshold value. In this way, a regulator device
(such as a fan, an air conditioner, a heater, an air filter, a
humidifier, etc.) may be selectively activated. Alternatively or
additionally, the predefined preference may be related to a
medical condition of the user or an i1llumination preference
(such as desired lighting conditions at a particular time of
day). Note that instead of accessing or obtaining the pre-
defined preference of the individual, the preference may be
included 1n the communication (1.¢., may be received using
the antenna and the interface circuit), and the selective elec-
trical coupling may be based on the preference.

[0194] While preceding discussion illustrated selective
clectrical coupling based on a static or fixed preference, more
generally, the preference may evolve or change as a function
of time or the environmental condition, which may allow the
environmental monitoring device to dynamically respond to
or control the environmental condition.

[0195] Inthese ways, the environmental monitoring device
may facilitate dynamic switching based on one or more envi-
ronmental conditions, the presence (or absence) of the indi-
vidual and/or one or more preferences of the individual. Con-
sequently, the environmental monitoring device may provide
improved ways to monitor and modily the environmental
conditions 1n the external environment.

[0196] FIG. 12 presents a drawing 1llustrating communica-
tion within environmental monitoring device 1210 during
method 1100 (FIG. 11). Durning operation of environmental
monitoring device 1210 (such as during an environmentally
gated switching mode of operation), sensor 1212 optionally
provides sensor data 1214 to processor 1222 based on the one
or more measurements of the environmental condition. Alter-
natvely or additionally, interface circuit 1216 optionally
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receives sensor data 1220 based on the one or more measure-
ments of the environmental condition from electronic device
1218 (such as a legacy electronic device or another environ-
mental monitoring device) and provides sensor data 1220 to
processor 1222.

[0197] Then, processor 1222 provides control signal 1224
to a switch 1226 to selectively electrically couple the first
clectrical-connection node and the second electrical-connec-
tion node 1n the environmental monitoring device based on
the one or more measurements of the environmental condi-
tion.

[0198] In some embodiments, interface circuit 1216
optionally recerves 1dentifier 1230 from electronic device
1228 (such as the user’s cellular telephone). In response,
processor may optionally access or obtain predefined prefer-
ence 1236 from memory 1232 based on 1dentifier 1230. For
example, processor 1222 may receive predefined preference
1234 1n response to request 1234. Alternatively, interface
circuit 1216 may optionally recerve preference 1238 from
clectronic device 1228 (for example, the user may provide
preference 1236 using a user interface in electronic device
1228), which interface circuit 1216 then provides to proces-
sor 1222. Consequently, processor 1222 may optionally base
control signal 1224 on: identifier 1230, predefined preference

1236 and/or preference 1238.

[0199] While the preceding discussion illustrated the envi-
ronmental monitoring device with two electrical-connection
nodes, 1 some embodiments the environmental monitoring,
device includes one or more additional electrical-connection
nodes. For example, as shown in FIG. 13, which presents a
block diagram 1illustrating a switch 1314 (or switching
mechanism) 1n environmental monitoring device 1300 during,
method 1100 (FIG. 11). During operation, environmental
monitoring device 1300 may include electrical-connection
nodes 1310, and based on the control signal from processor
1312 (which 1s based on the one or more measurements of the
environmental condition by sensor 1316), switch 1314 may
selectively electrically couple electrical-connection node
1310-1, electrical-connection node 1310-2 and/or electrical-
connection node 1310-3. In some embodiments, the selective
clectrical coupling of electrical-connection nodes 1310-1 and
1310-2 and the selective electrical coupling of electrical-
connection nodes 1310-1 and 1310-3 are independent of each
other (e.g., electrical-connection nodes 1310-1 and 1310-2
may be selectively electrically coupled whether or not elec-
trical-connection nodes 1310-1 and 1310-3 are selectively
clectrically coupled). Alternatively, the selective electrical
coupling of electrical-connection nodes 1310-1 and 1310-2
and the selective electrical coupling of electrical-connection
nodes 1310-1 and 1310-3 may depend on each other (such as
concurrent or alternating electrical coupling). Thus, when
clectrical-connection nodes 1310-1 and 1310-2 are electri-
cally coupled electrical-connection nodes 1310-1 and 1310-3
may be electrically decoupled, and when electrical-connec-
tionnodes 1310-1 and 1310-2 are electrically decoupled elec-
trical-connection nodes 1310-1 and 1310-3 may be electri-
cally coupled. For example, the electronic devices electrically
coupled to electrical-connection nodes 1310-2 and 1310-3
may have opposite functions, which may allow push-pull
regulation of the environmental condition in the external
environment.

[0200] In some embodiments, the selective electrical cou-
pling 1s based on or facilitates charging of the rechargeable
battery. This 1s shown in FIG. 14, which presents a flow
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diagram 1llustrating a method 1400 for selectively electrically
coupling the first electrical-connection node and the second
clectrical-connection node, which may be performed by the
environmental monitoring device. During operation, the
environmental monitoring device receives (or obtains) the
sensor data based on the one or more measurements of the
environmental condition (operation 1410) from the sensor (or
the sensor mechanism) in the environmental monitoring
device, where the environmental condition 1s associated with
the charging of the rechargeable battery. For example, the first
clectrical-connection node may be electrically coupled to a
power source, and the second electrical-connection node may
be electrically coupled to the electronic device (or the second
clectronic device) that includes the rechargeable battery. Note
that the rechargeable battery may include one or more elec-
trochemical cells that store energy, such as: a lithtum-ion
battery, a nickel-metal-hydride battery, etc.

[0201] Then, the processor (or the control mechanism) 1n
the environmental momtoring device provides the control
signal to the switch (operation 1412) or the switching mecha-
nism 1n the environmental monitoring device to selectively
clectrically couple the first electrical-connection node and the
second electrical-connection node based on the one or more
measurements of the environmental condition. Moreover, the
processor selects the charging mode of the rechargeable bat-
tery based on the one or more measurements of the environ-
mental condition.

[0202] For example, the charging mode may include: a
charging profile as a function of time that increase life of the
rechargeable battery (e.g., by avoiding excess current, using
pulsed charging and/or avoiding overcharging, such as by
using a delta-V or delta-peak-voltage charging circuit), a
charging profile as a function of time that reduces a charging
time of the rechargeable battery, and/or a charging profile as
a function of time that reduces power consumption while
charging the rechargeable battery. Thus, the environmental
condition may include: the current through the rechargeable
battery, the voltage across the rechargeable battery, the tem-
perature ol the rechargeable battery (or a thermal signature or
a thermal 1mage of the rechargeable battery), an internal
impedance of the rechargeable battery and/or, more generally
(as described turther below), an electrical characteristic of the
rechargeable battery. In particular, the environmental condi-
tion may include an infrared image of the rechargeable bat-
tery, which may allow hot spots or the temperature of the
rechargeable battery to be determined, which, in turn, may
allow 1ntelligent or smart charging of the rechargeable battery
to 1increase its life. Alternatively, the environmental condition
may include the voltage across, the current through and/or the
impedance of one or more electrochemical cells 1n the
rechargeable battery (e.g., the voltage, current and/or 1imped-
ance ol individual electrochemical cells 1n the rechargeable
battery may be directly measured or may be indirectly
inferred), which may allow the rechargeable battery to be
charged quickly and sately.

[0203] In some embodiments, the sensor includes a load-
monitoring sensor and the environmental condition may
include the electrical characteristic associated with the
rechargeable battery, the electronic device and/or the second
clectronic device. Then, the processor may selectively elec-
trically decouple the first electrical-connection node from the
second electrical-connection node when the electrical char-
acteristic indicates the standby operating mode for the elec-
tronic device and/or the second electronic device. Alterna-
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tively or additionally, the selective electrical decoupling may
occur when the electrical characteristic indicates a safety
concern (such as a fire hazard, a short circuit, a risk of electric
shock or electrocution, etc.). Note that the electrical charac-
teristic may include: a current, a voltage, a phase relative to at
least a reference signal (such as a power-line signal or a clock
signal), a quality factor, a harmonic of a fundamental fre-
quency, a resonance frequency, a time constant, noise, and/or
power consumption. For example, the electrical characteristic
may include a root-mean-square electrical noise and/or the
rat1o of energy associated with harmonics to the energy at the
fundamental frequency (such as a clock frequency) output on
a power line or a signal line electrically coupled to the elec-
tronic device and/or the second electronic device.

[0204] The electrical characteristic (and, more generally,
the one or more measurements of the environmental condi-
tion) may be used by the processor to predict failure of at least
a component 1n the electronic device and/or the second elec-
tronic device. For example, an increase in the root-mean-
square electrical or acoustic noise, the ratio of energy associ-
ated with harmonics to the energy at the fundamental
frequency, and/or the power consumption as a function of
time may indicate an impending failure of at least the com-
ponent. Alternatively, the electrical characteristic may
include the absolute or a relative change 1n the charging time
under certain charging conditions (such as the voltage, the
current, the pulse rise time, the pulse duration, the pulse
amplitude, the pulse frequency, etc.), the charging mode, the
total charge, etc., which may indicate an impending failure of
the rechargeable battery. (Note that ‘failure’ may be defined
as a failure to operate, a satety condition and, more generally,
exceeding at least one specified operating range of a param-
cter associated with the component.) In some embodiments,
the predicted failure 1s based on sensor data output from a
chemical sensor, an optical sensor and/or a fire-detection
SEensor.

[0205] Predicting an impending failure may be facilitated
by the processor (or an integrated circuit or control logic) in
the environmental momtoring device determining informa-
tion associated with the electronic device and/or the second
clectronic device. Note that the imnformation may include: a
type of electronic device, a model of electronic device, a
brand of electronic device, and/or a unique 1dentifier of the
clectronic device and/or the second electronic device. Using
the information, the processor may also access or obtained a
predefined device profile stored 1n local or remote memory
that includes information about the electronic device and/or
the second electronic device (such as specifications and/or
components 1n the electronic device and/or the second elec-
tronic device, predictive models of component lifetime or
failure rates, etc.).

[0206] Inparticular, the processor may determine the infor-
mation based on the one or more measurements of the envi-
ronmental condition during operation of the electronic device
and/or the second electronic device. For example, the envi-
ronmental condition may be associated with a power-up tran-
sient signal of the electronic device and/or the second elec-
tronic device. As shown 1n FI1G. 15, power-up transient signal
1514 may include a power consumption 1510 that varies with
time 1512 (which 1s sometimes referred to as a ‘time-varying,
power consumption’) and 1s associated with a programmed
clectrical characteristic of the electronic device and/or the
second electronic device. In particular, the time-varying
power consumption may include a sequence two or more
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discrete (or approximately discrete) power-consumption lev-
¢ls. These power-consumption levels may be associated with
operation of an integrated circuit in the electronic device
and/or the second electronic device based on a predefined
identifier, such as execution of a program module by a pro-
cessor 1n the electronic device and/or the second electronic
device (e.g., mitialization of firmware by the processor, selec-
tively activating a circuit or block 1n the processor to vary the
power consumption as a function of time, etc.). Moreover, the
power-consumption levels may correspond to (or represent):
a pulse-code modulation sequence, a quadrature-modulation
sequence, and/or a DC-balanced sequence. Thus, the power-
consumption levels may represent digital values 1n the pre-
defined 1dentifier. In some embodiments, the power-con-
sumption levels include information encoded with: an error-
detection code, a parity-bit technique, a checksum, a hash
function, a cyclic-redundancy check, ahamming code, and/or
an error-correction code. While FIG. 13 1llustrates a particu-
lar type of coding, in other embodiments other codes and/or
modulation techniques may be used, including: amplitude
modulation, frequency modulation and/or spread-spectrum
modulation. In addition, while FIG. 15 illustrates a particular
example of the time-varying power consumption, more gen-
crally the tlme-varymg power consumption includes a modu-
lated waveform.

[0207] Thus, by determiming the information, the processor
may recognize classes of electronic devices, and may monitor
aging of the electronic device and/or the second electronic
device. When impending failure 1s predicted (or a failure 1s
detected), the environmental monitoring device may provide
an alert to the user. The environmental monitoring device may
also perform remedial action, such as: ordering a replacement
component or electronic device, schedule maintenance, etc.

[0208] In some embodiments, the processor may associate
a user (and, more generally, an individual) with the deter-
mined information based a predefined list of electronic
devices of the user. For example, user-account information
may include the predefined list of the user’s electronic
devices. If the determined information specifies a unique
identifier of an electronic device, the processor may use this
information and the predefined hst to lookup the user. Then,

the processor may obtain or access a predefined preference of
the user. As described previously with reference to FIG. 11,
the selective electrical coupling of the first electrical-connec-
tion node and the second electrical-connection node may be
based on this predefined preference.

[0209] While the preceding embodiments illustrated the
identification of the electronic device and/or the second elec-
tronic device (as well as associated information, such as a
type, model or brand), e.g., by measuring the programmed
clectrical characteristic, in other embodiments the identity of
the electronic device and/or the second electronic device (or
the associated information) 1s determined based on the selec-
tive electrical coupling. For example, an electrical character-
1stic measured by a load-monitoring sensor may be associated
with a predefined device profile, which may include metadata
that facilitates the identification. This association may also be
based on a location of the environmental monitoring device
(such as in the bathroom), which may facilitate the 1dentifi-
cation. In some embodiments, the user of the environmental
monitoring device 1s queried to facilitate the 1dentification.
For example, the user may be asked (e.g., via communication
with the user’s cellular telephone) to 1dentity the electronic
device and/or the second electronic device. Alternatively or
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additionally, the user may be asked to provide a name (such as
a nick name) for the electronic device and/or the second
clectronic device.

[0210] Furthermore, changes to the environmental condi-
tion (such as a change in the temperature or the humidity)
alter a change 1n the selective electrical coupling may facili-
tate the identification. For example, the presence (or absence)
ol sound after the first electrical-connection node 1s electri-
cally coupled to (or electrically decoupled from) the second
clectrical-connection node may facilitate identification of the
clectronic device and/or the second electronic device as ste-
reo equipment. Similarly, a change in the temperature after
the first electrical-connection node 1s electrically coupled to
(or electrically decoupled from) the second electrical-con-
nection node may facilitate identification of the electronic
device and/or the second electronic device as a thermostat.
Furthermore, a change 1n the humidity after the first electri-
cal-connection node 1s electrically coupled to (or electrically
decoupled from) the second electrical-connection node may
facilitate 1dentification of the electronic device and/or the
second electronic device as a humidifier.

[0211] FIG. 16 presents a drawing illustrating communica-
tion within environmental monitoring device 1610 during
method 1400 (FIG. 41). During operation of environmental
monitoring device 1610 (such as during an environmentally
gated switching mode of operation), sensor 1612 optionally
provides sensor data 1614 to processor 1622 based on the one
or more measurements of the environmental condition. Alter-
natively or additionally, interface circuit 1616 optionally
receives sensor data 1620 based on the one or more measure-
ments of the environmental condition from electronic device
1618 (such as a legacy electronic device or another environ-
mental monitoring device), which provides sensor data 1620
to processor 1622. Note that the environmental condition may
be associated with the charging of the rechargeable battery.

[0212] Then, processor 1622 provides control signal 1624
to a switch 1626 to selectively electrically couple the first
clectrical-connection node and the second electrical-connec-
tion node 1n the environmental monitoring device based on
the one or more measurements of the environmental condi-
tion. In this way, processor 1622 selects the charging mode of
the rechargeable battery based on the one or more measure-
ments of the environmental condition. Alternatively or addi-
tionally to the selective electrical coupling, processor 1622
optionally provides information 1628 specilying the charging
mode to power supply 1630, which then accordingly
recharges the rechargeable battery.

[0213] In some embodiments, the environmental monitor-
ing device recerves the sensor data from a remotely located or
separate electronic device. This 1s shown 1 FIG. 17, which
presents a flow diagram illustrating a method 1700 for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node, which may
be performed by the environmental monmitoring device. Dur-
ing operation, the environmental monitoring device receives,
from another electronic device (such as the fourth electronic
device), the sensor data based on the one or more measure-
ments of the environmental condition (operation 1710) 1n the
external environment that includes the environmental moni-
toring device. For example, the environmental monitoring,
device may commumnicate with the fourth electronic device
via the antenna and the interface circuit. The fourth electronic
device may be separate from the environmental monitoring
device, such as a legacy electronic device and/or another
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environmental monitoring device. Moreover, the fourth elec-
tronic device may include a sensor (or sensor mechanism)
that performs the one or more measurements. Note that the
sensor data may include: temperature, humidity, acoustic
information, fire-detection information, load-monitoring
information, and/or motion information.

[0214] Then, the processor (or the control mechanism) 1n
the environmental momtoring device provides the control
signal to the switch (operation 1712) or the switching mecha-
nism 1n the environmental monitoring device to selectively
clectrically couple the first electrical-connection node and the
second electrical-connection node based on the one or more
measurements of the environmental condition.

[0215] For example, as noted previously in the discussion
of FIG. 11, the sensor data may include acoustic information
(such as audio information) and the environmental condition
may include a sound in the external environment. Thus, the
processor may change the control signal based on the pres-
ence or absence of the sound. Alternatively or additionally,
the sensor data may include fire-detection information (or a
carbon-monoxide concentration) and the environmental con-
dition may include presence of fire (or carbon monoxide). In
this example, the processor may selectively electrically
decouple the first electrical-connection node from the second
clectrical-connection node when the presence of fire (or car-
bon monoxide) 1s detected.

[0216] In another example, the sensor data may include
load-monitoring information and the environmental condi-
tion may include the electrical characteristic associated with
the electronic device and/or the second electronic device.
Then, the processor may selectively electrically decouple the
first electrical-connection node from the second electrical-
connection node when the electrical characteristic indicates a
satety concern (such as a fire hazard, a short circuit, a risk of
clectric shock or electrocution, etc.) or a standby operating
mode for the electronic device and/or the second electronic
device.

[0217] Note thatthe switchmay provide selectively switch-
ing between a closed state of the switch and an open state of
the switch. Alternatively, the selective electrical coupling
may include the impedance value between the open-state
impedance value and the close-state impedance value. Fur-
thermore, the switch may regulate the electrical coupling,
such as by providing voltage-limited or current-limited cou-
pling. In addition, the environmental monitoring device may
be used 1n conjunction with a variety of electrical standards.
As described previously with reference to FIG. 13, the switch
may include multiple electrical-connection nodes that are
independently or dependently (such as concurrently) selec-
tively electrically coupled.

[0218] Additionally, the environmental monitoring device
may communicate with the third electronic device (via the
antenna and the interface circuit) that 1s separate from the
environmental monitoring device, and may recetrve the 1den-
tifier and/or the preference of the individual. Alternatively,
the processor may access or obtain the predefined preference
of the individual. This information may allow the processor to
selectively electrically couple the first electrical-connection
node and the second electrical-connection node based on the
identifier, the predefined preference of the individual and/or
the preference of the individual. As noted previously, this
approach may allow the environmental monitoring device to
personalize the environmental condition based on who 1s 1n or
1s expected to be 1n the external environment.
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[0219] Inthese ways, the environmental monitoring device
may facilitate dynamic switching based on remote monitor-
ing or measurements ol one or more environmental condi-
tions, the presence (or absence) of the individual and/or one or
more preferences of the individual. Consequently, the envi-
ronmental monitoring device may provide improved ways to
monitor and modily the environmental conditions 1n the
external environment. As illustrated in this discussion, at least
some of the different embodiments of the environmental
monitoring device may be used separately or 1n conjunction
with each other, such as those described previously with

reterence to FIGS. 11-13.

[0220] FIG. 18 presents a drawing 1llustrating communica-
tion within environmental monitoring device 1810 during
method 1700 (FIG. 17). During operation of environmental
monitoring device 1810 (such as during an environmentally
gated switching mode of operation), iterface circuit 1812
receives sensor data 1814 based on the one or more measure-
ments of the environmental condition from electronic device
1816 (such as a legacy electronic device or another environ-
mental momtoring device). Then, interface circuit 1812 pro-
vides sensor data 1814 to processor 1818.

[0221] Next, processor 1818 provides control signal 1820
to a switch 1822 to selectively electrically couple the first
clectrical-connection node and the second electrical-connec-
tion node 1n the environmental monitoring device based on
the one or more measurements of the environmental condi-
tion.

[0222] In some embodiments, interface circuit 1812
optionally receives i1dentifier 1824 from electronic device
1826 (such as the user’s cellular telephone), and interface
circuit 1812 then provides 1dentifier 1824 to processor 1818.
In response, processor 1818 may optionally access or obtain
predefined preference 1830 from memory 1832 based on
identifier 1824. For example, processor 1818 may recerve
predefined preference 1830 1n response to request 1828.
Alternatively, interface circuit 1812 may optionally receive
preference 1834 from electronic device 1826 (for example,
the user may provide preference 1834 using a user interface in
clectronic device 1826), which interface circuit 1812 then
provides to processor 1818. Note that processor 1818 may
optionally base control signal 1820 on: 1dentifier 1824, pre-
defined preference 1830 and/or preference 1834.

[0223] In some embodiments, the environmental monitor-
ing device provides geo-fencing services. This 1s shown 1n
FIG. 19, which presents a flow diagram illustrating a method
1900 for selectively electrically coupling the first electrical-
connection node and the second electrical-connection node,
which may be performed by the environmental monitoring,
device. During operation, the environmental monitoring
device recerves, from an electronic device (such as the third
clectronic device), the location information (operation 1910)
of the individual. For example, the environmental monitoring
device may receive the location information from the third
clectronic device (such as the user’s cellular telephone),
which 1s separate from the environmental monitoring device,
via the antenna and the interface circuit.

[0224] Moreover, the environmental monitoring device
may optionally obtain the one or more measurements of the
environmental condition (operation 1912) in the external
environment that includes the environmental monitoring
device. For example, the sensor (or the sensor mechanism) 1n
the environmental monitoring device may provide sensor
data based on the one or more measurements of the environ-
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mental condition and/or the sensor data may be recerved from
another electronic device that 1s separate from the environ-
mental monitoring device (such as the fourth electronic
device). In particular, the environmental momtoring device
may communicate with the fourth electronic device via the
antenna and the interface circuit, and this communication
may include the sensor data. Note that the sensor may
include: a temperature sensor, a humidity sensor, an acoustic
sensor, a fire-detection sensor, a load-monitoring sensor, and/
or a motion sensor.

[0225] Furthermore, the processor (or the control mecha-
nism) in the environmental monitoring device provides the
control signal to the switch (operation 1914) or the switching
mechanism 1n the environmental monitoring device to selec-
tively electrically couple the first electrical-connection node
and the second electrical-connection node based on the one or
more measurements of the environmental condition and the
location information. For example, the selective electrical
coupling may occur when the location information indicates
that the individual 1s withun a region, such as: a room or a
building. This region may include the external environment.

[0226] Note that the location information may be based on
triangulation and trilateration. For example, the location
information may be based on: communication in a network
(such as a cellular-telephone network or a wireless network),
communication within a subset of a network (such as within
100 m of a network switch or within range of a wireless access
point, e.g., within approximately 50-300 m), a local position-
ing system, and/or a Global Positioning System. Further-
more, the location information may specity the location of the
individual 1n two dimensions and/or three dimensions. Thus,
the location of the individual may be specified in a plane (such
as on a location on a floor 1n a building) and/or the location of
the individual may be specily the floor and the location on the
floor. Additionally, the location information may include: an
absolute position of the individual and/or a position of the
individual relative to that of the environmental monitoring
device (such as withun 10, 20, 350, 100 or more feet of the
environmental momtoring device).

[0227] Insomeembodiments, the processor optionally per-
forms one or more additional actions (operation 1916) using
the location information. For example, the processor may
calculate, based on the location information, a predicted loca-
tion of the individual and a time when the individual 1s esti-
mated to be proximate to or at the location (such as when the
environmental monitoring device determines that the indi-
vidual will arrive at home or, alternatively, when the 1ndi-
vidual will leave their oflice for the location). In particular, the
location information may specity a sequence of locations as a
function of time and/or a velocity of the individual, which
may allow the predictions and estimates to be calculated.
Alternatively, the location information may specily a position
of the individual along a predefined route, which may allow
the predictions and estimates to be calculated based on traific
conditions, weather conditions, etc. Thus, the processor may
estimate that the individual will be 1n a room 1n a building 1n
ten minutes. Then, the selective electrical coupling may be
based on the predicted location and the time. This may allow
the environmental monitoring device to adjust or modity the
environmental condition in a predictive manner (e.g., 1n
advance), so that the environmental condition meets the 1ndi-
vidual’s needs, e.g., the lights may be turned on (or off), the
temperature or the humidity 1n a room may be increased (or
decreased), an air filter may be turned on (or off), a meal may
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be heated or ready to eat, an electronic device (such as a
computer) may be turned on (or ofl), the individual may be
checked into a hotel, etc. Moreover, these changes to the
environmental condition may occur without the individual
taking an action when they arrive at or are proximate to the
location.

[0228] o facilitate such predictive capability, the commu-
nication with the third electronic device may include an iden-
tifier (such as the 1dentifier of the third electronic device and,
more generally, an 1identifier of the individual). This informa-
tion may allow the environmental monitoring device to know
both the location and the identity of the individual (e.g., based
on a listed owner or user of the third electronic device). For
example, the information may include a MAC address, which
can be assigned to a network-enabled electronic device, and
the MAC address may be transmitted to a portion of the
network (which may include an environmental monitoring,
device). Alternatively or additionally, a MAC address for a
user’s mobile device (such as their cellular telephone) can be
registered with or associated with an environmental monitor-
ing device, and the environmental monitoring device can
query for the MAC address of the mobile device on a portion
of the network. If the MAC address appears 1n the routing
table of a switch or a wireless-network router, the environ-
mental monitoring device may recognize that the user’s
mobile device 1s located within range of the environmental
monitoring device (or within range of the wireless-network
router), and the environmental monitoring device may use
this information to turn on or oif features that are to be
enabled and/or disabled by a geo-fencing technique (such as
soltware that turns on a fan when the user’s mobile device
appears on a wireless network in the user’s home). Then, the
processor may selectively electrically couple the first electri-
cal-connection node and the second electrical-connection
node based on the identifier. This may allow the environmen-
tal monitoring device to meet the individual’s need. In par-
ticular, based on the 1dentifier, the environmental monitoring,
device may access or obtain a predefined preference of the
individual, such as information that specifies the desired envi-
ronmental condition. Alternatively, the communication may
include a preference of the individual, and the selective elec-
trical coupling may be based on the preference. For example,
the individual may provide the preference using a user inter-
face 1n the third electronic device.

[0229] Inthese ways, the environmental monitoring device
may facilitate dynamic switching based on the one or more
environmental conditions, the location of the individual and/
or one or more preferences of the individual. Consequently,
the environmental monitoring device may provide improved
ways to monitor and modily the environmental conditions in
the external environment.

[0230] FIG. 20 presents a drawing 1llustrating communica-
tion within environmental monitoring device 2010 during
method 1900 (FIG. 19). During operation of environmental
monitoring device 2010 (such as during an environmentally
gated switching mode of operation), mterface circuit 2012
receives location information 2014 from electronic device
2016 (such as an individual’s cellular telephone), and inter-

face circuit 2012 provides location imnformation 2014 to pro-
cessor 2026.

[0231] Then, sensor 2018 optionally provides sensor data
2020 based on the one or more measurements of the environ-
mental condition. Alternatively or additionally, interface cir-
cuit 2012 optionally recerves sensor data 2022 based on the
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one or more measurements of the environmental condition
from electronic device 2024 (such as a legacy electronic
device or another environmental momitoring device), which 1s
then provided to processor 2026.

[0232] Moreover, processor 2026 optionally performs a
calculation 2028, such as calculating the estimated location
and/or the arrival time based on location information 2014.

[0233] Next, processor 2026 provides control signal 2030
to switch 2032 to selectively electrically couple the first elec-
trical-connection node and the second electrical-connection
node in the environmental monitoring device based on the one
or more measurements of the environmental condition, loca-
tion information 2014 and/or calculation 2028.

[0234] In some embodiments, interface circuit 2012
optionally receives identifier 2034 from electronic device
2016, which 1s then provided to processor 2026. In response,
processor 2026 may optionally access or obtain predefined
preference 2038 from memory 2040 based on 1dentifier 2034.
For example, processor 2026 may receive predefined prefer-
ence 2038 1n response to request 2036. Alternatively, inter-
face circuit 2012 may optionally recerve preference 2042
from electronic device 2016 (for example, the user may pro-
vide preference using a user interface in electronic device
2016). Then, processor 2026 may optionally base control
signal 2028 on: 1identifier 2034, predefined preference 2038
and/or preference 2042.

[0235] FIG. 21 presents a drawing illustrating a geo-fenc-
ing service. In particular, electronic device 2110 may provide
location information 2112 at different times or time stamps
2114. This location information may be received by environ-
mental monitoring device (E.M.D.) 2116, ¢.g., via wired and/
or wireless communication. Using location information
2112, environmental monitoring device 2116 may estimate a
location of electronic device 2110 at a future time, such as
when electronic device 2110 (and, thus, a user or individual
associated with electronic device 2110) 1s expected to be 1n
region 2118 (such as a region 1n external environment 2120
that includes environmental monitoring device 2116). For
example, subject to the constraints of the Nyquist sampling
theorem, location information 2112 and associated time
stamps 2114 may be used to calculate a velocity of electronic
device 2110. Then, based on a distance 2122 between the
most-recent instance of location information 2112 and region
2118, the estimated arrival time of electronic device 2110 at
region 2118 may be calculated. Note that region 2118 may
include a radius around a central location or region defined by
an arbitrary set of boundaries or a perimeter (such as a room,
a building, a residence, a school zone, a store, a warchouse, a
work location, a commercial area, a neighborhood, etc.).

[0236] Moreover, environmental monitoring device 2116
may perform one or more measurements of the environmental
condition 1n external environment 2120 and/or may receive
one or more measurements of the environmental condition 1n
external environment 2120 performed by optional electronic
device 2124, e.g., via wired and/or wireless communication.
Then, environmental monitoring device 2116 may selectively
clectrically couple (or selectively decouple) regulator device
(R.D.) 2128 and power cord plugged into an electrical outlet
(E.O.) 2130 (e.g., an AC power plug) using switch 2126. In
this way, environmental monitoring device 2114 may regu-
late or modity the environmental condition without commu-
nication between environmental monitoring device 2114 and
regulator device 2128.
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[0237] Insome embodiments, location mformation 2110 1s
along a predefined route 2132. In these embodiments, envi-
ronmental monitoring device 2116 may use information
about predefined route 2132 (such as a length of predefined
route 2132), historical data (such as arrival times of the user or
the individual at different times of the day, week, month or
year based on the most-recent mstance of location informa-
tion 2110) and/or current conditions along predefined route
2132 (such as traific conditions, weather conditions, etc.) to
calculate the estimated arrival time at region 2118.

[0238] While the preceding example 1llustrated a geo-fenc-
ing service based on an estimated arrival time, in other
embodiments geo-fencing 1s used to monitor whether the user
or the mdividual 1s within region 2118. For example, a geo-
fencing service may monitor whether a child 1s within region
2118. If the child leaves region 2118, environmental moni-
toring device 2116 may modily the selective electrical cou-
pling provided by switch 2126. Thus, the geo-fencing service
may be based on the individual being with region 2118 and/or
outside of region 2118.

[0239] In some embodiments, the environmental monitor-
ing device uses monitored energy usage or power consump-
tion to control the selective electrical coupling. This 1s shown
in FIG. 22, which presents a flow diagram illustrating a
method 2200 for selectively electrically coupling the first
clectrical-connection node and the second electrical-connec-
tion node, which may be performed by the environmental
monitoring device. During operation, the environmental
monitoring device receives, from the sensor (or the sensor
mechanism ) 1n the environmental monitoring device, the sen-
sor data (operation 2210) based on the one or more measure-
ments of an environmental condition 1n the external environ-
ment that includes the environmental monitoring device.
Note that the environmental condition may correspond to (or
may be related to or a function of ) power consumption by the
clectronic device that i1s separate from the environmental
monitoring device, and that 1s electrically coupled to the first
clectrical-connection node. Alternatively or additionally, the
environmental condition may correspond to (or may be
related to or a function of) power consumption by the second
clectronic device that i1s separate from the environmental
monitoring device, and that 1s electrically coupled to the
second electrical-connection node.

[0240] Then, the processor (or the control mechamism) 1n
the environmental monitoring device provides the control
signal to the switch (operation 2212) or the switching mecha-
nism 1n the environmental monitoring device to selectively
clectrically couple the first electrical-connection node and the
second electrical-connection node based on the one or more
measurements of the environmental condition.

[0241] Moreover, an antenna and an interface circuit 1n the
environmental monitoring device may communicate infor-
mation specitying the environmental condition (operation
2214) to another electronic device (such as the third elec-
tronic device and/or an electronic device associated with a
power company, €.g., a power meter), which 1s separate from
the environmental monitoring device. This capability may
allow the environmental monitoring device to facilitate so-
called ‘smart monitoring” and/or ‘smart regulation’ of power
consumption (such as dynamic regulation of demand based
on a condition in a power system, e.g., the spot price of
clectricity, current demand, etc.) 1n the external environment
(such as a home or building). Furthermore, this may allow
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reports about power consumption and/or total working time
or the duration of usage to be sent to the user (such as the
user’s cellular telephone).

[0242] As noted previously, the environmental condition
may include energy consumption and/or power consumption.
Moreover, the environmental condition may indicate, during
a time 1interval, usage of the electronic device and/or the
second electronic device (such as whether or not the elec-
tronic device and/or the second electronic device were used,
¢.g., a binary usage metric). For example, the environment
condition may indicate whether (or not) a mini-bar was used
or whether (or not) an individual watched television. In some
embodiments, the sensor data includes measurements of heat
generated by the electronic device and/or the second elec-
tronic device. Alternatively or additionally, the environmental
condition may indicate a duration of usage of the electronic
device and/or the second electronic device, e.g., a real-valued
usage metric. For example, how long the individual watched
television. In these ways, the environmental monitoring
device may monitor and report information that 1s equivalent
to the power usage on a power meter and/or may monitor
activities or actions of the individual. In addition, the envi-
ronmental monitoring device may control the selective elec-
trical coupling based on predefined constraints. Thus, the
environmental monitoring device may electrically decouple a
television after an allotted viewing time has been exceeded, or
may electrically decouple the electronic device and/or the

second electronic device when a predefined energy-con-
sumption value 1s exceeded.

[0243] In some embodiments, the sensor icludes a load-
monitoring sensor and the environmental condition includes
an electrical characteristic associated with the electronic
device and/or the second electronic device. For example, the
clectrical characteristic may include: a current, a voltage, a
phase relative to at least a reference signal, a quality factor, a
harmonic of a fundamental frequency, a resonance frequency,
a time constant, noise, and/or power consumption. Thus, the
one or more measurements may directly measure the energy
consumption and/or the power consumption, or the energy
consumption and/or the power consumption may be deter-
mined indirectly (such as based on heat measurements, which
can specily binary usage, and a predefined look-up table of
the energy consumption and/or the power consumption of the
clectronic device and/or the second electronic device).

[0244] Moreover, the selective electrical decoupling may
occur when the electrical characteristic indicates a safety
concern (such as a fire hazard, a short circuit, a risk of electric
shock or electrocution, etc.).

[0245] Furthermore, as described previously with refer-
ence to FI1G. 15, the environmental condition may be associ-
ated with a power-up transient signal of the electronic device
and/or the second electronic device. In particular, the electr-
cal characteristic may include a time-varying power con-
sumption of the electronic device and/or the second electronic
device, where the time variation may include a sequence of
approximately discrete values (such as two power-consump-
tion levels or multiple power-consumption levels). Addition-
ally, the electrical characteristic may correspond to (or be
related to or a function of): a pulse-code modulation
sequence, a quadrature-modulation sequence, and/or a DC-
balanced sequence. In some embodiments, the power-con-
sumption levels include information encoded with: an error-
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detection code, a parity-bit technique, a checksum, a hash
function, a cyclic-redundancy check, ahamming code, and/or
an error-correction code.

[0246] Note that the processor may determine imnformation
associated with the electronic device and/or the second elec-
tronic device based on the one or more measurements of the
environmental condition during operation of the electronic
device and/or the second electronic device. For example, the
information may include: a type of electronic device, a model
of electronic device, a brand of electronic device, and/or a
unique 1dentifier of the electronic device and/or the second
clectronic device. Furthermore, the processor may associate a
user with the determined information based a predefined list
of electronic devices of the user. Alternatively or additionally,
the selective electrical coupling may be based on a predefined
preference of the user or the individual. Thus, the predefined
preference may indicate that the user (such as a child) can
watch television for an hour per day. When the environmental
condition indicates this has occurred, the environmental
monitoring device may selectively electrically decouple the
television from a power source.

[0247] FIG. 23 presents a drawing 1llustrating communica-
tion within environmental monitoring device 2310 during
method 2200 (FIG. 22). During operation of environmental
monitoring device 2310 (such as during an environmentally
gated switching mode of operation), sensor 2312 optionally
provides sensor data 2314 based on the one or more measure-
ments of the environmental condition to processor 2322.
Alternatively or additionally, interface circuit 2316 option-
ally receives sensor data 2318 based on the one or more
measurements of the environmental condition from elec-
tronic device 2320 (such as a legacy electronic device or
another environmental monitoring device), and then provides
sensor data 2318 to processor 2322. As noted previously, the
environmental condition may include energy consumption
and/or power consumption of the electronic device and/or the
second electronic device.

[0248] Then, processor 2322 provides control signal 2324
to switch 2326 to selectively electrically couple the first elec-
trical-connection node and the second electrical-connection
node 1n the environmental momitoring device based on the one
or more measurements of the environmental condition.

[0249] Moreover, processor 2322 provides information
2328 (which specifies the environmental condition) to inter-
face circuit 2316, which communicates information 2328 to
clectronic device 2330 (such as a power meter).

[0250] In some embodiments, the environmental monitor-
ing device icludes an override mechanism that provides the
user control over whether (or not) there 1s selective electrical
coupling or decoupling. This 1s shown 1n FIG. 24, which
presents a flow diagram illustrating a method 2400 for selec-
tively electrically coupling the first electrical-connection
node and the second electrical-connection node, which may
be performed by the environmental monmitoring device. Dur-
ing operation, the environmental monitoring device obtains
the one or more measurements of the environmental condi-
tion (operation 2410) in the external environment that
includes the environmental monitoring device. For example,
the sensor (or the sensor mechanism) in the environmental
monitoring device may optionally provide sensor data based
on the one or more measurements of the environmental con-
dition and/or the sensor data may be optionally received from
another electronic device that 1s separate from the environ-
mental monitoring device (such as the fourth electronic
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device). In particular, the environmental momtoring device
may communicate with the fourth electronic device via the
antenna and the interface circuit, and this communication
may include the sensor data. Note that the sensor may
include: a temperature sensor, a humidity sensor, an acoustic
sensor, a fire-detection sensor, a load-monitoring sensor, and/
or a motion sensor.

[0251] Then, the processor (or the control mechamism) 1n
the environmental momtoring device provides the control
signal (operation 2412) to the switch (or the switching
mechanism) 1n the environmental momitoring device to selec-
tively electrically couple the first electrical-connection node
and the second electrical-connection node based on the one or
more measurements of the environmental condition.

[0252] Next, a user may use the manual-control or override
mechanism 1n the environmental monitoring device to
specily the electrical coupling state (operation 2414) of the
first electrical-connection node and the second electrical-
connection node, where the electrical coupling state specified
by the override mechanism supersedes the selective electrical
coupling specified by the control signal. Note that the over-
ride mechanism may supersede the selective electrical cou-
pling either directly or indirectly. In particular, the override
mechanism may be electrically coupled to the switch and/or
the processor.

[0253] For example, a user of the environmental monitor-
ing device may activate the override mechanism (such as by
tlipping an override switch or pushing an override button),
which may pass through or skip all the digital aspects per-
tformed by the processor 1n operation 2414 and may force the
clectrical coupling state (such as electrical coupling or elec-
trical decoupling of the first electrical-connection node and
the second electrical-connection node). In particular, the
override mechanism may have a first electrical coupling state
and a second electrical coupling state, and may include an
override switch and/or an override button. In a first electrical
coupling state of the override mechanism, the first electrical-
connection node and the second electrical-connection node
may be electrically coupled, and 1n a second electrical cou-
pling state of the override mechanism the first electrical-
connection node and the second electrical-connection node
may be electrically decoupled. The user may activate the
override mechanism to select the first electrical coupling state
or the second electrical coupling state.

[0254] Inthese ways, the environmental monitoring device
may facilitate dynamic switching based on the one or more
environmental conditions, while allowing the user the ability
to assert control, as needed, of the selective electrical cou-
pling of the switch (so that, for example, things just ‘work’ the
way the user wants). Consequently, the environmental moni-
toring device may provide improved ways to monitor and
modily the environmental conditions 1n the external environ-
ment 1n accordance with the user’s wishes, thereby providing
an improved user experience when using the environmental
monitoring device.

[0255] FIG. 25 presents a drawing 1llustrating communica-
tion within environmental monitoring device 2510 during
method 2400 (FIG. 24). Durning operation of environmental
monitoring device 2510 (such as during an environmentally
gated switching mode of operation), sensor 2512 optionally
provides sensor data 2514 based on the one or more measure-
ments of the environmental condition to processor 2522.
Alternatively or additionally, interface circuit 2516 option-
ally receives sensor data 2518 based on the one or more
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measurements of the environmental condition from elec-
tronic device 2520 (such as a legacy electronic device or
another environmental monitoring device), which then pro-
vides sensor data 2518 to processor 2522.

[0256] Then, processor 2522 provides control signal 2524
to switch 2526 to selectively electrically couple the first elec-
trical-connection node and the second electrical-connection
node 1n the environmental monmitoring device based on the one
or more measurements of the environmental condition.

[0257] Moreover, based on a user action or instruction,
override mechanism 2528 may provide override signal 2530
to processor 2522 and/or switch 2526 to specily the electrical
coupling state of switch 2526. For example, when processor
2522 receives override signal 2530, control signal 2532 may
optionally be accordingly modified. Alternatively or addi-
tionally, when switch 2526 optionally receives override sig-
nal 2530, the selective electrical coupling may optionally be
accordingly modified (so that the first electrical-connection
node and the second electrical-connection node are electri-

cally coupled or electrically decoupled based on override
signal 2530).

[0258] In some embodiments, the environmental monitor-
ing device includes a safety mechanism that detects a safety
condition and decouples the first electrical-connection node
and the second electrical-connection node. This 1s shown 1n
FIG. 26 presents a drawing illustrating a safety mechanism
2600 for safety monitoring 1n the environmental monitoring
device. This safety mechanism may include one or more
insertion sensors 2610 that detect insertion of an object other
than a power plug 1nto a socket 2612 associated with the first
electrical-connection node and/or the second electrical-con-
nection node. Moreover, the one or more 1nsertion sensors
2610 may be passive and/or active. For example, the one or
more msertion sensors 2610 may include: an optical detector,
a pressure sensor (such as a spring or a tactile switch), a
chemical sensor (which detects burning material), and/or an
clectrical sensor.

[0259] Inparticular, socket 2612 may have holes 2614, and

the safety condition may involve detecting insertion of the
object 1nto hole 2614-1 without 1nsertion of the object nto
hole 2614-2. For example, the optical detector may detect a
blocked beam (between an optical source and a photodiode)
in hole 2614-1 and not hole 2614-2. Alternatively, the elec-
trical sensor may detect current between contacts i1n hole
2614-1 and not hole 2614-2. Furthermore, a spring (such as a
sheet metal spring) in hole 2614-1 may be compressed, while
a spring in hole 2614-2 may not be compressed. Note that the
springs in holes 2614 may be position towards the top and the
bottom of hole 2614 (as well as or mstead of on the sides of
holes 2614 ) so that an angular position of the object 1n holes
2614 may be determined.

[0260] Insomeembodiments, the detection of the insertion
of the object 1nto hole 2614-1 and the absence of detection of
the insertion of the object into hole 2614-2 may be within a
time interval. Thus, 11 the one or more 1nsertion sensors 2610
simultaneously (or within a time window of a few millisec-
onds to several hundred milliseconds) detect the object 1n
holes 2614, control logic 2616 1n safety mechanism 2600 may
conclude that the object 1s the power plug. This conclusion
may be reinforced 11 the measured electrical resistance or
conductivity (and, more generally, electrical impedance) of
the object 1n holes 2614 matches that of the power plug.

[0261] Furthermore, the safety condition may involve
detecting: insertion of the object into a hot contact associated
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with socket 2612 and/or a ground-fault current. For example,
safety mechanism 2600 may include: a ground-fault circuit
interrupter, a surge protector, a fuse and/or a short detector.
These capabilities may allow safety mechanism 2600 to run a
test prior to the switch selectively electrically coupling the
first electrical-connection node and the second electrical-
connection node. If the electronic device and/or the second
clectronic device fails this test (e.g., a safety condition 1s
detected), the environmental monitoring device may not
selectively electrically couple the first electrical-connection
node and the second electrical-connection node.

[0262] Thus, safety mechanism 2600 may help ensure safe
operation of the environmental monitoring device. For
example, the environmental monmitoring device may have a
child-safety operating mode that may that the environmental
monitoring device can be used in environments in which
children may inadvertently attempt to stick objects in either or
both of holes 2614 without the occurrence of a safety concern
(such as a risk of electric shock, a short circuit, a fire hazard
and, more generally, a dangerous condition that can result 1n
injury). This may allow environmental monitoring device to
be safely used 1n these external environments, €.g., 1n con-
junction with or as a night light.

[0263] Insome embodiments of one or more of the preced-
ing methods, there may be additional or fewer operations.
Furthermore, the order of the operations may be changed,
and/or two or more operations may be combined 1nto a single
operation. In addition, 1n some of the preceding embodiments
there are fewer components, more components, a position of
a component 1s changed and/or two or more components are
combined.

[0264] In the preceding description, we refer to ‘some
embodiments.” Note that ‘some embodiments” describes a
subset of all of the possible embodiments, but does notalways
specily the same subset of embodiments.

[0265] The foregoing description 1s intended to enable any
person skilled in the art to make and use the disclosure, and 1s
provided 1n the context of a particular application and 1its
requirements. Moreover, the foregoing descriptions of
embodiments of the present disclosure have been presented
for purposes of 1llustration and description only. They are not
intended to be exhaustive or to limit the present disclosure to
the forms disclosed. Accordingly, many modifications and
variations will be apparent to practitioners skilled in the art,
and the general principles defined herein may be applied to
other embodiments and applications without departing from
the spirit and scope of the present disclosure. Additionally, the
discussion of the preceding embodiments 1s not intended to
limait the present disclosure. Thus, the present disclosure 1s not
intended to be limited to the embodiments shown, but 1s to be
accorded the widest scope consistent with the principles and
teatures disclosed herein.

1. An environmental momtoring device, comprising:

a {irst electrical-connection node configured to electrically
couple to an electronic device;

a second electrical-connection node configured to electri-
cally couple to a second electronic device;

a switching mechanism, electrically coupled to the first
clectrical-connection node and the second electrical-
connection node, which during operation selectively
clectrically couples the first electrical-connection node
and the second electrical-connection node;

an antenna;
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an 1nterface circuit, electrically coupled to the antenna,
which during operation communicates with a third elec-
tronic device that i1s separate from the environmental
monitoring device, wherein the commumnication
includes location information of an individual when the
individual 1s greater than a predetermined distance from
a location of the environmental monitoring device; and

a control mechanism, electrically coupled to the switching,
mechanism and the interface circuit, which during
operation calculates, based on the location information,
a predicted location of the individual and a time when
the 1individual 1s estimated to be within the predeter-
mined distance from the location and to provide a con-
trol signal to the switching mechanism to selectively
clectrically couple the first electrical-connection node
and the second electrical-connection node based on one
or more measurements of an environmental condition 1n
an external environment that includes the environmental
monitoring device, the predicted location and the time,

wherein the environmental condition includes sound asso-
ciated with operation of a legacy electronic device and
the control signal dynamically adapts a state of the
switching mechanism based on changes 1n the environ-
mental condition.

2. The environmental monitoring device of claim 1,
wherein, during operation, the control mechanism selectively
clectrically couples the first electrical-connection node and
the second electrical-connection node based on the location
information when the location information indicates that the
individual 1s within the predetermined distance from the loca-
tion.

3. The environmental monitoring device of claim 1,
wherein, during operation, the control mechamism checks the
individual 1into a hotel based on the predicted location and the
time.

4. The environmental monitoring device of claim 1,
wherein the location information is based on one or more of:
triangulation, and trilateration.

5. The environmental monitoring device of claim 1,
wherein the location information is based on one or more of:
communication in a network, a local positioning system, and
a Global Positioning System.

6. The environmental monitoring device of claim 1,
wherein the location information specifies a location of the
individual 1n one of: two dimensions, and three dimensions.

7. The environmental monitoring device of claim 1,
wherein the location information includes one of: an absolute
position of the individual; and a position of the individual
relative to that of the environmental momtoring device.

8. (canceled)

9. The environmental monitoring device of claim 1,
wherein the communication includes an 1dentifier of the third
electronic device; and

wherein, during operation, the control mechanism selec-

tively electrically couples the first electrical-connection
node and the second electrical-connection node based
on the identifier.

10. The environmental monitoring device of claim 9,
wherein, during operation, the control mechanism selectively
clectrically couples the first electrical-connection node and
the second electrical-connection node based on a predefined
preference of an individual associated with the identifier; and

wherein the predefined preference evolves as a function of

the environmental condition.
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11. The environmental momitoring device of claim 1,
wherein the communication includes a preference of an 1ndi-
vidual; and

wherein, during operation, the control mechanism selec-

tively electrically couples the first electrical-connection
node and the second electrical-connection node based
on the preference.
12. The environmental momitoring device of claim 1,
wherein the environmental monitoring device Tfurther
includes a sensor mechanism that provides sensor data based
on the one or more measurements of the environmental con-
dition.
13. The environmental momitoring device of claim 1,
wherein, during operation, the interface circuit communi-
cates with a fourth electronic device that 1s separate from the
environmental monitoring device; and
wherein the communication includes sensor data based on
one or more measurements, provided by the fourth elec-
tronic device, of the environmental condition; and

wherein the sensor data 1s associated with a sensor mecha-
nism 1n the fourth electronic device.
14. A computer-program product for use 1 conjunction
with an environmental monitoring device, the computer-pro-
gram product comprising a non-transitory computer-readable
storage medium and a computer-program mechanism embed-
ded therein to selectively electrically couple a first electrical-
connection node and a second electrical-connection node, the
computer-program mechanism including:
instructions for receiving, from a second electronic device
that 1s separate from the environmental monitoring
device, location information of an individual when the
individual 1s greater than a predetermined distance from
a location of the environmental monitoring device;

instructions for calculating, based on the location informa-
tion, a predicted location of the individual and a time
when the individual 1s estimated to be within the prede-
termined distance from the location; and

instructions for providing a control signal to a switching

mechanism in the environmental monitoring device to
selectively electrically couple the first electrical-con-
nection node and the second electrical-connection node
based on one or more measurements of an environmen-
tal condition 1n an external environment that includes the
environmental monitoring device, the predicted location
and the time,

wherein the environmental condition includes sound asso-

ciated with operation of a legacy electronic device and
the control signal dynamically adapts a state of the
switching mechanism based on changes 1n the environ-
mental condition.

15. The computer-program product of claim 14, wherein
the first electrical-connection node and the second electrical-
connection node are selectively electrically coupled based on
the location information when the location information 1ndi-
cates that the individual 1s within a the predetermined dis-
tance from the location.

16. The computer-program product of claim 14, wherein
the computer-program mechamsm further includes mnstruc-
tions for recerving, from a sensor mechanism 1n the environ-
mental monitoring device, sensor data based on the one or
more measurements of the environmental condition.

17. The computer-program product of claim 14, wherein
the computer-program mechamsm further includes mnstruc-
tions for receiving, from a third electronic device that 1s
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separate from the environmental monitoring device, sensor
data based on the one or more measurements of the environ-
mental condition.

18. A control-mechanism-implemented method for selec-
tively electrically coupling a first electrical-connection node
and a second electrical-connection node 1n an environmental
monitoring device, wherein the method comprises:

receiving, from a second electronic device that 1s separate

from 1n an environmental monitoring device, location
information of an individual when the individual 1is
greater than a predetermined distance from a location of
the environmental monitoring device;

using the control mechamism 1n the environmental moni-

toring device, calculating, based on the location infor-
mation, a predicted location of the individual and a time
when the mndividual 1s estimated to be within the prede-
termined distance from the location; and

using the control mechanism, providing a control signal to

a switching mechanism in the environmental monitoring
device to selectively electrically couple the first electri-
cal-connection node and the second electrical-connec-
tion node based on one or more measurements of an
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environmental condition in an external environment that
includes the environmental monitoring device, the pre-
dicted location and the time,

wherein the environmental condition includes sound asso-
ciated with operation of a legacy electronic device and

the control signal dynamically adapts a state of the
switching mechanism based on changes in the environ-

mental condition.

19. The method of claim 18, wherein the method further
comprises receiving, from a sensor mechanism 1n the envi-
ronmental monitoring device, sensor data based on the one or
more measurements of the environmental condition.

20. The method of claim 18, wherein the method further
comprises recerving, from a third electronic device, sensor
data based on the one or more measurements of the environ-
mental condition.

21. The environmental monitoring device of claim 1,
wherein the predicted location and the time are further based

on historical data of arrival times of the individual at difterent
times of one of: a day, a week, a month and a year.
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