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ABSTRACT

Systems, apparatuses, and methods described herein are con-
figured for monitoring and managing a plurality of sensors.
The plurality of sensors may be fixed, mobile, or a combina-
tion thereof. In some embodiments, the monitoring and man-
agement of the sensors 1s facilitated via a graphical user

interface.
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SENSOR BASED DETECTION SYSTEM

RELATED APPLICATIONS

[0001] This application is related to U.S. patent application
Ser. No. entitled “SENSOR MANAGEMENT AND
SENSOR ANALYTICS SYSTEM?”, by Joseph L. Gallo et al.
(Attorney Docket No. 13-013-00-U.S.).

[0002] This application is related to U.S. patent application
Ser. No. entitled “EVENT MANAGEMENT FOR A
SENSOR BASED DETECTION SYSTEM”, by Joseph L.
Gallo et al. (Attorney Docket No. 13-020-00-U.S.).

BACKGROUND

[0003] As technology has advanced, computing technol-
ogy has proliferated to an increasing number of areas while
decreasing 1n price. Consequently, devices such as smart-
phones, laptops, GPS, etc., have become prevalent 1n our
community, thereby increasing the amount of data being
gathered 1n an ever increasing number of locations. Unfortu-
nately, most of the gathered information 1s used for marketing,
and advertising to the end user, e.g., smartphone user receives
a coupon to a nearby coflee shop, etc., while the security of
our community 1s left exposed and at a risk of terrorist attacks
such as the Boston Marathon bombers.

SUMMARY

[0004] Accordingly, a need has arisen for a solution to
allow monitoring and collection of data from a plurality of
sensors and management ol the plurality of sensors for
improving security of our communities, e.g., by detecting
radiation, etc. Further, there 1s a need to provide relevant
information based on the sensors in an efficient manner to
increase security.

[0005] Embodiments provide a unique methods and sys-
tems for monitoring and managing a variety of network (e.g.,
internet protocol (IP)) connected sensors. Embodiments are
configured to allow monitoring (e.g., continuous real-time
monitoring, sporadic monitoring, scheduled monitoring, etc.)
ol sensors and associated sensor readings or data (e.g., ambi-
ent sensor readings). For example, gamma radiation levels
may be momtored 1n the context of background radiation
levels. Accordingly, a significant change in the background
gamma radiation levels may indicate a presence of hazardous
radioactive material, bomb, etc. As a result, appropnate
actions may be taken to avert a possible security breach,
terrorist activity, etc. Embodiments may support any number
ol sensors and may scale upwards as more sensors are added
or downwards as needed. Embodiments thus provide a uni-
versal sensor monitoring, management, and alerting plat-
form.

[0006] One embodiment 1s directed to a method for moni-
toring and managing sensors. The method includes recetving
a data stream at an interval, wherein the data stream 1s asso-
ciated with a sensor and determining whether the data stream
at the interval satisfies a certain criteria to trigger an alert. The
method may further include 1n response to determining that
the data stream satisfies the certain criteria, sending the alert
and displaying information associated with the data stream of
the sensor on a graphical user interface. In some embodi-
ments, the certain criteria are whether the data stream at the
interval exceeds a threshold. In some embodiments, the alert
1s a message transmitted to indicate that a hazardous material
has been detected by the sensor. In some embodiments, the
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sensor comprises a complementary metal-oxide-semicon-
ductor (CMOS) component operable for detecting gamma
radiation. In some embodiments, the method may further
include rendering a map, where the sensor 1s shown on the
map based on a location of the sensor. In some embodiments,
the determiming 1s further based on other sensors within a
selected proximity of the sensor. In some embodiments, the
method may further include storing the data stream at the
interval. In some embodiments, the method may further
include responsive to a selection of the sensor via a graphical
user interface, rendering the data stream at the interval on the
graphical user interface.

[0007] One embodiment 1s directed to a system for moni-
toring and managing sensors. The system includes a process
module configured to analyze a current sensor data from an
associated sensor of a plurality of sensors and a sensor man-
agement module configured to manage a plurality of
instances of the process module. The sensor management
module 1s further configured to associate metadata of the
associated sensor with the current sensor data. The system
may further include a state management module configured
to determine whether a state change of the associated sensor
has occurred. The determination 1s based on a comparison
between the current sensor data and a previous sensor data.

[0008] In some embodiments, the system may further
include a data store module configured to receive the meta-
data and the current sensor data. The data store module 1s
turther configured to store the metadata and the current sensor
data. In some embodiments, the data store module comprises
the state determination module. In some embodiments, the
system may further include a visualization module config-
ured to display the current sensor data and a representation of
the associated sensor based on the metadata. In some embodi-
ments, the visualization module 1s configured to display the
current sensor data. The current sensor data 1s visually posi-
tioned 1n close proximity to geographical location of the
associated sensor on a map. In some embodiments, the sys-
tem may further include a messaging module configured to
send a message based on the current sensor data, the meta-
data, and further based on whether the current sensor data
satisfies a certain condition. In some embodiments, the sensor
management module 1s configured to determine a health of
cach instance of the process module of the plurality of
instances of the process module.

[0009] One embodiment 1s directed to a system for moni-
toring and managing sensors. The system includes a plurality
of radiation sensors and a sensor based detection system
coupled to the plurality of radiation sensors. The sensor
detection system 1s configured to monitor, manage, and ana-
lyze data from the plurality of radiation sensors. In some
embodiments, at least one sensor of the plurality of radiation
sensors comprises a complementary metal-oxidesemicon-
ductor (CMOS) component. In some embodiments, the sen-
sor based detection system 1s configured to determine a health
ol a respective analytics process associated with a respective
radiation sensor of the plurality of radiation sensors. In some
embodiments, the sensor based detection system 1s config-
ured to display sensor data and metadata of a radiation sensor
of the plurality of radiation sensors. In some embodiments,
the sensor based detection system 1s configured to store the
sensor data and the metadata. In some embodiments, the
sensor based detection system 1s configured to send a mes-
sage based on the sensor data and the metadata. In some
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embodiments, the sensor based detection system 1s config-
ured to determine a sensor state change based on a previous
sensor reading.

[0010] These and various other features and advantages
will be apparent from a reading of the following detailed
description.

BRIEF DESCRIPTION OF DRAWINGS

[0011] Theembodiments areillustrated by way of example,
and not by way of limitation, 1n the figures of the accompa-
nying drawings and in which like reference numerals refer to
similar elements.

[0012] FIG. 1 shows an exemplary operating environment
in accordance with one embodiment.

[0013] FIG. 2 shows exemplary components of a sensor
based detection system in accordance with one embodiment.
[0014] FIG. 3 shows an exemplary data flow diagram in
accordance with one embodiment.

[0015] FIG. 4 shows an exemplary flow diagram of a pro-
cess for monitoring and managing sensors via a plurality of
executable processes 1n accordance with one embodiment.
[0016] FIG. S shows an exemplary flow diagram of a pro-
cess Tor monitoring and managing a sensor via an executable
process 1n accordance with one embodiment.

[0017] FIG. 6 shows a block diagram of an exemplary
computer system in accordance with one embodiment.
[0018] FIG. 7 shows a block diagram of another exemplary
computer system in accordance with one embodiment.

DETAILED DESCRIPTION

[0019] Relerence will now be made 1n detail to various
embodiments, examples of which are illustrated in the
accompanying drawings. While the claimed embodiments
will be described 1n conjunction with various embodiments, 1t
will be understood that these various embodiments are not
intended to limit the scope of the embodiments. On the con-
trary, the claimed embodiments are imtended to cover alter-
natrves, modifications, and equivalents, which may be
included within the scope of the appended Claims. Further-
more, 1n the following detailed description, numerous spe-
cific details are set forth 1n order to provide a thorough under-
standing of the claimed embodiments. However, 1t will be
evident to one of ordinary skill in the art that the claimed
embodiments may be practiced without these specific details.
In other instances, well known methods, procedures, compo-
nents, and circuits are not described in detail so that aspects of
the claimed embodiments are not obscured.

[0020] Some portions of the detailed descriptions that fol-
low are presented 1n terms of procedures, logic blocks, pro-
cessing, and other symbolic representations of operations on
data bits within a computer memory. These descriptions and
representations are the means used by those skilled 1n the data
processing arts to most effectively convey the substance of
their work to others skilled 1n the art. In the present applica-
tion, a procedure, logic block, process, or the like, 1s con-
ceived to be a self-consistent sequence of operations or steps
or 1structions leading to a desired result. The operations or
steps are those utilizing physical manipulations of physical
quantities. Usually, although not necessarily, these quantities
take the form of electrical or magnetic signals capable of
being stored, transferred, combined, compared, and other-
wise manipulated 1n a computer system or computing device.
It has proven convenient at times, principally for reasons of

Nov. 26, 2015

common usage, to refer to these signals as transactions, bits,
values, elements, symbols, characters, samples, pixels, or the

like.

[0021] It should be borne 1n mind, however, that all of these
and similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the following discussions, 1t 1s appreciated that
throughout the present disclosure, discussions utilizing terms

such as “receiving,” “converting,” “transmitting,” “storing,”
“determining,” “sending,” “querying,” “providing,” “access-
ing,” “associating,” “configuring,” “inmitiating,” “customiz-

27 L

g, “mapping,” “modilying,” “analyzing,” “displaying,” or
the like, refer to actions and processes of a computer system
or similar electronic computing device or processor. The
computer system or similar electronic computing device
mampulates and transforms data represented as physical
(electronic) quantities within the computer system memories,
registers or other such information storage, transmission or
display devices.

[0022] It 1s appreciated that present systems and methods
can be implemented 1n a variety of architectures and configu-
rations. For example, present systems and methods can be
implemented as part of a distributed computing environment,
a cloud computing environment, a client server environment,
ctc. Embodiments described herein may be discussed in the
general context of computer-executable mstructions residing
on some form of computer-readable storage medium, such as
program modules, executed by one or more computers, com-
puting devices, or other devices. By way of example, and not
limitation, computer-readable storage media may comprise
computer storage media and communication media. Gener-
ally, program modules include routines, programs, objects,
components, data structures, etc., that perform particular
tasks or implement particular abstract data types. The func-
tionality of the program modules may be combined or dis-
tributed as desired 1n various embodiments.

[0023] Computer storage media can include volatile and
nonvolatile, removable and non-removable media 1mple-
mented 1n any method or technology for storage of informa-
tion such as computer-readable 1nstructions, data structures,
program modules, or other data, that are non-transitory. Com-
puter storage media can include, but 1s not limited to, random
access memory (RAM), read only memory (ROM), electri-
cally erasable programmable ROM (EEPROM), flash
memory, or other memory technology, compact disk ROM
(CD-ROM), digital versatile disks (DVDs) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium that can be used to store the desired information and
that can be accessed to retrieve that information.

[0024] Communication media can embody computer-ex-
ecutable instructions, data structures, program modules, or
other data 1n a modulated data signal such as a carrier wave or
other transport mechanism and includes any information
delivery media. The term “modulated data signal” means a
signal that has one or more of 1ts characteristics set or changed
in such a manner as to encode information 1n the signal. By
way ol example, and not limitation, communication media
can include wired media such as a wired network or direct-
wired connection, and wireless media such as acoustic, radio
frequency (RF), infrared and other wireless media. Combi-
nations of any of the above can also be imncluded within the
scope of computer-readable storage media.

27 Lc - 4 4
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Sensor Based Detection Systems and Methods

[0025] A need has arisen for a solution to allow monitoring
and collection of data from a plurality of sensors and man-
agement of the plurality of sensors for improving security of
our commumnities, €.g., by detecting radiation, etc. Further,
there 1s a need to provide relevant information based on the
sensors 1n an eificient manner to 1ncrease security.

[0026] Embodiments provide methods and systems for
monitoring and managing a variety of network (e.g., internet
protocol (IP)) connected sensors. Embodiments are config-
ured to allow monitoring (e.g., continuous real-time monitor-
ing, sporadic monitoring, scheduled monitoring, etc.) of sen-
sors and associated sensor readings or data (e.g., ambient
sensor readings). For example, gamma radiation levels may
be monitored 1n the context of background radiation levels.
Accordingly, a significant change in the background gamma
radiation levels may indicate a presence of hazardous radio-
active material, bomb, etc. As a result, appropriate actions
may be taken to avert a possible security breach, terrorist
activity, etc. Embodiments may support any number of sen-
sors and may be scaled upwards or downwards as desired.
Embodiments thus provide a universal sensor monitoring,
management, and alerting platform.

[0027] FEmbodiments provide analytics, archiving, status
(e.g., real time status, sporadic monitoring, scheduled moni-
toring, etc.), graphical user interface based monitoring and
management, and messaging related to any sensor based
detection that may pose a risk to the community. Embodi-
ments may provide a solution for monitoring, managing,
alerting, and messaging related to certain sensor detection,
¢.g., gamma radiation detection, air quality detection, water
and level quality detection, fire detection, flood detection,
biological and chemical detection, air pressure detection, par-
ticle count detection, movement and vibration detection, etc.
For example, the embodiments may provide a solution for
monitoring and tracking movement of hazardous materials or
conditions, thereby allowing imitiation of public responses
and defense mechanisms. Embodiments may allow previ-
ously mstalled devices (e.g., surveillance cameras, smart-
phones, vibration detection sensors, CO, detection sensors,
particle detection sensors, air pressure detection sensors,
inirared detection sensors, etc.) to be used as sensors to detect
hazardous conditions (e.g., radioactive, biological, chemical,
etc.). Embodiments may be used 1n a variety of environments,
including public places or venues (e.g., airports, bus termi-
nals, stadiums, concert halls, tourist attractions, public transit
systems, etc.), organizations (e.g., businesses, hospitals,
freight vards, government oifices, defense establishments,
nuclear establishments, laboratories, etc.), etc. For example,
embodiments may be used to track sensitive matenal (e.g.,
nuclear, biological, chemical, etc.) to ensure that 1t 1s not
released to the public and prevent introduction of the material
into public areas. Embodiments may thus be further able to
facilitate a rapid response to terrorist threats (e.g., a dirty
bomb). It 1s appreciated that the embodiments are described
herein within the context of radiation detection and gamma
ray detection for merely illustrative purposes and are not
intended to limit the scope.

[0028] FIG. 1 shows an exemplary operating environment
in accordance with one embodiment. Exemplary operating
environment 100 includes a sensor based detection system
102, a network 104, a network 106, a messaging system 108,
and sensors 110-120. The sensor based detection system 102
and the messaging system 108 are coupled to a network 104.
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The sensor based detection system 102 and messaging system
108 are communicatively coupled via the network 104. The
sensor based detection system 102 and sensors 110-120 are
coupled to a network 106. The sensor based detection system
102 and sensors 110-120 are commumnicatively coupled via
network 106. Networks 104, 106 may include more than one
network (e.g., intranets, the Internet, local area networks
(LAN)s, wide area networks (WAN)s, etc.) and may be a
combination of one or more networks including the Internet.
In some embodiments, network 104 and network 106 may be
a single network.

[0029] The sensors 110-120 detect a reading associated
therewith, e.g., gamma radiation, vibration, etc., and transmit
that information to the sensor based detection system 102 for
analysis. The sensor based detection system 102 may use the
received information and compare it to a threshold value, e.g.,
historical values, user selected values, etc., i1n order to deter-
mine whether a potentially hazardous event has occurred. In
response to the determination, the sensor based detection
system 102 may transmit that information to the messaging
system 108 for appropnate action, e.g., emailing the appro-
priate personnel, sounding an alarm, tweeting an alert, alert-
ing the police department, alerting homeland security depart-
ment, etc. Accordingly, appropriate actions may be taken in
order to avert the risk.

[0030] The sensors 110-120 may be any of a variety of
sensors including thermal sensors (e.g., temperature, heat,
etc.), electromagnetic sensors (e.g., metal detectors, light sen-
sors, particle sensors, Geiger counter, charge-coupled device
(CCD), etc.), mechanical sensors (e.g. tachometer, odometer,
etc.), complementary metal-oxide-semiconductor (CMOS),
biological/chemical (e.g., toxins, nutrients, etc.), etc. The
sensors 110-120 may further be any of a variety of sensors or
a combination thereot including, but not limited to, acoustic,
sound, vibration, automotive/transportation, chemical, elec-
trical, magnetic, radio, environmental, weather, moisture,
humidity, flow, flmd velocity, 1onizing, atomic, subatomic,
navigational, position, angle, displacement, distance, speed,
acceleration, optical, light imaging, photon, pressure, force,
density, level, thermal, heat, temperature, proximity, pres-
ence, radiation, Geiger counter, crystal based portal sensors,
biochemical, pressure, air quality, water quality, fire, flood,
intrusion detection, motion detection, particle count, water
level, surveillance cameras, etc. The sensors 110-120 may be
video cameras (e.g., internet protocol (IP) video cameras) or
purpose built sensors.

[0031] The sensors 110-120 may be fixed 1n location (e.g.,
survelllance cameras or sensors), semi-fixed (e.g., sensors on
a cell tower on wheels or affixed to another semi1 portable
object), or mobile (e.g., part of a mobile device, smartphone,
etc.). The sensors 110-120 may provide data to the sensor
based detection system 102 according to the type of the sen-
sors 110-120. For example, sensors 110-120 may be CMOS
sensors configured for gamma radiation detection. Gamma
radiation may thus i1lluminate a pixel, which 1s converted into
an electrical signal and sent to the sensor based detection
system 102.

[0032] Thesensorbased detection system 102 1s configured
to recetve data and manage sensors 110-120. The sensor
based detection system 102 1s configured to assist users in
monitoring and tracking sensor readings or levels at one or
more locations. The sensor based detection system 102 may
have various components that allow for easy deployment of
new sensors within a location (e.g., by an administrator) and
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allow for momitoring of the sensors to detect events based on
user preferences, heuristics, etc. The events may be used by
the messaging system 108 to generate sensor-based alerts
(c.g., based on sensor readings above a threshold for one
sensor, based on the sensor readings of two sensors within a
certain proximity being above a threshold, etc.) 1n order for
the appropriate personnel to take action. The sensor based
detection system 102 may receive data and manage any num-
ber of sensors, which may be located at geographically dis-
parate locations. In some embodiments, the sensors 110-120
and components of a sensor based detection system 102 may
be distributed over multiple systems (e.g., and virtualized)
and a large geographical area.

[0033] The sensor based detection system 102 may track
and store location information (e.g., board room B, floor 2,
terminal A, etc.) and global positioning system (GPS) coor-
dinates, e.g., latitude, longitude, etc. for each sensor or group
of sensors. The sensor based detection system 102 may be
configured to monitor sensors and track sensor values to
determine whether a defined event has occurred, e.g., whether
a detected radiation level 1s above a certain threshold, etc., and
if so then the sensor based detection system 102 may deter-
mine a route or path of travel that dangerous or contraband
material 1s taking around or within range of the sensors. For
example, the path of travel of radioactive material relative to
fixed sensors may be determined and displayed via a graphi-
cal user interface. It 1s appreciated that the path of travel of
radioactive material relative to mobile sensors, e.g., smart-
phones, etc., or relative to a mixture of fixed and mobile
sensors may similarly be determined and displayed via a
graphical user interface. It 1s appreciated that the analysis
and/or the sensed values may be displayed in real-time or
stored for later retrieval.

[0034] The sensor based detection system 102 may display
a graphical user interface (GUI) for monitoring and managing
sensors 110-120. The GUI may be configured for indicating
sensor readings, sensor status, sensor locations on a map, efc.
The sensor based detection system 102 may allow review of
past sensor readings and movement of sensor detected mate-
rial or conditions based on stop, play, pause, fast forward, and
rewind functionality of stored sensor values. The sensor
based detection system 102 may also allow viewing of image
or video footage corresponding to sensors that had sensor
readings above a threshold (e.g., based on a predetermined
value or based on ambient sensor readings). For example, a
sensor may be selected 1n a GUI and video footage associated
with an area within a sensor’s range of detection may be
displayed, thereby enabling a user to see an individual trans-
porting hazardous material. According to one embodiment
the footage 1s displayed 1n response to a user selection or 1t
may be displayed automatically in response to a certain event,
¢.g., sensor reading associated with a particular sensor or
group of sensors being above a certain threshold.

[0035] In some embodiments, sensor readings of one or
more sensors may be displayed on a graph or chart for easy
viewing. A visual map-based display depicting sensors may
be displayed with the sensors color coded according to the
sensors’ readings and certain events. For example, gray may
be associated with a calibrating sensor, green may be associ-
ated with a normal reading from the sensor, yellow may be
associated with an elevated sensor reading, orange associated
with a potential hazard sensor reading, and red associated
with a hazard alert sensor reading.
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[0036] The sensor based detection system 102 may deter-
mine alerts or sensor readings above a specified threshold
(e.g., predetermined, dynamic, or ambient based) or based on
heuristics and display the alerts 1n the graphical user interface
(GUI). The sensor based detection system 102 may allow a
user (e.g., operator) to group multiple sensors together to
create an event associated with multiple alerts from multiple
sensors. For example, a code red event may be created when
three sensors or more within twenty feet of one another and
within the same physical space have a sensor reading that 1s at
least 40% above the historical values. In some embodiments,
the sensor based detection system 102 may automatically
group sensors together based on geographical proximity of
the sensors, €.g., sensors of gates 1, 2, and 3 within terminal
A at LAX airport may be grouped together due to their proxi-
mate location with respect to one another, e.g., physical prox-
imity within the same physical space, whereas sensors 1n
different terminals may not be grouped because of their dis-
parate locations. However, 1n certain circumstances sensors
within the same airport may be grouped together 1n order to
monitor events at the airport and not at a more granular level
of terminals, gates, etc.

[0037] The sensor based detection system 102 may send
information to a messaging system 108 based on the deter-
mination of an event created from the information collected
from the sensors 110-120. The messaging system 108 may
include one or more messaging systems or platforms which
may include a database (e.g., messaging, SQL, or other data-
base), short message service (SMS), multimedia messaging
service (MMS), instant messaging services, Twitter™ avail-
able from Twitter, Inc. of San Francisco, Calif., Extensible
Markup Language (XML) based messaging service (e.g., for
communication with a Fusion center), JavaScript™ Object
Notation (JSON) messaging service, etc. For example,
national information exchange model (NIEM) compliant
messaging may be used to report chemical, biological, radio-
logical and nuclear defense (CBRN) suspicious activity
reports (SARs) to report to government entities (e.g., local,
state, or federal government).

[0038] FIG. 2 shows exemplary components of a sensor
based detection system 1n accordance with one embodiment.
Diagram 200 includes sensors 250-260, a network 230, and a
sensor based detection system 202. The sensor based detec-
tion system 202 and sensors 250-260 are communicatively
coupled via network 230. The network 230 may include more
than one network (e.g., intranets, the Internet, LANs, WANS,
etc.) and may be a combination of one or more networks
including the Internet. In some embodiments, the sensors
250-260 may be substantially similar to sensors 110-120 and
may be any of a variety of sensors, as described herein.

[0039] The sensor based detection system 202 may access
or recelve data from the sensors 250-260. The sensor based
detection system 202 may include a sensor management
module 204, a sensor process module 206, a data warchouse
module 208, a state management module 210, a visualization
module 212, a messaging module 214, a location module 216,
and a user management module 218.

[0040] In some embodiments, the sensor based detection
system 202 may be distributed over multiple servers (e.g.,
physical or virtual machines). For example, a domain server
may execute the data warechouse module 208 and the visual-
1zation module 212, a location server may execute the sensor
management module 204 and one or more instances of a
sensor process module 206, and a messaging server may
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execute the messaging module 214. For example, multiple
location servers may each be located atrespective sites having
100 sensors, and provide analytics to a single domain server,
which provides a monitoring and management interface (e.g.,
GUI) and messaging services. The domain server may be
centrally located while the location servers may be located
proximate to the sensors for bandwidth purposes.

[0041] The sensor management module 204 1s configured
to monitor and manage the sensors 250-260. The sensor man-
agement module 204 1s configured to initiate one or more
instances of sensor process module 206 for monitoring and
managing sensors 250-260. The sensor management module
204 1s operable to configure a new sensor process (e.g., an
instance of sensor process module 206) when a new sensor 1s
installed. The sensor management module 204 may thus 1ni-
tiate execution ol multiple mnstances of the sensor process
module 206. In some embodiments, an 1nstance of the sensor
process module 206 1s executed for each sensor. For example,
if there are 50 sensors, 50 istances of sensor process module
206 are executed 1n order to configure the sensors. It 1s further
appreciated that the sensor management module 204 may
also be operable to configure an already existing sensor. For
example, sensor 252 may have been configured previously,
however, the sensor management module 204 may reconfig-
ure sensor 252 based on the new configuration parameters.
The sensor management module 204 may be configured as an
aggregator and collector of data from the sensors 250-260 via
sensor process module 206. Sensor management module 204
1s configured to send data received via instances of sensor
process module 206 to a data warehouse module 208.

[0042] The sensor management module 204 further allows
monitoring of one or more instances of the sensor process
module 206 to determine whether an mstance of the sensor
process module 206 1s running properly or not. In some
embodiments, the sensor management module 204 1s config-
ured to determine the health of one or more sensors including,
if a sensor has failed based on whether an anticipated or
predicted value 1s recerved within a certain time period. The
sensor management module 204 may turther be configured to
determine whether data 1s arriving on time and whether the
data indicates that the sensor i1s functioning properly (e.g.
healthy) or not. For example, a radiation sensor may be
expected to provide a certain microsievert (mSv) value within
a given time period. In some embodiments, the anticipated
value may be recerved from an analytics engine that analyzes
the sensor data. In some embodiments, the sensor manage-
ment module 204 may be configured to recerve an indicator of
status from a sensor (e.g., an alive signal, an error signal, or an
on/oil signal). The health information may be used for man-
agement of the sensors 250-260 and the health information

associated with the sensors may be stored in the data ware-
house 208.

[0043] The sensor management module 204 may further
access and examine the outputs from the sensors based on a
predictable rate of output. For example, an analytics process
(e.g., performed by the sensor process module 206) associ-
ated with a sensor may produce a record every ten seconds
and 11 a record 1s not recerved (e.g., within multiple 10 second
periods of time), the sensor management module 204 may
stop and restart the analytics process. In some embodiments,
the record may be a flat file.

[0044] The sensor process module 206 1s configured to
receive data (e.g., bulk or raw data) from sensors 250-260. In
some embodiments, the sensor process module 206 may form
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a record (e.g. a flat file) based on the data recerved from the
sensors 250-260. The sensor process module 206 may per-
form analysis of the raw data (e.g., analyze frames of video to
determine sensor readings). In some embodiments, the sensor
process module 206 may then pass the records to the sensor
management module 204.

[0045] The data warehouse module 208 1s configured to
receive data from sensor management module 204. The data
warchouse module 208 1s configured for storing sensor read-
ings and metadata associated with the sensors. Metadata for
the sensors may include their respective geographical infor-
mation (e.g., GPS coordinates, latitude, longitude, etc.),
description of the sensor, e.g., sensor at gate 1 terminal A at
LAX, etc. In some embodiments, the data warehouse module
208 may be configured to determine state changes based on
monitoring (e.g., real time monitoring) of the state of each
sensor and the state of the sensor over a time 1nterval (e.g., 30
seconds, 1 minute, 1 hour, etc.). In some embodiments, the
data warehouse module 208 1s configured to generate an alert
(e.g., when a sensor state has changed and 1s above a thresh-
old, when a sensor reading satisfies a certain condition such as
being below a threshold, etc.). The generated alert may be
sent to visualization module 212 for display (e.g., to a user).
Changes 1n sensor state may thus be brought to the attention
ol a user (e.g., operator). It 1s appreciated that the threshold
values may be one or more historical values, safe readings,
operator selected values, etc.

[0046] In some embodiments, the data warehouse module
208 may be implemented 1n a substantially similar manner as
described 1 Philippines Patent Application No. 1-2013-
000136 entitled “A Domain Agnostic Method and System for
the Capture, Storage, and Analysis of Sensor Reading”, by
Ferdinand E. K. De Antoni (Attorney Docket No. 13-027-00-

PH) which 1s incorporated by reference herein.

[0047] The state management module 210 may read data
from the data warehouse module 208 and/or from the sensor
management module 204 (e.g., data that was written by sen-
sor management module 204) and determine whether a state
change has occurred. The state change may be determined
based on a formula to determine whether there has been a
change since a previous record in time for an associated
sensor and may take into account ambient sensor readings. If
there 1s a change in state, an alert may be triggered. It 1s
appreciated that that state may also be a range of values. One
or more alerts may be assembled (e.g., into a data structure)
referred to as an event. The event may then be accessed by or
sent to a visualization module 212. The visualization module
212 may then display the change 1n state, an alert, or an event.
In some embodiments, the visualization module 212 may
receive mput to have the alert sent to an external system (e.g.,
a messaging system).

[0048] The visualization module 212 1s configured for use
in monitoring a location for potential sensor based alerts. The
visualization module 212 may provide a graphical user inter-
face (GUI) to monitor and manage each of the deployed
sensors. In some embodiments, the visualization module 212
1s configured to provide a tree filter to view each of the sensors
in a hierarchical manner, as well as a map view, thereby
allowing monitoring of each sensor in a geographical context.
The visualization module 212 may further allow creation of
an event case file to capture sensor alerts at any point 1n time
and escalate the sensor alert to appropriate authorities for
further analysis (e.g., via a messaging system). The visual-
ization module 212 may display a path of travel or route of
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hazardous materials or conditions based on sensor readings
and the associated sensor locations. The visualization module
212 may further be used to zoom 1n and zoom out on a group
ol sensors, €.g., sensors within a terminal at an airport, etc. As
such, the information may be displayed as granular as desired
by the operator. Visualization module 212 may also be used
and render information in response to a user manipulation.
For example, in response to a user selection of a sensor, €.g.,
sensor 260, the sensor readings associated with the sensor
may be displayed. In another example, a video feed associ-
ated with the sensor may also be displayed (e.g., simulta-
neously).

[0049] The messaging module 214 1s configured to send
messages to other systems or messaging services including,
but not limited to, a database (e.g., messaging, SQL, or other
database), short message service (SMS), multimedia messag-
ing service (MMS), instant messaging services, Twitter avail-
able from Twitter, Inc. of San Francisco, Calif., Extensible
Markup Language (XML) based messaging service (e.g., for
communication with a Fusion center), JavaScript Object
Notation (JSON) messaging service, etc. In one example,
national information exchange model (NIEM) compliant
messaging may be used to report chemical, biological, radio-
logical and nuclear defense (CBRN) suspicious activity
reports (SARs) to report to government entities (e.g., local,
state, or federal government). In some embodiments, the mes-
saging module 214 may send messages based on data
received from the sensor management module 204. It 1s
appreciated that the messages may be formatted to comply
with the requirement/standards of the messaging service
used. For example, as described above a message may be
formed into the NIEM format 1n order to repota CBRN event.

[0050] The location module 216 1s configured for mapping
and spatial analysis (e.g., triangulation) in order to graphi-
cally represent the sensors within a location. For example,
location module 216 may be configured to facilitate display of
the location of and associated 1cons for sensors at each gate of
an airport terminal. In some embodiments, the sensor man-
agement module 204 1s configured to store geographical data
associated with a sensor in a data store (not shown) associated
with location module 216. In some embodiments, the location
module 216 may operate 1n conjunction with ArcGIS from
ERSI, Inc. of Redlands, Calif. It 1s appreciated that the loca-
tion module 216 may be used to provide mapping information
associated with the sensor location such that the location of
the sensor may overlay the map, e.g., location of the sensor
may overlay the map of LAX airport, etc.

[0051] The user management module 218 1s configured for
user management and storage of user 1dentifiers of operators
and administrators. The user management portion may be
integrated with an existing user management systems (e.g.,
OpenLLDAP or Active Director) thereby enabling use of exist-
Ing user accounts to operate sensor the based detection sys-

tem 202.

[0052] FIG. 3 shows an exemplary data flow diagram in
accordance with one embodiment. The diagram 300 includes
a sensor 320, a sensor process 302, a capture data store 304, an
analysis data store 306, a time-based analysis data store 308,
a sensor manager process 310, a visualization process 312,
and a data warehouse process 330. In some embodiments, a
sensor process 302, a sensor manager process 310, and a
visualization process 312 may execute on one or more com-
puting systems. The data stores 304-308 may be part of or
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stored 1n a data warchouse (e.g., stored by data warehouse
process 330 1n data warechouse module 208).

[0053] The sensor 320 may be substantially similar to sen-
sors 110-120 and may be any of a variety of sensors as
described herein. The sensor 320 may provide data (e.g., as
camera stream data) to the sensor process 302.

[0054] Sensormanager process 310 1s configured to 1nitiate
or launch one or more mstances of a sensor process 302. The
sensor manager process 310 1s operable to configure each
instance of the sensor process 302 based on configuration
parameters (e.g., preset or configured by a user).

[0055] The sensor process 302 may be configured by a
sensor manager process 310 to organize sensor readings over
particular time intervals (e.g., 30 seconds, one minute, one
hour, one day, one week, one year). In some embodiments, an
instance of the sensor process 302 may be executed for each
time interval. For example, five instances of the sensor pro-
cess 302 may be executed for 30 second, one minute, one
hour, one day, and one week intervals respectively. Thus, with
five time intervals and seven sensors, 35 instances of the
sensor process 302 may be executed. The use of time intervals
allows ambient sensor readings (e.g., ambient radiation read-
ings) to be filtered out and determination of the accumulation
of dangerous materials or conditions over time. For example,
sensor readings at one month intervals will be show a huge
difference from 1its previous readings in comparison to the
same sensor readings as compared to 1ts readings at one hour
intervals 11 hazardous material has been accumulating at a
given location over the course of a year. Accordingly, differ-
ent time 1ntervals can be used to provide additional informa-
tion and insi1ght imto specific sensor(s) readings that may have
otherwise been overlooked.

[0056] The sensor process 302 or other instances of the
sensor process 302 may be added or removed as needed. For
example, when a new sensor 1s added, a sensor manager
process 310 may be used (e.g., by an administrator) to con-
figure one or more instances of the sensor process 302 to
receive a data stream from the new sensor and generate ana-
lyzed data (e.g., preprocessed sensor data). In some embodi-
ments, an administrator may add additional 1nstances of the
sensor process 302 or remove instances of the sensor process
302 (e.g., that are no longer needed) using the sensor manager
process 310. In some embodiments, the sensor manager pro-
cess 310 includes a management interface that allows a user
(e.g., administrator) to monitor the status of each sensor pro-
cess 302 and investigate any possible errors that occur. An
administrator may also monitor the data warehouse process
330 to ensure that data storage 1s occurring at an optimal or
desired rate. In some embodiments, various clustering and
sharding options are available to optimize the storage and
retrieval of data as desired. Upon launch of an instance of the
sensor process 302, the sensor process 302 may run 1n a
calibration mode to calibrate the sensor 320.

[0057] Insomeembodiments, when the sensor process 302
1s configured, various pieces of geographical data (e.g., loca-
tion coordinates, floor level, etc.) associated with the sensor
320 are captured. The geographical data may be sent to a data
warehouse process 330 and to a location module (e.g., loca-
tion module 216) to be used to graphically represent the
sensor process 302 on amap. The map may be displayed (e.g.,
via visualization module 208) for displaying data of the sen-
sor process 302 1n a geographical context.

[0058] The sensor process 302 may be configured to access
or recerve data from a sensor 320. Multiple 1nstances of a
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sensor process 302 may be executed on a per sensor and/or a
per time interval basis. In some embodiments, each sensor
process 302 1s configured to recerve data from a sensor 320 at
a particular time interval (e.g., every 5 seconds, etc.).

[0059] In some embodiments, a first instance of a sensor
process 302 may output raw stream data. The capture data
may be video streams (e.g., Moving Picture Experts Group
(MPEG) video) from the sensor 320. The sensor process 302
may store data recerved from the sensor 320 to the capture
data store 304. In some embodiments, the sensor process 302
stores data (e.g., raw data) received from the sensor 320 1nto
the capture data store 304. For example, the capture data store
304 may be used to store a video stream (e.g., for archival
purposes, analysis, litigation, prosecution, etc.).

[0060] In some embodiments, the sensor process 302 may
utilize frame by frame analysis to detect gamma radiation. In
some embodiments, the sensor process 302 determines a
calculated rate of microSieverts (mSv) per hour.

[0061] A second instance of the sensor process 302 may
access the raw stream data received directly from the sensor
or retrieved from the capture data store 304 and generate
converted stream data (e.g., sensor readings or level data).
Converted stream data may include a count of the hits on the
sensor within a sample iterval (e.g., gamma ray sample
data). For example, converted stream data may include the
number of gamma ray hits that were on sensor 320 within a
certain threshold, above a certain threshold, within a range,
ctc. In some embodiments, the sensor process 302 generates
converted stream data that includes various readings from the
sensor 320 which are subsequently stored in the analysis data
store 306. In some embodiments, the sensor process 302 may
perform frame by frame analysis of the data recerved from the
sensor 320. For example, the converted stream data may
include the level of gamma radiation detected 1n a frame.

[0062] A third instance of the sensor process 302 may be
configured to access the converted stream data and generate
preprocessed sensor data, which may be stored in a time
based analysis data store 308. Preprocessed sensor data may
include an analysis of converted stream data for a given time
period. For example, a preprocessed sensor record may be the
result of analyzing the previous 5 minutes. The preprocessed
sensor data may be stored 1n a time based analysis data store,
which may be sent to the sensor manager process 310 by the
sensor process 302 or accessed by the sensor manager process
310. The sensor process 302 or an instance thereof may gen-
crate values at regular intervals (e.g., every 10 seconds, every
30 seconds, etc.). For example, the preprocessed sensor data
may include sensor readings over a time interval of the pre-
vious five minutes and be generated at 10 second intervals. In
some embodiments, sensor manager process 310 may receive
information from capture data store 304 and/or analysis data
store 306.

[0063] The sensor manager process 310 may then forward
the data (e.g., preprocessed sensor data) from the sensor
process 302 to the data warehouse 330 for storage. In some
embodiments, the sensor management process 310 may also
send received data to a visualization process 312 and a data
warchouse 330. Visualization process 312 may access the
preprocessed sensor data (e.g., from sensor manager process
310 or data warechouse process 330) and display the prepro-
cessed sensor data 1n a graphical user interface.

[0064] In some embodiments, the sensor process 302 may
send data from a time based analysis data store 308 (e.g.,
preprocessed sensor data) to a data warehouse process 330. In
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some embodiments, the data warehouse 330 may determine
whether sensor readings exceed ambient sensor readings or
whether there has been a change 1n the state of the sensor. For
example, with gamma radiation, the data warehouse process
330 may determine 1f gamma radiation sensor readings are
from gamma radiation from a natural source (e.g., the sun),
other natural ambient source, or from radioactive material
(e.g., that 1s being transported within range of a sensor). In
one exemplary embodiment, 1t 1s determined whether the
gamma radiation reading 1s within a safe range or whether the
reading 1s outside of the safe range.

[0065] The data warehouse 330 may be configured to ana-

lyze sensor readings for a possible change in status of the
sensor. For example, the sensor 320 may have five possible
states: calibration (CALIB), nominal (NOMNL), elevated
(ELEVT), potential (POTEN), and alert (ALERT). In some
embodiments, the data warehouse 330 1s configured to gen-
crate an alert if there 1s a change 1n the status of a sensor
process 302.

[0066] Alerts generated from the data warehouse process
330 may be sent or pushed to a visualization process 312 so
that a user (e.g., operator) may be notified visually, audibly,
etc. The user may have the opportunity to inspect various data
that the sensor process 302 has generated (e.g. mSv values)
and generate an appropriate event case file including the
original sensor process 302 data (e.g. raw stream data, con-
verted stream data, preprocessed sensor data, etc.) that trig-
gered the alert.

[0067] The sensor manager process 310 may also send the
data from time based analysis data store 308 to the visualiza-
tion process 312 for display to a user (e.g., operator, admin-
istrator, etc.). In some embodiments, the sensor manager pro-
cess 310 sends the data to a visualization process 312 1n a
message based format. To show a sensor and alert geographi-
cally, location functionality (e.g., location module 216) may
be used to plot the various sensors at a location on a map
within a graphical user interface (GUI) via a visualization
process 312. The GUI may allow for rich visual maps with
detailed floor plans at various zoom levels, etc.

[0068] The visualization process 312 may be used (e.g., by
operators) to gain awareness of any materials (e.g., radioac-
tive material, etc.) or other conditions that travel through or
occur in a monitored area. The visualization process 312 may
display one or more alerts, which occur when a sensor reading
satisfies a certain condition, e.g., exceeds a threshold, falls
within a certain range, 1s below a certain threshold, etc.,
visually on a map. In some embodiments, an operator may be
able to mark an alert, or series of alerts, as an “event.” The
visualization process 312 may have various tools to “replay”™
after an event has occurred. The visualization process 312
may further allow an operator to configure the visualization
process 312 to send alerts to external entities. For example,
the operator can configure an XML interface to forward alerts
and events to a local Fusion Center (e.g., of the federal gov-
ernment). The operator may further configure an SMS gate-
way or even a Twitter account to send alerts or events to.

[0069] In some embodiments, the sensor manager process
310 and the visualization process 312 are configured for use
ol a user management process (not shown) (e.g., user man-
agement module 218) which may be an OpenlD based user
management system. When a user logs 1nto the sensor man-
agement process 310 or the visualization process 312, his or
her credentials may be checked against the user management
process. The user management module can be used stand-
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alone, or integrated with existing user management systems
(e.g., OpenLDAP, Microsoit Active Directory systems, etc.).
The user management process may allow a single location to
be used to maintain information associated with each user.
The user management module may be configured to allow
creation of additional administrators (e.g., by an existing
administrator) or one or more operators that can access visu-
alization process 312.

[0070] FIG. 4 shows an exemplary flow diagram of a pro-
cess 400 for monitoring and managing sensors (€.g., sensors
110-120) via a plurality of executable processes 1n accor-
dance with one embodiment. In some embodiments, the pro-
cess 400 may be performed by a sensor based detection mod-
ule or component (e.g., sensor based detection system 102) or
by multiple modules or components.

[0071] Atblock 402, a process for each sensor of a plurality
ol sensors may be initiated. As described herein, a sensor
based detection system may initiate sensor processes 1o
access or receive data from respective sensors. In some
embodiments, the initiation of the process may be used to
determine whether a sensor 1s functioning properly.

[0072] At block 404, the health of each sensor of the plu-
rality of sensors may be determined. Sensor health may be
determined based on whether a sensor 1s sending sensor read-
ings (e.g., at regular or expected intervals 1n time), responding
to communication signals (e.g., responding ping signals),
sending sensor readings within a predetermined range, etc.
Block 410 and/or block 406 may then be performed.

[0073] At block 406, the health of each sensor 1s analyzed.
At step 408, unhealthy sensor processes may be reconfigured
or the associated sensor process 1s reconfigured 1n order to
make the unhealthy sensor processes operational. A sensor
may be configured by sending the sensor a signal to restart
(e.g., reboot or reinitialize). A sensor process may be termi-
nated and restarted or sent a signal to restart. It 1s noteworthy
that blocks 404-408 may be optional in some embodiments.
[0074] At block 410, sensor data 1s received. As described
herein, sensor data from a plurality of sensors may be
received by a sensor monitoring and management system
(e.g., sensor based detection system 102).

[0075] At block 412, the sensor data 1s stored. In some
embodiments, the sensor data 1s stored 1n a data warehouse or
other data store (e.g., data warchouse module 208).

[0076] At block 414, the sensor data 1s analyzed. In some
embodiments, the sensor data may be analyzed on a frame by
frame basis and over an interval of time for a sensor reading
value, as described herein.

[0077] At block 415, analyzed sensor data i1s output. In
some embodiments, the sensor data may be output via a
graphical user interface, as described above. In some embodi-
ments, sensor readings (e.g., raw sensor data) may also be
output (e.g., sent or displayed). Block 416 may then be
optionally performed.

[0078] At block 416, whether a state change associated
with a sensor reading value has occurred 1s determined. As
described herein, a state change may be determined based on
changes 1n a sensor reading over an interval of time (e.g., a
change over a certain threshold over an interval of time).

[0079] Atblock 418, an indicator based on the state change
that occurred 1s output. As described herein, the indicator may
be one or more alerts from one or more sensors or an event
based on alerts from multiple sensors. The events may be
based on groups of sensors selected manually (e.g., via a
GUI) or automatically (e.g., based on an automatic grouping
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determined by the sensor based detection system 102), or
based on heuristics. In some embodiments, the indicator (e.g.,
alert, event, message, etc.) may be output to a messaging
system (e.g., messaging system 108 or messaging module
214). For example, the indicator may be output to notify a
person (e.g., operator, administrator, safety official, etc.) or
group of persons (e.g., satety department, police department,
fire department, homeland security, etc.).

[0080] In some embodiments, the indicator may be output
on a graphical user interface, as described above. For
example, the indicator may be output as part of a representa-
tion (e.g., an 1con) of a sensor with the sensor depicted with a
particular color based on the indicator. In some embodiments,
the graphical user interface may also render information in
response to a user manipulation. For example, 1n response to
a user selection of a sensor, the sensor readings associated
with the sensor may be displayed. In another example, a video
feed associated with the sensor may also be displayed (e.g.,
simultaneously).

[0081] At block 420, the indicator 1s displayed. As
described herein, the indicator may be displayed as part of a
graphical user interface that further displays a visual sensor
representation (e.g., icon) on a map with a color associated
with the sensor reading and sensor reading levels, sensor
location, sensor description, etc. It 1s appreciated that the
indicator may include but 1s not limited to a green represen-
tation of a sensor depicting that the sensor reading 1s within a
safe range, an orange representation of a sensor depicting that
the sensor reading 1s slightly elevated and 1s outside of the
sale range, a red representation of a sensor depicting that the
sensor reading 1s highly elevated and considerably outside of
the safe range, efc.

[0082] Atblock 422, apath of travel of hazardous material
(e.g., radioactive material) or conditions (e.g., toxic gas
cloud) 1s determined and displayed. The path of travel may be
displayed on a map that graphically shows the sensors.

[0083] FIG. 5 shows an exemplary flow diagram of a pro-
cess for monitoring and managing a sensor via a sensor based
process 1n accordance with one embodiment. In some
embodiments, the process 500 may be performed by a sensor
based detection module or component (e.g., sensor based
detection system 102) or by multiple modules or components.

[0084] At block 3502, a process associated with a sensor
may be 1mnmitiated. As described herein, a sensor based detec-
tion system may initiate a sensor process to access or receive
data from an associated sensor. In some embodiments, one or
more sensor processes may be associated with a sensor. In
some embodiments, the mitiation of the process may be used
to determine whether a sensor 1s functioning properly.

[0085] At block 504, the health of the sensor and/or the
health of the process associated with the sensor may be deter-
mined. Sensor health may be determined based on whether a
sensor 1s sending sensor readings (e.g., at regular or expected
intervals 1n time), responding to communication signals (e.g.,
responding to ping signals), sending sensor readings within a
predetermined range, etc. Block 510 and/or block 506 may
then be performed.

[0086] At block 506, the health of the sensor and/or the
process associated with the sensor may be analyzed. At step
508, an unhealthy sensor may be reconfigured or the process
associated with the sensor reconfigured in order to make the
unhealthy sensor process operational. A sensor may be con-
figured by sending the sensor a signal to restart (e.g., reboot or
reinitialize). A sensor process may be terminated and
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restarted or sent a signal to restart. It 1s noteworthy that blocks
504-508 may be optional 1n some embodiments.

[0087] At block 510, sensor data 1s received. The sensor
data may be received from the sensor or via a process asso-
ciated with the sensor. As described herein, sensor data from
a plurality of sensors may be recerved by a sensor monitoring
and management system (€.g., sensor based detection system
102).

[0088] At block 512, the sensor data 1s stored. In some
embodiments, the sensor data 1s stored 1n a data warehouse or
other data store (e.g., data warchouse module 208).

[0089] At block 514, the sensor data 1s analyzed. In some
embodiments, the sensor data may be analyzed on a frame by
frame basis and over an interval of time for a sensor reading
value, as described herein.

[0090] At block 515, analyzed sensor data i1s output. In
some embodiments, the sensor data may be output via a
graphical user interface, as described herein. In some
embodiments, sensor readings (e.g., raw sensor data) may
also be output (e.g., sent or displayed). Block 516 may then be
optionally performed.

[0091] At block 516, whether a state change associated
with a sensor reading value has occurred 1s determined. As
described herein, a state change may be determined based on
changes 1n a sensor reading over an interval of time (e.g., a
change over a certain threshold over an interval of time).

[0092] Atblock 518, an indicator based on the state change
that occurred 1s output. As described herein, the indicator may
be one or more alerts from one or more sensors or an event
based on alerts from multiple sensors. The events may be
based on groups of sensors selected manually (e.g., via a
GUI) or automatically (e.g., based on an automatic grouping
determined by the sensor based detection system 102), or
based on heuristics. In some embodiments, the indicator (e.g.,
alert, event, message, etc.) may be output to a messaging
system (e.g., messaging system 108 or messaging module
214). For example, the indicator may be output to notify a
person (e.g., operator, administrator, safety official, etc.) or
group of persons (e.g., safety department, police department,
fire department, homeland security, etc.).

[0093] In some embodiments, the indicator may be output
on a graphical user interface, as described above. For
example, the indicator may be output as part of a representa-
tion (e.g., an 1con) of a sensor with the sensor depicted with a
particular color based on the indicator. In some embodiments,
the graphical user interface may also render information in
response to a user mampulation. For example, in response to
a user selection of a sensor, the sensor readings associated
with the sensor may be displayed. In another example, a video
teed associated with the sensor may also be displayed (e.g.,
simultaneously).

[0094] At block 520, the indicator 1s displayed. As
described herein, the indicator may be displayed as part of a
graphical user interface that further displays a visual sensor
representation (e.g., an 1icon) on a map with a color associated
with the sensor reading and sensor reading levels, sensor
location, sensor description, etc. It 1s appreciated that the
indicator may include but 1s not limited to a green represen-
tation of a sensor depicting that the sensor reading 1s within a
sale range, an orange representation of a sensor depicting that
the sensor reading 1s slightly elevated and 1s outside of the
sale range, a red representation of a sensor depicting that the
sensor reading 1s highly elevated and considerably outside of
the sate range, etc.
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[0095] At block 522, a path of travel of hazardous material
(e.g., radioactive material) or conditions (e.g., toxic gas

cloud) 1s determined and displayed. The path of travel may be
displayed on a map that graphically shows the sensors.

[0096] Referring now to FIG. 6, a block diagram of an
exemplary computer system 1n accordance with one embodi-
ment 1s shown. With reference to FI1G. 6, an exemplary system
module for implementing embodiments disclosed herein,
such as the embodiments described in FIGS. 1-5. In some
embodiments, the system includes a general purpose comput-
Ing system environment, such as computing system environ-
ment 600. Computing system environment 600 may include,
but 1s not limited to, servers, desktop computers, laptops,
tablets, mobile devices, and smartphones. In its most basic
confliguration, computing system environment 600 typically
includes at least one processing unit 602 and at least one
computer readable storage medium 604. Depending on the
exact configuration and type of computing system environ-
ment, the computer readable storage medium 604 may be
volatile (such as RAM), non-volatile (such as ROM, flash
memory, etc.) or some combination of the two. Portions of the
computer readable storage medium 604 when executed facili-
tate monitoring and managing sensors according to embodi-
ments described herein (e.g., processes 400-500).

[0097] Additionally 1n various embodiments, the comput-
ing system environment 600 may also have other features/
functionality. For example, the computing system environ-
ment 600 may also include additional storage (removable
and/or non-removable) mcluding, but not limited to, mag-
netic or optical disks or tape. Such additional storage 1s 1llus-
trated by removable storage 608 and non-removable storage
610. Computer storage media includes volatile and nonvola-
tile, removable and non-removable media implemented in
any method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Computer readable medium 604,
removable storage 608 and nonremovable storage 610 are all
examples ol computer storage media. Computer storage
media includes, but 1s not limited to, RAM, ROM, FEPROM,
flash memory or other memory technology, expandable
memory (e.g. USB sticks, compact flash cards, SD cards),
CD-ROM, digital versatile disks (DVD) or other optical stor-
age, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium
which can be used to store the desired information and which
can be accessed by computing system environment 600. Any
such computer storage media may be part of computing sys-
tem environment 600.

[0098] Insome embodiments, the computing system envi-
ronment 600 may also contain communications connection
(s) 612 that allow 1t to communicate with other devices.
Communications connection(s) 612 1s an example of com-
munication media. The communication media typically
embodies computer readable instructions, data structures,
program modules or other data 1n a modulated data signal
such as a carrier wave or other transport mechamism and
includes any information delivery media. The term “modu-
lated data signal” means a signal that has one or more of 1ts
characteristics set or changed 1n such a manner as to encode
information in the signal. By way of example, and not limi-
tation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless
media such as acoustic, radio frequency (RF), infrared and
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other wireless media. The term computer readable media as
used herein includes both storage media and communication
media.

[0099] The communications connection(s) 612 may allow
the computing system environment 600 to communicate over
various networks types including, but not limited to, fibre
channel, small computer system intertace (SCSI), Bluetooth,
Ethernet, Wi-F1, Infrared Data Association (IrDA), Local area
networks (LAN), Wireless Local area networks (WLAN),
wide area networks (WAN) such as the internet, serial, and
universal serial bus (USB). It 1s appreciated the various net-
work types that the communication connection(s) 612 con-
nect to may run a plurality of network protocols including, but
not limited to, transmaission control protocol (TCP), user data-
gram protocol (UDP), internet protocol (IP), real-time trans-
port protocol (RTP), real-time transport control protocol
(RTCP), file transter protocol (FTP), and hypertext transfer
protocol (HTTP).

[0100] In further embodiments, the computing system
environment 600 may also have mput device(s) 614 such as
keyboard, mouse, a terminal or terminal emulator (either
directly connected or remotely accessible via telnet, SSH,
HTTP, SSL, etc.), pen, voice input device, touch mput device,
remote control, etc. Output device(s) 616 such as a display, a
terminal or terminal emulator (either directly connected or
remotely accessible via telnet, SSH, HT'TP, SSL, etc.), speak-
ers, LEDs, etc. may also be included.

[0101] In one embodiment, the computer readable storage
medium 604 includes a sensor based detection module 620.
The sensor based detection module 620 includes, a sensor
management module 622, a sensor process module 624, a
data warehouse module 626, a state management module
628, a visualization module 630, a messaging module 632, a
location module 634, and a user management module 636.

[0102] The sensor management module 622 1s configured
for managing and monitoring the sensors and associated
respective mstances of the sensor process module 624, as
described herein. The sensor management module 622 may
be configured to launch multiple sensor processes based on
sensor process module 624. The sensor process module 624
may be configured to recerve sensor data or access data from
a variety of sensors, as described herein. The data warehouse
module 626 may be used to store sensor data, analyzed sensor
data, and optional sensor and sensor process health informa-
tion, as described above. In some embodiments, the data
warchouse 626 may determine whether a state change has
occurred based on sensor based data. The state management
module 628 1s configured to determine whether the state of a
sensor has changed based on previously collected or deter-
mined sensor based data, as described herein. The visualiza-
tion module 630 1s configured to visually display sensor data
and information based on the sensor data, as described herein.
In some embodiments, the visualization module 630 1s con-
figured to display information associated with the sensor data
in a geographical context (e.g., on a map).

[0103] The messaging module 632 1s configured to prepare
and package (e.g., formatting) sensor based information for
the sending to various messaging systems, as described
herein. The location module 634 1s configured to collect, store
(e.g., locally or within a data warchouse), and utilize sensor
location information to facilitate grouping of sensors (e.g.,
manual or automatic grouping) and to determine the travel
path of hazardous materials or conditions within range of
sensors, as described herein. The user management module
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636 15 configured to allow system-wide user access based on
integration with other user systems, as described herein.

[0104] Referringnow to FIG. 7, a block diagram of another
exemplary computer system 1n accordance with one embodi-
ment 1s shown. FIG. 7 depicts a block diagram of a computer
system 700 suitable for implementing the present disclosure.
The computer system 700 includes a bus 712 which intercon-
nects major subsystems of the computer system 700, such as
a central processor 714, a system memory 716 (typically
RAM, but which may also include ROM, flash RAM, or the
like), an input/output controller 718, an external audio device,
such as a speaker system 720 via an audio output interface
722, an external device, such as a display screen 724 via
display adapter 726, serial ports 728 and 730, a keyboard 732
(interfaced with a keyboard controller 733), a storage inter-
tace 734, a tloppy disk drive 736 operative to recerve a floppy
disk 738, a host bus adapter (HBA) interface card 735A
operative to connect with a Fibre Channel network 760, a host
bus adapter (HBA) interface card 735B operative to connect
to a Small Computer System Interface (SCSI) bus 736, and an
optical disk drive 740 operative to receive an optical disk 742.
Also included are a mouse 746 (or other point-and-click
device, coupled to bus 712 via serial port 728), a modem 746

(coupled to bus 712 via serial port 730), and a network inter-
face 748 (coupled directly to bus 712).

[0105] Itis appreciated that the network interface 748 may
include one or more Ethernet ports, wireless local area net-
work (WLAN) interfaces, etc., but 1s not limited thereto. The
system memory 716 includes a sensor based detection mod-
ule 750, which 1s configured to monitor and manage a plural-
ity of sensors. According to one embodiment, the sensor
based detection module 750 may include other modules for
carrying out various tasks (e.g., modules of FIG. 6). It 1s
appreciated that sensor based detection module 750 may be
located anywhere in the system and 1s not limited to the
system memory 716. As such, residing within the system
memory 716 1s merely exemplary and not intended to limit
the scope of the embodiments. For example, parts of the
sensor based detection module 750 may be located within the
central processor 714 and/or the network interface 748 but are
not limited thereto.

[0106] The bus 712 allows data communication between
the central processor 714 and the system memory 716, which
may include read-only memory (ROM) or flash memory (nei-
ther shown), and random access memory (RAM) (not
shown), as previously noted. The RAM 1s generally the main
memory into which the operating system and application
programs are loaded. The ROM or flash memory can contain,
among other code, the Basic Input-Output system (BIOS),
which controls basic hardware operation such as the interac-
tion with peripheral components. Applications resident with
the computer system 700 are generally stored on and accessed
via a computer readable medium, such as a hard disk drive
(e.g., fixed disk 744), an optical drive (e.g., optical drive 740),
a floppy disk unit 736, or other storage medium. Additionally,
applications can be 1n the form of electronic signals modu-
lated 1n accordance with the application and data communi-
cation technology when accessed via modem 746 or network
interface 748.

[0107] The storage interface 734, as with the other storage
interfaces of the computer system 700, can connect to a stan-

dard computer readable medium for storage and/or retrieval
of information, such as a fixed disk drive 744. The fixed disk

drive 744 may be a part of a computer system 700 or may be
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separate and accessed through other interface systems. The
network interface 748 may provide multiple connections to
the networked devices. Furthermore, the modem 746 may
provide a direct connection to a remote server via a telephone
link or to the Internet via an Internet service provider (ISP).
The network intertace 748 provides one or more connections
to a data network, which may consist of any number of other
network-connected devices. The network interface 748 may
provide such a connection using wireless techniques, includ-
ing digital cellular telephone connection, Cellular Digital
Packet Data (CDPD) connection, digital satellite data con-
nection or the like.

[0108] Many other devices or subsystems (not shown) may
be connected 1n a similar manner (e.g., document scanners,
digital cameras and so on). Conversely, not all of the devices
shown 1n FIG. 7 need to be present to practice the present
disclosure. The devices and subsystems can be intercon-
nected in different ways from that shown 1n FIG. 7. Code to
implement the present disclosure can be stored 1n computer-
readable storage media such as one or more of system
memory 716, fixed disk 744, optical disk 742, or tloppy disk
738. The operating system provided on the computer system
700 may be MS-DOS®, MS-WINDOWS®, OS/2®,

UNIX®, Linux®, or any other operating system.

[0109] Moreover, regarding the signals described herein,
those skilled in the art will recognize that a signal can be
directly transmitted from a first block to a second block, or a
signal can be modified (e.g., amplified, attenuated, delayed,
latched, buffered, 1inverted, filtered, or otherwise modified)
between the blocks. Although the signals of the above
described embodiment are characterized as transmitted from
one block to the next, other embodiments of the present
disclosure may include modified signals 1n place of such
directly transmitted signals as long as the informational and/
or functional aspect of the signal i1s transmitted between
blocks. To some extent, a signal input at a second block can be
conceptualized as a second signal derived from a first signal
output from a first block due to physical limitations of the
circuitry involved (e.g., there will inevitably be some attenu-
ation and delay). Theretfore, as used herein, a second signal
derived from a first signal includes the first signal or any
modifications to the first signal, whether due to circuit limi-
tations or due to passage through other circuit elements which
do not change the informational and/or final functional aspect
of the first signal.

[0110] The foregoing description, for purpose of explana-
tion, has been described with reference to specific embodi-
ments. However, the illustrative discussions above are not
intended to be exhaustive or to limit the embodiments to the
precise forms disclosed. Many modifications and variations
are possible 1 view of the above teachings.

What is claimed 1s:
1. A method comprising:

receiving a data stream at an interval, wherein the data
stream 1s associated with a sensor;

determining whether the data stream at the interval satisfies
a certain criteria to trigger an alert;

in response to determining that the data stream satisfies the
certain criteria, sending the alert; and

displaying information associated with the data stream of
the sensor on a graphical user interface.

2. The method as described 1n claim 1, wherein the certain
criteria 1s whether the data stream at the interval exceeds a

threshold.
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3. The method as described 1n claim 1, wherein the alert 1s
a message transmitted to indicate that a hazardous material 1s
detected by the sensor.

4. The method as described 1n claim 1, wherein the sensor
comprises a complementary metal-oxide-semiconductor
(CMOS) component operable for detecting gamma radiation.

5. The method as described 1n claim 1 further comprising:

rendering a map, wherein the sensor 1s shown on the map
based on a location of the sensor.

6. The method as described 1n claim 1, wherein the deter-
mining 1s further based on other sensors within a selected
proximity of the sensor.

7. The method as described 1n claim 1 further comprising:

storing the data stream at the interval.

8. The method as described 1n claim 1 further comprising:

responsive to a selection of the sensor via a graphical user
intertace, rendering the data stream at the interval on the
graphical user interface.

9. A system comprising:

a process module configured to analyze a current sensor
data from an associated sensor of a plurality of sensors;

a sensor management module configured to manage a plu-
rality of mstances of the process module, wherein the
sensor management module 1s further configured to
associate metadata of the associated sensor with the
current sensor data; and

a state management module configured to determine
whether a state change of the associated sensor has
occurred, wherein the determination 1s based on a com-
parison between the current sensor data and a previous
sensor data.

10. The system of claim 9 further comprising:

a data store module configured to receive the metadata and
the current sensor data, wherein the data store module 1s
further configured to store the metadata and the current
sensor data.

11. The system of claim 10, wherein the data store module
comprises the state determination module.

12. The system of claim 9 further comprising;

a visualization module configured to display the current
sensor data and a representation of the associated sensor
based on the metadata.

13. The system of claim 12, wheremn the visualization
module 1s configured to display the current sensor data,
wherein the current sensor data 1s visually positioned 1n close
proximity to geographical location of the associated sensor
on a map.

14. The system of claim 9 further comprising:

a messaging module configured to send a message based
on the current sensor data, the metadata, and further
based on whether the current sensor data satisfies a cer-
tain condition.

15. The system of claim 9, wherein the sensor management
module 1s configured to determine a health of each instance of
the process module of the plurality of instances of the process
module.

16. A system comprising:
a plurality of radiation sensors; and

a sensor based detection system coupled to the plurality of
radiation sensors, wherein the sensor detection system 1s
configured to monitor, manage, and analyze data from
the plurality of radiation sensors.
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17. The system of claim 16, wherein at least one sensor of
the plurality of radiation sensors comprises a complementary
metal-oxide-semiconductor (CMOS) component.

18. The system of claim 16, wherein the sensor based
detection system 1s configured to determine a health of a
respective analytics process associated with a respective
radiation sensor of the plurality of radiation sensors.

19. The system of claim 16, wherein the sensor based
detection system 1s configured to display sensor data and
metadata of a radiation sensor of the plurality of radiation
SENsors.

20. The system of claim 19, wherein the sensor based
detection system 1s configured to store the sensor data and the
metadata.

21. The system of claim 19, wherein the sensor based
detection system 1s configured to send a message based onthe
sensor data and the metadata.

22. The system of claim 19, wherein the sensor based
detection system 1s configured to determine a sensor state
change based on a previous sensor reading.
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