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SYSTEM AND METHOD FOR DIGITAL OR
ELECTRONIC POWER OF ATTORNEY

SERVICE
BACKGROUND
[0001] 1. Field of the Invention
[0002] Embodiments of the present invention generally

relate to the authentication of powers of attorney, and, in
particular, to a system and method for automated validation,
usage and management of a digital or electronic power of
attorney authorization 1n a digital service environment.

[0003] 2. Description of Related Art

[0004] Access and/or control related to certain sensitive
information such as financial information (e.g., banking
accounts, tax mformation, and the like), health information
(e.g., hospital records, doctor records, health-care decisions,
etc.) and the like, ordinarily may be restricted only to the
person to whom the information or control pertains to, for
reasons of privacy or as a matter of law. Access or control by
other persons may require a court order, €.g., arising from
probate of an estate, a competency hearing, a lawsuit, a crimi-
nal investigation, and so forth.

[0005] A legal instrument known as a power of attorney
(POA) conventionally 1s a written authorization for a first,
designated person to represent or act on behalf of a second
person 1n private atfairs, business, or some other legal matter,
sometimes against the wishes of the second person. The per-
son authorizing the other to act 1s termed the principal,
grantor, or donor (of the power). The person receiving this
power and authorized to act 1s termed the grantee, agent, or
attorney-in-fact. The POA allows a grantor to designate 1n
advance a grantee who 1s authorized under conditions
described 1n the POA to act on behalf of and in the legal
capacity for the grantor. Such authorization may be a result of
death, incapacity, or other designated triggering conditions.

[0006] The POA 1s ordinarily a physical paper document
with indicia of authenticity, such as an embossed seal, a
notary’s seal and/or signature, and so forth. Even with such
indicia, the POA 1s often inspected for signs of tampering
(e.g., mserted or removed pages). However, such physical
documents are generally limited 1n flexibility, speed of usage
and ease of use. Human attorneys and court authorization
may be needed 1n order to make them effective, leading to
inefficiencies and 1ncreased costs.

[0007] Although a conventional POA as described above 1s

suitable for conventional financial accounts and health
records, such information 1s increasingly maintained only in
digital form, accessed primarily or exclusively by electronic
or online methods. Furthermore, additional forms of infor-
mation are increasingly used, such as digital assets 1in cloud
storage, digital commerce records, social media relation-
ships, digital files (e.g., in DropBox), alternative digital cur-
rencies and/or wallets (e.g., BITCOIN, Amazon Coin), elec-
tronic health records, and the like. Conventional POAs are
less suitable to these more recent forms of information, infor-
mation storage, and information access. For example, 1n situ-
ations contemplated by a PAO, accessing digital files stored 1n
the cloud may involve a relatively lengthy process to contact
a storage provider, give them a hard copy of the POA, and wait
to be granted access and/or resort to court relief 11 access 1s not
granted at first. This 1s a very lengthy process compared to the
normal access time to the information in the absence of the

need for a POA.

Aug. 13,2015

[0008] Anotherrelated problem is in the area of digital code
signing of digital objects or content such as software, docu-
ments, digitized audio/video/image data. For example, digital
code signing may be used for digital verification that software
1s genuine and has not been tampered with between the time
it was produced by a developer and the time a consumer
receives 1t for installation and/or usage. Additional uses of
digital signing would involve assuring documents are genu-
ine, that music or video files are properly licensed, and so
forth. Currently, the developer of software needs to perform
the digital code signing, which 1s complicated process.
Known application development platiorms do not enable the
transier of rights to sign and represent a grantor to third
parties.

[0009] Other known systems may include public-key infra-
structure (PKI)/digital certificates, attribute/authorization
certificates and digital rights management (DRM). However,
PKI/digital certificates provide only strong authentication
and digital signature services. Attribute/authorization certifi-
cates provide access control service only to third parties.
DRM provides control for digital media after sales. There 1s
no comprehensive and automated solution.

[0010] Therelfore, a need exists to provide a digital process
and/or system to facilitate the authorization and transferring
of access rights and ownership of digital assets to third par-
ties. Furthermore, there exists a need for a more streamlined
process for a developer of digital code, object, content or the
like (developed using a predetermined development plat-
form) to authorize the development platform to digitally sign
the digital code, object, content or the like, on behalf of the
developer.

SUMMARY

[0011] In one embodiment, a method to process a digital
power ol attorney (DPOA) may include: receving a request
from the grantor to create a DPOA to name a predetermined
grantee; transmitting the request to an authentication server in
order to authenticate the request; recerve an authentication
result from the authentication server:; and 1f the authentication
server 1s positive, 1ssuing the DPOA to the predetermined
grantee. The method may further include receiving a request
from a purported grantee to exercise the DPOA ; authenticat-
ing, by the authentication server, an identity of the purported
grantee; 11 the purported grantee 1s the predetermined grantee,
veritying a condition of usage of the DPOA; and 11 the con-
dition 1s verified, granting a power specified by the DPOA.
[0012] In one embodiment, a system to process a digital
power of attorney (DPOA) may include: a DPOA 1ssuer com-
prising a processor coupled to a memory, the DPOA 1ssuer
configured to 1ssue a DPOA upon request of a grantor; a
receiver configured to receive a request from the grantor to
create a DPOA to name a predetermined grantee; a commu-
nication interface to an authentication server, the authentica-
tion server configured to authenticate the request; and a trans-
mitter configured to 1ssue the DPOA to the predetermined
grantee 1n response to an authenticated request. The system
may further include a recerver configured to recerve a request
from the predetermined grantee to exercise the DPOA; an
authentication module configured to authenticate an 1dentity
of the predetermined grantee; and a verification module con-
figured to verily a condition of usage of the DPOA and grant
a power specified by the DPOA.

[0013] The preceding 1s a simplified summary of embodi-
ments of the disclosure to provide an understanding of some
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aspects of the disclosure. This summary 1s neither an exten-
stve nor exhaustive overview of the disclosure and 1ts various
embodiments. It 1s intended neither to 1dentify key or critical
clements of the disclosure nor to delineate the scope of the
disclosure but to present selected concepts of the disclosure 1n
a simplified form as an introduction to the more detailed
description presented below. As will be appreciated, other
embodiments of the disclosure are possible utilizing, alone or
in combination, one or more of the features set forth above or
described 1n detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The above and still further features and advantages
of the present invention will become apparent upon consid-
cration of the following detailed description of embodiments
thereot, especially when taken in conjunction with the
accompanying drawings wherein like reference numerals 1n
the various figures are utilized to designate like components,
and wherein:

[0015] FIG. 1 1s a block diagram depicting a mobile com-
munications network in accordance with an embodiment of
the present invention;

[0016] FIG. 2A 1s a system level block diagram depicting
an end-user mobile device 1n accordance with an embodiment
of the present 1nvention;

[0017] FIG.2B1sasystemlevel block diagram depicting an
end-user non-mobile device 1n accordance with an embodi-
ment of the present invention; and

[0018] FIG. 3 illustrates, at a high level of abstraction, a
process 1n accordance with an embodiment of the present
ivention.

[0019] The headings used herein are for organizational pur-
poses only and are not meant to be used to limit the scope of
the description or the claims. As used throughout this appli-
cation, the word “may” 1s used 1n a permissive sense (1.€.,
meaning having the potential to), rather than the mandatory
sense (1.e., meaning must). Similarly, the words “include”,
“including”, and “includes” mean including but not limited
to. To facilitate understanding, like reference numerals have
been used, where possible, to designate like elements com-
mon to the figures. Optional portions of the figures may be
illustrated using dashed or dotted lines, unless the context of
usage indicates otherwise.

DETAILED DESCRIPTION

[0020] The disclosure will be illustrated below 1n conjunc-
tion with an exemplary digital information system. Although
well suited for use with, e.g., a system using a server(s) and/or
database(s), the disclosure 1s not limited to use with any
particular type of system or configuration of system elements.
Those skilled 1n the art will recognize the disclosed tech-
niques may be used in any system or process 1 which 1t 1s
desirable to provide a transferable permission to access infor-
mation or control a decision.

[0021] The exemplary systems and methods of this disclo-
sure will also be described 1n relation to software, modules,
and associated hardware. However, to avoid unnecessarily
obscuring the present disclosure, the following description
omits well-known structures, components and devices that
may be shown 1n block diagram form, are well known, or are
otherwise summarized.

[0022] Inthe following detailed description, numerous spe-
cific details are set forth 1n order to provide a thorough under-
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standing of embodiments or other examples described herein.
In some instances, well-known methods, procedures, compo-
nents and circuits have not been described 1n detail, so as to
not obscure the following description. Further, the examples
disclosed are for exemplary purposes only and other
examples may be employed in lieu of, or in combination with,
the examples disclosed. It should also be noted the examples
presented herein should not be construed as limiting of the
scope of embodiments of the present invention, as other
equally effective examples are possible and likely.

[0023] As used herein, the term “module” refers generally
to a logical sequence or association ol steps, processes or
components. For example, a software module may comprise
a set of associated routines or subroutines within a computer
program. Alternatively, a module may comprise a substan-
tially self-contained hardware device. A module may also
comprise a logical set of processes 1rrespective of any sofit-
ware or hardware implementation.

[0024] As used herein, the term “transmitter” may gener-
ally comprise any device, circuit, or apparatus capable of
transmitting a signal. As used herein, the term “recerver” may
generally comprise any device, circuit, or apparatus capable
of recerving a signal. As used herein, the term “transceiver”
may generally comprise any device, circuit, or apparatus
capable of transmitting and recerving a signal. As used herein,
the term “signal” may include one or more of an electrical
signal, aradio signal, an optical signal, an acoustic signal, and
so forth.

[0025] The term “computer-readable medium” as used
herein refers to any tangible storage and/or transmission
medium that participates in storing and/or providing nstruc-
tions to a processor for execution. Such a medium may take
many forms, including but not limited to, non-volatile media,
volatile media, and transmission media. Non-volatile media
includes, for example, NVRAM, or magnetic or optical disks.
Volatile media includes dynamic memory, such as main
memory. Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, or any other magnetic medium, magneto-
optical medium, a CD-ROM, any other optical medium,
punch cards, paper tape, any other physical medium with
patterns of holes, RAM, PROM, EPROM, FLASH-EPROM,
solid state medium like a memory card, any other memory
chip or cartridge, a carrier wave as described hereinatter, or

any other medium from which a computer can read. A digital
file attachment to e-mail or other seli-contained information
archive or set of archives 1s considered a distribution medium
equivalent to a tangible storage medium. When the computer-
readable media 1s configured as a database, 1t 1s to be under-
stood that the database may be any type of database, such as
relational, hierarchical, object-oriented, and/or the like.
Accordingly, the disclosure 1s considered to include a tan-
gible storage medium or distribution medium and prior art-
recognized equivalents and successor media, in which the
soltware 1mplementations of the present disclosure are
stored.

[0026] FEmbodiments in accordance with the present disclo-
sure may provide a digital process and/or system to facilitate
the authorization and transferring of access rights and own-
ership or control over of digital assets to third parties. Fur-
thermore, embodiments may provide a more streamlined pro-
cess for a developer of digital code, object, content or the like,
developed using a predetermined development platform, to
authorize the development platform to digitally sign the digi-
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tal code, object, content or the like, on behalf of the developer.
Unless the content 1s digitally signed, the content may be
untrusted. Digitally signing the content may also be useful in
enforcing access restrictions until a user can be authorized.

[0027] More particularly, embodiments in accordance with
the present disclosure may provide an electronic service to
facilitate use of a power of attorney (POA) legal instrument
when needed in order to access digital assets, transier the
digital rights of digital and facilitate electronic transactions.
Such electronic service may be referred to as a digital POA
(DPOA). DPOA services may also include an authorization
for a third party designated in the DPOA to digitally sign on
behalf of the requester. DPOA powers may be granted tem-
porarily or permanently.

[0028] Embodimentsinaccordance with the present disclo-
sure provide a system and method to provide and use a DPOA.
Embodiments may include a trusted 1ssuer system that 1ssues
an electronic DPOA upon a request from a grantor. Embodi-
ments may further include a trusted validation system that
validates electronic DPOA requests from purported grantees.
A grantor and/or a grantee may be a human user or another
clectronic system or service (€.g., an electronic system imple-
menting an artificial intelligence process).

[0029] An electronic DPOA may consist of digital signa-
ture of the 1ssuer and/or other information such as requester
information (e.g., mformation about the grantor including
strong authentication information), third party imnformation
(information about the grantee including strong authentica-
tion information), scope of the DPOA or other service, and
time period during which the DPOA 1s eflective.

[0030] A DPOA may be issued only after usage of a strong
authentication process 1n order to authenticate a grantor to
above a predetermined level of confidence, i order to verily
a scope of service over which the DPOA may be effective, 1in
order to verily third party information (e.g., a proof of identily
of a digital data store) and in order to provide proof of own-
ership of the data stored 1n the data store. A DPOA may be
1ssued 11 the 1ssuance request 1s found to be valid.

[0031] A request from a grantee to use the powers or access
the data granted by the DPOA may include a strong authen-
tication technique 1n order to authenticate a grantee to above
a predetermined level of confidence, verification of a scope
over which the DPOA may be valid, verification of a scope
over which the DPOA may be eflective, and verification that
the present conditions at least partially satisfy conditions for
the DPOA to become effective. If the DPOA 1s determined to
be both valid and effective, then the grantee and/or the digital
data store may be notified that the DPOA may be used by the
grantee. Otherwise, grantee and/or the digital data store may
be notified that the DPOA may not be used by the grantee.

[0032] Computing devices including mobile computing
devices have become ubiquitous. Many users have even can-
celled traditional landline telephone services at their resi-
dences and/or businesses, and have adopted mobile phones as
their primary means of communications. Accordingly, many
users typically carry such mobile devices with them wherever
they go. For purposes ol the discussion herein, mobile devices
may include smart phones, mobile telephones, personal digi-
tal assistants, and other portable computing devices that have
a network communications interface and an output interface,
such as a display. Mobile devices may include a subscriber
identification module (“SIM”) card that can provide addi-
tional capabilities and/or capacity. By enabling users to
access, manipulate, communicate and/or store digital data of
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various forms, some of which may need to be authenticated,
such mobile devices allow users to access sensitive or other-
wise protected data, and/or to access digital content that 1ni-
tially may be untrusted or unauthorized until the digital con-
tent can be verified or the user can be authorized.

[0033] FIG. 11llustrates a system for transierring an autho-
rization via computing devices and 1ts operating environment
in accordance with an embodiment of the mvention. The
embodiment described herein relates to a system for transter-
ring an authorization such as a DPOA between two parties: in
this case, a grantor and a grantee. At least the grantee may be
equipped with a computing device, more specifically a com-
puting device that may have an authorization transter appli-
cation installed on 1t. The authorization transfer application
may be a custom application or a standard web browser.

[0034] A number of mobile devices 20 are shown 1n com-
munication wirelessly with cellular base stations 24 via cel-
lular communications. The cellular base stations 24 enable
communications over a large, public network, such as the
Internet 28, via a number of intermediate servers operated by
one or more cellular communications carriers (not shown).
FIG. 1 further illustrates a number of non-mobile computing
devices 21 in communicative contact with Internet 28. Mobile
devices 20 and non-mobile devices 21 herein may be referred
to individually or collectively as computing devices. A digital
POA 1ssuer and validation server 32 (also referred to herein as
“DPOA 1ssuer 32”) may also be 1n communication with the
Internet 28. The DPOA 1ssuer 32 may also be 1n communi-
cation with an authentication server 36 over a network. In
some embodiments, authentication server may be an external
service or third-party. Additionally, the DPOA 1ssuer 32 may
be in communication with one or more repositories of sensi-
tive information such as a financial mstitution 40 where the
users ol the mobile devices 20 and/or non-mobile devices 21
may have a relationship of some sort, such as business or
health care. In some embodiments DPOA i1ssuer 32, authen-
tication server 36 and/or financial institution 40 may be
implemented as a single computing device. In other embodi-
ments DPOA 1ssuer 32, authentication server 36 and/or finan-
cial institution 40 may be implemented by two or more com-
puting devices that are communicatively coupled to each
other.

[0035] FEmbodiments in accordance with the present disclo-
sure are not limited to the types of mobile devices 20 and/or
non-mobile devices 21 illustrated m FIG. 1. Embodiments
may be used with substantially any type of input/output
device or terminal including PCs, MacBooks, tablet com-
puter, thin clients, or substantially any other type of comput-
ing device accessible via a network.

[0036] It should be emphasized the configuration of the
clements as shown 1n FIG. 1 1s for purposes of illustration
only and should not be construed as limiting embodiments of
the present mvention to any particular arrangement of ele-
ments.

[0037] The server may be a soltware-controlled system
including a processing unit (CPU), microprocessor, or other

type of digital data processor executing soitware or an Appli-
cation-Specific Integrated Circuit (ASIC) as well as various

portions or combinations of such elements. The memory may

comprise random access memory (RAM), a read-only
memory (ROM), or combinations of these and other types of
clectronic memory devices. Embodiments of the present



US 2015/0228039 Al

invention may be implemented as software, hardware (such
as, but not limited to, a logic circuit), or a combination
thereof.

[0038] Referring to FIG. 2A, a number of components of
mobile device 20 are shown. As 1llustrated, 1n this embodi-
ment, mobile device 20 1s a typical mobile phone having basic
functions. Mobile device 20 has an input interface 60 for
receiving input from a user, and a display 64 1s provided for
presenting information visually to the user. Mobile device 20
also includes memory 68 for storing an operating system that
controls the main functionality of mobile device 20, along
with a number of applications that are run on mobile device
20, and data. A processor 72 executes the operating system
and applications. A SIM card 76 provides additional memory
for storing applications and data, and has a microprocessor
for executing them. Additionally, SIM card 76 has a unique
hardware i1dentification code that permits identification of
mobile device 20. When installed, SIM card 76 forms part of
mobile device 20. Other types of mobile devices can have
encrypted device memory in place of SIM card 76 that offers
the equivalent functionality. A communications interface 80

permits communications with a cellular network for voice
and data.

[0039] Referring to FIG. 2B, a number of components of
non-mobile computing device 21 are shown. As 1llustrated, in
this embodiment, non-mobile device 21 is a typical desktop
or tower computer having basic functions. Non-mobile
device 21 has a user input interface 2351 for receiving mput
from a user (e.g., a keyboard, touchscreen and/or micro-
phone), and a user output interface 253 1s provided for pre-
senting information visually or audibly to the user. Non-
mobile device 21 also includes memory 255 for storing an
operating system that controls the main functionality of non-
mobile device 21, along with a number of applications that are
run on non-mobile device 21, and data. A processor 2357
executes the operating system and applications. Non-mobile
device 21 may have a unique hardware identification code
that permits 1dentification of non-mobile device 21 (e.g., a
medium access control (MAC) address). At least a portion of
memory 255 may be encrypted. A communications interface
259 permits communications with a LAN or Internet 28, e.g.,
by way of an Ethernet or Wi-F1 interface.

[0040] In order to enable mobile device 20 or non-mobile
computing device 21 to transier or recerve authorizations 1n
the system, a grantor using mobile device 20 or non-mobile
computing device 21 may register with the DPOA 1ssuer, e.g.,
via a webpage on mobile device 20 or non-mobile computing,
device 21 or elsewhere. During registration, the user may
provide identification mformation concerning himself, the
grantee, under what circumstances the grantee may receive
authorization, and/or sufficient information to access the
accounts pertaining to the grantor, e.g., account number, pass-
word or other indicia of access permission to the data, and so
forth. Once registration 1s complete, the account may be
enabled for a future transter of a DPOA to a grantee who may
also be using a similar mobile device 20 or non-mobile com-
puting device 21. The DPOA when invoked may be accessed
(e.g., downloaded) either directly by mobile device 20 or
non-mobile computing device 21.

[0041] Once the DPOA 1s installed on, the authorization
transier application may direct the user to enter strong i1den-
tification information (e.g., username, password, PIN, digital
certificates, a one-time password, biometrics such as finger-
print or 1r1s scan, and so forth).
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[0042] Adter the setup procedure, the transfer authorization
application 1s able to present options to, and recerve mput
from, the user, and carry out communications over Internet 28
via communications intertace 80 or 259 of mobile device 20
or non-mobile computing device 21, respectively.

[0043] Once the transfer authorization application has been
installed and configured on mobile device 20 or non-mobile
computing device 21, the device can be used to authorize
transfers.

[0044] FIG. 3 illustrates at a high level of abstraction a
process 300 1n accordance with an embodiment of the present
disclosure. Process 300 may be useful when a grantor
arranges to allow a grantee to have future access and/or con-
trol over a digital asset owned or controlled by the grantee.
Process 300 begins at step 301, at which DPOA 1ssuer 32 may
receive a request from the grantor operating from a commu-
nication terminal such as mobile device 20 or non-mobile
device 21 to 1ssue a DPOA. The grantor may use other kinds
of communication terminals such as a fixed (1.e., desktop)
communication terminal, a conventional telephone with
touch-tone 1nterface, and so forth. As part of the request, the
grantor may present sullicient credentials to verity their 1den-
tity. ID verification 1s a sub process that may include a pur-
ported grantor presenting suificient credentials (e.g., user
names, passwords, answers to challenge questions, machine-
ID information, cookie information, biometric information,
etc.) to DPOA i1ssuer 32 and/or authentication server 36 1n
order to determine above a predetermined threshold of cer-
tainty that the purported grantor 1s in-fact the actual grantor.

[0045] Therequest may limit the scope of the DPOA to one
or more of: a predetermined grantee; a predetermined digital
asset or set of digital assets that the DPOA applies to (e.g., a
bank account); a predetermined type of control decisions that
the DPOA applies to (e.g., health care decisions); a predeter-
mined authorized action or set of authorized actions under the
DPOA (e.g., withdrawing funds from a bank account, termi-
nation of life support, etc.); a predetermined time window of
validity; a predetermined date/time at which the DPOA
becomes valid; a predetermined date/time at which the DPOA
expires; a predetermined triggering condition or set of trig-
gering conditions upon which the DPOA powers may be
exercised (e.g., upon being found incompetent by a court,
upon a grantor being missing more than a predetermined
amount of time; upon a grantor being declared legally dead,
upon being comatose 1n a hospital, etc.); and so forth.

[0046] Next, control of process 300 transitions to step 303,
at which DPOA 1ssuer 32 may transmit an authentication
request to authentication server 36. The authentication
request may include information such as credentials of the
grantor, 1dentity of the grantee, and scope and conditions
under which the DPOA 1s to become effective.

[0047] Next, control of process 300 transitions to step 305,
at which DPOA issuer 32 may recerve an authentication result
from authentication server 36 1n response to the authentica-
tion request. If the authentication result 1s negative, process
300 may end.

[0048] Next, control of process 300 transitions to step 307,
at which 11 the authentication result from step 3035 1s positive
then DPOA i1ssuer 32 may create a DPOA and transmit the
DPOA to a user device. The user device may be a user device
of the grantee, or alternatively the user device may be a user
device of the grantor, who in turn will later distribute the
DPOA to the grantee. In some embodiments, DPOA 1ssuer 32
may store the DPOA 1n a secure memory directly accessible
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by DPOA 1ssuer 32. In some embodiments, the grantor and/or
grantee may be notified of the creation of the DPOA but may
not recerve the DPOA 1tsell.

[0049] In some embodiments, the DPOA may include the
scope, conditions or other limitations set by the grantor.
Doing so may improve portability of the DPOA. The grantee
may store, in amemory accessible to the grantee, a copy of the
DPOA until 1t 1s needed. For example, the DPOA may be
stored 1n a memory of mobile device 20 or non-mobile com-
puting device 21.

[0050] Next, process 300 turns to optional steps at a later
point 1n time, possibly a distant point 1n the future, to execute
if and when a purported grantee may decide or need to use the
DPOA. Control of process 300 may transition to step 309 at
which the purported grantee may request to use the DPOA.
Next, control of process 300 may transition to step 310 at
which the purported grantee will recall the DPOA from a
memory and present the DPOA to a digital service (e.g., an
clectronic 1nterface of a bank or custodian such as financial
institution 40, or an electronic intertace of a health care pro-
vider, etc.). The presentation will ordinarily be via a commu-
nication network such as internet 28. The request imncludes
identification credentials of the purported grantee.

[0051] Next, control of process 300 may transition to step
311 at which the identity of the purported grantee may be
verified. The digital service (e.g., financial institution 40)
routes the request to the DPOA 1ssuer 32 which validates the
grantee credentials with the authentication server 36. Authen-
tication of the purported grantee may take place in a similar
manner as authentication of the purported grantor by the
authentication server 36. If the identity of the purported
grantee 1s not verified, then control of process may transition
to step 315 at which permission to use the DPOA 1s demed.

[0052] Adter successiul authentication in step 311, the
identity of the purported grantee 1s authenticated as being the
identity of the grantee, but the grantee’s authority to actin this
specific situation has not yet been confirmed. Confirming an
authority to act may include confirming that a condition of

usage of the DPOA 1s satisfied.

[0053] Next, control of process 300 transitions to step 312,
at which the DPOA 1ssuer/validation 1s evaluating the authen-
ticity and effectiveness of the DPOA 1n order to verify that the
DPOA 1s genuine, that the DPOA 1s currently effective, and/
or that the grantee 1s requesting control and/or access that 1s
within the scope of the DPOA. If the evaluation 1s positive,
then control of process 300 passes to step 313 at which the
grantee has permission to use the DPOA, e.g., the grantee 1s
allowed access to the grantor’s digital asset, or allowed to
exercise control within the authority of the DPOA. The digital
service provider (e.g., financial institution 40) may set limaits
or otherwise monitor the grantee’s activities 1n order to ensure

that the grantee remains within the limits of authority of the
DPOA.

[0054] If the response from DPOA issuer/validation 32 is
negative then process 300 passes to step 315 at which the
grantee 1s denied permission to use the DPOA. The grantee

may be mformed that the request to act or to access under
color of the DPOA has been denied.

[0055] In some circumstances, it may not be possible to
automatically verity all predicate conditions for the DPOA to
be currently effective. For example, 11 the grantee i1s acting,
under color of the DPOA due to a medical condition such as
the grantor being comatose for more than a predetermined
amount of time, the DPOA 1ssuer/validation server 32 may
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provide a conditional positive DPOA approval, subject to an
additional approval or validation such as by a human such as
an attending physician. If such conditions spontaneously may
no longer be true (e.g., a patient may come out of a coma, or
a missing person may be found), the conditional positive
DPOA approval may be set to expire after a predetermined
time (e.g., 24 hours), but subject to renewal.

[0056] Embodiments of the present invention include a sys-
tem having one or more processing units coupled to one or
more memories. The one or more memories may be config-
ured to store software that, when executed by the one or more
processing unit, allows practice of embodiments described
herein, including at least in FIG. 3 and related text.

[0057] The disclosed methods may be readily implemented
in software, such as by using object or object-oriented soft-
ware development environments that provide portable source
code that can be used on a variety of computer or workstation
platiorms. Alternatively, the disclosed system may be imple-
mented partially or fully in hardware, such as by using stan-
dard logic circuits or VLSI design. Whether software or hard-
ware may be used to implement the systems in accordance
with various embodiments of the present invention may be
dependent on various considerations, such as the speed or
elficiency requirements of the system, the particular function,

and the particular software or hardware systems being uti-
lized.

[0058] While the foregoing is directed to embodiments of
the present invention, other and further embodiments of the
present invention may be devised without departing from the
basic scope thereof. It 1s understood that various embodi-
ments described herein may be utilized in combination with
any other embodiment described, without departing from the
scope contained herein. Further, the foregoing description 1s
not intended to be exhaustive or to limit the invention to the
precise form disclosed. Modifications and variations are pos-
sible 1 light of the above teachings or may be acquired from
practice of the mvention. Certain exemplary embodiments
may be 1dentified by use of an open-ended list that includes
wording to indicate that the list items are representative of the
embodiments and that the list 1s not intended to represent a
closed list exclusive of further embodiments. Such wording
may include “e.g..” “etc.,” “such as,” “for example,” “and so
forth,” “and the like,” etc., and other wording as will be
apparent {from the surrounding context.

[0059] No element, act, or 1nstruction used in the descrip-
tion of the present application should be construed as critical
or essential to the invention unless explicitly described as
such. Also, as used herein, the article “a” 1s intended to
include one or more 1tems. Where only one item 1s intended,
the term “one” or similar language 1s used. Further, the terms
“any of” followed by a listing of a plurality of 1tems and/or a
plurality of categories of items, as used herein, are intended to
include “any of,” “any combination of,” “any multiple of,”
and/or “any combination of multiples of” the items and/or the
categories of items, individually or in conjunction with other
items and/or other categories of items.

[0060] Moreover, the claims should not be read as limited
to the described order or elements unless stated to that effect.

In addition, use of the term “means” 1n any claim 1s intended
to mvoke 35 U.S.C. §112, 96, and any claim without the word
“means” 1s not so intended.
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What 1s claimed 1s:

1. A method to process a digital power of attorney (DPOA),
comprising;

receiving a request from the grantor to create a DPOA to

name a predetermined grantee, the request comprising,
grantor authentication credentials;

transmitting the grantor authentication credentials to an

authentication server in order to authenticate the
grantor;

receive an authentication result from the authentication

server; and

if the authentication server 1s positive, 1ssuing the DPOA to

the predetermined grantee.

2. The method of claim 1, further comprising;

receiving a request from a purported grantee to exercise the

DPOA;

authenticating, by the authentication server, an 1dentity of

the purported grantee;

if the purported grantee 1s the predetermined grantee, veri-

tying a condition of usage of the DPOA; and

if the condition 1s verified, granting a power specified by

the DPOA.

3. The method of claim 1, wherein authenticating com-
prises usage ol biometric information, digital certificates,
passwords, one time password or other predetermined
authentication credentials.

4. The method of claim 1, wherein scope of the DPOA
comprises 1dentification of a predetermined digital asset that
the DPOA applies to.

5. The method of claim 1, wherein scope of the DPOA
comprises 1dentification of a predetermined type of control
decisions that the DPOA applies to.

6. The method of claim 1, wherein scope of the DPOA
comprises 1dentification of a predetermined authorized
action.

7. The method of claim 1, wherein scope of the DPOA
comprises a predetermined time period.

8. The method of claim 1, wherein scope of the DPOA
comprises a predetermined triggering condition.

9. The method of claim 1, wherein scope of the DPOA 1s
stored with the DPOA.

10. The method of claim 1, wherein scope of the DPOA 1s
stored on the DPOA 1ssuer/validation server.

11. The method of claim 1, wherein power specified by the
DPOA comprises power over a financial account.

12. The method of claim 1, wherein power specified by the
DPOA comprises permission to use a digital object.
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13. The method of claim 1, wherein power specified by the
DPOA comprises power over health care treatment of another
person.

14. The method of claim 1, further comprising: providing,
by the DPOA 1ssuer/validation server, a conditional approval
subject to an additional approval of DPOA usage by a human
approver.

15. The method of claim 1, further comprising: monitoring,
by the DPOA 1issuer/validation server, compliance by the
grantee to scope of the DPOA.

16. A system to process a digital power of attorney
(DPOA), comprising:

a DPOA 1ssuer comprising a processor coupled to a
memory, the DPOA 1ssuer configured to 1ssue a DPOA
upon request of a grantor;

a recerver conligured to receive a request from the grantor
to create a DPOA to name a predetermined grantee;

a communication interface to an authentication server, the
authentication server configured to authenticate the
grantor or grantee 1dentity; and

a transmitter configured to 1ssue the DPOA to the prede-
termined grantee 1n response to an authenticated
request.

17. The system of claim 16, further comprising:

a recerver configured to recerve a request from the prede-

termined grantee to exercise the DPOA;

an authentication module configured to authenticate an

identity of the predetermined grantee; and

a verification module configured to verily a condition of

usage of the DPOA and grant a power specified by the
DPOA.

18. The system of claim 16, wherein scope of the DPOA
comprises one or more of identification of a predetermined
digital asset that the DPOA applies to, identification of a
predetermined type of control decisions that the DPOA
applies to, identification of a predetermined authorized
action, a predetermined time period and a predetermined
triggering condition.

19. The system of claim 16, further comprising an interface
to a monitoring module, the monitoring module configured to
monitor compliance by the grantee to scope of the DPOA.

20. The system of claim 16, wherein the power specified by
the DPOA comprises one or more ol power over a financial
account, permission to use a digital object and power over
health care treatment of another person.
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