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(57) ABSTRACT

In one embodiment, a system 1ncludes a network fabric hav-
ing a plurality of fabric switches interconnected in the net-

work fabric and a switch controller having logic adapted to
configure the network fabric, determine one or more paths

through the network fabric between any two hosts connected
thereto, and create a source-routing table to store the one or
more paths through the network fabric between any two hosts
connected thereto. In another embodiment, a method includes
receiving or creating a packet using a NIC of a host connected
to a network fabric having a plurality of fabric switches inter-
connected therein, determining a path through the network
tabric by consulting a source-routing table stored to the host,
storing source-routing information to a packet header for the
packet, the source-routing information including the path,
and sending the packet to a first device or hop indicated by the

path 1n the source-routing information.
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/

Receive or create a packet using a network interface
card (NIC) of a host connected to a network fabric
comprising a plurality of fabric switches 802
interconnected therein

Determine a path through the network fabric by
consulting a source-routing table stored to the host 604

Store source-routing information to a packet header
for the packet, the source-routing information
- 606
comprising the path

Send the packet to a first device or hop indicated by
the path in the source-routing information 608
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Receive a packet

Receive source-routing information with a fabric
switch interconnected to other fabric swilches in a
network fabric, the source-routing information being
sent from a switch controller

704

Store the source-routing information to a source-
routing table that indicates a sequence of devices or
hops between the fabric switch and each known
destination address in the network fabric

706

Determine a next device or hop in a path through
the network fabric by consuliting the source-routing

table 708

Store a portion of the source-routing information to a
packet header for the packet, the portion of the
source-routing information comprising at least a 710
portion of the path

Send the packet to the next device or hop indicated
by the at least the portion of the path in the portion
of the source-routing information

712

FIG. 7
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SOURCE ROUTING WITH FABRIC
SWITCHES IN AN ETHERNET FABRIC
NETWORK

BACKGROUND

[0001] The present ivention relates to data center infra-
structure, and more particularly, this mvention relates to
reducing the overhead associated with using look-up tables in
fabric switches to reduce latency.

[0002] A switching processor, such as a switching applica-
tion specific mtegrated circuit (ASIC), may be used to choose
a port to send received network packets. Typically, a look-up
table 1s utilized to choose which port to send a recerved packet
based on a destination address designated 1n a header of the
received packet. However, as fabric networks grow larger,
these look-up tables may encompass vast amounts of data,
which causes latency in using the look-up table to determine
an egress port to forward packets to. Accordingly, it would be
beneficial to have a method to reduce the overhead associated
with using look-up tables 1n fabric switches 1n order to reduce
fabric latency.

SUMMARY

[0003] In one embodiment, a system for source routing
packets imncludes a network fabric having a plurality of fabric
switches interconnected in the network fabric and a switch
controller having logic adapted to configure the network fab-
ric, determine one or more paths through the network fabric
between any two hosts connected thereto, and create a source-
routing table to store the one or more paths through the
network fabric between any two hosts connected thereto.

[0004] According to another embodiment, a computer pro-
gram product for source routing packets includes a computer
readable storage medium having program code embodied
therewith, the program code readable/executable by a switch
controller to: configure a network fabric having a plurality of
fabric switches interconnected 1n the network fabric, deter-
mine one or more paths through the network fabric between
any two hosts connected thereto, and create a source-routing
table to store the one or more paths through the network fabric
between any two hosts connected thereto.

[0005] Inanother embodiment, amethod for source routing
packets includes receiving or creating a packet using a net-
work interface card (NIC) of a host connected to a network
fabric having a plurality of fabric switches interconnected
therein, determining a path through the network fabric by
consulting a source-routing table stored to the host, storing
source-routing information to a packet header for the packet,
the source-routing information including the path, and send-
ing the packet to a first device or hop indicated by the path 1n
the source-routing information.

[0006] In yet another embodiment, a method for source
routing packets includes receiving a packet, receiving source-
routing information with a fabric switch interconnected to
other fabric switches 1n a network fabric, the source-routing
information being sent from a switch controller, storing the
source-routing information to a source-routing table that indi-
cates a sequence of devices or hops between the fabric switch
and each known destination address in the network fabric,
determining a next device or hop 1n a path through the net-
work fabric by consulting the source-routing table, storing a
portion of the source-routing information to a packet header
tor the packet, the portion of the source-routing information
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including at least a portion of the path, and sending the packet
to the next device or hop indicated by the at least the portion
of the path 1n the portion of the source-routing information.

[0007] Other aspects and embodiments of the present
invention will become apparent from the following detailed
description, which, when taken 1n conjunction with the draw-
ings, 1llustrate by way of example the principles of the mven-
tion.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0008] FIG. 1 illustrates a network architecture, 1n accor-
dance with one embodiment.

[0009] FIG. 2 shows a representative hardware environ-
ment that may be associated with the servers and/or clients of
FI1G. 1, 1n accordance with one embodiment.

[0010] FIG. 3 shows a system for source routing packets,
according to one embodiment.

[0011] FIG. 4 shows an exemplary path through a network
fabric, according to one embodiment.

[0012] FIG. 5A shows an exemplary frame format for a
packet having source-routing information, according to one
embodiment.

[0013] FIG. 3B 1s an exemplary tag protocol i1dentifier,
according to one embodiment.

[0014] FIG. 6 15 a flowchart of a method, according to one
embodiment.

[0015] FIG. 7 1s a flowchart of a method, according to one
embodiment.

DETAILED DESCRIPTION

[0016] Thefollowing description 1s made for the purpose of
illustrating the general principles of the present invention and
1s not meant to limit the inventive concepts claimed herein.
Further, particular features described herein can be used 1n
combination with other described features 1n each of the
various possible combinations and permutations.

[0017] Unless otherwise specifically defined herein, all
terms are to be given their broadest possible interpretation
including meamngs implied from the specification as well as
meanings understood by those skilled in the art and/or as
defined 1n dictionaries, treatises, etc.

[0018] Itmustalso benotedthat, asused in the specification
and the appended claims, the singular forms *“a,” “an,” and

“the” include plural referents unless otherwise specified.

[0019] In one general embodiment, a system for source
routing packets includes a network fabric having a plurality of
fabric switches interconnected 1n the network fabric and a
switch controller having logic adapted to configure the net-
work fabric, determine one or more paths through the net-
work fabric between any two hosts connected thereto, and
create a source-routing table to store the one or more paths
through the network fabric between any two hosts connected
thereto.

[0020] According to another general embodiment, a com-
puter program product for source routing packets includes a
computer readable storage medium having program code
embodied therewith, the program code readable/executable
by a switch controller to: configure a network fabric having a
plurality of fabric switches interconnected 1n the network
fabric, determine one or more paths through the network
tabric between any two hosts connected thereto, and create a
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source-routing table to store the one or more paths through the
network fabric between any two hosts connected thereto.

[0021] Inanother general embodiment, amethod for source
routing packets includes receiving or creating a packet using,
a network intertace card (NIC) of a host connected to a
network fabric having a plurality of fabric switches intercon-
nected therein, determining a path through the network fabric
by consulting a source-routing table stored to the host, storing,
source-routing information to a packet header for the packet,
the source-routing information including the path, and send-
ing the packet to a first device or hop indicated by the path 1n
the source-routing information.

[0022] In yet another general embodiment, a method for
source routing packets includes receiving a packet, receiving
source-routing information with a fabric switch intercon-
nected to other fabric switches 1n a network fabric, the source-
routing information being sent from a switch controller, stor-
ing the source-routing information to a source-routing table
that indicates a sequence ol devices or hops between the
tabric switch and each known destination address 1n the net-
work fabric, determining a next device or hop 1n a path
through the network fabric by consulting the source-routing,
table, storing a portion of the source-routing information to a
packet header for the packet, the portion of the source-routing,
information including at least a portion of the path, and send-
ing the packet to the next device or hop indicated by the at
least the portion of the path in the portion of the source-
routing information.

[0023] By using a switch controller, such as a controller
operating OpenFlow software (an OpenFlow Controller) or a
switch controller that operates according to soitware-defined
network (SDN) standards, a plurality of switches 1n a network
tabric which are capable of communicating with the switch
controller may be instructed of desirable paths with which to
torward received packets 1n order to best utilize the network
tabric. To accomplish this, intelligence or functionality may
be built into the switch controller to determine paths through
the network fabric and to deliver these desired paths to indi-
vidual switches 1n the network fabric that are compliant with
whatever software the switch controller utilizes. In addition,
in one approach, when the switch controller operates accord-
ing to OpenFlow and/or SDN standards, the switches may be
OpenFlow and/or SDN compliant 1n order to utilize the
source routing techniques described herein.

[0024] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present mvention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident soitware, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as “logic,” a “circuit,”
“module,” or “system.” Furthermore, aspects of the present
invention may take the form of a computer program product
embodied in one or more computer readable medium(s) hav-
ing computer readable program code embodied thereon.

[0025] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a non-transi-
tory computer readable storage medium. A non-transitory
computer readable storage medium may be, for example, but
not limited to, a system, apparatus, device, or any suitable
combination of the foregoing which may rely on any suitable
technology types, such as electronic, magnetic, optical, elec-
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tromagnetic, inirared, semiconductor, etc. More specific
examples (a non-exhaustive list) of the non-transitory com-
puter readable storage medium include the following: a por-
table computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), a por-
table compact disc read-only memory (CD-ROM), a Blu-ray
disc read-only memory (BD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
non-transitory computer readable storage medium may be
any tangible medium that 1s capable of containing, or storing
a program or application for use by or in connection with an
instruction execution system, apparatus, or device.

[0026] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a non-transitory computer readable stor-
age medium and that can communicate, propagate, or trans-
port a program for use by or 1n connection with an mstruction
execution system, apparatus, or device, such as an electrical
connection having one or more wires, an optical fibre, etc.

[0027] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fibre
cable, RE, etc., or any suitable combination of the foregoing.

[0028] Computer program code for carrying out operations
for aspects of the present mvention may be written 1n any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++, or the like, and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on a user’s computer, partly on the user’s
computer, as a stand-alone soitware package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer or server may be connected to the user’s
computer through any type of network, including a local area
network (LAN), storage area network (SAN), and/or a wide
area network (WAN), or the connection may be made to an
external computer, for example through the Internet using an
Internet Service Provider (ISP).

[0029] Aspects of the present mmvention are described
herein with reference to tlowchart illustrations and/or block
diagrams of methods, apparatuses (systems), and computer
program products according to various embodiments of the
invention. It will be understood that each block of the tlow-
chart illustrations and/or block diagrams, and combinations
ol blocks 1n the flowchart i1llustrations and/or block diagrams,
may be mmplemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.




US 2014/0241345 Al

[0030] These computer program instructions may also be
stored 1n a computer readable medium that may direct a
computer, other programmable data processing apparatus, or
other devices to function 1n a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified 1n the flowchart and/or block
diagram block or blocks.

[0031] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer 1mple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0032] FIG. 1 1llustrates a network architecture 100, 1n
accordance with one embodiment. As shown 1n FIG. 1, a
plurality of remote networks 102 are provided including a
first remote network 104 and a second remote network 106. A
gateway 101 may be coupled between the remote networks
102 and a proximate network 108. In the context of the
present network architecture 100, the networks 104, 106 may
cach take any form including, but not limited to a LAN, a
WAN such as the Internet, public switched telephone network
(PSTN), internal telephone network, etc.

[0033] In use, the gateway 101 serves as an entrance point
from the remote networks 102 to the proximate network 108.
As such, the gateway 101 may function as a router, which 1s
capable of directing a given packet of data that arrives at the
gateway 101, and a switch, which furnishes the actual path 1n
and out of the gateway 101 for a given packet.

[0034] Further included 1s at least one data server 114
coupled to the proximate network 108, and which 1s acces-
sible from the remote networks 102 via the gateway 101. It
should be noted that the data server(s) 114 may include any
type of computing device/groupware. Coupled to each data
server 114 1s a plurality of user devices 116. Such user devices
116 may include a desktop computer, laptop computer, hand-
held computer, printer, and/or any other type of logic-con-
taining device. It should be noted that a user device 111 may
also be directly coupled to any of the networks, 1n some
embodiments.

[0035] A peripheral 120 or series of peripherals 120, e.g.,
facsimile machines, printers, scanners, hard disk drives, net-
worked and/or local storage units or systems, etc., may be
coupled to one or more of the networks 104, 106, 108. It
should be noted that databases and/or additional components
may be utilized with, or integrated into, any type of network
clement coupled to the networks 104, 106, 108. In the context
ol the present description, a network element may refer to any
component of a network.

[0036] According to some approaches, methods and sys-
tems described herein may be implemented with and/or on
virtual systems and/or systems which emulate one or more
other systems, such as a UNIX system which emulates an
IBM z/OS environment, a UNIX system which virtually hosts
a MICROSOFT WINDOWS environment, a MICROSOFT
WINDOWS system which emulates an IBM z/OS environ-
ment, etc. This virtualization and/or emulation may be
enhanced through the use of VMWARE software, in some

embodiments.
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[0037] Inmoreapproaches, one or morenetworks 104,106,
108, may represent a cluster of systems commonly referred to
as a “cloud.” In cloud computing, shared resources, such as
processing power, peripherals, software, data, servers, etc.,
are provided to any system 1n the cloud in an on-demand
relationship, thereby allowing access and distribution of ser-
vices across many computing systems. Cloud computing
typically mmvolves an Internet connection between the sys-
tems operating in the cloud, but other techniques of connect-
ing the systems may also be used, as known 1n the art.

[0038] FIG. 2 shows a representative hardware environ-
ment associated with a user device 116 and/or server 114 of
FI1G. 1, 1n accordance with one embodiment. FIG. 2 illustrates
a typical hardware configuration of a workstation having a
central processing umt (CPU) 210, such as a microprocessor,
and a number of other units interconnected via one or more
buses 212 which may be of different types, such as alocal bus,
a parallel bus, a serial bus, etc., according to several embodi-
ments.

[0039] The workstation shown 1n FIG. 2 1mncludes a Ran-
dom Access Memory (RAM) 214, Read Only Memory
(ROM) 216, an I/O adapter 218 for connecting peripheral
devices such as disk storage units 220 to the one or more buses
212, a user interface adapter 222 for connecting a keyboard
224, a mouse 226, a speaker 228, a microphone 232, and/or
other user interface devices such as a touch screen, a digital
camera (not shown), etc., to the one or more buses 212,
communication adapter 234 for connecting the workstation to
a communication network 235 (e.g., a data processing net-
work) and a display adapter 236 for connecting the one or
more buses 212 to a display device 238.

[0040] The workstation may have resident thereon an oper-
ating system such as the MICROSOFT WINDOWS Operat-

ing System (OS), a MAC OS, a UNIX OS, etc. It will be
appreciated that a preferred embodiment may also be imple-
mented on platforms and operating systems other than those
mentioned. A preferred embodiment may be written using
JAVA, XML, C, and/or C++ language, or other programming
languages, along with an object oriented programming meth-
odology. Object oriented programming (OOP), which has
become 1ncreasingly used to develop complex applications,
may be used.

[0041] Now referring to FIG. 3, a system 300 1s shown
according to one embodiment, which has a plurality of fabric
switches 304 interconnected in a network fabric 302, each of
the fabric switches 304 being connected to one another via
connections 306. Each fabric switch 304 1s connected,
directly or indirectly to a switch controller 308 (as denoted by
dashed line connection 310 between the switch controller 308
and the network fabric 302). The switch controller 308 is
capable of recewving information from each of the fabric
switches 304 and 1s capable of sending information and/or
commands to the fabric switches 304.

[0042] According to one embodiment, the switch controller
308 may operate according to OpenFlow and/or SDN stan-
dards, and each fabric switch 304 may be OpenFlow and/or
SDN compliant. In other embodiments, the switch controller
308 may utilize a different application capable of controlling
the fabric switches 304 as would be known by one of skill in
the art, such as Beacon, Jaxon, NOX, POX, Maestro, etc.

[0043] In addition, the network fabric 302 may be a physi-
cal and/or virtual network fabric (a network fabric which
utilizes only physical devices, a network fabric which only
utilizes virtual devices, and/or a network tabric which utilizes
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a combination of physical and virtual devices). In addition,
cach of the fabric switches 304 may be a physical switch, a
virtual switch, or a combination thereof.

[0044] The system 300 may further comprise one or more
hosts 312 connected to the network fabric 302 via one or more
tabric switches 304 via connections 314. Any of the hosts 312
may be a physical host, a virtual host, or a combination
thereol. The hosts may be any type of device capable of
communicating with the network fabric 302, such as another
network, a server, a controller, a workstation, an end station,
ctc. Each host 312 may include an interface for communicat-
ing with the network fabric 302 and one or more fabric
switches 304 therein. Each of the hosts 312 are unaware of the
physical components of the network fabric 302 and instead
view the network fabric 302 as a single entity to which a
connection may be made, in one approach. Of course, each
host 312 1s actually connected to at least one physical fabric
switch 304 within the network fabric 302. The host 312 may
be connected to multiple fabric switches 304 1n the case of a
Link Aggregation (LAG) connection.

[0045] The switch controller 308 may comprise logic
adapted to analyze and configure the network fabric 302 such
that there 1s one or more non-looping paths through the net-
work fabric 302 between any two hosts 312 or other end
stations connected to the network fabric 302. Ideally, the logic
may be able to determine multiple paths through the network
fabric 302, in order to provide redundancy, increased
throughput, and decreased latency, among other advantages.

[0046] There are many factors to consider 1n determining
paths through the network fabric 302. Some factors include
the number of layers 1n the fabric, L, the number of nodes per
layer, N,, the switch controller’s topology and connectivity
graph (and whether the switch controller 308 1s capable of
globalizing the routing decisions), etc.

[0047] Furthermore, in order for multipathing to take place
in the network fabric 302, the multipathing may take place
in-order via Equal Cost Multi-Pathing (ECMP) and/or LAG
hashing (and what type of hash used may be a consideration,
such as an imndustry standard, a legacy system, etc.). In addi-
tion, the multipathing may support high performance opera-
tion via adaptive routing.

[0048] Converged Enhanced Ethernet (CEE) may also be
supported by the network fabric 302, such as by using Priority
Flow Control (PFC) and/or Enhanced Transmission Selection
(E'TS) along the complete path through the network fabric
302 in addition to Quantized Congestion Notification (QCN).
Additionally, link congestion may trigger saturation tree with

QCN.

[0049] In one embodiment, interface-based path represen-
tation, where a single interface to a network may be used to
gain perspective on the network from a point of view of that
interface. This interface-based path representation may then
be used to span the network fabric 302, as shown 1n FIG. 3.
For example, Host 1 1s shown connected directly to fabric
switch S1. In this example, the interface for Host 1 to the
network fabric 302 may be a single physical port, a virtual
port, a static LAG, a dynamic LAG, or any other suitable
interface between Host 1 and fabric switch S1. Also, 1n this
example, a global forwarding table may be created, managed.,
updated, and utilized by the switch controller 308 to make
routing decisions, for example, once a packet 1s received by
tabric switch S1 from Host 1 all the way until the packet 1s
received by host 2 via S3.
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[0050] In one embodiment, the switch controller 308 may
be consulted anytime a routing decision 1s to be made for a
packet recerved by any of the fabric switches 304 in the
network fabric 302.

[0051] Inanother embodiment, each fabric switch 304 may

have resident therein a source-routing table. In this case, the
fabric switch 304 inserts the route information into each
incoming packet that does not yet have source-routing infor-
mation stored therein. One disadvantage of this approach 1s
that a lot of redundancy in terms of routing information in the
network 1s mntroduced, which makes routing updates cumber-
some, since they must be done for each fabric switch 304 1n
the network fabric 302. One advantage of'this approach 1s that
legacy (1.e., non-source routing capable) devices and compo-

nents (e.g., network interface cards (NICs), legacy switches,
ctc.) may be attached to the network fabric 302.

[0052] Now referring to FIG. 4, a portion 400 of the net-
work fabric 302 1s shown, with one exemplary path through
the network fabric 302 shown in more detail. This path 1s
between two hosts 312, specifically Host 1 to Host 2, and
includes three fabric switches 304—S1, S2, and S3. For the
sake of this description, Host 1 may be assumed to have an

address of Addr]l and Host 2 an address of Addr2, while it may
be assumed that fabric switch S1 1s connected to Host 1 via

port 4 (denoted as P4), and to fabric switch S2 via a LAG
(denoted as L.2). Likewise, fabric switch S2 1s connected to
tabric switch S1 viaLAGL2. Furthermore, it may be assumed
that fabric switch S2 1s connected to fabric switch S3 via port
3 (denoted as P3), while fabric switch S3 1s connected to
tabric switch S2 via port 6 (denoted as P6) and to Host 2 via
port 2 (denoted as P2), as shown 1n FIG. 4.

[0053] The path between Host 1 and Host 2 may be repre-
sented 1n each fabric switch 304 in a forwarding table, accord-
ing to one embodiment, which may be stored locally to each
tabric switch 304, or globally by the switch controller 308 1n
another embodiment.

[0054] In this example, the path would be represented as
follows 1n the forwarding table for each fabric switch, where
the destination port set 1s 1dentified as [device]/[port]. Fur-
thermore, each destination port may be a physical port, a
virtual port, or a combination thereof.

Forwarding Table S1

Destination Address Destination Port Set

Host Addrl S1/P4
Host Addr2 S1/L2/P5, S2/P3, S3/P2

Forwarding Table 82

Destination Address Destination Port Set

Host Addrl
Host Addr2

S2/1L.2/P4, S1/P4
S2/P3, S3/P2
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Forwarding Table 83

Destination Address Destination Port Set

Host Addrl S3/P6, S2/1.2/P4, S1/P4
Host Addr2 S3/P2

[0055] Therefore, when a packet 1s recerved by fabric

switch S1 from Host 1, and the packet 1s to be forwarded to
Host 2, fabric switch S1 will follow a path from S1/L2/P3 to

S2/P3 to S3/P2. This 1s because the LAG L2 1s chosen and
follows port 5 out of fabric switch 1 to fabric switch 2.
[Likewise, 1n the reverse direction, fabric switch 2 chooses
port 4 in the LAG L2. Furthermore, this forwarding logic may
take 1nto account a hashing algorithm information exchange
protocol, and 1n one approach, only the edge switches
(switches S1 and S3 1n this example) may maintain forward-
ing tables, and intermediate switches (switch S2 1n this
example) may simply follow the source route 1n the packet.
[0056] In another embodiment, referring again to FIG. 3,
the switch controller 308 may have certain physical topology
available to construct the paths through the network fabric
302. In that topology, the fabric switches 304 and physical
connectivity therebetween are shown. In using the topology
information, the switch controller 308 1s adapted to determine
the ARP entries associated with either 1ts local ARP connec-
tivity or general subnet distribution 1n the network fabric 302.
So combining this information, the switch controller 308
creates these source-routing tables and may offload them to
any devices capable of source routing in the network fabric
302 or connected thereto.

[0057] The switch controller 308 may offload the forward-
ing table information to just the fabric switches 304, or to the
tabric switches 304 and the end hosts 312. In this embodi-
ment, each end host 312 may have a forwarding table that
includes source-routing information for packets being sent to
other end hosts connected to the network fabric 302.

[0058] In this approach, a network interface card (NIC) of
the host 312 or some other component or device may produce
the source routing for each forwarded packet. In this
approach, each NIC has a source-routing table that indicates
the sequence of turns or hops to each known destination, and
inserts the route ito a frame of the packet upon injection mnto
the fabric network 302. Still, hardware support from the fab-
ric switches 304 1s beneficial in order for this approach to
function properly, because when each fabric switch 304 has
the capability to inspect the frame for the presence of a source
route the various fabric switches 304 in the path may then take
its respective routing decision based on that source-routed
information. Otherwise, when a fabric switch 304 which
lacks source-routing capability encounters a packet, 1t will
only be able to send the packet along according to some other
information, without the benefit of the source-routing infor-
mation which indicates a chosen route through the network.
In addition, each fabric switch 304 may still have a traditional
routing table to handle non-source-routed frames, regardless
of whether the fabric switch 304 has the capability to handle
source-routed frames.

[0059] Inthe case where a switch lacks the ability to handle
source-routed frames, the fabric switch 304 may simply rely
on a traditional routing table with which to determine a next
hop and egress port. In this case, one or more devices within
the path may lack the ability to handle the source-routed
frames, but the packet may still be forwarded without prob-
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lems until 1t reaches another fabric switch 304 or device in the
path which 1s capable of handling a source-routed frame,
where 1t will once again be handled according to the source
routing. Each device 1n the network fabric may be a virtual
device, a physical device, or a combination thereof. Further-
more, each egress port may be a physical port, a virtual port,
or a combination thereof.

[0060] Inany embodiment described herein, each device 1n
the network fabric 302 and connected thereto capable of
source routing may know each of the other devices to which
it 1s connected which are source-routing capable. Accord-
ingly, each source routing capable device 1s able to determine
when 1t 1s forwarding a packet to a device which 1s not capable
of source routing. In this case, the source-routing information
may be stripped from the packet, and may appear as a stan-
dard packet to the recerving device.

[0061] Referring again to FIG. 4, the exemplary path
through the network fabric 302 1s again referenced. This path
1s between two hosts 312, specifically Host 1 to Host 2, and
includes three fabric switches 304—S1, S2, and S3. In this
approach, however, Host 1 and Host 2 have the forwarding
tables, and the switches are instructed to forward packets
according to the source-routed information included therein.

[0062] In this approach, the path would be represented as
follows 1n the forwarding table for each host 312, where the
destination port set 1s 1dentified as [device]/[port].

Forwarding Table Host 1

Destination Address Destination Port Set

Internal
S1/L2/P5, S2/P3, S1/P2

Host Addrl
Host Addr2

Forwarding Table Host 2

Destination Address Destination Port Set

Host Addrl
Host Addr2

S3/P6, S2/1.2/P4, S1/P4
Internal

[0063] The source-routing information may be encapsu-
lated 1n the packets 1n various different ways, and may depend
on any protocols and/or network types that the packet adheres
to. In one embodiment, the source-routing information may

be included 1n a header of a packet. One example of this 1s
shown 1n FIG. 5A.

[0064] Referring to FIG. SA, a frame format 500 for an

exemplary packet 1s shown according to one embodiment.

The frame format 500 includes a destination media access
control address (DMAC) 502, a source MAC address

(SMAC) 504, a source routing tag (SR-Tag) 506 that includes
the source-routing information, a service tag (S-Tag) 508, a
customer tag (C-Tag) 510, an ecthertype descriptor 512, a
payload 514 for the packet, and an optional frame check

sequence (FCS) 516.

[0065] Inoneapproach,the DMAC 302, SMAC 504, S-Tag
508, C-Tag 510, payload 514 and FCS 516 may behave and be
utilized in the same manner as typical for any packet adhering
to any of various IEEE standards; however, the ether type
descriptor 512 may take into account the length of the SR-Tag

306.
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[0066] Regarding the SR-Tag 506, when a switch 1s not
source routing capable, then the SR-Tag 506 may be omitted
from the packet 1n order for the switch to understand the
information in the header of the packet. This may be per-
formed by any device which forwards the packet to a non-
source routing compliant device, such as a legacy switch.
Then when the packet 1s recerved from this legacy device by
another source routing compliant device, the SR-Tag 506
may be reinserted into the header and the source-routing
information may be restored from this hop forward to the
destination 1n one embodiment, or the entire source-routing
information may be added to the SR-Tag 506 from the source
to the destination, 1n an alternate embodiment.

[0067] The SR-Tag 506, in some embodiments, may

include source-routing information, enforcement options,
and hop count information.

[0068] A Tag Protocol Identifier (TPID), such as the TPID
520 shown 1n FIG. 5B according to one embodiment, may be
used to denote the SR-Tag 506. The TPID 3520 to denote a
SR-Tagmay have the code 0xID2DD2, but 1s not so constrained,
as any available string may be used to denote an SR-Tag. The
SR-Tag 506 may be formatted to include a series of strings,
cach string having a predetermined length. In this example,
the strings are 16 bits long, but any length may be used, such
as 8 bits, 24 bits, 32 bits, etc. The first string may be desig-
nated for Enforcement Options 522 and the Hop Count 524,
with each string including half the string length (8 bits each)
or some other division.

[0069] The Enforcement Options 322 may be used to indi-

cate any enforcement criteria for a particular packet. For
example, if the switch has a forwarding table which 1s 1ncon-
sistent with a next hop stipulated 1n the source-routing infor-
mation, then the switch may be directed to overwrite its own
torwarding table with the source-routing information or the
source-routing information may be rewritten based on the
switch’s local forwarding table. This decision may be 1ndi-
cated 1n the Enforcement Options 522. These Enforcement
Options 522 also may dictate whether the source-routing
information 1s strictly followed or if 1t may be bypassed.
Then, other traific management options may be present, such
as which of various available ports to choose to egress the
packet (such as in a LAG or some other suitable arrange-
ment). This 1s possible because 1t 1s a logical interface. A
logical interface might come up with more than one physical
port to choose from. The Enforcement Options 522 may
indicate that a port with lowest latency should be chosen, or a
port with the highest latency but more reliability, or some
other traffic management decision that are understood by
intermediate switches. Most of the mstructions that may be
stored 1n the Enforcement Options 522 may be related to
reliability and/or traific management. Some of these options
may even allow filtering or not filtering based on the SR-Tags
because the SR-Tags are a necessary component 1n order to
filter, and basically the options might indicate that the SR-Tag
1s to be retained no matter what. In another approach, the

switch may use the SR-Tag 11 1t understands it, or it may
discard the SR-Tag 11 1t does not.

[0070] The Hop Count 524 1s used to denote which hop the

packet 1s currently at. After the mitial string having the
Enforcement Options 522 and the Hop Count 524, a series of
Bridge 1Ds 526 related to Logical Port IDs 528 and Options
530 thereof may be listed, one for each hop, shown as hop O,
hop 1, hop 2, . .., hop N. The number of Bridge IDs 526 and
Logical Port IDs 528 and Options 530 may depend on the

Aug. 238, 2014

number of hops 1n the designated path, e.g., N. The Hop
Count 524 indicates the current hop in the path where the
packet 1s supposed to be, e.g., a number between 0 and N,
either beginning at N or O. If the packet i1s not at the indicated
hop, then corrective action may be taken by the switch to
correct any 1ssues with the Hop Count 524 and/or designated
path.

[0071] Each set of Bridge 1D 526 and Logical Port 1D 528
and Options thereol may be 16 bits in length, with the Bridge
IDs 526 being 16 bits, the Logical Port ID 528 being 12 baits,
and the Options 530 being 4 bits. Of course, any other length
may be used for these fields, as would be understood by one
of skill in the art.

[0072] Nowreferringto FIG. 6, aflowchart of a method 600
for source routing packets 1s shown, according to one embodi-
ment. The method 600 may be performed 1n accordance with
the present invention 1n any of the environments depicted in
FIGS. 1-5B, among others, in various embodiments. Of
course, more or less operations than those specifically
described 1n FIG. 6 may be included in method 600, as would
be understood by one of skill 1n the art upon reading the
present descriptions.

[0073] Each of the steps of the method 600 may be per-
formed by any suitable component of the operating environ-
ment. For example, in one embodiment, the method 600 may
be partially or entirely performed by a fabric switch, an end
station, a processor (such as an ASIC, a switching ASIC, a
CPU, etc.) embodied 1n a computer, a switch controller, a host

connected to a network fabric having a plurality of fabric
switches interconnected therein, etc.

[0074] As shown in FIG. 6, method 600 may imitiate with
operation 602, where a packet 1s recerved or created using a
network interface card (NIC) of a host connected to a network
tabric. The NIC 1n this method 1s source routing capable. The
network fabric includes a plurality of fabric switches inter-
connected therein, each fabric switch possibly being source
routing capable.

[0075] According to one embodiment, the switch controller
may be adapted to operate according to OpenFlow standards,
and the NIC or host may be OpenFlow compliant. In this
approach, source-routing table details and rules may be
received from the OpenFlow Controller, as away of program-
ming which information and how the information 1s stored in
the source-routing table.

[0076] In operation 604, a path through the network fabric
1s determined by consulting a source-routing table stored to
the host. The path may be chosen from many different avail-
able paths between the host and the detonation address of the
packet. In one embodiment, traific may be load balanced
between the destination address and the host by changing
which path 1s selected for each new packet, stream of packets,
flow, etc.

[0077] In a further embodiment, source-routing informa-
tion may be recerved from a switch controller, and the source-
routing information may be stored to the source-routing table,
thereby allowing the host to send packets to any known des-
tination 1n the network fabric without the use of a traditional
look-up table.

[0078] In operation 606, source-routing information 1s
stored to a packet header for the packet, the source-routing
information comprising the path.

[0079] In a further embodiment, the source-routing infor-
mation may be stored 1n a SR-Tag 1n the packet header. The
SR-Tagmay comprise, as described in more detail previously,
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an enforcement options field, a hop count indicator field for
indicating a current device or hop 1n the path, and the source-
routing information for the path, comprising a bridge indica-
tor associated with a logical port indicator and options thereof
tor each device or hop 1n the path.

[0080] Inoperation 608, the packetis sent to a firstdevice or
hop 1ndicated by the path in the source-routing information.
This operation may be performed without the use of a look-up
table. The first device or hop may be part of the path stored in
the packet header which indicates the path through the net-
work fabric.

[0081] Inmore embodiments, referring again to FIG. 6, any
or all operations of method 600 may be implemented 1n a
system, a fabric switch, a device, a network, a host, a proces-
sor, and/or a computer program product.

[0082] Now referring to FIG. 7, another flowchart of
method 700 for source routing packets 1s shown, according to
one embodiment. The method 700 may be performed 1n
accordance with the present mvention in any of the environ-
ments depicted in FIGS. 1-5B, among others, 1n various
embodiments. Of course, more or less operations than those
specifically described 1n FIG. 7 may be included 1n method
700, as would be understood by one of skill 1n the art upon
reading the present descriptions.

[0083] FEach of the steps of the method 700 may be per-
formed by any suitable component of the operating environ-
ment. For example, 1n one embodiment, the method 700 may
be partially or entirely performed by a fabric switch, an end
station, a processor (such as an ASIC, a switching ASIC, a
CPU, etc.) embodied 1n a computer, a switch controller, a host
connected to a network fabric having a plurality of fabric
switches interconnected therein, etc.

[0084] As shown in FIG. 7, method 700 may initiate with
operation 702, where a packet 1s recetved, such as by a fabric
switch 1n a network fabric comprising a plurality of intercon-
nected fabric switches. In addition, one or more hosts may be
connected to the network fabric. The fabric switch may be
connected, directly or indirectly, to a switch controller for
controlling certain functions thereof.

[0085] According to one embodiment, the switch controller
may be adapted to operate according to OpenFlow standards,
and the fabric switch may be OpenFlow compliant.

[0086] In operation 704, source-routing information may
be recerved with a fabric switch, the source-routing informa-
tion being sent from the switch controller.

[0087] In operation 706, the source-routing information 1s
stored to a source-routing table that indicates a sequence of
devices or hops between the fabric switch and each known
destination address 1n the network fabric.

[0088] In operation 708, a next device or hop 1n a path
through the network fabric 1s determined by consulting the
source-routing table. This operation may be performed with-
out the use of a look-up table, 1n one approach.

[0089] In operation 710, a portion of the source-routing
information 1s stored to a packet header for the packet, the
portion of the source-routing information comprising at least
a portion of the path.

[0090] In one embodiment, the portion of the source-rout-
ing information may be stored in a SR-Tag, the SR-Tag com-
prising an enforcement options field, a hop count indicator
field for indicating a current device or hop 1n the path, and the
portion of the source-routing information for the at least the
portion of the path. The portion of the source-routing infor-
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mation comprising a bridge indicator associated with a logi-
cal port indicator and options thereof for each device or hop 1n
the path.

[0091] Inoperation712,the packet s sentto the next device
or hop indicated by the at least the portion of the path 1n the
portion of the source-routing information.

[0092] Inmoreembodiments, referring again to FIG. 7, any
or all operations of method 700 may be implemented 1n a
system, a fabric switch, a device, a network, a host, a proces-
sor, and/or a computer program product.

[0093] While various embodiments have been described
above, 1t should be understood that they have been presented
by way of example only, and not limitation. Thus, the breadth
and scope of an embodiment of the present invention should
not be limited by any of the above-described exemplary
embodiments, but should be defined only 1n accordance with
the following claims and their equivalents.

What 1s claimed 1s:

1. A system for source routing packets, the system com-
prising:

a network fabric comprising a plurality of fabric switches

interconnected 1n the network fabric; and

a switch controller, comprising logic adapted to:

configure the network fabric;

determine one or more paths through the network fabric
between any two hosts connected thereto; and

create a source-routing table to store the one or more
paths through the network fabric between any two
hosts connected thereto.

2. The system as recited in claim 1, wherein the switch
controller 1s adapted to operate according to software-defined
network (SDN) and/or OpenFlow standards, wherein at least
one of the plurality of fabric switches 1s SDN and/or Open-
Flow compliant, wherein the network fabric 1s a physical
and/or virtual network fabric, wherein the fabric switches are
physical and/or virtual fabric switches, and wherein the hosts
are physical and/or virtual hosts.

3. The system as recited in claim 1, wherein the source-
routing table comprises each of the one or more paths through
the network fabric between any two hosts connected thereto,
cach of the one or more paths comprising:

a destination address corresponding to a first host con-

nected to the network fabric;

a destination address corresponding to a second host con-

nected to the network fabric; and
a destination port set representing each device or hop
between the first host and the second host, each destina-
tion port comprising a device 1dentifier and an egress
port 1identifier for the device or hop 1n the path,

wherein the destination port and the egress port are physi-
cal and/or virtual ports, and

wherein the device 1s a physical and/or virtual device.

4. The system as recited 1n claim 3, wherein destination
ports included 1n each destination port set are ordered succes-
stvely from the first host to the second host, or vice versa.

5. The system as recited in claim 1, wherein the switch
controller further comprises logic adapted to edit a forward-
ing table stored to each fabric switch capable of source rout-
ing that 1s capable of communicating with the switch control-
ler with source-routing information for each path utilizing the
fabric switch.

6. The system as recited 1in claim 1, wherein the switch
controller further comprises logic adapted to edit a forward-
ing table stored to each host capable of source routing con-
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nected to the network fabric that 1s capable of communicating
with the switch controller with source-routing information
tor each path which includes the host capable of source rout-
ng.

7. The system as recited 1n claim 1, wherein each host
capable of source routing further comprises logic adapted to:

receive source-routing information from the switch con-

troller;

edit a source-routing table that indicates a sequence of

devices or hops between the host capable of source
routing and each known destination address in the net-
work fabric; and

insert source-routing information nto any egress packets.

8. The system as recited 1n claim 7, wherein the logic 1s
executed by a network interface card (NIC) of each host
capable of source routing.

9. The system as recited 1n claim 7, wherein the logic
adapted to insert the source-routing information into any
egress packets comprises logic adapted to:

edit a packet header for each of the egress packets to

include a source-routing tag (SR-Tag), the SR-Tag com-
prising source-routing information, enforcement

options, and hop count information; and
send the egress packets according to a first device or hop
indicated by the source-routing information in the SR-
lag.
10. The system as recited in claim 9, wherein the SR-Tag
turther comprises:
an enforcement options field;

a hop count indicator field for indicating a current device or
hop 1n a path; and

a set of source-routing information for the path, comprising,
a bridge indicator associated with a logical port indicator
and options thereof for each device or hop 1n the path.

11. The system as recited 1n claim 1, wherein each fabric

switch capable of source routing comprises logic adapted to:

receive source-routing information from the switch con-

troller;

edit a source-routing table that indicates a sequence of
devices or hops between the fabric switch capable of
source routing and each known destination address 1n
the network fabric;

receive a packet having no source-routing information
included therein;

edit a packet header for the recerved packet to include
source-routing information, enforcement options, and
hop count information 1n a source routing tag (SR-Tag);
and

forward the received packet according to a next hop 1ndi-
cated by the source-routing information in the SR-Tag.

12. The system as recited 1n claim 11, wherein the SR-Tag
turther comprises:

an enforcement options field;

a hop count indicator field for indicating a current device or
hop 1n a path; and

a set of source-routing information for the path, comprising,
a bridge 1indicator associated with a logical port indicator
and options thereof for each device or hop in the path.

13. A computer program product for source routing pack-
ets, the computer program product comprising a computer
readable storage medium having program code embodied
therewith, the program code readable/executable by a switch
controller to:
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configure a network fabric comprising a plurality of fabric
switches interconnected 1n the network fabric;

determine one or more paths through the network fabric
between any two hosts connected thereto; and

create a source-routing table to store the one or more paths

through the network fabric between any two hosts con-
nected thereto.

14. The computer program product as recited 1n claim 13,
wherein the switch controller 1s adapted to operate according,
to OpenFlow standards, and wherein one or more of the fabric
switches are OpenFlow compliant, wherein the routing table
comprises each of the one or more paths through the network
fabric between any two hosts connected thereto, each of the
one or more paths comprising:

a first destination address corresponding to a first host

accessible via the network fabric;:

a second destination address corresponding to a second

host accessible via the network fabric; and
a destination port set representing each device or hop
between the first host and the second host, each destina-
tion port comprising a device 1dentifier and an egress
port 1identifier for the device or hop 1n the path,

wherein destination ports included in each destination port
set are ordered successively from the first host to the
second host, or vice versa.

15. The computer program product as recited i claim 13,
wherein the program code readable/executable by the switch
controller 1s further configured to edit a forwarding table
stored to each fabric switch capable of source routing that 1s
capable of communicating with the switch controller with
source-routing information for each path utilizing the fabric
switch.

16. The computer program product as recited in claim 13,
wherein the program code readable/executable by the switch
controller 1s further configured to edit a forwarding table
stored to each host capable of source routing connected to the
network fabric that 1s capable of communicating with the
switch controller with source-routing information for each
path which includes the host capable of source routing.

17. A method for source routing packets, the method com-
prising:

receving or creating a packet using a network interface

card (NIC) of a host connected to a network fabric com-
prising a plurality of fabric switches interconnected
therein;

determiming a path through the network fabric by consult-

ing a source-routing table stored to the host;

storing source-routing information to a packet header for

the packet, the source-routing information comprising
the path; and

sending the packet to a first device or hop indicated by the

path in the source-routing information.

18. The method as recited 1n claim 17, further comprising:

recerving source-routing information from a switch con-

troller; and

storing the source-routing information to the source-rout-

ing table.

19. The method as recited 1n claim 18, wherein the switch
controller and the NIC are adapted to operate according to
OpenFlow standards, and the method further comprises
receiving source-routing table details and rules from the
switch controller via OpenFlow.

20. The method as recited 1n claim 17, wherein the storing,
the source-routing information to the packet header com-
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prises storing the source-routing information 1n a source rout-
ing tag (SR-Tag), the SR-Tag comprising;:
an enforcement options field;
a hop count indicator field for indicating a current device or
hop in the path; and
the source-routing information for the path, comprising a

bridge indicator associated with a logical port indicator
and options thereof for each device or hop 1n the path.

21. A method for source routing packets, the method com-
prising:
receiving a packet;
receiving source-routing information with a fabric switch
interconnected to other fabric switches 1 a network
fabric, the source-routing information being sent from a
switch controller:;

storing the source-routing information to a source-routing
table that indicates a sequence of devices or hops
between the fabric switch and each known destination
address 1n the network fabric:

determining a next device or hop in a path through the
network fabric by consulting the source-routing table;
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storing a portion of the source-routing information to a
packet header for the packet, the portion of the source-
routing information comprising at least a portion of the
path; and

sending the packet to the next device or hop indicated by
the at least the portion of the path in the portion of the
source-routing information.

22. The method as recited 1n claim 21, wherein the switch
controller 1s adapted to operate according to OpenFlow stan-
dards, and wherein the fabric switch 1s OpenFlow compliant.

23. The method as recited 1n claim 21, wherein the portion
ol the source-routing information is stored in a source routing
tag (SR-Tag), the SR-Tag comprising:

an enforcement options field;

a hop count indicator field for indicating a current device or
hop 1n the path; and

the portion of the source-routing information for the at
least the portion of the path, comprising a bridge 1ndi-
cator associated with a logical port indicator and options
thereof for each device or hop 1n the at least the portion
of the path.
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