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(57) ABSTRACT

A circuit device comprises a processing device connected to
a memory. The processing device comprises a detection mod-
ule that detects information content received 1n the memory
from an electronic device. A validation module validates the
information content 1n real time. Validating the information
content includes analyzing the information content to detect
selected content and preventing dissemination of the selected
content from the electronic device.

e
[ ...-

A
o
-
-
o
-
-
o
-
..;,
f-

Ru/Tx Bodisle

39 32




Patent Application Publication

Oct. 24, 2013 Sheet1 of 11

US 2013/0283401 Al

Communications Network

Receiving
Device

3

FIG. 1

Transmitting
Device

2




Patent Application Publication

120

\

Oct. 24, 2013 Sheet 2 of 11

Electronic Device

| Display 121

l Microphone 122

] Audio Output 123

| Input Mechanism 124

I Communications 125

I Control 126

| Applications 1-N 127

l Camera 128

135

Content Validation

QOver
Network/Cloud

D

>

FIG. 2

US 2013/0283401 Al

100

Cloud/Server

130




Patent Application Publication  Oct. 24,2013 Sheet 3 of 11 US 2013/0283401 Al

Content Validation

135

Processing Memory

Electronic Device 136 137

120 140

k Detection
Module

138

Validation
Module

139

FIG. 3



US 2013/0283401 Al

Oct. 24, 2013 Sheet4 of 11

Patent Application Publication

7 Ol

N

\

| IOMISN
{BRos

SAIBIDYN



G Ol

US 2013/0283401 Al
-
N

F3019/ 183114

2 | gze

Oct. 24, 2013 SheetSof 11

- wwmwﬂ mu 1o SHRUR)
WG § [Queess mwm&hmmmmmmmw;wmw

Sl jee

duzaeur R3S

4

Patent Application Publication

8¢l
/

elowe)
2injden sbewj
32IA3(] OJIGON

Alaedy
0} peppefpeanaed

SO 13




9 Ol

8¢
f DULIO)JIUOI

US 2013/0283401 A1
2
0

e el R

et W by o e
._..nv AL

E] -

.....
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
l 1

BUISUT SISAjRUY
PO B3 AIP-UD

Oct. 24, 2013 Sheet 6 0f 11

SHIOPY K Sy

BLRHEUR o
Heu3 sy

SisAfeUY sFdeiy

1811y

29

sofpssaty N

.............................................................................

r s a
........

r s .
jjjjjjjjj
- A

Patent Application Publication



Patent Application Publication  Oct. 24,2013 Sheet 7 of 11 US 2013/0283401 Al

Camera function is invoked t{o capture 41
content such as an image or video

.....................................................................................

immediately start analyzing images in the
frame in real time to detect inappropriate
conternt

a3
Disable camera shutter if inappropriate ;
content is detected inanimage

Enabile the camera shutter as soon as the
image in a frame changess to normal
content

G, 7



Patent Application Publication  Oct. 24,2013 Sheet 8 of 11 US 2013/0283401 Al

nvoke SMS application to send text ~ 51
message
Y "\ 52

cally matched
against a black list in real time to detect
inappropriate words

¥ any types word is a black listed word, >

then the Send button of the SMS
application is disabled
54

| as soon as black listed ward{s} is deleted
from the text message, the Send button of
the SMS application is enabled

ke e ke e e e ke e ke e e e ke e ke e e e e e ke e s e e e ke e e e e e ke e e e e e ke e e e e e ke e s e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e s e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e e e e ke e e

FIG. 8



Patent Application Publication  Oct. 24,2013 Sheet 9 of 11 US 2013/0283401 Al

Invoke image viewer application and
receive user command to view an image
tie

61

image viewer app {Gallery) receives an 02

INTENT to open the file

Before opening, the image is analyzed by an 03
image analyzer to detect inappropriate
content
. ikiMiiti- l 6V e -—f A A 64
If the timage is detected to be
inappropriate, the image file is not opened
for viewing
: w

FIG. 9



Patent Application Publication  Oct. 24,2013 Sheet 10 of 11 US 2013/0283401 Al

71
| Invoke Browser/YouTube for user receive
user command to open an embedded
video
Before playing the video, analyze the ;/\72

13

H the content §s deteﬁtgd {0 be
inappropriate, prevent browser/YouTube
application trom playing the video

FIG. 10



Patent Application Publication  Oct. 24,2013 Sheet 11 of 11 US 2013/0283401 Al

31
Receive text message via SMS

application, but user is not notified
immediately

Before sending out notification to the user, "\ 82
analyzing the text message to find black
- listed words

83

If any black listed word is found in the
fext message, prevent the message from
gisplaying 1o the user by the SMS
apptication

FIG. 11



US 2013/0283401 Al

INFORMATION CONTENT VALIDATION
FOR ELECTRONIC DEVICES

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the priority benefit of U.S.
Provisional Patent Application Ser. No. 61/6377,785, filed on
Apr. 24, 2012, incorporated herein by reference.

TECHNICAL FIELD

[0002] One or more embodiments generally relate to con-
tent validation and, in particular, to content filtering for
mobile communication devices.

BACKGROUND

[0003] With the rapid proliferation of mobile communica-
tion devices such as smartphones among users such as teen-
agers and children, there i1s an increase in abusive and/or
mappropriate behavior through content communicated via
such devices. These devices provide access to a number of
multimedia and messaging applications along with internet
connectivity, thus making a user of such devices vulnerable to

“cyber bullying,” “sexting,” nudity, etc.
SUMMARY
[0004] One or more embodiments generally relate to a cir-

cuit device for content validation. In one embodiment, a cir-
cuit device comprises a processing device connected to a

memory. Information content 1s detected on an electronic
device. In one embodiment, the information content 1s vali-
dated 1n real time. In one embodiment, the information con-
tent 1s validated by analyzing the information content to
detect selected content, and to prevent dissemination of the
selected content from the electronic device.

[0005] Inoneembodiment, a method for content validation
comprises detecting mnformation content using a processing
device. In one embodiment, the information content 1s vali-
dated using the processing device. In one embodiment, vali-
dating the information content includes analyzing the infor-
mation content to detect selected content, and preventing
dissemination of the selected content via an electronic device.

[0006] Inoneembodiment an apparatus comprises an inte-
grated circuit (IC) coupled with a memory. In one embodi-
ment, a content mterface 1s coupled between the IC and an
clectronic device. In one embodiment, the IC comprises a
detection module that detects information content recerved 1n
the memory over the content interface from an electronic
device. In one embodiment, a validation module validates the
information content 1n real time. In one embodiment, validat-
ing the mformation content includes analyzing the informa-
tion content to detect selected content, and preventing dis-
semination of the selected content from the electronic device.

[0007] These and other aspects and advantages of one or
more embodiments will become apparent from the following
detailed description, which, when taken in conjunction with
the drawings, illustrate by way of example the principles of
the one or more embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] For a fuller understanding of the nature and advan-
tages of the embodiments, as well as a preferred mode of use,
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reference should be made to the following detailed descrip-
tion read 1n conjunction with the accompanying drawings, in
which:

[0009] FIG.1shows aschematic view of a communications
system, according to an embodiment.

[0010] FIG. 2 shows a block diagram of an architecture
system including content validation, according to an embodi-
ment.

[0011] FIG. 3 shows a block diagram of a circuit device for
content validation, according to an embodiment.

[0012] FIG. 4 shows a block diagram of content validation
architecture on a mobile device, according to an embodiment.
[0013] FIG. 5 shows a block diagram of an architecture for
image content validation for an 1mage capture camera on a

mobile device, according to an embodiment.

[0014] FIG. 6 shows a block diagram of an architecture for
image content and word content validation on a mobile
device, according to an embodiment.

[0015] FIG. 7 shows a flowchart of a content validation
process with camera application integration for filtering
selected content, according to an embodiment.

[0016] FIG. 8 shows a flowchart of another content valida-
tion process with short message service (SMS) application
integration for filtering selected content, according to an
embodiment.

[0017] FIG. 9 shows a flowchart of another content valida-
tion process with 1image viewer application integration for
filtering selected content, according to an embodiment.
[0018] FIG. 10 shows a flowchart of another content vali-
dation process with browser application integration for filter-
ing selected content, according to an embodiment.

[0019] FIG. 11 shows a flowchart of another content vali-
dation process with SMS application integration for filtering
selected content, according to an embodiment.

DETAILED DESCRIPTION

[0020] Thefollowing description 1s made for the purpose of
illustrating the general principles of one or more embodi-
ments and 1s not meant to limait the inventive concepts claimed
herein. Further, particular features described herein can be
used in combination with other described features in each of
the various possible combinations and permutations. Unless
otherwise specifically defined herein, all terms are to be given
their broadest possible interpretation including meanings
implied from the specification as well as meanings under-
stood by those skilled 1n the art and/or as defined 1n dictio-
naries, treatises, etc.

[0021] One or more embodiments generally relate to con-
tent validation and, 1n particular, to content filtering on elec-
tronic devices such as mobile communication devices. In one
embodiment, content validation comprises using an embed-
ded device or system, such as a system on chip (SOC), appli-
cation specific mtegrated circuit (ASIC), firmware device,
etc. for detecting information content on an electronic device
and validating the information content 1n real time on the
electronic device. In one embodiment, the information con-
tent comprises information content originating and/or termi-
nating at the electronic device. In one embodiment, validating,
the information content includes analyzing the information
content to detect selected content and preventing dissemina-
tion of the selected content via the electronic device. In one
embodiment, preventing dissemination includes filtering out
the selected content using the embedded device on the elec-
tronic device. In one embodiment, dissemination of content
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via the electronic device includes communication, transmis-
s101, reception, origination, and termination of content via the
electronic device, as described 1n more detail herein below.

[0022] One or more embodiments provide a real-time
device or system to validate selected content by screening and
filtering out selected content before such content reaches the
user device for display (e.g., on screen viewing) or speech
(e.g., aud10). One embodiment provides a real-time device or
system to validate by screening and filtering out selected
content before the content 1s sent out by an electronic user
device (e.g., mobile phone device, tablet computing device,
camera device, camcorder device, media device, laptop com-
puting device, personal computing (PC) device, personal
digital assistant (PDA) device, television device, etc.). One
embodiment provides a real-time device or system for such
content validation and control (such as parental control, rat-
ing control, etc.) to prevent communication of selected con-
tent such (as abusive and/or inappropriate content) to and
from user devices, whether created, originating, received,
transierred to/from, etc.

[0023] In one embodiment, the device or system 1s not
Internet-based and does not require server validation (such as
SMSC/MMSC or sending out the content to a server located
in the network). In one embodiment, the device or system 1s
suitable for embedding in a mobile device environment
wherein most, 1f not all content validation 1s performed on the
mobile device itself 1n real time.

[0024] In one embodiment, an embedded device or system
provides a real-time, end-to-end, device-embedded protocol
and system for mobile communication devices, such as wire-
less mobile communication devices (e.g., smartphones, tab-
lets, cameras, camcorders, etc.) to proactively prevent users
such as teenagers and children from indulging 1n imnappropri-
ate behavior including, but not limited to: (1) sending/receiv-
ing (to individuals or broadcasting ) text messages and e-mails
with selected content such as sexually explicit words, swear
words, short forms with sexual meanings, etc., (2) sending/
receiving (to individuals or broadcasting) selected content
such as nude 1images/videos, 1images/videos showing private
body parts through e-mail, MMS, social networking sites,
ctc., (3) viewing selected content such as pornography,
explicit user-generated videos on browsers, media players or
custom applications, etc., and (4) capturing selected content
such as sexually explicit 1images/videos through a mobile
device camera, camera, camcorder, etc.

[0025] One or more embodiments provide a real-time, end-
to-end, device-integrated protocol implementing a holistic
approach of placing checkpoints at processing and functional
points 1n an electronic device through which the user can
create, capture, share, receive, and consume content such as
texts, e-mails, 1mages, videos, etc. Said protocol 1s 1ncorpo-
rated with hardware and software components of the elec-
tronic device for content validation including filtering out
content originating from the electronic device as well as
terminating on the electronic device, according to an embodi-
ment.

[0026] In one embodiment, incorporating content valida-
tion at an origination point in an electronic device mcludes
embedding a device or system 1n an electronic device for
interfacing with a camera module 1n the electronic device to
prevent capturing of selected content such as an mnapproprate
image/video, wherein content validation includes real-time
analysis of live video frames from the mobile device camera.
In another embodiment, incorporating content validation at
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an origination point 1n an electronic device includes embed-
ding a device or system 1n an electronic device for interfacing
with email/SMS applications, wherein content validation
includes monitoring and preventing creation of selected con-
tent by real-time word matching against a list such as a black-
list of words and/or phrases.

[0027] In one embodiment, incorporating content valida-
tion at a termination point 1n an electronic device includes
embedding a device or system 1n an electronic device for
interfacing with 1image gallery storage (e.g., 1in the electronic
device), wherein content validation includes analyzing each
image/video file before opening 1t (e.g., from an email attach-
ment) and preventing viewing 1f found to be mnappropnate. In
another embodiment, incorporating content validation at a
termination point in an electronic device includes embedding
a device or system 1n an electronic device for interfacing with
a browser on the electronic device, wherein content validation

includes analyzing and preventing access to selected content
from each link.

[0028] In one embodiment, incorporating content valida-
tion at a termination point 1n an electronic device includes
embedding a device or system 1n an electronic device for
interfacing with an SMS/Email application 1n the electronic
device, wherein content validation includes analyzing mes-
sages for selected content such as blacklisted words and fil-
tering out such selected content before showing messages to
a user.

[0029] In one embodiment, content validation includes
only filtering selected words (e.g., “bad” or inappropriate
words). In another embodiment, content validation filtering
may include preventing a user from viewing an entire sen-
tence itsell. In one embodiment, the filtering may be based on
application and business partner requests (e.g., the carriers).
In one embodiment, words are analyzed before they may be
viewed by a user on a display (or heard via an audio device)
and taking one of multiple possible steps to handle the out-
come once the trigger (1.e., selected words) 1s received.

[0030] In embodiment, mcorporating content validation
includes embedding a device or system in an electronic
device for mterfacing with a multimedia messaging service
(MMS) application, wherein content validation includes ana-
lyzing each 1mage/video recerved, and filtering out selected
content before showing it to a user.

[0031] In one embodiment, content validation includes {il-
tering out selected content from media before the media origi-
nates or terminates on an electronic device. In another
embodiment, content validation includes preventing access to
media that includes such selected content via the electronic
device. In one embodiment, content validation includes ana-
lyzing media and filtering out selected content during cre-
ation of the media, using real-time analysis of media (such as
images, videos, text, words, web site links, etc.) using the
device or system on an electronic device. The analysis 1s
performed 1n real time using the device or system on the
mobile device 1tself, and therefore it 1s network and server-
independent.

[0032] FIG. 1 1s a schematic view of a communications
system, 1n accordance with one embodiment. Communica-
tions system 1 may include a communications device that
initiates an outgoing communications operation (transmitting
device 2) and a communications network 110, which trans-
mitting device 2 may use to mnitiate and conduct communica-
tions operations with other communications devices within
communications network 110. For example, communications
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system 1 may 1nclude a communication device that recerves
the communications operation from the transmitting device 2
(recerving device 3). Although communications system 1
may include multiple transmitting devices 2 and recerving,
devices 3, only one of each 1s shown in FIG. 1 to simplify the
drawing.

[0033] Any suitable circuitry, device, system or combina-
tion of these (e.g., a wireless communications infrastructure
including communications towers and telecommunications
servers) operative to create a communications network may
be used to create communications network 110. Communi-
cations network 110 may be capable of providing communi-
cations using any suitable communications protocol. In some
embodiments, communications network 110 may support,

for example, traditional telephone lines, cable television, Wi-
Fi (e.g., an IEEE 802.11 protocol), Bluetooth®, high fre-

quency systems (e.g., 900 MHz, 2.4 GHz, and 5.6 GHz com-
munication systems), inirared, other relatively localized
wireless communication protocol, or any combination
thereof. In some embodiments, the communications network
110 may support protocols used by wireless and cellular
phones and personal email devices (e.g., a Blackberry®).
Such protocols can include, for example, GSM, GSM plus
EDGE, CDMA, quadband, and other cellular protocols. In
another example, a long range communications protocol can
include Wi-Fi and protocols for placing or recetving calls
using VoIP or LAN. The transmitting device 2 and recerving,
device 3, when located within communications network 110,
may communicate over a bidirectional communication path
such as path 4. Both the transmitting device 2 and receiving
device 3 may be capable of initiating a communications
operation and receiving an initiated communications opera-
tion.

[0034] The transmitting device 2 and receiving device 3
may include any suitable device for sending and recerving,
communications operations. For example, the transmitting
device 2 and receiving device 3 may include a mobile tele-
phone devices, television systems, cameras, camcorders,
device with audio video capabilities, tablets, and any other
device capable of communicating wirelessly (wﬂ;h or without
the aid of a wireless-enabling accessory system) or via wired
pathways (e.g., using traditional telephone wires). The com-
munications operations may include any suitable form of
communications, including for example, voice communica-
tions (e.g., telephone calls), data communications (e.g.,
¢-mails, text messages, media messages), or combinations of
these (e.g., video conferences).

[0035] FIG.2shows afunctional block diagram of an archi-
tecture system 100 that may be used for content validation on
an electronic device 120, according to an embodiment. Both
the transmitting device 2 and receiving device 3 may include
some or all of the features ofthe electronics device 120. Inone
embodiment, the electronic device 120 may comprise a dis-
play 121, a microphone 122, an audio output 123, an input
mechanism 124, communications circuitry 125, control cir-
cuitry 126, a camera module 128, an embedded content vali-
dation device 135, and any other suitable components. In one
embodiment, applications 1-N 127 are provided and may be
obtained from a cloud or server 130, a communications net-
work 110, etc., where N 1s a positive integer equal to or greater
than 1.

[0036] In one embodiment, all of the applications
employed by the audio output 123, the display 121, mput
mechanism 124, communications circuitry 1235, and the
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microphone 122 may be interconnected and managed by
control circuitry 126. In one example, a handheld music
player capable of transmitting music to other tuning devices
may be incorporated into the electronics device 120.

[0037] In one embodiment, the audio output 123 may
include any suitable audio component for providing audio to
the user of electronics device 120. For example, audio output
123 may include one or more speakers (e.g., mono or stereo
speakers) built mnto the electronics device 120. In some
embodiments, the audio output 123 may include an audio
component that 1s remotely coupled to the electronics device
120. For example, the audio output 123 may include a head-
set, headphones, or earbuds that may be coupled to commu-
nications device with a wire (e.g., coupled to electronics
device 120 with a jack) or wirelessly (e.g., Bluetooth® head-
phones or a Bluetooth® headset).

[0038] In one embodiment, the display 121 may include
any suitable screen or projection system for providing a dis-
play visible to the user. For example, display 121 may include
a screen (e.g., an LCD screen) that 1s mcorporated in the
clectronics device 120. As another example, display 121 may
include a movable display or a projecting system for provid-
ing a display of content on a surface remote from electronics
device 120 (e.g., a video projector). Display 121 may be
operative to display content (e.g., information regarding com-
munications operations or information regarding available
media selections) under the direction of control circuitry 126.

[0039] In one embodiment, input mechanism 124 may be
any suitable mechanism or user interface for providing user
inputs or mstructions to electronics device 120. Input mecha-
nism 124 may take a variety of forms, such as a button,
keypad, dial, a click wheel, or a touch screen. The input
mechanism 124 may include a multi-touch screen.

[0040] In one embodiment, communications circuitry 125
may be any suitable communications circuitry operative to
connect to a communications network (e.g., communications
network 110, FIG. 1) and to transmit communications opera-
tions and media from the electronics device 120 to other
devices within the communications network. Communica-
tions circuitry 125 may be operative to interface with the
communications network using any suitable communications
protocol such as, for example, Wi-F1 (e.g., an IEEE 802.11
protocol), Bluetooth®, high frequency systems (e.g., 900
MHz, 2.4 GHz, and 5.6 GHz communication systems), infra-

red, GSM, GSM plus EDGE, CDMA, quadband, and other
cellular protocols, VoIP, or any other suitable protocol.

[0041] In some embodiments, communications circuitry
125 may be operative to create a communications network
using any suitable communications protocol. For example,
communications circuitry 125 may create a short-range com-
munications network using a short-range communications
protocol to connect to other commumications devices. For
example, communications circuitry 125 may be operative to
create a local communications network using the Bluetooth®
protocol to couple the electronics device 120 with a Blue-
tooth® headset.

[0042] In one embodiment, control circuitry 126 may be
operative to control the operations and performance of the
clectronics device 120. Control circuitry 126 may include, for
example, a processor, a bus (e.g., for sending mstructions to
the other components of the electronics device 120), memory,
storage, or any other suitable component for controlling the
operations of the electronics device 120. In some embodi-
ments, a processor may drive the display and process imputs




US 2013/0283401 Al

received from the user interface. The memory and storage
may 1nclude, for example, cache, Flash memory, ROM, and/
or RAM. In some embodiments, memory may be specifically
dedicated to storing firmware (e.g., for device applications
such as an operating system, user interface functions, and
processor functions). In some embodiments, memory may be
operative to store information related to other devices with
which the electronics device 120 performs communications
operations (e.g., saving contact information related to com-
munications operations or storing information related to dit-
ferent media types and media items selected by the user).

[0043] Inoneembodiment, the control circuitry 126 may be
operative to perform the operations of one or more applica-
tions 1mplemented on the electronics device 120. Any suit-
able number or type of applications may be implemented.
Although the following discussion will enumerate different
applications, 1t will be understood that some or all of the
applications may be combined 1into one or more applications.
For example, the electronics device 120 may include an auto-
matic speech recognition (ASR) application, a dialog appli-
cation, a map application, a media application (e.g., Quick-
Time, MobileMusic.app, or MobileVideo.app), social
networking applications (e.g., Facebook®, Twitter®, Etc.),
an Internet browsing application, etc. In some embodiments,
the electronics device 120 may include one or multiple appli-
cations operative to perform communications operations. For
example, the electronics device 120 may include a messaging
application, a mail application, a voicemail application, an
instant messaging application (e.g., for chatting), a videocon-
ferencing application, a fax application, or any other suitable
application for performing any suitable communications
operation.

[0044] In some embodiments, the electromics device 120
may include a microphone 122. For example, electronics
device 120 may include microphone 122 to allow the user to
transmit audio (e.g., voice audio) for speech control and navi-
gation ol applications 1-N 127, during a communications
operation or as a means of establishing a communications
operation or as an alternative to using a physical user inter-
face. The microphone 122 may be incorporated 1n the elec-
tronics device 120, or may be remotely coupled to the elec-
tronics device 120. For example, the microphone 122 may be
incorporated 1n wired headphones, the microphone 122 may
be 1ncorporated 1n a wireless headset, the microphone 122
may be incorporated in a remote control device, etc.

[0045] In one embodiment, the camera module 128 com-
prises a camera device that includes functionality for captur-
ing still and video 1mages, editing functionality, communica-
tion interoperability for sending, sharing, etc. photos/videos,
etc.

[0046] In one embodiment, the electronics device 120 may
include any other component suitable for performing a com-
munications operation. For example, the electronics device
120 may include a power supply, ports, or interfaces for
coupling to a host device, a secondary input mechanism (e.g.,
an ON/OFF switch), or any other suitable component.

[0047] In one embodiment, the content validation device
135 provides incorporation of content validation at an origi-
nation point in the electronic device 120 for interfacing with
the camera module 128 on the electronic device 120 to pre-
vent capturing of selected content, such as an mapproprate
image/video, wherein content validation includes real-time
analysis of live video frames from the camera module 128. In
another embodiment, incorporating content validation at an
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origination point in the electronic device 120 includes embed-
ding the content validation device 135 in the electronic device
120 for interfacing with email/SMS applications (e.g., appli-
cations 1-N 127), wherein content validation includes moni-
toring and preventing creation of selected content by real-
time word matching against a list such as a blacklist of words
and/or phrases.

[0048] FIG. 3 shows a block diagram of the content valida-
tion device 135 for content validation of an electronic device
120, according to an embodiment. In one embodiment, the
content validation device 135 includes a processing block
136, a memory block 137, a detection module 138, and a
validation module 139.

[0049] In one embodiment, a content interface 140 inter-
faces with the electronic device 120 for communications
between the content validation device 135 and the electronic
device 120. In one embodiment, the processing block 136
COMPrises one or more processors, microprocessors, etc. In
one embodiment, the memory block 137 comprises one or
more memory devices. In one embodiment, the detection
module 138 detects inappropriate text, voice, and 1mages
recerved from the electronic device 120. In one embodiment,
the content interface comprises a bus, or other type of appro-
priate interface.

[0050] FIG. 4 shows a block diagram of an architecture 10
for content validation checkpoints 11 on a mobile device for
stages 1n the life of content, such as when content originates,
terminates and 1s processed i a mobile device. In one
embodiment, the content validation checkpoints include con-
tent communication modules 12 that forward content to the
content validation device 1335 for analyzing, detecting, and
filtering selected content such as inappropriate content (e.g.,
images, videos, texts, emails) that originates or terminates at
the electronic device 120. The content communication mod-
ules 12 forward content to the content validation device 135
over the content interface 140 for proactively preventing
selected content from being recorded, sent/received, and con-
sumed via the mobile device.

[0051] In one embodiment, the content validation device
135 provides 1mage, video, URL, and text analysis engines
for content from checkpoints situated both on the mobile
device as well as in the network. For applications which
inherently rely on network connectivity, such as online video
streaming, the content validation device 135 may be 1mple-
mented to recerve content from the network. One or more
embodiments proactively screen out content before 1t reaches
the user’s eyes rather than reactively raising alerts. Example
scenar1os for performing content validation for content from
a network server include viewing videos on a website through
the electronic device 120 and attempting to view nude/inap-
propriate images on a browser.

[0052] In one embodiment, the content validation device
135 1s integrated seamlessly with the functions of the elec-
tronic device 120 using the content communication modules
12 for content origination, termination, and processing, as
described herein. In one embodiment, instead of using con-
tent communication modules 12, all content 1s first passed
from the electronic device 120 to the content validation
device 135 prior to being output by the electronic device 120
for a user’s consumption.

[0053] FIG. 5 shows a block diagram of an architecture 20

for an implementation of the content validation process 22 of
the validation module 139 for image content validation for the
camera module 128 on the electronic device 120, according to
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an embodiment. In one embodiment, the image content vali-
dation process 22 uses the detection module 138 for providing
real-time 1mage detection to prevent capturing selected con-
tent, such as nude 1mages/videos, via the camera module 128.
The 1mage content validation process 22 combines with an
image analysis process 22A (of the detection module 138),
which analyzes an 1image 25 to detect selected content therein,
and a controller process 22B of the validation module 139 that
filters the detected selected content (e.g., inappropriate nudity
1mage).

[0054] In one embodiment, the content validation process
22 1s not network dependent and performs 1ts function on the
electronic device 120. In another embodiment, the content
validation process 22 performs post and processing/integra-
tion with the gallery. In one example implementation, analy-
s1s of 1mage/video content for content validation begins after
the content 1s captured but before 1t 1s saved in the gallery/tile
structure. In one embodiment, saving only occurs once the
content validation module clears the content (e.g., indicates
the content does not include inappropriate information). Oth-
erwise, the content 1s not saved and any (if at all) temporary
files or caches are deleted.

[0055] In another embodiment, 1n an example implemen-
tation analysis of 1image/video content for content validation
includes analysis of raw content frames as soon as the camera
module 128 1s invoked either for video or still image capture.
Real-time frame analysis 1s performed on the raw Iframes
received from the camera butler at a particular sampling rate
appropriate to meet performance requirements while allow-
ing desired content filtering. In one example, whenever
frames including mmappropriate content are detected, corre-
sponding functions are mvoked such as disabling camera
shutter, turning off camera, etc. The analysis and mvoked
functions may be based on several factors including perfor-
mance (€.g., processing power, battery, latency, etc.), partner
requests (e.g., carrier requests ), business case variations, cul-
tural nuances, target demographics (e.g., age, geographical
region, etc.). In one embodiment, content validation analysis
for appropriate and 1nappropriate content occurs 1n real-time
such that a frame-by-frame analysis detects and validates
captured frames in order to avoid situations where a user
attempts to capture appropriate content in a first frame and
iappropriate content 1in a next frame, or vice-versa.

[0056] FIG. 6 shows a block diagram of an architecture 30
for an 1implementation of a content communication module
12 for forwarding content to the validation device 135 on the
clectronic device 120, according to an embodiment. In one
embodiment, the content validation device 135 receives inter-
cepted message tlow to check outgoing and incoming content
for selected content. In one embodiment, the content valida-
tion device 135 interfaces with an e-mail module 31, a mes-
saging module 33, an social networking site (SNS)module
35, and a transceirver module 37. The content validation
device 135 receives intercepted message tlow from the con-
tent interface 140 through modules 31, 33, 35, and 37 and

checks outgoing and incoming content for selected content.

[0057] In one embodiment, the content validation device
135 includes a detector 32A (of the detection module 138)
that checks for an 1mage/video 1n a message. The content
validation device 135 further includes an image analysis
module 32B that checks a detected image/video for selected
image content (e.g., nudity) and filters out the image/video 1f
it contains said selected image content. The content valida-
tion device 135 further includes a word analysis module 32C
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that checks a message for selected word content (e.g.,
selected words, phrases) and filters out the message if it
contains said selected word content.

[0058] In one embodiment, the content validation device
135 prevents consumption of selected content by integrating,
with mobile device applications (e.g., web browser, 1image
gallery application, YouTube, media player) to disallow view-
ing/playing mappropriate content. Such integration, at lower
application layers on the electronic device 120, allows vali-
dation of content such as streaming content (e.g., video/pho-
tos) before such content 1s shown on a display 121 of the
clectronic device 120.

[0059] One or more embodiments provide a web portal
monitoring module 38 for a secure web-based frontend,
which users (e.g., parents) may access to monitor traffic on
selected user (e.g., teenager) electronic devices 120. In one
example, the monitoring module 38 allows viewing images
and videos taken and recerved on a selected electronic device
120. The monitoring module 38 further allows separate view-
ing for deleted/blacklisted content originated/terminated on a
selected user electronic device 120. The monitoring module
38 further allows viewing filtered out texts, emails, contain-
ing black listed words originated/terminated on a selected
user electronic device 120. In one embodiment, the monitor-
ing module 38 further allows set up of alerts for certain events
(e.g., iIncoming nude picture, etc.) on a selected user elec-
tronic device 120. The server 39 hosts blacklisted words,
acronyms, and phrases dictionaries which may be periodi-
cally synchronized to the one residing on the electronic
device 120. The period may be customizable (e.g., once per
week). This will ensure that the on-device blacklist 1s always
up-to-date.

[0060] FIG. 7 shows a flowchart of a content validation
process 40 for filtering selected content originating at an
clectronic device (such as electronic device 120), according
to an embodiment. In one embodiment, the electronic device
has an 1image capture camera. In one embodiment, the content
validation process 40 1s embedded 1n a mobile device and
integrated with the electronic device functions (i.e., camera
integration) for analyzing content and filtering out inappro-
priate content originating at the mobile device.

[0061] Inone embodiment, 1n process block 41, the device
camera function 1s invoked for a user to capture content such
as an image or video. In one embodiment, in process block 42,
cach image frame (or video frame) 1s immediately analyzed
in real time to detect selected content (e.g., nudity, over
exposed body) in the image frame. In one embodiment, pro-
cess block 43 comprises disabling the camera shutter if such
selected content 1s detected 1n the image frame. In one
example, such 1mage frame 1s discarded so that i1s 1t not
available for further processing such as storage, viewing,
transmission, etc. In one embodiment, process block 44 com-
prises repeating process blocks 42-43 for each image frame
and enabling the camera shutter to capture a next image frame
as soon as an analyzed image frame does not contain the
selected content.

[0062] FIG. 8 shows a flowchart of a content validation
process 50 for filtering selected content originating at an
clectronic device (such as electronic device 120), according
to an embodiment. In one embodiment, the electronic device
may wirelessly communicate information. In one embodi-
ment, the content validation process 30 1s embedded 1n a
device (e.g., content validation device 135) and integrated
with the electronic device functions (e.g., SMS Integration)
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for analyzing content and filtering out inappropriate content
originating at the mobile device.

[0063] In one embodiment, process block 51 comprises
invoking an SMS application of the electronic device for a
user to send a text message. In one embodiment, 1n process
block 52, each word typed i1s automatically analyzed by
matching against selected content in real time (e.g., a blacklist
of mnappropriate words) to detect 11 the word 1s inappropniate.
In one embodiment, 1n process block 53, 11 any typed word 1s
a blacklisted word, then the Send button of the SMS applica-
tion 1s disabled. The user 1s allowed to edit the words typed 1n,
and the words are analyzed as 1n process blocks 52-53. Inone
embodiment, in process block 54, as soon as all blacklisted
words are deleted from the text message, the Send button of
the SMS application 1s enabled again.

[0064] In one example embodiment, a user keeps typing a
message normally without any interruptions even for black-
listed words. When the user attempts to send the message, a
content validation device intercepts the send command and
performs analysis on the message text to detect blacklisted
words before the message 1s actually sent. If none 1s detected,
then the message 1s transmitted from the electronic device. IT
a blacklisted word 1s detected, then the user 1s notified told
that the message cannot be sent because of the content or the
control 1s returned to the SMS application to transmit the
message with the blacklisted words deleted. In another
example, for every word that 1s typed, 1t 1s immediately
matched against a blacklist and the Send button 1s disabled 11
a current sentence includes any blacklisted words. In one
embodiment, only when the complete sentence 1s devoid of
any blacklisted words 1s the send button enabled for the user
to send the message.

[0065] FIG. 9 shows a flowchart of a content validation
process 60 for filtering out selected content terminating at an
clectronic device (such as electronic device 120), according
to an embodiment. In one embodiment, the electronic device
may wirelessly communicate information. The content vali-
dation process 60 1s embedded in a device (e.g., content
validation device 135) and integrated with the electronic
device functions (e.g., image gallery integration) for analyz-
ing content and filtering out incoming inappropriate content
terminating at the electronic device.

[0066] In one embodiment, process block 61 comprises
invoking an image viewer application (e.g., image gallery) of
the electronic device for a user to view an incoming 1mage on
the electronic device display (e.g., display 121) and recerving,
user command (e.g., user click) to view an 1mage file (e.g.,
from email/SMS). In one embodiment, 1n process block 62,
the 1mage viewer application recerves an intent to open image
file message. In one embodiment, 1n process block 63, belore
opening, the image 1s analyzed by an image analyzer to detect
selected content, such as inappropriate nudity. In one embodi-
ment, 1 process block 64, 1f the image 1s detected to be
inappropriate, the image file 1s not opened for viewing. In one
cxample embodiment, the user recerves a message (e.g.,
“Content mappropriate to view” message).

[0067] FIG. 10 shows a flowchart of a content validation
process 70 for filtering selected content terminating at an
clectronic device (such as electronic device 120), according
to an embodiment. In one embodiment, the electronic device
may wirelessly communicate information. In one embodi-
ment, the content validation process 70 1s embedded 1n a
device (e.g., content validation device 135) and integrated
with the electronic device functions (e.g., Browser/You-
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Tube® Integration) for analyzing content and filtering out
incoming inappropriate content terminating at the electronic
device.

[0068] In one embodiment, process block 71 comprises
invoking a web application, such as a browser or YouTube®
based on user request, and recerving user command to open an
embedded video from the Internet. In one embodiment, pro-
cess block 72 comprises, before playing the video, analyzing
the video to detect selected content such as inapproprate
content. In one embodiment, process block 73 comprises,
upon detecting inappropriate content, preventing the web
application from playing the video. In one example embodi-
ment, the video 1s completely stopped from playing on the
mobile device. In another example embodiment, image
frames within appropriate content are deleted from the video
and the remainder of the 1mages frames are displayed to the
user on the mobile device.

[0069] FIG. 11 shows a flowchart of a content validation
process 80 for {filtering selected content terminating at an
clectronic device (such as electronic device 120). In one
embodiment, the electronic device may wirelessly commu-
nicate information. In one embodiment, the content valida-
tion process 80 1s embedded 1n a device (e.g., content valida-
tion device 135) and integrated with the electronic device
functions (e.g., SMS Integration) for analyzing content and
filtering out incoming mappropriate content terminating at
the electronic device.

[0070] In one embodiment, process block 81 comprises
receiving an SMS text message via an SMS application on the
clectronic device, without notifying the user of the recerved
text message. In one embodiment, process block 82 com-
prises, before sending out a notification to the user on the
clectronic device, analyzing the text message to find black-
listed words (e.g., mappropriate words, profanity). In one
embodiment, process block 83 comprises, 11 any blacklisted
words are found, preventing the message from being dis-
played to the user on the electronic device by the SMS appli-
cation. In one example embodiment, a recerved SMS message
with inappropriate words 1s deleted (filtered out) without user
knowledge. In another example embodiment, a recerved SMS
message with mappropriate words 1s not displayed, but the
user 1s notified that a SMS text message has arrived, which
was not shown due to inappropriate content.

[0071] In one or more of the above content validation pro-
cesses, 11 content validation indicates that imnappropriate con-
tent 1s not detected, then the content i1s processed by the
clectronic device as normal operation (1.e., without filtering
out by the content validation process).

[0072] In one embodiment, filtering out selected content
(e.g., inappropriate content) from terminated/originated con-
tent comprises blocking the entire terminated/originated con-
tent that includes the selected content. In another embodi-
ment, filtering out selected content comprises blocking only
the detected selected content and processing the remainder of
the terminated/originated content as usual. There may also be
relevant messages or pop-ups to let the user know that content
was blocked. There may also be a notification or alert sent out
to other users (e.g., parent) when such 1nappropriate content
1s detected.

[0073] According to one or more embodiments, aiter con-
tent 1s analyzed (and found to include selected content such as
inappropriate content), such content may be handled in dii-
terent ways, including but not limited to: deleted without user
knowledge, deleted with user knowledge (e.g., pop-up noti-
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fication), sending notification (e.g., SMS, email) to a control-
ling individual such as a parent, replacing content with appro-
priate content, and generating a warming pop-up (e.g., “This
content 1s tnappropriate for your viewing.”) but without delet-
ing the content or notifying the parent.

[0074] According to one or more embodiments, web portal
monitoring by a controlling individual such as a parent
includes automatically uploading detected inappropriate con-
tent from the mobile device to a server that 1s accessible by
such individual. The individual 1s allowed to view the 1nap-
propriate content and take actions including: set thresholds
for flagging selected content (e.g., according to age, personal
preferences, etc.) to prevent dissemination thereof, set up
alerts for certain events, and enable/disable features on the
mobile device. In one embodiment, the content validation
analysis may be enabled/disabled by a user (e.g., a parent)
remotely from another device, a website, cloud computing,
environment, etc.

[0075] Asi1s known to those skilled 1n the art, the aforemen-
tioned example architectures described above, according to
said architectures, can be implemented 1n many ways, such as
program 1nstructions for execution by a processor, as soit-
ware modules, microcode, as computer program product on
computer readable media, as analog/logic circuits, as appli-
cation specific integrated circuits, as firmware, as consumer
electronic devices, AV devices, wireless/wired transmitters,
wireless/wired receivers, networks, multi-media devices, etc.
Further, embodiments of said Architecture can take the form
of an enftirely hardware embodiment, an entirely software

embodiment or an embodiment containing both hardware and
soltware elements.

[0076] One or more embodiments have been described
with reference to flowchart illustrations and/or block dia-
grams ol methods, apparatus (systems) and computer pro-
gram products according to one or more embodiments. Each
block of such illustrations/diagrams, or combinations
thereot, can be implemented by computer program instruc-
tions. The computer program instructions when provided to a
processor produce a machine, such that the instructions,
which execute via the processor create means for implement-
ing the functions/operations specified in the flowchart and/or
block diagram. Fach block 1n the flowchart/block diagrams
may represent a hardware and/or software module or logic,
implementing one or more embodiments. In alternative
implementations, the functions noted 1n the blocks may occur
out of the order noted 1n the figures, concurrently, etc.

[0077] The terms “computer program medium,” “computer
usable medium,” “computer readable medium”, and “com-
puter program product,” are used to generally refer to media
such as main memory, secondary memory, removable storage
drive, a hard disk installed 1n hard disk drive. These computer
program products are means for providing software to the
computer system. The computer readable medium allows the
computer system to read data, instructions, messages or mes-
sage packets, and other computer readable information from
the computer readable medium. The computer readable
medium, for example, may include non-volatile memory,
such as a floppy disk, ROM, flash memory, disk drive
memory, a CD-ROM, and other permanent storage. It 1s use-
tul, for example, for transporting information, such as data
and computer instructions, between computer systems. Com-
puter program instructions may be stored 1n a computer read-
able medium that can direct a computer, other programmable
data processing apparatus, or other devices to function 1n a
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particular manner, such that the instructions stored in the
computer readable medium produce an article of manufacture
including instructions which implement the function/act
specified 1n the flowchart and/or block diagram block or
blocks.
[0078] Computer program instructions representing the
block diagram and/or flowcharts herein may be loaded onto a
computer, programmable data processing apparatus, or pro-
cessing devices to cause a series ol operations performed
thereon to produce a computer implemented process. Com-
puter programs (1.€., computer control logic) are stored in
main memory and/or secondary memory. Computer pro-
grams may also be recerved via a communications interface.
Such computer programs, when executed, enable the com-
puter system to perform the features of the embodiments as
discussed herein. In particular, the computer programs, when
executed, enable the processor and/or multi-core processor to
perform the features of the computer system. Such computer
programs represent controllers of the computer system. A
computer program product comprises a tangible storage
medium readable by a computer system and storing instruc-
tions for execution by the computer system for performing a
method of one or more embodiments.
[0079] Though the embodiments have been described with
reference to certain versions thereot; however, other versions
are possible. Therefore, the spirit and scope of the appended
claims should not be limited to the description of the preferred
versions contained herein.

What 1s claimed 1s:

1. A circuit device, comprising;:

a processing device coupled to a memory;

the processing device comprising:

a detection module that detects information content
received 1n the memory from an electronic device;
and

a validation module that validates the information con-
tent 1n real time,

wherein validating the information content includes analyz-
ing the mmformation content to detect selected content, and
preventing dissemination of the selected content from the
clectronic device.

2. The circuit device of claim 1, wherein:

the validation module prevents dissemination of the
selected content via the electronic device by filtering the
selected content using the processing device on the elec-
tronic device.

3. The circuit device of claim 2, wherein:

the detection module detects information content on the
clectronic device by detecting origination of informa-
tion content on the electronic device.

4. The circuit device of claim 3, wherein:

the validation module filters the selected content to prevent
communication of the selected content from the elec-
tronic device.

5. The circuit device of claim 4, wherein:

the detection module detects origination of information
content on the electronic device by detecting creation of
the information content on the electronic device.

6. The circuit device of claim 5, wherein the creation of the
information content that 1s detected by the detection module
1s recerved 1n the memory from one or more of an 1mage
capture module, a short message service (SMS) module, a
multimedia messaging service (MMS) module, an email
module, a browser module, and a social network module.
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7. The circuit device of claim 2, wherein:

the detection module detects information content on the

clectronic device by detecting termination of informa-
tion content on the electronic device.

8. The circuit device of claim 7, wherein:

the validation module filters the selected content to prevent
access to the selected content via the electronic device.

9. The circuit device of claim 8, wherein:

the detection module detects termination of information

content on the electronic device by detecting reception
of the information content on the electronic device.

10. The circuit device of claim 9, wherein the termination
ol information content 1s detected by the detection module
from one or more of an 1mage capture module, a short mes-
sage service (SMS) module, a multimedia messaging service
(MMS) module, an email module, a browser module, and a
social network module.

11. The circuit device of claim 2, wherein:

the information content comprises content selected from:
text, image, video, and audio information content.

12. The circuit device of claim 2, wherein the circuit device
comprises one of a system on chip (SOC) device, an applica-
tion specific integrated circuit (ASIC) device, and a firmware
device.

13. The circuit device of claim 12, wherein the electronic
device comprises one ol a mobile phone device, a camera
device, a tablet computing device, a laptop computing device,
and a personal computer (PC) device.

14. The circuit device of claim 1, wherein the validation
module prevents dissemination of the selected content via the
clectronic device by filtering out the selected content on the
clectronic device and preventing consumption of the selected
content on the electronic device by a user.

15. The circuit device of claim 1, wherein the validation
module prevents dissemination of the selected content via the
clectronic device by filtering out the selected content on the
clectronic device and preventing communication of the
selected content from the electronic device by a user.

16. A method for content validation, comprising:
detecting information content using a processing device;

validating the mformation content using the processing
device, wherein validating the information content
includes:

analyzing the information content to detect selected con-
tent; and

preventing dissemination of the selected content via an
clectronic device.

17. The method of claim 16, wherein:

validating the mmformation content includes validating the
information content 1n real time using the processing
device on the electronic device by analyzing the infor-
mation content to detect selected content, and prevent-
ing dissemination of the selected content via the elec-
tronic device comprises filtering the selected content
using the processing device on the electronic device.

18. The method of claim 17, wherein:

detecting information content using the processing device
comprises detecting origination of mformation content
using the processing device on the electronic device; and

filtering the selected content comprises filtering the
selected content to prevent communication of the
selected content from the electronic device.

Oct. 24, 2013

19. The method of claim 18, wherein:

detecting origination of information content using the pro-
cessing device comprises detecting creation of the infor-
mation content on the electronic device; and

the creation of the information content that 1s received by
the processing device from one or more of an 1mage
capture module, a short message service (SMS) module,
a multimedia messaging service (MMS) module, an
email module, a browser module, and a social network
module.

20. The method of claim 17, wherein:

detecting information content on the electronic device
comprises detecting termination of information content
on the electronic device; and

filtering the selected content comprises filtering the

selected content to prevent access to the selected content
via the electronic device.

21. The method of claim 20, wherein:

detecting termination of information content on the elec-
tronic device comprises detecting reception of the infor-
mation content on the electronic device; and

the termination of information content 1s detected by the
processing device from one or more of an 1mage capture
module, a short message service (SMS) module, a mul-
timedia messaging service (MMS) module, an email

module, a browser module, and a social network mod-
ule.

22. The method of claim 17, wherein:

the information content comprises content selected from:

text, image, video and audio information content.

23. The method of claim 17, wherein the processing device
comprises one of a system on chip (SOC) device, an applica-
tion specific integrated circuit (ASIC) device, and a firmware
device.

24. The method of claim 23, wherein the electronic device
comprises one of a mobile phone device, a camera device, a
tablet computing device, a laptop computing device, and a
personal computer (PC) device.

25. The method of claim 16, wherein:

preventing dissemination of the selected content via the
clectronic device comprises filtering out the selected
content using the processing device on the electronic
device and preventing consumption of the selected con-
tent on the electronic device by a user; and

preventing dissemination of the selected content via the
clectronic device comprises filtering out the selected
content using the processing device on the electronic
device and preventing communication of the selected
content from the electronic device by a user.

26. An apparatus, comprising:

an itegrated circuit (IC) coupled with a memory; and

a content interface coupled between the IC and an elec-
tronic device;

the IC comprising:
a detection module that detects information content

received 1n the memory over the content interface
from an electronic device; and

a validation module that validates the information con-
tent 1n real time,

wherein validating the information content includes analyz-
ing the information content to detect selected content, and
preventing dissemination of the selected content from the
electronic device.
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27. The apparatus of claim 26, wherein:

the validation module prevents dissemination and commu-
nication of the selected content via the electronic device
by filtering the selected content using the processing
device on the electronic device; and.

the detection module detects information content on the

clectronic device by detecting origination and creation
of information content on the electronic device.

28. The apparatus of claim 27, wherein:

the detection module detects information content on the

clectronic device by detecting termination of informa-
tion content on the electronic device; and

the validation module filters the selected content to prevent

access to the selected content via the electronic device.

29. The apparatus of claim 28, wherein:

the information content comprises content selected from:

text, image, video, and audio information content;

the validation module prevents dissemination of the

selected content via the electronic device by filtering out
the selected content on the electronic device and pre-
venting consumption and communication of the selected
content on the electronic device by a user.

30. The apparatus of claim 29, wherein the 1C 1s embedded
in the electronic device, and the electronic device comprises
one ol a mobile phone device, a camera device, a tablet
computing device, a laptop computing device and a personal
computer (PC) device.
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