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(57) ABSTRACT

A network security system employing multiple levels of pro-
cessing to 1dentily security threats. Multiple host machines
may each contain an agent that detects possibilities of secu-
rity threats based on raw data sensed locally at that host. The
hosts may share information obtained from local analysis and
cach host may use information generated at one or more other
hosts, 1n combination with information generated locally, to
identily a security concern, indicating with greater certainty
that a security threat exists. Based on security concerns gen-
crated by multiple hosts, a security threat may be indicated
and protective action may be taken.
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NETWORK INTRUSION DETECTION WITH
DISTRIBUTED CORRELATION

BACKGROUND

[0001] Intrusion detection i1s the practice of identifying
inappropriate, unauthorized, or malicious activity 1n com-
puter systems. Systems designed for intrusion detection typi-
cally monitor for security breaches perpetrated by external
attackers as well as by 1nsiders using the computer system or
a computer network. As computer systems become increas-
ingly interconnected through networking, intruders and
attackers are provided with greater opportunities for gaining
unauthorized access while avoiding detection. As a result of
widespread cooperative use of shared computing resources,
for example in corporate network environments, 1ntrusion
detection systems (IDS) are commonly tasked with monitor-
ing complex system organizations and detecting intrusions to
network segments including multiple computing machines
and/or devices.

[0002] FIG. 1 1llustrates a simple computing network, for
example 1 a business office, which includes multiple elec-
tronic machines and/or devices of various types, such as
personal computers 103, office workstations 110, mass stor-
age subsystems and servers 1135, and printers/copiers/fax
machines 120. The various devices are connected through a
network to form an integrated environment in which infor-
mation can be generated, accessed and shared among the
legitimate users of the business environment. In such a net-
work, a potential intruder can attempt to compromise any of
a number of interconnected machines and/or devices in order
to gain access to the network 100 as a whole.

[0003] In order to detect such attack attempts, some exist-
ing implementations of IDS install a host-based sensor at
cach of the machines within the network to be monitored.
Such host-based intrusion detection system (HIDS) sensors
are typically loaded in software onto a host system such as a
computer to monitor the traific (some of which may be
encrypted) going in and out of the host. Anomalous traflic
patterns or known attack signatures could signal an external
attack on the host, an unauthorized use originating ifrom the
host, or an internal attack originating from an infected or
otherwise compromised host. Some HIDS sensors may also
monitor files and processes internal to the host system to
watch for suspicious use of the host itself. If known suspi-
cious activity 1s detected at the host, some HIDS will typically
generate an alert to be sent throughout the network as a
notification of a detected intrusion.

[0004] Other existing forms of IDS focus monitoring on an
entire network segment rather than on individual hosts. Such
network-based 1ntrusion detection systems (NIDS) are typi-
cally installed as physical devices positioned at locations
within the network where they can monaitor all network traffic
entering and exiting the network segment. For example, a
NIDS sensor 1s often implemented as a physical NIDS device
140 placed just behind a firewall 160 protecting a network
segment 100, as illustrated in FI1G. 1, such that all traffic going
in and out of the network segment must pass through and be
scanned by the NIDS. The NIDS typically operates at the
lower layers of the protocol stack to watch for suspicious
network traflic patterns such as connection attempts to known
frequently attacked ports, anomalous combinations 1n packet
headers, and known attack signature patterns in unencrypted
packets.

Jul. 14, 2011

[0005] In addition to intrusion detection, some network
security systems also incorporate intrusion protection sys-
tems (IPS) which are capable of reacting to detected security
breaches to protect the network. For example, a network-
based IPS could drop suspicious unencrypted packets or
block a suspected intruder from communicating with the
network. A host-based IPS could prevent unauthorized
changes to files or code residing on the host system, and could
deny access to the host by suspicious users or applications.

SUMMARY

[0006] Network intrusion detection may be achieved
through multi-level distributed processing of network traffic.
Distributed correlation may be used to relate events at differ-
ent hosts to detect an 1ntrusion.

[0007] In a first level, network traffic for individual hosts
may be processed to detect suspicious network traffic and/or
network interaction behavior. This processing may include
correlating network traffic received at a host to known pat-
terns of network traffic that are indicative of any of one or
more types of intrusion attempts. Such known patterns may
be mndicative of any of one or more types of intrusion attempts
in 1solation, or may 1ndicate network traffic patterns that may
potentially become indicative of any of one or more types of
intrusion attempts when processed at another level 1n combi-
nation with network traffic data from other hosts. Results of
the first level of processing may be indicated 1n an activity
summary, which may be shared with other hosts in the net-
work, for example as a security report with security data
indicating when potentially suspicious network traffic is
detected.

[0008] Security data may include information that allows
the security data generated based on network traffic at mul-
tiple hosts to be correlated. Such information may include
information about a nature of an intrusion attempt suspected
and/or a source of network traflic associated with the intru-
s10on attempt. Security data may include local network tratfic
data that has been summarized, for example through filtering,
aggregating, or otherwise reducing 1 volume the raw net-
work traific data monitored locally at the host. Security data
may also include data dertved from the local context of a host;
for example, local context data may include information
related to hardware and/or software installed on the host,
tasks being executed by the host at the time of the suspected
intrusion attempt, recent potentially suspicious activity
occurring previous to the suspected intrusion attempt, and/or
any other potentially relevant local context data from the host.
[0009] The security data generated by a single host may
indicate a low level of certainty about a possible network
intrusion attempt. A low level of certainty may represent a
possibility that an 1ntrusion attempt 1s being made, but need
not necessarily indicate complete certainty of an intrusion
attempt. For example, in some embodiments security data
may include information about local network interactions
that may not be mherently suspicious 1n 1solation, but may
potentially arouse suspicion when correlated with network
interactions at multiple hosts. Thus, security data generated
by only a single host may not provide a reliable prediction of
whether an 1ntrusion attempt has in fact occurred until it has
been viewed 1n the context of data from other hosts.

[0010] An intermediate level of certainty may be gained at
another level by processing security data to correlate activity
on one host with activity on other hosts. For example, an
increased level of certainty about a possible intrusion attempt
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may result from correlation of similar or connected events at
multiple hosts. An increased level of certainty may also result
because observations of multiple hosts may be trusted more
than observations of a single host, which could potentially be
compromised by an attacker.

[0011] As a result of such intermediate-level processing, a
security concern may be generated. A security concern may
indicate a higher level of certainty than 1s associated with
security data 1n an activity summary from a single host, or
may indicate an intrusion attempt characterized by a pattern
ol network traffic detected through activity on multiple hosts.
Security concerns may also be communicated through secu-
rity reports and used 1n processing elsewhere 1n the system.
[0012] At a further level, security concerns based on net-
work traffic at multiple hosts may be processed to indicate
whether a network intrusion attempt 1s detected. The process-
ing, for example, may be based on a threshold number, per-
centage or other weighted combination of hosts indicating a
security concern about a same suspected 1ntrusion, a suspi-
cious sequence and/or pattern of events across multiple hosts,
or other predefined criteria relating to security data from
multiple hosts. For example, security concerns may be
weilghted based on a level of certainty associated with each
security concern. Security concerns from different types of
hosts may also be weighted differently; for example, a secu-
rity concern from a trusted server may carry greater weight
than a security concern from another type of host. Additional
relevant data from various hosts may also be queried and
processed, 1n response to and in addition to the security con-
cerns from multiple hosts. An intrusion attempt detected from
a combination of security concerns and/or other relevant data
may then be indicated through any suitable executable action,
such as a report to an administrator or automatically restrict-
ing network access for a host determined to be a source of the
intrusion attempt.

[0013] Processing to detect an intrusion attempt may be
performed 1n any suitable machine or machines, such as a
computer or computers. In some embodiments, each host
may perform processing on security reports received from
other hosts. A host may generate security data based on 1ts
own network traffic 1n combination with security data in
activity summaries and/or security concerns generated based
on network traific from other hosts. Likewise, each host may
generate security concerns based on 1ts own security data
and/or network traific 1n combination with security data 1n
activity summaries and/or security concerns generated based
on network traific from other hosts. Though, 1n some embodi-
ments, some of the processing may be performed 1n a cen-
tralized server or device. For example, a trusted server (e.g., a
server considered more secure or otherwise more trustworthy
than other hosts) may be designated to perform the ultimate
detection of security threats based on combined activity sum-
maries, security concerns and/or other relevant data from
multiple hosts.

[0014] The foregoing 1s a non-limiting summary of the
invention, which 1s defined by the attached claims.

BRIEF DESCRIPTION OF DRAWINGS

[0015] The accompanying drawings are not intended to be
drawn to scale. In the drawings, each identical or nearly
identical component that 1s illustrated 1n various figures 1s
represented by a like numeral. For purposes of clarity, not
every component may be labeled 1n every drawing. In the
drawings:
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[0016] FIG. 11sa block diagram 1llustrating a conventional
network intrusion detection system implementation for a
simple network segment;

[0017] FIG. 2 1s a block diagram 1illustrating an exemplary
enterprise network environment 1 accordance with some
embodiments of the present invention;

[0018] FIG. 3 1s a block diagram illustrating operation of a
network intrusion detection system with distributed correla-
tion 1n accordance with some embodiments of the present
imnvention;

[0019] FIG. 4 1s a flowchart illustrating a method of opera-
tion of a network 1ntrusion detection system with distributed
correlation 1n accordance with some embodiments of the
present invention;

[0020] FIG. 5 1s a flowchart 1llustrating a method of gener-
ating a security report at a host in accordance with some
embodiments of the present invention;

[0021] FIG. 6 1s a block diagram 1illustrating an exemplary
security report 1n accordance with some embodiments of the
present invention; and

[0022] FIG. 7 1s a block diagram of a host computing sys-
tem 1n accordance with some embodiments of the present
invention.

DETAILED DESCRIPTION

[0023] Applicants have recognized and appreciated that in
many situations conventional intrusion detection systems are
inadequately equipped to provide comprehensive monitoring
in the face of ongoing evolution of computing and networking
technologies. For example, as networked environments
become increasingly larger and more complex, incorporating
larger numbers and different types of interconnected devices,
it becomes increasingly difficult for conventional IDS to
clfectively monitor all avenues for potential security breaches
to the network.

[0024] In conventional host-based IDS, a sensor on a host
machine can scan only the traific recerved at and sent from
that particular host. If the network segment to be monitored
includes some unmanaged hosts, such as printers, network
devices such as routers, or devices brought to the office from
users’ homes, on which sensors have not been installed, those
machines are unmonitored and unprotected by a conventional
HIDS. Even 1f a network includes only managed hosts, the
combined efforts of the conventional HIDS sensors may not
be able to collect enough 1information to detect a potential
intrusion, especially 1n a large network environment.

[0025] Events that would be suspicious in combination
with similar or connected events at other hosts 1n the network
may not appear suspicious 1n 1solation at an individual host.
For example, 1n a network port scan attack, an intruder may
attempt to make a connection to a specific Transmission Con-
trol Protocol (TCP) port (for example, a Structured Query
Language (SQL) port) within the network by scanning mul-
tiple hosts for a listening port. If the number of hosts 1n the
network 1s large, the mtruder can make many access attempts
on the network as a whole while only making a few attempts
on each mndividual host. Lacking knowledge of the combined
attempts on other hosts 1n the network, a conventional HIDS
sensor may not detect suificient suspicious activity based on
the few failed connection attempts at 1ts individual host to
generate an intrusion alert.

[0026] Some existing HIDS implementations have a cen-
tral device or agent to collect data from multiple host-based
sensors 1n order to detect network-wide intrusion attempts
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such as port scans. In such implementations, each host-based
sensor sends all of 1ts raw threat momitoring data to the central
device, rather than generating an alert by performing local
analysis at the host to determine whether a threshold level of
suspicion 1s crossed. The central device analyzes the raw data
from all of the host sensors 1n the network to detect distributed
attacks such as network scans. However, such implementa-
tions are oiten impractical, as sending raw data from multiple
sensors 1o a central device can tlood the network and over-
whelm the central processing device or agent, reducing avail-
able bandwidth for other communications. Furthermore, 1f an
intrusion has occurred and a host has become compromised,
the host controlled by the intruder may send spurious or
misleading data about 1ts own system or about traific from
other machines to the analysis device, corrupting the 1ntru-
s1on detection process.

[0027] Applicants have recognized and appreciated that
conventional network-based IDS also fall short of providing
comprehensive security monitoring in increasingly complex
network environments. For example, a physical NIDS device

140 placed just behind the main firewall 160 of a network
segment sees only the unencrypted network traific going
through that device. In the configuration of FIG. 1, the NIDS
device 140 can scan traflic going to and from the internet 180,
but does not have access to traific communicated between
hosts internal to the network segment 100. Detection of unau-
thorized use of any host within the network could require
physical deployment of NIDS sensors at each network con-
nection to a host; this 1s often physically and commercially
infeasible 1 large networks. Furthermore, physical NIDS
devices can be costly to license, manage and maintain, and the
cost of the system increases with the number of deployments
needed.

[0028] Increasingly, networking technology advances lead
to enterprise network inirastructure that makes 1t impractical
tor NIDS devices to be placed at central access points through
which all network tratfic will flow. For example, FI1G. 2 illus-
trates an enterprise network 200 i which multiple host
machines (which may be any of various known types of
clectronic and/or computing machines) are interconnected
through any of various combinations of wired technologies,
wireless technologies, and the like. In networks supporting,
wireless communications, any device can potentially connect
with any other device without sending traffic through a physi-
cal access point. Such connections render a physical NIDS
device incapable of monitoring all network traffic within the
enterprise environment.

[0029] Monitoring traific from all hosts 1n the enterprise
becomes increasingly important with the growth of mobile
computing and pervasive encryption. Modern global enter-
prises may have users connecting to the network from hosts
220 at remote locations around the world through their own
local internet service providers. These users may be allowed
access to the enterprise network 200 through edge firewall
240. Increasingly, enterprise environments may include vir-
tual networks connecting multiple remote hosts 220 scattered
across the internet, for which monitoring of potentially innu-
merable network connections 1s not feasible. Some users may
also bring 1 to the enterprise network 200 their personal
computers, which can be considered unmanaged hosts 280
which possibly lack some security technologies 1nstalled on
other hosts 1n the enterprise network. In addition, the advent
of virtual machines 260 gives rise to tratfic and interactions
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between different virtual machines within a single physical
machine’s operating system, which cannot be monitored by
an external physical NIDS.

[0030] Another problem facing NIDS devices 1s encryption
ol network tratfic, for example under protocols such as IPSec
(Internet Protocol Security). Because conventional NIDS
operate on network layers, they are unable to scan encrypted
data packets, which are only decrypted at the destination host.
Conventional NIDS also lack the ability to determine whether
a detected intrusion attempt has succeeded; without access to
local data at a host, conventional NIDS may not be able to
detect whether the host has 1n fact been compromised. Solu-
tions to these and other shortcomings of conventional IDS
implementations are provided by Applicants’ contributions of
systems and methods for network intrusion detection with
distributed correlation.

[0031] A network intrusion detection system with distrib-
uted correlation 1 accordance with some embodiments of the
present invention may include multiple host agents, each
installed on a host machine (hereatter “host”) belonging to an
enterprise network. Hosts may be any suitable computing
machine or device. In the example of FIG. 1, hosts are 1llus-
trated as personal computer 105, office workstation 110,
server 115, remote computer 220 connected to enterprise
network 200 from a remote physical location through the
internet, edge firewall 240, and virtual machines 260. In some
embodiments, multiple virtual machines within a single
physical operating system may each be installed with a host
agent and therefore act as multiple hosts within the same
computing device. For example, each virtual machine and the
hardware that supports 1t may function as an individual host
machine installed with a host agent, even if portions of the
same hardware support one or more other virtual machines
(1.e., one or more other hosts) within the same physical oper-
ating system. Each host may be connected to the enterprise
network 200 via any of various wired and/or wireless con-
nections.

[0032] Eachhost agent may have a sensing capacity (1.e., to
generate data relevant to potentially suspicious activity 1n
connection with the host) and an analysis capacity (i.e., to
correlate data from multiple hosts to reach various determi-
nations regarding the detection of a security threat to the
network as a whole). The multiple hosts within the enterprise
network may share and distribute, through their host agents,
both sensing and analysis of data related to network security
threats, obviating the need for a separate physical device to
implement network intrusion detection. This distribution of
sensing and analysis may be achieved through each host
sharing with other hosts partially processed or summarized
data relating to its own sensing and analysis of network
threats. Each host may then make further analysis based on its
sensing as well as on the sensing and analysis performed by
other hosts.

[0033] Distribution of IDS sensing and analysis among
existing hosts within the enterprise network can reduce the
cost of providing security monitoring and protection to the
network, through removing costs associated with istallation
and/or maintenance ol a dedicated physical IDS device.
Installation of a host agent on each managed host may be
accomplished through less costly software and/or hardware
implementations, and may also advantageously utilize the
host’s existing security technologies for data gathering pur-
poses. Such existing security technologies may include, but
are not limited to, anti-malware software, anti-virus software,
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heuristics/behavior monitoring, conventional HIDS sensors,
firewalls, and the like. Host agents may also gather data from
non-security-related technologies residing on the host sys-
tem, such as network stacks or performance monitors.

[0034] Distributed sensing and analysis 1n accordance with
some embodiments of the present invention can also allow
distributed network-based security threats to be detected
while maintaining the local context provided by each 1ndi-
vidual host. For example, each host agent installed on a host
can monitor internal files and processes 1n addition to network
traffic recerved at and sent from that host. If the network traffic
1s encrypted, for example under IPSec, the local host agent
may scan the data when 1t 1s decrypted at the host. Network
traffic may be monitored locally by each host agent, and
security data including local context data may be shared
among multiple host agents, allowing relevant local contex-
tual information from individual hosts to be used 1n network-

wide 1intrusion detection.

[0035] Sharing data among multiple host agents may allow
distributed attacks such as network scans to be detected
through combined sensing and analysis activities of multiple
host agents. For example, although a few failed connection
attempts at a single host may not be enough to indicate with
certainty that a security threat is present, correlation of failed
connection attempts at multiple hosts may increase the cer-
tainty with which the system can detect the security threat. As
hosts detect such connection attempts, they may summarize
the connection attempts 1 an activity summary and share
such an activity summary with other hosts, for example in the
form of a security report. A host recerving such activity sum-
maries can generate further security reports, combining its
analysis of sensed network activity with the analysis per-
tormed by other hosts and reflected 1n the recerved security
reports.

[0036] Theanalysis capability of each hostagentmay allow
local correlations to be performed at individual hosts, to mini-
mize network tratfic that would result from large amounts of
raw data being sent to a central processing device. Host agents
may monitor and analyze local raw data to identily potentially
suspicious activity or to generate data that could be indicative
of suspicious activity 1n combination with data from other
hosts, and may send only summarized data, for example in the
form of security reports, to other hosts in the enterprise net-
work. The summarized data may have been filtered, aggre-
gated, summarized, or otherwise reduced 1n volume from the
local raw data monitored at the host. Host agents may also
perform correlations of the data in security reports from other
hosts with data from their own hosts, and may generate fur-
ther security reports if the results of correlation increase the
certainty with which a security threat 1s suspected. Local data
at a host that may be correlated with data 1n security reports
from other hosts may include, but are not limited to, informa-
tion regarding local network traffic, ports available on the
host, applications installed on the host, tasks currently being
performed by the host, recent malware detections, and miss-
ing patches.

[0037] Intrusion detection based on combined analysis by
multiple host agents also may prevent the detection process
from becoming corrupted or subverted by misleading infor-
mation from a compromised host. For example, some
embodiments may require security reports from multiple host
agents to i1dentily a suspected source ol a security threat
betfore determining that the security threat 1s 1n fact detected.
IT security reports from multiple host agents 1dentily a par-

e
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ticular host as potentially compromised, security data sent
from that host may be treated differently from security data
from other hosts, or may be removed from consideration
during the intrusion detection process. In addition, security
data from different types of hosts may be treated with differ-
ent degrees of trust; for example, security data from a trusted

server may carry more weight than security data from other
types of hosts.

[0038] Insome embodiments, host agents may be installed
on many different types of hosts within an enterprise network
environment, including virtual machines and machines with
wireless network connections. These host agents may be used
to monitor network traffic and local data 1n locations at which
deployment of conventional physical NIDS devices would be
difficult. The distributed sensing and correlation of host
agents on multiple varieties of hosts may enable detection of
intrusion attempts focused on specific vulnerabilities of dii-
ferent types of connections between hosts, such as ease of
accessibility in wireless networking, or operating system vul-
nerabilities offering inroads to the internal resources of vir-

—

tual machines. Traific to and from unmanaged hosts may also
be 1included in the distributed correlations performed by mul-
tiple cooperating host agents.

[0039] FIG. 3 illustrates an exemplary scenario in an enter-
prise network in which a network intrusion detection system
with distributed correlation may operate in accordance with
some embodiments of the present disclosure. In general, an
enterprise network may include any number of hosts of vari-
ous types and constructions known 1n the art, such as com-
puters, servers, network devices, and virtual machines. In a
particular example, the enterprise network environment of
FI1G. 3 includes hosts 300, 310, 320, 340 and 360, which are
connected to enterprise network 200 via any of various com-
binations of wired and/or wireless connections. Each host
300, 310, 320, 340 and 360 may be 1nstalled with an agent to
perform network intrusion with distributed correlation in
combination with agents installed on other hosts 1n the net-
work environment. Also represented in FIG. 3 1s an attacker
380 attempting to gain unauthorized access to enterprise net-
work 200. For example, attacker 380 may perform a port scan,

attempting to make a connection to an SQL port at each of
hosts 310, 320 and 340.

[0040] FEach of the host agents may be programmed to
continuously monitor network traffic and/or interaction
behavior at 1ts corresponding host. Each host agent may peri-
odically, or in response to detection of potentially suspicious
activity, transmit local security data (e.g., 1n an activity sum-
mary in the form of a security report) to other hosts 1n the
enterprise network. The security data may include summa-
rized information about local network interactions that may
be usetul 1n correlation with data from other hosts to evaluate
potential security threats to the network. Summarized infor-
mation may be filtered, aggregated, or otherwise reduced in
volume from the raw network tratfic data local to the host. For
example, host 310 may, in response to detecting a failed
connection attempt from attacker 380, generate an activity
summary including security data such as a source (e.g., the IP
address of attacker 380) and/or a type (e.g., an attempted
connection to an SQL port) of potentially suspicious network
activity. The security report may also include relevant context
data local to the host (e.g., information that host 310 1s not 1n
fact an SQL server). In 1solation, the network activity ident-
fied by host 310’s activity summary (e.g., a single failed
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connection attempt to an SQL port) may not be cause for
suspicion; however, 1t may prove suspicious in combination
with data from other hosts.

[0041] Host 310 may transmit an activity summary to one
or more other hosts. In this example, host 310 may transmit an
activity summary to each of hosts 300, 320, 340 and 360 1n the
enterprise network. In response to receiving the activity sum-
mary, the host agents installed on each of hosts 300, 320, 340
and 360 may correlate the security data 1n the activity sum-
mary with network traffic and/or other data local to their
corresponding hosts to evaluate the potential security threat.
For example, host 360 may find little correlation between the
events reported by host 310, events local to host 360 and
known security threat patterns, because attacker 380 did not
make a connection attempt on host 360. However, host agents
on hosts 320 and 340 may each correlate the events reported
by host 310 with events local to their own hosts to discover
that attacker 380 has made similar connection attempts to
multiple hosts, which 1n combination are suspicious. Having,
detected a correlation above some threshold, each of hosts
320 and 340 may then generate security concern messages
indicating with greater certainty the source, type and/or con-
text data related to the intrusion attempt. The security concern
messages generated at this level may be 1n any suitable form.
In some embodiments, security concerns may be in the form
of security reports that may be shared with other hosts for use
in correlating with other data to evaluate potentially suspi-
cious network activity.

[0042] In some embodiments, security concerns (repre-
senting an intermediate level of certainty about a suspected
security threat based on data from two or more hosts) may be
shared among the multiple hosts of the enterprise network 1n
a similar fashion to the original activity summaries (repre-
senting a low level of certainty based on data from a single
host). Each host may further correlate security data received
in security concerns from other hosts with local data to
increase the level of certainty regarding the potential security
threat. Each host may also request relevant raw data from
other hosts for use 1n correlation. If 1t 1s suspected that one of
the hosts has been compromised (for example, 11 attacker 380
has gained access to host 310), data from that host may be
treated differently than data from other hosts. For example,
potentially compromised data from host 310 may be removed
from further consideration in determining information about
a security threat, or the data may be particularly investigated
to determine an 1mitial source of suspicious behavior.

[0043] When the certainty about a particular security threat
(e.g., based on a weighted combination of security concern
data from multiple hosts) 1s increased to a certain level, one or
more of the hosts may indicate that the security threat 1s
detected, for example by generating and transmitting a secu-
rity assessment message through the enterprise network. A
suificient level of certainty for generating a security assess-
ment may be indicated by any suitable criteria. For example,
a sullicient level of certainty may be indicated by a threshold
number, percentage or other weighted combination of hosts
indicating a security concern about a same suspected 1ntru-
s10n, a suspicious sequence and/or pattern of events across
multiple hosts, or other predefined critena relating to security
data from multiple hosts.

[0044] A security assessment generated at this level may be
in any suitable form. In some embodiments, security assess-
ments may be 1n the form of security reports including secu-
rity data related to the detected security threat. The security
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data 1n the security assessment may include various informa-
tion about the detected security threat, such as a source, type,
severity (damage potential) and fidelity (confidence 1n the
detection) of the detected threat. In response to the security
assessment, IPS measures may be enacted to address the
security threat, for example by denying attacker 380 turther
access to the network.

[0045] In other embodiments, processing of security con-
cerns to generate security assessments may be performed by
a particular dedicated machine or device, such as trusted
server 300. In such embodiments, individual hosts may gen-
erate activity summaries and security concerns, and transmit
them to trusted server 300 for further processing. For
example, 1 response to receiving the activity summary from
host 310 1dentifying a failed SQL connection attempt from
attacker 380, hosts 320 and 340 may correlate the security
data from host 310 with their own local data to generate
security concerns. Trusted server 300 may receive the original
activity summary from host 310 as well as the security con-
cerns from hosts 320 and 340. In response, trusted server 300
may request relevant raw data from any of hosts 310,320, 340
and 360 regarding the potential security threat. If 1t 1s sus-
pected that one of the hosts has been compromised, data from
that host may be treated differently than data from other hosts,
as described above. For example, potentially compromised
data may be removed from further consideration 1n determin-
ing mformation about a security threat, or the data may be
particularly mvestigated to determine an iitial source of
suspicious behavior. Trusted server 300 may then perform a
deeper correlation of the security data recerved from all of the
hosts to determine 11 a security threat 1s 1n fact detected. If the
security threat 1s detected, trusted server 300 may generate a
security assessment indicating the detected security threat, 1ts
source, type, severity and fidelity.

[0046] FIG. 4 illustrates an exemplary method 400 of per-
forming network 1ntrusion detection with distributed correla-
tion 1n accordance with some embodiments of the present
invention. Method 400 begins at act 405, at which host 310
continuously monitors network tratfic local to host 310 (i.e.,
through actions of a host agent 1nstalled on host 310). At act
425, host 310 may determine whether any potentially suspi-
cious trallic patterns are detected within the network traffic
monitored at act 405. Potentially suspicious traific patterns
may include traflic patterns known to be indicative of likely
security threats, and may also include traffic patterns that
could potentially indicate likely security threats when com-
bined at a further act with traffic patterns at other hosts. An
exemplary method of detecting potentially suspicious net-
work traffic will be described below with reference to FIG. S.
IT 1t 1s determined at act 425 that potentially suspicious net-
work traffic exists, host 310 may generate an activity sum-
mary, for example in the form of a security report, at act 435.
The activity summary may contain information about the
potentially suspicious network traific detected, for example
indicating a source and/or type of potentially suspicious trai-
fic, 1n addition to local context data from host 310. At act 440,
host 310 may transmit the activity summary to other hosts in
the enterprise network, for example including host 320 and
trusted server 300.

[0047] Inresponse to receiving the activity summary from
host 310, host 320 may correlate security data from the activ-
ity summary with 1ts own network traific data at act 445. At
act 450, host 320 may determine whether a level of certainty
about the suspected security threat 1s increased based on the
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correlation 1 act 445, If the threat 1s suspected within
increased certainty based on the correlation, host 320 may
generate a security concern message, and may transmit the
security concern message to trusted server 300 at act 455, The
security concern may also be 1n the form of a security report,
including information identitying a source, type and/or local
context data related to the suspected security threat.

[0048] In response to receiving the original activity sum-
mary from host 310 at act 440 and the security concern from
host 320 at act 445, trusted server 300 may prepare for further
processing by requesting a subset of raw data relevant to the
suspected security threat from hosts 310 and 320 atact 460. In
response to the request from trusted server 300, hosts 310 and
320 may transmit the requested data to trusted server 300 at
act 465. At act 470, trusted server 300 may correlate data
received from hosts 310 and 320 at act 465 with security data
received 1n the security concern at act 4535 and security data
received 1n the activity summary at act 440. Various data
received from various sources may be weighted and/or
treated differently in such correlation. For example, security
data recerved 1n security concerns may be weighted based on
a level of certainty associated with each security concem.
Security data and/or relevant raw data from different types of
hosts may also be weighted and/or treated ditferently; for
example, security data from a server may carry greater weight
than security data from other types of hosts. Security data
from a suspected compromised host may be particularly
ivestigated or removed Irom consideration in various
embodiments.

[0049] Based on results of this deeper correlation, trusted
server 300 may make a determination at act 480 as to whether
the security threat to the network 1s 1 fact detected. If 1t 1s
determined that the threat 1s detected, trusted server 300 may
indicate this determination through generating a security
assessment message at act 490. The security assessment may
also be 1n the form of a security report that may be transmitted
throughout the enterprise network, and may include such
information as a source, type, severity and fidelity of the
detected security threat. In response to the security assess-
ment, IPS measures may be enacted within the enterprise
network to protect 1t from the source of the security threat.

[0050] At any level, correlation of raw network traific data
local to a host with known secunity threat patterns and/or
security data received from other hosts may include any suit-
able form ol comparison of the network traffic data and/or
security data with known threat patterns, for example stored
in a memory of the host. Results of such comparison may
indicate a likelthood that a current network tratfic pattern,
either 1n 1solation or potentially in combination with network
traific patterns at other hosts, 1s indicative of a network intru-
sion attempt. Known threat patterns may include patterns
characteristic of previous known intrusion attempts to the
enterprise network or to other computing systems. As new
forms of intrusion attempts are detected, new known threat
patterns may be discovered and added to the patterns stored at
a host and/or central device, for use 1n future correlations to

detect future intrusion attempts.

[0051] Although exemplary embodiments have been
described in which a central device (e.g., trusted server 300)
may perform processing of security concerns and generating,
ol security assessments, 1t should be appreciated that in some
embodiments such acts may be performed by one or more
other hosts (e.g., hosts 310, 320, 340, 360, or any other host

installed with a host agent within the enterprise network). In
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some embodiments, a host may generate 1ts own activity
summaries and/or security concerns, and may also process
activity summaries and/or security concerns from other hosts.
In some embodiments, security concerns may be generated
based on processing of data received in other security con-
cerns and/or activity summaries from other hosts.

[0052] FIG. Sillustrates an exemplary method 500 of oper-
ating a host 1n which an 1nitial activity summary 1s generated
at a host 1n accordance with some embodiments of the present
disclosure. Method 500 begins at act 410, at which an 1ndi-
vidual host, for example host 310, continually scans network
traffic recerved at and sent by the host 310. At act 415, host
310 may compare the scanned network traific with known
patterns ol security threats. Known security threat patterns
may be stored, for example, in a memory of host 310, for use
in detecting new security threats to an enterprise network. At
act 420, host 310 may determine whether scanned network
traffic matches any known threat patterns. A match to aknown
threat pattern may indicate a likelithood, based on the known
threat pattern, that the current network trailic pattern in 1so-
lation 1s indicative of a network intrusion attempt, or that the
current network traffic pattern may potentially become
indicative of a network intrusion attempt when processed at
another level 1n combination with network traffic data from
other hosts. A match to a known threat pattern need not
necessarily indicate that the current traffic pattern 1s 1dentical
to a known threat pattern. For example, a match to a known
threat pattern may be indicated by any appropriate level of
similarity, based on any suitable measure of similarity,
between a current traffic pattern and a known threat pattern.
Known threat patterns may 1dentily, for example, local net-
work traffic patterns known to be associated with suspicious
activity, even when observed in 1solation at a single host.
Known threat patterns may also 1dentity local network tratfic
patterns that may not appear suspicious 1n 1solation, but are
known to have the potential to become suspicious when com-
bined with certain patterns at other hosts.

[0053] Ifamatchtoaknown threat pattern is detected, host
310 may proceed to identily information relating to the poten-
tial threat. For example, at act 430, host 310 may process
recent network traflic to identify a type of potentially suspi-
cious traific detected and a source of the potentially suspi-
cious traffic. At act 435, host 310 may generate an activity
summary, for example in the form of a security report, includ-
ing the information identifying the potential security threat to
the enterprise network. The activity summary may indicate a
low level of certainty about the potential security threat based
on the local data of the individual host 310. At act 440, host
310 may transmit the activity summary generated in act 435
to other hosts within the enterprise network, such that the
security data contained 1n the activity summary can be corre-
lated with data from other hosts. Results of correlation at
other hosts may increase the level of certainty with which the
potential security threat may be evaluated.

[0054] Activity summaries, security concerns and security
assessments may each be generated and/or transmitted 1n any
suitable form. In some embodiments, activity summaries,
security concerns and/or security assessments may be in the
form of security reports including security data. FI1G. 6 1llus-
trates an exemplary structure of a security report 1 accor-
dance with some embodiments of the present disclosure.
Security report 600 may include security data pertaining to
any number of detections of potentially suspicious network
interaction events, e.g., events 610, 620 and 630. Each event
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may represent, for example, a single network connection or
interaction, or a grouping of any number of related connec-
tions or interactions. For each event, security report 600 may
include one or more fields containing summarized informa-
tion useful for correlating the event to events on other hosts.
For example, security report 600 may include fields 640 con-
taining information related to a type of potentially suspicious
network tratfic. Security report 600 may also include fields
650 containing information related to a source of potentially
suspicious network tratfic (e.g., a source IP address or other
identifying information). In addition, security report 600 may
include fields 660 containing local context data related to the
network event. For example, context data may include infor-
mation related to hardware and/or software installed on the
host generating security report 600, tasks being executed by
the host at the time the potentially suspicious network event
occurred, recent potentially suspicious activity occurring pre-
vious to the current event, and/or any other potentially rel-
evant local context data from the host.

[0055] As discussed above, activity summaries, security
concerns and/or security assessments may be generated in the
form of security reports. Security reports representing secu-
rity concerns and/or security assessments may nclude secu-
rity data pertaining to one or more event types related to
combined processing of security data from other hosts. Secu-
rity reports may include any number, form and content of data
fields and/or elements that may be useful 1n correlating events
and/or observations from multiple hosts for network intrusion
detection. Security reports may be transmitted and/or shared
among any suitable host machines and/or devices associated
with an enterprise network, and may be stored on any suitable
host machines and/or devices, for example on one or more
computer-readable media.

[0056] Various inventive aspects described herein can be
used with any of one or more computers and/or devices each
having one or more processors that may be programmed to
take any of the actions described above for detecting network
intrusion. For example, any host machine or server 1n accor-
dance with the present disclosure may be implemented 1n
some embodiments as one or more computers. FIG. 7 shows,
schematically, an 1llustrative computer 1000 on which vari-
ous 1ventive aspects of the present disclosure may be imple-
mented. The computer 1000 includes a processor or process-
ing unit 1001 and a memory 1002 that may include volatile
and/or non-volatile memory. The computer 1000 may also
include storage 1005 (e.g., one or more disk drives) 1n addi-
tion to the system memory 1002. The memory 1002 may store
one or more 1structions to program the processing unit 1001
to perform any of the functions described herein. The storage
1005 may be used to store any data useful 1n performing any
of the functions described herein, such as network trattic data
monitored by a host agent, known threat patterns to which the
network tratfic data may be compared, and metadata pertain-
ing to such information as how/when network tratfic data was
collected, relations between network tratfic data and threat
patterns, and/or other data about the network traffic data. One
or more executable files for implementing a host agent for
network intrusion detection with distributed correlation in
accordance with some embodiments of the present disclosure
may also be included 1n storage 1005.

[0057] The computer 1000 may have one or more 1put
devices and/or output devices, such as devices 1006 and 1007
illustrated 1n FIG. 7. These devices can be used, among other
things, to present a user interface. Examples of output devices
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that can be used to provide a user interface include printers or
display screens for visual presentation of output and speakers
or other sound generating devices for audible presentation of
output. Examples of input devices that can be used for a user
interface include keyboards, and pointing devices, such as
mice, touch pads, and digitizing tablets. As another example,
a computer may receive mput information through speech
recognition or 1n other audible format.

[0058] As shown in FIG. 7, the computer 1000 may also
comprise one or more network interfaces (e.g., the network
interface 1010) to enable communication via various net-
works (e.g., the network 1020). Examples of networks
include a local area network or a wide area network, such as
an enterprise network or the Internet. Such networks may be
based on any suitable technology and may operate according
to any suitable protocol and may include wireless networks,
wired networks or fiber optic networks.

[0059] Having thus described several aspects of at least one
embodiment of this invention, 1t 1s to be appreciated that
various alterations, modifications, and improvements will
readily occur to those skilled 1n the art.

[0060] Such alterations, modifications, and improvements
are intended to be part of this disclosure, and are intended to
be within the spirit and scope of the mnvention. Accordingly,
the foregoing description and drawings are by way of
example only.

[0061] The above-described embodiments of the present
invention can be implemented in any of numerous ways. For
example, the embodiments may be implemented using hard-
ware, soltware or a combination thereof. When implemented
in soltware, the software code can be executed on any suitable
processor or collection of processors, whether provided 1n a
single computer or distributed among multiple computers.

[0062] Further, it should be appreciated that a computer
may be embodied 1n any of a number of forms, such as a
rack-mounted computer, a desktop computer, a laptop com-
puter, a tablet computer, or an embedded system. Addition-
ally, a computer may be embedded 1n a device not generally
regarded as a computer but with suitable processing capabili-
ties, including a Personal Digital Assistant (PDA), a smart
phone or any other suitable portable or fixed electronic
device.

[0063] Also, a computer may have one or more input and
output devices. These devices can be used, among other
things, to present a user imnterface. Examples of output devices
that can be used to provide a user mterface include printers or
display screens for visual presentation of output and speakers
or other sound generating devices for audible presentation of
output. Examples of input devices that can be used for a user
interface include keyboards, and pointing devices, such as
mice, touch pads, and digitizing tablets. As another example,
a computer may receive mput information through speech
recognition or 1n other audible format.

[0064] Such computers may be interconnected by one or
more networks 1n any suitable form, including as a local area
network or a wide area network, such as an enterprise network
or the Internet. Such networks may be based on any suitable
technology and may operate according to any suitable proto-
col and may include wireless networks, wired networks or
fiber optic networks.

[0065] Also, the various methods or processes outlined
herein may be coded as software that 1s executable on one or
more processors that employ any one of a variety of operating
systems or platforms. Additionally, such software may be
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written using any of a number of suitable programming lan-
guages and/or programming or scripting tools, and also may
be compiled as executable machine language code or inter-

mediate code that 1s executed on a framework or wvirtual
machine.

[0066] In this respect, the invention may be embodied as a
computer readable medium (or multiple computer readable
media) (e.g., a computer memory, one or more floppy discs,

compact discs, optical discs, magnetic tapes, tlash memories,
circuit configurations 1n Field Programmable Gate Arrays or
other semiconductor devices, or other tangible computer stor-
age medium) encoded with one or more programs that, when
executed on one or more computers or other processors, per-
form methods that implement the various embodiments of the
invention discussed above. The computer readable medium
or media can be transportable, such that the program or pro-
grams stored thereon can be loaded onto one or more different
computers or other processors to implement various aspects
of the present invention as discussed above.

[0067] The terms “program” or “software” are used herein
1n a generic sense to refer to any type of computer code or set
ol computer-executable mstructions that can be employed to
program a computer or other processor to implement various
aspects of the present invention as discussed above. Addition-
ally, 1t should be appreciated that according to one aspect of
this embodiment, one or more computer programs that when
executed perform methods of the present invention need not
reside on a single computer or processor, but may be distrib-
uted mm a modular fashion amongst a number of different
computers or processors to implement various aspects of the
present invention.

[0068] Computer-executable instructions may be 1n many
forms, such as program modules, executed by one or more
computers or other devices. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement particu-
lar abstract data types. Typically the functionality of the pro-
gram modules may be combined or distributed as desired 1n
various embodiments.

[0069] Also, data structures may be stored 1n computer-
readable media 1n any suitable form. For simplicity of 1llus-
tration, data structures may be shown to have fields that are
related through location in the data structure. Such relation-
ships may likewise be achieved by assigning storage for the
ficlds with locations in a computer-readable medium that
conveys relationship between the fields. However, any suit-
able mechanism may be used to establish a relationship
between information 1n fields of a data structure, including,
through the use of pointers, tags or other mechanisms that
establish relationship between data elements.

[0070] Various aspects of the present invention may be used
alone, 1n combination, or 1 a variety of arrangements not
specifically discussed in the embodiments described in the
foregoing and 1s therefore not limited in 1ts application to the
details and arrangement of components set forth in the fore-
going description or 1llustrated in the drawings. For example,
aspects described 1 one embodiment may be combined 1n
any manner with aspects described in other embodiments.

[0071] Also, the mvention may be embodied as a method,
of which an example has been provided. The acts performed
as part of the method may be ordered 1n any suitable way.
Accordingly, embodiments may be constructed 1n which acts
are performed 1n an order different than illustrated, which
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may include performing some acts simultaneously, even
though shown as sequential acts 1n 1llustrative embodiments.
[0072] Use of ordinal terms such as “first,” “second,”
“third,” etc., 1n the claims to modify a claim element does not
by 1tsell connote any prionty, precedence, or order of one
claim element over another or the temporal order in which
acts of a method are performed, but are used merely as labels
to distinguish one claim element having a certain name from
another element having a same name (but for use of the
ordinal term) to distinguish the claim elements.

[0073] Also, the phraseology and terminology used herein
1s for the purpose of description and should not be regarded as
limiting. The use of “including,” “comprising,” or “having,”
“containing,” “mnvolving,” and variations thereof herein, 1s
meant to encompass the 1tems listed thereafter and equiva-
lents thereof as well as additional 1tems.

b Y 4

What 1s claimed 1s:

1. A method for detecting an intrusion attempt 1n a network
comprising a plurality of host machines, the method compris-
ng:

receving, at a first host machine of the plurality of host

machines, a first security report from a second host
machine of the plurality of host machines, wherein the
first security report summarizes network activity at the
second host machine;

processing, via at least one processor, at least the first

security report from the second host machine and net-
work traific at the first host machine to determine
whether a network 1ntrusion attempt 1s suspected;

i1 1t 1s determined that the network intrusion attempt 1s

suspected, generating a second security report indicat-
ing that the network intrusion attempt is suspected by the
first host machine; and

processing a plurality of security reports to determine

whether a network intrusion attempt 1s detected, the
plurality of security reports being generated by multiple
host machines of the plurality of host machines, the
plurality of security reports comprising the second secu-
rity report.

2. The method of claim 1, wherein the processing of the
plurality of security reports 1s performed by a processor of a
third host machine of the plurality of host machines.

3. The method of claim 1, wherein the processing of the
plurality of security reports 1s performed by a processor of a
server separate from the plurality of host machines.

4. The method of claim 1, wherein the first host machine 1s
connected to the network by a wireless connection.

5. The method of claim 1, wherein the first host machine 1s
a virtual machine.

6. The method of claim 1, wherein the processing at least
the first security report from the second host machine and
network traffic at the first host machine further comprises

decrypting network traffic data received at the first host
machine.

7. The method of claim 1, wherein the first security report
comprises data generated by at least one host protection tech-
nology operatively connected to the second host machine.

8. A system for detecting a security threat to a network
comprising a plurality of host machines, the system compris-
ng:

a first threat momitoring agent operatively connected to a

first host machine of the plurality of host machines, the
first threat monitoring agent being configured to:
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process data from the first host machine to generate a
first security report identifying a possible security
threat to the network, and

send the first security report to at least a second host
machine of the plurality of host machines;

a second threat momitoring agent operatively connected to
the second host machine, the second threat monitoring
agent being configured to:
receive the first security report from the first threat moni-

toring agent,

process at least the first security report from the first
threat monitoring agent and data from the second host
machine to determine whether the security threat to
the network 1s suspected, and

if 1t 1s determined that the security threat to the network
1s suspected, generate a second security report indi-
cating that the security threat to the network 1s sus-
pected by the second host machine;

and

a threat detecting agent configured to process a plurality of
security reports to determine whether a security threat to
the network 1s detected, the plurality of security reports

being obtained from multiple ones of the plurality of
host machines, and the plurality of security reports com-
prising the second security report.

9. The system of claim 8, wherein the threat detecting agent
1s operatively connected to a third host machine of the plu-
rality of host machines.

10. The system of claim 8, wherein the threat detecting
agent 1s operatively connected to a server separate from the
plurality of host machines.

11. The system of claim 8, wherein at least one of the
plurality of host machines 1s connected to the network by a
wireless connection.

12. The system of claim 8, wherein at least one of the
plurality of host machines 1s a virtual machine.

13. The system of claim 8, wherein the first threat moni-
toring agent 1s further configured to:

decrypt network traffic data received at the first host

machine; and

process at least the decrypted network tratfic data to gen-

crate the first security report.

14. The system of claim 8, wherein the threat detecting
agent 1s Turther configured to:

if 1t 1s determined that a security threat to the network 1s
detected, generate a third security report identitying the
detected security threat to the network.

15. The system of claim 14, wherein the third security
report i1dentifies at least one of a severity of the detected
security threat to the network and a fidelity of the detected

security threat to the network.
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16. At least one computer-readable storage medium
encoded with a plurality of computer-executable instructions
that, when executed, perform a method for detecting an intru-
sion attempt 1n a network comprising a plurality of host
machines, the method comprising:
processing network traffic at a first host machine of the
plurality of host machines to i1dentily network traffic
indicative of a possible network 1ntrusion attempt;

generating a {irst security report containing security data
indicating the 1dentified network tratfic;

correlating at least the 1dentified network traific with net-

work traffic indicated in first security reports recerved

from others of the plurality of host machines;
based on a result of the correlating, generating a second

security report indicating that a network intrusion
attempt 1s suspected; and

processing at least second security reports generated by
multiple ones of the plurality of host machines to deter-

mine whether a network intrusion attempt 1s detected.
17. The at least one computer-readable storage medium of

claim 16, wherein:
the security data indicating the identified network traflic
comprises an 1dentification of a source and a type of
network tratfic identified as indicative of a possible net-
work intrusion attempt; and
the correlating comprises comparing the source and type of
identified network traffic on each of a portion of the
plurality of host machines.

18. The at least one computer-readable storage medium of
claim 16, wherein the method further comprises removing
security reports received from a suspected source of the net-
work 1ntrusion attempt before processing at least second
security reports generated by multiple ones of the plurality of
host machines to determine whether the network intrusion
attempt 1s detected.

19. The at least one computer-readable storage medium of
claiam 16, wherein the processing at least second security
reports generated by multiple ones of the plurality of host
machines comprises:

correlating second security reports generated by multiple

ones of the plurality of host machines; and

determiming whether the network intrusion attempt 1s

detected based on a weighted combination of host
machines generating a second security report indicating
that a same network ntrusion attempt 1s suspected.

20. The at least one computer-readable storage medium of
claiam 16, wherein the processing at least second security
reports generated by multiple ones of the plurality of host
machines 1s performed by at least one processor of at least one
of a host machine of the plurality of host machines and a
server separate from the plurality of host machines.
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