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(57) ABSTRACT

Embodiments generally describe techniques for an integrated
circuit having a physical unclonable function (PUF).
Example integrated circuits may include an input circuit hav-
ing an iput network, a configurable delay circuit having one
or more configurable delay chains, and an output circuit hav-
ing one or more arbiters, serially coupled together. Each delay
chain may include a number of serially coupled configurable
switching-delay elements adapted to receive, configurably
propagate, and output two delayed signals. Each delay chain
may be configured using configuration signals responsively
output by the mput network 1n response to challenges pro-
vided to the mput network. The output circuit may further
include an output network to generate combined output sig-
nals based on the signals output by the arbiters. Each of the
input and/or output networks may comprise combinatorial
logic, sequential logic, or another PUF, which may be of the

same design. Other embodiments may be disclosed and
claimed.
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LIGHTWEIGHT SECURE PHYSICALLY
UNCLONABLE FUNCTIONS

BACKGROUND

[0001] Embedded systems may be under strict power, cost,
and size constraints, and therefore often employ lightweight
security protocols. Further, they may be incorporated into
mobile devices, and may be particularly vulnerable to physi-
cal attacks. Silicon physically unclonable functions (PUFs)
leverage intrinsic manufacturing variability of deep submi-
cron technology to create and provide single cycle, low-
power and low-area security mechanisms. Since each PUF
may be unique, two PUFs with the same basic design that
receive the same challenge input may produce different
responses. Thus, PUFs may be relatively effective at perform-
ing traditional security tasks such as authentication, digital
rights management tasks related to FPGA security, remote
enabling and disabling, and proof of software execution on a
certain processor.

[0002] PUFs made of a single delay path constructed of a
series of two-input/two-output switches may be potentially
predictable, susceptible to induced operational conditions,
and/or may be easily reverse-engineered. Attempts to fix
these 1ssues have included adding feed-forward arbiters to the
PUF structures 1n order to imntroduce non-linear properties to
PUF behavior. Other attempts to fix these 1ssues have
included adding interface hash-functions to the PUF struc-
tures. But these attempts may be considered to have limited
clfectiveness. In particular, hash functions may take up sig-
nificant chip space and may introduce latency. Also, PUFs
with non-linearity from the use of feed-forward arbiters may
still be considered 1nsecure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Subject matter 1s particularly pointed out and dis-
tinctly claimed 1n the concluding portion of the specification.
The foregoing and other features of the present disclosure will
become more fully apparent from the following description
and appended claims, taken 1n conjunction with the accom-
panying drawings. Understanding that these drawings depict
only several embodiments 1n accordance with the disclosure
and are, therefore, not to be considered limiting of 1ts scope,
the disclosure will be described with additional spemﬁcr[y

and detail through use of the accompanying drawings, in
which:

[0004] FIG. 1 illustrates selected aspects of a PUF having
an mmput network of an mnput circuit, a configurable delay
chain of a delay circuit and an arbiter of an output circuit 1n
accordance with various embodiments of the present disclo-
Sure;

[0005] FIG. 21llustrates an input network of an input circuit
having an exclusive-or network according to various embodi-
ments of the present disclosure;

[0006] FIG. 31llustrates a PUF, having an input circuit with
an mput network, a configurable delay circuit with multiple
rows ol configurable delay chains, and an output circuit with
arbiters and an output network in accordance with various
embodiments of the present disclosure;

[0007] FIG. 4 1llustrates the provision of shared challenge
bits to two configurable delay chains 1n a different order in
accordance with various embodiments of the present disclo-
Sure;
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[0008] FIG. 5 illustrates an output network of the output
circuit 1 accordance with various embodiments of the
present disclosure; and

[0009] FIG. 61llustrates a block diagram of a system having
integrated circuits, all arranged according to various embodi-
ments of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0010] The {following description sets forth various
examples along with specific details to provide a thorough
understanding of claimed subject matter. It will be understood
by those skilled 1 the art, however, that claimed subject
matter may be practiced without some or more of the specific
details disclosed herein. Further, in some circumstances,
well-known methods, procedures, systems, components and/
or circuits have not been described 1n detail 1n order to avoid
unnecessarily obscuring claimed subject matter. In the fol-
lowing detailed description, reference 1s made to the accom-
panying drawings, which form a part hereolf. In the drawings,
similar symbols typically identily similar components, unless
context dictates otherwise. The illustrative embodiments
described in the detailed description, drawings, and claims
are not meant to be limiting. Other embodiments may be
utilized, and other changes may be made, without departing
from the spirit or scope of the subject matter presented here.

It will be readily understood that the aspects of the present
disclosure, as generally described herein, and illustrated 1n
the Figures, can be arranged, substituted, combined, and
designed 1n a wide variety of different configurations, all of
which are explicitly contemplated and make part of this dis-
closure.

[0011] This disclosure 1s drawn, inter alia, to methods,
apparatus, and systems related to lightweight secure PUF. In
the following detailed description, reference 1s made to the
accompanying drawings which form a part hereof, and 1n
which are shown by way of illustration embodiments in
which embodiments may be practiced. It 1s to be understood
that other embodiments may be utilized and structural or
logical changes may be made without departing from the
scope ol the disclosure. Therefore, the following detailed
description 1s not to be taken 1n a limiting sense, and the scope
of embodiments 1s defined by the appended claims and their
equivalents

[0012] Embodiments of the present disclosure provide a
PUF structure that may be relatively more secure than con-
ventional designs. Various embodiments may include an
input circuit, a configurable delay circuit, and an output cir-
cuit, serially coupled together. In various embodiments, the
configurable delay circuit may include one or more parallel
configurable delay chains. Each parallel delay chain may
include a number of senally coupled switching-delay ele-
ments. Each switching-delay element may include a switch
and one or more delay elements. Each parallel delay chain
may be fronted by the mput network of the input circuit,
configured to combine challenge bits and to produce obfus-
cated inputs—referred to herein as selector or configuration
bits—to switching-delay elements within the delay chain.
These switching-delay elements of the delay chains may all
have the same or a similar design or arrangement, but manu-
facturing variations may cause slightly different delay char-
acteristics 1n each.

[0013] In embodiments, the input network may be config-
ured to provide different configuration bits to each input
configurable delay chain based at least in part of a unique or
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semi-unique order of the N challenge bits. This may make it
more difficult for an attacker with knowledge of the PUF
input network’s structure to predict the input network’s
behaviors. The mnput network may substantially achieve strict
avalanche criterion, wherein any single change 1n the chal-
lenge bits may produce a 0.5 probability of flipping any delay
circuit output bit. Having multiple parallel delay chains may
result in decreased deviation from a 0.5 transition probabaility.
Experimental results have shown that embodiments having
three parallel rows or series of 32 switching-delay elements,
may have a 0.5 transition probability variance approximately
between 0.002 and 0.003. In various embodiments, the output
circuit may include one or more arbiters coupled to the one or
more delay chains of the delay circuit to recerved delay sig-
nals from the corresponding last switching-delay elements of
the delay chains. In various embodiments, the output circuit
may lurther include an output network coupled to the arbi-
ters—such as an output network comprising multiple XOR
clements—may reduce the potential for the output probabil-
ity distortion that may result 1f one of the switches of one of
the delay circuits of a PUF structure has an outlier delay
characteristic (e.g. much higher or much lower than an aver-
age delay characteristic). Output networks according to
embodiments may obfuscate such outliers, or otherwise
reduce the likelthood that an attacker could exploit an outlier
if one exists. In various embodiments, each of the input and
output networks may include combinatorial logic, sequential
logic, and/or another PUF.

[0014] FIG. 1 illustrates selected aspects of a PUF having
an mmput network of an input circuit, a configurable delay
chain of a configurable delay circuit, and an arbiter of an
output circuit 1n accordance with various embodiments of the
present disclosure. PUF 100 includes an imnput network 103 of
an mput circuit, a configurable delay chain 101 of a config-
urable delay circuit, and an arbiter 105 of an output circuit,
coupled to each other as shown.

[0015] Delay chain 101 of the delay circuit may include a
plurality of switching-delay elements 102, serially coupled to
cach other as shown. Each switching-delay element may
include a two-input/two-output switches 111 or 113, fol-
lowed by two parallel sequences of delay elements 112a-
1126 or 114a-114b. Switch 111 may be configured to accept
signals S1 and S2 on a first and second mput, respectively.
Switch 111 may also be configured to accept one of N selector
bits output from 1nput network 103 (in this case, selector bit
D). All switches 111-113—including switch 111—may be
configured to selectively pass the signal received on 1ts first
signal to one of two outputs. For example, 11 the selector bit
input is at a first level (for example a binary “07’), the switches
may be configured to pass the signal recerved on the first input
to the first output. The switches may also be configured—
again with the selector bit at the first level—to pass the signal
received on the second imput to the second output. Con-
versely, 1f the challenge bit mput 1s at a second level (for
example a binary “17°), the switches may be configured to pass
the signal received on the first input to the second output, and
to pass the signal received on the second input to the first
output. In alternate embodiments, the first level of the selector
bit input may be a binary “1” and the second level of the
selector bit input may be a binary “0”. Delay elements 112a-
1126 and 114a-114b may be configured to delay propagation
of the two signals. Delay elements 112a-1125 and 114a-1145H
may be configured with e.g., inverters.

[0016] Arbiter 105 of the output circuit may be configured
to recerve Irom the last switch of the plurality of chain of
switches two signals on two different inputs. Arbiter 105 may
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be configured to output a first output signal level (e.g. abinary
“0” or “17) 1t the signal recerved on a first mput 121 1s
received first. The arbiter may output a second output signal
level, different from the first output signal level, 1f the signal
received on the first input 121 1s recerved after the signal
received on the second signal input 123. Each switching-
delay element in delay chain 101 may have delay character-
1stics different from one another. Furthermore, each switch-
ing-delay element may have different delay characteristics
depending on the value of selector bits D,-D - input into them.
Thus, the various states of the various selector bits may ulti-
mately determine whether the signal received on the first
iput 121 of arbiter 105 1s recerved before or after the signal
received on the second input 123 of arbiter 105. In embodi-
ments, the output(s) of arbiter 150 may be coupled to such
other elements via an output network as described more fully
below.

[0017] Input network 103 of the input circuit may be con-
figured to accept a plurality of N challenge bits C,-C,, on a
plurality of mput lines coupled to an input interface of an
integrated circuit having the illustrated secure PUF. Input
network 103 may be configured to logically combine these
challenge bits and to produce N selector bits D,-D,, based at
least on the logical combination. In embodiments, 1nput cir-
cuit 103 may comprise a plurality of exclusive-or (XOR)
logical elements, or some other combinational logic. In vari-
ous embodiments, sequential logic may be used for input
circuit 103. Although input network 103 1s shown in FIG. 1
accepting 4 challenge bit inputs and outputting 4 selector bits,
various embodiments are not limited to input networks that
accept N challenge bits and output N selector bits. Thus, input
network 103 may be configured to accept N challenge bits and
output O selector bits. In various embodiments, input circuit
103 may be 1tself a sequential network having combinational
gates and sequential elements (e.g., flip tlops, latches, arbi-

ters, and others) and/or any type of PUF (e.g., a feedforward
PUF or lightweight PUF).

[0018] FIG. 2 1llustrates an input network having an exclu-
stve-or (XOR) network according to various embodiments of
the present disclosure. The input network 200 may include
one or more XOR logic elements 201. Except for the first and
last challenge bit C, and C_, two logic elements 201 may be
configured to receive a shared challenge bit C,. as input. As
shown 1n FIG. 2, for example, the right-most XOR logic
clement 201 and 1ts neighbor to the left may each be config-
ured to receive challenge bit C,. In some embodiments, not all
XOR logic elements 201 may share a challenge bit input with
any other XOR logic elements 201. Some XOR logic ele-
ments 201 may share challenge bit inputs with more than one
other XOR logic element 201. Some XOR logic elements 201
may be configured to recerve more than two challenge bit
inputs. Some or all XOR logic elements 201 may be config-
ured to output selector bit outputs such as D,, D,, etc, based
at least on the results of the XOR operations. In various
embodiments, input network 200 may be configured to accept
N challenge bits and output O challenge bits, where N and O
are not necessarily the same, although they may be.

[0019] PUF having input network 103 may satisiy Strict
Avalanche Criterion (SAC). A function 1s said to satisty SAC
if, whenever a single mput bit 1s complemented, each of the
output bits change with a probability of one half. The ava-
lanche property of the linear delay-based PUF may be repre-
sented by Equation 1, where a Transformation T 1s defined as
in equation 2.
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=0 (1)

N
(—1) 6 + 6y, S 0.

: =1

i=1

ﬁf=€9 Cx =CiDCi1D... D (2)

X=6Li+]1l,...,]j

[0020] Where d, 1s the time difference between the top and
bottom delay elements 1n stage 1; d., , 1s the time difference
between the top and bottom delay element in stage N+1; r, and
r. 1s the number of multiplexers after stage 1 (including stage
1) and before stage 1 (including stage 1) that are set to ivert
delay paths. In various embodiments, it may be assumed that
the differential delay values (0) in Equation 1 come from
independent and identically-distributed Gaussian random
variables with zero mean; 1.e., 01~N (0, 02).

[0021] Equations 1 and 2 may be employed to find the
probability that a particular PUF output flips given that a
challenge bit 1n the PUF 1nput 1s tlipped. Whenever a chal-
lenge bit value tlips, some of the terms 1n Equation 1 change
sign (as a result of a change 1n the corresponding p values).
The set that contains the indices of ps that (do not) thp as a
result of a flip in the k” challenge bit are denoted by 'k (Ak).
I1 the absolute value of the sum of terms whose indices are 1n
I'k 1s greater than the absolute value of the sum of terms
whose mdices are i Ak, then the summation changes sign
(1.e. output tlips) whenever ck flips. It may be shown that 1f
equation 3 1s satisfied, then (almost) half of ps 1n Equation 1
flip as a result of a flip in k™ challenge bit (ck), and the output

of the PUF would flip with a probability of 0.5.

N+ (3)
Tl = —
[0022] This property generally may not hold for a parallel

PUF structure. The ps values 1n Equation 1 may be related to
challenges by the transformation T defined in Equation 2, 1.¢.,
P=T(C). A flip 1n ¢, may cause a tlip in p, where j<k. Thus
I, I=k. For example, 1f a flip in C,, happens, then all p_ may
tlip as a result. Hence, Equation 3 may not be satisfied for the
parallel PUF structure. A transformation G(C) that, combined

with T, meets the criterion set by Equation 3 may be defined
where P=T(G(C)) satisfies |I',|=N+1 for all k.

[0023] Theretore, SAC may be achievable by applying a
constraint on the challenges so that whenever a challenge bit
tlips, another challenge bit at locations

N+1
2

apart also tlips. In other implementations, different approxi-
mations may be employed. For example, if N 1s an even
integer, then G may be:

CN_,_5+1 = dj, fori=1 (4)

Cj.,.l =df$df+l,fﬂff=l,3,5,... ,N—l
-
CN+1'+2 :d5$dj+l,fﬂff:2,4, 6, ,N—2

——

[0024] In some implementations, the logic network shown
in FIG. 2 may be configured to carry out this transformation.
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In addition to the expectation of X, being equal to 0.5, values
of X, may be sought that have as small of a variance as
possible. For example, the smaller the vanations from 0.5, the
closer a device may come to meeting SAC. The variance of X,
may be related to the number of switches and to the variance
of S which may be determined by the technology used to
tabricate the PUF and the amount of process variation. Lower
variance for X, may be achieved by adding to the number of
switches or by incorporating multiple rows or series of the
same structure as will be explained later.

[0025] FIG. 3 illustrates a PUF having an input circuit with
an put network, a configurable delay circuit with multiple
rows or series of delay chains, and an output circuit with
arbiters and an output network, in accordance with various
embodiments of the present disclosure. PUF 301 may include
input network 307 of an input circuit and configurable delay
chains 303 of a configurable delay circuit. Input network 307
and delay chains 303 may be the same or similar as such
devices described earlier. Embodiments may include input
network 307 configured to accept N challenge bits and output
different M configuration bits to each of the configurable
delay chains 303, based at least 1n part on a unique or semi-
unique order of the N challenge bits. In alternate embodi-
ments, input network 307 may be configured to accept the N
challenge bits, and to output more or fewer bits to each of the
configurable delay chains 303. In various embodiments, PUF
301 may comprise arbiters 305 and output network 309 of an
output circuit. Arbiters 305 may be configured to accept out-
put signals from each of the delay chains 303. In various
embodiments, the number of delay chains 303 and arbiters
305 may be the same or different. Output network 309 may be
configured to receive output signals of arbiters 305. In some
embodiments, output network 309 may be configured to logi-
cally combine each of output signals of the arbiters and to
output response bits R, through R, , based on the combine.
Output network 309 may be comprised of a combinatorial
network, such as XOR gates or others. Output network 309
may be comprised of another PUF. Output network 309 may
be comprised of sequential logic. Whether combinatorial
logic, sequential logic and/or another PUF 1s employed, out-
put network 309 may be configured to reduce the correlation
between the output response bits R, through R,,. Further,
output network 309 may be configured to provide security to
an integrated circuit against statistical and machine learning
attacks. Still further, output network 309 may be configured
to provide the security taking into consideration operational
and/or design parameters, such as reducing power consump-
tion. In various embodiments, the number of combined sig-
nals output by the output network may be less, the same or
more than the number of signals output by the arbiters. Hav-
ing the output network output a different number of signals
than the arbiters may increase the difficulty of reverse engi-
neering.

[0026] FIG. 4 1llustrates the provision of shared challenge
bits to configurable delay chains in a different order 1n accor-
dance with various embodiments of the present disclosure.
Input network 400 of an input circuit may include intercon-
nect 401 and combinatorial logic 403 and 405 coupled to each
other and switches of different parallel delay chains 407 and
409 as shown. As described elsewhere within this specifica-
tion, combinatorial logic 403 and 405 may be configured to
accept challenge bits as inputs, logically combine them, and
output N selector bits to individual ones of switches 411 or
413 of the parallel delay chains 407 and 409, based on the
logical combination. Combinatorial logic 403 and 405 may
cach be configured to receive the same N challenge bits 1n an
order that differs from one another, by coupling combinato-
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rial logic 403 and 405 to interconnect 401. In various embodi-
ments, each of the combinatorial logic may receive the N
challenge bits 1n a unique order. In other embodiments, some
but not all combinatorial logic may receive the N challenge
bits 1n a unique order. In various embodiments where an
interconnect 1s employed, the interconnect may be configured
to perform a circular-shift interconnection scheme, as 1s
depicted for example 1n FIG. 4. In some embodiments, com-
binatorial logic 403 may be configured to accept M challenge
bits and output O selector bits, where M and O are different.
In various embodiments, sequential logic may be employed
in lieu of or 1n addition to the combinatorial logic. In still other
embodiments, another PUF may be used 1n lieu of the sequen-
t1al and/or combinatorial logic.

[0027] FEmbodiments having an mnput network or other
scheme employed to provide the challenge bits as illustrated
in FIG. 4, may substantially satisty SAC. The challenge bit
provision rule may be expressed formally as follows, where
¢,” is the i—th challenge bit in the m—th row, Q={1, 2, .. .,
N}, and j=g . (1), g: Q—=Q is a one-to-one permutation func-
tion.

c/"=c/"* forijeQ, m=12,..., O-1 (5)

[0028] FIG. 5 illustrates an output network of an output
circuit 1 accordance with various embodiments of the
present disclosure. Output network 500 may be configured to
recetve signals r,-r,, from a plurality of arbiters of delay
networks. Each XOR logic element 503 may be configured to
accept two or more of signals r,-r,, 1n a unique order and to
output one of response bits R,-R . depending on the results of
the XOR operation. Output networks according to some
embodiments may be comprised of combinatorial logic that
differs from that shown in FIG. 5. Furthermore, the number of
response bit inputs r, input into output networks according to
some embodiments may either be the same or different than
the number of response bits R.,..

[0029] The output network may perform a mapping
denoted by H(.) from PUF arbiter output signals, r, to produce
response bits R. The mapping may be defined as R=H(R), H:
B¢—B¢ where B={0.1} and Q'<Q, and

0, ~DI 4 sriymoa o 01 j=1,2, ..., Q'1=1, ..., X (6)

[0030] Where © denotes a parity generator function and s
indicates a shifting step. The transformation may calculate a
parity value for sets ol x-adjacent arbiter output signals where
sets are circularly shifted by s bits with respect to each other.
The transformation may be parameterized by s (the shifting
operations) and x (the parity input size).

[0031] FIG. 6 1s a block diagram illustrating an example
computing device configured in accordance with the present
disclosure. In a very basic configuration 601, computing
device 600 typically includes one or more processors 610 and
system memory 620. A memory bus 630 may be used for
communicating between the processor 610 and the system
memory 620. System memory 620 may include ROM/RAM
having an embodiment of the lightweight secure PUF having
an iput circuit, a configurable delay circuit and output circuit
ol the present disclosure, where the input circuit includes an
input network, the configurable delay circuit includes one or
more configurable delay chains, and the output circuit
includes one or more arbiters. As described earlier, the output
circuit may further include an output network. Each of the
input and output networks may include combinatorial logic,
sequential logic or another PUF.

[0032] Depending on the desired configuration, processor
610 may be of any type including but not limited to a micro-
processor (UP), a microcontroller (uC), a digital signal pro-
cessor (DSP), or any combination thereof. Processor 610 may
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include one more levels of caching, such as a level one cache
611 and a level two cache 612, a processor core 613, and
registers 614. An example processor core 613 may include an
arithmetic logic unit (ALU), a floating point unit (FPU), a
digital signal processing core (DSP Core), or any combina-
tion thereof. An example memory controller 615 may also be
used with the processor 610, or in some 1implementations the
memory controller 615 may be an internal part of the proces-

sor 610.

[0033] Depending on the desired configuration, the system
memory 620 may be of any type including but not limited to
volatile memory (such as RAM), non-volatile memory (such
as ROM, flash memory, etc.) or any combination thereof.
System memory 620 may include an operating system 621,
one or more applications 622, and program data 624.

[0034] Computing device 600 may have additional features
or functionality, and additional interfaces to facilitate com-
munications between the basic configuration 601 and any
required devices and interfaces. For example, a bus/interface
controller 640 may be used to facilitate communications
between the basic configuration 601 and one or more data
storage devices 650 via a storage interface bus 641. The data
storage devices 650 may be removable storage devices 651,
non-removable storage devices 652, or a combination
thereof. Examples of removable storage and non-removable
storage devices include magnetic disk devices such as flexible
disk drives and hard-disk drives (HDD), optical disk drives
such as compact disk (CD) drives or digital versatile disk
(DVD) dnives, solid state drives (SSD), and tape drives to
name a few. Example computer storage media may include
volatile and nonvolatile, removable and non-removable
media implemented 1n any method or technology for storage
of information, such as computer readable instructions, data
structures, program modules, or other data.

[0035] System memory 620, removable storage 651 and
non-removable storage 6352 are all examples of computer
storage media. Computer storage media includes, but 1s not
limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which may be used to store the desired
information and which may be accessed by computing device

600. Any such computer storage media may be part of device
600.

[0036] Computing device 600 may also include an inter-
face bus 642 for facilitating communication from various
interface devices (e.g., output interfaces, peripheral inter-
faces, and communication interfaces) to the basic configura-
tion 601 via the bus/interface controller 640. Example output
devices 660 include a graphics processing unit 661 and an
audio processing unit 662, which may be configured to com-
municate to various external devices such as a display or
speakers via one or more NV ports 663. Example peripheral
interfaces 670 include a serial interface controller 671 or a
parallel interface controller 672, which may be configured to
communicate with external devices such as input devices
(e.g., keyboard, mouse, pen, voice mput device, touch 1nput
device, etc.) or other peripheral devices (e.g., printer, scanner,
etc.) via one or more I/O ports 673. An example communica-
tion device 680 includes a network controller 681, which may
be arranged to facilitate communications with one or more
other computing devices 690 over a network communication
link via one or more communication ports 682.

[0037] The network communication link may be one
example of a communication media. Commumnication media
may typically be embodied by computer readable instruc-
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tions, data structures, program modules, or other data in a
modulated data signal, such as a carrier wave or other trans-
port mechanism, and may include any information delivery
media. A “modulated data signal” may be a signal that has one
or more of 1ts characteristics set or changed 1n such a manner
as to encode information in the signal. By way of example,
and not limitation, communication media may include wired
media such as a wired network or direct-wired connection,
and wireless media such as acoustic, radio frequency (RF),
microwave, infrared (IR) and other wireless media. The term
computer readable media as used herein may include both
storage media and communication media.

[0038] Computing device 600 may be implemented as a
portion of a small-form factor portable (or mobile) electronic
device such as a cell phone, a personal data assistant (PDA),
a personal media player device, a wireless web-watch device,
a personal headset device, an application specific device, or a
hybrid device that include any of the above functions. Com-
puting device 600 may also be implemented as a personal
computer mncluding both laptop computer and non-laptop
computer configuration.

[0039] In alternate embodiments, beside ROM/RAM of
System Memory 620, one or more of processor 610, graphics
processing units 661, audio processing unit 662, and/or appli-
cation specific mtegrated circuit or field programmable cir-
cuit used for control circuitry of storage devices 650, bus
interface controller 640, serial interface controller 671, par-
allel interface controller 672, and network controller 681 may
also include embodiments of the lightweight security PUF of
the present disclosure.

[0040] The herein described subject matter sometimes
illustrates different components or e¢lements contained
within, or connected with, different other components or
clements. It 1s to be understood that such depicted architec-
tures are merely examples, and that in fact many other archi-
tectures may be implemented which achieve the same func-
tionality. In a conceptual sense, any arrangement of
components to achieve the same functionality 1s effectively
“associated” such that the desired functionality 1s achieved.
Hence, any two components herein combined to achieve a
particular functionality may be seen as “associated with”
cach other such that the desired functionality 1s achieved,
irrespective of architectures or intermedial components.
Likewise, any two components so associated may also be
viewed as being “operably connected”, or “operably
coupled”, to each other to achieve the desired functionality,
and any two components capable of being so associated may
also be viewed as being “operably couplable™, to each other to
achieve the desired functionality. Specific examples of oper-
ably couplable include but are not limited to physically mate-
able and/or physically interacting components and/or wire-
lessly 1nteractable and/or wirelessly interacting components
and/or logically interacting and/or logically interactable com-
ponents.

[0041] With respect to the use of substantially any plural
and/or singular terms herein, those having skill 1in the art may
translate from the plural to the singular and/or from the sin-
gular to the plural as 1s appropniate to the context and/or
application. The various singular/plural permutations may be
expressly set forth herein for sake of clanty.

[0042] It will be understood by those within the art that, 1n
general, terms used herein, and especially 1n the appended
claims (e.g., bodies of the appended claims) are generally
intended as “open” terms (e.g., the term “including” should
be interpreted as “including but not limited to,” the term
“having’” should be interpreted as “having at least,” the term
“includes™ should be interpreted as “includes but 1s not lim-
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ited to,” etc.). It will be turther understood by those within the
art that 11 a specific number of an introduced claim recitation
1s mtended, such an intent will be explicitly recited in the
claim, and 1n the absence of such recitation no such intent 1s
present. For example, as an aid to understanding, the follow-
ing appended claims may contain usage of the introductory
phrases “at least one” and “one or more” to mtroduce claim
recitations. However, the use of such phrases should not be
construed to imply that the introduction of a claim recitation

A

by the indefinite articles “a” or “an” limits any particular
claim containing such introduced claim recitation to mven-
tions containing only one such recitation, even when the same
claim includes the introductory phrases “one or more™ or “at
least one” and 1indefinite articles such as “a” or “an” (e.g., “a”
and/or “an” should typically be interpreted to mean ““at least
one” or “one or more”); the same holds true for the use of
definite articles used to introduce claim recitations. In addi-
tion, even 1f a specific number of an mtroduced claim recita-
tion 1s explicitly recited, those skilled in the art will recognize
that such recitation should typically be interpreted to mean at
least the recited number (e.g., the bare recitation of “two
recitations,” without other modifiers, typically means at least
two recitations, or two or more recitations). Furthermore, in
those instances where a convention analogous to ““at least one
of A, B, and C, etc.” 1s used, in general such a construction 1s
intended 1n the sense one having skill in the art would under-
stand the convention (e.g., “a system having at least one of A,
B, and C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
In those instances where a convention analogous to “at least
one of A, B, or C, etc.” 1s used, 1n general such a construction
1s mtended in the sense one having skill 1n the art would
understand the convention (e.g., “a system having at least one
of A, B, or C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
It will be further understood by those within the art that
virtually any disjunctive word and/or phrase presenting two
or more alternative terms, whether 1n the description, claims,
or drawings, should be understood to contemplate the possi-
bilities of including one of the terms, either of the terms, or
both terms. For example, the phrase “A or B” will be under-
stood to include the possibilities of “A” or “B” or “A and B.”

[0043] Various operations may be described as multiple
discrete operations 1n turn, in a manner that may be helpful 1n
understanding embodiments; however, the order of descrip-
tion should not be construed to imply that these operations are
order-dependent. Also, embodiments may have fewer opera-
tions than described. A description of multiple discrete opera-
tions should not be construed to imply that all operations are
necessary. Also, embodiments may have fewer operations
than described. A description of multiple discrete operations
should not be construed to imply that all operations are nec-

essary.
[0044] Although certain embodiments have been 1llus-
trated and described herein for purposes of description of the
preferred embodiment, it will be appreciated by those of
ordinary skill in the art that a wide variety of alternate and/or
equivalent embodiments or implementations calculated to
achieve the same purposes may be substituted for the embodi-
ments shown and described without departing from the scope
of the disclosure. Those with skill i the art will readily
appreciate that embodiments of the disclosure may be 1imple-
mented 1n a very wide variety of ways. This disclosure 1s
intended to cover any adaptations or variations of the embodi-
ments discussed herein. Therefore, 1t 1s manifestly intended
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that embodiments of the disclosure be limited only by the
claims and the equivalents thereof.

1. A secured integrated circuit, the integrated circuit coms-
prising:
a physical unclonable function (PUF) including an input

circuit, a configurable delay circuit, and an output circuit
serially coupled together;

wherein the configurable delay circuit comprises a plural-
ity of configurable delay chains of serially coupled con-
figurable switching-delay elements, where each config-
urable delay chain comprises two parallel paths adapted
to recerve two signals, configurably switch and propa-
gate the two received signals along the two parallel
paths, and output two delayed signals for the output
circuit;

wherein the mput circuit comprises an mput network
coupled to the one or more configurable delay chains,
where the 1input network 1s configured to responsively
output configuration signals to configure the switching-
delay elements of the configurable delay chains, 1n

response to challenges provided to the input network;
and

wherein the output circuit comprises a plurality of arbiters
coupled to respective ones of last switching-delay ele-
ments of respective ones of the plurality of configurable
delay chains, where each arbiter 1s configured to output
a signal based at least in part on relative arrival of the two
delayed signals output by the respective ones of the last
switching-delay elements.

2. The integrated circuit of claim 1, wherein the input
network includes combinatorial logic, sequential logic, or
another PUF, configured to accept N challenge bits and to
output M configuration bits for the plurality of configurable
delay chains based onthe N challenge bits, where N and M are
integers.

3. The integrated circuit of claim 2, wherein the input
network comprises combinatorial logic including two or
more exclusive-or (XOR)logic elements, and wherein at least
two of the XOR logic elements are configured to accept a
shared challenge bit of the N challenge bits as input.

4. (canceled)

5. The integrated circuit of claim 1, wherein the input
network 1s configured to accept N challenge bits and to output
different M configuration bits to each of the configurable
delay chains, based at least 1n part on a unique order of the N
challenge bats.

6. The integrated circuit of claim 5, wherein the nput
network 1s configured to rearrange the N challenge bits
according to a circular-shift interconnection scheme.

7. The integrated circuit of claim 1, wherein the output
circuit further comprises an output network including com-
binatonal logic, sequential logic or another PUF coupled to
the arbiters, and configured to recerve output signals from the
arbiters to generate a plurality of combined output signals,
where each combined output signal 1s generated based on the
output signals of a plurality of the arbiters.

8. The mntegrated circuit of claim 7, wherein the output
network comprises combinatorial logic including a plurality
of XOR logic elements coupled to the arbiters, wherein each
XOR logic element 1s configured to perform XOR logic
operations on the output signals of a subset of the plurality of
the arbiters to generate one of the combined output signals.
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9. The integrated circuit of claim 8, wherein each XOR
logic element 1s configured to accept a umique combination of
the output signals of a subset of the plurality of the arbiters as
input.

10. The mntegrated circuit of claim 1, wherein the PUF 1s
configured to reduce correlation between the output signals of
the output circuit.

11. The mtegrated circuit of claim 1, wherein the PUF 1s
configured to provide security to the integrated circuit against
statistical and machine learning attacks, taking ito consid-
eration one or more operational or design parameters.

12. A method to provide security for an integrated circuit,
comprising;
outputting, by an mput network of an mput circuit of a
physical unclonable function (PUF) of the integrated
circuit, a plurality of sets of configuration bits to config-
ure configurable switching-delay elements of a plurality
of coupled configurable delay chains of the PUF;

recerving by one of the plurality of configurable delay
chains two mput signals, configurably switching and

propagating the two received signals along two parallel
paths, and outputting two delayed signals; and

receving by one of a plurality of arbiters of an output
circuit of the PUF the two delayed signals output by a
last switching-delay element of the one of the plurality
of configurable delay chain coupled to the one of the
plurality of arbiters, and generating an output signal
based at least in part on relative arrival of the two
received delays signals.

13. The method of claim 12, wherein outputting by an input
network comprises outputting by an input network M con-
figuration bits based on N challenge bits, using combinatorial
logic, sequential logic, or another PUF.

14. The method of claim 13, wherein outputting by an input
network comprises performing by an mput network combi-
natorial logic operations using a plurality of exclusive-or
(XOR) logic elements, sharing one or more of the challenge
bits.

15. The method of claim 12, wherein outputting by an input
network comprises outputting a plurality of configuration bits
by the 1input network for the plurality of configurable delay
chains; recetving comprises recerving two signals from each
of the plurality of configurable delay chains, configurably
switching and propagating the two signals along two parallel
paths, and outputting two delayed signals; and generating
comprises generating a plurality of output signals by the
plurality of arbiters based on received delayed signals from
last switching-delay elements of the configurable delay
chains.

16. The method of claim 15 wherein outputting by an input
network comprises:

accepting, by the input network, N challenge bits; and

outputting, by the input network, different M configuration
bits to each of the configurable delay chains, based at
least 1in part on an unique order of the N challenge baits.

17. The method of claim 15 further comprising performing
by an output network of the output circuit combinatorial logic
operations on output signals of the arbiters to generate com-
bined output signals based on combinations of the output
signals of the arbiters to reduce correlation of the output
signals.
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18. A system with a secure integrated circuit, the system
comprising;

an 1put interface circuitry;

an 1integrated circuit coupled to the mput interface circuitry,

wherein the itegrated circuit includes a physical
unclonable function (PUF) comprising an input circuit,
a configurable delay circuit, and an output circuit seri-
ally coupled together;

wherein the configurable delay circuit comprises a plural-

ity of configurable delay chains of serially coupled con-
figurable switching-delay elements, where each config-
urable delay chain comprises two parallel paths adapted
to recerve two signals, configurably switch and propa-
gate the two received signals along the two parallel
paths, and output two delayed signals for the output
circuit;

wherein the mput circuit comprises an input network

coupled to the plurality of configurable delay chains,
where the input network 1s configured to responsively
output configuration signals to configure the switching-
delay elements of the configurable delay chains, 1n
response to challenges provided to the mput network;
and

wherein the output circuit comprises a plurality of arbiters

coupled to respective ones of last switching-delay ele-
ments of the plurality of configurable delay chains in
parallel, wherein each arbiter 1s configured to output a
signal based at least 1n part on relative arrival of the two
delay signals output by the respective last switching-
delay elements.

19. The system of claim 18, wherein the mput network of
the mput circuit includes combinatorial logic, sequential
logic, or another PUF, configured to accept N challenge bits
and to output M configuration bits for each of the plurality of
configurable delay chains based on the N challenge bits,
where N and M are 1integers.

20. The system of claim 19, wherein the mput network of
the mput circuit comprises combinatorial logic including two
or more exclusive-or (XOR) logic elements, and wherein at
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least two of the XOR logic elements are configured to accept
a shared challenge bit of the N challenge bits as input.

21. (canceled)

22. The system of claim 18, wherein the mput network 1s
configured to accept the N challenge bits and to output dii-
terent M configuration bits to each of the configurable delay
chains, based at least 1n part on an unique order of the N
challenge bits.

23. The system of claim 22, wherein the mnput network of
the 1input circuit of the PUF 1s configured to re-arrange the N

challenge bits according to a circular-shiit interconnection
scheme.

24. The system of claim 18, wherein the output circuit of
the PUF further comprises an output network having combi-
natorial logic, sequential logic or another PUF coupled to the
arbiters to generate a plurality of combined output signals,
where each combined output signals 1s generated based on the
output signals of the plurality of the arbiters.

25. The system of claim 24, wherein the output network of
the output circuit comprises combinatorial logic configured
to perform one or more combinatorial logic operations on the

output signals ol the arbiters to generate the combined output
signals.

26. The system of claim 25, wherein the combinatorial
logic includes two or more XOR logic elements, each XOR
logic element 1s configured to accept a umique combination of
the output signals of the arbiters as mput.

277. The system of claim 18, wherein the PUF 1s configured

to reduce correlation between the output signals of the output
circuit of the PUF.

28. The system of claim 18, wherein the PUF 1s configured
to provide security to the integrated circuit against statistical
and machine learning attacks to provide digital right manage-
ment for the system, taking into consideration one or more
operational or design parameters.

e e o e i



	Front Page
	Drawings
	Specification
	Claims

