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In certain embodiments, a method for managing operational
parameters ol a cognitive radio device to minimize non-com-
plhiance with a regulatory policy involves sensing a change in
an operational condition that will affect compliance with a
current operational policy; estimating a time at which the
current operational policy will become mvalid; selecting a
method for determining how to update the current operational
policy; and updating the current operational policy of the

cognitive radio device. Other embodiments may incorporate
more, fewer or other elements.
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METHOD AND APPARATUS FOR SETTING
AND MANAGING OPERATIONAL
DYNAMICS WITHIN COGNITIVE RADIO
NETWORKS

FIELD OF THE INVENTION

[0001] The present invention relates generally to, 1n certain
embodiments, the field of software defined radios and cogni-
tive radios. More particularly, certain embodiments consis-
tent with this invention relate to methods and apparatus for
establishing an operational policy for such radios.

BACKGROUND

[0002] Radio communication technology has traditionally
been based upon fixed frequency or spectrum assignments
and fixed modulation techniques (as well as other regulatory
agency established parameters). For example, a particular
local government agency such as a police department might
be assigned several frequencies for 1ts use using frequency
modulation for voice communication. Frequency spectrum
could often be shared in order to more efliciently use the
spectrum by, for example, sub-audible digital or analog cod-
ing embedded in the transmitted signals. Nevertheless, 1n
such an environment, the assigned frequencies are off limaits
for use by others and usage would rarely approach full utili-
zation. In fact, utilization might amount to only a few percent
of the available communication throughput. As a result, ire-
quency spectrum 1s inefficiently utilized, while simulta-
neously demand for bandwidth 1s ever increasing.

[0003] A new paradigm for dealing with such a problem is
emerging in which a radio 1s provided with the intelligence to
identily underutilized or unutilized spectrum and change 1ts
operational parameters to take advantage of the available
spectrum while minimizing potential for causing interfer-
ence. Such radios are commonly configurable and reconfig-
urable using software control and posses the ntelligence to
obtain the needed situational awareness to reconfigure in
order to enhance spectrum utilization efficiency. Such radios
have been dubbed cognitive radios—a form of software
defined radio. Cognitive radios are envisioned to be able to
cross geographic boundaries and adapt to regulatory changes
associated therewith.

[0004] One 1ssue that 1s to be addressed 1n producing a
viable working cognitive radio 1s the 1ssue of adaptation to
new policies as a radio’s situation or environment changes.
This can happen, for example, by virtue of changes 1n a
geographically static (stationary) environment as well as
changes resulting from geographical movement of the radio
(e.g., 1n an automobile or an airplane). The cognitive radio
should be able to competently adapt to such situations.

BRIEF DESCRIPTION OF THE FIGURES

[0005] The accompanying figures, where like reference
numerals refer to 1dentical or functionally similar elements
throughout the separate views and which together with the
detailed description below are incorporated in and form part
of the specification, serve to further illustrate various embodi-
ments and to explain various principles and advantages all in
accordance with the present invention.

[0006] FIG. 1 1s an example block diagram of a cognitive
radio 1n accordance with some embodiments of the invention.
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[0007] FIG. 21sanexample diagram illustrating a cognitive
radio network 1n accordance with some embodiments of the
invention.

[0008] FIG. 3 1s an example of another cognitive radio
network 1n accordance with some embodiments of the inven-
tion.

[0009] FIG. 4 1s an example illustration of a change of
domains of a cognitive radio in accordance with some
embodiments of the mnvention.

[0010] FIG. 51s another example 1llustration of a change of
domains of a cognitive radio in accordance with some
embodiments of the mnvention.

[0011] FIG. 6 1s another example 1llustrating a change of
domains of a cognitive radio in accordance with some
embodiments of the invention.

[0012] FIG. 7 1s a flow chart of an example hierarchical
process for changing policies of a cognitive radio 1n accor-
dance with some embodiments of the invention.

[0013] FIG. 8 1s a flow chart depicting a session based
policy decision process using cached policy information in
accordance with some embodiments of the invention.
[0014] FIG. 9 1s a flow chart depicting a policy decision
process using simplified policy trees 1n accordance with some
embodiments of the invention.

[0015] FIG. 10 1s a flow chart depicting a relationship
between complexity of a decision tree and frequency with
which anew decision tree 1s updated 1n accordance with some
embodiments of the invention.

[0016] FIG. 11 1s an example of a session based policy
making process 1n accordance with some embodiments of the
invention.

[0017] FIG. 12 15 a graphical representation of the factors
that can enter into a decision making process selection in
accordance with certain embodiments of the present imnven-
tion.

[0018] Skalled artisans will appreciate that elements 1n the
figures are illustrated for simplicity and clarity and have not
necessarily been drawn to scale. For example, the dimensions
of some of the elements 1n the figures may be exaggerated
relative to other elements to help to improve understanding of
embodiments of the present invention.

DETAILED DESCRIPTION

[0019] Before describing in detail example embodiments
that are 1n accordance with the present invention, 1t should be
observed that the embodiments reside primarily 1n combina-
tions of method steps and apparatus components related to the
cognitive radio and related processes. Accordingly, the appa-
ratus components and method steps have been represented
where appropriate by conventional symbols 1n the drawings,
showing only those specific details that are pertinent to under-
standing the embodiments of the present invention so as not to
obscure the disclosure with details that will be readily appar-
ent to those of ordinary skill in the art having the benefit of the
description herein.

[0020] In this document, relational terms such as first and
second, top and bottom, and the like may be used solely to
distinguish one entity or action from another entity or action
without necessarily requiring or implying any actual such
relationship or order between such entities or actions. The
terms “‘comprises,” “comprising,” or any other variation
thereof, are intended to cover a non-exclusive inclusion, such
that a process, method, article, or apparatus that comprises a

list of elements does not include only those elements but may
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include other elements not expressly listed or inherent to such
process, method, article, or apparatus. An element preceded
by “comprises . . . a” does not, without more constraints,
preclude the existence of additional identical elements in the
process, method, article, or apparatus that comprises the ele-
ment.

[0021] It will be appreciated that embodiments of the
invention described herein may be comprised of one or more
conventional processors and unique stored program instruc-
tions that control the one or more processors to implement, in
conjunction with certain non-processor circuits, some, most,
or all of the functions of the cognitive radio described herein.
The non-processor circuits may include, but are not limited
to, a radio recerver, a radio transmitter, signal drivers, clock
circuits, power source circuits, and user mput devices. As
such, these functions may be interpreted as a method to per-
form functions such as acquisition of a new policy 1n accor-
dance with certain embodiments consistent with the present
invention. Alternatively, some or all functions could be imple-
mented by a state machine that has no stored program instruc-
tions, or in one or more application specific integrated circuits
(ASICs), 1n which each function or some combinations of
certain of the functions are implemented as custom logic. Of
course, a combination of the two approaches could be used.
Thus, methods and means for these functions have been
described herein. Further, 1t 1s expected that one of ordinary
skill, notwithstanding possibly significant effort and many
design choices motivated by, for example, available time,
current technology, and economic considerations, when
guided by the concepts and principles disclosed herein will be
readily capable of generating such software instructions and
programs and ICs with minimal experimentation.

[0022] Forpurposes of this document, 1t 1s assumed that the
cognitive radios are operating using a trusted platform. That
1s, 1t 15 assumed that appropriate security measures have been
taken to insure that a policy has not been tampered with 1n an
unauthorized manner, and that communication between a
cognitive radio another cognitive radio or other authority are
trustworthy. This does not imply that information 1s always
reliable, just that the information has not been spoofed or
tampered with for malicious purposes. Additionally, the term
“cogmitive radio” should be interpreted to mean any wireless
communication device that has cognitive radio attributes as
described herein, and are not limited to conventional voice
communication radio devices.

[0023] Reference throughout this document to “one
embodiment”, “certain embodiments”, “an embodiment™ or
similar terms means that a particular feature, structure, or
characteristic described 1n connection with the embodiment
1s included 1n at least one embodiment of the present mven-
tion. Thus, the appearances of such phrases or 1 various
places throughout this specification are not necessarily all
referring to the same embodiment. Furthermore, the particu-
lar features, structures, or characteristics may be combined 1n
any suitable manner 1n one or more embodiments without
limitation.

[0024] The term “or” as used herein 1s to be interpreted as
an 1nclusive or meaning any one or any combination. There-
tore, “A, B or C” means “any of the following: A; B; C; A and
B; A and C; B and C; A, B and C”. An exception to this
definition will occur only when a combination of elements,
functions, steps or acts are 1n some way inherently mutually
exclusive.

4
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[0025] For purposes of this document, the term “policy” or
“operational policy” 1s used to generically describe a rule or
set of rules that define a parameter or a collection of param-
cters that specily a communication protocol and related
specifications for use 1n radio communication. Those rules
determine the type of wavetorms used in modulation of infor-
mation used for communication. Such policies and param-
cters thereol may be established or limited by convention, by
agreement or by law. Examples of policies and components of
policies include, but are not limited to, frequency or frequen-
cies or frequency band, power limits, application, location,
situation, wave shape, spectral characteristics, temporal char-
acteristics, packet or other data formats, modulation tech-
nique, operational mode, coding, bandwidth, data through-
put, encryption parameters and other commumnication
parameters that might be used to specily the operation of a
radio communication device.

[0026] A policy may be fully defined 1n some embodiments
by a policy 1dentifier or policy code, while 1n other embodi-
ments; a policy may be identified by the specific parameters
and specifications. In still other embodiments, the policy may
be 1dentified by a difference between two policies, or by
policy 1dentification with exceptions, or by compressed data
explaining, defining or labeling the policy. Any number of
other techniques may be devised to 1dentily a policy without
deviation from the principles governing embodiments con-
sistent with the present invention.

[0027] For purposes of this document, the term “domain’
or “policy domain™ 1s intended to mean a geographical region
or other operational constraint 1n which a particular policy 1s
in force—generally by virtue of regulations established by a
regulating authority (e.g., in the U.S., the Federal Communi-
cation Commission 1s one such regulatory authornty). It 1s
noted that a policy domain may include radio spectrum that 1s
unregulated or 1s nearly unregulated, and which can be uti-
lized 1n accordance with certain embodiments as well as
licensed spectra.

[0028] For purposes of this document, the term “software
defined radio” (SDR) 1s intended to mean a radio communi-
cation device whose operational parameters are established
by software. Thus, an SDR may be configured and reconfig-
ured under soitware control to comply with a particular set of
operational parameters (1.e., a policy). An example SDR may
operate 1n multiple bands and 1n multiple modes.

[0029] For purposes of this document, the term “cognitive
radio” (CR) 1s used to mean a configurable radio such as a
software defined radio that has the ability to configure itself
for operation based upon i1ts operational environment. That is,
a CR 1s able to determine or seek out an operational policy
applicable to 1ts capability, location, applicable policies,
laws, regulations, spectral congestion, likelihood of receiving
or causing interference, and/or similar considerations. A cog-
nitive radio can take many forms and have varying degrees of
“situational awareness” that permits the cognitive radio to
select (or have selected for 1t) an appropriate operational
policy. The CR can then configure itself (or be configured)
and operate to carry out radio communications according to
the operational policy. The term “smart radio” 1s also some-
times used to describe this type of radio.

[0030] “‘Situational awareness” implies that the cognitive
radio 1s aware of 1ts operational environment to some degree.
That situational awareness may be obtained by virtue of the
CRs capability to sense parameters such as spectral utiliza-
tion, or sense or be made aware of position and movement of

b
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the CR (e.g., 1n a car or plane by GPS signals or other means),
or by virtue of querying of or receipt of updates from other
nearby cognitive radios or other authorities to obtain such
situational awareness. This situational awareness 1s used by
the CR 1n order to establish or receive an appropriate opera-
tional policy for use 1n a given situation in order to achieve
elficient or reliable communication.

[0031] An assumption to be used 1n considering the func-
tioming ol a cognitive radio 1s that a common signaling and
communication mechanism should be available to all CRs (or
at least all CRs 1 a particular collection of CRs). This
assumption permits the cognitive radios to communicate at a
basic level to permit configuration of a group of cognitive
radios for communication among themselves and to
exchange information contributing to situational awareness
to aid 1 optimizing communication. Two possibilities are
proposed for achieving this functionality. In the first, an
agreed upon standard protocol 1s established in which all CRs
possess the native ability to communicate. In the second,
cognitive beacons are provided which act as translators
between normally incompatible protocols to permit commu-
nication among cognitive radios. In either case, however, the
present document presumes establishment and existence of
such a common mechanism for communication between
CRs. At this writing an accepted protocol has not been estab-
lished, but it 1s clear that establishment of such a protocol 1s a
formality and a matter of national and/or international regu-
latory agreement, convention, treaty, etc., with no substantial
technical barriers to be overcome. The presence of agree-
ments at this time on such a specified mechanism 1s not
necessary to the understanding of the present embodiments.

[0032] FIG. 1 depicts a simplified embodiment of a sofit-
ware defined radio capable of operation as a cognitive radio
100. Such CR 100 incorporates a radio frequency (RF) trans-
ceiver 104 that 1s configurable under soiftware control by
instructions received from a control processor (€.g., a micro-
processor or microcontroller) 108 1n order to establish an air
interface used by the transcerver 104 to carry out suitable
communications. Received analog radio waves are downcon-
verted by the receiver section of the RF transcerver 104 and
converted to digital by A/D converter 112 for processing by a
programmable digital signal processor (DSP) 116. Similarly,
digital data (which may include digitized voice) 1s passed
from the DSP 116 to D/A 120 for transmission by the RF
transceiver 104°s transmitter. Analog to digital and digital to
analog conversion may be bypassed 1n certain embodiments
of digital communication scenarios.

[0033] The programmable DSP 116 operates under control
of control processor 108 which configures the DSP for the
particular policy in use at the time. A user interface 124
provides audio or visual data to and from a user of the cog-
nitive radio 100. Control processor 108 has an associated
memory (or other suitable storage) 130 that stores instruc-
tions that are used to process the policy actions of the cogni-
tive radio 100. Memory 130 includes working memory 134
carrying programs and operating system and satisfies other
such storage requirements. A portion of memory 130 may
also bereserved for storage ol parameters of a currently active
policy at 138. Another portion of memory 130 may be used to
store policy templates (i.e., policies) at 142, while still
another part of memory 130 may store situational awareness
data at 146 used by the cognitive radio 100. Situational aware-
ness data can be recerved from many sources including GPS
data, data received via the receiver of RF receiver 104, user
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iput, sensors, etc. For simplicity, this situational data are
represented as coming from block 150, but the presence of a
single block representing a source of this data should not be
construed to be limiting 1n any way. Situational awareness
data mput are represented this way purely for conceptual
convenience without regard for the hardware which might be
employed to produce such data. A policy log 160 1s also
maintained according to certain embodiments in order to
facilitate reuse of prior policy decisions that worked well 1n
the past under similar or identical situations (e.g., location).

[0034] Memory 130 further incorporates, 1 certain
embodiments, varying forms of policy selection algorithms
154 which depend upon numerous factors including, but not
limited to, situational awareness data, reliability of situational
awareness data, active policy, policy templates, logged policy
data, etc.

[0035] Implementing policy changes in a cognitive radio 1s
a complex 1ssue mvolving many factors. In order to under-
stand the complexity of the problem, it 1s mnstructive to con-
sider several general operational considerations for a cogni-
tive radio. First, one should recognize that as this technology
evolves and as new CRs are developed and computing power
available to the CR increases, a variety of CRs may be 1n
communication, with each having varying knowledge, situ-
ational awareness, historical data and computing power. As a
result, a cognitive radio should be able to adapt policy use
decisions based upon a multitude of factors, not the least of
which might be the ability to take advantage of a more pow-
erful or more knowledgeable CR from which 1t can obtain
valuable information to be used in establishing a suitable
policy for a given situation.

[0036] Cognitiveradios can be configured to operate 1n any
number of ways. Consider FIG. 2 for example. In this
example, a first cognitive radio CR-A (204) may directly
communicate with a peer cognitive radio CR-B (208) 1n a
so-called “point-to-point” (P2P) communication session. The
cognitive radios may establish a suitable policy for use 1n this
point-to-point environment via any number of techniques
including, but not limited to, the cognitive radios’ situational
awareness, negotiation with each other, consultation with
other cognitive radios 1n range, or consultation with a central
(or local or regional) policy manager 212.

[0037] Another, more elaborate, example environment for
cognitive radio communication 1s depicted in FIG. 3 in which
any number of hierarchies may be utilized for obtaiming the
situational awareness necessary for obtaining an appropriate
operational policy. Generally speaking, the depicted hierar-
chy of authority 1n policy decision making increases from top
to bottom 1n this illustration. In this example, a peer-to-peer
group 218 1s depicted as having three member cognitive
radios—204, 208 and CR-M 220. In this example, the group
218 may operate as an autonomous communication group, or
may utilize the services of a base station or repeater 224 1n a
more or less conventional manner once an appropriate policy
1s established for such communication. The reader 1is
reminded that all cognitive radios are presumed to be able to
communicate using a common signaling protocol in order to
establish or change a policy.

[0038] In communication group 218, one member may be
established as a “master” who can dictate policy to the others
in the communication group. In this case, assume that CR-M
(220) 1s such a master. I1 for any reason the master wishes to
change policy (either autonomously, or under user instruc-
tion) CR 220 can dictate that change to the subordinate CRs
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204 and 208 using appropriate signaling. Envision, by way of
example, that CR 220 1s controlled by a sheriil or military
commanding officer, who deems that the policy should be
changed to permit communication with a broader range of
personnel operating together 1n an emergency situation or to
adapt to loss of communication with a member of the group.

[0039] When base station 224 1s 1n a position to assist with
policy decisions, such decisions may be implemented either
by assistance of the computing power available at the base
station, or may be dictated by the base station, operating in the
role of a more computationally powerful cognitive radio
itself. Additionally, base station 224 may operate in the capac-
ity ol a gateway that utilizes either a private data network or
the Internet 230 to obtain additional assistance, or policy
istructions from a local, regional or master policy authority
234. Hence, a cognitive radio may take advantage ol numer-
ous resources at 1ts disposal, in addition to any locally or
internally generated situational awareness data available to 1t
in order to make policy decisions.

[0040] Now consider the role of movement as depicted 1n
FIG. 4-6 in making policy decisions. In this example, a pair of
CRs (again 204 and 208) are in communication with each
other. In this example, the cognitive radios are depicted as
traveling from left to right within or as a part of an aircratt.
This example could equally well have depicted those CRs
traveling 1n an automobile, train, military vehicle, etc. CR 204
and 208 are shown to be currently operating within a domain
250 thatuses policy R, but are approaching a domain 254 with
policy S. This 1s most readily visualized as representing travel
across the boundary from one nation to another wherein dii-
terent regulatory authorities establish the rules of radio com-
munications within their boundaries. Also depicted 1s a third
CR 260 (CR-C) traveling from domain 254 toward domain
250 from right to left. Hence, CR 260 1s operating under an
appropriate policy S for domain 234. In this example, the CRs
204, 208 and 260 may modify their policies 1n any number of
ways. For example, the various cognitive radios may travel
this route frequently and may therefore have stored in their
memory an appropriate set of policies and suitable informa-
tion on when and how to change those policies as they
approach the new domain. In other embodiments, the three
CRs may query each other to determine an appropriate policy
for use.

[0041] It should be noted that three policies may be
required as the CRs make their way across the regulatory
boundary 1nto the adjacent domain. While in domain 250, one
policy may be used, while 1n domain 254 another policy
might be used and during their transition between domains, a
third commonly workable policy might be used. Note that
while a particular CR 1s near a border between domains, 1t
may have to accept a compromise policy that may be unde-
sirable for various reasons (e.g., congestion, poor throughput,
etc.), but since near the border transmissions have the poten-
tial of causing interference the policy decision should take
this into account. Once a domain barrier has been crossed and
the potential for interference near the transitional region 1s
gone or minimized, the policy may be changed again in order
to maximize throughput.

[0042] The example of FIG. 4 1s somewhat two dimen-
sional, which may be a realistic assumption when, for
example, the cognitive radios are transported via ground
transportation, or when a border imvolves only two domains
or even when the transmitted power 1s very low. This situation
1s further depicted 1n FIG. 5 1 which the altitude 270 1s
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relatively low or the border between domains 1s relatively
1solated from other domain borders. However, consider the
depiction of FIG. 6 1n which the altitude 274 1s much higher
and more than two borders are involved. In this example,
domains 250 and 254 are joined by domains 280 and 286 as
being relevant to the receipt of transmissions from CR 204.
One can readily envision areas, for example 1n Europe, where
multiple boundaries converge 1n which the scenario depicted
1s realistic and to be contended with. Hence, the three dimen-
sional aspect of the decision making for establishing a com-
munication policy for CR 204 comes into play. In addition to
compliance with regulatory issues associated with each
domain, an effective communication mechanism may be
needed which has suitable throughput for a particular appli-
cation. Simultaneously, creation of interference should be
avoided. Hence, geographical position 1n three dimensional
space may need to be taken into consideration in order to
establish an appropriate communication policy that meets a
“least common denominator” constraint on a selected policy.

[0043] Now consider an exemplary process for acquiring
policy related mnformation as depicted as process 300 of FIG.
7 starting at 304. When a cognitive radio 1s {irst activated, an
initial operational policy 1s established at 308. Such policy
may be based on policy templates stored 1n memory 130 at
312, as well as historical data and any situational awareness
data that might be available. In certain embodiments, the
initial startup may also mvolve transmission of a beacon, a
response to which may dictate or suggest a policy or provide
enhancements to existing situational awareness. In any event,
an mitial communication policy 1s established at 308 which 1s
used until there 1s a determination at 316 that a policy change
should be implemented. Such a determination may be based
upon a number of factors including: time, 2 dimensional or 3
dimensional location, velocity and direction of travel, inter-
ference, communication quality or failure, data throughput,
domain change, policy directives given by a local spectrum
management authority in response to incident situations and
other situational awareness data.

[0044] When a policy change 1s to be implemented at 316,
an exemplary hierarchical approach 1volves first querying
neighboring cognitive radios for policy information at 320.
When this document discusses a query of a neighbor (or any
other entity) for policy information, this should be interpreted
to mean a broad range of potential queries. For example, the
query can imnvolve one way or two way communication of any
or all of the following information: capabilities or class of the
querying radio, position of the querying radio, velocity of
travel or other information identifying impending domain
change, 1dentification of present policy 1n use, name or 1den-
tifying code for the regulatory body having jurisdiction over
the immediate area being approached, etc.

[0045] When this query 1s recetved by a neighbor CR, the
neighbor may reply in any number of ways. For example, the
response may involve communication of any or all of the
following information: a code representing a full set of policy
information being used by either the responding cognitive
radio, a code representing a full set of policy information that
1s within the capabilities of the querying radio, a set of sug-
gested or dictated policy parameters, a compressed set of
suggested or dictated policy parameters, data representing a
policy difference (e.g.—a message stating that the same
policy can be used with power reduced from 5 watts to 1 watt),
information relating to spectral congestion or interference 1n
the domain being approached, a metric describing the reli-
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ability of iformation being provided, capabilities of the
responding radio, situational awareness data, a radio 1denti-
fier, etc.

[0046] Once the policy data are recerved at 322, a decision
1s made (unless the policy 1s dictated) as to the policy changes
that are to be made. The policy 1s then updated and verified at
324 to assure suitable functionality of the new policy.
[0047] For purposes of this document, *“verification”
should be broadly interpreted as taking any action that deter-
mines or assures that a particular policy 1s suitable for use in
a given environment by a particular cognitive radio. Verifica-
tion can include, for example, validation that the policy 1s
from a trusted source and that the policy data were recerved
without error. It may include an 1ssued date and time stamp to
be used as a freshness measure and possibly also be marked
with a period of validity. Verification may also mclude com-
paring the policy requirements to the capability of the CR. IT
they are incompatible, then the policy 1s not verified. Updat-
ing a policy can be construed as either modification of an
ex1isting policy or replacing a policy with a new policy.
[0048] A policy update counter can then be incremented at
328 in order to keep track of attempts at establishment of an
operative policy. At 332, 11 the policy 1s verified as suitable,
the policy 1s logged to the policy log along with data 1denti-
tying appropriate situations for its use (e.g. time, position,
velocity, etc.) at 336. Normal communication functions then
ensue at 340 and the update counter 1s reset. Control then
returns to 316 to await the next policy change.

[0049] However, 1n the event the policy 1s not verified at
332, the count of the update counter 1s compared with a
threshold at 344. It the established threshold for number of
attempts to update the policy with a viable policy has not been
reached, either the process canreturn to 320 to find anew peer
neighbor radio with better information (not shown for ease of
illustration), or the policy request can be escalated to a net-
work node (as depicted 1n this example) at 348. Hence, at 348,
a network node (or similar higher level authority) 1s queried
(e.g., a local base station or master or through a local base
station or via point-to-point communication).

[0050] Policy information 1s then received at 350 and a new
policy decision can be made. The policy 1s then updated and
verified at 352 and the update counter 1s incremented at 356.
I the new policy 1s verified at 360, control passes back to 336.
Otherwise, control passes to 366 for another inspection of the
policy update counter. If the threshold count has still not been
reached at 366, then control passes to 370 where a higher level
authority can be sought and selected to request new policy
data. The process then repeats starting at 352. (In a stmilar
manner, multiple neighbor peer radios can be repeatedly que-
ried until a count 1s exceeded—this process has been omitted
to simplify the flow diagram).

[0051] When an update count exceeds (or meets) the
threshold value, control passes to 380 where a policy request
1s sent to the highest level server node that can be reached.
Policy data are then recetved at 382 and a new policy decision
made. The policy 1s then updated at 386 and 11 verified at 390,
control passes to 336. If this policy cannot be verified at 390,
an error condition 1s presumed to exist at 394. This can result
in any number of corrective actions including a tull software
reset of the radio and/or presentation of alerts or other error
messages.

[0052] As previously implied, a cognitive radio CR should
quickly identify the policies that apply to 1t based on 1ts
current location, movements and time of day, for example
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along with other parameters. This 1s particularly important for
rapidly-moving radios, such as 1s found in aircrait traversing,
multiple countries or governing authorities. The radio should
determine 1n real time whether 1t can transmit, and under what
conditions should be used for transmission at 1ts current loca-
tion and time. The CR establishes a usage policy (for example
by download from a database 1n an associated network, or by
the process just outlined). A particular policy may only be
valid for a certain geographic area. Hence, the cognitive radio
can predict when a new policy will be needed as a function of
its current location (1n two or three dimensional space), signal
propagation and a speed and direction of movement. Based
upon this data an approximate expiration time can be calcu-
lated based on 1ts current location and speed. Also, by sensing
its altitude along with 1ts known latitude/longitude (or other
location coordinates), the CR can estimate transmit (1x)
propagation and thus decide how olten to request a policy

update/download.

[0053] It 1s noted that once the CR determines how long a
current policy can remain in effect, 1t has several tasks to
accomplish. First 1t should determine what process will be
used to determine a new policy. Then the new policy has to be
determined, and finally, the new policy 1s programmed into
the cognitive radio device. The amount of time available until
the policy change and resources available may, 1n part, deter-
mine how the available time will be utilized. For example, 1
very little time 1s available, a quick method of selection of a
new policy may be required, even though 1t may not provide
an optimal new policy. When a large amount of time 1s avail-
able, amore complex policy making decision may be utilized.
Additionally, a minor policy change may be more quickly
programmed than a complete new policy. Each of these fac-
tors, taken 1n the context of the computational power available
in the CR contributes to a decision as to how a new policy will
be determined. Any element or combination of the above
clements are considered to be “implementing™ the policy, 1n
accordance with certain embodiments.

[0054] As noted earlier, policy updates can either be down-
loaded from the network, or the CR can query neighboring
CR’s to obtain policy updates (1n various formats such as a
compressed, difference format). This latter approach 1s pre-
sumed to provide a much quicker update compared to down-
loading the entire policy from the network. Using the loca-
tion, time, and propagation estimates, the CR chooses the
most viable frequency and protocol (etc.) to use and verifies
that the various attributes of the defined policy are available/
unused. The CR maintains a history log with policy, location,
and interference 1nfo to assist 1in quickly determining how to
best communicate (1.e. skip propagation estimate and/or
policy update request 1if CR has already traveled this path
betfore), using coarsely-quantized locations to save storage
space. ITanew policy 1s needed but one 1s not available for this
location from either the network or neighboring radios, the
CR will compare the last-used policy with a cached policy for
the closest location to determine which subset of policy rules
to apply. If after a policy change no valid data can be received
(1.e., the policy 1s not verified), the policy used by the trans-
mitter may be beyond this CR’s capability, or their policies
may be out of sync; the CR then transmits a trouble beacon
signal to all. The network detects the beacon and attempts to
resync all CR’s with a policy usable to all (1.e. least-common
denominator of usage capabilities).

[0055] Hence, 1naccordance with certain embodiments, the
CR takes advantage of 1ts location, capabilities, and info from
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neighboring CRs to rapidly determine the best policy for the
geographic region. Local caching and decision-making may
often eliminate the need to support frequent, large policy

downloads.

[0056] As previously noted, a cognitive radio that 1s mobile
may pass through a number of regions with different regula-
tory policies. One such example 1s an airborne communica-
tion system 1n flight above Western Europe. After identifying,
spectrum that 1s unused, 1t must evaluate the potential spec-
trum against a policy engine to ensure that 1ts usage 1s com-
plhiant with the local regulations. However, the policy tables
are complex, and policy conformance calculations take a long
time to perform. The overhead of doing this per-packet 1s
unacceptable. However, doing 1t less frequently (e.g., per
session) could result 1n policy violations later 1n the session
due to a change in location or other factors.

[0057] Several potential remedies can be used to manage
the computation time that may be required to carry out such
computations. In one embodiment, depicted 1n the flow chart
of F1G. 8 starting at 400, an associative lookup table 1s created
and maintained within the radio (1.e., a cache) at 406. This
lookup table maps sets of policy mputs (available frequen-
cies, position, time, etc.) to policy decisions. For each new
packet at 410, an associative lookup 1s performed at 414 to
determine whether a policy decision has already been evalu-
ated for the current set of mputs (or 1n certain embodiments,
for similar iputs). If so at 418, the cache 1s consulted and
returns the previously computed decision at 422. This policy
decision 1s then implemented at 426 for the current packet. If
not at 418, the policy engine software that makes the policy
decisions 1n processor 108 evaluate the policy at 430 and
make an appropriate policy decision. This policy decision
may be arrived at 434 by application of genetic algorithms or
other heuristics to augment the cached tables and thereby
arrive at a new policy decision. The computed result can then
be stored 1n the associative lookup table at 440 for future use.

[0058] A genetic algorithm (GA) 1s a type of global search
heuristic algorithm used to find approximate solutions to
optimization and search problems. Such algorithms may be
iterative by nature and produce results that evolve with further
iterations.

[0059] In another embodiment, the heavy computation
requirements can be offloaded to external servers, which have
more computational power available. For quicker local deci-
s1ons, the offboard (network-side) service can be used to do
any required complex calculation and return a simplified
decision tree for subsequent analysis on the device. Use of a
simplified lightweight decision tree will reduce the latency
but may need to be updated periodically. Various metrics can
be used metrics (such as the severity of the penalty for non-
conformance to policy) to govern the frequency of updates.
By way of example, with lower power transmitted commu-
nications, 1t may be less critical that a particular policy be
exactly followed than 1f higher power transmission i1s used. In
another example, a government agency involved 1n protection
of national security interests may incur no actual monetary
penalty for non-compliance during an emergency situation,
but would generally wish to assure compliance where pos-
sible to avoid interference with other communications. In
certain embodiments the process can be streamlined by the
cognitive radio making basic policy decisions based upon the
policy decision tree and 11 computational resources are avail-
able, can then enhance the policy decision (e.g., for greater
throughput, etc.) Alternatively, defaults and heuristics can be
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used to generate decisions within the device while awaiting
the full policy decision from the server or when the server 1s
unavailable. Any mechanism short of the most complex
method (by any measure, e.g., time, computing resources,
etc.) possible for a given cognitive radio device for making a
policy decision can be considered a simplified process for
purposes of the present discussion.

[0060] Itmay notalways be possibleto fully comply with a
regulatory policy while simultaneously achieving reliable
communication. In such instances, 1t may be at least desirable
to mimimize non-compliance with the regulatory policy.
Mimmizing non-compliance can take many forms. For
example, if the regulatory policy sets a maximum power of 1
watt but 5 watts 1s used, this 1s better than 50 watts. Similarly,
being out of compliance for 1 minute 1s better than 1 hour.
Thus, minimizing non-compliance can be interpreted 1n any
reasonable way that minimizes some parameter of non-com-
pliance. By way of example, and not limitation, parameters
that can be minimized can include time of non-compliance,
penalty for non-compliance, instances of non-compliance
and severity of non-compliance 1n any parameter including
severity of penalty or difference between actual parameter
used and allowable parameter.

[0061] A simplified policy decision tree, for purposes of
this discussion, 1s a decision tree that eliminates certain policy
decisions that can readily be ruled out for a given set of
circumstances. For example, i1 certain frequency bands can
be eliminated, or certain modulation schemes can be elimi-
nated from the decision process that a cognitive radio uses to
make a policy decision, the policy decision process can be
done 1n less time with less powertul computational resources
than would otherwise be required.

[0062] Inanother example, a decision tree can be arrived at
by an exchange of information with the server or other author-
ity. In such case, the server queries the radio (or the radio
supplies with a decision tree request or policy request) the
capabilities of the radio. The decision tree then can be appro-
priately devised to utilize only the capabilities of the cognitive
radio. In one example embodiment, the server can query “are
you capable of frequency hopping” if negative response, that
branch of a decision tree can be eliminated. In other
examples, 1f radio capabilities are categorized by class (e.g.,
cach radio 1s associated with a class that defines its capabili-
ties), then the radio only needs to communicate its class in
order for the server to use this information to devise a sim-
plified decision tree relative to the radio’s location.

[0063] FIG. 9 depicts an exemplary embodiment of a deci-
s10n process 1n accordance with this embodiment starting at
500 after which point, a determination 1s made that a new
policy 1s needed (for any reason) at S04. If not, no new policy
decision action 1s taken. If so at 504, the cognitive radio
processor 108 determines 11 a simplified decision tree 1s avail-
able at 508 and 11 so, control passes to 512, where the policy
decision 1s readily made using a simplified policy tree stored
in memory as transmitted from a more computationally pow-
erful source such as a ground based base station or internet
connected server, or even a more poweriul nearby cognitive
radio. If there appears to processor 108 to be no need for an

update of the simplified policy tree at 516, control returns to
504.

[0064] If a new policy tree 1s needed at 516, or 1f a simpli-
fied policy tree 1s unavailable at 508, processor 520 deter-
mines 1f a remote server capable of providing one 1s available
(e.g., by broadcast of a beacon signal requesting such ser-
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vices). IT no such services are available at 520, other actions
can be taken such as using defaults or applying heuristics to
the available information to arrive at a policy decision at 524.
At the worst case, a full policy decision can be made inde-
pendently by the cognitive radio at this point using all avail-
able resources including situational awareness. In certain
embodiments, as previously described, other nearby radios

can also be queried for policy data. Control then returns to
504.

[0065] If a remote server 1s available at 520 an updated
policy computation and simplified policy decision tree can be
requested from the available resources (e.g., a server with
more computation power) at 528. The server then returns a
calculated policy and/or a new simplified policy decision tree
at 532. The cognitive radio then uses this information to
determine a correct policy at 536.

[0066] In accordance with embodiments such as that of
FIG. 9, 1t will be clear that a simplified decision tree can have
varying degrees of complexity. In certain embodiments, a
simplified decision tree might imply a simplified/local policy.
In this instance, the degree of simplicity level of a given
policy decision tree may be related to the update frequency
required for the simplified policy decision tree. This concept
1s depicted in one embodiment by the process of FIG. 10
starting at 5350 after which a request for a policy decision 1s
transmitted to an authority (e.g., a server with greater pro-
cessing resources) at 554. A policy decision tree 1s then
received at 558 from the authority and implemented.

[0067] In the meantime, the cognitive radio computes (or,
for example, reads from the message from the authority) a
figure of merit for the complexity of the policy decision tree
at 562. This figure of merit 1s then used at 580 to calculate a
time for the next policy decision to be requested based upon
the complexity of the decision tree. In one simple example, a
threshold level of complexity can be established to make a
decision between a relatively long time between updates ver-
sus a relatively short time between updates (actual times are
not important to the understanding of this embodiment). If the
complexity 1s deemed to be low at 570, less time 1s required
between updates at 574, whereas 11 complexity 1s deemed to
be high, more time 1s required between updates at 578. While
depicted as a high or low decision, a full continuum of update
times can be computed. Moreover, rather than a figure of
merit, an actual update time can be determined by the author-
ity and transmitted rather than a figure of merit, 1n certain
embodiments. Once the update time 1s calculated at 380, the
processor 108 monitors the time and when the update time
arrives at 584 (or a timer expires ), control returns to 554 for a
new update cycle.

[0068] In addition to the pure complexity of the decision
tree, other factors can be used (and may be considered a factor
in determining “complexity” for purposes of this document.
For example, the number of branches or nodes 1n the decision
tree can be or be used 1n calculation of a complexity. Addi-
tionally, various “costs” can be associated with making a
determination of complexity including a cost associated with
throughput or even a cost of non-compliance with a particular
policy (e.g., use of unlicensed or licensed spectrum, and
penalties associated therewith, either monetary or in terms of
performance).

[0069] Incertain embodiments of cognitive radio, it may be
desirable or required by regulatory agencies or the situation to
compute a new policy for each packet transmitted. Clearly
this 1s a burdensome requirement that has potential to rapidly
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consume computing resources. However, 1t should be noted
that even when such 1s not a requirement of situation or
regulation, a packet being the smallest unit of data may dictate
that a packet-by-packet computation may be needed, or at
least an evaluation of the policy on a packet-by-packet basis
may be advisable.

[0070] In such circumstances, 1n accordance with certain
embodiments, a policy decision can be computed on a per
session (rather than per-packet) basis. In this embodiment,
computation of the policy can be simplified safely by com-
puting a bound on session length as a part of the policy
evaluation. In this manner, 1.e., the end point of the session
can be computed so that based upon the frequency, protocol,
geographic location, movement, velocity, direction, etc., the
session ends before a new policy decision 1s required.

[0071] An exemplary process that carries out a session
based policy decision 1s shown in FIG. 11 starting at 600 after
which as session starts at 604. At 608 a policy decision 1s
made base upon any of the mechanisms described heretolore.
Additionally, data are gathered that will impact a suitable end
point for the session such as speed and direction of travel and
new domains being potentially approached, network topol-
ogy, network boundaries or any other relevant data available
to the cognitive radio at 608. At 612, this data are used to
compute a bound on the length of time that a session can
remain active before a new policy 1s to be implemented. The
policy decision can then be implemented at 616 and used for
the duration of the computed policy session length. If the
session ends at 620 for any reason other than the computed
end of the policy length, control returns to 604 to await the
start of a new session. However, once the policy length 1s
reached at 624, control returns to 608 where the process of
calculating a new policy and a new policy length 1s restarted.

[0072] Referring now to FIG. 12, a graph depicts a simpli-
fied illustration of some of the parameters to be considered 1n
making a policy change decision and their interrelationship.
The X axis depicts three exemplary mechanisms for making
a policy change, with the three example mechanisms being
arranged by speed of decision making with decision times
decreasing with travel to the right. Only three decision mak-
ing processes are depicted for simplification of the 1llustra-
tion, but those skilled 1n the art will appreciate upon consid-
cration of the present teachings that many decision making
processes could be arranged along the X axis by order of time
required to make the new policy decision. The Y axis repre-
sents the estimated or actual duration of applicability of the
policy or, by analogy, the rate of policy updates required. The
7. axis represents a cost or penalty for non-compliance with a
policy (e.g., n terms of monetary cost or any given perfor-
mance parameter).

[0073] If time for evaluation 1s no object, and the penalty
for non-compliance 1s high, the cognitive radio device would
give preference to the full tree policy evaluation for making a
policy decision (or other mechanism that results 1n full regu-
latory compliance as well as optimization of other factors.
The cognitive radio can etther perform the calculation itself or
offload the calculation to a server or other authority with
higher computing power. Since time 1s not critical, there 1s no
problem with the decision making process taking time and
expending processing power.

[0074] As time available for the evaluation gets shorter to
the point that the CR does not have time to perform the full
tree evaluation, the CR reverts to a more rapid decision mak-
ing processes such as using a simplified tree or a lookup table
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or cache. In the case of a simplified tree, this may mean that
tree updates are required more frequently. Moreover, the
updated policy may not be fully compliant with regulatory
policies or may need to be updated on a more frequent basis.

[0075] When evaluation time becomes very short, the CR
uses the associative lookup table unless the penalty for non-
compliance with a regulatory policy 1s so high so as to not be
worth the risk. Using this simplification of the process, the
choice 1s feasible 11 1t 1s feasible 1n both planes. If the choice
1s infeasible in either plane, then the choice 1s infeasible.
Although this graph 1s a simplification of this decision mak-
Ing process, 1t conveys the general concepts of the tradeoils
that are made 1n selecting a decision making process. As such,
it should be considered a simplified model, and more complex
models may take different factors into account. So, while the
present simplified model depicts selection of a decision mak-
ing process in three dimensional space, multiple additional
dimensions or alternate dimensions or fewer dimensions may
be suitable for certain embodiments without departing from
embodiments consistent with the present invention.

[0076] While depicted as a continuum 1n FIG. 11, the vari-
ous conditions for selection of a method for determining what
policy decision making process 1s used can actually mvolve
more discreet steps than 1s illustrated. For example, the deci-
s10n between processes can be made based upon the duration
of applicability as compared to a set of thresholds for time
needed to make the decision using any of several decision
making processes. In the simplest variation, 1f the duration of
applicability of the policy 1s long enough, the full tree process
1s used. Although most time consuming, 1t 1s presumed to
have the highest likelihood of yielding a policy decision of
long duration with optimized parameters such as minimal
interference and higher throughput without non-compliance
penalty. Stmilarly, a cost or penalty 1s likely to be defined in
discrete terms (financial or throughput increments, for
example), and again, comparison to thresholds may be a
straightforward mechanism for establishment of a criterion
for selection of a decision making process.

[0077] Thus, a method for managing operational param-
eters of a cognitive radio device to minimize non-compliance
with a regulatory policy mvolves sensing a change in an
operational condition that will affect compliance with a cur-
rent operational policy; estimating a time at which the current
operational policy will become 1nvalid; selecting a method for
determining how to update the current operational policy; and
updating the current operational policy of the cognitive radio
device. In certain embodiments, the selected method for
determining how to update the current operational policy can
involve determining a policy from a history of operational
policy compliance; determining a policy from a time avail-
able to implement an updated policy; determining a policy by
evaluation of a penalty for non-compliance with a regulatory
policy; determining a policy by implementing a full policy;
determining a policy by retrieving a cached policy; determin-
ing a policy from a policy decision tree; determiming a policy
from a simplified policy decision tree; determining a policy
by selection of a simplified policy; determiming a policy by
selection of a default policy; etc. The time estimate for valid-
ity of the policy may be based upon geographic location,
altitude, time of day, velocity, trajectory, etc. of the cognitive
radio device as well as changing conditions of movement and
location (differing local rules and policies), as well as any
other situational awareness information.
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[0078] In the foregoing specification, specific embodi-
ments of the present invention have been described. However,
one of ordinary skill 1n the art appreciates that various modi-
fications and changes can be made without departing from the
scope of the present invention as set forth 1n the claims below.
Accordingly, the specification and figures are to be regarded
in an illustrative rather than a restrictive sense, and all such
modifications are itended to be included within the scope of
present invention. The benefits, advantages, solutions to
problems, and any element(s) that may cause any benefit,
advantage, or solution to occur or become more pronounced
are not to be construed as a critical, required, or essential
features or elements of any or all the claims. The invention 1s
defined solely by the appended claims including any amend-
ments made during the pendency of this application and all
equivalents of those claims as 1ssued.

What 1s claimed 1s:

1. A method for managing operational parameters of a
cognitive radio device to minimize non-compliance with a
regulatory policy, comprising:

sensing a change in an operational condition that will atfect

compliance with a current operational policy;
estimating a time at which the current operational policy
will become 1nvalid;

selecting a method for determining how to update the cur-

rent operational policy; and

updating the current operational policy of the cognitive

radio device.

2. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determiming a policy from a history of
operational policy compliance.

3. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy based upon a time
available to implement an updated policy.

4. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy by evaluation of a
penalty for non-compliance with a regulatory policy.

5. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy by determining a time
for implementing a full policy.

6. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy 1s based upon a time to make a decision on a policy
selection method, a time to make a policy decision, and a time
to program the cognitive radio with the new policy.

7. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy by retrieving a cached
policy.

8. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy from a policy decision
tree.

9. The method according to claim 8, wherein the policy
decision tree comprises a simplified policy decision tree.

10. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy by selection of a sim-
plified policy.
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11. The method according to claim 1, wherein the selected
method for determining how to update the current operational
policy comprises determining a policy by selection of a
default policy.

12. The method according to claim 1, wherein the estimat-
ing 1s based upon at least one of a complexity of the current
policy, a capability of the cognitive radio, a penalty for non-
compliance with a regulatory policy, geographic location,
altitude, time of day, trajectory, velocity of the cognitiveradio
device, and changing conditions of movement and location.

13. The method according to claim 1, wherein the selected
method comprises obtaining a policy decision from an
authority with greater computing power than the cognmitive
radio.

14. A cognitive radio device, comprising:

a soltware configurable transceiver;

a control processor that 1s configured under software con-
trol to manage operational parameters of the cognitive
radio device to minimize non-compliance with a regu-
latory policy, by:

sensing a change in an operational condition that will affect
compliance with a current operational policy;

estimating a time at which the current operational policy
will become 1nvalid;

selecting a method for determining how to update the cur-
rent operational policy; and

updating the current operational policy of the cognitive
radio device.

15. The cognitive radio device according to claim 14,
wherein the selected method for determining how to update
the current operational policy comprises determining a policy
from a history of operational policy compliance.

16. The cognitive radio device according to claim 14,
wherein the selected method for determining how to update
the current operational policy comprises determining a policy
based upon a time available to implement an updated policy.

17. The cognitive radio device according to claim 14,
wherein the selected method for determinming how to update
the current operational policy comprises determining a policy
by evaluation of a penalty for non-compliance with a regula-
tory policy.

18. The cognitive radio device according to claim 14,
wherein the selected method for determining how to update
the current operational policy comprises determining a policy
by determiming a time needed for implementing a full policy.

19. The cognitive radio device according to claim 14,
wherein the selected method for determining how to update
the current operational policy comprises determining a policy
by retrieving a cached policy.

20. The cognitive radio device according to claim 14,
wherein the selected method for determinming how to update
the current operational policy comprises determining a policy
from a policy decision tree.

21. The cognitive radio device according to claim 20,
wherein the policy decision tree comprises a simplified policy
decision tree.
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22. The cognitive radio device according to claim 14,
wherein the selected method for determining how to update
the current operational policy comprises determining a policy
by selection of a simplified policy.

23. The cognitive radio device according to claim 14,
wherein the selected method for determining how to update
the current operational policy comprises determinming a policy
by selection of a default policy.

24. The method according to claim 14, wherein the esti-
mating 1s based upon at least one of a complexity of the
current policy, a capability of the cognitive radio, a penalty for
non-compliance with a regulatory policy, geographic loca-
tion, altitude, time of day, trajectory, velocity of the cognitive

radio device, and changing conditions of movement and loca-
tion.

25. The method according to claim 14, wherein the selected
method comprises obtaining a policy decision from an
authority with greater computing power than the cognitive
radio.

26. A cognitive radio device, comprising:
a soltware configurable transcerver;

a control processor that 1s configured under software con-
trol to manage operational parameters of the cognitive
radio device to minimize non-compliance with a regu-
latory policy, by:

sensing a change in an operational condition that will atfect
compliance with a current operational policy;

estimating a time at which the current operational policy
will become invalid, wherein the estimating 1s based
upon at least one of geographic location, altitude, time of
day, trajectory, velocity of the cognitive radio device,
and changing conditions of movement and location,
complexity of the current policy, capability of the cog-
nitive radio, and penalty for non-compliance with a
regulatory policy;

selecting a method for determining how to update the cur-
rent operational policy;

updating the current operational policy of the cognitive
radio device; and

wherein the selected method for determining how to update
the current operational policy 1s selected from: deter-
mining a policy from a history of operational policy
compliance, determining a policy from a time available
to implement an updated policy, determining a policy by
evaluation of a penalty for non-compliance with a regu-
latory policy, determining a policy by implementing a
full policy, determining a policy by retrieving a cached
policy, determining a policy from a policy decision tree,
determining a policy from a simplified policy decision
tree, determining a policy by selection of a simplified
policy, and determining a policy by selection of a default

policy.
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