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(57) ABSTRACT

An apparatus and method for accelerating test, debug and
fallure analysis of a multiprocessor device are provided.
With the apparatus and method, on-chip trace logic 1is
utilized to receive internal signals from logic provided in
modules of the multiprocessor device. The modules are
preferably copies of one another such that, given the same
inputs, each module should operate 1n the same manner and
generate the same output as long as the modules are oper-
ating properly. The modules are provided with the same
inputs and the internal signals of the modules are traced
using an on-chip trace bus and on-chip trace logic analyzer
to perform the trace. The internal signals from one module
are compared against another module so as to determine 1f
there 1s any discrepancy which would indicate a fault.
Additional pairs of modules may be compared to pinpoint a
faulty module that 1s the source of the fault.
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APPARATUS AND METHOD FOR
ACCELERATING TEST, DEBUG AND
FAILURE ANALYSIS OF A
MULTIPROCESSOR DEVICE

BACKGROUND
[0001] 1. Technical Field
[0002] The present application relates generally to an

improved data processing system and method. More spe-
cifically, the present application 1s directed to an apparatus
and method for accelerating test, debug and failure analysis
of a multiprocessor device.

[0003] 2. Description of Related Art

[0004] When manufacturing integrated circuit chips, it 1s
important to be able to test the operation of the modules,
¢.g., processors, on the integrated circuit chips 1n order to
ensure their proper operation. The time required to test such
modules significantly adds to the total cost of manufacturing,
the integrated circuit chip. Thus, 11 1t 1s possible to improve
upon the test time, the cost of manufacturing integrated
circuit chips may be reduced. Moreover, eflicient debug and
tailure analysis of such modules helps 1n reducing the total
time to market as well as increases the yield, resulting in
overall reduction in cost of manufacturing the integrated
circuit chip.

[0005] The usual manner of testing a module on an
integrated circuit chip 1s the application of signal patterns
using an external tester and scan chains provided on the
integrated circuit chip. Alternatively, an iternal built-in-
seli-test (BIST) engine and scan chains may be used. While
these test methods are necessary for exhaustive testing of the
integrated circuit device, they are time consuming processes
that require external test equipment to extract test results
from the integrated circuit chip and perform the necessary
analysis for determining 1f the integrated circuit chip is
operating properly.

[0006] One approach to detecting faults 1n modules of an
integrated circuit chip mvolves comparing a module on an
integrated circuit chup with a copy of the module. Such an
approach 1s referred to as fault detection by duplication and
1s considered to be conceptually the most simple fault
detection technique for integrated circuit chip modules. An
example of fault detection by duplication 1s described 1n
Prasad, “Fault Tolerant Digital Systems,” IEEE Potentials,
vol. 8, no. 1, pp. 17-21, February 1989, which 1s hereby
incorporated by reference

[0007] There are significant drawbacks to known fault
detection by duplication mechanisms. For example, in addi-
tion to the overhead of having to provide a duplicate module,
tault detection by duplication requires an external compara-
tor (external to the mtegrated circuit chip) for comparing the
outputs of the module under test and the duplicate module.
In addition, such fault detection 1s not able to monitor
important internal signals for comparison, making fault
detection much more time consuming. Thus, 1t would be
beneficial to eliminate the need for external test equipment
that provides an external comparator and provide a mecha-
nism that permits monitoring of important internal signals.

SUMMARY

[0008] The illustrative embodiments provide an apparatus
and method for accelerating test, debug and failure analysis
of a multiprocessor integrated circuit chip. With the appa-
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ratus and method of the illustrative embodiments, on-chip
trace logic 1s utilized to recerve internal signals from logic
provided in modules of the multiprocessor integrated circuit
chip. The modules are preferably copies of one another such
that each of the modules, aside from manufacturing discrep-
ancies, should be exactly the same with regard to configu-
ration. Stmilarly, given the same inputs, each module should
operate 1n the same manner and generate the same output as
long as the modules are operating properly.

[0009] For testing purposes, the modules are provided
with the same mputs and the outputs of the modules are
traced using a trace bus and trace logic analyzer (TLA) to
perform the trace. The internal signals from the modules that
are to be output by the module onto a trace bus are merged
onto the trace bus. The trace bus then transmits the signals
to a TLA. The TLA 1s capable of performing selected logic
functions on the signals that come 1nto it from the trace bus.
For example, the TLA may determine 1f the integrated
circuit chup 1s faulty. The TL A, with appropriate logic being
provided, or external equipment may determine which mod-
ules on the integrated circuit chip are faulty, cause hot-
swapping of a redundant module for a failed or faulty
module, and/or other fault related operations, based on the
determination of whether a fault has occurred or not.

[0010] With the mechanmisms of the illustrative embodi-
ments, 1dentical test patterns are applied to all of the
modules and corresponding signals of any two modules are
compared. The signals that are being compared are internal
signals to the modules. The comparison may be performed
using one or more logic gates provided 1n the logic of the
modules. In one 1llustrative embodiment, the comparison 1s
performed using XOR gates as comparators. These XOR
gates may be provided before the OR gates that are used to
merge the signals onto the trace bus. Control blocks may
also be provided to synchronize and/or enable and disable
signals to be compared.

[0011] The illustrative embodiments take advantage of the
fact that corresponding signals of any two modules should
have the same value when the same stimulus, 1.e. 1nput, 1s
applied to both modules. For purposes of the testing of the
illustrative embodiments, two modules are compared at a
time. Thus, a first module’s output signals may be compared
to a second module’s output signals to determine 11 there 1s
a discrepancy. If there 1s a discrepancy, then a faulty module
may be present. If there 1s no discrepancy, then it can be
determined that the modules are operating properly for the
given set of mputs. In this way, testing of the modules on the
integrated circuit chip may be performed using on-chip test
logic and an on-chip debug bus.

[0012] In order to perform debug and failure analysis, a
second pair of modules may be compared 1n a similar way.
This second pair of modules may include one of the modules
from the first pair. The first pair of modules may be, for
example, across from each other with regard to the trace bus
while the second pair of modules may be adjacent modules
on the same side of the trace bus.

[0013] For example, the first module’s output signals and
a third module’s output signals may be compared to deter-
mine 11 there 1s any discrepancy. If a discrepancy 1s again
detected, it may be reasonably determined that the first
module 1s the source of the fault since both comparisons
included the first module and both comparisons resulted 1n
a discrepancy being detected.
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[0014] The result signals of comparisons, which may be
the outputs of the XOR gates, for example, between any two
modules on the integrated circuit chip are output, such as via
the OR gates, to a debug bus. The debug bus provides the
output signals to the TLA, which may perform the analysis
described above to determine 1f the integrated circuit chip
has a fault. Based on this analysis, the TLA may provide an
output signal ofl-chip to external testing equipment for
indicating whether the chip 1s faulty or not. Based on this
information, the external testing equipment may perform
analysis to determine which module is the faulty module, for
example. Alternatively, given the approprate on-chip logic,
the TLA may perform such identification of the faulty
module 1tself. Moreover, given the appropriate logic, the
TLA may perform operations for performing hot-swapping
of a redundant module, 11 any, to replace the 1dentified faulty
module.

[0015] In one illustrative embodiment, the integrated cir-
cuit chip 1s a multiprocessor system-on-a-chip (SoC). In
such a multiprocessor SoC, the modules may be the proces-
sors themselves. Thus, the mechanisms of the illustrative
embodiments may be used to i1dentily faulty processors 1n a
multiprocessor SoC so as to indicate the chip to be faulty
and/or to perform hot-swapping of a redundant processor 1n
place of the faulty processor.

[0016] In one illustrative embodiment, the multiprocessor
SoC may be a heterogeneous multiprocessor SoC, such as
the Cell Broadband Engine (CBE), also known as the
Broadband Processor Architecture, available from Interna-
tional Business Machines, Inc. of Armonk, N.Y. In such a
heterogeneous multiprocessor SoC, a control processor 1s
provided along with a plurality of co-processors which may
operate using a different instruction set from that of the
control processor. The mechanisms of the illustrative
embodiments may make use of an existing debug bus
provided in the heterogeneous multiprocessor SoC for per-
forming the transier of signals from the co-processors to an
existing TLA 1n the heterogeneous multiprocessor SoC.
Logic may be provided in each of the co-processors for
facilitating the comparisons between co-processors as the
modules described above. In this way, faulty co-processors
may be identified using on-chip internal signal tracing and
comparison between duplicate co-processors.

[0017] In one illustrative embodiment, a method, 1n an
integrated circuit device, 1s provided for identifying a faulty
module of the integrated circuit device. The method may
comprise applying an input test pattern to a plurality of
modules of the integrated circuit device. The plurality of
modules are preferably copies of one another within a
manufacturing tolerance. Internal signals of at least two
modules 1n the plurality of modules may be sampled, within
the integrated circuit device. The sampled internal signals of
the at least two modules may be compared, within the
integrated circuit device, to detect 1t there 1s any discrepancy
between the internal signals. The integrated circuit device
may then be 1dentified as faulty 1f a discrepancy between the
internal signals 1s detected by the comparison.

[0018] The sampling of the internal signals may comprise
sampling the internal signals using internal signal sampling
logic built into each of the at least two modules 1n the
plurality of modules. The comparing of the internal signals
of the at least two modules may comprise using comparison
logic built into at least one of the at least two modules 1n the
plurality of modules.
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[0019] The i1dentiiying of the integrated circuit device as
faulty may comprise providing results of the comparison to
a trace/debug bus of the integrated circuit device. The results
of the comparison may be transierred to a trace logic
analyzer provided on the integrated circuit device via the
trace/debug bus. The trace logic analyzer may analyze the
results of the comparison to determine 1f the integrated
circuit device 1s faulty.

[0020] Comparing the internal signals of the at least two
modules may comprise comparing, 1 a first comparison,
one or more internal signals of a first module with one or
more 1internal signals of a second module, and comparing, in
a second comparison, the one or more internal signals of the
first module with one or more internal signals of a third
module. The first module and second module may be
opposite each other with respect to a bus of the integrated
circuit device. The first module and third module may be
adjacent to each other with respect to the bus of the
integrated circuit device.

[0021] The method may further comprise i1dentifying
which module 1n the plurality of modules on the integrated
circuit device 1s faulty based on results of the first compari-
son and second comparison. For example, 1t results of the
first comparison indicate a faulty module and results of the
second comparison indicate a faulty module, then the first
module 1s 1dentified as the faulty module. The method may
turther comprise performing a hot-swap operation to swap a
spare module for the faulty module identified by the results
of the first comparison and second comparison.

[0022] The plurality of modules may be processors and the
integrated circuit device may be a multiprocessor integrated
circuit device. The multiprocessor integrated circuit device
may be a heterogeneous multiprocessor system-on-a-chip
having a control processor and a plurality of co-processors.
The plurality of co-processors may constitute the plurality of
modules.

[0023] In a further illustrative embodiment, an apparatus
1s provided that comprises a plurality of modules, internal
sampling logic providing 1n each of the plurality of modules,
and comparison logic provided in each of the plurality of
modules. The plurality of modules are preferably copies of
one another within a manufacturing tolerance. An input test
pattern may be applied to the plurality of modules of the
integrated circuit device and the internal signal sampling
logic of at least two modules 1n the plurality of modules may
sample internal signals of the at least two modules. The
comparison logic of at least one module of the at least two
modules may compare the internal signals of the at least two
modules to detect 11 there 1s any discrepancy between the
internal signals. The integrated circuit device may be 1den-
tified as faulty 11 a discrepancy between the internal signals
1s detected by the comparison logic of the at least one
module. The comparison logic of a first module may com-
prise an exclusive OR gate that compares an output signal of
an adjacent second module with an internal signal of the first
module.

[0024] The apparatus may further comprise a trace/debug
bus coupled to the plurality of modules and a trace logic
analyzer coupled to the trace/debug bus. The integrated
circuit device may be i1dentified as faulty by providing
results of the comparison to the trace/debug bus, transierring
the results of the comparison to the trace logic analyzer via
the trace/debug bus, and analyzing, in the trace logic ana-




US 2007/0300115 Al

lyzer, the results of the comparison to determine 1f the
integrated circuit device 1s faulty.

[0025] The internal signals of the at least two modules
may be compared by comparing, 1n a first comparison, one
or more internal signals of a first module with one or more
internal signals of a second module, and comparing, in a
second comparison, the one or more 1nternal signals of the
first module with one or more internal signals of a third
module. The first module and second module may be
opposite each other with respect to a bus of the apparatus.
The first module and third module may be adjacent to each
other with respect to the bus of the apparatus.

[0026] One of a trace logic analyzer or external testing
equipment may identily which module 1n the plurality of
modules of the apparatus 1s faulty based on results of the first
comparison and second comparison. For example, 1f results
of the first comparison indicate a faulty module and results
of the second comparison indicate a faulty module, then the
first module may be 1dentified as the faulty module. One of
the trace logic analyzer or the external testing equipment
may initiate a hot-swap operation to swap a spare module for
the faulty module identified by the results of the first
comparison and second comparison.

[0027] The plurality of modules may be processors and the
apparatus may be a multiprocessor integrated circuit device.
The multiprocessor integrated circuit device may be a het-
erogeneous multiprocessor system-on-a-chip having a con-
trol processor and a plurality of co-processors. The plurality
ol co-processors may constitute the plurality of modules.
[0028] These and other features and advantages of the
present 1nvention will be described 1, or will become
apparent to those of ordinary skill in the art in view of, the
following detailed description of the exemplary embodi-
ments of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] The novel features believed characteristic of the
invention are set forth 1 the appended claims. The invention
itself, however, as well as a preferred mode of use, further
objectives and advantages thereof, will best be understood
by reference to the following detailed description of an
illustrative embodiment when read in conjunction with the
accompanying drawings, wherein:

[0030] FIG. 1 1s an exemplary block diagram of a multi-
processor system 1n which the exemplary aspects of the
illustrative embodiments may be implemented;

[0031] FIG. 2 1s an exemplary block diagram illustrating
a debug bus and trace logic analyzer 1n accordance with one
illustrative embodiment;

[0032] FIGS. 3A and 3B provide an exemplary circuit
diagram 1n accordance with one illustrative embodiment;
and

[0033] FIG. 4 1s a flowchart outlining an exemplary opera-
tion for performing failure analysis of a module on a
multiprocessor integrated circuit chip 1 accordance with
one illustrative embodiment.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

L1l

[0034] The illustrative embodiments provide an apparatus
and method for accelerating test, debug, and failure analysis
of a multiprocessor system. As such, the mechanisms of the
illustrative embodiments may be applied to any multipro-
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cessor system that has modules that are duplicates of one
another, 1.e. modules that have the same configuration,
barring any manufacturing discrepancies. Fault detection 1s
performed using fault detection by duplication on internal
signals of these modules and on-chip logic for performing
comparisons and analysis of the results of such comparisons.

[0035] One multiprocessor system in which the mecha-
nisms of the illustrative embodiments may be implemented
1s the Cell Broadband Engine (CBE) available from Inter-
national Business Machines, Inc. The CBE 1s a multi-core
processor comprising a control processor and multiple 1den-
tical copies of co-processors, barring any manufacturing,
discrepancies. These co-processors are referred to as Syn-
ergistic Processing Elements (SPEs). With particular impor-
tance to the illustrative embodiments, 1n the CBE, corre-
sponding internal signals of each of the SPEs are traced and
connected to a trace/debug bus. A multiplexer 1n the SPEs
selects the signals that are to be transmitted out of the SPE
and into the trace/debug bus at any particular instance of
time. These signals are connected to the trace/debug bus
through OR gates. The trace/debug bus transmits this infor-
mation obtained from trace signals to a trace logic analyzer
(TLA) which 1n turn 1s capable of performing selected logic
functions on the received signals.

[0036] It should be noted that while the illustrative
embodiments will be described hereafter in terms of the
CBE architecture, the present invention 1s not limited to use
only with the CBE architecture. To the contrary, the mecha-
nisms of the i1llustrative embodiments may be used with any
multiprocessor system having duplicate modules that may
be tested using the mechanisms of the illustrative embodi-
ments. Moreover, the modules that are tested using the
mechamisms of the illustrative embodiments need not be
co-processors, as set forth in the CBE architecture based
embodiments hereafter. Rather, any module having one or
more duplicate modules 1n an integrated circuit chip may be
tested using the mechanisms of the illustrative embodi-
ments. For purpose of illustration, however, reference will
now be made to the CBE architecture in which preferred
embodiments are implemented.

[0037] FIG. 1 1s an exemplary block diagram of a data
processing system in which aspects of the present invention
may be implemented. The exemplary data processing sys-
tem shown in FIG. 1 1s an example of the Cell Broadband
Engine (CBE) data processing system. While the CBE will
be used 1n the description of the preferred embodiments of
the present mvention, the present invention 1s not limited to
such, as will be readily apparent to those of ordinary skill 1n
the art upon reading the following description.

[0038] As shown in FIG. 1, the CBE 100 includes a power
processor element (PPE) 110 having a processor (PPU) 116
and 1ts L1 and L2 caches 112 and 114, and multiple
synergistic processor elements (SPEs) 120-134 that each has

its own synergistic processor unit (SPU) 140-154, memory
flow control 155-162, local memory or store (LS) 163-170,

and bus interface unit (BIU unit) 180-194 which may be, for
example, a combination direct memory access (DMA),
memory management umt (MMU), and bus interface unit. A
high bandwidth mternal element interconnect bus (E1B) 196,
a bus interface controller (BIC) 197, and a memory interface
controller (MIC) 198 are also provided.

[0039] The CBE 100 may be a system-on-a-chip such that
cach of the elements depicted in FIG. 1 may be provided on
a single microprocessor chip. Moreover, the CBE 100 1s a




US 2007/0300115 Al

heterogeneous processing environment in which each of the
SPUs may receive different instructions from each of the
other SPUs 1n the system. Moreover, the instruction set for
the SPUs 1s different from that of the PPU, e.g., the PPU may
execute Reduced Instruction Set Computer (RISC) based
istructions while the SPU execute vectorized instructions.

[0040] The SPEs 120-134 are coupled to each other and to
the L2 cache 114 via the EIB 196. In addition, the SPEs
120-134 are coupled to MIC 198 and BIC 197 via the EIB
196. The MIC 198 provides a communication interface to
shared memory 199. The BIC 197 provides a communica-
tion interface between the CBE 100 and other external buses
and devices.

[0041] The PPE 110 1s a dual threaded PPE 110. The
combination of this dual threaded PPE 110 and the eight
SPEs 120-134 makes the CBE 100 capable of handling 10
simultaneous threads and over 128 outstanding memory
requests. The PPE 110 acts as a controller for the other eight
SPEs 120-134 which handle most of the computational
workload. The PPE 110 may be used to run conventional
operating systems while the SPEs 120-134 perform vector-
1zed floating point code execution, for example.

[0042] The SPEs 120-134 comprise a synergistic process-
ing unit (SPU) 140-154, memory flow control units 155-162,
local memory or store 163-170, and an interface unit 180-
194. The local memory or store 163-170, 1n one exemplary
embodiment, comprises a 256 KB instruction and data
memory which 1s visible to the PPE 110 and can be
addressed directly by software.

[0043] The PPE 110 may load the SPEs 120-134 with
small programs or threads, chaining the SPEs together to
handle each step 1n a complex operation. For example, a
set-top box incorporating the CBE 100 may load programs
for reading a DVD, video and audio decoding, and display,
and the data would be passed off from SPE to SPE until 1t
finally ended up on the output display.

[0044] The memory flow control units (MFCs) 155-162
serve as an interface for an SPU to the rest of the system and
other elements. The MFCs 155-162 provide the primary
mechanism for data transfer, protection, and synchromization
between main storage and the local storages 163-170. There
1s logically an MFC for each SPU 1n a processor. Some
implementations can share resources of a single MFC
between multiple SPUs. In such a case, all the facilities and
commands defined for the MFC must appear independent to
software for each SPU. The eflects of sharing an MFC are
limited to implementation-dependent facilities and com-
mands.

[0045] In addition to the above, the CBE 100 includes a
pervasive logic unit 196 that, among other things, includes
a trace logic analyzer (TLA) (shown 1in FIG. 2, hereatfter) for
performing test, debug, and failure operations based on test
outputs from the various elements of the CBE 100, e.g.,
SPEs 120-134. The TLA 1s an element that allows for debug
and analysis of various elements of the CBE 100, e.g., the
vartous components of the SPEs 120-134, by providing a
window to internal signals of these elements. The TLA 1s
responsible for debugging at mitial chip bring-up operation,
tracing ol internal sequences, analysis of software alterna-
tives or problems, analysis of potential hardware problems,
and triage of unusual behavior. The main components of the
TLA are match logic, state control logic and a trace array.
The TLA operates based on information signals passed

along a trace/debug bus (shown in FIG. 2, hereafter).
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[0046] The various elements of the CBE 100 may include
circuitry and logic for testing the internal signals of these
clements and provide test results to the TLA of the pervasive
logic unit 196 wvia the test/debug bus (shown in FIG. 2,
hereafter). The logic for testing the internal signals of these
clements further includes logic for comparing the internal
signals of one element with the internal signals of another
clement having a same configuration, e.g., comparing the

internal signals of SPE 120 with SPE 122, for example. The
results of such comparison of internal signals may be sent to
the TLA 1n the pervasive logic unit 196 so that the TL A may
perform debug and failure analysis and perform appropnate
actions when a failure 1s detected. The TLA 1itsell may
provide signals ofl-chip to external testing equipment that
may perform more detailed analysis. Alternatively, logic
may be provided on the TLA to perform such detailed
analysis to thereby 1dentify a particular faulty element and
determine corrective action for the faulty element.

[0047] It should be noted that the use of the term “internal
signals” with regard to the present description refers to

signals that are generated and, during normal operation, are
utilized within an element, e.g., within an SPE 120-134, to
perform various functions. These “internal signals™ may be
used to generate test results that are sent “externally,” 1.e.
outside the element that 1s being tested, to the TLA via the
test/debug bus. However, normally, the “internal signals™ are
not sent outside of the element being tested and are only
utilized within the element itself.

[0048] In operation, 1dentical test patterns are loaded into
the SPEs 120-134 as inputs to these elements along with an
indication of the internal signals to be compared. Logic
within the SPEs 120-134 samples the internal signals of the
SPEs 120-134 for comparison. The comparison may be
performed by logic provided within the SPEs 120-134 which
1s coupled to the trace/debug bus. The results of such
comparisons may be placed on the trace/debug bus and
thereby provided to the TLA 1n the pervasive logic unit 196.
The TLA may then determine, based on the results of such
comparisons, whether the chip i1s faulty. Based on this
decision indicating a fault, the TLA may output an appro-
priate signal to external equipment to notify a human user of
the faulty chip, perform a hot-swap operation with a redun-
dant SPE provided on the chip, or other fault related
operation. In some illustrative embodiments, the TLA may
simply output a signal to external equipment providing
details regarding the detection of a fault with the external
equipment actually performing the analysis to determine
which SPE caused the fault and thus, which SPE to swap out
for a redundant SPE. In other illustrative embodiments, the
TL A 1s provided with on-chip logic for identifying the faulty
SPE and which SPE to swap out for a redundant SPE.

[0049] The comparison described above may involve
comparing internal signals of pairs of SPEs 120-134 on-chip
to determine if there are any discrepancies between these
internal signals. The basic assumption 1s that elements that
are 1dentical duplicates of each other, given the same stimu-
lus, 1.e. inputs, should generate the same internal signals.
Thus, 11 there 1s a discrepancy 1n the mternal signals moni-
tored by the logic within the SPEs 120-134, then one of the
clements 1s faulty, either due to manufacturing defects or
other factors. Thus, from an initial comparison, it can be
determined whether the chip 1s faulty or not. If a fault 1s
detected 1n this manner, the chip may be discarded as faulty.
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[0050] For debug and failure analysis, multiple pairs of
SPEs 120-134 may be tested 1n the manner described above
in order to pinpoint which SPE is the source of a fault. One
of the SPEs 120-134 in a second pair of SPEs 120-134

should be 1n both the first pair and second pair of SPEs
120-134. Thus, each SPE 120-134 should appear in at least
two pairs of SPEs 120-134 that are being compared and may
appear 1n more than two pairs of SPEs 120-134 depending
upon the implementation.

[0051] For example, a first pair of SPEs may include SP.
120 and SPE 122. A second pair of SPEs may include SP.

120 and SPE 124. Similarly, SPE 122 may be both 1n the first
pair of SPEs and a third pair of SPEs comprising SPE 122
and SPE 126. In such a situation, 1f a fault 1s detected by the
comparison of the internal signals of SPE 120 with SPE 122,
and a fault 1s detected by the comparison of internal signals
of SPE 120 with SPE 124, and the comparison of SPE 122
with SPE 126 1n the third pair does not indicate a fault, then
it can be determined that the fault must lie 1n SPE 120. Such
decisions may be made by external testing equipment based
on output signals from the TLA, for example. In an 1llus-
trative embodiment, logic may be provided on the TL A 1tself
for performing such decisions based on the results obtained
from the comparisons. In this way, the source of a fault may
be debugged for use 1n determining how to perform fault
operations, such as hot-swapping, for example.

[0052] FIG. 2 1s an exemplary block diagram illustrating
a debug bus and trace logic analyzer 1n accordance with one
illustrative embodiment. As shown in FIG. 2, a trace/debug
bus 204 1s provided for communicating trace and debug
signals between the SPEs 220-290, memory controller 214,
input/output (I0) controller 216, power processor element
210, L2 cache 212, and the trace logic analyzer (TLA) 202
of the pervasive logic unit 200. The TLA 202 may perform
tests and debugging with regard to the elements 210-216 and
220-290 as 1s generally known 1n the art. In addition, the
TLA 202 may perform test, debug, and failure analysis 1n
accordance with the illustrative embodiments as described
previously above.

[0053] In other words, the mechanisms of the 1llustrative
embodiments may make use of the existing hardware of a
Cell Broadband Engine (CBE) architecture as a basis for
performing the operations of the illustrative embodiments.
The 1llustrative embodiments use comparison logic 222,
232,242,252, 262, 272, 282, 292, and logic in the TLA 202
for performing test, debug and failure analysis using a fault
detection by duplication approach on the SPEs 220-290.

[0054] In operation, an automatic test pattern generator 1n
the SPEs 220-290, the TLA 202, or the like, provides an
appropriate test signal pattern to at least two of the SPEs
220-290. Alternatively, external test equipment may provide
the test patterns to the SPEs 220-290. Moreover, the external
test equipment or the TL A 202 provides to the SPEs 220-290
an 1dentifier of the signals that 1t wishes to compare for
purposes of fault detection. At least two SPEs 220-290
operate on the mput test signal pattern and generate internal
signals based on the processing of this test signal pattern.
These internal signals are sampled by the internal signal
sampling logic of the SPEs 220-290, e.g., internal signal
sampling logic 224, 1n accordance with the identifier of the
signals to be compared provided by the TLA 202.

[0055] The sampled signals for a pair of SPEs are pro-
vided to the comparison logic of the SPEs 220-290, e.g.,
comparison logic 222. For example, the sampled internal
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signals of SPE 220 are provided by internal signal sampling
logic 224 to both the comparison logic 222 of SPE 220 and
to comparison logic 232 of SPE 230. Sumilarly, the sampled
internal signals of SPE 230 are provided by the internal
signal sampling logic 224 to both the comparison logic 232
of SPE 230 and the comparison logic 222 of SPE 220. The
internal signals from each of the SPEs 220 and 230 may then

be compared using the respective comparison logic 222 and
232 of the SPEs 220 and 230.

[0056] The output from this comparison logic 222 and 232
indicates whether there 1s a discrepancy between the imnternal
signals from SPE 220 and SPE 230. Again, as mentioned
previously, since the SPEs 220 and 230 are supposed to be
identical copies or duplicates of each other, and each SPE
220 and 230 receives the same input signal pattern, the
internal signals sampled by the internal signal sampling
logic 224 and 234 should be 1dentical 1f both SPEs 220 and
230 are operating properly. If one or both of the SPEs 220
and 230 are operating improperly, then a discrepancy
between the sampled internal signals for these SPEs 220 and
230 will be detected during the comparison.

[0057] The outputs generated by the comparison logic 222
and 232 are provided to the TLA 202 via the trace/debug bus
204. The TLA 202 recerves these outputs and determines, by
way of its own internal logic, whether the outputs from the
comparison logic 222 and 232 indicate a fault was detected.
If a fault 1s detected, the TLA 202 may generate a signal that
1s output ofl-chip to external equipment for notifying a

human or other equipment that the chip 1s faulty and should
be discarded.

[0058] It should be noted that while the above embodi-
ment illustrates two SPEs that are opposite each other with
respect to the trace/debug bus 204 being compared, the
illustrative embodiments are not limited to such. Rather,
comparisons may be made between any two SPEs 220-290.
For example, the internal signals of SPE 230 may be
compared with the same internal signals of SPE 250. Simi-
larly, the internal signals of SPE 220 may be compared with
the same internal signals from SPE 240. Moreover, with
proper signal lines being provided, the internal signals of
SPE 230 may be compared to the same internal signals of
SPE 280. In short, with proper signal lines running between
the SPEs 220-290, the internal signals of any two SPEs
220-290 may be compared.

[0059] FIG. 2 illustrates one exemplary embodiment for
coupling SPEs 220-290 so as to provide comparisons of
internal signals in pairs of SPEs 220-290. In this one
exemplary embodiment, comparisons may be made between
adjacent SPEs, such as SPE 230 and SPE 250, and SPEs that
are directly across from each other with respect to the
trace/debug bus 204, such as SPE 230 and SPE 220. It
should be appreciated that this arrangement 1s selected for
purposes ol ease of manufacture and mimmizing signal line
lengths. However, this 1s not a limitation on the particular
implementations of the present invention and any coupling
of pairs of SPEs 220-290 may be used without departing
from the spirit and scope of the present invention.

[0060] Thus, by comparing two SPEs 220-290, it can be
determined whether the chip as a whole has a faulty element.
Each pair of SPEs 220-290 may be compared so as to
determine 1f there 1s any fault 1n any of the SPEs 220-290.
While this 1s sutlicient for most applications of the 1llustra-
tive embodiments, 1t may be desirable 1n some applications
to be able to pinpoint which SPE in the multiple SPEs
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220-290 1s faulty, 1.e. which SPE 1is the source of the fault.
The illustrative embodiments provide a mechanism for
identifying the source element of a fault.

[0061] In an alternative embodiment, in order to identily
a source of a fault, a plurality of pairs of SPEs 220-290 may
be compared to thereby 1dentily the particular SPE 220-290
that 1s the source of a fault. As described above, the depicted
illustrative embodiment 1n FIG. 2 shows that both the SPEs
that are across from each other with respect to the trace/
debug bus 204 as well as the SPEs that are adjacent to each
other are coupled by signal lines from their respective
internal signal sampling logic to their respective comparison
logic. Thus, the same SPE may be 1n two diflerent pairs of
SPEs for comparison purposes.

[0062] For example, the comparison logic 232 for SPE
230 receives sampled internal signals from internal signal
sampling logic 224 of SPE 220, signal sampling logic 234
of SPE 230, and signal sampling logic 254 of SPE 250.
Thus, SPE 230 1s 1n a first pair of SPEs comprising SPEs 220
and 230 and a second pair of SPEs comprising SPEs 230 and
250. It the comparisons of internal signals 1n both the first
pair and second pair of SPEs result 1n a fault being detected,
1.¢. a discrepancy between the sampled internal signals, then
it can be reasonably assumed that the common SPE 230 is
the source of the fault.

[0063] In order to make sure that the SPE 230 1s the source
of the fault, stmilar comparisons may be made with regard
to SPEs 220 and 240, SPEs 250 and 240, and SPEs 250 and
2770 to determine 11 any of the SPEs may be the source of the
tault. If, through such comparisons, SPE 250 1s determined
to not be faulty and SPE 220 i1s also determined to not be
faulty, then it can be determined that SPE 230 1s indeed the
faulty SPE.

[0064] In one illustrative embodiment, these determina-
tions are made by external testing equipment based on
ofl-chip outputs from the TLA 202. In an alternative 1llus-
trative embodiment, the TLA 202 itself 1s provided with
logic to perform these determinations based on the output
signals received from the comparison logic of the various
SPEs 220-290. The simplest way for the external testing
equipment or TLA 202 to determine the faulty SPE 1s to
control each pair of SPEs to run separately from all the other
SPEs, e.g., first running SPEO and SPE1 with all other SPEs
inactive, then running SPE1 and SPE2 with all other SPEs
iactive, etc. The results of these runs may be stored, such
as 1n a trace array of the TLA 202, and simple logic may be
used, 1n either the external testing equipment or the TLA
202, to analyze the results of the various runs to deduce
which SPEs were part of multiple failures.

[0065] Based on the determination of which SPE 1s faulty,
the external test equipment or the TLA 202 may perform
operations for identitying the faulty SPE, notily a human
operator, and/or perform other fault related operations. For
example, 1f the chip 1s provided with a redundant or spare
clement, e¢.g., spare SPE, the external testing equipment or
TLA 202 may perform the necessary operations, such as
setting appropriate bits in configuration registers, and the
like, for disabling the faulty SPE and enabling the spare
SPE. In this way, the TLA may hot-swap the spare SPE for
the faulty SPE.

[0066] Thus, the mechanisms of the illustrative embodi-
ments may be used to i1dentity faults 1n modules, such as
SPEs, of an itegrated circuit chip by performing a fault
detection through duplication methodology using on-chip
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logic that tests internal signals of modules that are intended
to be 1dentical. The mechanisms of the illustrative embodi-
ment provide significant advantages over the approach
described 1n Prasad, “Fault Tolerant Digital Systems,” IEEE
Potentials, vol. 8, no. 1, pp. 17-21, February 1989 (refer-
enced above) 1n that a large number of 1nternal signals may
be compared rather than only outputs of the elements. The
benelit of comparing internal signals as opposed to external
signals as described in Prasad, i1s that usually the external
signals are few and far away, logically, from the important
functional units of the device. This makes 1t more diflicult to
actually activate a failure somewhere inside the chip and
have 1t propagate to the output of the chip where 1t would be
visible. As an example consider a normal processor which
interfaces to the pins through a memory controller. If the
actual core of the processor has a defect 1n the addition unat,
for example, not only would the addition 1nstruction have to
be performed, but a memory 1nstruction would also need to
be performed to make the fail visible at the pins of the chip.
To the contrary, 1f internal signals are able to be compared,
as 1n the i1llustrative embodiments, in the above example the
register bus may be monitored and a discrepancy indicating
a faillure may be i1dentified without requiring the extra
memory instruction execution, for example.

[0067] Moreover, the logic for performing comparisons
and analysis based on results of comparisons may be pro-
vided 1n ofl-chip external testing equipment or on-chip in the
TLA 202. By providing the logic on-chip rather than requir-
ing external test equipment for performing comparisons and
analysis, the cost of testing may be reduced by using lower
cost on-chip logic than the more expensive external test
equipment. Furthermore, the overhead of on-chip compari-
son ol internal signals 1s very low since 1t only requires a
minimal amount of logic to be added to the integrated circuit
chip while using an existing trace/debug bus.

[0068] FIGS. 3A and 3B provide an exemplary circuit
diagram 1n accordance with one 1llustrative embodiment. As
1s depicted 1n FIGS. 3A and 3B, the illustrative embodiments
provide an XOR gate, e.g., XOR gates 314, 316, 320 and
326, just prior to the existing OR gate 319, 329 used to place
trace data on the trace/debug bus 350. These XOR gates are
used to perform comparisons ol sampled internal signals
between pairs of SPEs so as to permit the TLA 370 of the
pervasive logic umt 360 to determine whether a faulty SPE
1s present on the integrated circuit chip. Moreover, by
comparing more than one pair of SPEs, the TLA 370 may
identify which SPE 1s the source of a detected fault and
perform appropnate fault related operations.

[0069] As shown in FIGS. 3A and 3B, each SPE0-SPE7 1s
provided with logic for selecting internal signals for sam-
pling and logic for comparing these internal signals between
pairs of SPEs. Taking SPE0 and SPE1 as representative of
the other pairs of SPEs which have i1dentical logic arrange-
ments as shown, the SPE1 includes one or more multiplexers
310 and 312 for selecting internal signals within the SPFEI1
for use 1 comparing with sampled internal signals of
another SPE, e.g., SPEQ. As shown 1n FIGS. 3A and 3B, the
multiplexer 310 selects an internal signal which 1s then
provided to the XOR gate 320 of SPE0 for comparison with
a similarly selected internal signal in SPEO. The multiplexer
322 in SPEO0 selects the same internal signals as selected by
the multiplexer 310 1n SPE1. As a result, the comparison
performed by the XOR gate 320 compares the same internal
signal of SPE0 and SPE1 to determine if there i1s any
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discrepancy between these sampled internal signals, e.g.,
one internal signal being at a high state while the other 1s at
a low state. If there 1s a discrepancy, then the XOR gate 320
will output a signal that has a high state. The XOR gate 320
only outputs a high state signal when there 1s a discrepancy
between the inputs, 1.e. the sampled internal signals from
multiplexers 310 and 322.

[0070] The output of the XOR gate 320 1s provided to an
OR gate 329 for placing comparison results on the trace/
debug bus 350. As shown 1 FIGS. 3A and 3B, the OR gate
329 recerves a number of inputs. A first input 1s from XOR
gate 326 which XOR’s the selected internal signal from
multiplexer 322, based on the delay logic 328, with the
output from an adjacent SPE, e.g., SPE2. In other words, this
path 1s used to detect discrepancies between SPE0 and one
of the other SPEs to the right of SPEQ 1n FIGS. 3A and 3B.
Delay logic 328 1s used to synchronize the data coming from
the SPEs to the right of SPE0 so that the same functional
cycle for both SPEO and the SPE to the right of SPE0 are

compared.

[0071] A second mput to the OR gate 329 1s the selected

internal signal from the multiplexer 310 in SPE1 which 1is
used to allow normal tracing features. The third input to the
OR gate 329 is the output of the XOR gate 320 described
previously. The fourth input 1into the OR Gate 1s for normal
tracing functions. The fifth input to the OR gate 329 i1s the
output signal from an adjacent SPE, ¢.g., SPE2.

[0072] In summary, the first mput to the OR gate 329
provides a comparison path between the current SPE and an
adjacent SPE to the right in FIGS. 3A and 3B. The second
input to the OR gate 329 provides a cross-over path for
normal tracing and allows each SPE to trace twice as much
by setting each internal signal multiplexer differently. The
third input to the OR gate 329 1s a comparison path for the
current SPE with an adjacent SPE across from the current
SPE, e.g., SPEL, or potentially any SPE to the right of the
current SPE. The fourth input to the OR gate 329 provides
a normal tracing path for the current SPE. The fifth 1nput to
the OR gate provides a pass through tracing path to allow
trace data or the newly added comparison data to make its

way to the TLA.

[0073] Thus, with these mputs to the OR gate 329, if any
of the put signals used for detecting differences, 1.e. the
result of comparing the internal signals of an adjacent SPE,
e.g., SPE2, with SPEO, or the result of comparing the
internal signals of SPEs across from on another, e.g., SPE1,
with SPEO0, or the output of the OR gate from adjacent SPE,
e.g., SPE2, 1s high, then the OR gate 329 outputs a high

output indicative of a fault.

[0074] FEach of SPE0O-SPE7 has the same arrangement of
circuitry as described above with regard to SPE0Q and SPE1.
Thus, two mterrelated chains of SPEs are provided, an upper
chain and lower chain of SPEs. In the upper chain of SPEs,
the output of SPE6 1s provided to SPE4, whose output 1s
provided to SPE2. The output of SPE2 1s provided to SPE(
whose output 1s placed on trace/debug bus 350. Similarly, in
the lower chain of SPEs, the output of SPE7 1s provided to
SPES, whose output 1s provided to SPE3. The output of
SPE3 1s provided to SPE1 whose output 1s placed on
trace/debug bus 350. Thus, SPEs are coupled to their adja-
cent SPEs in the same chain as well as corresponding SPEs
directly opposite them 1n the array arrangement of SPEs.

[0075] Using this circuitry arrangement, 1identical test pat-
terns are applied to all of the SPEs 0-7 and the response from
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designated pairs of SPEs are compared. In the depicted
example, two SPEs at a time are compared, although 1t 1s
teasible that more than two SPEs may be compared with
minor modifications of the circuitry arrangement shown in
FIGS. 3A and 3B. In particular, in the depicted example,
SPEO and SPE1 are compared, SPE2 and SPE3 are com-
pared, SPE4 and SPES are compared, and SPE6 and SPE7
are compared. The resulting value obtain from these com-
parisons 1s a 128 bit signal with 64 bits coming from an
upper SPE (SPE 0, 2, 4, or 6) and the other 64 bits coming
from a corresponding lower SPE (SPE 1, 3, 5, or 7). The
result values are ramped onto the trace/debug bus 350
through the existing OR gates and transmitted to the TLA
370.

[0076] Inthe TLA 370, the result value 1s compared with
a 128 bit wide all O vector and, 1t a mismatch 1s 1dentified,
then the chip 1s determined to be faulty. The reason behind
this determination based on a mismatch is that 1f the par-
ticular pair of SPEs being compared are fault free, then their
corresponding internal signals will have the same logic
value. Thus, when these signals are compared using the
XOR gate 314 or 320, the output of the XOR gate should
have a logic O value. If 1t does not, 1t implies that one of the
two signals 1s faulty. Thus, all 128 bits coming out of any
such comparison using XOR gates should have a logic O
value 1f both the SPEs are fault iree.

[0077] Thus, the circuitry shown in FIGS. 3A and 3B may
be used to detect a faulty SPE 1n the integrated circuit chip.
The 1dentification of this fault by the TLA 370 may be used
as a basis for discarding the chip as faulty or performing
other fault related operations. In addition to simply detecting
whether the chip 1s faulty, the circuitry shown 1in FIGS. 3A
and 3B may also be used to pimpoint which SPE 0-7 is the
cause of the fault. In order to do this, a debug and failure
analysis methodology may be employed in external test
equipment or within logic of the TLA 370.

[0078] The debug and {failure analysis methodology
requires that the same test pattern/stimulus be applied to all
of the SPEs 0-7 and the corresponding internal signals of
these SPEs being traced 1n a manner similar to that described
above. However, 1n addition to comparing internal signals of
an upper SPE with the same internal signal of a correspond-
ing lower SPE, adjacent SPEs are compared, e.g., SPE0 1s
compared with SPE2, SPE1 1s compared with SPE3, SPE4
1s compared with SPE6, and SPES i1s compared with SPE7.
This 1s made possible since the circuitry shown 1in FIGS. 3A
and 3B, as discussed previously, permits the upper and lower
SPEs to receive traced signals not only from their corre-
sponding upper or lower SPE, but also from their adjacent
SPEs. The XOR gates 316 and 326 are provided prior to the
OR gates 319 and 329 to perform the comparison between
adjacent SPEs.

[0079] In the debug and failure analysis methodology, the
128 bit result containing the response of a pair wise com-
parison, such as an upper and lower SPE, 1s sent to the TLA
370 and compared with a 128 bat all O vector in the same
manner as in the above described test methodology. How-
ever, 1f there 1s a mismatch detected, then the indication
whether there 1s a failing SPE 1n this particular pair of SPEs
may be stored, such as in a trace array, in the TLA 370.
Subsequently, both the SPEs 1n this pair are compared with
their adjacent SPEs. If there 1s a failure indicated 1n either
one of these comparisons, then the common SPE among the
pair (adjacent SPE pair) and the earlier pair (upper and lower
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SPE pair) 1s the failing SPE. Alternatively, such determina-
tions may be made by external testing equipment based on
the results of these various comparisons.

[0080] For example, 1 there 1s a failure indicated for the
pair SPEQ and SPE1, then this information, 1.e. that the pair
tailed, 1s stored in the TLA 370. Subsequently, the pair SPEO
and SPE2, as well as the pair SPE1 and SPE3 are compared

and the results of these comparisons are analyzed by the
TLA 370. If a failure 1s indicated in the pair SPE0Q and SPE2,

then 1t can be inferred that SPEOQ 1s the failing SPE. Other-
wise, 1f a failure 1s indicated 1n the pair SPE1 and SPE3, then
it can be inferred that SPE1 is the failing SPE.

[0081] FIG. 4 1s a flowchart outlining an exemplary opera-
tion for performing failure analysis of a module on a
multiprocessor integrated circuit chip 1 accordance with
one illustrative embodiment. The operation shown 1n FIG. 4
may be performed, for example, using the integrated circuit
chip arrangement shown 1n FIGS. 2-3 above. It should be
appreciated that while FIG. 4 will be described 1n terms of
an operation for detecting faulty SPEs, the present invention
1s not limited to such. Rather, a similar operation may be
used to detect faulty modules of any type so long as there are
at least two modules that are designed and fabricated with
the 1ntent that these modules be exact copies or duplicates of
cach other.

[0082] As shown in FIG. 4, the operation starts with the
TLA providing a test signal pattern to the SPEs and an
indication of the internal signals that are to be sampled (step
410). The SPEs operate on the test signal pattern to generate
internal signals (step 420) that are sampled by internal signal
sampling logic provided in the SPEs (step 430). The same
internal signals of pairs of corresponding SPEs 1n different
SPE chains are compared using comparison logic provided
in the SPEs (step 440). Results of these comparisons are sent
to an on-chip trace logic analyzer (step 450). The on-chip
trace logic analyzer analyzes the results of the comparisons
(step 460) to determine if there are any faulty SPEs (step
470).

[0083] If there 1s a faulty SPE, the trace logic analyzer
may output an indication of the fault externally from the chip
(step 480) and the fault indication may be stored in the trace
logic analyzer (step 490). Optionally, internal signals of
adjacent pairs ol SPEs may be compared 1n a similar manner
(step 500). Based on the outputs from these comparisons, the
trace logic analyzer may determine whether there 1s any
fault detected 1n other pairs of SPEs that include one of the
SPEs in the original pair in which the fault was detected
(step 510). If so, then the trace logic analyzer may identily
the common SPE as the source of the fault (step 520). The
trace logic analyzer may then perform appropriate fault
related operations based on the identification of the faulty
SPE (step 530). Such operations may include, for example,
performing a hot-swap operation with a redundant or spare
SPE provided on-chip. The operation then terminates.

[0084] Thus, the illustrative embodiments provide a
mechanism for accelerating the test, debug, and failure
analysis of an integrated circuit chip. In particular, the
illustrative embodiments may be used to detect faults with
regard to any duplicate modules of an mtegrated circuit chip,
including processors on a multiprocessor system-on-a-chip
(SoC). Such a multiprocessor SoC may be a heterogeneous
multiprocessor SoC, such as the Cell Broadband Engine.
Because the comparison and analysis 1s performed on-chip,
the detection and handling of faults may be accelerated and
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made more cost effective than known methodologies that
require the use of external test equipment.

[0085] As mentioned above, the circuit as described above
1s part of the design for an itegrated circuit chip. The chip
design 1s created 1 a graphical computer programming
language, and stored 1n a computer storage medium (such as
a disk, tape, physical hard drive, or virtual hard drive such
as 1n a storage access network). If the designer does not
fabricate chips or the photolithographic masks used to
tabricate chips, the designer transmits the resulting design
by physical means (e.g., by providing a copy of the storage
medium storing the design) or electromically (e.g., through
the Internet) to such entities, directly or indirectly. The
stored design 1s then converted into the approprnate format
(e.g., GDSII) for the fabrication of photolithographic masks,
which typically include multiple copies of the chip design in
question that are to be formed on a water. The photolitho-
graphic masks are utilized to define areas of the wafer
(and/or the layers thereon) to be etched or otherwise pro-
cessed.

[0086] The resulting integrated circuit chips can be dis-
tributed by the fabricator in raw wafer form (that 1s, as a
single wafer that has multiple unpackaged chips), as a bare
die, or 1n a packaged form. In the latter case the chip is
mounted 1n a single chip package (such as a plastic carrier,
with leads that are aflixed to a motherboard or other higher
level carrier) or in a multichip package (such as a ceramic
carrier that has either or both surface interconnections or
buried interconnections). In any case the chip 1s then inte-
grated with other chips, discrete circuit elements, and/or
other signal processing devices as part of either (a) an
intermediate product, such as a motherboard, or (b) an end
product. The end product can be any product that includes
integrated circuit chips, ranging from toys and other low-end
applications to advanced computer products having a dis-
play, a keyboard or other input device, and a central pro-
cessor. Moreover, the end products in which the integrated
circuit chips may be provided may include game machines,
game consoles, hand-held computing devices, personal digi-
tal assistants, communication devices, such as wireless
telephones and the like, laptop computing devices, desktop
computing devices, server computing devices, or any other
computing device.

[0087] The description of the present invention has been
presented for purposes of illustration and description, and 1s
not intended to be exhaustive or limited to the invention in
the form disclosed. Many modifications and variations will
be apparent to those of ordinary skill in the art. The
embodiment was chosen and described in order to best
explain the principles of the mvention, the practical appli-
cation, and to enable others of ordinary skill 1n the art to
understand the invention for various embodiments with
vartous modifications as are suited to the particular use
contemplated.

What 1s claimed 1s:

1. A method, 1n an integrated circuit device, for 1dentify-
ing a faulty module of the integrated circuit device, com-
prising;:

applying an mput test pattern to a plurality of modules of

the integrated circuit device, wherein the plurality of
modules are copies of one another within a manufac-
turing tolerance;
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sampling, within the integrated circuit device, internal
signals of at least two modules 1 the plurality of
modules;

comparing, within the integrated circuit device, the inter-

nal signals of the at least two modules to detect i1 there
1s any discrepancy between the internal signals; and

identifying the integrated circuit device as faulty if a

discrepancy between the internal signals 1s detected by
the comparison.

2. The method of claim 1, wherein sampling internal
signals comprises sampling the internal signals using inter-
nal signal sampling logic built into each of the at least two
modules 1n the plurality of modules, and wherein comparing
the iternal signals of the at least two modules comprises
using comparison logic built into at least one of the at least
two modules 1n the plurality of modules.

3. The method of claim 1, wherein identifying the inte-
grated circuit device as faulty comprises:

providing results of the comparison to a trace/debug bus

of the mtegrated circuit device;

transterring the results of the comparison to a trace logic

analyzer provided on the integrated circuit device via
the trace/debug bus; and

analyzing, in the trace logic analyzer, the results of the
comparison to determine 11 the integrated circuit device
1s faulty.
4. The method of claim 1, wherein comparing the internal
signals of the at least two modules comprises:

comparing, 1n a first comparison, one or more internal
signals of a first module with one or more internal
signals of a second module; and

comparing, 1 a second comparison, the one or more
internal signals of the first module with one or more
internal signals of a third module.

5. The method of claim 4, wherein the first module and
second module are opposite each other with respect to a bus
of the integrated circuit device, and wherein the first module
and third module are adjacent to each other with respect to
the bus of the integrated circuit device.

6. The method of claim 4, further comprising 1dentifying
which module 1n the plurality of modules on the integrated
circuit device 1s faulty based on results of the first compari-
son and second comparison.

7. The method of claim 6, wherein if results of the first
comparison indicate a faulty module and results of the
second comparison indicate a faulty module, then the first
module 1s 1dentified as the faulty module.

8. The method of claim 6, further comprising;:

performing a hot-swap operation to swap a spare module
for the faulty module 1dentified by the results of the first
comparison and second comparison.

9. The method of claim 1, wherein the plurality of
modules are processors and the integrated circuit device 1s a
multiprocessor mtegrated circuit device.

10. The method of claim 9, wherein the multiprocessor
integrated circuit device 1s a heterogeneous multiprocessor
system-on-a-chip having a control processor and a plurality
of co-processors, and wherein the plurality of co-processors
constitute the plurality of modules.

11. An apparatus, comprising:
a plurality of modules, wherein the plurality of modules

are copies of one another within a manufacturing
tolerance;
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internal signal sampling logic provided 1in each of the
plurality of modules; and

comparison logic provided i each of the plurality of
modules, wherein:

an input test pattern 1s applied to the plurality of modules
of the mtegrated circuit device,

the internal signal sampling logic of at least two modules
in the plurality of modules samples internal signals of
the at least two modules,

the comparison logic of at least one module of the at least
two modules compares the internal signals of the at
least two modules to detect 11 there 1s any discrepancy
between the internal signals, and

the integrated circuit device i1s i1dentified as faulty 1f a
discrepancy between the internal signals 1s detected by
the comparison logic of the at least one module.

12. The apparatus of claim 11, wherein the comparison
logic of a first module comprises an exclusive OR gate that
compares an output signal of an adjacent second module
with an internal signal of the first module.

13. The apparatus of claim 11, further comprising:
a trace/debug bus coupled to the plurality of modules; and

a trace logic analyzer coupled to the trace/debug bus,
wherein the integrated circuit device 1s i1dentified as
faulty by:

providing results of the comparison to the trace/debug
bus;

transierring the results of the comparison to the trace logic
analyzer via the trace/debug bus; and

analyzing, 1n the trace logic analyzer, the results of the
comparison to determine 11 the integrated circuit device
1s faulty.

14. The apparatus of claim 11, wherein the internal signals
of the at least two modules are compared by:

comparing, in a first comparison, one or more internal
signals of a first module with one or more internal
signals of a second module; and

comparing, in a second comparison, the one or more
internal signals of the first module with one or more
internal signals of a third module.

15. The apparatus of claim 14, wherein the first module
and second module are opposite each other with respect to
a bus of the apparatus, and wherein the first module and third
module are adjacent to each other with respect to the bus of
the apparatus.

16. The apparatus of claim 14, wherein one of a trace logic
analyzer or external testing equipment identifies which
module 1n the plurality of modules of the apparatus 1s faulty
based on results of the first comparison and second com-
parison.

17. The apparatus of claim 16, wherein 11 results of the
first comparison indicate a faulty module and results of the
second comparison indicate a faulty module, then the first
module 1s 1dentified as the faulty module.

18. The apparatus of claim 16, wherein one of the trace
logic analyzer or the external testing equipment initiates a
hot-swap operation to swap a spare module for the faulty
module 1dentified by the results of the first comparison and
second comparison.



US 2007/0300115 Al Dec. 27, 2007
10

19. The apparatus of claim 11, wherein the plurality of system-on-a-chip having a control processor and a plurality
modules are processors and the apparatus 1s a multiprocessor ol co-processors, and wherein the plurality of co-processors
integrated circuit device. constitute the plurality of modules.

20. The apparatus of claim 19, wherein the multiprocessor
integrated circuit device 1s a heterogeneous multiprocessor £k ok k%
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