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(57) ABSTRACT

A method, apparatus, and medium are provided for identi-
fying files. Files are received from various sources, and a
statistical distribution i1s generated for data contained in each
file. The statistical distribution 1s compared to model distri-
butions that are representative of known files or file types.
Based on the comparison, file types can be verified or
detected. Known file types can also be used to generate
representative statistical distributions for the type. The
invention can also detect malicious programs such as viruses
or worms, and generate signatures that can be used to filter
such programes.
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APPARATUS METHOD AND MEDIUM FOR
IDENTIFYING FILES USING N-GRAM
DISTRIBUTION OF DATA

PRIORITY INFORMAITTON AND
CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority from U.S. Provi-
sional Application No. 60/518,742 filed Nov. 12, 2003, and

U.S. Provisional Application No. 60/613,637 filed Sep. 28,
2004, both of which are incorporated herein by reference.

[0002] This application is related to co-pending applica-
tion entitled “ Apparatus Method And Medium For Detecting
Payload Anomaly Using N-Gram Distribution Of Normal

Data,” having Ser. No. , and co-pending application
entitled “Apparatus Method And Medium For Tracing The

Origin Of Network Transmissions Using N-Gram Distribu-
tion Of Data,” having Ser. No. , both filed on even
date herewith and incorporated by reference in their entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

[0003] This invention was made with United States Gov-

ernment support under agreement number F30602-02-2-
0209 awarded by DARPA. The United States Government
has certain rights in this invention.

BACKGROUND OF THE INVENTION
0004] 1. Technical Field

0005] The present invention relates to data analysis and,
more particularly, to the detection of anomalous data trans-
Mmiss101ns.

[0006] 2. Description of the Related Art

[0007] Network computer systems consist of processing
sites (€.g., host computers) that exchange data with each
other. There are various protocols used by computers to
exchange data. For example, TCP/IP 1s one network protocol
that provides the transport of data between computers that
are connected by a network. Each host computer 1s assigned
a unique 1nternet protocol (IP) address, and data is
exchanged between source IP addresses and destination IP
addresses to a destination port on the destination host and
from a source port on the source host. A port number
corresponds to a particular service or application that “lis-
tens” for data sent to 1t on that port from some remote source
host. Some ports are standardized and assigned a typical
well-known service. For example, web-based servers are
typically assigned port 80 for transmission of web requests
delivered via TCP/IP packets with control information
according to the hypertext transfer protocol (HTTP) com-
mands the web server expects. TCP/IP transtfers such data in
the form of “network packets” that consist of the identifi-
cation of IP addresses, port numbers, control information,
and payload. The payload 1s the actual data expected by the
service or application. In the case of web traffic, payload can

consist, for example, of GET requests for web pages repre-
sented by URL’s.

|0008] As networks, such as the Internet, become more
accessible to users, the amount of data transmitted signifi-
cantly 1ncreases. This presents an opportunity for individu-
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als to cause harm to the computers of unsuspecting users.
Worms and viruses, 1n particular, are well known causes for
security breaches in computer systems. These constitute
malicious data sent to a service or apphcatlon that exploits
a vulnerability (such as a buffer overflow providing root
access to the worm’s executable program) that causes the
service or application to be disabled, crash, or provide
unauthorized privileges to an attacker. Some common
examples include the recent Code Red, Nimda, and Sobig
worms and viruses. Conventional systems designed to detect
and defend systems from these malicious and intrusive
events depend upon “signatures” or “thumbprints™ that are
developed by humans or by semi-automated means from
known prior bad worms or viruses. Currently, systems are
protected after a worm has been detected, and a signature
has been developed and distributed to signature-based detec-
tors, such as a virus scanner or a firewall rule.

[0009] In order to reduce the potential threat of attacks, a
firewall 1s established to protect computers within a net-
work. Firewalls are computer systems that typically stand at
the gateway of a computer network or that reside on a
network 1n front of a critical host or server computer, and
which 1nspect the traffic to and from the network or server,
and determine which traffic may proceed, and which traffic
will be filtered. Firewalls can also be implemented in the
form of software on individual computers. As an example,
propagating worms are typlcally filtered by firewalls that
have been preloaded with a “signature rule” that detects the
appearance ol a specific worm. When a packet and 1its
payload “matches” a known signature string associated with
a worm, the firewall would block the TCP/IP packets that
delivered the worm, preventing the server from being
attacked by that worm.

[0010] This approach suffers two fundamental problems.
First, the signature strings associlated with worms can only
be constructed after the worm has been detected. This means
the worm was actually not detected on 1ts first appearance,
and logically attacked at least one server, causing damage to
the server. Protection 1s not possible until a third party has
constructed a signature string and deployed it broadly to all
network sites and firewalls. Precious time can be lost during
this process, which can typically require many days. During
this time, the worm would have successtully spread widely
tﬁnroughout the internet, damaging many thousands 1f not
millions of hosts. This 1s because worms 1n particular
propagate rapidly on the Internet and infect and destroy
systems at very high speeds. Second, there are very many
worms that have appeared on the internet, and each of these
have had distinct signature strings constructed for their
detection which are each loaded 1nto all of the firewalls. This
implies that over time firewalls must grow 1n complexity in
order to store, process, and match many signature strings to
cach packet payload delivered to the gateway or server.

[0011] Various attempts have been made to detect worms
by analyzing the rate of scanning and probing from external
sources which would 1ndicate a worm propagation 1s under-
way. Unfortunately, this approach detects the early onset of
a propagation, and by definition, the worm has already
successiully penetrated a system, infected 1t, and started its
damage and propagation.

[0012] Based on the foregoing, it would be beneficial to
provide a system capable of detecting potentially harmful
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data being transmitted through a network. It would also be
beneficial to provide a system capable of determining
whether potentially harmiul data 1s a malicious program. It
would be further beneficial to provide signatures to filter
malicious programs such as worms and viruses upon an
initial appearance of such programs.

SUMMARY OF THE INVENTION

[0013] These and other needs are addressed by the present
invention, wherein potentially harmful data being transmut-
ted through a network can be detected. One or more embodi-
ments of the present invention utilizes statistical analysis of
data contained in a payload in order to determine whether
the payload 1s potentially harmful. The statistical analysis
can be 1n the form of a byte value distribution of the data
contained 1n the payload. Data transmitted through the
network 1s compared to a model of “normal” data previously
received by the network 1n order to determine 1ts likelihood
of being harmiul. The normal data received by the network
can be determined by modeling traffic received over a set
time period. Thus, the normal data represents the regular
flow of traffic through the network and, therefore, can
include good data, potentially harmful data, and noise. This
normal data can then be collected and processed to create a
model statistical distribution that i1s compared to the statis-
tical distribution of newly received data.

[0014] According to one or more embodiments of the
present 1nvention, a method 1s provided for detecting
anomalous payloads transmitted through a network. The
method comprises the steps: receiving at least one payload
within the network; determining a length for data contaied
in the at least one payload; generating a statistical distribu-
tion of data contained 1n the at least one payload received
within the network; comparing at least one portion of the
generated statistical distribution to a corresponding portion
of a selected model distribution representative of normal
payloads transmitted through the network; wherein the
selected model payload has a predetermined length range
that encompasses the length for data contained in the at least
one payload; and 1dentifying whether the at least one pay-
load 1s an anomalous payloads based, at least 1n part, on
differences detected between the at least one portion of the
statistical distribution for the at least one payload and the
corresponding portion of the model distribution.

[0015] According to one or more implementations, the
differences between the statistical distribution of the at least
one payload and the model distribution are determined based
on a distance metric between the two. The distance metric
can optionally be calculated based on various techniques
including, for example, a Mahalanobis distance. Other
implementations of the invention are capable of determining
whether an anomalous payload 1s a worm or virus. Signa-
tures can optionally be generated for any payloads deter-
mined to be a worm or virus.

[0016] According to one or more embodiments of the
present invention, a method 1s provided for modeling pay-
load data received 1n a network. The method comprises the
steps of: receiving a plurality of payload data in the network;
creating a payload length distribution for all payload data
received; partitioning the payload length distribution into a
plurality of payload ranges; generating a statistical distribu-
tion for each received payload data; and constructing a
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model payload for each payload range based on the statis-
tical distributions of all received payload data encompassed
by the payload length range.

[0017] According to at least one specific implementation,
the model payload is constructed based on the most recently
received, or current, payload data. Also, one or more 1mple-
mentations of the present invention can automatically detect
when suilicient payload data has been collected to construct
the model payload.

|0018] There has thus been outlined the more important
features of the mvention and several, but not all, embodi-
ments in order that the detailed description that follows may
be better understood, and 1 order that the present contri-
bution to the art may be better appreciated. There are, of
course, additional features of the invention that will be
described hereinafter and which will form the subject matter
of the appended claims.

[0019] In this respect, before explaining one or more
embodiments of the invention in greater detail, 1t 1s to be
understood that the invention 1s not limited 1n 1ts application
to the details of construction and to the arrangements of the
components set forth in the following description or 1llus-
trated in the drawings. Rather, the invention 1s capable of
other embodiments and of being practiced and carried out in
various ways. Also, 1t 1s to be understood that the phrase-
ology and terminology employed herein are for the purpose
of description and should not be regarded as limiting.

[0020] As such, those skilled in the art will appreciate that
the conception, upon which this disclosure 1s based, may
readily be utilized as a basis for the designing of other
structures, methods and systems for carrying out the several
purposes of the present invention. It 1s important, therefore,
that the claims be regarded as including such equivalent
constructions insofar as they do not depart from the spirit
and scope of the present 1nvention.

[0021] These, and various features of novelty which char-
acterize the invention, are pointed out with particularity in
the appended claims forming a part of this disclosure. For a
better understanding of the invention, its operating advan-
tages and the speciiic benefits attained by 1ts uses, reference
should be had to the accompanying drawings and preferred
embodiments of the invention illustrating the best mode
contemplated for practicing the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

10022] FIG. 1 is a block diagram conceptually illustrating
a system for detecting anomalous payloads 1 accordance

with at least one example embodiment of the present inven-
fion.

10023] FIG. 2 is a flow diagram illustrating the steps
performed to model payload data received in a network
according to one or more embodiments of the present
invention.

10024] FIG. 3A is a graph illustrating a length distribution

for payload data 1n accordance with one or more embodi-
ments of the present mvention.

10025] FIG. 3B is a graph illustrating a length distribution
for payload data 1n accordance with one or more embodi-
ments of the present mvention.
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[10026] FIG. 4 is a statistical distribution of data contained
in example payloads.

10027] FIG. 5A is a rank ordered byte frequency count of
the data contained i1n payloads.

10028] FIG. 5B 1s a rank ordered byte frequency count of
the data shown in FIG. 4.

10029] FIG. 6A is an example payload signature Z-string
corresponding to the data in FIG. SA.

10030] FIG. 6B is an example payload signature Z-string
corresponding to the data in FIG. 5B.

[0031] FIG. 7 is a flowchart illustrating the steps per-
formed to model payload data in accordance with one or
more embodiments of the present invention.

10032] FIG. 8 is a flowchart illustrating the manner in
which payload data 1s automatically collected according to
one or more embodiments of the present imvention.

[0033] FIG. 9 1s a flow diagram illustrating the steps
performed to detect anomalous payloads transmitted
through a network.

10034] FIG. 10 is a flowchart illustrating the steps per-
formed to detect anomalous payloads according to one or
more embodiments of the present invention.

10035] FIG. 11 is a chart illustrating detection of an
example worm.

10036] FIG. 12 is a block diagram conceptually illustrat-

ing delivery of different file types to a computer over a
network.

10037] FIG. 13 is a flowchart illustrating the steps per-
formed to identify file types according to one or more
embodiments of the present 1nvention.

10038] FIGS. 14A-141 are graphs illustrating the statisti-
cal distribution of different file types.

10039] FIG. 15 is a flowchart illustrating the steps per-
formed to model a file type according to one or more
embodiments of the present 1nvention.

10040] FIG. 16 is a flowchart illustrating the steps per-
formed to verify file types according to one or more embodi-
ments of the present invention.

10041] FIG. 17 is a flowchart illustrating the steps per-
formed to 1dentity malicious programs according to one or
more embodiments of the present invention.

10042] FIG. 18 is a block diagram conceptually illustrat-
ing an attack across several computer systems.

10043] FIG. 19 is a flowchart illustrating the steps per-
formed to trace the origin of a transmission according to one
or more embodiments of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

10044] Reference now will be made in detail to one or
more embodiments of the invention. Such embodiments are
provided by way of explanation of the invention, which 1s
not 1intended to be limited thereto. In fact, those of ordinary
skill 1n the art will appreciate, upon reading the present
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specification and viewing the present drawings, that various
modifications and variations can be made.

[0045] For example, features illustrated or described as
part of one embodiment can be used on other embodiments
to yield a still further embodiment. Additionally, certain
features may be interchanged with similar devices or fea-
tures not mentioned yet which perform the same or similar
functions. It 1s therefore intended that such modifications
and variations are included within the totality of the present
invention.

[0046] Prior to describing the details of the invention, a
brief discussion of some of the notations and nomenclature
used 1n the description will be presented. Next, a description
of example hardware useable 1n practicing the invention will
be presented.

Notations and Nomenclature

[0047] The detailed descriptions which follow may be
presented 1n terms of program procedures executed on a
computer or network of computers. These procedural
descriptions and representations are a means used by those
skilled 1n the art to effectively convey the substance of their
work to others skilled m the art. In order to execute such
procedures, it may be necessary to retrieve information from
one or more external sources or iput devices. Information
can also be retrieved from various storage devices that can
be either internally or externally located. Upon completion
of the execution phase, information may be output to various
sources such as a display device, magnetic storage device,
non-volatile memory devices, volatile memory, and/or print-
ers. The information can further be transmitted to remotely
located devices using various communication methods and
networks such as wired, wireless, satellite, optical, etc.

[0048] The term “computer-readable medium” as used
herein refers to any medium that participates 1n providing
instructions to a processor for execution. Such a medium
may take many forms, including but not limited to, non-
volatile media, volatile media, and transmission media.
Non-volatile media include, for example, optical or mag-
netic disks. Volatile media include dynamic memory
installed 1n the computer. Transmission media can include
coaxial cables, copper wire, and fiber optics. Transmission
media can also take the form of acoustic or light waves, such
as those generated during radio frequency (RF) and infrared
(IR) data communications. Common forms of computer-
readable media include, for example, hard disk, magnetic
tape, any other magnetic medium, a CD-ROM, DVD, any
other optical medium, a RAM, a PROM, and EPROM, a
FLLASH-EPROM, any other memory chip or cartridge, a
carrier wave as described hereinafter, or any other medium
from which a computer can read.

Overview of Payload-Based Anomaly Detection

[0049] The present invention has, as at least one goal, to
analyze payload data received 1n a network. The analysis can
be used for various purposes including, for example, mod-
cling the normal flow of traffic through the network. One or
more embodiments of the present invention allow for detect-
ing the first occurrence of a worm at a network system
gateway, and preventing it from entering in the first place.
Thus, the worm can be prevented from engaging in its
destructive actions and its propagation. Rather, one or more
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embodiments of the present mvention perform, in part,
analysis and modeling “normal” payloads that are expected
to be delivered to a network service or application.

[0050] Inone or more embodiments, the present invention
includes a “learning” phase that gathers “normal” payloads,
produces an n-gram (or “byte value”) statistical distribution
of those payloads, which serves as a model for “normal”
payloads. The payloads gathered are not necessarily safe
payloads. Rather, these payloads represent information
transmitted through the network during a regular period of
time. This 1s referred to as a model payload. After this model
payload has been produced in the learning phase, an
anomaly detection phase begins. The anomaly detection
phase captures incoming payloads to the network service/
application. The mcoming payload 1s tested to determine
differences from the model payload. This can be done, for
example, by testing the payload for its consistency (or
distance) from the model payload. In one or more embodi-
ments of the present invention, a “centroid” 1s calculated for
all the payload data that has been collected during the
learning phase. The centroid model then functions as a
model payload for detecting anomalous payloads.

[0051] According to one or more embodiments of the
present invention, any payload determined to be too different
from the normal (e.g., expected) payload is deemed anoma-
lous and filtered or otherwise trapped from being sent to the
service/application. This can prevent potential infestation if
the payload 1s subsequently determined to be a worm or
virus. The level of tolerance allowed can be set by the user,
or automatically set based on predetermined criteria. In one
or more embodiments of the present invention, the centroid
model can be computed based on the byte frequency count
distribution of the set of “normal” payloads analyzed during
the learning (or training) phase. At least one of the distance
metrics that can be used 1s the Mahalanobis distance metric.
In one or more embodiments of the present invention, the
Mahalanobis distance can be applied to a finite discrete
histogram of byte value (or character) frequencies computed
in the training phase. There are numerous engineering
choices possible to implement the techniques of the present
invention 1nto a system and integrate the detector with
standard firewall, application proxy firewalls, or other net-
work-based or host-based computer security technology to
prevent the first occurrence of a worm from entering a
secured network or host system. The anomaly detection
system of the present invention can be based on the statis-
tical distribution of byte values in the network connection’s
payload. According to one or more embodiments of the
present 1nvention, a profile can be built for the normal
connection’s payload which 1s specific to the site and port,
and then used to detect any significant departure of the new
connection’s payload as possible malicious attack.

[0052] As a first step, payloads that have passed through
firewalls and have been delivered to host services and ports
can be gathered via an archive (or log) or audited in real
time. This data (i.e., the received payloads) constitutes the
training data from which a normal model (or model payload)
1s derived. The set of payloads can have a wide range of
lengths depending, for example, upon the amount of data
delivered to the service.

[0053] As a second step, the distribution of payload
lengths of the connections can be modeled and the length
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distribution partitioned 1nto multiple ranges. Generally, the
length of the connections can vary across a very large range,
¢.g., from a few bytes to millions of bytes. Different length
ranges, therefore, can have different types of payload. For
example, the short HI'TP connections usually contains let-
ters and digits, and very long HTTP connections often
contains pictures, video clips, executable files etc, which
contain a lot of nonprintable characters. Thus, according to
one aspect of the present invention, payload models can be
built for different connection length ranges. This can have
advantages over building only one model for all the con-
nections.

[0054] According to one or more embodiments of the
present invention, the distribution of the connection length
can be modeled without any prior assumptions through the
use of kernel estimates. Kernel estimates smooth out the
contribution of each observed data point over a local neigh-
borhood of that point. Probability curves can be generated
for the incoming/outgoing H1'TP connections. The probabil-
ity curves can be divided according to accumulative prob-
ability values. The high probability ranges will have small

bin sizes, while the low probability ranges will have large
bin sizes.

[0055] Additionally, there are other techniques that can be
used to partition the length ranges. For example, clustering
algorithms of various sorts can be used, whereby the dis-
tance metrics employed can be based upon distance metrics
applied to n-gram character distributions as described more
fully below. Once the length distribution has been divided
into specific ranges, the training data of normal payloads is
partitioned 1nto disjoint subsets of payloads that have
lengths defined by the partition. For example, if a length
partition identifies one range as 0-50, then all payloads of
length bounded by 50 bytes will be partitioned into this
subset of payloads.

[0056] The next step involves modeling all of the normal
payloads within each length range. For those connections
whose length 1s within some length range, the average byte
frequency count can be computed for ASCII bytes 0-255.
This single byte frequency distribution 1s called a 1-gram
distribution. Distributions can also be built for 2-gram (two
consecutive bytes), 3-gram (three consecutive bytes) etc.
Furthermore, the frequency distribution can be mixed-gram,
meaning that a mixture of, for example, 1-gram and 2-gram
distributions 1s used. As used herein, a mixed-gram distri-
bution 1s a mixture of different size n-gram models within
the data. Examples of other mixtures can include, without
limitation: 1-gram and 3-gram; 1-gram and 4-gram; 2-gram
and 3-gram; 2-gram and 5-gram; 3-gram and 4-gram;
3-gram and 7-gram; 1-gram, 3-gram, and 4-gram; 1-gram,
5-gram, 7-gram, 3-gram; 2-gram, 5-gram, 3-gram, 4-gram;
ctc. Virtually any mixture can be used. Using 1-gram as an
example, it the character frequency 1s ordered from highest
to lowest, 1t 1s usually similar to a Zipf distribution, with a
long tail.

[0057] At least one technique (but not the only technique)
for detecting an anomalous payload 1s to determine whether
any character or byte value appears i1n the payload in
question at a frequency of occurrence many times larger or
smaller than what would be expected from the observed
training data. Such character frequency together with each
byte’s variance can characterize the payload within some
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range. Another way to represent it 1s using a “normal
payload signature string”, which 1s the corresponding ASCII
byte string of the above ordered frequency distribution,
where the characters or byte values that have a zero fre-
quency are 1gnored. Obviously if the variance of each byte
1s considered, a “neighborhood of normal payload signature
strings” can be obtained, which means each byte has a
neighborhood containing several other bytes that can be
possibly ordered 1n that place 1if the variance 1s considered in
addition to the averaged frequency.

[0058] New payloads can be tested to detect how far they
depart from the normal model. This can be done, for
example, by comparing the new payload’s byte frequency
distribution to the normal payload model. Once the profile 1s
built, there are multiple ways to compare some new con-
nection’s payload against the profile to detect any large
difference or departure. Mahalanobis distance metric 1s one
of those distance functions that compute the similarity
between two Irequency distributions.

[0059] The formula of Mahalanobis distance is D(h,,
h)=(h,-h)"A(h,-h), where h is the profile feature vector
computed from a previous training phase. The Covariance
matrix B, b;;=Cov(h;,h;), and A=B™'. Assuming the bytes are
statistically independent, the matrix B will become diagonal
and the elements are just the variance of the average
frequency of each byte. To make the computation simple and
fast, the simplified Mahalanobis distance may be derived as

n—l1
Dhy, By = > (y[i] = BliD)/ 7,
=0

where n equals 256 1f 1-gram 1s used. If this method 1s
applied to the frequency distribution of 2-grams, there
would be n=256= or 65,536 bins. Various methods can be
used to significantly reduce this number. In general, the
computation will be linear m the length of the connection
payload being tested.

Modeling Payload Data

[0060] Referring to the drawings, and initially to FIG. 1,
a system 100 1s shown for detecting anomalous payloads
according to one or more embodiments of the present
invention. The payload detection system 100 of FIG. 1
includes a server 110 that receives data (e.g., payloads or
payload data) from external sources such as, for example,
the Internet 116. The server 110 can also include a firewall
112 that assists 1n protecting the server 110 from potential
attacks. The firewall 112 functions to filter certain data 1n
order to reduce the possibility of viruses and worms being
transmitted to the server 110 from the Internet 116. The
server 110 can also be coupled to one or more workstations
114 and/or other servers 118. The workstations 114 connect
to and interact with the Internet 116 through the server 110.
More particularly, each workstation 114 transmits data to the
server 110, and the server 110 subsequently transmits this
data to a destination via the Internet 116. Data from various
sources can be received by the server 110 and filtered
through the firewall 112. Once the data has been filtered, the
server 110 forwards the data to the workstations 114 in order
to facilitate mteraction with remotely located devices.
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[0061] The server 110 generates a statistical distribution
for payload data received from the network (or Internet 116),
as discussed 1n greater detail below. The server 110 can store
a plurality of model distributions (i.e., model payloads) that
represents, or correspond to, the statistical distributions of
normal payloads received by the server 110. The statistical
distribution of new payload data received by the server 110
1s compared to a selected model payload. The model payload
1s selected, at least in part, based on the size of the current
payload data received by the server 110. For example, 1f the
current payload data received by the server 110 1s 256 bytes,
then the model payload selected by the server 100 will at
least include a range that encompasses 256 bytes.

[0062] The server 110 compares the distributions in order
to 1identify anonymous payloads. Typically, an anomalous
payload will have certain differences 1n its statistical distri-
bution from the model payload. According to one or more
embodiments of the present invention, the server 110 1is
capable of further processing the anomalous payloads or
data 1n order to determine 1if they correspond to malicious
programs such as, and without limitations, worms or viruses.
If a worm or virus 1s detected, the server 110 can optionally
generate a virus pattern or worm signature that can be used
to protect itself and other machines. For example, according
to one or more embodiments of the present invention, when
the server 110 detects and generates a virus pattern (or worm
signature), 1t automatically updates the rules for the firewall
112 so that the identified virus or worm will be filtered 1f
further transmitted from the Internet 116, or other networks.
Other (or overlapping) embodiments of the present inven-
tion allow the server 110 to transmit the virus patterns and
worm signatures to other remote servers 118. The remote
servers 118 can be connected to server 110 through a secure
and/or direct connection as illustrated 1n FIG. 1. Alterna-
fively, the virus patterns and signatures can be transmitted
through the Internet 116 to the remote servers 118. Once the
remote servers 118 receive the virus patterns and signatures,
they can update their filtering rules so that they can protect
themselves and connected devices from malicious applica-
tions transmitted over the Internet 116.

[0063] According to one or more embodiments of the
present invention, multiple servers (e.g., 110 and 118) can
use the payload detection system 110 to 1dentify anomalous
data. Each individual server (for example, reference numer-
als 110 and 118) would perform the same techniques to
identily anomalous data, and further determine if they
correspond to worms or viruses. However, because the
servers 110, 118 are remotely located, they are likely to
receive different data from the network, Internet 116. There-
fore, each server 110, 118 can potentially 1dentify different
types of worms or viruses. Further, each server 110, 118 can
interact and exchange information regarding virus patterns
and worm signatures so that all servers 110, 118 can update
their firewall rules to filter the most recently discovered
worms or viruses. Furthermore, individual workstations 114
can 1mplement the techniques of the present invention or
order to provide another layer of security and/or indepen-
dently protect themselves.

[0064] According to one or more embodiments of the
present invention, the server 110 creates the model distri-
bution based on data received through the network 116. For
example, the server 110 can implement various techniques
to capture, or snoop, data it receives or transmits. This



US 2006/0015630 Al

information 1s tabulated and used to represent the normal
flow of data through the network. Accordingly, the normal
flow of data can conceivably include noise and/or malicious
programs. The server 110 can collect the data for a pre-
scribed period of time and subsequently generate the model
distribution of the data that has been collected.

[0065] FIG. 2 is a flow diagram illustrating steps per-
formed to generate a model payload according to one or
more embodiments of the present invention. These steps can
be performed, for example, by the server 110 to generate the
model payload that will be compared to payload data
received across the network 116. At step S210, the server
receives the payload data. The payload data can be received
from a plurality of sources including, for example, other
networks, the Internet, wireless networks, satellite networks,
ctc. At step S212, a length distribution 1s created for the
payload data that has been received. It should be noted,
however, that the server can continually receive payload
data until such time as i1t has collected a predetermined
amount of data sufficient to construct the model payload.
The length distribution created by the server at S212 corre-
sponds to the distribution of lengths of individual payloads
received by the server during a training period.

[0066] Referring additionally to FIG. 3A, an example
length distribution diagram 1s shown. The length distribution
diagram of FIG. 3A shows the distribution of data received
based on the size of the payload. For example, as shown in
the FIG. 3A, the number of payloads having a length close
to zero 1s very low. However, the number of payloads having
a length that 1s approximately 200 bytes i1s significantly
higher. As the number of bytes i1s reduced, the number of
payloads having such a length also reduces. This can be
attributed to the fact that the majority of data received will
correspond to text and/or small files. However, the larger
files would correspond to 1images and/or video or sound files.
FIG. 3B 1illustrates another length distribution of payload
data, which ranges from O to 10,000 bytes.

[0067] Referring back to FIG. 2, at step S214, the length
distribution 1s partitioned. The partitioning process can be
done, 1n part, to generate multiple model payloads that can
be selectively compared to recerved payload data. According,
to one or more embodiments of the present invention, at
least one advantage of partitioning the length distribution is
to reduce the amount of time necessary to calculate the
difference between the statistical distribution of the received
payload compared to the distribution of the model payload.
There are various techniques that can be used to partition the
length distribution. For example, according to one embodi-
ment of the present 1nvention, at least one clustering algo-
rithm can be used to partition the length distribution. The
length distribution can also be partitioned using kernel
estimates.

[0068] At step S216, a statistical distribution is generated
for each of the partitions created from the length distribu-
tion. The statistical distribution can correspond, {for
example, to the frequency distribution of ASCII characters
(or data) contained in the payload. Referring additionally to
FIG. 4, a statistical distribution of example payloads having
a length of 150 to 155 bytes 1s illustrated. According to the
example embodiment of FIG. 4, the statistical distribution
corresponds to the byte frequency count of data contained in
the payload. For example, the x-axis represents the numeri-
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cal value of the ASCII character, while the y-axis corre-
sponds to the number of times a particular character
occurred 1n the payload. The y-axis may be normalized
corresponding to the percentage of the number of occur-
rences of a particular character or byte value.

[0069] According to one or more embodiments of the
present invention, an n-gram technique can be used to group
the bytes when generating the statistical distribution. Using
such a technique, the variable n corresponds to a particular
byte grouping which can take on different values. For
example, 1n a 2-gram distribution, adjacent pairs of bytes
would be grouped together as one feature. Similarly, using
a 4-gram distribution, 4 adjacent bytes would be grouped as
onc feature. It should be further noted that one or more
embodiments of the present invention can provide for
mixed-gram distribution of the payload, as previously
described. For example, a portion of the length distribution
can be grouped with as 2 bytes, while other portions are
grouped as three, or four, etc. Thus, depending on the
complexity of the length distribution and/or data received by
the server, a mixed-gram distribution can be used to reduce
the amount of time necessary to calculate the difference
between a received payload data and the model payloads.

[0070] According to one or more embodiments of the
present invention, the statistical distribution can be arranged
in various forms. For example, a rank ordered byte fre-
quency count can be generated from the byte value distri-
bution. FIG. SA 1illustrates a rank ordered byte frequency
count of character distributions. In FIG. 5A, the character,
which occurred most frequently, 1s mapped as character one
on the x-axis. The next most frequently received character
mapped 1s character two, etc. Examination of FIG. SA
reveals that not every single ASCII character was contained
in the payload data. Accordingly, in the rank ordered byte
frequency graph, the right most part of the chart 1s empty.
Furthermore, for the sample connection length and payload
data tested for this example, only 29 characters were present.

0071] FIG. 5B illustrates another exemplary rank ordered
byte frequency chart for a connection length of 150 to 155
bytes (illustrated in FIG. 4). As can be seen in FIG. 5B,
there were more ASCII characters present 1 the payload
data as compared to FIG. SA. In particular, 83 ASCII
characters were present. Thus, the rightmost portion of the
ograph has no values.

[0072] Referring back to FIG. 2, at step S218, the model

payload(s) is constructed. Depending on the number of
partitions generated, a corresponding number of model
payloads would be constructed. For example, if the length
distribution were partitioned 1nto 20 sections, there would be
20 separate model payloads constructed. According to one
or more embodiments of the present invention, each model
payload can be generated 1n the form of a payload signature
string.

[0073] Referring to FIG. 6A, an example payload signa-
ture “Z-string”150 corresponding to the rank ordered byte
frequency count of F1G. 5A 1s shown. The payload signature
Z-string 1s a string value formed directly from the statistical
distribution data representing the particular byte values in
order of frequency, from highest to lowest. Further, the
payload signature Z-strings of the present invention can
have different lengths depending on the content of the data.
As shown m FIG. 6A, the payload signature string 150
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includes plurality of ASCII characters. Table 160 illustrates
in further detail, the data corresponding to which characters

occurred with the highest frequency. As can be seen from
FIG. 6A, the table only includes 29 entries. This value
corresponds to the number of characters that occurred for the
sample connection length.

10074] FIG. 6B illustrates an example payload signature
string for the rank ordered frequency chart of FIG. 5B. The
signature string 170 1s also shown with the corresponding
table containing the values of each character from the graph.
Similar to FIG. 6B, only 83 entries are present in the table
180. This value again corresponds to the graph in FIG. 5B.

[0075] Once the model payloads have been constructed,
the server compares each received payload data with the
model payloads 1in order to identify anomalous payloads.
Further, as previously indicated, the received payload data 1s
compared to a model payload, which corresponds to the
length of the payload data. For example, if a received
payload data had a length of 40 bytes, 1t would be compared
to a payload signature string such as that of FIG. 6A.
Likewise, if the received payload data has a length of 153

bytes, 1t would be compared to a payload signature string
such as that of FIG. 6B.

[0076] Turning now to FIG. 7, a flowchart is illustrated for
constructing model payloads according to one or more
embodiments of the present invention. At step S250, payload
data 1s received. This corresponds to the server receiving
data through the network. At step S252, a length distribution
1s created for the payload data. As previously discussed, the
server will receive a plurality of payload data sufficient to
create model payloads. Once the plurality of payload data
has been received, the length distribution can be created.
Alternatively, a minimum amount of data can be received by
the server, and the length distribution can be initially created
based on this data. As data 1s received, the length distribution
would be continually updated and the model payloads
constructed would be refined to better retflect the type of data
currently being received through the network.

[0077] At step S254, the length distribution is partitioned
into a plurality of portions. As previously discussed, the
length distribution can be partitioned using kernel estimates
and/or various clustering techniques. At step S256, a byte
value distribution is created for each partition. At S258, the
payload data 1s sorted into the different partitions. For
example, 1f one of the partitions corresponds to payload data
having a length of 0 to 50 bytes, then any individual payload
data that fall within that range would be sorted into that
particular partition. At S260, a model payload is constructed
for each partition.

[0078] According to one or more embodiments of the
present 1nvention, various techniques can be applied to
construct and/or refine the model payloads. For example, as
illustrated 1n FIG. 7, the payload data contained in each
partition can be compiled at step S262. This corresponds to
a step where all of the payload data 1n the partition 1s
combined for further processing. Once the payloads 1n the
partitions are compiled, a centroid 1s computed for each
partition at step S264. The centroid can be computed using,
any of a plurality of computation techniques. At step S266,
the centroid 1s designated as the model payload. Accord-
ingly, using this method of refining the model payload, the
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centroid (1.e., newly designated model payload) would be
used to determine whether incoming payload data 1s anoma-
lous.

[0079] Alternately, at step S268, a plurality of partition
length distributions are created. A partition length distribu-
tion 1s simply the distribution of the data within the partition
as previously discussed. Once the partition length distribu-
fion 1s created, the data 1s clustered at step S270 to generate
a plurality of cluster distributions. At step S272, a centroid
1s computed for each cluster that has been generated. At step
S274, a model centroid 1s computed. According to one or
more embodiments of the present invention, the model
centroid computed at step S274 corresponds to the centroid
of all the cluster centroids that were computed at step S272.
Accordingly, the model centroid 1s the centroid of a plurality
of centroids. At step S276, the model centroid 1s designated
as the model distribution. Thus, mmcoming data would be
compared to the model centroid 1 order to determine
anomalous payloads that could potentially be a malicious
program.

|0080] According to one or more embodiments of the
invention, the clustering algorithm used in conjunction with
step S270 can be a real-time, incremental algorithm, and 1t
may not be necessary to specily the number of clusters 1n
advance. An 1nitial number of clusters, K, can be set to
correspond to the maximum possible clusters number allow-
able. For example, a value of K=10 may be sufficient to
represent the number of different kinds of network payload
traffic. A new payload that 1s analyzed during the training
phase can be used to update the statistics of a previously
computed centroid which 1s most similar to the new payload.
If there are no centroids yet computed, or no existing
centroids that are similar to the new payload, then the new
payload 1s used as a new centroid. If the total number of
centroids 1s greater than K, then the two most similar
centroids can be merged by combining their statistics into
onc distribution. When the training phase i1s complete,
certain centroids can be pruned by only retaining those
centroids that were computed with a specified minimum
number of traming payloads. Such pruning of “under-
trained” centroids can assist 1n the identification of “noise”
in the training data which could possibly represent a “bad”
payload that would otherwise not be identified during the
detection phase.

[0081] According to one or more embodiments of the
present invention, the server i1s further capable of aging out
data that has been received so that the model distribution
being used can accurately reflect the type of data that 1s
currently flowing through the network. For example, at step
S278, the server can check the date on payloads that have
been recerved and used to generate the model distribution.
At step S280, the server determines 1f the date of a payload
data 1s greater than, or older than, a predetermined threshold.
For example, 1n order to maintain, or keep the payload
proiile current, it can be determined that only payload data
received within the last six months should be used to
construct the model distribution. Based on such an example,
a payload data that 1s older than six months would exceed
the threshold. If the date of the payload data exceeds the
threshold, then control passes to step S282 where the pay-
load data 1s discarded. Alternatively, if the date of the
payload data does not exceed the threshold value, then the
server simply continues receiving payload data at step S284.
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[0082] According to one or more embodiments of the
present invention, the server can continually receive and
process payload data to refine the model distributions incre-
mentally. Thus, the server would continue receiving the
payload data and control would optionally pass to step S252
where a new length distribution would be created. Further-
more, one or more embodiments of the present invention can
set a time frame for which the server would be required to
generate a new model distribution. Thus, once the timeframe
has expired, the server would collect data and create a new
length distribution at step S252 and redefine the model
payloads.

Automatic Training and Calibration

|0083] According to one or more embodiments, the
present invention can perform automatic training and cali-
bration. The present imnvention 1s also capable of stopping
automatically when 1t has been sufficiently trained. For
example, a training process can be designed such that it 1s
fully automated. An epoch size and threshold can be estab-
lished once, and the system would independently decide
when suflicient training has been received. The epoch cor-
responds to a predetermined length of time or a predeter-
mined amount of data. Furthermore, the training and cali-
bration can be performed based, for example, on user-
specified thresholds. Alternately, the system could determine
an 1nitial threshold for each payload model by testing
training data and choosing the maximum distance value, for
example. The number of packets captured for each epoch
can optionally be adjusted by the user. After each training
epoch, new models that have just been computed are com-
pared to the models computed 1n the previous epoch. The
training ends when the models become “stable”.

10084] FIG. 8 is a flowchart illustrating the manner in
which the server can detect when suflicient payload data has
been received to construct the model payload according to
one or more embodiments of the present invention. At step
S310, the server would define a current epoch. An epoch
corresponds to a predetermined length of time during which
data can be, or 1s being, received. At step S312, the server
would receive payload data in the normal fashion. At step
S314, a current payload model 1s constructed by the server.
The current payload model corresponds to a payload model
for all the payload data that has been received during the
current epoch.

|0085] At step S316, the current payload model is com-
pared to a previous payload model. Accordingly, during the
first epoch, there would be no previous payload model to
which the current payload model can be compared. In one or
more embodiments of the present invention, the server can
be provided with an itial payload model that has previ-
ously been collected. Thus, during the first iteration, the
current payload model would be compared to the saved
initial payload model. The comparison between the current
payload model and the previous payload model can be done
in many ways including, for example, calculation of a
statistical distance between the two different distributions.

[0086] At step S318, it is determined if the distance
between the current payload model and the previous payload
model 1s less than a predetermined threshold. If the distance
1s less than the predetermined threshold, then sufficient data
has been collected to construct the payload model. The
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process stops at step S320. Accordingly, the current payload
model would be used as the model payload for comparing
the 1ncoming payload data. Alternatively, if the distance 1is
oreater than the threshold value, then a new epoch 1s defined
at step S322. At step S324, the current payload model 1s
designated as the previous payload model. Control then
returns to step S312 where the server receives payload data
for the new epoch which has been set at step S322. The
process repeats iteratively until the distance between the
current payload model and the previous payload model 1is
less than the threshold value.

[0087] According to one or more embodiments of the
present mvention, the stability for each model for each port
can be decided by two meftrics: the first 1s the number of new
models (before clustering) produced in an epoch; the second
1s the simple Manhattan distance of each model after the
current epoch to the one computed 1n the previous training
epoch. If both metrics are within some threshold, the models
are considered stable and training 1s stopped. If multiple
ports are being monitored, an additional metric can be used.
This additional metric can examine the percentage of the
stable ports out of the total ports being monitored. If the
percentage of stable ports 1s higher than some user-defined
threshold, the whole training process 1s concluded. Models
of the “unstable” ports could optionally be discarded
because they are not well trained and shouldn’t be used for
anomaly detection during testing.

[0088] Once the training is complete, an anomaly thresh-
old can be determined. Instead of using a universal threshold
for all the centroids, one distinct threshold 1s selected for
cach. Such fine-grained thresholds can improve the accu-
racy. This can be accomplished in various ways. For
example, sampling can be performed during the training
phase. The samples can then be used to help decide the
initial thresholds used during detection time automatically.
During the training process, a buffer of payload samples 1s
maintained for each centroid. There are minimum and
maximum number of samples, and a sampling rate s %.
Before reaching the minimum number, every packet payload
in this bin will be put into samples. Each payload then has
a probability, s, of being put into buifered samples. After
filling the buffer to 1ts maximum size, a first 1n first out
(FIFO) style buffering is used. The oldest one will be rotated
out when a new sample 1s inserted. After the whole training

phase 1s finished, the samples are computed against the
centroid and the maximum distance 1s used as the initial
anomaly threshold for that centroid. Because of the FIFO
style sampling, the computed threshold reflects the most
recent payload trend, and performs an adaptive learning to
accommodate concept drift. This means the models, and the
calibrations are computed to favor the more recent environ-
ment 1n which the system has been embedded.

[0089] At the very beginning of testing, the present inven-
fion can also run 1n epochs. After each epoch, the generated
alert rate 1s compared against some user-defined number. If
the total alert rate 1s too high, the threshold will be increased
by t % and starts the next epoch. Such a cycle repeats until
the alert rate reaches the desired rate. After this calibration
phase, the system would be considered stable and ready to
run 1n detection mode. It should be noted that the system
continues to train a new model to keep the models refreshed
and up to date to reflect the latest environment.
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Detecting Anomalous Payloads

10090] FIG. 9 is a flow diagram illustrating the steps
performed to detect anomalous payloads transmitted
through a network according to one or more embodiments of
the present invention. At step S350, the server receives
payload data from the network. This corresponds to data that
can be receiwved, for example, from either an external,
internal, wireless, or satellite network, etc. At step S352, the
server determines the length of data contained 1n the pay-
load. At step S354, a statistical distribution 1s generated for
the data contained 1n the payload. For example, the server
would analyze the data contained in the payload and gen-
erate, for example, a statistical distribution of characters
occurring in the data, as previously discussed. At step S356,
the statistical distribution of the payload data 1s compared to
a model distribution. For example, the server would contain
a plurality of model distributions, as previously discussed,
that can be retrieved and applied to appropriate sizes of
payloads. At step S358, the server identifies anomalous
payloads as those payloads that, for example, are sufficiently
different from the model distribution based on predeter-
mined user criteria. Accordingly, any payload that 1s 1den-
tified as anomalous would be either discarded or further
analyzed.

10091] FIG. 10 1s a flowchart illustrating the manner in
which anomalous payloads can be detected according to one
or more embodiments of the present invention. At step S410,
the payload 1s received by the server. At step S412, the
server determines the length of data contained in the pay-
load. At step S414, a statistical distribution 1s generated for
the payload data According to one or more embodiments of
the present invention, the payload data can be distributed
using, for example, an n-gram or mixed-gram distributions.
This 1s 1llustrated at step S416. According to one or more
embodiments of the present mmvention, various weight fac-
tors can be assigned to different byte values in the statistical
distribution. This 1s 1llustrated at step S418. The various
welght factors are selected so that byte values that can
possibly correspond to operation codes of a computer or
network device are weighted higher, and thus examined with
orecater scrutiny. The weight factors can, at least 1n part,
improve the server’s ability to detect malicious programs
such as worms that execute various operation codes of the
computer or device. For example, the operation codes can be
machine code for jump instructions, or to script language
characters corresponding to arithmetic operations and so

forth.

[0092] According to such embodiments of the invention,
anomalous payloads with a higher likelihood of containing
malicious computer code can be quickly identified. Thus,
when an alert 1s generated for some payload, that payload
can optionally have a separate test to determine 1f 1t contains
byte values of special interest, or alternatively, the scoring of
a payload could be changed to increase 1ts “distance” from
the normal distribution 1f 1t contains “distinguished” byte
values. Accordingly, the Mahalanobis distance can be modi-
fied to account for the weighted values, or a different
distance function that factors the weighting certain byte
values can be used. At least some of the benefits of such
embodiments include: improved accuracy in 1dentifying
malicious code, reduction of false positives, and assistance
in quickly identifying a payload anomaly as a true zero day
exploit or worm.
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[0093] At step S420, a model distribution is selected by
the server. The model distribution 1s selected such that 1t
encompasses the length of data contained 1n the payload. For
example, as previously discussed, if one of the model
distributions corresponds to a payload length of 150 to 155
bytes, then any received payload data having a length falling
within that range would be compared to that model distri-
bution. At step 422, 1t 1s determined whether the profile of
the model distribution 1s a decaying profile. This can occur,
for example, 1n situations where the model distribution is
arranged 1n a rank ordered byte frequency count. Thus, the
first entries would have a greater value, which decays to a
small value toward the end of the chart.

10094] As previously indicated, the computational com-
plexity 1s linear in the length of the connection. To make it
faster, the computation can be started from the tail of the
character frequency distribution and stop immediately 1f the
distance 1s larger than the threshold, for both Mahalanobis
distance and the string edit distance. The tail part of the
distribution are those characters that never occurred in the
training dataset (those with zero frequency), or those that
very seldom appeared (a very low frequency). If such
characters appear 1n the test data, there 1s a high probability
that the data 1s anomalous and therefore may be malicious.
Accordingly, the time to detect the malicious connection can
be reduced.

[0095] Accordingly if the model distribution has a decay-
ing profile then at step S424, the server selects an option to
compute the distance measurement from the end of the
distribution. Alternatively, if the model distribution does not
have a decaying profile, then at step S426, the server selects
the option to measure the distance from the start of the
model distribution. The distances measured at step S424 and
S426 corresponds to the comparison made with the model
distribution to determine the differences between the
received payload data and the model distribution. As previ-
ously discussed, various techniques can be used to calculate
the distance between the two distributions. At step S428, 1t
1s determined if the distance 1s greater then a predetermined
threshold value. For example, the threshold value would
correspond to a minimum distance allowed between the
received payload and the model distribution. If the distance
1s less than the threshold value, then the server 1dentifies the
payload data as normal data at step S430. Alternatively, if
the server determines that the distance exceeds the threshold
value, then the payload 1s identified as being anomalous at
step S432. If the payload 1s considered to be a normal
payload at step S430, then 1t 1s simply directed to the
identified destination and the process ends at step S444.
However, for payloads that are determined to be anomalous,
the server can perform additional tests to identily various
characteristics of the data contained in the payload.

[0096] For example, at step S434 the server determines
whether the payload corresponds to a malicious programs,
such as, for example, a worm or virus. This can be done 1n
various ways. For example, the server can compare various
features of the payload data to known worm or virus
signatures. Alternatively, the payload data can be transmatted
to a controlled site where the program may be allowed to
execute, or 1t may be emulated, so that 1t can be determined
whether the program 1s 1n fact malicious.

[0097] According to one or more embodiments of the
present invention, the server can identify the longest com-
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mon string, or longest common subsequence, found in
payloads that are considered to be anomalous. If inbound (or
ingress) packets or payloads are deemed anomalous, and
outbound (or egress) packets or payloads are deemed
anomalous, and the inbound packets have the same desti-
nation address as the outbound packets, then the payloads
can be compared to determine the longest common strings,
or the longest common subsequences of both anomalous
payloads. Based on the longest common string, or the
longest common subsequence, the host would generate a
signature which identifies the particular worm or virus and
serves as a content filter for the worm or virus. If the
anomalous data 1s determined not to be 1n fact a worm or
virus, then it 1s discarded at step S436 and the process ends
for that particular payload data. Alternatively, if the payload
1s determined to be a worm or virus, then the signature is
generated at step S438. At step S440, any virus patterns or
worm signatures that have been generated by the server are
transmitted to other servers, routers, workstations, etc. for
content filtering.

[0098] According to one or more embodiments of the
present 1nvention, the server can automatically adjust the
threshold value to assist and/or improve the ability to detect
anomalous payload data. This 1s illustrated at step S442. For
example, one method of automatically adjusting the thresh-
old value requires that the server set an alert threshold. The
alert threshold would correspond to a predetermined number
of alerts that the server would generate. Each alert would
correspond to one anomalous payload data. Thus, 1f the alert
threshold 1s 100 for a one hour period of time, then the server
would automatically adjust the threshold if 100 alerts are not
generated within a one hour period of time. The server can
also have a margin of error such as, for example, £5 alerts.
Therefore, 1f the server generates 95 to 105 alerts within an
hour period no adjustment 1s made. However, 1f the server
generates only 80 alerts within the time period, this would
suggest that the threshold value 1s too high and the distance
between received payloads and the model payloads 1s not
long enough to exceed the threshold. Therefore, the server
would reduce the value of the threshold so that a greater
number of alerts would be generated. Alternatively, 1f the
server 1s generating a greater number of alerts, such as 150,
then the threshold can be increased so that fewer alerts are
generated.

10099] FIG. 11 is a graph showing the distance of various
payload data from the model distributions. The plurality of
the payload data fall within a predetermined distance from
the model payload. However, the code red worm has a
distance which far exceeds the general clustering of normal
received payloads. Thus, 1n this situation, the server would
casily identity the code red worm as a potential attack on the
SErver.

[0100] For the example shown in FIG. 11, the actual
payload of the Code Red worm was used as the target for
detection to show how effective this technique can be at
detecting zero day worm and viruses. The training data was
sniffed from the web tratfic to a web server over a 24 hour
period of time. The training payloads were partitioned 1nto
different subsets according to their length partitioning, and
the normal models were computed. The Code Red payload
was then analyzed. The distribution of byte values 1n its
payload was computed, and compared to the normal payload
profile distribution.
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[0101] The graph in FIG. 11 shows the simplified Mahal-

anobis distance of connections within length range 380-385,
for both the normal connections and the Code Red attack. As
can be seen, the Code Red attack connection has a much
larger distance than all the other normal connection. Accord-
ingly, given a predetermined threshold, 1t can easily be
detected as something malicious and rejected without dam-
aging the web server. The threshold can be set during the
training phase. One possible value 1s the maximum of the
training data’s distance values plus some tolerance. Using
this technique, the host can be protected from the virus/
worms even before any virus signature 1s released.

[0102] Instead of using the distance metrics to compute
the similarity, the “normal payload signature Z-string” can
also be used to achieve the same goal. Having the profile
“signature Z-string” and the byte string of new connection
data to be tested, a simple string edit distance can be used to
get their similarity score. The string edit distance just counts
how many characters are misplaced from the profile signa-
ture string. One advantage of the string edit distance 1s the
fact that 1t doesn’t 1nvolve any numerical computation but
just equivalence comparison of strings. This can result 1n a
very fast distance calculation.

Exemplary Usage of the Invention

Network Appliances

[0103] One or more embodiments of the present invention
may be implemented on a computer system that passively
sniffs and audits network tratfic on a computer network, or
may be implemented on the same computer operating a
network firewall, or may be implemented on a host or server
computer for which a profile has been computed. One or
more embodiments envision building a network appliance
capable of computmg normal payload models for a multi-
tude of services and ports, for both mbound and outbound
traffic. The appliance may distribute anomaly detection
models to a firewall for filtering traffic to protect any service
on the network. Alternatively, the payload detection system
can be implemented on a network interface card of a host or
server computer without the need to install new software on
the server or host, or to 1nstall a new appliance or device on
the network system.

Incremental Learning

[0104] According to one or more embodiments of the
present invention, a 1-gram model with Mahalanobis dis-
tance can be implemented as an incremental version with
only slightly more information stored 1n each model. An
incremental version of this method can be particularly useful
for several reasons. First, a model may be computed on the
fly in a “hands-free” automatic fashion. That model will
Improve 1n accuracy as time moves forward and more data
1s sampled. Furthermore, an incremental online version can
also “age out” old data from the model keeping a more
accurate view of the most recent payloads flowing to or from
a service.

[0105] One or more embodiments of the present invention
allow older examples used 1n training the model to be aged
out. This can be accomplished, at least 1n part, by specilying
a decay parameter of the older model and emphasizing the
frequency distributions appearing in the new samples. This
allows automatic updating of the model to maintain an
accurate view of normal payloads seen most recently.
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10106] Computation of the incremental version of the
Mahalanobis distance can be accomplished 1n various ways
depending on the specific implementation of the present
invention. For example, the mean and the standard deviation
1s computed for each ASCII character seen for each new
sample observed. For the mean frequency of a character,

N
I:ZXE/N

=1

i

1s computed from the training examples. Optionally, the
number of samples processed, N, can be stored. This allows
the mean to be updated as

XX N+xN
X = =X +
N+1 N+1

Xn+l —X

when new sample Xy, 15 observed. Since the standard
deviation 1s the square root of the variance, the variance
computation can be rewritten using the expected value E as:

Var(X)=E(X-EX ?=E (X?)-(EX)?

The standard deviation can be updated in a similar way if the
average of the X, in the model is also stored.

[0107] According to such embodiments of the present
invention, only one additional 256-element array needs to be
maintained in each model that stores the average of the x,”
and the total number of observations N. Thus, the n-gram
byte distribution model can be implemented as an incre-
mental learning system easily and very eificiently. Main-
taining this extra information can also be used 1n clustering
samples as described 1n greater detail below.

Reduced Model Size by Clustering,

[0108]  As previously discussed, a model M;; is computed
for each observed length bin 1 of payloads sent to port j.
Under certain circumstances, such fine-grained modeling
might mtroduce problems. For example, the total size of the
model can become very large. This can occur when the
payload lengths are associated with media files that may be
measured 1 gigabytes and many length bins are defined.
Consequently, a large number of centroids must be com-
puted. Further, the byte distribution for payloads of length
bin 1 can be very similar to that of payloads of length bins
1-1 and 1+1; because they vary by one byte. Storing a model
for each length can sometimes be redundant and wasteful.
Another problem 1is that for some length bins, there may not
be enough training samples. Sparseness 1implies the data waill
generate an empirical distribution that will be an maccurate
estimate of the true distribution leading potentially to a
faulty detector that generates too many errors.

[0109] The anomaly detection system of the present inven-
tion provides various possible solutions to address these
problems. According to one or more embodiments of the
present invention, one solution for addressing the sparseness
problem 1s relaxing the models by assigning a higher
smoothing factor to the standard deviations. This can allow
higher variability of the payloads. At least one additional (or
overlapping) embodiment of the invention “borrows” data
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from neighboring bins to increase the number of samples. In
other words, data from neighboring bins 1s used to compute
other “similar” models. Two neighboring models can be
compared using the simple Manhattan distance to measure
the similarity of their average byte frequency distributions.
If their distance 1s smaller than some threshold t, those two
models are merged. This clustering technique 1s repeated
until no more neighboring models can be merged. This
merging can also be computed using the incremental algo-
rithm described before. As previously discussed, such a
technique mvolves updating the means and variances of the
two models to produce a new updated distribution.

[0110] For a new observed test data with length 1 sent to
port j, the model M;;, or the model 1t was merged with can
be used. If the length of the test data 1s outside the range of
all the computed models, then the model whose length range
1s nearest to that of the test data i1s used. In these cases, the
mere fact that the payload has such an unusual length
unobserved during training may itself be cause to generate
an alert.

[0111] It should be noted that the modeling algorithm and
the model merging process are each linear time computa-
tions, and hence the modeling technique 1s very fast and can
be performed 1n real time. Additionally, the online learning
algorithm assures that models will improve over time, and
their accuracy will be maintained even when services are
changed and new payloads are observed.

Correlated Ingress and Egress Trafhic to Detect Worm Propa-
gation and Generate Signatures

[0112] Self-propagation is one key feature and necessary
condition for worms. Self-propagation means that once a
worm 1nfects a machine, it will start to attack other machines
automatically by attempting to send a copy of 1itself, or a
variant thereof, to another susceptible host. For example, if
a machine gets infected by worm Code Red II from some
request received at port 80, then this machine will start
sending the same request to port 80 of other machines. Such
propagation pattern 1s true for almost every worm. So if
some egress traffic to port 1 that 1s very similar to those
anomalous 1ngress tratfic to port 1 can be detected, there 1s
a high probability that a worm aiming at port 11s propagating,
itself.

[0113] According to one or more embodiments of the
present 1nvenfion, 1ncoming malicious ftraffic can be
detected, and an alert generated. At the same time, the
payload can be provided as a string 1n the buffer for port 1,
and compared to the outgoing traffic against all the strings to
see which return the highest similarity score. If the score 1s
higher than some predetermined threshold, a possible worm
propagation 1s presumed. In addition, the present invention
can be mmplemented on a server machine such as, for
example a web server. Web servers generally have a large
amount of 1mcoming requests but outgoing requests are
typically unlikely. So any outgoing request 1s already quite
suspicious, and should be compared against the malicious
strings. If the host machine 1s working as both server and
client, which means both incoming requests and outgoing
requests are common, the same modeling technique would
be applied to the outgoing traffic and only used to compare
cgress trathic already judge as malicious.

[0114] One or more embodiments of the present invention
also provide multiple metrics which can be used to decide
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the similarity between two strings. The most common ones
are longest common substring (LCS) or longest common
subsequence (LCSeq). The difference between them is: the
longest common substring 1s contiguous, while the longest
common subsequence need not be. LCSeq has the advantage
of being able to detect “polymorphic” and “metamorphic”
worms; but they may introduce false positives. Other tech-
niques such as probability modeling methods that take into
account context dependent substring sizes can also be
applied by the present invention. The similarity score
returned 1s the percentage of the common part’s length out
of the total length of the malicious payload string. An
alternative (or overlapping) implementation to compute a
signature would be to compute the set of (at least one) most
frequently occurring substrings within the payload appear-
Ing in two or more examples of anomalous data.

[0115] According to one or more further (or overlapping)
embodiments, the present invention can be used to auto-
matically generate worm signatures. By computing the
similarity score, the matching substring or subsequence,
which represents the common part of the ingress and egress
malicious traffic are also computed. Since the traffic being
compared 1s already judged as malicious, which means the
payload 1s quite different from the normal ones, these
common strings represent the worm’s content signature.
Thus, by correlating the ingress and egress malicious pay-
load, the present invention 1s capable of detecting the very
initial worm propagation, and 1dentifying 1ts signature or
partial signature 1immediately without any external mvolve-
ment. This helps to solve the zero-day worm problem. Such
signatures may then be communicated to other hosts and
devices for content filtering to eliminate any further occur-
rence of the worm infecting any other hosts on the network.

More Accurate Worm Detection by Collaborative Security

[0116] According to one or more embodiments of the
present 1nvention, the anomaly detection system can be
implemented on multiple hosts and devices on a network.
The hosts and devices can then collaborate with each other,
for example, by exchanging alerts and possible worm sig-
natures. Accordingly, a worm can be quickly identified and
prevented from spreading because multiple hosts report the
same worm signature to each other. The signature can then
be announced 1n order to apply content filtering quickly all
over the network. Using such collaborative security strate-
g1es, 1t 1s possible to reduce the likelihood that worms can
spread throughout and occupy the network.

Identifying Files

[0117] There are various complications that can result
from networked environments, some relating to the fact that
the network may be used 1n an office environment. Com-
pounding these problems are the high speeds at which data
can be transmitted across multiple networks. Consequently,
network operations and/or security personnel may wish to
know how computers in the network are actually used and
what types of data are communicated among hosts inside
and outside the network. This can entail, for example,
determining the types of files and media being transmitted
among computers (and users) within the network. While
most transmissions are generally harmless, they can some-
times provide an avenue for spreading malicious programs
such as viruses and worms. Furthermore, some employers
maintain confidential and/or personal information that
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should not be disseminated outside the workplace. Such
employers often enact policies that warn employees not to
transmit certain files and/or information to computers out-
side of the company network. It can also be the case that
employers do not wish certain file types to be received from
(or transmitted to) external networks or computers.

[0118] In order to enforce some of these policies, traffic
through the company network 1s typically monitored so that
certain files can be blocked or examined. For example, an
email attachment “Patent25.doc” may be examined if Word
documents should not be transmitted to external computers.
However, it is relatively simple to mask (or hide) the true
type of a file by simply changing the extension associated
with the file’s name. Hence, a user can easily circumvent the
security policy by changing the name of the file from
Patent25.doc to HolidayPictures.jpg, for example. Alterna-
tively, the file could be given a different suflix indicative of,
¢.2., an 1mage file, and transmitted outside the network.
Once received, the recipient could rename the file to
Patent25.doc, and open 1t with, for example, Microsoft
Word. Conversely, an incoming email attachment can be a
virus or worm that has been renamed to, for example,
Patent25.doc. Once opened, the virus could cause damage to
the computer system.

[0119] FIG. 12 is a block diagram illustrating certain
situations where files may be transmitted to a user covertly

or under false pretense. For example, the workstation 114 1s
connected to a network such as the Internet 116. Three
different file attachments have been transmitted to the work-
station. The first file attachment 150 has the file name
“hello.doc”. This file 1s presumed to be a Microsoft Word
file. However, such 1s not the case. The file 1s 1n fact a virus
(sobig.exe) that has been renamed to appear as a Word
document. The second file attachment 152 1s enfitled
“junk.zip”. This file may not necessarily be renamed, but 1s
in the form of an archive file that can contain multiple
archived contents. The archived contents cannot be seen
until the archive file 152 1s accessed or opened. There are
situations where an operating system or mail program may
automatically access the archive file 152 as soon as 1t 1s
received. Thus, 1f a virus 1s contained within the archive file
152, it can automatically be released. The third attachment
154 1s entitled “document.pdf” so that 1t will not be 1denti-
fied as a Word file. However, the file was originally named
“contract.doc”. All of the files can present potential prob-
lems to the workstation 114.

10120] FIG. 13 illustrates a method of identifying file

types being transmitted through a network according to one
or more embodiments of the present invention. At step S510,
a transmission 1s received through the network. The trans-
mission can be a conventional email message, and can
include various types of mnformation such as, for example,
text, attachments, etc. At step S512, 1t 1s determined whether
the transmission contains any files. The files can be included
in the transmission as part of an attachment to the email
message. If the transmission does not include any files, then
control passes to step S526 where the process ends. How-
ever, 1f 1t 1s determined that the transmission contains one or
more files, then at step S514, a statistical distribution 1s
ogenerated for data contained 1n each of the files in the
fransmission.

[0121] At step S516, a model distribution is selected. The
model distribution corresponds to one or more statistical
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distributions that have been generated for predetermined file
types. For example, a particular model file distribution could
be generated for a gif file. Similarly, a model distribution
could be generated for a .pdf file, a .doc ile, a .jpeg file, etc.,
using concepts previously described and/or those described
below. Referring additionally to FIGS. 14A-141, model
distributions of various file types are illustrated. At step
S518, the distance between the statistical distribution for the
file 1s measured against the model distribution. As previ-
ously discussed, various methods can be used to measure the
distance including, but not limited to, the Mahalanobis
distance. Additionally, if the transmission contains more
than one file, then the distance test would be applied to each
file contained 1n the transmission. At step S520, 1t 1s deter-
mined whether the distance between the received file and the
model distribution 1s greater than a predetermined threshold.
If this distance 1s greater than the threshold, then control
passes to step S522. If the distance 1s less than the threshold,
then control passes to step S524. At this point, the received
file can be identified as being of a particular type. For
example, the type for the model distribution 1s already
known. Thus, the received file can be determined to be of the
same type as the model distribution. Control would then pass
to step S526 where the process ends.

[0122] At step S522, it is determined whether there are
additional model distributions. If there are no more addi-
tional model distributions, then the process also ends with-
out having 1dentified, or being able to i1dentify, the type of
the received file. However, 1if there are additional model
distributions available, then control returns to step S516
where the next model distribution 1s selected. The process
would continue until the received files are tested against all
of the model distributions and either a type 1s determined or
a type cannot be determined. According to one or more
embodiments of the present invention, if the type for the file
cannot be determined, then the file can be discarded or
identified as a potential virus or malicious program.

10123] FIG. 15 is a flowchart illustrating a method for
modeling file types 1n accordance with one or more embodi-
ments of the present invention. At step S350, a plurality of
files are collected. The files are known to have a particular
type and/or created as such types. For example, a plurality
of .pdf files can be collected, or a plurality of .doc files, .jpeg
files, .gif files, etc. As long as all of the files are of the same
type, they can be used to generate the appropriate model. At
step S552, a statistical distribution 1s generated for each of
the files that have been collected. At step S554, the statistical
distributions are combined. This can be accomplished 1n a
variety of ways including, for example, simple addition of
the distribution for each file collected.

[0124] At step S556, a plurality of clusters is formed for
the statistical distributions. At step S3558, a centroid 1is
computed for each cluster formed for the statistical distri-
butions. At step S560, a model centroid 1s computed. The
model centroid corresponds to the centroid of the plurality of
cluster centroids computed at step S558. At step S562, the
model centroid 1s designated as the model to represent the
particular file type. Accordingly, if .pdf files are being
modeled, then the model centroid would correspond to a
model distribution for .pdf files. At step S566, the process
ends. According to one or more embodiments of the present
invention, the model file type can also be based on the
combined statistical distribution for all the files that have
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been collected. This 1s illustrated at step S564. Thus, the
combined statistical distributions of the collected file would
be assigned as the model distribution for the particular file

type.

[10125] FIG. 16 is a flowchart illustrating steps performed
to verity file types according to one or more embodiments of
the present mvention. At step S610, the file 1s recerved. The
file can be received from any of a plurality of sources
including, for example, general network transmissions, elec-
tronic mail, or portable media. At step S612, a statistical
distribution 1s generated for the file. At step S614, the model
distribution corresponding to the received file type 1is
retrieved. For example, if the received file type is tagged (or
designated using a particular extension) as a .jpeg file, then
the appropriate model distribution for a jpeg file would be
retrieved. At step S616, the statistical distribution for the
received file 1s compared to the model distribution retrieved
at step S614. At step S618, 1t 1s determined whether the
statistical distribution for the received file 1s within the
tolerance limit of the model distribution. More particularly,
the distance between the statistical distribution for the
received fille and the model distribution 1s reviewed to
determine whether 1t falls within the tolerance threshold.

[0126] If the distance for the statistical distribution for the
received file 1s within the tolerance, then the file can be
confirmed as being of the type specified in the file name.
This 1s 1llustrated at step S620. The process would thus end
upon coniirming the type of the received file. Alternatively,
if the distance of the statistical distribution for the retrieved
file 1s not within the tolerance, then an alert can be generated
to 1ndicate that the file 1s actually not of the type specified
in the file name. This 1s indicated at step S622. At step S624,
the file can either be blocked or discarded from further
transmissions through the network or workstation.

[0127] According to one or more embodiments of the
present invention, upon detecting that a file 1s mappropri-
ately named, and corresponds to a different file type, further
testing can be performed to determine 1f the file 1s actually
a virus purporting to be of a different file type. Control
would then return to step S624 where the file can again be
blocked or discarded from further propagation through the
network. The process then ends at step S628.

[0128] FIG. 17 is a flowchart illustrating steps performed
to detect and/or 1dentily malicious programs, such as viruses
and worms, according to one or more embodiments of the
present mvention. At step S650, a transmission 1s received
through the network or at a workstation. The transmission
can be a transmission across a network between multiple
computers, within the network, etc. Additionally, the trans-
mission can correspond to internal transmissions of data
within a single machine. For example, the transmission can
correspond to reading of a file from a portable medium into
the memory of the workstation.

[0129] Atstep S652, it is determined whether there are any
files attached to the transmission. If no files are attached to
the transmission, then the process ends. If any files are
present in the transmission, then control passes to step S654.
Information regarding the type of each file 1s retrieved. The
information can be retrieved, for example, by examining the
extension 1n the file name. At step S656, a statistical distri-
bution 1s generated for the file. At step S638, the model
distribution corresponding to the type of the file 1s retrieved.
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At step S660, the statistical distribution for the file 1s
compared to the model distribution retrieved. At step S662,
it 1s determined whether the statistical distribution for the
file 1s within the tolerance threshold. If so, then the file 1s
likely not a virus and would be 1dentified as such at step 664.
However, if a statistical distribution for the file 1s not within
the tolerance, then the file 1s i1dentified as a virus at step
S666. At step S668, the statistical distribution for the file can
be compared to any known virus statistical distributions.

[0130] According to one or more embodiments of the
present invention, various weight factors can be assigned to
different byte values within the statistical distribution. This
1s 1llustrated at step S670. As previously discussed, higher
welght factors can be assigned to byte values that can
possibly correspond to machine execution codes, script files,
and/or other programs that can cause damage to the
machine. At step S672, 1t 1s determined whether the statis-
fical distribution for the file matches any of the virus
distributions. If there 1s a match, then the virus type 1is
identified at step S674. If no match 1s found, then control
passes to step S676. Data contained 1n the file 1s examined
in order to 1dentify information regarding the virus. At step
S678, any common strings or subsequences within the file
are 1dentified. At step S680, the common strings or subse-
quences are used to generate a signature for the virus. At step
S684, the process ends. According to one or more embodi-
ments of the present invention, rather than examining the
data 1n the {file to generate a signature, the statistical distri-
bution for the file can be used as a signature string (or
distribution). This is illustrated at step S682, where a dis-
tribution based signature is generated for the file (i.e., the
identified virus).

Tracing Transmission Origin

[0131] According to one or more embodiments, the
present mvention can be used to address various problems
associlated with the use of large networks such as the
Internet. One such problem involves the use of stepping
stone proxies. These proxies are used by attackers (or
hackers) to hide their true locations while launching attacks
against various machines. Oftentimes, an attacker will 1ni-
fiate the attack from a “drone” machine that has previously
been hacked and taken control of. These drone machines can
subsequently launch denial of service attacks on various
commercial computers, servers, websites, etc. Furthermore,
the attacker can cause one drone machine to activate a
second drone machine thereby 1nitiating an attack. Once the
attack 1s initiated, the target computer only sees information
from the machine transmitting the attack command.

[0132] Since the attacker has taken control of the drone
computer, the target computer would only see the IP address
of the drone computer causing the attack. Hackers can use
multiple levels, or stepping stone proxies, from which to
launch such attacks. This makes 1t increasingly difficult to
trace back the location of the actual attacker. To further
complicate the situation, the drone computers can be given
specific times for automatically contacting another drone
and/or 1nitiating an attack.

10133] FIG. 18 illustrates one type of stepping stone
situation. The attacker 200 initiates an attack against a target
computer 250. The target computer can be 1 the same
vicinity, country, or state of the attacker. However, the
attacker can also be located anywhere 1n the world where a
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connection 1s provided to the Internet. According to the
situation 1n FIG. 16, the attacker has taken control of four
drone computers. These include the step 1 drone 210, step 2
drone 220, step 3 drone 230, and step 4 drone 240. All of
these drone computers are in the control of the attacker. As
previously discussed, during normal network connections a
machine can only see nformation being transmitted from
the 1mmediately prior machine. For example, the target
computer 250, which 1s the ultimate destination of the
attack, only sees information being transmitted from the step
4 drone 240. Thus, the target computer 250 believes an
attack 1s being launched from the step 4 drone 240. Likewise
the step 4 drone 240 seces 1information related to the step 3
drone 230. Working backwards, the step 3 drone 230 sees an
attack being initiated by the step 2 drone 220. The step 2
drone 220 sees an attack being 1nitiated by the step 1 drone
210. The only computer within the connection link that
knows the true address of the attacker 200 1s the step 1 drone

210.

[0134] According to one or more embodiments of the
present mvention, the location of the attacker can be deter-
mined by analyzing the statistical distribution for data
payloads transmitted through the multiple drone computers.
The drone computers are connected to each other across a
network via a number of service providers 260. Each service
provider 260 maintains a connection record 270 that con-
tains 1nformation regarding transmissions across the net-
work. The connection record 270 can include, for example,
the IP address 272 of the computer system transmitting
information, the destination address 274 of the computer
system where the information will be delivered, and the
actual information 276 being delivered. In order to minimize
the amount of information contained i1n the connection
record, a statistical distribution can be generated for each
data payload 276 that 1s transmitted. Thus, the statistical
distribution can be configured such that it 1s stored within a
short, for example 256 byte string, as previously discussed
with respect various embodiments of the invention. This
allows the service provider 260 to capture and store infor-
mation regarding the vast number of transmissions passing
through, without wasting storage space. As will be discussed
in greater detail below, the mnformation maintained by the
service provider can be used to trace back the physical
location of the attacker mnitiating the attack on the target
machine. In addition, the statistical distribution can be
ogenerated for the entire connection record 270, or only a
portion thereof.

10135] FIG. 19 is a flowchart illustrating the steps per-
formed to trace the origin of a transmitted message accord-
ing to one or embodiments of the present invention. At step
S710, connection records are created by the service provider.
As previously discussed, the connection records can include,
for example, an address of a previous computer system, a
data payload, and an address for a subsequent computer
system. At step S712, the connection records are examined,
and statistical distributions are generated for data contained
in each connection record. At step S714, a suspect payload
1s 1dentified at an end target computer. More particularly, the
suspect data payload can correspond to, for example, a
malicious program that was used to either infect or 1nitiate
an attack on the target computer system. At step S716, a
statistical distribution 1s generated for the suspect data
payload. At step S718, the end target computer 1s designated
as a suspect computer.
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[0136] At step S720, the statistical distribution for the
suspect data payload 1s compared to the statistical distribu-
tions of data payloads generated at step S712. At step S722,
it 1s determined whether the distance of the suspect data
payload distribution 1s within the tolerance threshold to the
current connection record’s distribution. If it 1s within the
tolerance, then a match can be i1dentified. If the statistical
distribution for the suspect payload 1s not within the toler-
ance, then at step S724, 1t 1s determined whether there are
additional connection records. If there are additional con-
nection records, then control returns to step S720 where a
comparison 1s made to the next connection record. If there
are no more connection records then the process would end.
However, 1f the statistical distribution for the suspect pay-
load 1s within the tolerance, then at step S726, the i1dentity
of the previous sender 1s identified. This can be done, for
example, by examining the connection record from which
the distribution was generated. Within the connection
records the address of the sender and destination computer
systems are identified. Thus, the suspect computer system
would be the destination address and the previous sender’s
address would be 1dentified.

10137] At step S728, it is determined whether the previous
computer system 1s the original sender of the transmission.
If the previous computer system 1s the original sender of the
transmission, then the identity of the original sender is
obtained and the process ends. However, if the previous
sender’s address does not correspond to the original sender
of the transmission, then control passes the step S732. The
previous computer 1s designated as the suspect computer.
Control then returns to step S720 where the statistical
distribution for the suspect payload i1s compared to the
statistical distribution for connection records stored by the
newly designated suspect computer. The process can repeat
backwards through multiple computer systems until the
original sender of the transmission 1s 1dentified.

[0138] The anomaly detection system of the present inven-
fion can also be mmplemented on computers and servers
using various operating systems such the Windows line of
operating systems, Linux, MacOS, etc. The necessary pro-
oram code can also be produced using any programming
language such as C++, C#, Java, efc.

[0139] The many features and advantages of the invention
are apparent from the detailed specification, and thus, the
appended claims are intended to cover all such features and
advantages which fall within the true spirit and scope of the
mvention. Further, since numerous modifications and varia-
tions will become readily apparent to those skilled 1n the art,
the mvention should not be limited to the exact construction
and operation 1illustrated and described. Rather, all suitable
modifications and equivalents may be considered as falling
within the scope of the claimed invention.

What 1s claimed 1s:

1. A method of identifying file types transmitted through
a network, comprising the steps:

receiving a transmission through the network;
determining 1if the transmission contains any files;

generating a statistical distribution of data contained in
cach file within the received transmission:
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comparing at least one portion of the statistical distribu-
tion of each file 1 the received transmission to a
corresponding portion of one or more model file dis-
tributions, each model file distribution corresponding to
a predetermined file type; and

1dentifying a type for each file 1n the received transmis-
sion based, at least 1n part, on similarities detected
between the at least one portion of the statistical
distribution for each file in the received transmission
and the corresponding portion of the one or more model
file distributions.

2. The method of claim 1, wherein the statistical distri-
bution for each file in the received transmission 1s a byte
value distribution of data contained 1n the file, and the one
or more model file distributions are byte value distributions
representative of predetermined file types.

3. The method of claim 2, wherein the byte value distri-
bution of each file in the received transmission 1s a byte
frequency count of data contained 1n the file, and the one or
more model file distributions are byte frequency counts
representative of predetermined file types.

4. The method of claim 2, wherein the byte value distri-
bution of each file 1n the received transmission 1s a rank
ordered byte frequency count of data contained 1n the file,
and the one or more model file distributions are rank ordered
byte frequency counts representative of predetermined file

types.
5. The method of claim 1, wherein:

the step of comparing further comprises a step of mea-
suring a distance metric between the statistical distri-
bution for each file 1n the recerved transmission and the
one or more model file distributions; and

the step of i1dentifying further comprises a step of 1den-
tifying a type for each file in the received transmission
based, at least 1n part, on a predetermined distance to a
selected model file distribution;

wherein the selected model file distribution represents a
model file of the 1dentified type.

6. The method of claim 5, wherein the distance metric 18
calculated based on a Mahalanobis distance between the
statistical distribution for each file in the received transmis-
sion and the one or more model file distributions.

7. The method of claim 1, wherein the at least one portion
1s selected from a prefix portion of the statistical distribution
for each file 1n the received transmission.

8. The method of claim 7, wherein the prefix portion
includes a header for each file 1in the received transmission.

9. The method of claim 7, wherein the prefix portion
includes a header for each file 1n the received transmission
and a predetermined amount of data.

10. The method of claim 1, wherein the statistical distri-
butions for each file 1n the received transmission, and the
one or more model file distributions are generated using an
n-gram distribution, wherein each n-gram 1s a variable byte
grouping.

11. The method of claim 10, wherein n 1s a mixed value
of byte groupings.

12. The method of claim 10, wherein n=1.

13. The method of claim 10, wherein n=2.

14. The method of claim 10, wherein n=3.
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15. A method of modeling a file type comprising the steps
of:

generating a statistical distribution of data contained in
cach of a plurality of files of a predetermined type; and

constructing a model file distribution based, at least in
part, on the statistical distributions of data contained in
the plurality of files;

wherein the model file distribution 1s representative of the

predetermined file type.

16. The method of claim 15, wherein the step of con-
structing a model file distribution further comprises a step of
computing at least one centroid for the statistical distribu-
tions of the plurality of files.

17. The method of claim 15, further comprising the steps

of:

clustering the statistical distributions of said plurality of
files 1nto a plurality of clusters;

computing a plurality of centroids, one for each of the
plurality of clusters; and

computing a model centroid for the plurality of centroids;

wherein the model centroid 1s representative of the pre-

determined file type.

18. The method of claim 15, wherein the statistical
distributions are generated using an n-gram distribution,
wherein each n-gram 1s a variable byte grouping.

19. The method of claim 18, wherein n 1s a mixed value
of byte groupings.

20. The method of claim 18, wherein n=1.

21. The method of claim 18, wherein n=2.

22. The method of claim 18, wherein n=3.

23. The method of claim 15, wherein the statistical
distributions for the plurality of files are byte value distri-
butions of data contained 1n the files.

24. The method of claim 23, wherein the byte value
distributions of the plurality of files are byte frequency
counts of data contained in the files.

25. The method of claim 23, wherein the byte value
distributions of the plurality of files are a rank ordered byte
frequency counts of data contained 1n the files.

26. A method veritying a file type comprising the steps:

receiving a lile of a specified type;
generating a statistical distribution for the received file;

comparing at least one portion of the statistical distribu-
tion for the received file to a corresponding portion of
a model file distribution, wherein the model file distri-
bution represents an actual file type corresponding to
the type speciiied by the received file; and

verifying the type for the received file based, at least 1n
part, on similarities detected between the at least one
portion of the statistical distribution for the received file
and the corresponding portion of the model file distri-
bution.

27. The method of claim 26, further comprising a step of
determining whether the received file 1s a virus or worm, 1f
the type of the received file cannot be verified.

28. The method of claim 26, wherein the statistical
distribution of the received file 1s a byte value distribution of
data contained 1n the file, and the model file distribution i1s
a byte value distribution of the actual file type.
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29. The method of claim 28, wherein the byte value
distribution of the received file 1s a byte frequency count of
data contained 1n the file, and the model file distribution i1s
a byte frequency count of the actual file type.

30. The method of claim 28, wherein the byte value
distribution of the received file 1s a rank ordered byte
frequency count of data contained 1n the file, and the model
file distribution 1s a rank ordered byte frequency count of the
actual file type.

31. The method of claim 26, wherein:

the step of comparing further comprises measuring a
distance metric between the statistical distribution for
the received file and the model file distribution; and

the step of verilying further comprises a step of verifying
the type for the received file based, at least in part, on
a predetermined distance to the model file distribution.

32. The method of claim 31, wherein the predetermined
distance 1s calculated based on a Mahalanobis distance

between the statistical distribution for the received file and
the model file distribution.

33. The method of claim 26, wherein the at least one

portion comprises a prefix portion of the statistical distri-
bution for the received file.

34. The method of claim 33, wherein the prefix portion
includes a header for the received file.

35. The method of claim 34, wherein the prefix portion
includes a header for the received file and a predetermined
amount of data.

36. The method of claim 26, wherein the statistical
distribution for the received file, and the model file distri-
bution are generated using an n-gram distribution, wherein
cach n-gram 1s a variable byte grouping.

37. The method of claim 36, wherein n 1s a mixed value
of byte groupings.

38. The method of claim 36, wherein n=1.

39. The method of claim 36, wherein n=2.

40. The method of claim 36, wherein n=3.

41. A method of i1dentifying virus or worm transmissions
through a network, comprising the steps:

receiving a transmission containing at least one file hav-
ing a specified type;

generating a statistical distribution for the at least one file;

comparing at least one portion of the statistical distribu-
tion for at least one file to a corresponding portion of a
model file distribution, wherein the model file distri-
bution represents an actual file type corresponding to
the type specified by the at least one file;

determining the type for the at least one file based, at least
1n part, on similarities detected between the at least one
portion of the statistical distribution for the at least one
file and the corresponding portion of the model file
distribution; and

if the specified type of the at least one file 1s determined
to be different from the model file distribution, then

identifying the at least one file as a virus or worm.

42. The method of claim 41, wherein the step of 1denti-
fying the at least one file as a virus or worm {further
comprises the steps:
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comparing at least one portion of the statistical distribu-
tion for at least one file to corresponding portions of a
plurality of model virus distributions; and

identifying the at least one file as a virus or worm based,
at least 1n part, on similarities detected between the at
least one portion of the statistical distribution for the at
least one file and the corresponding portions of the
plurality of model virus distributions.

43. The method of claim 41, further comprising a step of

generating a signature for the idenfified virus or worm.
44. The method of claim 43, further comprising the steps

of:

identifying the longest common string for data contained
in the at least one file; and

ogenerating the signature based, at least 1n part, on the
longest common string.

Jan. 19, 2006

45. The method of claim 43, further comprising the steps
of:

identifying the longest common subsequence for data
contained 1n the at least one file; and

generating the signature based, at least 1n part, on the
longest common subsequence.

46. The method of claim 41, further comprising a step of
assigning different weight factors to selected byte values 1n
the statistical distribution for the at least one file.

47. The method of claim 22, wherein higher weight

factors are assigned to byte values corresponding to opera-
fional codes of a computer system.
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