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(57) ABSTRACT

A system and method provides active inheritance on
memory writes such that enfities issuing later writes ensure
that the effects of earlier writes to the same memory block
will be seen. A write chain 1s preferably formed by storing
information and state in miss address file (MAF) entries
maintained by the entities. The write chain links the entities
requesting write access to the memory block. When the
desired memory block becomes available, the information
and state stored at the MAF entries 1s then utilized by each
entity in ensuring that all earlier writes are complete before
its write 1s allowed to complete.
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GENERALIZED ACTIVE INHERITANCE
CONSISTENCY MECHANISM FOR A COMPUTER
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATTION

[0001] This application 1s related to the following co-
pending, commonly owned U.S. Patent Applications:

[0002] U.S. patent application Ser. No. | At-
torney Docket No. 15311-2236] entitled DIREC-
TORY STRUCTURE PERMITTING EFFICIENT
WRITE-BACKS IN A SHARED MEMORY COM-
PUTER SYSTEM, filed Sep. , 2002; and

[0003] U.S. patent application Ser. No. | At-
torney Docket No. 15311-2340] entitled LINKED
LIST EARLY DATA RACE RESOLUTION
MECHANISM FOR USE WITH A GENERAL-
[ZED LOW OCCUPANCY CACHE COHERENCY
PROTOCOL, filed Sep. , 2002.

BACKGROUND OF THE INVENTION
0004] 1. Field of the Invention

0005] This invention relates to computer architectures
and, more specifically, to a system and method for ensuring
data consistency among a plurality of computer system
entities.

0006] 2. Background Information

0007] A computer system typically comprises one or
more processors linked to a main memory by a bus or other
interconnect. In most computer systems, main memory
organizes the instructions and data being stored into units
typically referred to as “blocks” each of which 1s separately
addressable and may be of a fixed size. Instructions and data
are typically moved about the computer system 1n terms of
one or more blocks.

[0008] Ordinarily, a processor will retrieve data, e.g., one
or more blocks, from main memory, perform some operation
on 1t, and eventually return the results back to main memory.
Retrieving data from main memory and providing it to a
processor can take significant time especially 1n terms of the
high operating speeds of today’s processors. To reduce such
latencies as well as to reduce the number of times a
processor must access main memory, modern processors
and/or processor chipsets include one or more cache memo-
ries or caches. A cache 1s a small, fast memory module that
1s placed 1n close proximity to the processor. Many caches
are static random access memories (SRAMs), which are
faster, but more expensive, than dynamic random access
memories (DRAMs), which are often used for main
memory. The cache is used to store information, €.g., data or
instructions, which the processor 1s currently using or 1is
likely to use 1n the near future. There are two basic types of
caches: “write-through” caches and “write-back™ caches.

[0009] With a write-through cache, whenever a processor
modifies or updates a piece of data in the processor’s cache,
main memory s copy of that data 1s automatically updated.
This 1s accomplished by having the processor write the data
back to memory whenever the data 1s modified or updated.
A write-back cache, 1n contrast, does not automatically send
modified or updated data to main memory. Instead, the
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updated data remains in the cache until some more conve-
nient time, €.g., when the processor 1s 1dle, at which point the
modified data 1s written back to memory. The utilization of
write-back caches typically improves system performance.
In some systems, a write-back or victim buifer 1s provided
in addition to the cache. “Victim data” refers to modified
data that 1s being removed from the processor’s cache in
order to make room for new data received at the processor.
Typically, the data selected for removal from the cache is
data the processor 1s no longer using. The victim buifer
stores this modified data which 1s waiting to be written back
to main memory. Modified data i1n the victim bufler is
eventually “victimized”, 1.e., written back to main memory,
at some convenient time.

0010] Symmetrical Multiprocessor (SMP) Systems

0011] Multiprocessor computing systems, such as sym-
metrical multiprocessor (SMP) systems, provide a computer
environment in which software applications may run on a
plurality of processors using a single address space or shared
memory abstraction. In a shared memory system, each
processor can access any data item without a programmer
having to worry about where the data 1s or how to obtain its
value. This frees the programmer to focus on program
development rather than on managing partitioned data sets
and communicating values.

0012] Cache Coherency

0013] Because more than one processor of the SMP
system may request a copy of the same memory block from
main memory, cache coherency protocols have been devel-
oped to ensure that no processor relies on a memory block
that has become stale, typically due to a modification or
update performed to the block by some other processor.
Many cache coherency protocols associate a state with each
cache line. A given memory block, for example, may be 1n
a shared state 1n which copies of the block may be present
in the caches associated with multiple processors. When a
memory block 1s 1n the shared state, a processor may read
from, but not write to, the respective block. To support write
operations, a memory block may be 1n an exclusive state. In
this case, the block 1s owned by a single processor which
may write to the cache line. When the processor updates or
modifies the block, its copy becomes the most up-to-date
version, while corresponding copies of the block at main
memory and/or other processor caches become stale.

|0014] There are two classes of cache coherency proto-
cols: snooping and directory based. With snooping, the
caches monitor or snoop all transactions traversing the
shared memory bus, looking for transactions that reference
a memory block stored at the cache. If such a transaction 1s
detected, the cache updates the status information for its
copy of the memory block based on the snoop transaction.
In this way, every cache that has a copy of a given memory
block also has a copy of the status information of that block.
With a directory based protocol, the state of each block 1s
kept 1n a single, centralized location 1n the system, called a
directory. Status information 1s not maintained in the i1ndi-
vidual caches.

[0015] FIG. 1 is a highly schematic illustration of a prior
art directory 100. Directory 100 has a plurality of entries
102a-d each of which corresponds to a respective memory
block. The directory 100 1s organized, moreover, such that



US 2004/0068621 Al

cach entry 102a-d has a plurality of fields or cells for storing
state and/or status information for the respective block. In
particular, the directory 100 has an address column 103 that
stores the address of the memory block, an owner column
104 that stores the 1dentity of the entity, e.g., a processor or
main memory 1tself, that 1s considered to be the owner of the
memory block, and a sharer column 106 that stores the
1dentity of those processors or other system entities that have
a shared copy of the block.

[0016] The sharer column 106 may have a plurality of
sub-columns 106a-c, each of which may contain the 1dentity
of a particular processor that has a shared copy of the
respective memory block. If a request for shared access to a
memory block 1s received from a first processor, P1, main
memory examines the directory entry, ¢.g., entry 102¢, for
the block to determine its owner. As memory 1s 1itself the
owner of the block, memory sends its copy of the block to
P1 and enters P1 ’s identifier (ID) into one of the sharer
fields, e.g. field 1065, of the respective directory entry, €.g.,
entry 102¢, thereby noting that P1 has a shared copy of the
block. Since P1 only requested shared access to the memory

block, the contents of the entry’s owner field 104 are not
modified.

0017] If P1 1ssues a request for exclusive or write access
to some other memory block, e.g., the block corresponding
to entry 102d, main memory again examines the contents of
entry 102d. Suppose that, at the time the request 1s received,
the owner field reflected that memory was the owner of the
memory block as shown in parentheses. In this case,
memory sends the block to P1, and replaces the contents of
the owner field 104 with P1 ’s ID to reflect that P1, rather
than memory, 1s now the owner of the memory block. P1
may then modity or update the memory block. If a request
from a second processor, P2, 1s subsequently received for a
shared copy of this memory block, main memory examines
entry 1024 of the directory 100 and determines that P1 1s the
owner of the memory block. Because 1ts copy of the block,
1.€., the copy stored at main memory, may be stale, memory
does not forward its copy to P2. Instead, memory may be
coniigured to forward the request to P1 and add P2’s ID to
one of the sharer fields, e.g., field 106a. In response to the
forwarded request, P1 may then satisfy P2’s request by
sending 1t a copy of the modified memory block from P1’s
cache. Alternatively, main memory may be coniigured to
force P1 to relinquish ownership of the memory block and
return the modified version to memory so that memory can
send a copy of the up-to-date version to P2.

[0018] It has been recognized that a computer system’s
cache coherency protocol 1s a key factor in the system’s
ultimate performance. Poorly designed cache coherency
protocols can result 1n latencies, bottlenecks, other ineffi-
ciencies and/or higher complexity, each of which may
reduce performance and/or increase cost. Bottlenecks, for
example, often arise 1n high occupancy controllers, such as
directory controllers. “Occupancy” 1s a term of art and refers
to the amount of time a controller 1s unavailable while it
services a current request.

0019] In some cache coherency protocols, when a direc-
tory controller receives a request corresponding to a memory
block, it thereafter becomes unavailable to service other
requests for that memory block until certain acknowledge-
ments to the earlier request are received back at the directory
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controller. The stalling of later requests or references until
the directory controller 1s once again available may degrade
system performance. Thus, efforts have been made to design
low occupancy cache coherency protocols, which allow
multiple requests to the same memory block to be executing
substantially simultaneously within the computer system.

[0020] As indicated above, cache coherency refers to what
values can be returned by a read. A cache coherency
protocol, moreover, ensures that two data processing entities
will not have two different values for the same memory
block. Data consistency, on the other hand, defines when a
written value will be returned by a read. In other words,
when will a written value be made available or “visible” to
other data processing entities. As the only way to observe a
written value 1s through a read, consistency refers to the
ordering properties imposed among reads and writes.

[0021] The most straightforward model for memory con-
sistency 1s called sequential consistency. In a sequentially
consistent system, the result of any execution is the same as
if the operations of all of the processors were executed 1n
some sequential order, and the operations of each individual
processor appear 1n this sequence 1n the order specified by
its program. One way to implement sequential consistency
1s to delay each memory access until the previous memory
access has been completed. Although 1t presents a simple
programming paradigm, sequential consistency reduces per-
formance especially in computer systems having large num-
bers of processors and/or long interconnect delays.

[10022] An improvement to sequential consistency is weak
consistency. In a weak consistency system, an order 1s
imposed between selected sets of memory reference opera-
tions while other operations are considered unordered. One
or more memory barrier (MB) or fence operations are
utilized to indicate the required order. All memory reference
operations 1ssued before the MB are ordered before all
memory reference operations 1ssued after the MB. However,
no order 1s required on memory reference operations that are
not separated by an MB. Thus, by 1ssuing an MB operation
a first processor 1s guaranteed to see the effect of an earlier
write by a second processor to a selected memory block. The
cliects of the MB operation, however, can reach beyond the
second processor’s write. In particular, 1ssuance of the MB
operation also requires that the first processor see the etfects
of all writes that preceded the second processor’s write. One
way to implement such guarantees 1s to 1mpose an obligation
on later writes to ensure completion of all earlier writes. This
1s known as inheritance.

[0023] Because each processor must be able to ensure the
completion of earlier writes 1ssued by potentially all other
processors 1n the system, current inheritance schemes do not
scale well to computer systems having large numbers of
processors. Specifically, current schemes can result 1n the
addition of high capacity components or resources at each
processor, some of which may rarely if ever be used. This
can result 1n significant increases 1n system cost. Thus, a
need exists for an efficient inheritance mechanism such that
later writes can ensure the completion of earlier writes.

SUMMARY OF THE INVENTION

10024] Briefly, the present invention relates to an active
inheritance system and method for use a computer system,
such as a shared memory, symmetrical multiprocessor
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(SMP) computer system, that allows later writes to effi-
ciently guarantee the effects of earlier writes. When multiple
data processing enfities, such as processors, write to a given
memory block, the entities cooperate to form a write chain
linking all of the writes. Notably, each entity need only keep
frack of a single entity 1n the chain. As the writes are
performed, the write chain 1s torn down such that each entity
does not release the block to the next entity in the chain until
the prior write 1s consistent. The SMP system may comprise
one or more nodes each having a plurality of processors and
a plurality of shared memory subsystems coupled together
by an interconnect fabric. The memory subsystems are
configured to store data 1 terms of memory blocks, and each
processor preferably has a cache for storing copies of
memory blocks being used by the processor. Each processor
further includes a miss address file (MAF) that keeps track
of outstanding requests for a memory block not currently
stored 1n the processor’s cache. Coupled to the MAF are one
or more state machines so that the entries of the MAF can
be transitioned among a plurality of states. The SMP system
additionally includes a directory for maintaining coherency
over the memory blocks, any one of which may be concur-
rently stored at multiple processor caches. In the illustrative
embodiment, the directory has a plurality of entries each of
which 1s assigned to a respective memory block. Each entry
has an owner field that indicates whether some entity, e.g.,
a processor, or memory 1s the owner of the block, a sharer
list field that indicates which entities, e.g., other processors,
have a copy of the block in their caches, and a writer field
that mdicates which enfity last wrote the block back to
memory. The directory cooperates 1n the execution of a low
occupancy cache coherency protocol that permits multiple
references to the same memory block to be executing within
the SMP system at substantially the same time.

[0025] In accordance with the invention, when multiple
entities 1ssue writes to a given memory block a write chain
1s formed by storing information, such as pointers, and state
in the MAF entries of the entities writing to the given
memory block. The information and state stored at the MAF
entries 1s utilized by each respective entity in guaranteeing
that all writes prior to the write of the current entity are
complete before the current enfity’s write can complete. In
the 1llustrative embodiment, each MAF entry has a write
pointer field for storing the identifier (ID) of the next entity
within the write chain. Additionally, each MAF entry has a
write chain state field for storing the current write chain state
of the MAF entry. The write chain state indicates the
particular action to be taken by the entity regarding the

block.

[0026] When an entity receives a requested memory
block, it checks the write state of the MAF entry that was
established for the block. If the entry 1s 1n the “inval
pending” write chain state, the entity 1ssues an Invali-
date Acknowledgement to the entity 1dentified in the write
pointer field. If the entry 1s in the “Read Modily pending”
write chain state, the enfity 1ssues a memory reference
operation that imncludes a copy of the block, to the enfity
identified 1n the write pointer field. If the entry 1s in the
“Full Block Write pending” write chain state, the entity
returns an Invalidate Acknowledgement command to the
entity 1dentified in the write pointer field. Each enfity thus
cuarantees that the effects of all prior writes will occur
before 1ts write takes effect.
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BRIEF DESCRIPITION OF THE DRAWINGS

[0027] The invention description below refers to the
accompanying drawings, of which:

10028] FIG. 1, previously discussed, is a highly schematic
diagram of a conventional directory;

10029] FIG. 2 is a highly schematic functional block
diagram of a multi-processor node;

10030] FIG. 3 is a highly schematic functional block

diagram of a symmetrical multi-processor (SMP) computer
system formed from a plurality of multi-processor nodes;

[0031] FIG. 4 1s a highly schematic block diagram of a

processor socket and memory subsystem of the SMP com-
puter system of FIG. 3;

[0032] FIG. 5 1s a highly schematic block diagram of a
miss address file (MAF) entry;

[0033] FIG. 6 is a highly schematic block diagram of a
cache tag entry;

10034] FIG. 7 1s a highly schematic block diagram of a

command packet;

10035] FIG. 8 is a highly schematic block diagram of the

directory of the present mnvention;

[0036] FIGS. 9 and 10 are state diagrams in accordance
with the present invention;

10037] FIG. 11 is a highly schematic illustration of a
preferred message sequence among a plurality of entities of

the SMP computer system of FIG. 3; and

[0038] FIG. 12 is an illustration of a MAF entry of an
enfity of FIG. 11.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

[0039] FIG. 2 is a highly schematic illustration of a
preferred multiprocessor node 200 for use with the present
invention. The node 200 comprises a plurality of, ¢.g., eight,
sockets, SO-S7, which are designated by reference numerals
202a-h. The eight sockets 202a-/ are logically located in
three-dimensional space at the corners of a cube, and are
interconnected by a plurality of inter-processor links 204a-p.
Thus, each socket can communicate with any other socket of
the node 200. In the 1llustrative embodiment, sockets form-
ing two opposing sides of the node 200 are fully intercon-
nected, while the two sides are connected only along the
edges of the cube. That 1s, sockets S0-S3, which form one
side of the cube, and S4-57, which form the opposing side
of the cube, are fully interconnected with each other, while
the two opposing sides are connected by four inter-socket
links 204g-7. As described herein, each socket includes one
or more processors and has or 1s coupled to two main
memory subsystems.

10040] FIG. 3 is a highly schematic illustration of a

symmetrical multiprocessing (SMP) computer system 300
formed from a plurality of nodes. In particular system 300
comprises four nodes 200a-d, each of which i1s similar to
node 200 (FIG. 2), although the inter-processor links have
been omitted for clarity. As described above, each node,
such as nodes 200a and 200c¢, has eight sockets, such as
sockets 202a-h and 202:-p, respectively. Each node also
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includes a plurality of main memory subsystems. Preferably,
cach socket 1s coupled to a pair of memory subsystems,
thereby providing sixteen memory subsystems at each node.
At node 2004, the sixteen memory subsystems M0O-M15 are
designated by reference numerals 302a-p, and socket 2024
1s coupled to 1ts pair of memory subsystems 302a and 3025
by corresponding processor/memory links 304a and 304b.

[0041] The four nodes 200a-d, moreover, are fully inter-
connected with each other through an interconnect fabric
306. Specifically each memory subsystem, such as sub-
systems 302a and 302b, are connected to the interconnect
fabric 306 by fabric links 308. In the preferred embodiment,
cach memory subsystem at a given node 1s coupled to its
counterpart memory subsystem at the other three nodes.
That 1s, memory subsystem MO at node 200a 1s coupled by
four fabric links to the MO memory subsystem at the three
other nodes 202b-d, memory subsystem M1 at node 200a 1s
coupled by four fabric links to the M1 memory subsystem at
the other three nodes 202b-d, and so on.

10042] FIG. 4 is a highly schematic illustration of socket
(S0) 202a, and one of its associated memory subsystems
(MO) 302a. Socket 202a includes two processor modules
402a and 402b. Each processor module, such as module
402a, has a processor or central processing unit (CPU) 404,
a cache tags storage device 406, a miss address file (MAF)
entity 408 and a probe/response queue 410. The CPU 404
includes one or more processor caches (not shown) at one or
more levels that are 1n close proximity to the CPU for storing
data that the CPU 404 1s currently using or 1s likely to use
in the near future. The caches are organized into cache lines,
and each cache line can store a memory block. Information
regarding the status of the memory blocks stored in the
processor cache(s), such as the address and validity of the
block, 1s maintained 1n the cache tags storage device 406.
Device 406 may also store mformation regarding memory
blocks stored at processor registers.

10043] The MAF entity 408, which keeps track of out-

standing commands, such as memory reference requests,
1ssued to the system for memory blocks not presently in the
cache, has a MAF controller 412, a MAF table 414 and one
or more state machine engines. In the illustrative embodi-
ment, the MAF entity 408 has a fill state machine engine
416, a read chain state machine engine 418 and a write chain
state machine engine 420. A section or area of the MAF table
414, moreover, may be organized as a buffer, such as MAF
buifer 422. The MAF buffer 422 may be used to temporarily
store memory blocks received in response to the memory
reference requests 1ssued by the CPU 404, and awaiting
loading 1nto a processor cache entry or processor register.

10044] Processor module 4025 similarly includes a CPU,
a cache tags storage device, a MAF enfity and a probe/

response queue. Socket (S0) 202a is coupled to the other
sockets (S1-S7) of node 200a by inter-socket links and to

memory subsystems (MO0O) 302a and (M1) 3025 by proces-
sor/memory links 304a and 304b, respectively.

10045] It should be understood that each processor module
402 may include other components, such as a write back or
victim buffer, a register file, a translation look-aside buffer

(TLB), load/store (L./S) queues, etc.

10046] CPU 404 may be and/or include any one of the
processors from the Itanium architecture from Intel Corp. of
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Santa Clara, Calif., such as the Itanium® 1 or Itanium® 2
processors. Nonetheless, those skilled 1n the art will under-
stand that other processors, such as the Hammer series of
64-bit processors from Advanced Micro Devices, Inc.

(AMD) of Sunnyvale, Calif., may also be used.

[0047] The memory subsystem (M0O) 302a has a memory

controller 424, a directory 426 and one or more memory
modules or banks, such as memory unit 428. The memory
subsystems of nodes 200a-d combine to form the main
memory of the SMP system 300 some or all of which may
be shared among the processors. Each socket 202, moreover,
includes a portion of main memory by virtue of its respective
memory subsystems 302. Data stored at the memories 422
of each subsystem 302, moreover, 1s organized 1nto sepa-
rately addressable memory blocks that, as mentioned above,
are equivalent in size to the amount of data stored in a
processor cache line. The memory blocks or cache lines are
of uniform, fixed size, and represent the smallest unit of data
that can be moved around the SMP system 300. In the
preferred embodiment, each cache line contains 128-bytes
of data, although other fixed sizes, such as 64-bytes, could
be utilized. Each memory address, moreover, maps to and
thus 1dentifies one and only one memory block. And, a
plurality of address bits, such as the upper three address bits,
are preferably employed to identify the “home” memory
subsystem of the respective memory block. That is, each
memory block, which 1s separately addressable by the SMP
system 300, has a pre-determined home memory subsystem
that does not change. Each directory, moreover, maintains
status information for the memory blocks for which its
memory subsystem 1s the home memory. In other words,
rather than having a single, centralized directory, the “direc-
tory” for the SMP system 300 1s distributed across all of the
memory subsystems.

[0048] Memory unit 428 may be and/or may include one
or more conventional or commercially available memory
structures, such as dynamic random access memory

(DRAM), synchronous DRAM (SDRAM), double data rate
SDRAM (DDR-SDRAM) or Rambus DRAM (RDRAM)

memory devices, among others.

[0049] It should also be understood that each socket 202
may further include one or more iput/output (I/O) sub-
systems (not shown), such as an I/O bridge, that connects
one or more I/O devices or peripherals to the SMP system
300. The I/O subsystems, moreover, may have their own
private caches for buffering data, and the I/O devices may be
oranted access to some or all of the SMP system’s main
memory through the I/0 subsystems. The processors and I/0O
subsystems may be referred to as data processing entities as
they are coniigured to 1ssue requests for memory blocks.

[0050] The MAF table 414 is organized at least logically

as a table or array having a plurality of rows and columns
whose 1ntersections define cells for storing information.
FIG. 5 1s a highly schematic block diagram of an exemplary
row or entry 500 of MAF table 414 (FIG. 4). Entry 500 has
a plurality of fields including a 1-bit active field or flag 502,
which indicates whether the respective entry 500 1s active or
inactive, 1.¢., whether the outstanding request represented by
entry 500 1s complete or not. A request that 1s not yet
complete 1s considered active. Entry 500 further includes a
command field 504 that specifies the particular command
that 1s outstanding, and an address field 506 that specifies the




US 2004/0068621 Al

memory address corresponding to the command. Entry 500
additionally includes an invalid count (Inval Cnt.) field S08,
an acknowledgement count (Ack Cnt.) field 510, a read
pointer (ptr.) field 512, a read chain state field 514, a write
pointer field 516, a write chain state field 518, a Fill state
field 520 and a write-done field 522.

[0051] Each state machine engine 416, 418 and 420 can
transition a respective MAF entry 500 among a plurality of
states. The Fill state machine engine 416 stores the current
f11l state of a MAF entry 500 1n the Fill state field 520. The
read chain state machine engine 418 stores the current read
chain state 1n field 514, and the write chain state machine
engine stores the current write chain state 1n field 518.

[0052] The cache tags storage device 406 (FIG. 4) is also
organized at least logically as a table or array having a
plurality of rows and columns whose 1ntersections define
cells for storing information. FIG. 6 1s a highly schematic
block diagram of an exemplary row or entry 600 of the cache
tags storage device 406. As mentioned above, each entry of
the cache tags storage device 406, including entry 600,
corresponds to a particular cache line stored at the proces-
sor’s cache(s). Cache tag entry 600 includes a tag field 602
that specifies the memory address of the respective cache
line, and a series of status flags or fields, including a shared
flag 604, a dirty flag 606 and a valid flag 608. The valid flag
608 or bit indicates whether the respective cache line has a
copy of valid data in 1t, 1.e., whether the data 1s coherent with
the latest version of the block. The shared flag 606 or bit
indicates whether more than one processor cache 1n the SMP
system has a copy of the block. The dirty flag 608 or bit
indicates whether the cache line has been modified or
changed by the processor and 1s thus more up-to-date than
the version stored at main memory. When a processor writes
to a cache line, 1t sets the dirty flag 608 to indicate that this
version ol the block 1s now the latest version.

0053] Virtual Channels

0054] A CPU 404, I/O subsystem and memory subsystem
302 of the SMP system 300 may each be referred to
generally as an “enfity”, and the entities of the SMP system
300 interact with each other by 1ssuing “command packets”
or simply “commands” to each other. Commands may be
classified generally into three types: Requests, Probes and
Responses. Requests are commands that are typically 1ssued
by a processor when, as a result of executing a load or store
operation, 1t must obtain a copy of data. It should be
understood that the term “data” as used herein 1s broadly
defined to 1nclude instructions as well as data. Requests are
also used to gain exclusive ownership or write access to a
piece of data, e.g., a memory block. Requests include Read
commands, Read Modify (ReadMod) commands, Change-
~to Dirty (CTD) commands, and Write Back (WB) com-
mands, among others. Probes are commands i1ssued to one or
more processors requesting data and/or cache tag status
updates. Probe commands 1nclude Forwarded Read
(FRead) commands, Forwarded Read Modify (FRead-
Mod) commands, and Invalidate (Inval) commands, among
others. Responses are commands which carry requested data
to a processor or acknowledge some request. For Read and
ReadMod commands, the responses are Fill and Fill Modity
(FillMod) commands, respectively. For CTD commands, the
responses are CTD Success or CTD Failure commands.
For WB commands, the response may be a WB_Acknowl-
edgement command.
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[0055] FIG. 7 is a highly schematic, partial block diagram
of a preferred form of a command packet 700. The command
packet 700 1s organized into a plurality of fields. Specifi-
cally, command packet 700 has a command field 702 which
carries an operation code (opcode) indicating the type of
command, ¢.g., Read, ReadMod, Fill, etc., the packet 1s. An
address field 704 specifies the physical address of the
memory block to which the command refers. A source
identifier (ID) 706 specifies the entity that sourced or issued
the command 700. A source MAF entry field 708 specifies
the particular entry within the MAF table that has been
established at the source entity for the command 700. A
destination ID 710 specifies the imntended recipient or target
of the command 700. An Inval Count field 711 specifies the
number of invalidate acknowledgements that are to be
received. A version field 712, as described more fully below,
can be used to specily a particular version of the memory
block being requested. Command may further include a data
field 714 for carrying a memory block, and an error correc-

tion code (ECC) field 716.

[0056] It should be understood that each processor of the
system 1s preferably assigned a unique processor identifier
(PID), and that each memory subsystem and I/O subsystem
1s also assigned a unique ID. For commands issued by a
processor, the processor’s PID 1s entered 1n the source ID
field 706. For commands directed to a processor, the target
processor’s PID 1s entered i the destination ID field 708.
For commands directed to memory, the destination ID field
708 1s loaded with the ID assigned to the referenced memory
block’s home memory subsystem.

[0057] Memory reference operations, such as reads, are
preferably executed by the SMP system 300 through a series
of steps whereby each step involves the exchange of a
particular command among the entities of the SMP system

300.

[0058] To avoid deadlock, the cache coherency protocol of
the present invention utilizes a plurality of channels estab-
lished within the SMP system 300. Preferably, the channels
share physical resources and are thus “virtual” channels.
Each virtual channel, moreover, 1s assigned a specific pri-
ority relative to the other virtual channels so that, by
appropriately assigning the different command types to
different virtual channels, the SMP system 300 can also
climinate flow dependence. In general, commands corre-
sponding to later steps 1n a series are assigned to higher
priority virtual channels than the commands corresponding
to earlier steps.

[0059] In accordance with the present invention, the SMP
system 300 maps commands into at least three (3) different
virtual channels. A QO channel carries processor command
packet requests for memory space read and write transac-
tions. A Q1 channel accommodates probe command packets
to QO requests. A Q2 channel carries response command
packets to QO requests.

[0060] A suitable mechanism for implementing virtual

channels 1n a large SMP system 1s described 1 U.S. Pat. No.
6,014,690, 1ssued Jan. 11, 2000 for EMPLOYING MUL-

TIPLE CHANNELS FOR DEADLOCK AVOIDANCE IN
A CACHE COHERENCY PROTOCOL, which is hereby

incorporated by reference 1n 1ts enfirety.

[0061] Those skilled in the art will recognize that other
and/or additional virtual channels could be defined. The
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three virtual channels described above, moreover, can be
coniigured to carry other types of command packets. The QO
virtual channel, for example, may also accommodate pro-
cessor command request packets for programmed input/
output (PIO) read and write transactions, including control
status register (CSR) transactions, to input/output (I/O)
address space. Alternatively, a QIO virtual channel having a
priority below the QO virtual channel can be defined to
accommodate PIO read and write transactions.

[0062] In the illustrative embodiment, the processors and
memory subsystems of the SMP 300 system cooperate to
execute a write-invalidate, ownership-based cache coher-
ency protocol. “Write-invalidate” implies that when a pro-
cessor wishes to modily a cache line, 1t causes copies of the
cache line that may be located 1n other processors’ caches to
be 1nvalidated, rather than updating them with the new
value. “Ownershipbased” implies there 1s always an 1denti-
fiable owner for a cache line, whether 1t 1s memory, an I/0
subsystem or one of the processors of the SMP system 300.
The owner of a cache line, moreover, 1s responsible for
supplying the most up-to-date value upon request. A pro-
cessor may own a cache line “exclusively” or “shared”. If a
processor has exclusive ownership over a cache line, it may
modify or update the cache line without informing the
system. Otherwise, 1t must inform the system and potentially
invalidate copies located 1n other processors’ caches.

[0063] Directory 426, like the MALF, is also organized at
least logically as a table or array having a plurality of rows
and columns whose 1ntersections define cells for storing
information. FIG. 8 1s a highly schematic block diagram of
directory 426. Directory 426 1s preferably organized into
ftwo regions or areas, a main directory region 802 and a
write-back directory region 804. A plurality of rows 806-710
span both regions 802 and 804 of the directory 426. Several
versions of row 806, which are described below, are shown.
Within each region 802 and 804, a plurality of columns are
defined for specifying the type of information stored in the
directory’s entries. The main directory region 802, for
example, has an owner/sharer column 814 for storing the
identifier (ID) assigned to the entity that owns the cache line,
and a sharer list column 816 for indicating which entities, 1f
any, have a shared copy of the cache line.

[0064] The sharer list column 816 is preferably configured
to operate 1n one of two different modes. In a first mode,
sharer list column 816 1s organized 1nto two sharer columns
816a and 816b cach of which can store the ID assigned to
a single entity, such as a processor, of the SMP system 300
that has a shared copy of the respective cache line. If a third
entity 1s to be added as a sharer, the sharer list column 816
converts from two sharer columns 8164 and 8165 to a single
coarse sharer vector column 816c¢. Each bit of the sharer
vector column 816¢ corresponds to and thus 1dentifies a set
of one or more sockets 202 of system 300. If a bit 1s asserted,
then at least one processor located within the set of sockets
associated with the asserted bit has a copy of the respective
cache line. The set of sockets may or may not correspond to
a node. Entries 807 and 809 illustrate the first mode, and
entries 808 and 810 illustrate the second mode. Main region
802 further includes an unused column 818 and an error
correction code (ECC) column 820 for storing an ECC value

calculated for the data 1n fields 814-818.

[0065] The write-back region 804 has a writer column
822, an unused column 824 and an ECC column 826. As
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explained herein, the contents of the owner/sharer column
814 of the main region 802 together with the contents of the
writer column 822 of the write-back region 804 determine
who owns the respective cache line and thus where the most

up-to-date version 1s located within the SMP system 300.
The ECC column 826 stores an ECC value calculated for the

data 1n fields 822 and 824.
[0066] The unused fields 818 and 824 are provided in

order to support modifications to the protocol and/or
increases 1n the size of the address or other fields. It should
be understood that one or more bits of unused column 814
may be used to signify whether the corresponding entry’s
sharer list 816 1s 1n individual sharer mode, 1.¢., fields 8164

and 816b, or 1n coarse sharer vector mode, 1.e., sharer vector
field 816c¢.

[0067] In the preferred embodiment, directory 426 is actu-
ally located within the memory unit 428 itself along with the
memory blocks, and 1s not a separate memory component.
That 1s, each memory address indexes to an area of the
memory device 422 that 1s preferably divided into three
regions. The first region corresponds to the main directory
region, the second region corresponds to the write-back
region, and the third region corresponds to the data contents
of the memory block.

[0068] In the illustrative embodiment, the owner/sharer
field 814 1s 10-bits, the sharer list field 816 1s 16-bits,
thereby supporting either two 8-bit sharer IDs or one 16-bit
coarse sharer vector, and the unused and ECC fields 818,
820 are ecach 7-bits. The main directory region 802 of a

memory area 1s thus 5-bytes. For the write-back region 804,
the writer field 1s 9-bits, the unused field 824 i1s 1-bit and the

ECC field 826 1s 6-bits, thereby making the write-back
region 2-bytes. The third region includes the cache line,
which may be 128-bytes, and a 9-byte ECC field (not
shown) calculated for the memory block for a total of
137-bytes. Accordingly, for each memory block, the
memory arca comprises 144-bytes of information 1n total.

[0069] As mentioned above, each CPU 404 of the SMP

system 300 may access portions of memory stored at the two
memory subsystems 302 coupled to 1ts socket, 1.€., a “local”

Memory access, or at the memory subsystems coupled to any
other socket of the SMP system 300, 1e., a “remote”
memory access. Because the latency of a local memory
access will differ from the latency of a remote memory
access, the SMP system 500 1s said to have a non-uniform
memory access (NUMA) architecture. Further, since the
system 300 provides coherent caches, the system 1s known

as a cache-coherent NUMA (CCNUMA) system.
0070] Operation of the Distributed Directory

0071] Each memory subsystem 302 preferably includes a
built-in, self test (BIST) engine (not shown) that is used
during 1initialization of the subsystem. The BIST engine
initializes the contents of the memory device 422, including
the directory contents and ECC values, by setting them to
predetermined values as one of the final steps of the self test.
It should be understood that firmware, rather than or in
addition to a BIST engine, may be used for initialization
PUIPOSES.

[0072] As data i1s brought into the SMP system 300, it is
loaded mto the memory devices 422 of the memory sub-
systems 302 1n units of memory blocks. As each memory
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block 1s stored at a memory subsystem 302, the memory
controller 424 computes a first error correction code (ECC)
value for the block which 1s stored along with the cache line
as described above. Data may be brought into the memory
subsystems 302 from any number of sources, such as floppy
disk drives, hard disk drives, tape drives, optical or magne-
tooptical drives, scanners, sound cards, etc. The memory
controller 424 also loads the owner/sharer ficld 814 in the
main region 802 and the writer field 822 1n the write-back
region 804 with the same value, preferably the ID assigned
to the memory subsystem. The remaining fields of each
entry are preferably de-asserted and/or set to null, e.g., to
zero. The memory controller 424 also computes a second
ECC value for the information in the main directory region
802, and a third ECC wvalue for the information in the
write-back region 804. The second ECC value 1s stored in
ECC field 820 while the third ECC value 1s stored 1n ECC
field 826. Entry 8064 illustrates how a directory entry would
appear upon 1nitialization of the memory subsystem.

[0073] Read Command

[0074] Suppose a processor, e.g., processor PO, of the SMP
system 300 wishes to read a memory block that is not
present 1n 1ts cache. Processor PO preferably 1ssues a Read
command on the QO virtual channel specifying the address
of the desired memory block. Processor PO also directs MAF
entity 416 to create an entry in the MAF table 414 for this
request. MAF entity 416 asserts the active flag 502, loads the
command field 504 with the opcode associated with a Read
command and enters the block’s address in the address field
506. MAF engine 412 transitions the state associated with
the entry and retflected in MAF state field 520 from the 1dle
state to the active state. The remaining fields of the MAF
entry 5300 may be de-asserted. The SMP system 300 routes
the Read command from processor PO to the home memory
subsystem for the specified memory block, ¢.g., subsystem

302a.

[0075] At the home memory subsystem 3024, the memory
controller 424 accesses the area of memory device 422
specified by the address contained in the Read command,
and retrieves the directory entry, e.g., entry 806a, for the
block. The memory controller 424 first examines the infor-
mation stored in the owner/sharer field 814 and the writer
field 822 of the identified entry 806a. Because the contents
of both the owner/sharer field 814 and the writer field 822
arc the same, 1.., memory, the memory controller 424
concludes that 1t 1s the owner of the cache line, and that the
version stored at i1ts memory device 422 1s the most up-to-
date version. Accordingly, the memory controller 424
responds to the Read command by sending processor PO a
copy of the block from memory device 422.

[0076] Specifically, the memory controller 424 issues a
Fill command on the Q2 virtual channel that includes the
address and data of the requested block. The memory
controller 424 also adds P0O’s PID to the list of sharers
maintained 1n the sharer column 816. Assuming PO is the
first enfity to request a shared copy of the cache line,
memory controller 424 enters P0O’s PID into sharer field
816a. As PO has only requested a shared copy of the cache
line, the memory controller 424 does not modity the con-

tents of the owner/sharer ficld 812. The memory controller
424 also does not modily the contents of the writer field 822.
Entry 80656 (FIG. 8) illustrates how entry 806a would
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appear following the updates performed by the memory
controller 424 1n response to the Read command from PO.

[0077] It should be understood that, when a memory block
1s read out of a memory device 422, the memory controller
424 preferably checks parity information, e.g., a parity bat,
to determine whether the retrieved data has been corrupted.
If so, the memory controller 424 utilizes the previously
computed ECC value to recover the data. The recovered data
1s then sent to the requesting entity. The recovered data may
also be loaded back mto the memory device 422, overwrit-
ing the corrupted data. Controller 424 also checks a parity
bit when reading information from the main directory region
802. And, if the information in the main directory region 802
1s updated, such as by adding PO to the sharer list 816, the
memory controller 424 computes a new ECC value and

stores 1t 1n ECC field 820.

[0078] In some SMP systems that use ordered Q1 com-
mands, a fill marker mechanism 1s employed to inform a
processor that its request, such as a Read command, has
accessed the home memory’s directory, and that the
requested data 1s 1n the process of being returned to the
processor. Typically, the fill marker mechanism 1s 1mple-
mented through the 1ssuance of a separate Marker command
by the memory subsystem to the processor upon access to
the directory. In the 1llustrative embodiment, memory con-
troller 424 does not send a separate Marker command
message 1n response to Read commands. Nonetheless, those
skilled 1n the art will recognize that a {ill maker mechanism
could be implemented by SMP system 300.

[0079] At processor PO, the Fill command is received at
the probe/response queue 410, and the MAF engine 412
retrieves the entry from MAF table 414 corresponding to the
received Fill command. The MAF engine 412 transitions the
state reflected 1n the MAF state field 520 from the active
state to the 1dle state, and the matching entry 1s rendered
inactive by de-asserting the active flag 502. The data
included with the Fill command 1s loaded mto PO’s cache
and the respective entry 600 of the cache tags storage device
406 1s up-dated. Specifically, the tag field 602 1s loaded with

the address of the received block, the shared and valid flags
604 and 608 are asserted and the dirty flag 606 1s de-
asserted.

0080] ReadMod Command

0081] Suppose that, instead of wanting just read access to
a cache line, processor PO wishes to obtain write access over
a cache line that 1s not present 1n 1ts cache.

[0082] In this case, processor PO preferably issues a Read-
~Modify (ReadMod) command on the QO virtual channel
specifying the address of the desired cache line. Processor
PO also directs MAF entity 416 to establish an entry in the
MAF table 414 for the outstanding ReadMod command.
MAF enftity 416 asserts the active flag 502, loads the
command field 504 with the opcode associated with a
ReadMod command, and enters the address of the block 1n
the address field 506. In addition, MAF entity 416 transi-
tions the state as reflected in MAF state field 520 from the
1dle state to the active state. The remaining fields of the MAF
table entry 500 may be de-asserted. System 300 routes the
ReadMod command from processor PO to the block’s home
memory subsystem 302a.

[0083] At memory subsystem 302a, the memory control-
ler 424 accesses the area specified by the address of the
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ReadMod command, and retrieves the corresponding direc-
fory entry, 1.€., entry 806a. The memory controller 424 first
examines the mformation stored in the owner/sharer field
814 and the writer field 822 of the idenfified entry 806a.
Because the contents of both the owner/sharer field 814 and
the writer field 822 are the same, 1.c., they both indicate
memory, the memory controller 424 concludes that 1t 1s the
owner of the block, and that the version stored at 1ts memory
428 1s the most up-to-date version. The memory controller
424 also checks the sharer column 812 to see whether any
other entities have a shared copy of the requested cache line.
In this case, no entities have a shared copy of the cache line.
Accordingly, the memory controller 424 responds to the
ReadMod command by sending processor PO a copy of the
block from 1ts memory device 422.

[0084] Specifically, the memory controller 424 issues a
Fill Modify (FillMod) command on the Q2 virtual channel
that includes the address and data of the requested block.
Because PO 1s requesting write access to the block, the
memory controller 424 imserts PO’s PID into the entry’s
owner/sharer field 814 replacing the current value, 1.e.,
memory. Nonetheless, the memory controller 424 does not
modify the contents of the entry’s writer field 822. Entry
806c (FIG. 8) illustrates how entry 806a would appear
following the updates performed by the memory controller
424 1n response to the ReadMod command from PO.

[0085] If, at the time the ReadMod command is received
at the memory controller 424, the sharer column 812 of entry
8064 1ndicated that one or more entities have a shared copy
of the block, the memory controller 424 would issue an
Invalidate (Inval) command on the Q1 virtual channel to
cach such entity directing them to 1nvalidate their copies of
the block. Supposing there were two such enfities, the
memory controller 424 would also have set an invalid count
within the FillMod command to two. When the FillMod
command 1s received at PO, the corresponding MAF entry 1s
located and the Inval Count field 508 1s set to two as
specified by the FillMod command.

|0086] In response to the Inval commands from the
memory controller 424, the other entities invalidate their
copies of the cache line and send Invalidate  Acknowledge-
ment (IAck) commands on the Q2 virtual channel to PO. In
response to each IAck command, PO increments the Ack
Count field 510 of the respective MAF entry 500 by one. The
MAF engine 412 continuously checks the values of the Inval
Count and Ack Count fields 508 and 510. When the two
values are the same, indicating that each and every entity
that had a shared copy of the cache line has mvalidated its
copy, PO considers the block to be consistent and available
o 1t for processing.

[0087] Suppose, after granting PO write access over the
block, another processor, ¢€.g., processor P1, 1ssues a Read
command for the block. The Read command is routed by the
SMP system 300 to memory subsystem 302a which 1s the
block’s home memory. The memory controller 424 locates
the directory entry, 1.€., entry 806c, corresponding to this

cache line and examines the information stored in the
owner/sharer field 814 and the writer field 822 of the

identified entry 806a. As the owner/sharer field 814 indi-

cates PO and the writer field 822 indicates memory, the two
values are not the same. In this case, the memory controller
424 concludes that the entity specified in the owner/sharer
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field 814, 1.¢., PO, rather than the memory subsystem 1itself,
1s the owner and has the most up-to-date version of the
block. Accordingly, the memory controller 424 issues a
Forwarded Read (FRead) command on the Q1 virtual chan-
nel to PO. The memory controller 424 updates the sharer list
column 816 for this directory entry to reflect that processor
P1 has a shared copy of the block. The memory controller
424 does not, however, modily either the owner/sharer field
814 or the writer field 822. Entry 806d (FIG. 8) illustrates
how entry 806c would appear following the updates per-
formed by the memory controller 424 in response to the

Read from P1.

[0088] PO responds to the FRead by sending a copy of the
block from 1ts cache to P1 on the Q2 virtual channel.

[0089] ReadMod Command with other Processor as
Owner

[0090] Suppose a third processor, P2, now issues a Read-
Mod command for this same memory block. The ReadMod
1s routed by the SMP system 300 from processor P2 to
memory subsystem 3024 which 1s the block’s home
memory. The memory controller 424 accesses the area of
memory device 422, and retrieves the directory entry, 1.e.,
entry 806d, corresponding to the block. Controller 424 then
examines the information stored in the entry’s owner/sharer
field 814 and writer ficld 822. As the two values are not the
same, the memory controller 424 concludes that PO, rather
than the memory subsystem itself, 1s the owner and thus has
the most up-to-date version of the block. Memory controller
424 also examines the sharer list column 816 and determines
that P1 has a shared copy of the block. In this case, the
memory controller 424 issues a Forwarded Read Modity
(FReadMod) command on the Q1 channel to PO, and an
Inval command on the Q1 channel to P1. In the illustrative
embodiment, the FReadMod command also carries an inval
count of two. The memory controller 424 also updates the
directory entry to reflect that P2 1s now the owner/sharer of
the block and that there are no sharers. The memory con-
troller 424 does not modity the writer field 822. Entry 806¢
(FIG. 8) illustrates how entry 8064 would appear following
the updates performed by the memory controller 424 in
response to the ReadMod command from P1.

[0091] In response to the FReadMod command, PO issues
a Fi1llMod command that includes the block on the Q2 virtual
channel to P2. The FillMod command preferably has an
Inval Count of two, reflecting that there are two entities with
a copy of the cache line, 1.e., PO and P1. PO also invalidates
its copy of the cache line by de-asserting the cache tag
entry’s valid flag 608, and sends P2, either individually or as
part of the FillMod command, an IAck command on the Q2
channel. In response to the Inval command, P1 also 1nvali-
dates 1ts copy of the cache line and sends an IAck command
to P1. As each IAck command 1s received at P1, 1ts MAF
engine 412 increments the Ack Count field 510 of the
corresponding MAF entry 500 by one. When the Inval
Count and Ack Count fields 508 and 510 are equal, the cache
line 1s considered to be consistent and may be processed,
¢.g., read and/or modified, by P2.

0092] Write Back Command

0093] When P2 is finished with the cache line, it writes
the cache line back to its home memory subsystem 3024 in
order to make room 1n 1ts cache for other cache lines. In the




US 2004/0068621 Al

illustrative embodiment, the processor module 402a (FIG.
4) does not include a separate write-back or victim buffer.
Instead, a cache line that 1s being victimized from the
processor’s cache 1s written-back to memory directly from
the cache.

[0094] When a processor, such as P2, wishes to write-back
a cache line over which it has write access, 1t first checks the
corresponding tag entry 600. Specifically, P2 confirms that

the dirty flag 606 and the valid flag 608 are both asserted,

thereby indicating that P2 is the owner of the cache line to
be written back and that the cache line 1s still valid. Only
those memory blocks that were acquired by a processor with
a request for exclusive or write access may subsequently be
written back to main memory. If the dirty tlag 606 1s not
asserted and/or the cache line i1s invalid, P2 1s precluded
from writing the cache line back to memory. P2 also checks

its MAF table 414 to see 1if a MAF entry 500 already exists

for the cache line to be written back. If there 1s a MAF entry
500, P2 confirms that the entry 1s 1nactive, that there are no
outstanding IAcks for the cache line, 1.e., that the Inval
Count field 508 equals the Ack Count field 510, that the read
pointer and write pointer fields 512 and 516 are both mvalid,
and that the MAF state field 520 1s set to the idle state. If
there are one or more outstanding IAcks or the MAF entry
1s active, the processor 1s precluded from writing the cache
line back to memory.

[0095] Assuming the cache line is valid and dirty, and that
MAF entry satisfies the above checks, a processor, such as
P2, simply 1ssues a Write Back (WB) command to main
memory 1n order to write the block back to memory. The
WB command, which includes the modified block and 1ts
address, 1s preferably 1ssued on the QO virtual channel. The
tag entry 600 may then be invalidated and the entry made
available to store a new cache line. No copy of the cache line
being written back 1s kept at processor P2 upon 1ssuance of
the WB command. In the preferred embodiment, the pro-
cessor P2 also creates a new entry 500 in the MAF table 414
for the WB command. The processor P2 asserts the active
field 502, enters the opcode associated with the WB com-
mand into the command field 504 and enters the block’s

address 1into the address field 506.

[0096] The WB command is routed by the SMP system
300 to the block’s home memory subsystem 302a. At the
memory subsystem 302q, the memory controller 424
responds to the WB command by storing the modified data
appended to the WB command in memory device 422
overwriting the previous contents of the memory block. The
memory controller 424 also updates the directory entry’s
write-back region 804. Specifically, the writer field 822 of
the directory entry, 1.€., entry 806¢, for the block being
written back 1s updated with the PID of the processor that
1ssued the WB command, 1.e., processor P2. Significantly,
neither the memory controller 424 nor the processor make
any change to the directory entry’s owner/sharer field 814.
Entry 806f (FIG. 8) illustrates how entry 806¢ would appear
following the write-back operation by P2.

[0097] In addition to storing the modified data at the
memory device 422, the memory controller 424 preferably
computes a new ECC value for the data and stores this new
ECC value along with the block. Furthermore, because 1t has
changed the contents of the write-back region 804, the
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memory controller 424 also computes a new ECC value for
the 1nformation 1n region 804 and stores this new value 1n

the ECC field 826.
[0098] After updating the entry’s writer field 822, the

memory controller 424 returns a WB_ Acknowledgement
(WB Ack) command to P2. The WB Ack is preferably

1ssued on the Q2 virtual channel, although it may alterna-
tively be 1ssued on the Q1 virtual channel. In response to
receiving the WB Ack command, P2 causes the MAF entry
600 that was created for the WB command to be deactivated,
¢.g., by de-asserting the active field 502.

[0099] Suppose that, following P2’s write-back of the
block, some other processor 1n the SMP system 300, e.g.,
processor P3, now 1ssues a Read command for the block. As
described above, the Read command i1s routed by the SMP
system 300 to the block’s home memory subsystem 302a.
The memory controller 424 responds to the Read command
by accessing the directory entry, 1.e., entry 806f, for the
block. The memory controller 424 compares the contents of
the owner/sharer field 814 with the contents of the writer
field 822. Because the WB command from P2 modified the
writer field 822 but not the owner/sharer field 814, the values
in the two fields are now the same, 1.€., they both contain
P2’s PID. As the values stored 1n the two fields 814, 822 are
the same, the memory controller 424 concludes that it 1s the
owner ol the requested block, and that 1t has the most
up-to-date version in i1ts memory device 422. Controller 424
reaches this conclusion even though the owner/sharer field
814 does not 1ndicate memory as the owner of the block.
Because the two fields 814, 822 contain the same value, the
memory controller 424 responds to the Read command from
processor P3 by 1ssuing a Fill command on the Q2 channel
which i1ncludes a copy of the block taken from 1ts memory
device 422. The memory controller 424 also updates the
directory entry by adding P3 to the sharer list field 816. The
memory controller 424 does not modify either the owner/
sharer field 814 or the writer field 822. Entry 806g (FIG. 8)
illustrates how entry 806/ would appear following the Read
command from processor P3.

[0100] Except for the condition noted below, the writer
field 822 of the directory’s write-back region 804 is only
modified in response to a WB command from a processor (or
other system entity) performing a write-back of data to
memory. The WB command, moreover, does not result in
the contents of the owner/sharer field 814 being read or
modified. The memory controller 424, moreover, updates
the contents of a directory entry immediately 1n response to
the received command, e¢.g., Read command, ReadMod
command, WB command, etc. Such updates are not depen-
dent upon the memory controller 424 receiving additional
information, such as ACKs, from system entifies.

[0101] It should be understood that write-backs must be
strictly serialized. That 1s, at any point 1n time, the cache
coherency protocol ensures that only a single processor can
1ssue a WB command for a given memory block. In the
illustrative embodiment, this 1s accomplished by permitting
only a single enfity to have write or exclusive access to a
orven memory block. A second enfity requesting write
access over the given memory block 1s not granted such
access until the previous owner has either been invalidated
or has written the memory block back to main memory.
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Accordingly, at any given point in time, the cache coherency
protocol permits only a single entity to 1ssue a WB command
for a given memory block.

0102] Invalidate to Dirty

0103] As indicated above, a memory block or cache line,
which may be 128-bytes, 1s the minimum unit of informa-
fion, €.g., data and/or instructions, that 1s moved about the
SMP system 300. When an entity intends to write to some-
thing less than a full memory block, such as a quadword
which 1s 32-bytes, 1t typically 1ssues a ReadMod command,
and 1n response receives the full memory block including the
32-bytes of interest. The entity then writes the new data to
the 1dentified quadword, leaving the remaining portions of
the memory block unchanged. The entire memory block,
including the modified quadword, can then be written back
to main memory. If an entity, such as a processor or an I/O
subsystem on behalf of a peripheral device, intends to write
the entire contents of a memory block, €.g., in connection
with a direct memory access (DMA) write transaction, it
may issue an Invalidate to Dirty (I2D) command. Since the
entity 1s writing to the entire memory block, it does not care
what the current version of the memory block is.

10104] When an 12D command is received at the block’s
home memory subsystem, the memory controller 424
retrieves the respective directory entry, and issues Invals to
the owner and sharer(s), if any, thereby causing them to
invalidate their copies of the block. The memory controller
also enters the ID assigned to the source of the 12D com-
mand 1n the entry’s owner field, and returns a Success
command to the source of the I2D command. The Success
command specifies how many entities had a copy of the
block 1n their caches. Upon mvalidating their copies of the
block, the owner and sharers, if any, 1ssue IAcks to the entity
that sourced the IZD command. Once the source has
received the Success command and an IAck from each entity
that had a copy of the block, 1t can write the new data to
memory by appending the modified data to a WB command.

The memory controller responds to the WB command with
a WB_ Ack command.

[0105] Full Block Write

[0106] A Full Block Write (FBW) command, like an 12D
command, 1s typically utilized by an I/O subsystem when
performing a DMA write transaction. However, unlike the
I2D, which does not carry data, the FBW command carries
the new memory block being written. At the home memory
subsystem, the memory controller 424 retrieves the respec-
five directory entry. The memory controller 424 1ssues
Invals to the owner and sharer(s), if any, thereby causing
them to i1nvalidate their copies of the block. The memory
controller 424 also enters the ID assigned to the source of the
FBW command in the directory entry’s owner and writer
fields and stores the data in main memory. The block’s
previous owner and sharer(s), if any, respond to the Invals by
invalidating their copies of the memory block and issuing
IAcks to the source of the FBW command. The source
collects the IAcks for consistency purposes.

[0107] As shown, the processors 404 and directories 426
cooperate to execute a generalized low occupancy cache
coherency protocol. The protocol 1s “generalized” 1n that 1t
can support processors that share memory blocks that are in
a dirty state as well as processors that are precluded from
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sharing memory blocks that are in the dirty state. A dirty-
shared processor responds to a snoop read, e.g., a FRead
command, 1denfifying a block 1n the dirty state by sending
a copy of the block from its cache to the source of the snoop
read. The dirty-shared processor does not, in response to the
snoop read, write a copy of the block back to main memory.
Accordingly, multiple processors may have a “dirty” copy of
a memory block 1n their caches, although only one proces-
sor, the owner, can write the block back to main memory.
Non-dirty shared processors do not support dirty blocks
being held 1n more than one cache. In particular, if a
non-dirty shared processor receives a snoop read 1dentifying
a block 1n the dirty state, the processor typically writes the
block back to main memory, thereby requiring the source of
snoop read to obtain a copy of the block from memory.
Alternatively, the non-dirty shared processor may return the
dirty block to main memory but also forward a copy of the
block from 1ts cache to the source of the snoop read. As
described 1n co-pending application Ser. No. | Attor-
ney Docket No. 15311-2337], filed Sep. , 2002 and
titled COMPUTER SYSTEM SUPPORTING BOTH
DIRTY-SHARED AND NON-DIRTY-SHARED DATA
PROCESSING ENTITIES, which 1s hereby incorporated by
reference 1n 1ts entirety, the illustrative cache coherency
protocol supports both types of processors

[0108] The protocol is also considered a “low occupancy”
protocol, because of the following attributes. First, each
command only has to access the directory 426 once. Second,
directory changes are deterministic based on the current
directory state and the type of the received command. That
1s, the resulting state or form of a directory entry 1s solely a
function of the current state or form of the entry and the
received command. Third, the directory 426 neither creates
nor requires any transient states or the return of acknowl-
cdgements 1n order to maintain coherency. Accordingly,
once the directory 426 has updated the appropriate fields and
1ssued the required commands, €.g., ReadMods, Invals, etc.,
it can 1mmediately process another command for the same
memory block even though the previous commands have yet
to reach their targets.

[10109] It should be understood that each memory control-
ler 424 represents a serialization point for the memory
blocks stored at 1ts memory subsystem 302, as the memory
controller 424 preferably processes one received command
at a time. However, 1in the SMP system 300 of the 1llustrative
embodiment, there 1s no central or single serialization point
for the entire shared memory.

[0110] In accordance with the preferred embodiment of
the present invention, the virtual channels, 1.€., the logic,
fabric links, and other resources on which the virtual chan-
nels are built, must guarantee delivery of all commands
within the SMP system 300. The cache coherency protocol
assumes that all commands i1ssued 1n connection with a
memory reference operation will be received by their
intended targets.

0111] Early Race Condition

0112] Suppose a plurality of system entities, such as
processors, concurrently 1ssue read or write requests
directed to the same memory block. In the illustrative
embodiment, requests are considered concurrent when they
occur close enough 1n time that either the memory block
being requested and/or all expected IAcks have yet to be



US 2004/0068621 Al

received by one or more of the requesters. As indicated
above, prior art systems responded to such early races by
cither stalling the requests 1ssued by all but the first entity,
until the first entity’s request completed or by queuing the
requests at the directory. The present invention resolves the
carly race without stalling any of the requesting entities and
without queuing the requests at the directory. Instead, the
resolution mechanism of the present invention involves the
creation and subsequent tear down of one or more read
chains and one write chain. Each read chain links all of the
requests for read access to the same version of the memory
block. The write chain links all of the requests write access
to the memory block. Significantly, the read chain(s) and
write chain are built and torn down 1n the same order as the
requests are processed at the directory. Accordingly, the
resolution mechanism guarantees that the last entity in the
write chain matches the owner specified 1n the directory
entry, and that the entities 1n the last read chain match the list
of sharers in the directory entry.

[0113] Information concerning each link in the read and
write chains 1s stored i1n the processors’ respective MAF
entries. The combined information from all of the MAF
entries thus describes the complete chains. The MAF entries
also contain information used to tear down the chains as the
various versions of the memory block are received at the
processors. The read chain state machine 418 and the write
chain state machine 420 both participate in the creation and
tear down of the chains. As each processor 1s only required
to store information regarding the next link in the chain(s),
the resolution mechanism supports the creation of long
chains and thus scales well to very large computer systems.

10114] FIG. 9 is state diagram illustrating the states imple-
mented by the read chain state machine 418. As indicated,
the read chain state machine 418 can transition a given MAF
entry among three states: an Idle state 902, a One FRead-
~Pending state 904 and a Multiple FRead Pending state
906. FIG. 10 1s a state diagram 1llustrating the states
implemented by the write chain state machine 420. As
shown, the write chain state machine 420 can transition a
orven MAF entry among four states: an Idle state 1002, a
FReadMod Pending state 1004, an Inval Pending state
1006 and a Full Block Write Pending state 1008. The
arrows 1n FI1GS. 9 and 10 show the permissible transitions
among the states, which are described 1n more detail below.

[0115] The fill state machine engine 416 can transition a
orven MAF entry between an Idle state and an Active state.

[0116] FIG. 11 is a highly schematic illustration of the
read and write chains that are created 1n response to a
plurality processors requesting various versions of the same
memory block. Suppose a processor, such as processor PO
also designated by reference number 4044, 1ssues a Read-

Mod command for a given memory block that 1s not present
in PO’s cache. PO’s MAF controller 412 creates a MAF entry
for the ReadMod command. FI1G. 12 1s a highly schematic

illustration of a MAF entry 1202, including sequential
versions 1202a-g, created for the given memory block.
Entry 1202a 1s the mnitial version of the MAF entry 1202
following the ReadMod command. As shown at ficlds 514
and 518, the read chain state machine 418 and write chain
state machine 420 both start out 1n the Idle states 902, 1002.
The fill state machine 416 as indicated at field 520 starts out
in the active state.
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[0117] At the given block’s home memory subsystem, the
memory controller 424 accesses the respective directory
entry. Suppose the entry specifies some other processor, €.¢.,
processor P30, as the owner, no sharers and memory as the
last writer. In this case, the memory controller 424 1ssues a
FReadMod command to P30 and enters PO’s ID into the
owner field. Suppose further that P30 1s remote from PO and
that it takes significant time for P30 to receive the FRead-
Mod and respond with a FillMod carrying the memory
block. Meanwhile, another processor, such as processor P1
also designated by reference numeral 4045 (FIG. 11), issues
a Read command for the version of the memory block
corresponding to P0’s modification thereof. The Read 1is
received at the home memory subsystem, which concludes
that PO 1s the block’s owner. The home memory subsystem
adds P1 as a sharer and 1ssues a FRead command to PO. The
FRead command i1s received at PO, which determines, based
on the Fill state being in the active state and the lack of a
cache entry, that it 1s still waiting to receive the memory
block. Accordingly, PO has no data to send to P1. To track
P1’s pending FRead, PO’s read chain state machine 418
transitions the read state of MAF entry 12024 from the Idle
state 902 to the One FRead Pending (One) state 904, as
indicated by arrow 908 (FIG. 9), and updates the read chain
state field 514 with this new state. It also loads P1’°s PID ito
the read pointer field 512 to create a read chain between PO
and P1, reflecting that P1 1s waiting for a shared copy of the
block from PO. MAF entry 12025 at PO indicates how entry

1202a would appear following these updates.

[0118] Suppose that another processor, such as processor
P2 also designated by reference numeral 404¢ (FIG. 11),
similarly 1ssues a Read command for the version of the
memory block as modified by PO. At the home memory
subsystem, the directory entry 1s modified to add P2 as
another sharer, and a FRead command 1s 1ssued to PO. As the
memory block has still not arrived at PO from P30, the
FRead results in a miss at PO’s cache, but hits on MAF entry
120256. Because the FRead 1nitiated by P2 corresponds to the
second FRead for the memory block, PO’s read chain state
machine 418 transitions the read chain state for the MAF
entry from the One FRead Pending state 904 to the Mul-
tiple FReads Pending (Multi) state 906, as indicated by
arrow 910 (FIG. 9). The FRead initiated by P2 thus inter-
poses P2 1n the previous read chain from PO to P1. That 1s,
the read chain now goes from PO to P2 and from P2 to P1.
Accordingly, PO’s MAF controller 412 in cooperation with
the read chain state machine 418 replaces P1’s PID 1in the
read pointer field 512 with P2’s PID. MAF entry 1202c
indicates how entry 1202b would appear following these
modifications.

[0119] P2, however, needs to be informed that its Read
command created an intermediate link within a read chain
for the version of the memory block corresponding to PO’s
modification. In the illustrative embodiment, PO 1ssues a
chain building message, preferably a Chain Last command
1102, to P2. The Chain Last command 1102 is preferably
1ssued on the Q2 virtual channel. The Chain Last command
1102 indicates which entity 1s at the end of the respective
read chain. In this case, Chamn Last command 1102 indi-
cated P1 as being at the end of the chain. The Chain Last
command 1102 1s received at P2’s probe/response queue 410
and the corresponding MAF entry at P2 1s accessed and
modified. In particular, the read chain state of P2’s MAF
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entry transitions from the Idle state 902 to the One FRead-
~Pending state 904, and P1’s PID 1s entered 1nto the read
pointer field.

[0120] Suppose that yet another processor, such as pro-
cessor P3 as designated by reference numeral 404d (FIG.
11), also issues a Read command for the version of the
memory block as modified by PO. At the home memory
subsystem, the directory entry 1s modified to add P3 as yet
another sharer, and a FRead command 1s issued to PO.
Assuming the memory block has still not arrived from P30,
the FRead results in a miss at PO’s cache, but hits on MAF
entry 1202¢. Because the FRead 1nitiated by P3 corresponds
to the third FRead for the memory block, PO’s read chain
state machine 418 leaves the MAF entry in the Multiple-
- FReads Pending state 906, as indicated by loop-back
arrow 912 (FIG. 9). Nonetheless, the FRead initiated by P3
interposes P3 1n the read chain between PO to P1. That 1s, the
read chain now goes from PO to P3, from P3 to P2 and from
P2 to P1. Accordingly, PO’s read chain state machine 418
replaces P2’s PID in the read pointer field 512 with P3’s

PID. MAF entry 12024 indicates how entry 1202¢ would
appear following these modifications.

[0121] PO also issues another chain building message,
preferably a Chain command 1104, to P3 notifying it that 1t
1s part of a Read chain for this memory block. The Chain
command 1104, which is also preferably 1ssued on the Q2
virtual channel, carries the ID of the next entity in the chain.
In this case, Chain command 1104 carries the PID of P2. In
response to the Chain command 1104 from PO, P3 modifies
its MAF entry for the memory block. Specifically, the read
chain state transitions the MAF entry from the Idle state 902
directly to the Multiple FReads Pending state 906, as indi-
cated by arrow 913 (FIG. 9). In addition, P2’s PID is entered
in the MAF entry’s read pointer field.

10122] If another processor or other entity requests read
access to PO’s version of the memory block, PO would 1nsert
the new entity in the read chain by sending it a Chain
message, similar to Chain command 1104, but identifying
P3 as the next link 1n the chain from this entity.

[0123] Suppose instead, however, that another processor,
e.g., P4 also designated by reference numeral 404¢ (FIG.
11), issues a request for write access to this same memory
block. In other words, P4 1ssues a ReadMod command. The
ReadMod 1s routed to the home memory subsystem which
retrieves the directory entry for the block. The directory
entry shows PO as the owner, P1, P2 and P3 as sharers and
memory as the last writer. The memory controller thus

responds to the ReadMod from P4 by issuing a FReadlMod
to PO and Invals to P1, P2 and P3.

[0124] Assuming the memory block has still not arrived
from P30, the FReadMod results 1n a miss at PO’s cache, but
hits on MAF entry 1202d. The FReadMod represents a
request for write access to the memory block, unlike the
carlier FReads which represented requests for read access.
Here, PO’s write chain state machine 420 transitions the
write chain state of MAF entry 12024 from the Idle state
1002 to the FReadMod Pending state 1004, as indicated by
arrow 1010 (FIG. 10), and stores this new write chain state
in field 518. State machine 420 also enters P4’s PID 1n the
write pointer field 5§16. MAF entry 1202¢ 1llustrates how
entry 12024 would appear following the updates made in
response to the FReadMod command 1nitiated by P4.
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[0125] The MAF entries at P1, P2 and P3 are also modi-
fled 1n response the Inval commands received at those
processors. Specifically, the write chain state machine 420 at
those processors transitions the respective MAF entries from
the Idle state 1002 to the Inval Pending state 1006, as
indicated by arrow 1012. Additionally, P4’s PID 1is entered
into the write pointer field 516 of the MAF entries at P1, P2
and P3.

[0126] Suppose also that another entity, e.g., processor P5
also designated by reference numeral 404f (FIG. 11), issues
a Read for the memory block that arrives at the directory
after P4’s ReadMod. In other words, when P5’s Read
reaches the home memory subsystem, the directory entry for
the memory block reflects that P4 1s the owner, that there are
no sharers and that memory 1s the last writer. Accordingly,
the memory controller adds P5 to the list of sharers and
issues a FRead to P4. As shown, the directory’s (or home
memory subsystem’s) response to P5’s Read is the version
of the memory block following P4’s modification thereto,
unlike the Reads from P1, P2 and P3 which were processed
atter PO’s ReadMod but before P4’s ReadMod and thus
receive the version corresponding to PO’s modification of
the memory block.

[0127] As P4 has yet to receive the memory block from
PO, the FRead misses P4’s cache, but hits on the active MAF
entry at P4. In response, P4 creates a second read chain for
the memory block. This second read chain corresponds to
the version of the memory block having P4’s modification
thereto. Specifically, the read chain state of P4’s MAF entry
transitions from the Idle state to the One FRead Pending
state 904, and P5’s PID 1s entered into the read pointer field.

[0128] Now, suppose that yet another entity, e.g., proces-
sor P6, 1ssues a request for write access to the memory
block. That 1s, P6 1ssues a ReadMod command. At the home
memory subsystem, the directory entry 1s accessed which
indicates that P4 i1s the owner, P5 i1s the only sharer and
memory 1s the last writer. Accordingly, the memory con-
troller 1ssues a FReadMod command to P4 and an Inval
command to P5.

[0129] As P4 has no memory block to send to P6, it
responds to FReadMod command by extending the write
chain, which currently extends between PO and P4, out to
P6. Specifically, P4’s write chain state machine engine 420
transitions the write chain state of the MAF entry from the
Idle state 1002 to the FReadMod Pending state 1004, and
enters P6’s PID 1n the write pointer field. At P5, the write
chain state of the respective MAF entry transitions from the
Idle state 1002 to the Inval Pending state 1006, and P6’s
PID 1s entered in the write pointer field.

[0130] With reference to FIG. 11, the issuance of the
foregoing commands have established two read chains, a
first read chain 1106 and a second read chain 1108, and one
write chain 1110 for the memory block. First read chain 1106
comprises processors P3, P2 and P1 each of which 1s seeking
a copy of the memory block that incorporates PO’s modifi-
cation thereto. Second read chain 1108 comprises processor
P5 which 1s seeking a copy of the memory block that
incorporates P4’s modification thereto. The write chain 1110
comprises processors P4 and P6. P4 1s seeking write access
to the memory block following P0O’s modification thereto,
while P6 1s seeking write access to the block following P4’s
modification thereto. As shown, zero, one or more read
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chains can be created for a single memory block, while no
more than one write chain can be created.

[0131] Suppose that, after the creation of the two read
chains 1106 and 1108 and the one write chain 1110, PO
finally receives the memory block as part of a FillMod
command from P30, which also sends an IAck Command.
The FillMod and IAck commands are received at PO’s
probe/response queue 410 and MAF entry 1202¢ 1s
accessed. The memory block may be temporarily stored at
MAF buffer 422. The MAF entity’s fill state machine 416
transitions the fill state of the MAF entry 1202¢ from the
Active state to the Idle state, as the memory block has finally
been received at PO. Because there were no sharers of the
memory block, the FillMod command specifies an Inval
Count value of one, which 1s loaded 1nto the Inval Count
field 508 of the MAF entry 1202¢. Similarly, in response to
the IAck command, the Ack Count field 5§10 1s incremented
by one, thereby making 1t equal to the Inval Count field 508.
In the preferred embodiment, the memory block 1s then
provided to CPU 404 for storage 1n its cache or a processor
register and CPU 404 may perform 1ts modification to the
memory block, thereby allowing the thread or process
executing at PO to make forward progress and avoid live-

lock.

10132] Upon completion of the write operation that caused
PO to 1ssue the ReadMod command for the memory block,
and the merging of the new data into P0O’s cache, PO asserts
the MAF entry’s write-done field 522, assuming the MAF
entry 1s still active. A MAF entry 1s kept active following the
receipt of the fill data if either its write chain state or 1ts read
chain state (or both) is in something other than the Idle states
902, 1002. After asserting the write-done field 522, the MAF
controller 412 then checks the read chain state and write
chain state of the MAF entry 1202¢, as reflected 1n fields 514
and 518, to see what further actions must be taken 1n
connection with the memory block. As both the read chain
state and the write chain state are 1n states other than the Idle
state 902, 1002, the memory block, as updated by PO, must
be propagated to the next entity in the first read chain 1106
and some action must taken 1 connection with the write

chamn 1110.

[0133] In the preferred embodiment, the MAF controller
412 pernodically polls the Inval Count and the IAck Count
fields 508, 510 to determine when they match. The MAF
controller 412 also polls the write-done field 522 to deter-
mine when 1t becomes asserted, which then triggers the
MAF controller 412 to begin (or to continue) tearing down
or unrolling the read and write chains.

[0134] PO checks the read chain state to determine the
manner by which the block should be sent to the next entity
in the read cham 1102. Here, MAF entry 1202¢, as shown 1n
field 514, 1s currently 1n the Multiple FRead Pending read
chain state 906. Thus, PO “knows” that there 1s more than
one entity in read chain 1102. In this case, PO sends the
memory block as part of a chain data message, preferably a
Chain Fill command 1112 on the Q2 virtual channel, to the
entity reflected 1n the read pointer field 512, 1.¢., to P3. The
Chain Fill command 1112 includes a copy of the memory
block as modified by PO. Having satisfied its obligation as
the head of the first read chain 1106, P0’s read chain state
machine 418 transitions the MAF entry’s read chain state
from the Multiple FReads Pending state 906 to the Idle
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state 902 as indicated by arrow 914. Thus, the chain data
message, 1.€., Chamn Fill command 1112, effectively tears
down this portion of the first read chain 1106. MAF entry
12027 1llustrates how entry 1202¢ would appear following,

PO’s satisfaction of 1ts requirements as part of read chain
1102.

[0135] The MAF controller 412 at PO next checks to see
whether a write chain has been created for this memory
block. Specifically, controller 412 checks field 518 to see if
MAF entry 1202f 1s in anything other than the Idle write
chain state 1002. Here, MAF entry 1202f 1s in the FRead-
Mod Pending write chain state 1004. Thus, MAF controller
412“knows” that the entity indicated in the write pointer
field 516, 1.., P4, 1s expecting to receive a command
oranting P4 write access to the memory block. PO responds
by 1ssuing a FillMod command 1114 to P4 on the Q2 virtual
channel that includes a copy of the memory block as
modified by PO. The FillMod command 1114 specifies the
same Inval Count, 1.e., four, as contained 1n the FReadMod
command received by PO from the home memory sub-
system. Having satisiied its obligation as the head of the
write chain 1106, PO’s write chain state machine 420 tran-

sitions the MAF entry’s write chain state from the FRead-
Mod Pending state 1004 to the Idle state 1002, as indicated
by arrow 1014.

[0136] In addition, as P4 requested write access, PO invali-
dates 1ts copy of the memory block from 1ts cache or
processor register, and 1ssues an IAck command 1116 to P4,
thereby confirming PO’s invalidation of the memory block.
As the processing required for the memory block has been
completed, the MAF controller 412 deactivates the entry
12027, as reflected 1n the Active field 502. MAF entry 1202¢
illustrates how entry 1202f would appear following PO’s
satisfaction of 1ts requirements as head of the write chain
1106 and the other required processing of the memory block.

[0137] It should be understood that in some system
designs, PO may not send a separate I1Ack to P4 and/or that
the IAck may be included as part of the FillMod command.

[0138] Upon receipt of the Chain Fill command 1112
from PO at P3, the memory block as modified by PO 1is
temporarily stored at the MAF buifer 422, and the fill state
machine engine 416 transitions P3’s MAF entry from the
active state to the i1dle state. As the Inval Count and Ack
count fields at P3 are both zero, the block 1s moved from the
MAF buifer 422 to P3’s cache or a register and processed by
P3. The MAF controller 412 also checks the read chain state
field 514 and the write chain state field 516 to see whether
P3 1s part of a read or write chain for this memory block. As
explained above, the read chain state field of P3’s MAF
entry 1ndicates that the entry 1s mm the Multiple FRead-
~Pending state 906. The read pointer field 512, moreover,
indicates P2. As a result, P3 sends the memory block to P2
as part of a chain data message, namely Chain Fill com-
mand 1118 to P2. The read chain state of the MAF entry at

P3 then transitions to the Invalid read chain state.

[0139] The write chain state field 518 at P3 reflects that the
MAF entry 1s 1n the Inval Pending write chain state 1006,
and the write pointer field indicates P4. Accordingly, P3 also
invalidates 1ts copy of the memory block, and 1ssues an IAck
command 1120 to P4 thereby confirming P3’s invalidation
of the memory block. The write chain state machine 420
transitions the write chain state of P3’s MAF entry from the
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Inval Pending state 1006 to the Idle state 1002, as indicated
by arrow 1016 (FIG. 10). As P3 is only reading the memory
block (or some portion thereof) and is not writing to it, the
write-done field of the MAF entry at P3 remains de-asserted.
As the processing required for the memory block at P3 1s
then complete, the MAF controller 412 deactivates the entry,

as reflected 1n the Active field 502.

[0140] The present invention utilizes a Chain Fill com-
mand to pass data down a read chain from the head of the
chain all the way to the next to last link in the chain 1n order
to ensure that each recipient knows it 1s part of a read chain.
This can be especially usetul when the Chain Fill command
1s received ahead of the chain building message, 1.c., the
Chain or Chain Last command. For example, as described
above, PO 1ssued Chain command 1104 to P3 1n response to
the FRead 1nitiated by P3 and received by PO. Suppose, once
the block was received at PO, that P3 received a regular or
“vanilla” Fill command from PO before receiving Chain
command 1104. In this case, P3 might fill the data and then
invalidate the memory block before ever learning that P3 1s
part of a read chain. This could result 1n a break 1n the chain,
preventing P2 and P1 from ever receiving the memory
block. If, on the other hand, P3 receives the memory block
as part of a chain data message, then P3 knows to expect a
chain building message with information regarding the read
chain. P3 will thus hold onto the memory block so that 1t can
forward 1t to the next link as i1dentified in the chain building
message that P3 will be receiving.

[0141] Upon receipt of the Chain Fill command 1118
from P3 at P2, the memory block as modified by PO 1is
temporarily stored at the MAF buifer 422, and the {ill state
machine engine transitions the MAF entry from the active
state to the idle state. As the Inval Count and Ack count
fields at P3 are both zero, the block 1s moved from the MAF
butfer 422 to P2’s cache or a register and processed by P2.
The MAF controller 412 also checks the read chain state
field 514 and the write chain state field 516 to see whether
P2 1s part of a read or write chain for this memory block. As
explained above, the read chain state field of P2°s MAF
entry 1ndicates that the entry 1s 1n the One FRead Pending
read chain state 904. The read pointer field 512, moreover,
indicates P1. As a result, P2 sends P1 a copy of the memory
block as received from PO as part of a regular or vanilla Fill
command 1122, and not as part of a chain data message. The
read chain state of the MAF entry at P2 then transitions from
the One FRead Pending state 904 to the Idle state 902, as
indicated by arrow 916.

[0142] The write chain state field 518 at P2 reflects that the
MAF entry 1s 1n the Inval Pending state 1006, and the write
pointer field indicates P4. Accordingly, P2 also invalidates
its copy of the memory block, and 1ssues an IAck command
1124 to P4, thereby confirming P2’s invalidation of the

memory block. As the processing required for the memory
block at P2 1s then complete, the MAF controller 412
deactivates the entry.

[0143] P1 receives the Fill command 1122 and processes
it 1n the above described manner. That 1s, P1 processes the
data and then checks the read chain state and write chain
state of the MAF entry associated with the memory block.
Because P1 was never sent a chain building message, the
read chain state of the MAF entry stayed 1n the Idle state
902. The write chain state 1s 1n the Inval Pending state 1006
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as a result of the Inval command received from the home
memory subsystem, and the write pointer field indicates P4.
Accordingly, P1 invalidates its copy of the memory block,
and 1ssues an IAck command 1126 to P4, thereby confirming,
P1’s mnvalidation of the memory block. The MAF controller
412 then deactivates the entry.

[0144] It should be understood that because P1 and P5 are
both located at the end of their respective read chains 1102
and 1104, respectively, they are not required to forward the
memory block to any other entity. As a result, there 1s no
need to mnform either P1 or P5 that they are even part of a
read chain. Accordingly, no chain building messages are sent
to either P1 or P5. Furthermore, when a MAF entry 1s 1n the
One FRead Pending state 904, then the MAF controller
“knows” that the read pointer field specifies the last entity in
the read chain. By definition, no other entity 1s waiting for
a data fill from the last entity of a read chain. Accordingly,
the memory block can be supplied to the last entity as part
of a regular Fill command.

[0145] Turning back to the write chain 1110, P4 receives
the FillMod command 1114 from PO that includes a copy of
the memory block as modified by PO. The memory block 1s
temporarily stored at P4’s MAF bufler, and the Fill states
transitions from the active state to the idle state. As the
FillMod command 1114 includes an Inval Count of four, the
MALF controller 412 sets the Inval Count field 508 of the

MAF entry associated with the memory block to four. As
described above, PO, P3, P2 and P1 each issue an IAck
command to P4. As each of these commands are received,
the respective MAF entry’s Ack Count field 510 1s incre-
mented by one. When the Ack Count field 510 also reaches
four, thus matching the Inval Count field 508, the memory
block 1s transferred mto P4’s cache or a register and 1s
modified by P4. The MAF controller 412, after waiting for
the write-done field 522 to be asserted by the processor, then
checks to see whether P4 1s part of a read and/or write chain.
Specifically, the MAF controller 412 checks the MAF
entry’s read chain state as reflected 1n field 514. As
explamned above, P4’s MAF entry 1s in the One FRead-
~Pending state 904, and the read pointer field 512 indicates
P5. Because the MAF entry 1s 1n the One FRead Pending
read chain state 904 rather than the Multiple FReads Pend-
ing state 912, P4 1ssues a regular Fill command 1128, rather
than a Chain Fill command, to P5, and transitions the read
chain state from the One FRead Pending state 904 to the
Idle state 902 as indicated by arrow 916 (FIG. 9).

[0146] As the write chain state field 518 reflects that the
MAF entry at P4 1s in the FReadMod Pending state 1004,
and as the write pointer field 516 indicates processor P6, P4
also 1ssues a FillMod command 1130 to P6 that includes a
copy ol the memory block as modified by P4. The FillMod
command 1130, like the FReadMod command received at
P4 from the home memory subsystem, specilfies an Inval
Count of two. P4 also invalidates the memory block and

sends P6 and IAck command 1132.

10147] P5 receives the Fill command 1128 and stores the

memory block in 1ts MAF buffer 422. The MAF controller
412 transitions the block from the MAF buifer 422 to P5’s

cache or a register so that the thread or process executing at
P5 can make progress. P5 then checks the read chain state
and write chain state of the MAF entry associated with the
memory block. Because P5 was never sent a chain building
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message, such as a Chain or Chain Last command, the read
chain state of the MAF entry remained 1n the Idle state 902.
The write chain state, however, 1s 1n the Inval Pending state
1006, and the write pointer field indicates P6, as a result of
the Inval command received from the home memory sub-
system triggered 1n response to the ReadMod command
from P6. Accordingly, P5 invalidates 1ts copy of the memory
block, and 1ssues an IAck command 1134 to P6, thereby
confirming P5’s mvalidation of the memory block. Write
chain state machine engine 420 transitions the write chain
state of the MAF entry from the Inval Pending state 1006 to
the Idle state 1002, as indicated by arrow 1016 (FIG. 10).
P5°s MAF controller 412 then deactivates the entry.

[0148] P6 receives the FillMod command 1130 from P4
that includes a copy of the memory block as modified by P4.
The memory block 1s temporarily stored at P6’s MAF bulffer,
and the Fill states transitions from the active state to the 1dle
state. As the FillMod includes an Inval Count of two, the
MAF controller sets the Inval Count field 508 of the MAF
entry associated with the memory block to two. As described
above, both P4 and P5 each 1ssued an IAck command to P6.
As cach of these commands are received, the MAF entry’s
Ack Count field 510 1s incremented by one. When the Ack
Count field 510 reaches two, thus matching the Inval Count
field 508, the memory block 1s transferred into P4’°s cache or
a processor register and 1s modified by P4. The MAF
controller 412 then checks to see whether P6 1s part of a read
and/or write chain. Specifically, the MAF controller 412
checks the MAF entry’s read chain state as reflected m field
514.

10149] Here, P6’s MAF entry is in the Idle read chain state

902 as the P6 has not received any FRead commands from
the home memory subsystem. The write chain state of the
MAF entry at P6 1s also in the Idle state 1002 as no
FReadMod or Inval commands have been received. Accord-
ingly, no entity 1s waiting for either read or write access to
the copy of the memory block as modified by P6. The
memory block thus remains 1 P6’s cache or processor
register 1n a valid state until 1t 1s either written back to its
home memory subsystem or invalidated through an FRead-
Mod or Inval command designating the memory block. In
other words, P6 represents the end or termination point of
write chain 1110, and there 1s no read chain hanging off of

P6.

[0150] As shown, the MAF entries at each processor
PO-P6 cooperate to achieve active mheritance of the writes
to the memory block. Specifically, even though a write
probe, ¢.g., a FReadMod command, can be received at a
processor before the processor’s own earlier write to the
block has become consistent, the processor does not release
the block, e.g., 1ssue a FillMod and an IAck, until 1t has
received all outstanding IAcks for the block. Each processor
thus guarantees that all writes 1ssued earlier than its write are
consistent before 1ts own write can become consistent.

0151] Full Block Write

0152] Suppose that the home memory system receives a
FBW command for the memory block following receipt of
the ReadMod command from P6. In response to the FBW
command the home memory subsystem buffers the received
version of the memory block and access the directory entry.
The directory entry shows that P6 1s the owner, that there are
no sharers, and that the memory 1s last writer. Accordingly,
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the memory controller 1ssues a Full Block Write Invali-
date (FBW Inval) command to P6 on the Q1 virtual chan-
nel.

[0153] At P6, suppose the FBW Inval command misses
on P6’s cache as the memory block has yet to be received
from P4. The MAF controller 412 access the MAF entry for
the block. The write chain state machine engine 420, in
response to the FBW Inval command, transitions the write
chain state of the MAF entry from the Idle state 1002 to the
Full Block Write Pendmg state 1008, as indicated by
arrow 1018. This state is stored at the MAF entry’s write
chain state ficld 518. In the write pointer field 516, engine
420 preferably enters the ID assigned to the entity that

sourced the underlying FBW command, as indicated 1n the
FBW Inval command.

|0154] Thereafter, when the memory block is received at
P6 from P4, and the Inval Count field and Ack Count field
are the same, the block 1s transferred into P6’s cache or
processor register for modification by P6. P6 can thus make
forward progress. Upon the completion of the write and the
assertion of the write-done field, the MAF controller 412
accesses the read chain state field 514 and the write chain
state field 518 to sece whether any read or write chains have
been created. In this example, P6’s MAF entry 1s 1n the
Full Block Write Pending state 1008. Accordingly, the
Memory block is invalidated from P6’s cache or register, and
an IAck command 1s 1ssued by P6. The IAck command 1s
sent to the entity that sourced the FBW command. Upon
issuing the IAck command thereby confirming P6’s 1nvali-
dation of the memory block, P6’s write chain state machine

engine 420 transitions the write chain state of the MAF entry
from the Full Block Write Pending state 1008 to the Idle
state 1002, as indicated by arrow 1020 (FIG. 10).

[0155] It should be understood that the Full Block Write-
~Pending state 1008 can also be used for 12D commands.
That 1s, as far as the processors are concerned, a FBW
command 1s the same as an I2D command. Both result in the
respective block being invalidated at the processor and an
IAck command being sent to the enfity that sourced the 12D
or FBW command.

[0156] Furthermore, it is worth noting that, in accordance
with the 1llustrative embodiment, neither chain building nor
chain data messages are sent along a write chain, such as
write chain 1110. Also, an entity within a read chain, such as
P2 or P3 of first read chain 1106, receives at most one chain
building message, such a Chain or Chain [ast command,
regardless of how many entities are ultimately added to the
chain.

[0157] As shown, the MAF entries created by multiple
entities all seeking read or write access to the same memory
block cooperate to form the read and write chains. In
particular, the MAF entry established at each entity (other
than the last entity) constitutes a link in a read and/or write
chain, and points to the next entity in the chain(s). Each
MAF entry further stores state information to ensure that the
appropriate response is sent to the next entity in the chain(s)
once the data 1s available. As the responses are sent, more-
over, the chains are torn down. That 1s, the read and write
chains are short-lived or transitory. They are not persistent.
Once the obligations established by each link of the chains
are satisfied, the respective MAF entry 1s deactivated, and
can be used to track an outstanding request for some other
memory block.
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[0158] Because each MAF entry only stores the identity of
the next link 1n the read and/or write chains, the resolution
mechanism of the present mnvention is highly scalable. That
1s, the MAF entries can accommodate substantial increases
in the number of processors and/or other entities added to the
SMP system without having to be changed.

[0159] It should be understood that in some system
designs, the data processing entities, €.g., the processors,
may be permitted to {ill a cache line with a received memory
block over which the entity has requested write access (and
utilize the block’s contents in its processing) prior to receiv-
ing all outstanding IAcks for the block.

[0160] It should be understood that, in an alternative
embodiment, the read pointer field 512, read chain state field
514, write pointer field 516, write chain state field 518, and
the write-done field 522 could be located 1n one or more data
structures other than the MAF that 1s nonetheless associated
with the respective processor, such as a dedicated chain data
structure.

[0161] The foregoing description has been directed to
specific embodiments of the present invention. It will be
apparent, however, that other variations and modifications
may be made to the described embodiments, with the
attainment of some or all of their advantages. For example,
the SMP system could employ a plurality of physically
independent channels, each having i1ts own components,
such as control logic, buffers, etc., instead of virtual channels
that share such components. Furthermore, the invention
could be used with a single processor computer system.
Theretore, 1t 1s the object of the appended claims to cover all
such variations and modifications as come within the true
spirit and scope of the 1nvention.

What 1s claimed 1s:

1. A method of ensuring data consistency in a computer
system having a plurality of data processing entities and a
shared memory organized into a plurality of memory blocks,
at least some of the data processing entities configured to
issue requests for selected memory blocks, the method
comprising the steps of:

issuing from a plurality of data processing entities a
sequence ol writes targeting a given memory block;

linking the writes to the given memory block into a write
chain, the write chain specifying a last data processing
entity 1n the sequence;

at each data processing entity in the write chain other than
the last data processing entity, storing information that
identifies the next data processing entity in the write
chain; and

at each data processing entity in the write chain other than
the last data processing entity, ensuring that the prior
data processing entity completed its write before com-
pleting the current write.

2. The method of claim 1 further comprising the steps of:

providing a data structure at each data processing entity;
and

configuring the data structure at each data processing
entity in the write chain other than the last data pro-
cessing entity to store a pointer to a next data process-
ing entity in the write chain.
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3. The method of claim 2 further comprising the steps of:

configuring the data structure at each data processing
entity 1n the write chain to indicate:

an Inval Count corresponding to a number of data
processing entities that had a copy of the given
memory block at the time the respective data pro-
cessing entity 1ssued 1ts write, and

an Invalidate Acknowledgement (IAck) count corre-

sponding to a number of IAcks received by the
respective data processing enfity.

4. The method of claim 3 further comprising the steps of:

providing at least some of the data processing entities
with a cache confligured to store memory blocks;

comparing the Inval Count with the IAck Count; and

if the two counts match, placing the given memory block
in the cache and modifying the given memory block by
performing the respective write.

if the two numbers match, considering the given memory
block to be consistent.

5. The method of claim 4 further comprising the steps of:
providing the data structure with a write done flag; and

upon modifying the given memory block, asserting the

write done flag.

6. The method of claim 5 further comprising the step of,
upon assertion of the write done flag, sending the modified
data block to the next data processing entity in the write
chain as indicated by the pointer.

7. The method of claim 6 wherein the data structure 1s part
of a miss address file (MAF) configured to track outstanding
requests for memory blocks i1ssued to the shared memory.

8. The method of claim 7 wherein each MAF 1s configured
to mclude:

an Inval Count field;

an [Ack Count field;

a Write Pointer field; and

a Write Chain State field.

9. The method of claim 1 further comprising the step of
proving one or more directories for maintaining cache
coherency status information over the memory blocks.

10. The method of claim 1 wherein the data processing
entities include one of processors and input/output (I/O)
subsystems.

11. A computer system comprising:

a plurality of data processing entities, at least some of the
data processing entities having one or more caches; and

a main memory coupled to the plurality of processors by
an 1nterconnect fabric, the main memory organized to
store data 1n terms of memory blocks at least one or
more of which are shared by the plurality of data
processing entities,

wherein the data processing entities are configured to:
Issue writes to a given memory block,

cooperate 1n the formation of a write chain linking each
of the entities that 1ssued a write to the given memory

block, and
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ensure that a prior data processing entity in the write
chain completed 1ts write before completing the
respective data processing enfity’s write.
12. The computer system of claim 11 wherein

cach data processing entity has a data structure, each data
structure configured to have a write pointer field and a
write state field,

the write pointer fields of the data structures at the data
processing entities forming the write chain, other than
the last data processing entity, store a pointer to a next
data processing enfity 1n the write chain.
13. The computer system of claim 12 wherein the data
structures are further configured to include

an Inval Count corresponding to a number of data pro-
cessing entities that had a copy of the given memory
block at the time the respective data processing entity
1ssued 1ts write, and
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an Invalidate Acknowledgement (IAck) count corre-
sponding to a number of IAcks received by the respec-
tive data processing enfity.

14. The computer system of claim 12 wherein

cach data processing entity has a miss address file (MAF)
configured to track outstanding requests for memory
blocks 1ssued to the shared memory, and

the data structure 1s part of the MAF.

15. The computer system of claim 11 further comprising
one or more directories for use 1n maintaining cache coher-
ence of the memory blocks, the one or more directories
having an entry for each memory block, each directory entry
including an owner field for specitying an owner of the
memory block, and a writer field for specifying the last data
processing entity to have written the memory block back to
the main memory.



	Front Page
	Drawings
	Specification
	Claims

