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A message broadcast system and method are provided. In
one aspect of the present invention a central controller 1s
provided for receiving message data containing personal
identification data (e.g., email address, postal address, phone
number, etc.) and for automatically controlling preselected
marketing warchouse database systems to remove data
matching the personal identification data from the database
systems. In another aspect of the present invention, the
central controller receives message data containing infor-
mation request data and automatically broadcasts the mes-
sage data to preselected database systems based on the
specialized nature of the information request so that these
database systems disperse information requested in the

information request. In both aspects, the system of the
present 1nvention can be appropriately adapted to commu-

nicate over a network server, and also, to permit financial
transactions between the central controller and a user to take

51) Int. CL7 o, HO041. 12/66; HO4L. 12/28 lace over the network server.
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SYSTEM AND METHOD FOR PROVIDING
INFORMATION DISPERSAL IN A NETWORKED
COMPUTING ENVIRONMENT

BACKGROUND OF THE INVENTION
0001] 1. Field of the Invention

0002] The present invention relates to a message broad-
cast system. More particularly, the present invention relates
to a system and method of accepting message data from a
plurality of sources and automatically uploading this data to
a plurality of preselected, external database systems while
controlling these database systems to reflect the information
contained 1n the message. Particular utility of the present
invention 1s 1n the prevention of receiving unsolicited email,
mail and telephone calls from direct advertisers by providing
a system for the automatic removal of personal identification
data from the database systems of bulk mailing and mar-
keting groups. Another utility for the present invention is for
an 1mnformation dispersal system by providing a system for
the automatic dispersion of information and/or information
request data to a plurality of preselected database systems
that contain data related to the information and/or informa-
tion request data; although other utilities are contemplated
herein.

0003] 2. Description of Related Art

0004] One problem that virtually every person who
receives mail has experienced 1s recerving unsolicited adver-
fisesments or so-called “yunk mail”. Most people find junk
mail to be time consuming and frustrating because they must
sift through the unsolicited ads to get to important mail.
Email users who have email accounts on the internet suifer
from the same dilemma, as unsolicited email advertisements
have become a highly popular method of attracting business.
Again, receivers must waste valuable time reading and
deleting unsolicited email while trying to read important
email. Telemarketing, like bulk mailing and bulk emailing,
has grown 1nto a multi-billion dollar industry and 1s par-
ticularly frustrating because often telemarketers choose to
telephone prospective customers at hours when customers
are likely to be home (e.g., nights, weekends, etc.).

[0005] The majority of unsolicited advertisements, via
mail, email, or telephone, stem from direct mail marketing
groups who maintain vast databases containing thousands of
individuals’ personal identification (e.g., name, email
address, mailing address, telephone number, etc.). These
direct mail marketing groups, or “warchouses”, sell cus-
tomer lists to direct mail, email and telephone advertisers,
where each list contains a certain number of individual
personal 1denfification data.

[0006] According to several authorities, there are over
123,000,000 postal addresses i the US that receive mail
from the US Postal Service. Individually, an average of 41
pounds of mail are sent to every adult per year. About 44%
ogoes unread directly into the garbage and about 93% of junk
mail 1s ultimately discarded. The average American spends
8 full months of their life opening postal bulk mail. In
addition to time waste 1mposed by bulk mail upon the
receiver, bulk mailing has substantial environmental impacts
as well. Approximately 60% of bulk mail 1s never read,
rather, 1t 1s discarded immediately. This greatly contributes
to the amount of solid waste deposited 1n land fills, where it

Nov. 22, 2001

1s estimated that 49% of municipal solid waste 1s generated
from paper and paper products. Thus, bulk mailing creates
an 1individual impact 1n terms of frustrating time waste, and
an environmental 1mpact 1n terms of excess solid waste.

[0007] Producing such a vast amount of paper products
used by bulk mailers also has significant environmental
consequences. Dioxin, one of the most toxic substances
known, 1s generated by paper mills which use chlorine
bleaching in their process of producing PVC (polyvinyl
chloride) mailers and bags, as used quite often by bulk
mailers. Aside from the immediate toxicity of dioxin, the
long-term affects of exposure to dioxin are now known to
include an overall increase of cancer, reduced sperm count
and breast cancer.

[0008] There are over 14.7 million people in the US who
access on-line services. Direct mailers and bulk mailers are
now using the internet to target email addresses. Junk email,
or “spam”, 1s an annoyance because the recipient must open
the mail, read 1t and then delete the message. In addition
bulk email consumes finite internet resources by consuming
memory space, access time and phone line usage which 1n
turn consumes energy and natural resources.

[0009] Bulk mailers and direct market advertisers admit
that there 1s very little success from bulk mailing. Rather, the
approach 1s to “blanket the market” with thousands of
mailings knowing that the return 1s a very small percentage.
One solution to prevent bulk mail, bulk email and unsolic-
ited telephone calls 1s that a person can have his or her
information deleted from the database of a bulk mailer or
direct advertiser. However, a person must contact each of
these warchouses individually to have his or her personal
information removed. There are, at present, approximately
4200 such warehouses, thus, 1t would be virtually impossible
for an individual to access all of the warehouses that contain
personal data that i1s sold to, or used by, bulk mailers, bulk
emailers and direct telemarketers. Furthermore, more and
more direct marketing warehouses are appearing because of
the tremendous financial value of supplying personal 1den-
tification data to direct mailers and marketing groups.

[0010] Thus, there exists a need for a system that will
allow a user to supply a message containing personal
information such as name, address, email address and tele-
phone number to a central controller and have the central
controller automatically broadcast the message to a plurality
of preselected database systems containing the personal
information, and to have a central controller control these
database systems to remove personal information from the
database systems.

[0011] Most states have laws mandating that direct mailers
and marketing groups remove personal information from
their customer lists, upon request from an individual. How-
ever, as mentioned above, an individual must contact every
direct mail and marketing warchouse 1n order to effectively
remove their personal information from being accessed by
bulk mailer, bulk emailers and telemarketers. Accordingly,
there exists a need to allow an individual upload a request to
remove personal information from a vast collection 1nto a
central controller and have that central controller upload that
individuals request to a plurality of database systems,
whereby the administrators of such database systems will
remove that individuals personal information from the data-
base, as required by law.
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[0012] There exist many commercially available products
that provide a system to remove “spam” (unsolicited email)
from an email account. However these products typically
employ a locally stored program that contains a locally
stored list of known “spamers”, where the program simply
filters out any email matching the list of known “spamers”.
Thus, disadvantageously, any new “spamers” having new
email addresses will not be filtered out. Moreover, a spamer
neced only change the email address to circumvent such a
system. Most significantly, such systems do not solve the
ultimate problem of unsolicited email because such systems
fail to remove email account information from the source of
the spam, 1.e., marketing warehouses.

[0013] Unfortunately, none of the prior art systems dis-
closes a system having a central controller that automatically
broadcasts a user supplied message to a preselected set of
external databases and control those databases to reflect
information data contained in the message. Moreover, none
of the prior art message broadcast systems contemplate
providing a system that utilizes a centralized controller that
allows customers to upload personal identification data
whereby the centralized controller automatically communi-
cates with and controls a plurality of preselected databases
to remove information from those databases that matches the
personal 1dentification data. In addition, none of the prior art
systems provide a message broadcast system that allows a
user to upload a removal request to a central controller and
have that central controller broadcast that user’s removal
request to a plurality of direct mail and marketing ware-
houses.

|0014] Another aspect of the present invention is in the
dispersal of information based on a particular information
request. Information access and dispersal 1s known in the art.
For example, a user can access the internet and perform a
scarch over the internet 1n an attempt to reveal sources that
might contain the particular information request. Several
scarch sites on the internet, for example, Yahoo, AltaVista,
Netscape, etc. are available to users. However, such systems
arec most often hit-or-miss searches that require a user to
spend valuable time modifying search parameters to reveal
the information. Moreover, such searches are typically very
broad in scope (e.g., the entire internet is searched) which
usually does not give specific information that 1s requested,
rather, most often such searches only reveal broad aspects of
a particular search request.

[0015] Inherently, searching over the internet is often
called “dummy” searching because internet search routines
are designed to handle a broad variety of searches. These
scarch results are rarely helpful because of the broad nature
of the secarch and the voluminous “hits” that such searches
find. Internet searches are 1ll equipped to handle specialized
scarches based on specific, targeted types of information
because the mternet 1s designed specifically for broad appli-
cability. Thus, internet searching for specialized information
1s highly nefficient and most often does not provide mean-
ingtul results. Thus, there exists a need to provide special-
1zed searching of a plurality of related database systems
based on specific parameters provided by a user, thereby
providing efficient and meaningtul results to users who
require specific information.

[0016] Prior art message broadcast systems include LAN
and WAN systems that can transmit single-point-to-mul-
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tiple-point data. However, none of the prior art solves the
problem of targeting specific database systems for informa-
tion removal and/or information request data since none of
the prior art contemplates providing a centralized controller
adapted to accept such data from a plurality of sources (i.e.,
users and customers) and have the centralized controller
control a plurality of appropriate database systems to either
remove the information data from the appropriate database
systems, or, 1n the alternative, transmit the information
request data to the appropriate database systems so that these
database systems can provide the information requested
directly back to the user or customer.

[0017] The message broadcast system of the present
mmvention, and as described herein, 1s mtended to be a
specialized information dispersal system that provides a user
with efficient, meaningful information for a variety of spe-
cilalized mterests. For example, the present invention can be
utilized by doctors who wish to broadcast an email message
containing a request to solicit responses on, €.g., the latest
drug for a given disease, the latest reports on a given disease,
the latest research on a disease, the latest information on
treatment of a disease, and/or reporting (via message broad-
cast) personal research on a disease. Such a system must, of
course, be 1 communication with appropriate database
systems such as universities, hospitals, governmental agen-
cies (e.g., CDC), doctor groups, research groups, pharma-
ceutical companies, etc.

[0018] The message broadcast system herein described
can also be used to automatically broadcast an email mes-
sage to every senator, congressman, party official, elected
officials 1nvolved 1n a particular bill up for vote, etc., so that
a user can register voting and political preference. In addi-
tion, the system of the present invention can be utilized to
register conventions, seminars and/or local events and pro-
vide a system whereby users can order information related
to a particular convention, seminar or local event. Other
utilities are contemplated herein. For example, the present
invention can be utilized as a centralized commercial trans-
action system whereby users (or customers) can engage in a
variety of commercial transactions using the aforementioned
information dispersal system of the present invention. These
arc just a few examples of the specialized nature of the
present invention that has clear advantages over prior art
information dispersal systems. To facilitate meaningtul effi-
cient information dispersal, the present invention 1s adapted
to communicate with and control a plurality of preselected
database systems that are related directly to an information
request, so that resources and time are not wasted by overly
broad searches that rarely provide meaningful results such as
those found 1n the art.

SUMMARY OF THE INVENTION

[0019] Accordingly, the present invention provides a mes-
sage broadcast system comprising at least one message data
cgenerator adapted to generate message data that contains
preference data; at least one preselected database system;
and a central controller adapted to communicate with said
message data generator and said database systems to receive
and store said message data from said message data gen-
erator, and to broadcast said message data to said preselected
database systems to reflect said preference data contained in
said message data.

[0020] One embodiment of the present invention provides
a system to remove information from a plurality of remote
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database systems comprising a central controller adapted to
communicate with at least one message data generator to
receive and store at least one message containing personal
identification data therein generated by said message data
generator, said central controller generating control signals
to control a plurality of preselected database systems to
remove 1nformation matching said personal identification
data from said database systems.

10021] In method form, the present embodiment provides
a method to remove personal 1dentification data from a
plurality of database systems containing such data compris-
ing the steps of generating a message containing personal
identification information therein; uploading the message
into a central controller; having the central controller select
a plurality of remote database systems having the personal
identification data therein; connecting the central controller
to the plurality of remote database systems; and

[0022] controlling the plurality of remote database sys-
tems from the central controller to remove mnformation
matching the personal identification data from the
database systems.

10023] Advantageously, the system and method of this
embodiment can be provided with a PIN server system 1n
communication with a network server. The PIN server is
adapted to generate a unique PIN access code to a user. The
message data generator can be adapted to communicate with
the PIN server via said network server and adapted to
ogenerate message data that contains the PIN access code and
personal identification data related to the user of said mes-
sage data generator. Also, the central controller can be
adapted to communicate with the network server to receive
and store the message data from the message data generator
and adapted to communicate with and control the prese-
lected database systems to remove the personal identifica-
fion data from the database systems.

10024] Another embodiment of the present invention pro-
vides an 1information dispersal system comprising a central
controller adapted to communicate with at least one message
data generator to receive and store at least one message
containing information request data thereimn generated by
said message data generator. The central controller generates
control signals to control a plurality of preselected database
systems to disperse information requested 1n the information
request data back to the message data generator.

[10025] In method form, the present embodiment provides
method to disperse information based on information con-
tained m an information request comprising the steps of
generating a message containing information request data
therein; uploading the message into a central controller;
having the central controller select a plurality of remote
database systems having information related to the informa-
fion request therein; connecting the central controller to the
plurality of remote database systems; and controlling the
plurality of remote database systems from the central con-
troller to disperse information related to the information
request from the database systems.

10026] Advantageously, the system of this embodiment
can be provided with a PIN server system 1n communication
with a network server wherein the PIN server adapted to
ogenerate a unique PIN access code to a user. The message
data generator 1s adapted to communicate with the PIN
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server via said network server and adapted to generate
message data that contains the PIN access code and infor-
mation request data. The central controller 1s adapted to
communicate with the network server to receive and store
the message data from said message data generator and
adapted to broadcast the message data to a plurality of
preselected database systems and control the database sys-
tems to disperse information related to the information
request.

[0027] The aforementioned PIN server can be adapted to
provide the user with a debit report and provide the central
controller with a credit report. Thus, advantageously, the
present invention can provide an account system for each
individual user based on the PIN access code. Advanta-
ogeously, the central controller can be adapted to permit user
access to the central controller only after verification of the
PIN access code.

[0028] In any of the embodiments described herein, the
central controller 1s adapted to control the database systems
to optimally permit information removal and/or information
dispersal. Advantageously, central controller contains opti-
mal search routines (algorithms) and removal routines, and
such optimal routines are based on the type of information
contained in the message data (i.e., information removal
request or information dispersal request) and the specific
database system which central controller will control. Thus,
central controller contains a subsystem which 1s adapted to
automatically interpret the message data for the information
contained therein, determine which databases are to be
controlled, and to automatically employ the optimal search
and/or removal control routine based on the message data
and the particular database system. Thus, advantageously,
central controller 1s adapted to employ multiple optimal
control and search and/or removal routines for a predeter-
mined set of database systems based on the message data.
Thus, the present invention provides efficient information
dispersal based on particularized information request to
disperse information concerning a plurality of specialized
user preferences. Such a system 1s heretofore unseen in the
art because the prior art does not provide for efficient,
specialized imformation dispersal; nor does the prior art
provide a system to remove personal 1dentification from a
plurality of preselected marketing warchouse database sys-
tems. Moreover, the information removal and/or information
dispersal system of present invention has advantages over
the art because the central controller 1s adapted to optimally
control a specific set of geographically remote database
systems based on stored control parameters and given mes-
sage data containing an information request and/or informa-
tion removal request. Such advantages are not found in the
prior art.

10029] It will be appreciated by those skilled in the art that
although the following Detailed Description will proceed
with reference being made to preferred embodiments and
methods of use, the present invention 1s not intended to be
limited to these preferred embodiments and methods of use.
Rather, the present invention 1s of broad scope and 1is
intended to be limited as only set forth 1n the accompanying
claims.

[0030] Other features and advantages of the present inven-
tion will become apparent as the following Detailed
Description proceeds, and upon reference to the Drawings,
wherein like numerals depict like parts, and wherein:
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BRIEF DESCRIPTION OF THE DRAWINGS

10031] FIG. 1 is a functional block diagram of a preferred

embodiment of the message broadcast system of the present
mvention;

10032] FIG. 2 is a functional block diagram of a message
data input stage of the preferred embodiment of FIG. 1;

10033] FIG. 3 is a functional block diagram of a message
data output stage of the preferred embodiment of FIG. 1;

10034] FIG. 4 is a flowchart illustrating the operational
flow of one preferred embodiment of FI1G. 1;

10035] FIG. 5 1s a flowchart illustrating the operational
flow of another preferred embodiment of FIG. 1;

[0036] FIG. 6 1s a functional block diagram of another
embodiment of a message data input stage of FIG. 1;

10037] FIG. 7 1s a flowchart illustrating the operational

flow of one preferred embodiment of the message data input
stage of FIG. 6;

10038] FIG. 8 is a flowchart illustrating the operational
flow of another preferred embodiment of the message data
input stage of FIG. 6;

10039] FIG. 9 is a functional block diagram of another
embodiment of the message data input stage of FIG. 1;

10040] FIG. 10 is a functional block diagram of another

embodiment of the message broadcast system of the present
mvention;

10041] FIG. 11 is a flowchart illustrating the operational
flow of one preferred embodiment of FIG. 10; and

10042] FIG. 12 is a flowchart illustrating the operational
flow of another preferred embodiment of FIG. 10.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

10043] FIG. 1 1s a functional diagram of one preferred
embodiment of the present invention. Message broadcast
system 10, comprises a message data input stage 20 and
message data output stage 30. Included in a preferred
embodiment 1s at least one 12, and preferably a plurality of
message data 12, 14, 16, a central controller 18 and at least
one 22, and preferably a plurality of database systems 22,
24, 26. Central controller 18 receives message data 12, via
a communications interface, and automatically communi-
cates with and controls database 22 to remove and/or
disperse mformation from database 22 that matches infor-
mation contained in the message data 12. Preferably, system
10 provides an automated central controller 18 to automati-
cally communicate with and control a plurality of databases
22, 24, 26 upon being supplied with message data 12 from
a user. Each of these functional components of the present
embodiment will be more fully described below.

10044 It should be understood at the outset that message
broadcast system 10, in its broadest sense, operates both as
an mnformation removal system and an information dispersal
system. Operating as an information removal system 10,
message data 12 can be personal identification data (e.g.,
name, address, email address, phone number, etc.) that is
supplied by a user to the central controller 18 and central
controller communicates with and controls selected database
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systems 22 to remove personal identification data therefrom.
Included 1n message data 12 1s a request to have the personal
identification data removed from systems 22 that supply
bulk mailers, bulk emailers and telemarketers with this
information. Thus, preferably, database systems 22 are mar-
keting warehouse systems used by bulk mailers, bulk email-
ers and telemarketers. Database systems 22 are selected by
the central controller 18 based on the content of the message
data, 1.e., a request to have an email address, postal address
or phone number, or all of the above, removed from the
marketing warchouse systems 22.

[0045] Operating as an information dispersal system 10,
message data 12 can be information request data that is
supplied by a user to the central controller 18 and central
controller communicates with and controls selected database
systems 22 to disperse information related to the information
request data from the database systems 22 back to the user.
While not wishing to be bound by example, information
request data (message data) 12 can be a request for infor-
mation related to a professional organization (¢.g., medical,
legal, engineering, etc.), trade organization (e.g., electri-
cians, plumbers, technicians, etc.), civic activities (e.g.,
voting preference, government actions/bills, etc.), commus-
nity activities (e.g., conventions, events, etc.), commercial
activities (e.g., business transactions, etc.) or any other
particularized request for information. Accordingly, data-
base systems 22 are database systems that contain such
information and are selected by the central controller 18 to
forward the information to the user 1n response to the
information request. Thus, for example, a physician can
upload a request for information (message data 12) on the
latest drug for a disease and/or the latest report on a disease
and/or latest research on a disease into the central controller
18 to have the central controller 18 automatically commu-
nicate with and control a plurality of preselected database
systems 22 to forward information in response to the
request.

[0046] Unless otherwise stated herein, message data 12
shall be understood to comprise mformation request data
and/or personal i1dentification data. Accordingly, database
systems 22 shall be understood to be related to the given
message data 12.

[0047] Referring to FIG. 2, message input stage 20 of
FIG. 1 1s depicted. Message data 12 1s generated by a
message data generator 32. Message data generator 32 can
be a personal computer, email terminal, or the like, or any
other means of generating a text message containing per-
sonal information. In a preferred embodiment, message data
ogenerator 32 1s a personal computer used by a customer or
user 28 at a remote location. Although not shown, message
data generator 32 also includes processor, memory, 1nput
devices, monitor, and anything else associated with a per-
sonal computer. Message data generator 32 also includes a
communication interface 34 to communicate with the central
controller 18. In a preferred embodiment, communication
interface 34 1s a network server mterface which permits the
user to access the network (e.g., world wide web) and
includes email transmissions network communication pro-
tocol. Communication mterface could also be a direct dial-
up interface via a modem (not shown). Of course, if com-
munication interface 34 i1s an network server interface,
message data generator 32 also includes (not shown) an
appropriate web browsing and/or email messaging tool, as
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are known 1in the art (e.g. Netscape™, Internet Explorer™,
etc.). As mentioned above, a customer or user 28 supplies
message data, via message data generator 32. Message data
12 1s mput into central controller 18, via communication
interface 34, as will be described below.

[0048] Central controller 18 preferably includes a local
database 46, an external database controller 44 and at least
one communication interface 36 and 70 to communicate
with message data generator 32 and external database sys-
tems 22, respectively. It 1s important to note at the outset
that, although not shown 1n the figures, central controller 18
and message data generator 32 can communicate directly,
via a direct modem link over communication interface 34
and 36. Preferably, the communication takes place virtually
over an external network server, for example, America
On-Line™ or ISP (internet service provider), each of which
can be controlled by central controller 18. Of course, to
communicate over the network, communication interface 34
and 36 must be appropriately configured for internet proto-
col, e.g., TCP/IP internet protocol. Thus, for example, com-
munication interface 36 comprises a TCP/IP network inter-
face to communicate with a network server. Message data 12
originating from at least one, but preferably a plurality of
remote message data generators 32, 1s uploaded 1nto central
controller 18 and stored in local database 46. In the preferred
embodiment, message data 12 1s uploaded to central con-
troller 18 via, as described above, an network server system.
In addition, network server, controlled by central controller
18, can provide a user imterface to simplify and facilitate
message data 12 input from a user 28 (described below).

10049] Upon receiving message data 12, central controller
stores the message data 12 in local database 46.

[0050] Referring to FIG. 3, the message data output stage
30 of FIG. 1 1s depicted. Message data output stage 30 1s
primarily directed to communication with and control of
database 22 by central controller 18. Database 22 typically
comprises a database processor 52, a communication inter-
face 48 and a database containing message data 54. Of
course, database 22 also comprises associated hardware and
software (not shown) associated with database 22. Prefer-
ably, database 22 1s one of a plurality of remote databases
that can be communicated with and controlled by central
controller 18. Also, preferably database 22 1s a preselected
database who’s 1dentity 1s stored by central controller 18 on
the local database 46. Upon receiving and storing message
data 12 (described above), central controller 18 initiates
communication with database 22, via communication inter-

face 70 and 48.

[0051] External database controller 44 is a device that is
adapted to communicate with and control the external data-
base systems 22. At its most basic level, external database
controller 1s coupled to a local database 46 and a commu-
nication interface 70. In operation, message data 12 1is
uploaded into central controller 18 and stored on local
database 46. Upon receiving the message data 12, local
database 46 1s appropriately configured to initiate commu-
nication with external database controller 44. Likewise,
external database controller initiates communication with
the external database systems 22, via communications inter-
face 70 and 48. External database controller 44 contains
appropriate hardware and/or software to control database 22.
External database controller 22 reads message data 12
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contained 1n local database 46 and, via communication
interface 36, 1nitiates control signals to search database 54
for matching data contained 1in message data 12. Although
not shown, 1t 1s understood by those skilled 1n the art that
local database 46 contains data related to each external
database 22. This data preferably includes communications
protocol, control data, handshaking protocol, and other
information used by external database controller 44 to
communicate with and control each of the preselected
database. Of course, to contain such data, local database
must be appropriately programmed by an administrator of
central controller 18, as 1s understood by those skilled 1n the
art.

[0052] As described above, communication between cen-
tral controller 18 and database 22 can be initiated over a
direct point-to-point link (e.g., via modem) and/or by a
virtual connection over a network server. Of course, com-
munication interface 36 and 48 must be appropriately con-
figured to communicate 1 such a fashion. Central controller
18 1s adapted to communicate over both mediums, depend-
ing on the particular requirements of database 22.

10053] FIG. 5 is a flow chart 200 illustrating the opera-
tional flow of the above-described information dispersal
system of the embodiments shown 1n FIGS. 1-3. Reference
shall be made to above-described components without cor-
responding numbering. The system 100 begins by a user
creating a text message containing information request data
102. The user uploads the message to the central controller
104, and the central controller stores this message on the
local database 108. Upon receiving the message data 12,
central controller determines the content of the message data
to determine appropriate database systems to communicate
with based on the particular information requested 106.
Upon receiving and storing the message, central controller
initiates communication with an external (remote) database
n 110. Central controller queries database n, via control
signals 1nitiated by central controller, for information match-
ing the information request 118. Central controller, and more
specifically, external database controller determines 1f a
match 1s found between the user-supplied information
request and data contained 1n the external database 112. It a
match 1s not found, external database controller initiates
communication to another preselected database n+1. If a
match 1s found, central controller controls the external
database, based on control signals initiated by the external
database controller, to disperse information in that database
matching the information request 114. Preferably, the infor-
mation 1s dispersed directly back to the user, either in hard
copy format or in electronic format that can be accessed
directly on the message data generator. Alternatively, the
information can be dispersed to central controller and stored
there until retrieved by the user. Central controller then
initiates communication to another preselected database
n+1, and the above process repeats. Central controller gen-
erates a report to user indicating which databases have
dispersed information found 116.

[10054] FIG. 4 is a flow chart 100 illustrating the opera-

tional flow of the above-described personal identification
information removal system of the embodiments shown 1n
FIGS. 1-3. Reference shall be made to above-described
components without corresponding numbering. The system
200 begins by a user creating a text message containing
personal ID data 202. The user uploads the message to the
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central controller 204, and the central controller stores this
message on the local database 208. Upon receiving the
message data 12, central controller determines the content of
the message data to determine appropriate database systems
to communicate with based on the particular personal 1den-
fification to be removed 206. Upon receiving and storing the
message, central controller initiates communication with an
external (remote) database n 208. Central controller queries
database n, via control signals 1nitiated by central controller,
for matching message data 210. Central controller, and more
specifically, external database controller determines if a
match 1s found between the user-supplied message data and
data contained 1n the external database 212. If a match 1s not
found, external database controller 1nitiates communication
to another preselected database n+1. If a match 1s found,
central controller controls the external database, based on
control signals 1nitiated by the external database controller,
to remove 1nformation 1n that database matching the per-
sonal identification data 214. Central controller then initiates
communication to another preselected database n+1, and the
above process repeats. Central controller generates a report
to user indicating which databases had data removed 216.

[0055] In another embodiment, and again referring to
FIGS. 1-3, the message broadcast system 10 comprises a
central controller, a plurality of remote, external databases
22, 24, 26, and a plurality of message data 12, 14, 16
ogenerated by a plurality of users 28. In this embodiment,
message data 12 includes preference data or request data
indicating the users’ preference of having the personal
information contained 1n the message data removed from the
database 22. User 28 generates message data 12 and uploads
message data 12 ito central controller 18, as 1n the previous
embodiment. Central controller 18 1nitiates communication
with database 22 and uploads message data into database 22.
As 1n the previous embodiment, the process repeats for the
next preselected database. However, central controller does
not control the database systems, rather an administrator
(not shown) of database system 22 removes personal iden-
fification data contained in message data from database 22,
in accordance with the request or preference indicated in
message data 22.

[0056] Referring to FIG. 6, another embodiment of the
message data input stage 20" of the present invention 1s
depicted. Its elements operate essentially the same as the
message data input stage 20 of the previous embodiment.
Additionally, however, message data input stage 20" pro-
vides a PIN server 64, operable over a telephone network 56
via a standard telephone 56. At its most basic level, PIN
server generates a unique PIN access code to each user. The
user includes the unique access code when accessing central
controller 18" to upload message data 12'. Thus, central
controller 18' acts as a subscription service system and 1s
available only to users who have valid PIN access code.
Each of these functional components will be described
below.

[0057] PIN server 64 1s a remote server typically operated
by long distance service providers (e.g., AT&T, Sprint, MCI,
etc.) or by local exchange carriers (e.g., NYNEX, etc.) and
1s generally a random number generator adapted to commu-
nicate with both user 28' and central controller 18'. PIN
server 64 essentially has two functional components asso-
ciated with it: PIN server access from a user 28' and PIN
server access, update and administration from the central
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controller 18'. In operation, user 28' accesses PIN server 64
by dialing a particular access number (e.g., 900#) over a
standard telephone 56. PIN server 64 queries user 28' by
preferably using an interactive voice response (IVR) system.
Typically, user 28' 1s requested by PIN server 64 to supply
personal information to ensure security, PIN server 64 then
issues a unique PIN access code number to that user. In
addition, PIN server 1s configured, via the local exchange
carrier, to 1ssue a debit to the user’s monthly phone record
and to 1ssue a corresponding credit report to the central
controller 18'. In this regard, PIN server 64 can be adapted
to provide various levels of services based on the user’s
preference (i.e., a user can be provided with more services
by increasing the debit). The various levels of services
offered can be administered and controlled by central con-

troller 18'.

[0058] Using the PIN access code issued by PIN server 64,
user 28" mputs message data and PIN number 12' using the
message data generator 32', as 1n the previous embodiment.
User 28' uploads message data and PIN 12', via communi-
cation 1nterface 34' and 36', into central controller. Of
course, as 1n the previous embodiment, communication
interface 34' and 36' can be a direct communication or a

virtual connection over a network server (internet). Message
data and PIN 12' 1s stored on local database 46'.

[0059] The central controller 18' of this embodiment also
includes a telephone network interface 58 adapted to com-
municate with and control PIN server 64 aver a standard
telephone network 62. Central controller 18' routinely
accesses PIN server 64 to get pertinent information regard-
ing the status of PIN server, for example, PIN access codes
issued, customer (or user 28") account information, customer
personal 1dentification data, etc. This status information 1s
stored on local database 46' and 1s used by central to
compare against the information contained in message data
12' to ensure that the person sending the message data 12'1s
the 1ndividual who 1s granted access to the central controller
18'. Central controller 18" also controls PIN server 64 to
facilitate updates and other control functions associated with
PIN server 64. For example, central controller 18' 1s appro-
priately configured to control PIN server 64 to set opera-
tional parameters (e.g., user-level access, communication
protocol, etc.) and to control various security parameters
with the PIN server, as 1s known 1n the art. To facilitate
communication and control of PIN server, central controller
18" also has an administration system (not shown) appro-
priately configured to administer and control both the central

controller 18' and the PIN server 64.

[0060] As mentioned above, in this embodiment local
database 46' stores both message data and PIN 12' and
customer account information. To ensure security, local
database checks the mformation 1n the message data and
PIN access code 12' supplied by user 28' against the cus-
tomer account mmformation supplied by PIN server 64. If a
correct match 1s found, central controller initiates commu-
nication with external database system 22, via communica-
tions 1nterface 70, in accordance with the previous embodi-
ments.

[0061] FIG. 7 is a flow chart 300 illustrating the opera-
tional flow of the information request system of the above-
described embodiment of FIGS. 3 and 6. Reference will be

made to above-described components without correspond-
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ing numbering. Customer dials the appropriate access num-
ber over a telephone network to access the PIN server 302.
After supplying PIN server with customers’ identification
information, PIN server grants customer a unique PIN
access code 304. PIN server also generates a debit bill for
service directly to customers phone bill, typically generated
by a local exchange carrier 304. With knowledge of the PIN
oranted by PIN server, customer creates a text message
containing 1nformation request data and PIN access code
308. Customer 1nitiates communication with central control-
ler and uploads text message to central controller 310. At
periodic 1ntervals, central controller communicates with the
PIN server to retrieve valid PIN access codes 1ssued by PIN
server for comparison 314. Central controller updates the
PIN server with current data of valid PIN access codes to
ensure that no code 1s used more than once for a given
transaction 316. Central controller compares text message
against information supplied by PIN server to validate the
PIN account based on personal identification data contained
in the text message 312. If the comparison 1s not valid 318,
indicating either that customer has supplied the wrong PIN
number or the personal identification associated with the
PIN number does not match, central controller generates a
message (e.g., email) to customer indicating current status
320. If a match 1s found 318, central controller stores
message data (1.e., personal identification data) in the local
database 322. In a similar fashion of the previous embodi-
ment of F1G. 4, upon receiving and storing the message,
central controller 1nitiates communication with an external
(remote) database n 324. Central controller queries database
n, via control signals initiated by central controller, for
information matching the information request 326. Central
controller, and more specifically, external database control-
ler determines if a match 1s found between the user-supplied
information request and data contained in the external
database 328. If a match 1s not found, external database
controller initiates communication to another preselected
database n+1. If a match 1s found, central controller controls
the external database, based on control signals initiated by
the external database controller, to disperse information in
that database matching the information request 330. Central
controller then initiates communication to another prese-
lected database n+1, and the above process repeats. Central
controller generates a report to user indicating which data-
bases have dispersed information 332.

10062] FIG. 8 is a flow chart 400 illustrating the opera-
tional flow of the information removal system of the above-
described embodiment of FIGS. 3 and 6. Reference will be
made to above-described components without correspond-
ing numbering. Customer dials the appropriate access num-
ber over a telephone network to access the PIN server 402.
After supplying PIN server with customers’ i1dentification
information, PIN server grants customer a unique PIN
access code 404. PIN server also generates a debit bill for
service directly to customers phone bill, typically generated
by a local exchange carrier 404. With knowledge of the PIN
oranted by PIN server, customer creates a text message
containing personal identification data and PIN access code
408. Customer 1nitiates communication with central control-
ler and uploads text message to central controller 410. At
periodic 1ntervals, central controller communicates with the
PIN server to retrieve valid PIN access codes 1ssued by PIN
server for comparison 414. Central controller updates the
PIN server with current data of valid PIN access codes to
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ensure that no code 1s used more than once for a given
transaction 416. Central controller compares text message
against information supplied by PIN server to validate the
PIN account based on personal identification data contained
in the text message 412. If the comparison 1s not valid 418,
indicating either that customer has supplied the wrong PIN
number or the personal identification associated with the
PIN number does not match, central controller generates a
message (€.g., email) to customer indicating current status
420. If a match 1s found 418, central controller stores
message data (i.e., personal identification data) in the local
database 422. In a similar fashion of the previous embodi-
ment of FIG. 5, upon receiving and storing the message,
central controller mitiates communication with an external
(remote) database n 424. Central controller queries database
n, via control signals initiated by central controller, for
information matching the personal i1dentification data 426.
Central controller, and more specifically, external database
controller determines 1f a match 1s found between the
user-supplied information request and data contained 1n the
external database 428. If a match 1s not found, external
database controller initiates communication to another pre-
selected database n+1. If a match 1s found, central controller
controls the external database, based on control signals
initiated by the external database controller, to remove
information in that database matching the personal identi-
fication data 430. Central controller then initiates commu-
nication to another preselected database n+1, and the above
process repeats. Central controller generates a report to user
indicating which databases had data removed 432.

[0063] Referring to FIG. 9, another embodiment of the
message data mput stage 20" of the present mvention 1s
depicted. Its elements operate essentially the same as the
message data input stage 20 and 20' of the previous embodi-
ments. Additionally, however, message data input stage 20’
provides a network server 66 and an administration system
68, as will be described below. It 1s to be understood that,
although not shown 1n FI1G. 9, central controller 18" 1ncor-
porates all of the essential elements as in the previous
embodiments, 1.¢., external database controller 44, 44'. At its
most basic level, this embodiment provides a system to
permit user 28" to contact network server 66, access PIN
server 64' through the network server 66, and upload mes-
sage data and PIN access code 12" to central controller 18"
directly from the network server 66. Thus, unlike the pre-
vious embodiment, customer 28" need not make a separate
telephone call to the PIN server 64, rather, customer 28" can
receive a PIN access code and upload message data all on
the network server 66, as explained below.

[0064] In this embodiment, customer 28", via massage
data generator 32", communicates with network server 66 to
facilitate creation and uploading of message data and PIN
access code 12". Network server 66 can be a remotely hosted
internet site, web page, or the like, that 1s controlled and
maintained by central controller 18". Of course, communi-
cation interface 34" 1s appropriately configured to allow
message data generator to communicate with network server
66. For example, 1f network server 66 1s a remotely hosted
web page, communication interface 34" 1s appropriately
conilgured to mteractively communicate with the web page,

¢.g., via TCP/IP and/or FTP (file transfer protocol).

[0065] Network server 66 is appropriately configured to
provide customer 28" with the following functions: interac-
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tive text communication (e.g., email), access to PIN server
to obtain a PIN account and direct uploading of message
data and PIN access code 12" to central controller 18". In
addition, network server 66 communicates with PIN server
64' to dynamically update PIN server 64' directly from the
network server 66. For example, customer 28" 1 this
embodiment can change or alter PIN access code data and
accompanying message data. Also, the customer 28" can
access PIN server 64' to obtain PIN access code, create
message data (including PIN access code) and upload this
information directly to central controller 18" all in one step.
Of course PIN server 64' can be appropriately configured to
ogenerate a debit report directly to the user’s 28" telephone
bill. Or, PIN server 64' can be appropriately configured to
accept debit financial transaction directly on the network
server 66 (e.g., customer 28" supplies the network server 66
with a credit card account number). PIN server also 64
generates a credit report to central controller and credits an
account that 1s set up on PIN server 64' having the central
controller 18' as the beneficiary of the funds received.

[0066] Similarly, central controller 18" connects to net-
work server 66 via appropriately configured communication
interface 36". However, central controller 18" i1s the con-
troller of network server 66, and thus, unlike user 28", 1s
oranted full access and control over network server 66 and
PIN server 64'. To facilitate control and maintenance of
network server 66, PIN server 64' and central controller 18",
an administration system 68 1s provided. Administration
system 68 provides an administrator (not shown) access to
local database 46" for local programming and administrative
functions. Also, administrative system 68 connects to net-
work server to program and administer network server 66
and provide customer 28" parameters, PIN server access and
programming and general localized control over network
server, as 1s known 1n the art. Only central controller 18", via
administration system 68, has the ability to change param-
eters of the network server 66 and PIN server 64', thus,
central controller has global control over network server 66
and PIN server 64' to set parameters for customer-level
aCCess.

[0067] Once the message data has been received by central
controller 18", central controller 18" 1nitiates communica-
fion to external database 22, to upload and/or control exter-
nal database system 22 in accordance with the previous
embodiments of the message data output stage 30 of the
present mvention as depicted 1 FIG. 3.

10068] FIG. 10 depicts another embodiment of the mes-
sage broadcast system 10' of the present invention and
includes communication between central controller 18",
message data generator 32" and database systems 22
entirely over a network server 66. Message data 1nput stage
20" of FIG. 9 (described above) is incorporated into FIG.
10. In this embodiment, communication interface 48' of
database system 22' 1s adapted to communicate with the
network server, as described above with reference to com-
munication interface 34" and 36". Accordingly, communi-
cation mnterface 36" of central controller 18" 1s appropriately
coniigured to permit communication and control of database
systems 22 directly over the network server. Moreover, 1n
this embodiment, and with particular reference to the infor-
mation dispersal system of the present invention, database
system 22' can be appropriately controlled by the central
controller 18" to forward information directly to the message
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data generator over the network server 66, without having to
pass through the central controller 18".

[10069] FIG. 11 is a flow chart 600 illustrating the opera-
tional flow of the information dispersal system of the
above-described embodiment of FIG. 10. Reference will be
made to above-described components without correspond-
ing numbering. Customer contacts network server to access
the pin server 602. Through interactive communication over
the network server, customer 1s granted a unique PIN access
code 604. PIN server also generates a debit bill for service
directly to customer’s phone bill or by a financial transaction
over the network server 604. Customer creates a text mes-
sage, either locally on the message data generator or virtu-
ally on the network server, that includes the PIN access code
oranted by PIN server and information request data 606.
Customer 1nifiates communication with central controller
and uploads text message to central controller 608. Because
network server 1s 1n communication with central controller,
preferably, network server automatically forwards the text
message to central controller. Thus, customer preferably
need not make a separate communication with central con-
troller, rather network server provides a direct on-line con-
nection to central controller via, e€.g., a web page server.
Upon recerwving the text message, central controller com-
pares text message to information supplied by PIN server to
validate the PIN account based on personal identification
data contained in the text message 610 (i.e., using PIN server
access and updating 612 and 614, respectively). If the
comparison 1s not valid 616, indicating either that customer
has supplied the wrong PIN number or the personal 1denti-
fication associated with the PIN number does not match,
central controller generates a message (e.g., email) to cus-
tomer indicating current status. If a match 1s found, central
controller stores message data in the local database 620.
Upon receiving and storing the message, central controller
initiates communication with an external (remote) database
n 622 over the network server. Central controller queries
database n, using control signals supplied by central con-
troller over the network server, for information matching the
information request data 624. Central controller, and more
specifically, external database controller determines 1f a
match 1s found between message data and data contained in
the external database 626. If a match 1s not found, external
database controller mnitiates communication to another pre-
selected database n+1. If a match 1s found, central controller
controls the external database (over the network server),
based on control signals 1nitiated by the external database
controller, to disperse information in that database matching
the information request data 628. Moreover, central control-
ler controls the database to disperse the appropriate mfor-
mation directly over the network server to the message data
generator (and, ultimately, to the customer). External data-
base controller then initiates communication to another
preselected database n+1, and the above process repeats.
After all of the preselected external databases are contacted
by central controller, central controller generates a report to
user indicating which databases dispersed information 630.

[0070] FIG. 12 is a flow chart 700 illustrating the opera-

tional flow of the information removal system of the above-
described embodiment of FIG. 10. Reference will be made

to above-described components without corresponding
numbering. Customer contacts network server to access the
pin server 702. Through interactive communication over the
network server, customer 1s granted a unique PIN access
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code 704. PIN server also generates a debait bill for service
directly to customer’s phone bill or by a financial transaction
over the network server 704. Customer creates a text mes-

sage, either locally on the message data generator or virtu-
ally on the network server, that includes the PIN access code
oranted by PIN server and personal 1dentification data 706.
Customer 1nifiates communication with central controller
and uploads text message to central controller 708. As
described above, network server 1s 1n communication with
central controller and network server automatically forwards
the text message to central controller. Thus, customer prel-
erably need not make a separate communication with central
controller, rather network server provides a direct on-line
connection to central controller via, €.g., a web page server.
Upon receiving the text message, central controller com-
pares text message to mformation supplied by PIN server to
validate the PIN account based on personal identification
data contained in the text message 710 (i.e., using PIN server
access and updating 612 and 614, respectively). If the
comparison 1s not valid 716, indicating either that customer
has supplied the wrong PIN number or the personal identi-
fication associated with the PIN number does not match,
central controller generates a message (e.g., email) to cus-
tomer mdicating current status. If a match 1s found, central
controller stores message data in the local database 720.
Upon receiving and storing the message, central controller
initiates communication with an external (remote) database
n 722 over the network server. Central controller queries
database n, using control signals supplied by central con-
troller over the network server, for information matching the
personal 1dentification data 724. Central controller, and
more specifically, external database controller determines it
a match 1s found between message data and data contained
in the external database 726. If a match 1s not found, external
database controller mnitiates communication to another pre-
selected database n+1. If a match 1s found, central controller
controls the external database (over the network server),
based on control signals 1nitiated by the external database
controller, to remove 1information 1n that database matching
the personal 1dentification data 728. External database con-
troller then 1mitiates communication to another preselected
database n+1, and the above process repeats. After all of the
preselected external databases are contacted by central con-
troller, central controller generates a report to customer
indicating which databases had personal 1dentification data

removed 730.

[0071] In any of the above-described embodiments, cen-
tral controller 18, 18" and 18" 1s adapted to contain optimal
scarching parameters of database systems 22 for information
removal and/or dispersal. Optimal searching is based on the
specific content of message data 12, 12', 12" and also the
specific database system 22, 22' to be controlled by central
controller. Thus, central controller 18, 18' and 18" 1s adapted
to interpret message data 12, 12', 12" to recognize the
specific data contained therein. Interpretation of message
data 12, 12', 12" can be based on specific text search strings
initiated by central controller so that central controller can
make an optimal decision for information searching and/or
removal. Also, central controller 18, 18" and 18" 1s adapted
to optimally control database systems 22, 22' based on the
message data and also based on the particular database
system to be controlled. In addition, central controller is
adapted to contain optimal searching parameters of a plu-
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rality of database systems 22, 22' and further to implement
such parameters in an automatic fashion.

[0072] As mentioned above, the information dispersal
system of the present mmvention i1s intended to facilitate
refined searching and dispersal of information from a plu-
rality of preselected, specialized database systems 22, 22'.
While not wishing to be bound by example, the present
invention can provide specialized, efficient information dis-
persal for medical professionals, legal professionals, trade
professionals, localized civic events, voting preferences and
voting histories of senators, congressmen at both national
and local levels, specific commercial activities, and any
other specialized transaction where a user requires speciiic
information on a specific topic. Central controller 1s there-
fore adapted to contain control information for a plurality of
preselected database systems related to the specialized 1nfor-
mation requested. To that end, central control 1s adapted to
interpret the incoming message to optimally find the correct
information desired. Thus, for example, central controller
can provide a user interface that restricts the users’ infor-
mation 1nput, thereby mherently refining the search param-
eters. This can be accomplished, for example, by providing
a web-page 1nterface that requires the user to “pigeon-hole”™
an information request by requiring progressive refinements.
Alternatively, central controller can be adapted to read the
message data 1n directly and scan the text for specific text
strings or words that indicate the information request. Either
way, central controller 1nitiates communication and control
of the database systems based on the message data content.

[0073] Moreover, central controller, via administration
system, 1s continually updated with new database systems
that can be controlled by central controller and that fit into
a speciiic category of user information requests.

[0074] Thus, it is evident that there has been provided a
message broadcast system and method for operating same
that fully satisty both the aims and objectives hereinbefore
set forth. It will be appreciated that although speciiic
embodiments and methods of use have been presented,

many modifications, alternatives and equivalents are pos-
sible.

[0075] There are certain direct marketing database sys-
tems that cannot communicate with the central controller 18,
18' or 18". In addition, certain database systems require a
written (1.€., hardcopy) removal request before removing
personal 1denfification data therefrom. In either instance,
central controller 18, 18" and 18" can be appropriately
modified to communicate with certain ones of the prese-
lected database systems that are adapted to generate a
hardcopy message and supply these certain database systems
with the appropriate location information indicating where
to forward the hardcopy message.

[0076] Local database 46, 46', 46" has been described
above as containing information generated from user 28, 28,
28", and database system 22, but local database 46, 46', 46"
can also be appropriately configured to contain control data
related to PIN server 64, 64' and network server 66. Of
course, local database 46, 46', 46" can be separate databases,
cach separately containing the above-described parameters,
or local database 46, 46', 46" can be one unified database
appropriately programmed to contain these parameters in the
appropriate format. Optimal search parameters based on the
particular message data received and the particular database
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to be controlled can also be stored on the local database 46,
46', 46" and preferably operate in conjunction with the
external database controller 44, 44' to permit optimal control
of the external database systems from the central controller.

[0077] Also, the foregoing detailed description described
storing the message data on local database 46, 46', 46"
before other action is taken (i.e., communication with data-
base systems 22 and 22'); however, it is to be understood that
storing, as defined herein, 1s only an operational parameter
of maintaining the message data locally (i.e., local to the
central controller). Thus, storing the message data need not
be an additional process that requires additional hardware,
but can merely be performed locally in ROM or RAM when
the message data 1s uploaded by the message data generator.

[0078] External database controller 44, 44' is appropri-
ately programmed to facilitate communication with and
control of external database systems 22. To this end, admin-
Istration system can be appropriately configured so as to
have global control external database controller 44, 44'.
Processor 38, 38' 1s configured to generally control local
database and external database controller, and can be a
standard off-the-shelf process (e.g., Pentium, RISC) or a
customized processor (e.g., PLD), as is known by those
skilled 1n the art. Of course, processor 38, 38' has associated
ROM/RAM system 42, 42' for local information processing.
Also, central controller and administration system 68 can be
separate components or all part of one unified system.

[0079] Although the foregoing detailed description has
proceeded without reference to specific hardware and/or
software for implementing the system, 1t will be understood
by those skilled in the art that central controller 18, 18' and
18" of the present invention can be implemented with
various hardware, software, or any combination thereof,
without departing from the scope of the present invention.
Preferably central controller 18, 18" and 18" 1s implemented
with a high-speed computer system and control software that
has general applicability to many control scenarios for
controlling the database systems heretofore described. Thus,
for example, to facilitate high-speed transmission, central
controller 18, 18" and 18" can be adapted to communicate
over the network using a 11 and/or T3 communication
system. Moreover, central controller 18, 18" and 18" can be
adapted to permit real-time user interactivity, thus permit-
ting a user to complete the entire transaction (e.g., informa-
tion removal and/or information dispersal) at one time.

[0080] In addition, network server 66 can be a prepro-
crammed internet web page having a user interface that
supplies an email messaging system and a direct link to
central controller 18, 18', 18". Thus, mstead of user creating
a text message locally using message data generator, user
can create the text message directly on the network server.
To this end, network server can be appropriately configured
to provide a “fill-in-the-blanks” text message interface for
the user. PIN server 64' 1s programmed by administration
system 68 to communicate with network server and further
to provide administrative control over PIN server 64', via
network server 66. Thus, central controller 18" has global
control over parameters offered by PIN server 64.

|0081] Although the foregoing detailed description has
been described with reference to a variety of particular
utilities of the present invention, the present invention 1s of
broad scope intended to cover centralized transactions where
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an 1nformation dispersal system has advantages over the art.
For example, the present invention can be ufilized as a
centralized commercial transaction system whereby users
(or customers) can engage in a variety of commercial
transactions using the aforementioned information dispersal
system of the present invention. Some examples include
travel mnformation, greeting card services, news and news
related information, etc. In addition, the information dis-
persal system of the present invention can be adapted to
permit a variety of other transactions. For example, the
present mvention can be utilized as a means of posting a
single resume from a job applicant to all appropriate job
banks 1n any geographically remote database systems, as
requested by the applicant. Therefore, the present mnvention
is intended to permit message broadcasting (information
removal and/or information dispersal) from a centralized
controller to access to a variety of geographically remote
database systems, depending on the particular request from
the user. Of course, to facilitate the above-mentioned trans-
actions, central controller must be appropriately pro-
crammed to connect with the particular databases systems,
as described herein. The present invention 1s intended to
cover all such applications of the information dispersal
system described herein, as set forth in the appending
claims.

[0082] Accordingly, the present invention is intended to
cover all such alternatives, modifications, and equivalents as
may be included within the spirit and broad scope of the
invention as defined only by the hereafter appended claims.

1. A message broadcast system comprising:

at least one message data generator adapted to generate
message data that contains preference data;

at least one preselected database system; and

a central controller adapted to communicate with said
message data generator and said database systems to
receive and store said message data from said message
data generator, and to broadcast said message data to
said preselected database systems to reflect said pret-
erence data contained 1n said message data.

2. A system as claimed 1n claim 1, wherein said central
controller, said message data generator and said database
system each further comprise at least one communication
interface.

3. A system as claimed 1n claim 2, further comprising a
network server wherein each said communication interface
are adapted to communicate over said network server.

4. A system as claimed 1n claim 3, wherein said network
server 15 globally controlled by said central controller.

5. A system as claimed 1n claim 2, wherein said commu-
nication between said central controller and said message
data generator comprises direct communication via said
communication interface.

6. A system as claimed 1n claim 2, wherein said commu-
nication between said central controller and said database
system comprises direct communication via said communi-
cation interface.

7. A system as claimed 1n claim 2, wherein said message
data 1s generated on said network server and uploaded to
said central controller from said network server.

8. Asystem as claimed 1n claim 1, wherein said preference
data comprises postal address data and wherein said central
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controller 1s adapted to control said database systems to
remove sald preference data from said database systems.

9. Asystem as claimed 1n claim 1, wherein said preference
data comprises email address data and wherein said central
controller 1s adapted to control said database systems to
remove sald preference data from said database systems.

10. A system as claimed 1n claim 1, wherein said prefer-
ence data comprises phone number data and wherein said
central controller 1s adapted to control said database systems
to remove said preference data from said database systems.

11. A system as claimed m claim 1 wherein said prese-
lected database systems are selected by said central control-
ler based on 1nformation contained in said preference data.

12. A system as claimed 1n claim 1, wherein said prefer-
ence data comprises information request data and location
identification data; wherein said central controller 1s adapted
to communicate said information request data to said pre-
selected database systems to disperse information contained
in said information request data from said database systems
back to a location specified 1n said location identification
data.

13. A system as claimed in claim 12, wheremn said
preselected database systems are selected by said central
controller based on information contained in said informa-
fion request data.

14. A system as claimed in claim 12, wherem said
information request data comprises request information for
a particular interest.

15. A system as claimed in claim 12, wherein said location
identification data comprises location mnformation mcluding
related to a user of said message data generator.

16. A system as claimed 1n claim 1, wherein said central
controller further comprises a local database for storing said
message data.

17. A system as claimed in claim 16, wherein said local
database stores information related to said database systems.

18. A system as claimed in claam 17, wheremn said
information related to said preselected database systems
comprises 1dentity, communications protocol data for com-
munication between said central controller and said database

system and control information used by central controller to
control said database systems.

19. A system as claimed 1n claim 1, wherein said central
controller further comprises a database controller for gen-
erating control and communication signals to said database
systems.

20. A system as claimed 1n claim 1, further comprising a
PIN server for generating a unique access code, said PIN
server being accessed by a user of said message data
generator.

21. A system as claimed in claim 20, wherein said
message data includes said access code.

22. A system as claimed 1n claim 20, wherein said central
controller 1s adapted to communicate with and control said
PIN server.

23. A system as claimed 1n claim 21, wherein said central
controller 1s adapted to receive said message data including
said unique access code and to permit said user to gain
access to said central controller upon verification of said
access code.

24. A system as claimed 1n claim 20, wherein said PIN
server 15 accessed by said user over a telephone.
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25. A system as claimed in claim 20, wherein said PIN
server further includes an interactive voice response (IVR)
system to communicate with said user.

26. A system as claimed 1n claim 20, further comprising
a network server wheremn said PIN server i1s adapted to
communicate with said network server; said message data
ogenerator and said central controller are adapted to commu-
nicate with said PIN server via said network server.

27. A system as claimed in claim 20, wherein said PIN
server 1S adapted to generate a debit report to said user and
said central controller.

28. A system as claimed in claim 20, wherein said PIN
server 1s adapted to permit a financial transaction between
said PIN server and said user, and further adapted to debat
said user and credit said central controller.

29. A system as claimed 1n claim 22, wherein control of
said PIN server by said central controller includes control-
ling said PIN server to permit said user limited access to said
PIN server.

30. A system as claimed 1n claim 1, wherein said database
systems comprise a plurality of geographically remote data-
base systems.

31. A system as claimed 1n claim 1, wherein said central
controller 1s adapted to automatically broadcasts said mes-
sage data to said preselected database systems upon receipt
of said message data.

32. A system as claimed in claim 1, wherein said message
data generator 1s adapted to generate an electronic mail
message containing said message data and communicate
said electronic mail to said central controller.

33. A system as claimed 1n claim 1, wherein said com-
munication between said central controller and said database
systems comprises electronic mail communication.

34. A system as claimed in claim 1, wherein central
controller 1s adapted to communicate with certain ones of
said database systems adapted to generate a copy of said
message data, said certain ones of said database systems
adapted to forward said copy said message data to other ones
of said database systems incapable of communicating with
said central controller.

35. Asystem as claimed 1n claim 34, wherein said certain
ones of said database systems adapted to automatically
ogenerate a hard copy of said message data and automatically
forward said hard copy to said other certain ones of said
database systems.

36. A system as claimed in claim 35, wherein said hard
copy 1s forwarded by mail.

37. A system as claimed 1n claim 1, wherein said central
controller further comprises an administration system
adapted to permit global control and access of said central
controller.

38. A system as claimed 1n claim 1, wherein said database
systems comprise professional organizations database sys-
tems and wherein said preference data contains information
request data related to said professional organization; central
controller 1s adapted to receive said information request data
from said message data generator and communicate said
information request to said professional organizations data-
base systems to respond to said information request to a user
supplying said message data.

39. A system as claimed 1n claim 1, wherein said database
systems comprise database systems containing personal
identification data wherein said central controller 1s adapted
to receive said message data containing personal 1dentifica-
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fion data from said message data generator and control said
database systems and control said database systems to
remove data matching said personal 1dentification data from
said database systems.

40. A system as claimed i claim 39, wherein said
personal 1dentification data comprises name, address, email
address and telephone number of a user of said message data
generator.

41. A system as claimed i claim 39, wherein said
database systems containing said personal identification data
are database systems used by bulk mailers, bulk emailers
and telemarketers.

42. A system as claimed 1n claim 1, wherein said database
systems comprise governmental database systems contain-
ing mnformation related to government officials and govern-
ment actions; central controller 1s adapted to receive said
message data containing said preference data from said
message data generator and broadcast said preference data to
said government database systems.

43. A system as claimed i claim 42, wherein said
preference data comprises voting preference and opinion
information.

44. A system as claimed 1n claim 1, wherein said prefer-
ence data includes order request data and wherein said
central controller 1s adapted to communicate with and con-
trol said database systems to reflect said order request data.

45. A system to remove 1nformation from a plurality of
remote database systems comprising a central controller
adapted to communicate with at least one message data
generator to receive and store at least one message contain-
ing personal identification data therein generated by said
message data generator, said central controller generating
control signals to control a plurality of preselected database
systems to remove information matching said personal 1den-
tification data from said database systems.

46. A system as claimed 1n claim 45, wherein said central
controller and said message data generator communicate
over a network server.

47. A system as claimed i claim 45, wherein said
personal identification data comprises email address infor-
mation data.

48. A system as claimed i claim 45, wherein said
personal 1dentification data comprises postal address infor-
mation data.

49. A system as claimed in claim 45, wheremn said
personal 1dentification data comprises telephone number
information data.

50. A system as claimed in claim 45, wheremn said
preselected database systems comprises database systems
used by bulk mailing, bulk emailing and/or telemarketing
organizations; wherein said database systems supply said
organization with said customer identification data so that
said organizations can conduct bulk mailings, bulk email-
ings and/or telemarketing activities.

51. A system as claimed 1n claim 45, further comprising,
a PIN server 1n communication with a network server, said
message data generator adapted to communicate with said
network server to access said PIN server, said PIN server 1s
adapted to generate a unique access code to a user of said
message data generator, said central controller and said
message data generator are adapted to communicate over
said network server wherein said central controller grants
said user access to said central controller to upload said
message data upon verification of said unique access code.
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52. Asystem as claimed 1n claim 46, wherein said network
server 15 controlled by said central controller.

53. A system as claimed 1n claim 45, wherein said central
controller and said database systems communicate over a
network server.

54. A system as claimed 1n claim 45, further comprising
a PIN server for generating a unique access code, said PIN
server 15 adapted to be accessed by a user of said message
data generator over a telephone; wherein said user includes
said unique access code with said message data when
communicating with said central controller.

55. An mnformation dispersal system comprising a central
controller adapted to communicate with at least one message
data generator to receive and store at least one message
containing information request data therein generated by
said message data generator, said central controller gener-
ating control signals to control a plurality of preselected
database systems to disperse information requested 1n said
information request data back to said message data genera-
tor.

56. A system as claimed 1n claim 55, wherein said central
controller and said message data generator communicate
over a network server.

57. A system as claimed in claim 55, wherein said
information request data comprises a request for information
concerning particular professional organizations.

58. A system as claimed in claim 55, wherein said
information request data comprises a request for information
concerning civic activities.

59. A system as claimed in claim 55, wherein said
information request data comprises a request for information
concerning political activities.

60. A system as claimed in claim 55, wherein said
information request data comprises a request for information
concerning commercial activities.

61. A system as claimed in claim 55, wherein said
information request data comprises a request for information
concerning academic activities.

62. A system as claimed in claim 55, wherein said
preselected database systems comprises database systems
selected by said central controller based upon the particular
information requested 1n the mmformation request data.

63. A system as claimed 1n claim 55, further comprising
a PIN server in communication with a network server, said
message data generator adapted to communicate with said
network server to access said PIN server, said PIN server 1s
adapted to generate a unique access code to a user of said
message data generator, said central controller and said
message data generator are adapted to communicate over
said network server wherein said central controller grants
said user access to said central controller to upload said
message data upon verification of said unique access code.

64. Asystem as claimed in claim 63, wherein said network
server 1s controlled by said central controller.

65. A system as claimed 1n claim 55, wherein said central
controller and said database systems communicate over a
network server.

66. A system as claimed 1n claim 55, further comprising
a PIN server for generating a unique access code, said PIN
server 15 adapted to be accessed by a user of said message
data generator over a telephone; wherein said user includes
said unique access code with said message data when
communicating with said central controller.
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67. A system to remove personal 1dentification data from
a plurality of preselected database systems containing such
data comprising:

a PIN server system 1n communication with a network
server, said PIN server adapted to generate a unique
PIN access code to a user;

at least one remote message data generator adapted to
communicate with said PIN server via said network
server and adapted to generate message data that con-
tains said PIN access code and personal identification
data related to said user of said message data generator;

a central controller adapted to communicate with said
network server to receive and store said message data
from said message data generator and adapted to com-
municate with a plurality of preselected database sys-
tems and control said database systems to remove said
personal 1dentification data from said database systems.

68. Asystem as claimed 1n claim 67, wherein said network

server 15 globally controlled by said central controller.

69. A system as claimed in claim 67, wherein said PIN

server 15 globally controlled by said central controller.

70. A system as claimed 1n claim 67, wherein said PIN

server 1s adapted to generate a debit report to said user.

71. A system as claimed 1n claim 67, wherein said central

controller communicates with said PIN server via said
network server to receive mformation related to PIN access
codes granted by said PIN server, said central controller
adapted to permit said user access to said central controller
only after verification of PIN access code by said central
controller.

72. A system as claimed i claim 67, wherein said

personal 1dentification data comprises postal address data.

73. A system as claimed i claaim 67, wheremn said

personal 1dentification data comprises email address data.

74. A system as claimed 1 claim 67, wherein said

personal 1dentification data comprises phone number data.

75. A system as claimed i claim 67, wherein said

database systems containing said personal identification data
are database systems used by bulk mailers, bulk emailers
and telemarketers.

76. A system as claimed 1n claim 67, wherein said PIN

server 1s adapted to generate a credit report to said central
controller.

77. An mformation dispersal system comprising:

a PIN server system 1n communication with a network
server, said PIN server adapted to generate a unique
PIN access code to a user;

at least one remote message data generator adapted to
communicate with said PIN server via said network
server and adapted to generate message data that con-
tains said PIN access code and information request data
related to said user of said message data generator;

a central controller adapted to communicate with said
network server to receive and store said message data
from said message data generator and adapted to broad-
cast said message data to a plurality of preselected
database systems and control said database systems to
disperse 1nformation related to said information
request.

78. Asystem as claimed in claim 77, wherein said network

server 15 globally controlled by said central controller.
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79. A system as claimed 1n claim 77, wherein said PIN
server 15 globally controlled by said central controller.

80. A system as claimed 1n claim 77, wherein said PIN
server 15 adapted to generate a debit report to said user.

81. Asystem as claimed 1n claim 77/, wherein said central
controller communicates with said PIN server via said
network server to receive information related to PIN access
codes granted by said PIN server, said central controller
adapted to permit said user access to said central controller
only after verification of PIN access code by said central
confroller.

82. A system as claimed 1n claim 77, wherein said PIN
server 15 adapted to generate a credit report to said central
controller.

83. A system as claimed i1n claim 77, wherein said
information request data comprises a request for information
concerning particular professional organizations.

84. A system as claimed in claim 77, wherein said
information request data comprises a request for information
concerning civic activities.

85. A system as claimed 1n claam 77, wherein said
information request data comprises a request for information
concerning political activities.

86. A system as claimed i1n claam 77, wherein said
information request data comprises a request for information
concerning commercial activities.

87. A system as claimed in claim 77, wherein said
information request data comprises a request for information
concerning academic activities.

88. A system as claimed in claim 77, wherein said
preselected database systems comprises database systems
selected by said central controller based upon the particular
information requested 1n the mmformation request data.

89. A system as claimed 1n claim 77/, wherein said central
controller supplies said database systems with location 1den-
fification information of said user so that said dispersed
information 1s dispersed back to said user.

90. A method to remove personal 1dentification data from
a plurality of database systems containing such data, said
method comprising the steps of:

generating a message containing personal identification
imnformation therein;

uploading said message into a central controller;

having said central controller select a plurality of remote
database systems having said personal idenfification
data therein;

connecting said central controller to said plurality of
remote database systems;

controlling said plurality of remote database systems from
said central controller to remove information matching
said personal identification data from said database
systems.

91. A method as claimed i claim 90, and further com-
prising the step of contacting a PIN server to receive a
unique PIN access code and uploading said PIN access code
with said message data mto said central controller.

92. A method as claimed i claim 91, and further com-
prising the step of checking the validity of said access code
by said central controller.

93. A method as claimed 1n claim 90, wherein said step of
uploading said personal identification data into said central
controller 1s performed on a network server.
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94. A method as claimed 1n claim 91, further comprising
the step of having the PIN server generate a debit transaction
to the mndividual who receives said unique access code.

95. A method as claimed 1n claim 91, further comprising
the step of having the PIN server generate a credit transac-
tion to the central controller.

96. A method as claimed 1n claim 91, wherein said step of
contacting a PIN server to receive a unique PIN access code
and uploading said PIN access code with said message data
into said central controller and said step of uploading said
message data into said central controller are performed on a
network server.

97. A method to disperse imnformation based on informa-
fion contained in an information request, said method com-
prising the steps of:

generating a message containing information request data
therein;

uploading said message into a central controller;

having said central controller select a plurality of remote
database systems having information related to said
information request therein;

connecting said central controller to said plurality of
remote database systems; controlling said plurality of
remote database systems from said central controller to
disperse information related to said information request
from said database systems.

98. A method as claimed 1n claim 97, and further com-
prising the step of contacting a PIN server to receive a
unique PIN access code and uploading said PIN access code
with said message data mto said central controller.

99. A method as claimed in claim 98, and further com-
prising the step of checking the validity of said access code
by said central controller.

100. A method as claimed 1n claim 97, wherein said step
of uploading said message data into said central controller 1s
performed on a network server.

101. A method as claimed 1n claim 98, further comprising
the step of having the PIN server generate a debit transaction
to the mdividual who receives said unique access code.

102. A method as claimed 1n claim 98, further comprising
the step of having the PIN server generate a credit transac-
fion to the central controller.
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103. A method as claimed 1n claim 98, wherein said step
of contacting a PIN server to receive a unique PIN access
code and uploading said PIN access code with said message
data into said central controller and said step of uploading
sald message data 1nto said central controller are performed
on a network server.

104. A system as claimed 1n claim 1, wherein said central
controller further comprises optimal searching and control
parameters to permit optimal control of said database sys-
tems based on the particular content of said message data
and the particular database system controlled by said central
controller.

105. Asystem as claimed 1n claim 45, wherein said central
controller further comprises optimal control parameters to
optimally control and remove said information contained in
said message data from said database systems.

106. A system as claimed 1n claim 55, wherein said central
controller further comprises optimal control parameters to
optimally control said database system and optimally search
for said information 1n said database system and optimally
disperse said information from said database system, said
optimal control parameters being based on said information
request data and said database systems.

107. Asystem as claimed 1n claim 67, wherein said central
controller further comprises optimal control parameters to
optimally control and remove said information contained in
said message data from said database systems.

108. A system as claimed 1n claim 77, wherein said central
controller further comprises optimal control parameters to
optimally control said database system and optimally search
for said information 1n said database system and optimally
disperse said information from said database system, said
optimal control parameters being based on said information
request data and said database systems.

109. A system as claimed in claim 90, and further com-
prising the step of optimally controlling said database sys-
tems to remove said personal identification data based on
sald message data and said database systems.

110. A system as claimed 1n claim 97, and further com-
prising the step of optimally searching said database systems
for said information and optimally controlling said database
systems to disperse said information.
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