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SCALABLE SYSTEMS AND METHODS FOR
CONTEXT-AWARE SENSITIVE DATA
DETECTION, HIERARCHICAL LABELING,
AND PROTECTION IN NATURAL
LANGUAGE PROCESSING ENVIRONMENTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional

Patent Application No. 63/687,168, filed Aug. 26, 2024,
entitled, “Scalable Systems and Methods for Context-Aware
Sensitive Data Detection, Hierarchical Labeling, and Pro-
tection 1 Natural Language Processing Environments™
(heremaftter, “the 168 application™), the disclosure of which
1s mncorporated herein by reference in its entirety.

FIELD OF THE INVENTION

The present disclosure relates to scalable systems and
methods for detecting, labeling, and protecting sensitive data
in natural language processing (NLP) environments. This
includes NLP applications 1n artificial intelligence (AI)
systems, such as small language models (SLM), large lan-
guage models (LLMs) (collectively, SLMs and LLMs are
referred to herein as language models or “LMs”) and gen-
crative Al (GenAl). More particularly, the present disclosure
introduces a hierarchical, context-aware labeling mecha-
nism that 1s optimized using an LM in conjunction with
machine learning (ML) techniques to ensure the utility-
preserving ellective protection of sensitive data with, for
example, minimal false positives and false negatives and/or
optimal precision and recall (e.g., in terms of an F1 Score).

BACKGROUND

This section 1s intended to provide a background or
context to the mvention that 1s recited 1n the claims. The
description herein may include concepts that could be pur-
sued, but which are not necessarily ones that have been
previously conceived, implemented or described. Therefore,
unless otherwise indicated herein, what 1s described 1in this
section 1s not prior art to the description and claims 1n this
application and 1s not admitted as being prior art by inclu-
sion 1n this section.

There are certain inherent conflicts between: (1) the goal
of parties, particularly business entities, to maximize the
value of data and their goals of respecting privacy rights of
individuals and the security interests of their organizations;
(1) the goal of individuals to protect their privacy rights and
their goal of benefiting from highly personalized offerings;
(111) the goal of organizations to protect their security inter-
ests 1n sensitive data and their goal of maximizing the
benefits of Al and LMs, and (iv) the goal of U.S. and
international government agencies to facilitate research and
commerce and their goal of sateguarding rights of citizens
and organizations.

The development, emergence, and widespread adoption
of computer networks, internets, itranets and supporting
technologies has resulted 1n the wide-spread availability of
cost-ellective technology to collect, transmit, store, analyze
and use information in electronic formats. As a result,
entities now have the ability to readily collect and analyze
vast amounts of information. This has created tensions
between: (a) the increasing quantity of information available
to qualily prospects, develop personalized/customized ofler-
ings for potential customers and/or conduct health-related or
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2

other research; and (b) decreasing security, anonymity and
privacy for individuals and organizations who oiften are not
aware of the existence of many data elements that may be
traced back to their origin, and over which they often have
little or no effective control.

Data elements may be collected both online and ofiline
(1.e., both “born digital” and “born analog” and converted
into digital format at a later date) through a variety of
sources including, but not limited to, activity on social
networking sites, electronic or digital records, emails, par-
ticipation 1 rewards or bonus card programs that track
purchases and locations, browsing or other activity on the
Internet, and activity and purchases at brick-and-mortar
stores and/or on e-commerce websites. Merchants, medical-
related and other service providers, governments, and other
entities use this tremendous amount of data that 1s collected,
stored, and analyzed to suggest or find patterns and corre-
lations and to draw usetul conclusions, e.g., which types of
customers (and/or which particular customers) to direct
targeted advertising eflorts towards. This data 1s sometimes
referred to as “big data,” due to the extensive amount of
information entities may now gather. With big data analyt-
ics, entities may now unlock and maximize the value of data.
One example may involve non-health related entities engag-
ing 1 behavioral marketing (with maternials created for
distribution being customized 1n an attempt to increase the
correlation with the preferences pertaining to a particular
recipient party), and another example may involve health-
related entities accessing big data to conduct medical
research. However, with behavioral marketing and big data
analytics, related parties now have a much lower level of
privacy and anonymity.

Attempts at reconciling the conflict between privacy/
security/anonymity and value/personalization/research have
historically involved using alternative 1dentifiers rather than
real names or 1dentitying information. However, these alter-
native 1dentifiers are generally statically assigned and persist
over time. Static 1dentifiers are more easily tracked, identi-
fied, and cross-referenced to ascertain true identities/data
sources, and they may be used to ascertain additional data
about subjects associated with data elements without the
consent of related parties. Privacy and information experts
have expressed concerns that re-identification techniques
may be used with data associated with static identifiers and
question whether data that 1s 1dentifiable with specific com-
puters, devices or activities (1.e., through associated static
identifiers) can in practice be considered anonymous or
maintaimned 1 a protected state of anonymity. When an
identifier does not change over time, adversarial entities
have unlimited time to accrete, analyze and associate addi-
tional or even exogenous data with the persistent identifier,
and thus to determine the true i1dentity of the subject and
associate other data with the true identity. In addition,
unlimited time provides adversarial entities with the oppor-
tunity to perform time-consuming brute-force attacks that
can be used against any encrypted data.

Many potential benefits from artificial intelligence (Al)
and big data have not been fully realized due to ambiguity
regarding ownership/usage rights of underlying data, ten-
sions regarding privacy of underlying data, and conse-
quences of 1naccurate analysis due to erroneous data col-
lected from secondary (versus primary) sources and/or
inferred from activities of parties without active participa-
tion of, or verification by, said parties. Moreover, consumers
are now Irequently demanding selective and variable con-
trols that enable increased engagement with trusted business
entities, while protecting personal/sensitive nformation
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from misuse by unauthorized or non-trusted business enti-
ties. (As used herein, “business entities” can refer to busi-
nesses or organizations ol any kind, including for-profit
organizations, not-for-profit organizations, governmental
entities, NGOs (non-governmental organizations), any third-
party entity.) At the same time, business entities are facing
the need to overcome potential legal, privacy, and security
challenges, while complying with evolving legal and pri-
vacy guidelines (e.g., without limitation, the EU General
Data Protection Regulation (GDPR), the EU Al Act, and the
California Consumer Privacy Act (CCPA)), regulations,
and/or laws to unlock digital economic growth 1 a soci-
ctally-beneficial way, 1.e., such that Data Subject protections
are increased, while opportunities for business entities to
reach Data Subjects having interest in relevant products and
services are also increased, thus increasing those businesses’
return on ivestment 1 advertising and marketing costs.

GDPR Article 4 (5) defines “Pseudonymization” as
requiring separation of the information value of data from
the risk of re-1dentification. To benelit from GDPR statutory/
regulatory incentives and rewards for pseudonymization,
this separation 1s necessary. Replacing multiple occurrences
of the same personal data elements (e.g., name of a Data
Subject) with “static” (or persistent) tokens fails to separate
the information value of data from the risk of re-1dentifica-
tion because re-identifying correlations and linkage attacks
(aka the “Mosaic Effect™) are possible due to *“static” (or
persistent) 1dentifiers being used mstead of dynamic de-
identifiers.

Static tokemization approaches to protecting data use
persistent identifiers. By searching for a particular, token-
1zed string that repeats 1itself within or across databases, a
malicious actor or 1nterloper can gain enough mformation to
unmask the identity of a Data Subject. This 1s an increasing,
scope problem for analytics and other processes that com-
bine and blend iternal and external data sources. By con-
trast, 11 a data element 1s replaced each time 1t 1s stored with
a different pseudonymized token, e.g., a dynamic token, also
referred to heremn as a “temporally umque dynamically
changing de-identifier” or “DDID,” where each different
DDID bears no algorithmic relationship to the others, then
the same malicious actor or interloper can no longer deter-
mine that the DDIDs belong or relate to the same Data
Subject-let alone uncover a Data Subject’s name or other
identifying information.

DDIDs may each be associated with a subject, e.g., a
person, place, or thing (e.g., an event, document, contract, or
“smart contract”), to which data directly or indirectly per-
tains or relates (a “Data Subject”), and/or an action, activity,
process and/or trait pertaining to a Data Subject, for a
temporally unique period of time, thereby enabling the Data
Subject to operate 1n a “dynamically anonymous™ manner.
“Dynamically anonymous™ or “Dynamic Anonymity” as
used herein, refers to a user’s ability to maimtain anonymity
until such time as a decision 1s made not to remain anony-
mous, at which time only the desired information 1s shared
with one or more desired parties 1n connection with one or
more actions, activities, processes or traits. DDIDs are
described further, e.g., 1n the commonly-assigned U.S. Pat.
No. 12,093,426, 1ssued Sep. 17, 2024, and which 1s hereby
incorporated by reference 1n 1ts entirety (heremaftter, “the
426 patent™).

What are needed are systems, methods and devices that
overcome the limitations of static and/or persistent privacy/
anonymity and security systems and improve the accuracy
of data for exchange, collection, transactions, analysis (1n-
cluding by Al models, such as LMs) and other uses. Put
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another way, privacy/security/anonymity-enhancing tech-
nologies, such as those described herein, can help to recon-

cile the tensions between consumers’ desires for enhanced
privacy, organization’s desires for enhanced security and
business entities’ desires for access to (and Al-based pro-
cessing of) relevant information, e.g., by providing tools that
cnable the ability of an authorized user to unlock the “true”
meaning of such information only to the extent necessary,
and only 1n certain situations, e.g., only during a particular
time 1nterval and/or 1n a particular context.

SUMMARY

Embodiments disclosed herein may include detecting,
labeling, and protecting sensitive data 1n natural language
processing (NLP) environments. This includes NLP appli-
cations 1n artificial mtelligence (Al) systems, such as small
language models (SLMs), large language models (LLMs),
and generative Al (GenAl). More particularly, the present
disclosure mtroduces a hierarchical, context-aware labeling
mechanism that 1s optimized using an Al model, such as an
LM, in conjunction with machine learning (ML) techniques
to ensure the utility-preserving eflective protection of sen-
sitive data with, for example, minimal false positives and
false negatives and/or optimal precision and recall (e.g., 1n
terms of an F1 Score).

The present disclosure also mtroduces a hierarchical
labeling system that applies labels at multiple levels (e.g.,
word-level, chunk/phrase-level, and/or document-level) and
different constructs (e.g., content versus sensitivity) to
ecnable granular, context-sensitive protection of sensitive
information.

The techniques disclosed herein present novel approaches
for protecting unstructured data used 1n processing and
analysis by Al models by leveraging the latent semantic
structure within unstructured text—e.g., documents, entities,
and chunks—to enable the use of well-established gover-
nance and security architectures. Moreover, the latent
semantic structure of the underlying data enables entity-
level reversible protection, thereby empowering AI models
to confidently reason over sensitive data-without compro-
mising accuracy, security, or analytic utility.

The systems, frameworks, and other modules disclosed
herein, may be implemented 1n program code executed by a
processor, or 1n another computer. The program code may be
stored on a computer readable medium, accessible by the
processor. The computer readable medium may be volatile
or non-volatile, and 1t may be removable or non-removable.
The computer readable medium may be, but 1s not limited to,
RAM, ROM, solid state memory technology, Erasable Pro-
grammable ROM (“EPROM?”), Electrically Erasable Pro-
grammable ROM (“EEPROM™), CD-ROM, DVD, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic or optical storage devices.

In certain embodiments, privacy/security clients for
implementing these systems, frameworks, and techniques
may reside 1n, or be implemented using, so-called “smart™
devices (e.g., wearable, movable or immovable electronic
devices, generally connected to other devices or networks
via different protocols such as Bluetooth, NFC, Wi-F1, 3G,
Long Term Evolution (LTE), New Radio (NR), etc., that can
operate to some extent interactively and autonomously),
smartphones, tablets, notebooks and desktop computers, and
privacy/security clients may communicate with one or more
servers that process and respond to requests for information
from clients, such as requests regarding data attributes,
attribute combinations and/or data attribute-to-Data Subject
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associations (wherein a “Data Subject” refers to any indi-
vidual person, place, or thing that can be identified, directly
or indirectly, via an 1dentifier, or combinations of 1identifiers,
related to a name, an ID number, location data, or via factors,
¢.g., factors specific to the person, place, or thing’s physical,
physiological, genetic, mental, economic, geographic, cul-
tural, or social 1dentity, location, behavior or attribute).

Other embodiments of the disclosure are described herein.
The features, utilities and advantages of various embodi-
ments of this disclosure will be apparent from the following,
more particular description of embodiments as illustrated in
the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 illustrates a block diagram, which shows a system
for performing end-to-end security for sensitive information
in a particular type of Al model known as a Large Language
Model (LLM), 1n accordance with one or more embodi-
ments disclosed herein.

FIG. 2 illustrates a flowchart, showing a method of
performing end-to-end security for sensitive information in
LL.Ms, 1n accordance with one or more embodiments dis-
closed herein.

FIG. 3 1llustrates a block diagram of an example of a
programmable device for implementing techniques for per-
forming end-to-end security for sensitive information in
LLMs, 1n accordance with one or more embodiments dis-
closed herein.

FI1G. 4 1llustrates a block diagram illustrating a network of
clients and a server for implementing techniques for per-
forming end-to-end security for sensitive information in
LIL.Ms, 1n accordance with one or more embodiments dis-
closed herein.

DETAILED DESCRIPTION

Societies 1n the digital era are now faced with the chal-
lenge of striking a balance between the benefits that can be
obtained by freely sharing and analyzing personal data, e.g.,
via Al models, and the dangers that this practice poses to the
privacy of the individuals whose data 1s concerned. Replac-
ing original and potentially sensitive data with “pseudony-
mized data,” 1.e., personal data that has been processed in
such a manner that the personal data can no longer be
attributed to a specific data subject without the use of
additional information (provided that such additional infor-
mation 1s kept separately and 1s subject to technical and
organizational measures to ensure that the personal data are
not attributed to an 1dentified or identifiable natural person),
1s one of the approaches that attempt to resolve this tension.

The systems and techniques described herein can serve to
give users a more user-friendly capability to protect their
data using tokenization and/or pseudonymization privacy/
security techniques, such as the aforementioned DDIDs.

Disclosure Risk of Sensitive Data 1n Language Models

Language Models (LMs), ranging from small language
models (SLMs) to large language models (LLMs), are
powerlul Al-based tools designed to recognize patterns in
large datasets, enabling new 1nsights and discoveries. How-
ever, they can madvertently disclose sensitive information,
such as personal 1dentities or proprietary business informa-
tion, through a process known as the Mosaic Eflect. The
Mosaic Eflect occurs when unrelated data points, which
appear harmless individually, are combined to reveal sensi-
tive information by an adversary—or even during process-
ing by the LM itself. This presents a significant challenge 1n
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6

maintaining data security, particularly when dealing with
trade secrets or confidential business information.

Limitations of Existing Detection Methods

Traditional methods for detecting sensitive data, such as
deterministic pattern-matching techniques like Regular
Expressions (Regex), are limited 1n their ability to adapt to
complex, context-dependent language structures. These
methods often result 1n high rates of false positives (1.e.,
non-sensitive data being flagged as sensitive) and false
negatives (1.e., sensitive data going undetected as being
sensitive), especially when dealing with the vanability and
ambiguity inherent 1n natural language.

Natural Language Processing (NLP) vs. Deterministic
Detection

NLP introduces improvements over deterministic meth-
ods by understanding the context in which words and
phrases appear, allowing for more accurate detection of
sensitive mformation. NLP models can distinguish between
different uses of the same term (e.g., the term “Blackberry”™
could be correctly identified as referring to a company 1n a
business report, but it could also refer to a confidential
project name, or stmply a fruit 1n a grocery list, e.g., based
on 1ts hierarchical classification and context) and handle
variations in how sensitive data 1s expressed. Named Entity
Recognition (NER), a key component of NLP, further
enhances this capability by i1dentifying and categorizing
entities such as names, dates, and locations within the text.

However, the eflectiveness of NLP systems, especially
NER, 1s challenged by the need to scale these processes in
large, Al-driven environments. As LMs and GenAl increas-
ingly handle millions of permutations of tokens, entities, and
labels, new systems and methods are required to make NER
scalable and eflicient 1n production environments.

As introduced above, the present disclosure addresses the
need for scalable, context-aware detection, labeling, and
protection of sensitive data in NLP environments. It intro-
duces a hierarchical labeling system that can apply labels at
multiple levels (e.g., word-level, chunk/phrase-level, and
document-level) and different constructs (e.g., content ver-
sus sensitivity) to enable granular, context-sensitive protec-
tion of sensitive information. This system may be optimized
using machine learning techniques to, for example, mini-
mize false positives and false negatives and/or maximize the
F1 Score, thereby improving the overall accuracy and reli-
ability of sensitive data detection.

A Hierarchical Labeling System

According to some embodiments of a hierarchical label-
ing system, the following classes of labels may be used:

Word-Level Labels: Sensitive data may be i1dentified and
labeled at the individual word level. Labels may be
contextually applied based on the surrounding text,
ensuring that terms with multiple meanings are accu-
rately classified.

Chunk/Phrase-Level Labels: In addition to individual
words, the system applies labels at the chunk or phrase
level. This allows for the annotation of sensitive data
that may only be recognizable 1n specific phrases or
combinations of words (or embedded in longer spans of
text).

Document-Level Labels: Additionally, the system applies
labels at the “document™ level (e.g. text files, spread-
sheets, 1images, etc.) based on the context and content
of the data within the document.

Priority/Sensitivity Labels: Different levels of sensitivity
(e.g., “Top Secret,” “Internal Distribution Only,” “Gen-
eral Availability,” etc.) are applied based on the context
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and content of the data. This enables the system to tailor
the protection level to the specific requirements of the
data being processed.

Machine Learning Optimization

According to some embodiments, the following ML opti-
mization techniques may be used:

Model Training: The system begins with a corpus of text

that has been annotated with “ground truth™ labels. This
labeled data 1s used to train one or more machine
learning models, which learn to apply the lierarchical
labels accurately across a wide range of contexts.

Dynamic Label Refinement: The system uses an iterative
machine learning process, such as Gradient Descent, to
optimize the definition and selection of labels from a
broad range of candidates, optionally generated by
LMs fine-tuned for that purpose, potentially making
use of Retrieval Augmented Generation (RAG) and/or
Grounding. The models are trained to minimize a loss
function by for example, reducing the rates of false
positives and false negatives or optimizing other rel-
evant metrics, such as precision (i.e., correctly identi-
tying sensitive data), recall (1.e., ensuring all sensitive
data 1s identified), and F1 Score (1.e., combining pre-
cision and recall to provide a single measure of a
model’s accuracy for imbalanced datasets or when both
false positives and false negatives are important) to
ensure the system achieves a balanced performance,
considering the trade-oils between ditfferent evaluation
metrics.

Continuous Learning: The system supports continuous
learning, allowing 1t to adapt to new data and emerging
patterns over time. This ensures that the detection and
labeling mechanisms remain effective as language and
data usage evolve.

According to some embodiments, the systems disclosed
herein may preferably be designed to operate efliciently,
even 1n large-scale, Al-driven environments. As such, sys-
tems may leverage advanced models (e.g., Bidirectional
Encoder Representations from Transformers or “BERT”-
like models, such as ROBERTa, DistilBERT, ALBERT,
DeBERTa, etc.), distributed processing, advanced computa-
tional hardware (e.g., graphical processing units or
“GPUs”), and/or parallelization techniques to handle the
vast amounts of data processed by LMs and GenAl systems,
ensuring that the sensitive data detection and labeling pro-
cesses remain fast and reliable-even at scale.

Structured Databases and Limitations of Unstructured
Data

The security architecture of structured databases 1s engi-
neered to exploit the explicit structure of tabular data—e.g.,
tables, columns, and rows—to securely govern sensitive
information. By contrast, 1t 1s impossible to directly apply
the now taken-for-granted capabilities used for structured
data to unstructured data, where sensitive information can
literally appear anywhere within the data.

Enterprise Al governance cannot be reliably achieved
through traditional orchestration-layer tools, firewalls, or
response filtering. These approaches typically operate at the
edges of Al workilows—i.e., before or alter inference-
time—but not within the inference process itself. Firewalls
and access controls restrict access to systems or datasets, but
they are coarse-grained and blind to the semantic sensitivity
of content within unstructured 1nputs. Moreover, response
filtering or output redaction tools act too late 1n the pipeline
to prevent exposure, 1.¢., they can obscure what a model
says—but not what it learns or generates based on sensitive
inputs. Finally, orchestration frameworks may support
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worktlow policies, but they do not enforce data-level pro-
tections that travel with content through embedding,
retrieval, generation, and response.

In contrast, by applying structured-database-like policies
to labeled unstructured data, e.g., using word-level, chunk/
phrase-level, document-level, and/or priorty/sensitivity
labels, 1t 1s possible to deliver governance and security
across every stage ol generative Al—i.e., from 1ngestion

through query and retrieval to inference and responses.

Extracting and labeling the latent semantic structure
enables a spectrum of protection—i.e., not just binary access
controls that grant or deny access. The techniques disclosed
herein thus enforce a “policy as code” scheme, 1.€., by
technologically determining what content can be used and
disclosed, in what form, and to whom-thereby transforming
security into a dynamic, utility-preserving capability. Impor-
tantly, this approach ensures that auditability extends
beyond ingestion, e.g., through embedding, retrieval, infer-
ence, and response-allowing enterprises to trace what was
protected, when, and why, in accordance with any applicable
enterprise policies.

To eflectively govern unstructured data for secure gen-
erative Al worktlows, structure must be imposed on unstruc-
tured content. For unstructured text, the underlying latent
semantic structure can be extracted by detecting, labeling,
and classitying sensitive data at ingestion (i.e., pre-embed-
ding) or later in processing, such as aiter retrieval from a
database, which enables structured database-like gover-
nance controls, such as policy-enforced authorization and
data protection. As will be appreciated, eflective Al gover-
nance requires protection mechanisms embedded directly
into the database 1tsell to ensure that governance 1s enforced
consistently-regardless of where or how the data 1s used.

According to some embodiments, scamless integration of
security may be provided at the database layer, so as to
maintain privacy during an LM query process-without
destroying the usefulness or value of the underlying infor-
mation. Table 1, below, outlines various protection capabili-
ties of the systems disclosed herein, and, 1n particular, during
vartous LM query process stages.

TABLE 1

LM Query

Process Stage Protection Capability

Granular, semantic word-level,
chunk-level, and document-

level detection, labeling, and
classification of sensitive data at
ingestion pre-embedding and
tokenization post-embedding.
Policy-driven access controls,
leveraging pre-embedding
metadata applied to chunks

and entities.

Semantic, utility-preserving
reversible tokenization

directly enforced at word-level

at retrieval-time, especially

for untrusted LM scenarios.
Real-time detection & management
of emergent (generative) sensitivity,
selective token reversal, and
semantic rephrasing at the word
and response level.

Ingestion-Time
Detection,
Labeling,

& Tokenization

Query-Time
Authorization

Query-Time Semantic
Tokenization

Response-Time
(Governance &
Selective Disclosure

Ingestion-Time Granular Sensitive Data Detection, Label-
ing, and Tokenization: Perform granular detection, labeling,
and classification of sensitive data during ingestion (pre-
embedding). Metadata labeling at ingestion ensures data 1s
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immediately governable and audit ready. Tokenization of
clear-text post-embedding provides additional security/pri-
vacy at-rest and 1n transit.

Query-Time Authorization: Enforce fine-grained, policy-
driven authorization directly at query-time on tables,
chunks, and individual entities, analogous to structured-
database table, column, and row-level security.

Query-Time Semantic Tokenization: After authorization,
apply a primary (1.e., 1f not yet tokenized) or secondary
protection layer (1.e., 1f already tokenized) via policy-driven,
context-aware semantic tokenization as a utility-preserving
governance control over how, when, and to whom protected
data 1s disclosed.

Response-Time (1.e., Post-Inference) Governance &
Selective Disclosure: Apply policy-driven detection, label-
ing, classification, tokenization, and selective disclosure—
including token reversal and semantic rephrasing-within
inference outputs, proactively managing emergent genera-
tive sensitivity risks, and maximizing semantic accuracy and
analytic utility of LM responses.

Table 2, below, provides an example of a potential scal-
able conceptual framework for protecting sensitive data 1n
unstructured text, which 1s analogous to the use of estab-
lished practices for protecting structured databases.

TABLE 2

Structured Data Labeled Unstructured Data

Table Document or Chunk
Table Metadata Document or Chunk Classification
Column Entity (e.g., person, company,

sensitive term)
Entity Label
Span of Text/Chunk

Query-Time Tokenization

Column Metadata
Row
Query-Time Authorization

As may now be appreciated, by applying “structured-
database-like™ policies to labeled unstructured data, e.g., by
using word-level labels, chunk/phrase-level labels, docu-
ment-level labels, and/or priority/sensitivity labels, 1t 1s
possible to deliver governance and security across every
stage ol generative Al—{rom 1ngestion through query and
retrieval to inference and responses.

System for End-to-End Secunity for Sensitive Information
in LMs

As introduced above, one critical and immediate enter-
prise need addressed by the techniques disclosed herein 1s
the need for secure LM inference-time operations. Today,
enterprises are focused more on securely leveraging sensi-
tive data for LM 1inference rather than on model training.
However, the semantic labeling and reversible protection
techniques described herein enable enterprises to safely use
sensitive content in LM prompts (e.g., queries and retrieved
context) and responses-preserving analytic accuracy without
compromising security or governance, which 1s an urgent
and 1mmediate market requirement.

Embodiments disclosed herein also simplity secure data
sharing, thereby enabling sensitive information to flow
sately across organizational boundaries-including internal
teams, subsidiaries, partners, vendors, regulators, and more.
By embedding structured, policy-driven protections directly
into data, enterprises significantly enhance operational agil-
ity, compliance, and case of collaboration.

Turning now to FIG. 1, a block diagram 100 1s shown,
which 1illustrates a system for performing end-to-end secu-
rity for sensitive mformation in LMs. First, reference data
102 may be obtained. As explained above, in some embodi-
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ments disclosed herein, the mitially obtained reference data
may comprise unstructured data.

Next, 1n some embodiments, at block 104, the unstruc-
tured reference data may be ingested, at which time poten-
tially sensitive information within the unstructured reference
data may be labeled and classified, and optionally tokenized.
Once the granular labeling and classification of the sensitive
data 1s completed, the now labeled unstructured data may be
processed mmto an embedded space, e.g., 1n the form of a
vector stored i a vector database 106. Optionally, the
unstructured data may also be tokemized prior to storage in
the vector database 106, as well. Separately, at block 108, a
query for the LM may come 1n, e.g., from a third party, for
which there 1s relevant information present in the reference
data 102. Block 110 1s analogous to block 104, but performs
query-time detection and classification, and, 1f required,
matching tokenization of potentially sensitive information in
the incoming query. Block 112 1s configured to perform
query-time authorization, that 1s, enforce any fine-grained
policy decisions directly at query time on tables, chunks, and
individual entities, treating such elements analogously to
traditional structured database elements, such as tables,
columns, and rows, as shown 1n Table 2, above. Processing
at block 112 may further include filtering out otherwise
relevant retrieved chunks or reference data. Tokemization
can be broadly or narrowly deterministic, ranging from
common tokens across many use cases, users and queries, to
umquely deterministic for a single query by a particular user
within a specific use case. Post-retrieval secondary tokeni-
zation of pre-storage tokens enables the use of broadly
deterministic tokens for protection at rest and 1n transit, with
use-case, user, and/or query-specific deterministic tokens for
protection of data during use (i.e., at inference-time).

Block 114 1s configured to perform query-time semantic
entity tokenization, 1.¢., a process taking place after autho-
rization, which applies tokemization to clear text sensitive
data (1.e., 11 tokenization was not performed during reference
data mngestion) or a secondary tokenization layer, e.g., via a
context-aware, semantic policy. The semantic tokenization
policy may serve as a utility-preserving governance control
over how, when, and to whom protected data 1s disclosed.
Across and within various embodiments, tokenization can
be broadly or narrowly deterministic, ranging from common
tokens across many use cases, users and queries, to uniquely
deterministic for a single query by a particular user within a
specific use case. In some embodiments, post-retrieval sec-
ondary tokenization of pre-storage tokens enables the use of
broadly deterministic tokens for protection at rest and in
transit, with use-case-, user-, and/or query-specific deter-
ministic tokens for protection of data during use (1.e. at
inference-time). As described above, according to some
embodiments, the semantic tokens may take any desired
form and may be used to provide context and meaning to
theirr underlying values, e.g., in a way that ensures high-
accuracy processing by the LM. In some embodiments,
dynamic tokens, such as DDIDs may be used. At blocks 104,
110 and 114, information necessary to reverse tokens to the
value they are used to replace 1s securely stored for later use,
for example at block 118, as will be described below.

At block 116, the semantically tokemzed data may be
ingested mto an LM. The roles of the LM may include to
understand, process, and generate human-like text, and to
perform tasks like summarization, translation, content cre-
ation, and code generation. LMs may act as information
providers, analyze vast amounts ol unstructured data, and
automate complex or repetitive processes across various
fields. The embodiments disclosed herein provide various
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advances over the current state of the art and, 1n particular,
secure LM 1nference-time operations. The semantic labeling
and reversible protection techmiques described, e.g., at
blocks 104 and 114, enable enterprises to safely use sensitive
content 1n prompts (e.g., queries and retrieved context) and
responses (as shown being produced at block 120), while
preserving analytic accuracy without compromising security
or governance (as shown being enforced at block 118).

At block 118, context-aware policies may be used to
completely or selectively reverse tokens 1n the semantically
tokenized generated response from the LM and/or to
rephrase 1t (using the LM 1tsell or a secondary LM), to
remove tokens while preserving the meaning and utility of
the response.

Additionally, another emerging and strategic use case 1s
tederated Al agents comprising specialized, domain-specific
subagents. These subagents may securely exchange and
reason over shared data without directly accessing underly-
ing sensitive details. Reversible protection ensures sensitive
data 1s securely “carried along” throughout complex Al
workilows, remaiming protected-yet fully usable for accu-
rate, high-utility inference. Only at authorized endpoints,
¢.g., final analytic results intended for approved human users
and/or intermediate or subsequent authorized worktlows,
can data be selectively reversed back into 1ts original sen-
sitive form. This enables powertul federated agent architec-
tures, combining security, accuracy, and analytic flexibility
to deliver robust outcomes at enterprise scale.

As may now be appreciated, the improvements disclosed
herein may have a number of technical benefits for enter-
prise applications, including: (1) enabling lawiul and pro-
ductive use of data processing platforms; (2) limiting the
amount of cleartext personal/sensitive data stored 1n cloud
platform services and/or processed by LMs or other Al
models; (3) providing a selective and variable disclosure
layer for user and/or enterprise sensitive information; (4)
improved accuracy via combining hierarchical labeling with
machine learning optimization; (35) improved context aware-
ness, which allows the system to accurately detect and
protect sensitive data across different scenarios; and (6)
improved scalability, such that the system can work effec-
tively 1n large-scale environments, ensuring that sensitive
data protection can keep pace with the demands of modern
Al systems.

Method for End-to-End Security for Sensitive Informa-
tion 1 LMs

Turning now to FIG. 2, a flowchart, showing a method
200 of performing end-to-end security for sensitive infor-
mation 1n LLMs 1s illustrated, 1n accordance with one or
more embodiments disclosed herein. First, at Step 202, the
method 200 may analyze unstructured textual data using
customizable natural language processing (NLP) tech-
niques. Next, at Step 204, the method 200 may detect
sensitive iformation in the unstructured textual data (e.g.,
according to one or more defined policies, such as enter-
prise-level policies).

Next, at Step 206, the method 200 may assign tokens to
portions of the unstructured textual data (e.g., in the form of
clear-text metadata labels) indicating sensitivity classifica-
tions, wherein the sensitivity classifications are based, at
least 1n part, on determined context-driven meanings of the
respective portions of unstructured textual data. The term
“sensitivity classifications,” as used herein, may include
indications of a sensitivity level of a particular portion of
data (e.g., “Top Secret,” “Internal Distribution Only,” “Gen-
eral Availability,” etc., as described above. As described
above, according to some implementations, use of NLP may
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assist 1n determining a more context-driven meaning or
significance ol given pieces ol data, 1.e., as opposed to

analyzing the data in 1solation.

Next, at Step 208, 1n some implementations, the method
200 may deterministically tokenize the detected sensitive
information (e.g., prior to inference-time usage by an Al-
based model), using reversible tokens configured to preserve
semantic accuracy and utility (e.g., during inference-time
usage by an Al-based model(s)). According to some embodi-
ments, the tokens may comprise DDIDs, though the use of
more traditional token types 1s contemplated, as well.

Next, at Step 210, 1n some implementations, the method
200 may associate provenance metadata with sensitive infor-
mation (e.g., at word-level, chunk-level, document-level,
ctc.), wherein the provenance metadata 1s configured to
provide for enforcement of context-sensitive access controls
at Al inference-time output. Provenance metadata refers to
metadata that may be used to describe or define the recorded
history of the underlying data’s origin, processing, and
transiformations throughout 1ts lifecycle. In some implemen-
tations, this metadata may enable enforcement of selective
disclosure rules based on the source of the data, 1.e., instead
of or 1n addition to selective reversal and rephrasing. Prov-
enance metadata can also provide an audit trail of who, what,
where, and when data was created, modified, and moved.
Having reliable provenance metadata may be essential for
data integrity, trustworthiness, and regulatory compliance,
as 1t allows users to understand the data’s lineage and verily
its reliability for various application, such as Al fact-check-
ing and system debugging.

Next, at Step 212, 1n some implementations, the method
200 may label sensitive content generated during LM infer-
ence and assign token-based classification metadata to such
content post-inference-time and/or, 1 desired, enforce
access control or labeling based on the provenance metadata
described above.

At Step 214, in some implementations, the method 200
may selectively reverse tokenized content and, 1f desired,
semantically rephrase (or even re-tokenize) portions of an Al
model’s post-inference output (e.g., based on defined con-
text-specific access control policies).

Finally, 1n some implementations, at Step 216, the method
200 may optionally enforce database query authorization by
applying sensitivity classification tokens to unstructured
data segments in the post-Al inference-time content and
restricting access (e.g., via tokenization and/or access con-
trol according to one or more defined policies specifying
what parties and/or 1n what contexts certain database infor-
mation may be queried and/or revealed 1n 1ts original form).

The present disclosure offers a scalable hierarchical label-
ing solution in NLP environments for applying context-
sensitive labels at different levels of granularity to enforce a
nuanced treatment of sensitive data, which can also adapt to
varying contexts. This granular approach represents a sig-
nificant improvement over simpler, less flexible methods. It
provides a robust mechanism for protecting sensitive nfor-
mation 1 Al-driven systems, while minimizing the risks
associated with sensitive data disclosure by leveraging hier-
archical labeling, machine learning optimization, and con-
text-aware processing, among other techniques.

Example Electronic Devices

FIG. 3 1s an example of a simplified functional block
diagram 1illustrating a programmable device 300 according
to one embodiment that can implement one or more of the
processes, methods, steps, features or aspects described
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herein. The programmable device 300 may include one or
more communications circuitry 310, memory 320, storage
device 330, processor 340, controlling entity interface 350,
display 360, and communications bus 370. Processor 340
may be any suitable programmable control device or other
processing unit, and it may control the operation of many
functions performed by programmable device 300. Proces-
sor 340 may drive display 360 and may receive controlling
entity mputs from the controlling entity interface 350. An
embedded processor provides a versatile and robust pro-
grammable control device that may be utilized for carrying
out the disclosed techniques.

Storage device 330 may store attribute combinations,
soltware (e.g., for implementing various functions on device
300), preference information, device profile information,
and any other suitable data. Storage device 330 may include
one or more storage mediums for tangibly recording data
and program instructions, including for example, a hard-
drive or solid-state memory, permanent memory such as
ROM, semi-permanent memory such as RAM, or cache.
Program 1nstructions may comprise a soltware implemen-
tation encoded 1n any desired computer programming lan-
guage.

Memory 320 may include one or more different types of
storage modules that may be used for performing device
functions. For example, memory 320 may include cache,
ROM, and/or RAM. Communications bus 370 may provide
a data transfer path for transferring data to, from, or between
at least memory 320, storage device 330, and processor 340.

Although referred to as a bus, commumnications bus 370 1s
not limited to any specific data transier technology. Con-
trolling entity interface 350 may allow a controlling entity to
interact with the programmable device 300. For example,
the controlling entity interface 350 can take a variety of
forms, such as a button, keypad, dial, click wheel, mouse,
touch or voice command screen, or any other form of input
or user interface.

In one embodiment, the programmable device 300 may be
a programmable device capable of processing data. For
example, the programmable device 300 may be a device
such as any identifiable device (excluding smart phones,
tablets, notebook and desktop computers) that have the
ability to communicate and are embedded with sensors,
identifying devices or machine-readable 1dentifiers (a “smart
device”), smart phone, tablet, notebook or desktop com-
puter, or other suitable personal device.

FIG. 4 1s an example of a block diagram illustrating a
system 400 of networked devices for implementing one or
more of the processes, methods, steps, features or aspects
described herein. A client application may be implemented
on any of the smart device (i.e., wearable, movable or
immovable smart devices) 410, smart phone 420, tablet 430,
notebook 440, or desktop computer 450, for example. Each
of these devices 1s connected by one or more networks 460
to the privacy server 470, to which 1s coupled a database 480
for storing synthetic datasets or other relevant information.
The database 480 may be any desired form of data storage,
including structured databases and non-structured flat files.
The privacy server 470 may also provide remote storage for
synthetic datasets or other relevant information that has been
or will be delivered to the clients on devices 410, 420, 430,
440, 450, or other suitable devices either 1n the database 480
or 1n a different database (not shown).

Although a single network 460 1s illustrated in FI1G. 4, the
network 460 may be multiple interconnected networks, and
the privacy server 470 may be connected to each of the
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via different networks 460. The network 460 may be any
type of network, mncluding local area networks, wide area
networks, or the global Internet.

Additional Examples

According to Example 1, a system 1s disclosed, compris-
ing: a memory having, stored therein, computer program
code; and one or more processing units operatively coupled
to the memory and configured to execute 1nstructions 1n the
computer program code that cause the one or more process-
ing units to: analyze unstructured textual data using at least
one natural language processing (NLP) technique; detect
sensitive information in the unstructured textual data accord-
ing to at least one defined policy; and assign tokens to
portions of the unstructured textual data indicating sensitiv-
ity classifications, wherein the sensitivity classifications are
based, at least 1n part, on determined context-driven mean-
ings of the respective portions of unstructured textual data.

According to Example 2, a system 1n accordance with
Example 1 1s disclosed, wherein the portions of the unstruc-
tured textual data comprise at least one of the following:
individual words; compound words; word phrases; chunks
of data; documents; or files.

According to Example 3, a system 1n accordance with
Example 1 1s disclosed, wherein the tokens comprise meta-
data labels.

According to Example 4, a system in accordance with
Example 1 1s disclosed, wherein the instructions i1n the
computer program code Iurther cause the one or more
processing units to: tokenize the detected sensitive informa-
tion using reversible tokens configured to preserve semantic
accuracy and utility during artificial intelligence (Al) infer-
ence-time usage (e.g., wherein the tokenization happens
pre-inference-time by an Al-based model).

According to Example 5, a system 1n accordance with
Example 4 1s disclosed, wherein the reversible tokens are
deterministic within a policy-defined context scope.

According to Example 6, a system 1n accordance with
Example 4 1s disclosed, wherein the reversible tokens com-
prise temporally unique dynamically changing de-1dentifiers
(DDIDs).

According to Example 7, a system in accordance with
Example 1 1s disclosed, wherein the instructions i1n the
computer program code Iurther cause the one or more
processing units to: associate provenance metadata with at
least some of the detected sensitive information (e.g., at the
word-level, chunk-level, document-level, etc.), wherein the
provenance metadata 1s configured to provide for enforce-
ment of context-sensitive access controls to the respective
sensitive information at Al inference-time output.

According to Example 8, a system 1n accordance with
Example 1 1s disclosed, wherein the instructions in the
computer program code further cause the one or more
processing units to: label sensitive content generated during,
Al inference-time output; and assign token-based classifi-
cation metadata to the labeled sensitive content post-Al
inference-time.

According to Example 9, a system 1n accordance with
Example 8 1s disclosed, wherein the instructions in the
computer program code Iurther cause the one or more
processing umts to: selectively reverse at least some token-
ized post-inference-time content (e.g., based on defined
context-specific access control policies).

According to Example 10, a system 1n accordance with
Example 9 1s disclosed, wherein the instructions in the
computer program code further cause the one or more
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processing units to: semantically rephrase at least some of
the tokenized post-Al inference-time content.

According to Example 11, a system in accordance with
Example 9 1s disclosed, wherein the instructions in the
computer program code further cause the one or more
processing units to: tokenize at least some data in the
post-Al inference-time content.

According to Example 12, a system 1n accordance with
Example 9 1s disclosed, wherein the instructions in the
computer program code further cause the one or more
processing units to: enforce database query authorization by
applying token-based classification metadata to unstructured
textual data 1n the post-Al inference-time content (and, e.g.,
tokenize sensitive data or otherwise restrict access according,
to a defined policy).

Other Examples include non-transitory program storage
devices and/or computer-implemented methods 1 accor-
dance with Examples 1-12, listed above.

Additional Comments

While the methods disclosed herein have been described
and shown with reference to particular operations performed
in a particular order, 1t will be understood that these opera-
tions may be combined, sub-divided, or re-ordered to form
equivalent methods without departing from the teachings of
the present invention. Accordingly, unless specifically indi-
cated herein, the order and grouping of the operations 1s not
a limitation of the present invention. For instance, as a
non-limiting example, 1n alternative embodiments, portions
of operations described herein may be re-arranged and
performed 1n different order than as described herein.

It should be appreciated that reference throughout this
specification to “one embodiment” or “an embodiment™ or
“one example” or “an example” means that a particular
feature, structure or characteristic described in connection
with the embodiment may be included, 1f desired, 1n at least
one embodiment of the present invention. Therefore, i1t
should be appreciated that two or more references to “an
embodiment” or “one embodiment” or ‘“an alternative
embodiment” or “one example” or “an example” 1n various
portions of this specification are not necessarily all referring
to the same embodiment. Furthermore, the particular fea-
tures, structures or characteristics may be combined as
desired 1n one or more embodiments of the invention.

It should be appreciated that in the foregoing description
of exemplary embodiments of the invention, various fea-
tures of the mvention are sometimes grouped together 1n a
single embodiment, figure, or description thereof for the
purpose ol streamlining the disclosure and aiding in the
understanding of one or more of the various inventive
aspects. This method of disclosure, however, 1s not to be
interpreted as reflecting an intention that the claimed nven-
tions require more features than are expressly recited 1n each
claim. Rather, inventive aspects lie 1n less than all features
of a single foregoing disclosed embodiment, and each
embodiment described herein may contain more than one
inventive feature.

While the mnvention has been particularly shown and
described with reference to embodiments thereof, details
may be made without departing from the spirit and scope of
the 1nvention.

The 1nvention claimed 1s:

1. A system, comprising:

a memory having, stored therein, computer program code;
and
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one or more processing units operatively coupled to the

memory and configured to execute instructions in the

computer program code that cause the one or more

processing units to:

analyze unstructured textual data using at least one
natural language processing (NLP) technique;

detect sensitive information 1n the unstructured textual
data according to at least one defined policy;

assign tokens to portions of the unstructured textual
data indicating sensitivity classifications, wherein
the sensitivity classifications are based, at least 1n
part, on determined context-driven meanings of the
respective portions of unstructured textual data;

label sensitive content generated during Al inference-
time output; and

assign token-based classification metadata to the
labeled sensitive content post-Al inference-time.

2. The system of claim 1, wherein the portions of the
unstructured textual data comprise at least one of the fol-
lowing: individual words; compound words;

word phrases; chunks of data; documents; or {iles.

3. The system of claim 1, wherein the tokens comprise
metadata labels.

4. The system of claim 1, wherein the mstructions 1n the
computer program code further cause the one or more
processing units to:

tokenize the detected sensitive information using revers-

ible tokens configured to preserve semantic accuracy
and utility during artificial intelligence (Al) inference-
time usage.

5. The system of claim 4, wherein the reversible tokens
are deterministic within a policy-defined context scope.

6. The system of claim 4, wherein the reversible tokens
comprise temporally unique dynamically changing de-i1den-
tifiers (DDIDs).

7. The system of claim 1, wherein the mstructions 1n the
computer program code Iurther cause the one or more
processing units to:

associate provenance metadata with at least some of the

detected sensitive information, wherein the provenance
metadata 1s configured to provide for enforcement of
context-sensitive access controls to the respective sen-
sitive information at Al inference-time output.

8. The system of claim 1, wherein the instructions in the
computer program code Iurther cause the one or more
processing units to:

selectively reverse at least some of the tokenized post-Al

inference-time content.

9. The system of claim 8, wherein the mstructions 1n the
computer program code Iurther cause the one or more
processing units to:

semantically rephrase at least some of the tokenized

post-Al inference-time content.

10. The system of claim 8, wherein the instructions in the
computer program code further cause the one or more
processing units to:

tokenize at least some data 1nof the post-Al inference-

time content.

11. The system of claim 8, wherein the instructions 1n the
computer program code Iurther cause the one or more
processing units to:

enforce database query authorization by applying token-

based classification metadata to at least some of the
post-Al inference-time content.

12. A non-transitory program storage device comprising
instructions stored thereon to cause one or more processors
to:
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analyze unstructured textual data using at least one natural
language processing (NLP) technique;

detect sensitive information in the unstructured textual
data according to at least one defined policy; and

assign tokens to portions of the unstructured textual data
indicating sensitivity classifications, wherein the sen-

sitivity classifications are based, at least 1 part, on
determined context-driven meanings of the respective
portions of unstructured textual data; and

associate token-based provenance metadata with at least
some of the detected sensitive information, wherein the
token-based provenance metadata 1s configured to pro-
vide for enforcement of context-sensitive access con-
trols to the respective sensitive mformation post-Al

inference-time.

13. The non-transitory program storage device of claim
12, wherein the instructions further cause the one or more
processors to:

tokenize the detected sensitive information using revers-

ible tokens configured to preserve semantic accuracy
and utility during Al inference-time usage.

14. The non-transitory program storage device of claim
13, wherein the reversible tokens are deterministic within a
policy-defined context scope.

15. The non-transitory program storage device of claim
12, wherein the instructions further cause the one or more
processors to:

label sensitive content generated during Al inference-time

output; and

assign token-based classification metadata to the labeled

sensitive content post-Al inference-time.

16. The non-transitory program storage device of claim
15, wherein the instructions further cause the one or more
processors to:

selectively reverse at least some of the tokenized post-Al

inference-time content.

17. The non-transitory program storage device of claim
16, wherein the instructions further cause the one or more
processors to:

semantically rephrase at least some of the tokenized

post-Al inference-time content.

18. The non-transitory program storage device of claim
16, wherein the instructions further cause the one or more
processors to:

tokenize at least some of the post-Al inference-time

content.

19. The non-transitory program storage device of claim
12, wherein the instructions further cause the one or more
processors to:

10

15

20

25

30

35

40

45

18

enforce database query authorization by applying token-
based classification metadata to at least some of the
post-Al inference-time content.

20. A computer-implemented method, comprising:

analyzing unstructured textual data using at least one
natural language processing (NLP) technique;

detecting sensitive information in the unstructured textual
data according to at least one defined policy;

assigning tokens to portions of the unstructured textual
data indicating sensitivity classifications, wherein the
sensitivity classifications are based, at least in part, on
determined context-driven meanings of the respective

portions of unstructured textual data;
labeling sensitive content generated during Al inference-

time output; and

assigning token-based classification metadata to the

labeled sensitive content post-Al inference-time.

21. The computer-implemented method of claim 20, fur-
ther comprising:

tokenizing the detected sensitive information using

reversible tokens configured to preserve semantic accu-
racy and utility during inference-time usage.

22. The computer-implemented method of claim 21,
wherein the reversible tokens comprise temporally unique
dynamically changing de-identifiers (DDIDs).

23. The computer-implemented method of claim 22, fur-
ther comprising:

associating provenance metadata with at least some of the

detected sensitive information, wherein the provenance
metadata 1s configured to provide for enforcement of
context-sensitive access controls to the respective sen-
sitive information at Al inference-time output.

24. The computer-implemented method of claim 21, fur-
ther comprising:

selectively reversing at least some of the tokenized post-

Al inference-time content.

25. The computer-implemented method of claim 24, fur-
ther comprising:

semantically rephrasing at least some of the tokenized

post-Al inference-time content.

26. The computer-implemented method of claim 24, fur-
ther comprising:

tokenizing at least some of the post-Al inference-time

content.

277. The computer-implemented method of claim 20, fur-
ther comprising:

enforcing database query authorization by applying

token-based classification metadata to at least some of
the post-Al inference-time content.
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