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MEMORY FAULT MANAGEMENT FOR
SOFTWARE

BACKGROUND

Advanced drniver assistance systems (ADAS), semi-au-
tonomous vehicle systems, seli-driving systems, and other-
wise autonomous drniving (AD) systems are systems that
automate or otherwise enhance vehicle control for improved
safety, automated navigation, and the like. AD/ADAS sys-
tems typically utilize data from onboard sensors such as
cameras, Lidars, Radars, and so forth, for detecting infor-
mation related to the environment surrounding the vehicle
and for making predictions that are then used to determine
vehicle control functions.

With recent advancements 1n artificial intelligence (AI)
technologies, such as deep neural networks (DNN) and other
types of machine learning, Al functions are rapidly being
adopted 1n AD/ADAS systems. Moreover, these functions
are being 1mplemented in vehicle computing devices,
including in embedded systems such as electronic control
units (ECU). The Al functions may use millions of learned
parameters to make accurate classifications or predictions.
Input data, model parameters, and 1nstruction sets to process
the input data are typically stored 1n a memory associated
with the embedded systems. However, the operation of these
Al algorithms can be affected by hardware faults, such as
transient, intermittent, or permanent faults mm memory,
which may cause prediction or classification errors. Perma-
nent faults in memory may occur for several reasons, such
as electrostatic discharge, cosmic radiation, fabrication
flaws, or persistent itermittent faults occurring in the sys-
tem. When a fault in memory causes an Al error, the results

may prove to be hazardous, particularly if the fault affects a
safety-critical system.

SUMMARY

In some i1mplementations, a system monitors for a
memory fault associated with execution of solftware. Based
at least on recerving an indication of a possible memory
tault, the system scans a {irst area of the memory based on
a data structure that indicates that the first area of the
memory stores a portion of parameters of the software that
allect an accuracy of the software i1f there 1s a memory fault
in the first area of the memory. Based at least on the scanning
indicating that there 1s a memory fault 1n the first area of the
memory, the system remaps the portion of parameters of the
soltware from the first area to a second area of the memory
that 1s determined to be free.

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description 1s set forth with reference to the
accompanying figures. In the figures, the left-most digit(s) of
a reference number 1dentifies the figure 1n which the refer-
ence number first appears. The use of the same reference
numbers 1 different figures indicates similar or i1dentical
items or features.

FIG. 1 1llustrates an example physical and logical archi-
tecture of a system able to manage faults that may occur in
a memory associated with executable software according to
some 1mplementations.

FIG. 2 1s a flow diagram 1llustrating an example process
for managing memory faults according to some implemen-
tations.
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FIG. 3 1s a flow diagram 1illustrating an example process
for managing memory faults according to some implemen-
tations.

FIG. 4 1s a flow diagram 1illustrating an example process
for determining sensitive parameters ol selected software
that has been selected to be mapped soltware according to
some 1mplementations.

FIG. 5 1s a flow diagram 1llustrating an example process
for generating a sensitive parameters memory map (SPM
map) according to some 1mplementations.

FIG. 6 15 a flow diagram illustrating an example process
for generating a free area memory map (FAM map) accord-
ing to some 1mplementations.

DESCRIPTION

Some 1mplementations herein are directed to techniques
and arrangements that include a capability for performing
dynamic memory remapping to ensure the reliability and
safety of vehicular operations. For mstance, the implemen-
tations herein may be applied to improve the performance of
safety-critical applications, as well as other applications,
computer programs, or the like, executable on board
vehicles or other computing devices. Some examples herein
include identification of sensitive parameters for a selected
algorithm, application, executable code, computer program,
or other software that 1s intended for deployment and
execution on a plurality of computing devices, such as
computing devices on board a plurality of vehicles. The
sensitive parameters ol the soltware may be those param-
cters of the software that, 1f aflected by a memory fault,
cause a change 1n the output of the solftware, or otherwise
cause a change in performance of the software so that the
soltware does not perform as intended. To determine the
sensitive parameters, a sensitivity analysis may be per-
formed on each piece of software before the software is
deployed on the plurality of vehicles. For instance, sensitive
parameters of the software may be identified and a map of
memory locations of those sensitive parameters may be
generated.

When a possible memory fault 1s detected 1n the device
memory region, only the portion of the memory correspond-
ing to the SPM map 1s scanned to avoid scanning the entire
memory of the computing device. I the scan indicates that
there 1s a fault in the memory corresponding to the parameter
memory location, then the memory region ol sensitive
parameters are remapped from that memory to a fault-free
memory region determined from the free areca memory
(FAM) map while ensuring the real-time execution latency
for the algorithm, 1.e., ensuring that the mapped soiftware 1s
still able to execute within a specified time threshold.

The implementations herein are able to manage hardware
Srrors 1n memory or processors, such as permanent faults 1n
chips, which can cause abnormalities in predictions made by
algorithms, and which, 1n the case of safety-critical appli-
cations, or other safety-critical mapped software, can cause
a significant likelihood of crash, injury, damage, or the like.
As one example, a permanent fault may cause memory to be
stuck at one or more locations. Typically, these faults may
require chip replacement as the only practical remedy, which
1s costly. However, implementations herein are able to
determine where the portions of the mapped software that
are sensitive to memory faults utilize the memory, and, 11 a
fault 1n that portion of the memory should occur, remap the
memory used by the sensitive portions away from the
memory area with the detected fault.
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Additionally, the techniques herein may be emploved
with various different ECU architectures and other comput-
ing device configurations, such as to help maintain the
expected performance of respective different safety-critical
soltware that may be executing on respective diflerent ECUs 5
or other computing devices. For example, the techniques
herein are scalable to conventional, domain, and zone or
integrated ECUs that run safety-critical applications or any
of various other types of software that might be mapped
using the techniques herein. For example, edge devices that 10
run Al prediction models or other real-time applications may
also use the techniques herein to reduce the cost of chip
replacement when a memory fault 1s detected.

For discussion purposes, some example implementations
are described in the environment of detecting faults 1n 15
memory associated with a vehicle computing device, such as
an ECU. However, implementations herein are not limited to
the particular examples provided, and may be extended to
other types of computing devices, other types of system
configurations, other types of vehicles, other types of 20
machine learning and Al models, non-vehicle computing,
devices, and so forth, as will be apparent to those of skill 1n
the art in light of the disclosure herein.

FIG. 1 1llustrates an example physical and logical archi-
tecture of a system able to manage faults that may occur in 25
a memory associated with executable software according to
some 1mplementations. In this example, a vehicle 102
includes one or more vehicle computing devices 104 able to
communicate over one or more networks 105 with one or
more service computing devices 108. In addition, the one or 30
more vehicle computing devices 104 are able to communi-
cate over one or more communication links 106 with one or
more actuators 110 and one or more onboard sensors 112,
such as sensors 112(1), 112(2), . . ., 112(N). For example,
the onboard sensors 112 may provide sensor data regarding 35
the environment surrounding the vehicle 102. Further, the
actuators 110 may receive one or more control signals from
the one or more vehicle computing devices 104 based on
results of sensor data processing performed by the one or
more vehicle computing devices 104. For instance, the 40
vehicle computing device(s) 104 may be included 1n a
vehicle 102 that has actuators 110 that can control one or
more vehicle system components 114 of one or more vehicle
systems 113, such as for controlling some or all aspects of
vehicle operation, such as steering, brakes, acceleration, 45
signaling, lighting, or any of various other vehicle systems
115.

Examples of sensors 112 may typically include one or
more of cameras (mono and/or stereo, visible light and/or
near infrared), lidar sensors, radar sensors, ultrasonic sen- 50
sors, thermal 1maging sensors, a Global Navigation Satellite
System (GNSS) sensor or other position sensor, a steering
wheel position sensor (or a front wheel position sensor 1n the
case that there 1s no steering wheel 1in the vehicle), a vehicle
speed sensor; and various other vehicle condition sensors, as 55
1s known 1in the art. Furthermore, 1n some examples, some
sensors 112 may provide sensor data directly to the one or
more vehicle computing devices 104. Numerous variations
will be apparent to those of skill 1n the art having the benefit
of the disclosure herein. 60

The vehicle computing devices 104 may typically com-
municate with each other, the sensors 112, and the actuators
110 over the communication link 106, such as via a wired
connection, e.g., a vehicle bus according to a vehicle bus
protocol, Ethernet connections, or any other suitable proto- 65
col. As an example, the communication link 106 may

include a Controller Area Network bus (CAN bus) that
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enables communication according to the CAN bus protocol.
The CAN bus protocol 1s a vehicle bus protocol that allows
ECUs and other vehicle devices and systems to communi-
cate with each other without a host computer. Furthermore,
the communication links 106 are not limited to a CAN bus
protocol, and may include other types of wired and wireless
networking technologies, such as FEthernet, fiber optics,
Wi-F1 or other short range wireless technology, and so forth.
Consequently, implementations herein are not limited to any
particular networking technology or protocol.

In addition, at least the one or more vehicle computing

devices 104 may communicate over the one or more net-
works 105 with the one or more service computing devices
108, which are remote from the vehicle 102, 1.e., not located
on board the vehicle 102. As an example, the one or more
service computing devices 108 may include cloud servers,
edge servers, combinations thereof, or other suitable com-
puting devices, such as desktops, laptops, workstations,
mobile devices, or the like. The service computing device(s)
108 may maintain, or may access, a mapping program 116,
and 1n some examples, a map database 118, each of which
1s discussed additionally below.
The one or more networks 105, or portions thereof, may
include any appropriate network, including a wireless net-
work, such as a cellular network; other radio networks, such
as vehicle to vehicle (V2V), a wide area network, such as the
Internet; a local area network, such as an intranet; a local
wireless network, such as Wi-Fi; close-range wireless com-
munications, such as BLUETOOTH®; a wired network,
including fiber optics and Fthernet; any combination
thereol, or any other suitable communication network. Com-
ponents used for such communication technologies can
depend at least in part upon the type of network, the
environment selected, or both. Protocols for communicating
over such networks are well known and will not be discussed
herein 1n detail.

As defined by the Society of Automotive Engineers
(SAE), the concept of autonomous driving mainly starts
from “Level 3 (conditional driving automation), in which
the vehicle itsell may monitor the surroundings and may
exert some control over the vehicle (e.g., automatic emer-
gency braking). At “Level 4”7 (high driving automation) a
vehicle may be able to dnive independently most of the time
but will not operate unless all conditions are met, and an
operator 1s still required to be able to take over. At “Level 57
(full drniving automation) the vehicle i1s able to drnive any-
where 1n all conditions without an operator. Some examples
herein may be useful for level 3-5 dnving automation
systems and autonomous driving vehicles.

As one example, an autonomous driving system for the
vehicle 102 may include three major functions, namely,
perception, cognition, and control. The perception function
may include recerving on-board vehicle sensor data such as
from cameras, lidar, radar, and/or other sensors. The sensor
data 1s then processed using conventional and/or machine
learning algorithms to 1dentily obstacles, pedestrians, road
signs, road features, tratlic lights, and so forth. Based on
recognition information, the cognmition function can make
driving plans and generate safe drivable trajectories for the
vehicle 102. The trajectories may then be used to generate
the control signals such as acceleration mstructions, braking
instruction, steering instructions, and the like, for following
a determined trajectory. The control signals are sent to
various vehicle systems for execution. However, as one
example, should there be a memory fault that causes a faulty
recognition result or that significantly delays the recognition
result, the safe operation of the vehicle may be jeopardized.
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The solution herein enables the vehicle computing devices
to detect a memory fault and take corrective action for
dynamically remapping memory locations to avoid a reoc-
currence of the fault, thereby improving the safety of the
vehicle operation. Furthermore, while the above example
refers to the recognition process, the techniques herein may
be applied to any algorithm whose proper execution 1s
significant for the safe or eflective operation of the vehicle
102.

In thus example, the one or more vehicle computing
devices 104 include one or more processors 122, one or
more computer readable media 124, and one or more com-
munication interfaces 126. In some examples, the one or
more vehicle computing devices 104 may include one or
more ECUs (electronic control units) or any of various other
types of computing devices. For instance, the computing
device(s) 104 may include one or more ADAS/AD ECUSs for
controlling at least some actuators 110 of the vehicle sys-
tems 115, such as to perform ADAS and/or AD tasks, such
as navigation, braking, steering, acceleration, deceleration,
and so forth. The computing device(s) 104 may also include
one or more other ECUs, such as for controlling the actua-
tors 110 of other systems of the vehicle systems 1135, the
sensors 112, and so forth.

“BECU” 1s a generic term for any embedded processing
system that controls one or more of the systems 115,
subsystems, or components 114 in a vehicle. Software, such
as a vehicle control program 128 and a recognition program
130 may be executed by one or more ECUs and may be
stored 1n a portion of the computer readable media 128 (e.g.,
program ROM, solid state storage, etc., as discussed below)
associated with the respective ECU to enable the ECU to
operate as an embedded system. ECUs on a vehicle may
typically communicate with each other over a vehicle bus,
such as the CAN bus mentioned above, according to a
vehicle bus protocol.

Each ECU or other vehicle computing device 104 may
include one or more processors 122, which may include a
single processing unit or a number of processing units, and
may include single or multiple computing units or multiple
processing cores. For example, the one or more processors
122 may include one or more of central processing units
(CPUs), system-on-chip (SOC) processors, graphics pro-
cessing units (GPUs), microprocessors, microcomputers,
microcontrollers, digital signal processors, state machines,
logic circuits, and/or other devices that manipulate signals
based on operational instructions. As one example, the
processor(s) 122 may include one or more hardware pro-
cessors and/or logic circuits of any suitable type specifically
programmed or configured to execute the algorithms and
other processes described herein. The processor(s) 122 may
be configured to fetch and execute computer readable
instructions stored in the computer readable media 124,
which may program the processor(s) 122 to perform the
functions described herein.

The computer readable media 124 may include volatile
and nonvolatile memory 132 as well as storage devices,
and/or removable and non-removable media implemented 1n
any type of technology for storage of information, such as
computer readable instructions, data structures, programs,
program modules, and other code or data. For example, the
computer readable media 124, including the memory 132,
may include, but 1s not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, as well as optical
storage, solid state storage, magnetic disk, cloud storage, or
any other medium that can be used to store the desired
information and that can be accessed by a computing device.
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Depending on the configuration of the one or more vehicle
computing devices 104, the computer readable media 124
may be a tangible non-transitory medium to the extent that,
when mentioned, non-transitory computer readable media
exclude media such as energy, carrier signals, electromag-
netic waves, and/or signals per sec. In some cases, the
computer readable media 124 may be at the same location as
the one or more vehicle computing devices 104, while 1n
other examples, the computer readable media 124 may be
partially remote from the one or more vehicle computing
devices 104, such as accessible over a wireless network or
the like, such as the one or more networks 105.

The computer readable media 124 may be used to store
any number of functional components that are executable by
the processor(s) 122. In many implementations, these func-
tional components comprise instructions, programs, algo-
rithms, or other software that are executable by the processor
(s) 122 and that, when executed, specifically program the
processor(s) 122 to perform the actions attributed herein to
the one or more vehicle computing devices 104. Functional
components stored 1n the computer readable media 124 may
include a fault management program 134 that may be
executed for managing remapping of memory when a
memory fault 1s detected 1n memory used for execution of
mapped software 135, as discussed according to the imple-
mentations herein.

In addition, the functional components may include the
mapped software 1335 that 1s executable on the processor(s)
122 and which, in some examples, may be a safety critical
piece of software, such as an algornithm, executable code,
application, or other computer program. As one example, the
mapped software 135 may determine real-time predictions
for controlling at least a portion of at least one vehicle
system 1135 based at least on sensor mformation received
from the plurality of vehicle sensors 112. Further, in some
examples, the mapped software 1s not safety critical, but
may be any software that i1s executable on a computing
device, and for which a sensitive parameters memory (SPM)
map 136 and a free area memory (FAM) map 138 have been
determined for a designated ECU and memory configura-
tion. Furthermore, 1n some examples, the mapped software
135 may include numerous different computer programs,
different pieces of executable code, different pieces of
software, different algorithms, and so forth, each of which
may have 1ts own SPM map 136 and FAM map 138.

Additional functional components that may be stored 1n
the computer readable media 124 1n some examples may
include the recognition program 130 and the vehicle control
program 128, each of which may include one or more
computer programs, applications, executable code, or por-
tions thereof. Furthermore, 1n some examples, the recogni-
tion program 130 and/or the vehicle control program 128
may be, or may include, mapped software 135. Additionally,
while the programs 134, 130 and 128 are illustrated as
separate programs in this example, some or all of these
programs may be combined 1nto one or more programs, or
divided into a larger number of programs, or the like.

In addition, the computer readable media 124 may store
data, data structures, and other information used for per-
forming the functions and services described herein. For
example, the computer readable media 124 may store the
SPM map 136 and the FAM map 138 for the mapped
software 135, and which may be used for remapping sen-
sitive parameters of an algorithm to different portions of the
memory 132 when a fault 1s detected 1n the memory 132, as
discussed additionally below with respect to FIGS. 2-5.
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Additionally, the computer readable media 124 may store
one or more machine learning models 140, such as one or
more predictive models that may be used by the recognition
program 130 or by the vehicle control program 128.
Examples of machine learning models 140 that may be used
in some examples herein may include artificial neural net-
works, such as deep learming neural networks, self-organiz-
ing neural networks, recurrent neural networks, convolu-
tional neural networks, modular neural networks, or the like,
as well as other types of predictive models, decision trees,
classifiers, regression models, such as linear regression
models, support vector machines, stochastic models, such as
Markov models and hidden Markov models, and so forth.

The one or more vehicle computing devices 104 may also
include or maintain other functional components and data,
which may include other programs, drivers, etc., and the
data used or generated by the functional components. Fur-
ther, the one or more vehicle computing devices 104 may
include many other logical, programmatic, and physical
components, ol which those described above are merely
examples that are related to the discussion herein.

The one or more communication interfaces 126 may
include one or more software and hardware components for
enabling communication with various other devices, such as
over the communication links 106 and/or over a cellular
network or other wireless communication network for com-
municating with the service computing device(s) 108, other
vehicles, and the like. For example, the communication
interface(s) 126 may enable communication through one or
more of a LAN, the Internet, cable networks, cellular
networks, other radio networks, other wireless networks
(e.g., Wi1-F1) and wired networks (e.g., CAN, fiber optic,
Ethernet), direct connections, as well as close-range com-
munications such as BLUETOOTH®, and the like.

The service computing device(s) 108 may include one or
more servers or other types of computing devices that may
be embodied 1n any number of ways. For instance, in the
case of a server, the programs, other functional components,
and data may be implemented on a single server, a cluster of
servers, a server farm or data center, a cloud-hosted com-
puting service, an edge server, and so forth, although other
computer architectures may additionally or alternatively be
used.

Further, while the figures illustrate the functional compo-
nents and data of the service computing device(s) 108 as
being present in a single location, these components and data
may alternatively be distributed across different computing,
devices and diflerent locations in any manner. Consequently,
the functions may be implemented by one or more service
computing devices 108, with the various functionality
described heremn distributed in various ways across the
different service computing devices 108. Multiple service
computing devices 108 may be located together or sepa-
rately, and organized, for example, as virtual servers, server
banks, and/or server farms. The described functionality may
be provided by the servers of a single entity or enterprise, or
may be provided by the servers and/or services of multiple
different entities or enterprises.

In the 1llustrated example, each service computing device
108 may include one or more processors 150, one or more
computer readable media 152, and one or more communi-
cation interfaces (I/Fs) 154. Each processor 150 may be a
single processing unit or a number of processing units, and
may include single or multiple computing units or multiple
processing cores. The processor(s) 150 can be implemented
as one or more MmiCroprocessors, microcomputers, micro-
controllers, digital signal processors, central processing
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units, graphics processing units, system-on-chip processing
units, state machines, logic circuitries, and/or any devices
that manipulate signals based on operational instructions.
For instance, the processor(s) 150 may be one or more
hardware processors and/or logic circuits of any suitable
type specifically programmed or configured to execute the
algorithms and processes described herein. The processor(s)
150 can be configured to fetch and execute computer read-
able 1nstructions stored in the computer readable media 152,
which can program the processor(s) 150 to perform the
functions described herein.

The computer readable media 152 may include volatile
and nonvolatile memory and/or removable and non-remov-
able storage media implemented 1n any type of technology
for storage of information, such as computer readable
instructions, data structures, program modules, or other data.
Such computer readable media 152 may include, but 1s not
limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, optical storage, solid state storage,
magnetic tape storage, magnetic disk storage, storage arrays,
network attached storage, storage area networks, cloud
storage, or any other medium that can be used to store the
desired information and that can be accessed by a computing
device. Depending on the configuration of the service com-
puting device(s) 108, the computer readable media 152 may
be a type of computer readable storage media and/or may be
a tangible non-transitory media to the extent that when
mentioned herein, non-transitory computer readable media
exclude media such as energy, carrier signals, electromag-
netic waves, and signals per se.

The computer readable media 152 may be used to store
any number of functional components that are executable by
the processors 150. In many implementations, these func-
tional components comprise instructions or programs that
are executable by the processors 150 and that, when
executed, specifically configure the one or more processors
150 to perform the actions attributed above to the service
computing device(s) 108. Functional components stored 1n
the computer readable media 152 may include the mapping
program 116. For example, the mapping program 116 may
perform testing of the mapped software 135 to generate the
SPM map 136 and the FAM map 138 using techniques as
discussed additionally below, and may provide these maps to
the vehicles 102 such as through the networks 105, or,
alternatively, through provision of the maps 136, 138 to the
vehicle manufacturer, other OEM provider, or through any
ol various other methods.

In addition, the computer readable media 152 may store
data used for performing the operations described herein.
Thus, 1n some examples, the computer readable media 152
may include the map database 118, which may include one
or more SPM maps 136 and FAM maps 138 that have been
generated by execution of the mapping program 116 for
various different vehicles. For instance, 1n some examples,
the service computing devices may generate SPM maps 136
and FAM maps 138 for numerous different vehicle models
and brands as part of the manufacturing process for these
vehicles.

Further, the service computing device 108 may also
include or maintain other functional components and data
not specifically shown 1n FIG. 2, which may include pro-
grams, drivers, etc., and the data used or generated by the
functional components. Additionally, the service computing
device(s) 108 may include many other logical, program-
matic, and physical components, of which those described
above are merely examples that are related to the discussion
herein.
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The communication interface(s) 154 may include one or
more interfaces and hardware components for enabling
communication with various other devices, such as over the
network(s) 105. For example, communication interface(s)
154 may enable communication through one or more of the
Internet, cable networks, cellular networks, wireless net-
works (e.g., Wi-F1) and wired networks (e.g., fiber optic and
Ethernet), as well as close-range communications, such as
BLUETOOTH®, BLUETOOTH® low energy, and the like,
as additionally enumerated elsewhere herein.

As an example, such as during a vehicle design or
development stage, the SPM map 136 and the FAM map 138
may be determined for a particular piece of software (the
mapped software 135) that will be executed on a selected
ECU, such as may be installed on a particular vehicle brand,
model, model year, trim level, and so forth. For instance, the
selected ECU may be manufactured or installed with a
known memory configuration for executing a selected com-
puter program as the mapped software 135. In examples
herein, the mapping stage may be referred to as an “oflline”™
mode since the mapping 1s performed during testing of the
mapped software 135 on a test ECU or, alternatively, an
ECU emulator (aka a *“virtual ECU”). For example, the test
ECU may be an example of the selected ECU that 1is
intended to be installed 1n the vehicle 102 during production
of the vehicle 102.

For generating the SPM map 136 and the FAM map 138,
the service computing device 108 may be 1n communication
with an ECU or ECU emulator device 160. For example, the
ECU or ECU emulator device 160 may be an example of the
ECU that has been selected to be installed 1n the vehicle 10
during production of the vehicle 102 as one of the vehicle
computing devices 104. Further, the ECU or ECU emulator
device 160 may include a memory 162 that maintains at least
a portion of the mapped soitware 135 during testing execu-
tion of the mapped soitware, and that maps to the memory
132 that will be 1nstalled and used by the vehicle computing
device(s) 104 that will execute the mapped solftware 1335
during operation of the vehicle 102.

Additionally, 1n some examples, the mapped software 135
that 1s tested and for which the maps 136 and 138 are
generated may be categorized as a safety-critical program,
while 1n other examples, the mapped software 135 may be
any other algorithm, executable code, application, or other
computer program for which an SPM map 136 and FAM
map 138 are determined, such as, for example, a computer
program whose execution 1s categorized as significant to the
safe and eflective operation of the vehicle 102, e.g., a
computer program that plays a role 1n enabling the vehicle
102 to navigate safely and/or efliciently from a start point to
a destination point.

Alternatively, as another example, the ECU or ECU
simulator device 160 may be a computing device that 1s
configured by executable instructions to provide a virtual
ECU and corresponding memory space that 1s able emulate
the operations and performance of an actual ECU and
memory 132 that will be installed 1n the vehicle 102 during
production. In either event, the memory 162 may map to the
memory 132 of the vehicle computing devices 104 that wall
be used during execution of the mapped software 135 when
the mapped software 135 i1s installed on the vehicle com-
puting device(s) 104.

In some examples, during the design and development
phase for the vehicle 102, the applications, computer pro-
grams, and other software that will be implemented on the
ECUs (vehicle computing devices 104) of the vehicle 102

are finalized, and memory areas may be allocated and fixed
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for each piece of software, such as based on task execution
priority. For example, the memory 132 may contain various
regions, such as dynamic buflers, which store continuously
changing data, such as video frames captured by cameras or
static regions allocated to base software. Machine learning
models 140, such as deep learning neural networks and other
Al algorithms, may typically use millions of learned param-
cters to make accurate classifications or predictions. These
parameters may also be stored in certain buflers in the
memory 132 for inference of such machine learning models
140. However, these types of machine learning models 140
are susceptible to hardware faults, such as transient, inter-
mittent, or permanent faults, which tend to induce prediction
or classification errors. Permanent hardware faults may have
a lasting 1impact on the system and are typically removed by
replacing faulty hardware components.

When a system 1s aflected by permanent memory faults,
the system may portray {ixed and/or repetitive errors such as
“stuck-at-faults” 1n which the algorithm repetitively stops
executing or otherwise begins to malfunction at a certain
point. Permanent faults typically imply irreversible chip
damage, for which the most eflective solution 1s usually to
replace the faulty chip, which may be a costly solution.
Accordingly, to address these issues, the examples herein
determine the SPM map 136 and FAM map 138 to generate
mapped software 135 for one or more selected machine
learning models 140, or other computer programs, applica-
tions, etc.

During the ofiline map generation process, sensitive
parameters for the mapped software 135 are 1dentified using
a sensitivity analysis that identifies those parameters of the
mapped soltware that are aflected by a memory fault. As one
example, pointers to the memory area(s) where these sen-
sitive parameters are stored in the embedded system
memory 132 are selected. A memory map of the sensitive
parameters based on their sensitivity 1s created as the SPM
map 136 for the selected piece of soltware being tested (the
mapped software 135). The SPM map 136 may subsequently
be stored by the vehicle computing device(s) 104 (or other
types of computing devices) with other software, including
the mapped software 135 and the fault management program
134. Furthermore, during the ofiline stage, once all the
software 1s installed and executable on the ECU or ECU
emulator device, the mapping program may determine the
free memory areas of the memory 162 that corresponds to
the memory 132 that will be present for the vehicle com-
puting device(s) 104. Pointers and number of bytes for each
free memory areca may be mapped and stored based on the
case ol accessibility of the free area. As one example, the
free memory area may be located in the same memory chip
or in another memory chip associated with the ECU. The
FAM map 138 1s also subsequently stored with the vehicle
computing device(s) 104 that will execute the mapped
software 135. Furthermore, while the examples herein are
described in the environment of execution on a vehicle
computing device 104, such as an ECU, 1n other examples,
the mapped software 135 may be executed on any other type
of computing device.

Once the ECU 1s nstalled in the vehicle as one of the
vehicle computing devices 104, and 1s online (1.e., working
in real time) to execute the mapped soltware 135, the fault
management program 134 may continuously monitor the
execution of mapped software 135 for errors. If a possible
permanent fault 1s detected by the fault management pro-
gram 134, then mnitially, the SPM map 136 1s accessed 1n the
computer readable media 124. Based on the SPM map 136,
the fault management program 134 scans the memory 132
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associated with the vehicle computing device that 1s execut-
ing the mapped software 135. Advantageously, rather than
scanning the entire memory 132, the fault management
program 134 may scan only the portions of memory that
have been mapped as maintaining the sensitive parameters
that were determined during testing to be sensitive to
memory faults. If memory corruption 1s found in one of
these mapped sensitive parameter areas, a permanent fault
may be confirmed, and the fault management program 134
may access the FAM map 138 from the computer readable
media 124 and remap the sensitive parameters that were
previously stored 1n the faulty portion of the memory 132 to
a Iree area of memory determined from the FAM map 138.
Following the remapping of the sensitive parameters to the
new memory area, the execution time of the mapped soft-
ware 1s evaluated, and 1f the execution time satisfies a
threshold time, the remapped area 1s confirmed as the
mapped location for the remapped sensitive parameters. The
SPM map 136 1s updated based on the current parameter
mapping. On the other hand, if a fault 1s not found during the
scan ol the memory areas based on the SPM map 136, then
the fault management program 134 sets itself to 1gnore the
fault to ensure that the mapped software 135 continues to
execute without any interruptions.

FIGS. 2-5 include flow diagrams illustrating example
processes according to some implementations. The pro-
cesses are 1llustrated as collections of blocks 1n logical tlow
diagrams, which represent a sequence of operations, some or
all of which can be implemented in hardware, soitware or a
combination thereof. In the context of software, the blocks
may represent computer-executable instructions stored on
one or more computer readable media that, when executed
by one or more processors, program the processors to
perform the recited operations. Generally, computer-execut-
able instructions include routines, programs, objects, com-
ponents, data structures and the like that perform particular
functions or implement particular data types. The order 1n
which the blocks are described should not be construed as a
limitation. Any number of the described blocks can be
combined 1n any order and/or 1n parallel to implement the
process, or alternative processes, and not all of the blocks
need be executed. For discussion purposes, the processes are
described with reference to the environments, systems, and
devices described in the examples herein, although the
processes may be implemented 1n a wide variety of other
environments, systems, and devices.

FIG. 2 1s a flow diagram 1llustrating an example process
200 for managing memory faults according to some 1mple-
mentations. In this example, the process 200 may be
executed by the system 100 discussed above or by other
suitable computing devices. For example, a portion of the
process 200 may be executed oflline by the one or more
service computing devices 108, such as by execution of the
mapping program 116, and another portion of the process
200 may be executed online (e.g., during vehicle operation)
by the one or more vehicle computing devices 104 or other
types of computing devices, such as by execution of the fault
management program 134. A horizontal dashed line sepa-
rates the respective oflline and online operations. Further-
more, while 1n this example, certain functions are illustrated
as being performed by one of the service computing devices
108 or the vehicle computing devices 104, in other
examples, at least some of the functions may be performed
by the other one of the service computing devices 108 or the
vehicle computing devices 104.

At 202, the service computing device may conduct sen-
sitivity analysis on selected software. For example, as dis-
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cussed above, the service computing device may be pro-
vided with a selected piece of software that 1s determined to
be useful for operation of the vehicle to warrant generation
of an SPM map 136 and an FAM map 138 for enabling the
selected software to continue to operate despite the occur-
rence of a permanent memory fault 1n an area of memory
used by the selected software.

At 204, the service computing device may create a
sensitive parameter memory map (SPM map 136) for the
sensitive parameters of the selected solftware. Details of the
creation of the SPM map 136 are discussed additionally
below, e.g., with respect to FIGS. 4 and 5.

At 206, the service computing device may provide the
generated SPM map 136 for storage with the computing
device that will execute the mapped software 135. For
instance, the SPM map 136 may be provided with the
mapped soitware 135 that 1s installed on the corresponding
ECU when the vehicle 102 i1s undergoing production. In
other examples, the service computing device may send the
SPM map 136 to the vehicle 102 over the air after produc-
tion 1s complete.

At 208, the service computing device may determine and

provide a free area memory map (FAM map 138) for storage
with the computing device that will execute the mapped
software 135.

After the SPM map 136 and the FAM map 138 have been
generated for the mapped software 135, the mapped soft-
ware 135 may be executed during an online stage, such as
by being executed by a vehicle computing device 104, as
discussed above with respect to FIG. 1. Furthermore, the
fault management program 134 may also be executed to
monitor for possible memory faults such as by monitoring
execution of the mapped soiftware 135. The fault manage-
ment program 134 may be executed by the same computing
device as that executing the mapped software 135, or may be
executed by a diflerent computing device such as a different
vehicle computing device 104.

At 210 the computing device executing the fault manage-
ment program 134 may detect a possible permanent fault
associated with memory used by the mapped soiftware 135.

At 212, the computing device accesses the SPM map 136,
such as by retrieving the SPM map from a local storage.

At 214, the computing device may scan the memory used
by the mapped software based on the SPM map 136. For
example, the SPM map 136 may indicate which portions of
the memory are used for storing sensitive parameters of the
mapped software 135 that are sensitive to memory faults.

At 216, the computing device determines whether
memory fault has been detected in the scanned memory
areas. IT so, the process proceeds to 218. If not, the fault
management program 134 may ignore the detected fault.

At 218, when a permanent memory fault 1s detected 1n an
arca memory used to store sensitive parameters of the
mapped software 133, the computing device may access the
FAM map 138 for determining one or more free areas of
available memory.

At 220, the computing device may remap the sensitive
parameters of the mapped software 135 currently mapped to
the faulty memory area to a free area of memory based on
the FAM map 138.

At 222, the computing device may check the execution
time ol the mapped software following the remapping of the
sensitive parameters.

At 224, the computing device determines whether the
execution time for the mapped solftware satisfies a prede-
termined threshold time. If so, the process goes to 226. If
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not, the process goes back to 220 to map the sensitive
parameters to a different free memory area.

At 226, 1f the execution time threshold 1s satisfied, the
re-mapped memory area for the sensitive parameters 1s
confirmed.

At 228, the computing device updates the SPM map 136
and the FAM map 138 based on the remapping performed 1n
response to the detected fault.

FIG. 3 1s a flow diagram 1llustrating an example process
300 for managing memory faults according to some 1mple-
mentations. In some examples, the process 300 may be
executed by the system 100 discussed above or by other
suitable computing devices. For example, a portion of the
process 300 may be executed ofiline by the one or more
service computing devices 108, such as by execution of the
mapping program 116, and another portion of the process
300 may be executed online (e.g., during vehicle operation)
by the one or more vehicle computing devices 104 or other
types ol computing devices, such as by execution of the fault
management program 134. A vertical dashed line separates
the respective oflline and online operations. Furthermore,
while 1n this example, certain functions are illustrated as
being performed by one of the service computing devices
108 or the vehicle computing devices 104, in other
examples, at least some of the functions may be performed
by the other one of the service computing devices 108 or the
vehicle computing devices 104.

At 302, the service computing device may conduct sen-
sitivity analysis on selected software. For example, as dis-
cussed above, the service computing device may be pro-
vided with a selected piece of software that 1s determined to
be useful for operation of the vehicle to warrant generation
of an SPM map 136 and an FAM map 138 for enabling the
selected software to continue to operate despite the occur-
rence of a permanent memory fault 1n an area of memory
used by the selected software.

At 304, the service computing device may determine
sensitive parameters of the selected software. For instance,
as discussed additionally below, the service computing
device may introduce simulated faults into bits of the
parameters of the selected software to determine which
parameters of the selected software are sensitive to being
allected by memory faults. As one example, introducing a
simulated fault may include flipping a bit at a memory
location associated with the respective parameter.

At 306, the service computing device may allocate
memory to the selected software to associate the sensitive
parameters with locations 1n the memory.

At 308, the service computing device may create an SPM
map 136 for the sensitive parameters of the selected soft-
ware based on the memory locations determined at 306.
Additional details of the creation of the SPM map 136 are
discussed below, e.g., with respect to FIGS. 4 and 5.

At 310, the service computing device may provide the
generated SPM map 136 for storage with the computing
device that will execute the mapped software 135. For
instance, the SPM map 136 may be provided with the
mapped software 135 that 1s installed on the corresponding
ECU when the vehicle 102 i1s undergoing production. In
other examples, the service computing device may send the
SPM map 136 to the vehicle 102 over the air after produc-
tion 1s complete.

At 312 the service computing device may provide the
mapped software 135 to the computing device that will
execute the mapped software.

At 314, the service computing device may determine the
FAM map 138 for the mapped software and may further
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determine execution time for all tasks associated with the
mapped software 135. As one example, the service comput-
ing device may install and execute all software that will be
executed by the targeted computing device that will execute
the mapped software 135, and may determine the pointers
and number of bytes for each free area of memory as well
as the ease of accessibility of the free areas. Additionally, as
mentioned above, 1n some examples the free memory areas
may be located in the same chip or 1n a different memory
chip such as on the same board as the ECU and the currently
used memory.

At 316, the computing device may provide the FAM map
138 and the desired task times for the mapped software 135
to the computing device that will execute the mapped
software 135.

After the SPM map 136 and the FAM map 138 have been
generated for the mapped software 135, the mapped soft-
ware 135 may be executed by a computing device during an
online stage, such as by being executed by a vehicle com-
puting device 104, as discussed above with respect to FIG.
1, or by another suitable computing device. Furthermore, the
fault management program 134 may also be executed to
monitor for possible memory faults such as by monitoring
execution of the mapped soitware 135. The fault manage-
ment program 134 may be executed by the same computing
device as that executing the mapped software 135, or may be
executed by a different computing device, such as a difierent
vehicle computing device 104 1n the case that the mapped
soltware 135 1s executed on a vehicle computing device 104.

At 318, the computing device may execute the fault
management program 134 for monitoring whether a memory
fault occurs 1n memory used by the mapped software 135.

At 320 the computing device executing the fault manage-
ment program 134 may detect a possible permanent fault
associated with memory used by the mapped software 135.
IT so, the process goes to 322. If not, the process returns so
that the fault management program 134 continues monitor-
ing for the occurrence of a memory fault.

At 322, when a possible memory fault has been detected
the computing device accesses the SPM map 136, such as by

retrieving the SPM map 136 from a local storage.

At 324, the computing device may scan the memory used
by the mapped software 1335 based on the SPM map 136. For
example, the SPM map 136 may indicate which portions of
the memory are used for storing sensitive parameters of the
mapped software 135 that are sensitive to memory faults.

At 326, the computing device determines whether a
memory fault has been detected in the scanned memory
areas. If so, the process proceeds to 330. I not, the process
proceeds to 328.

At 328, when no fault 1s detected in the scan memory
areas, the fault management program 134 executing on the
computing device may be set to 1gnore the detected fault.

At 330, when a permanent memory fault 1s detected 1n an
areca memory used to store sensitive parameters of the
mapped software 133, the computing device may access the
FAM map 138, such as 1n a local storage, and may determine
one or more iree memory buller areas of available memory
based on the FAM map 138.

At 332, the computing device may remap the relevant
sensitive parameters ol the mapped software 135 currently
mapped to the faulty memory area to a free area of memory
based on the FAM map 138. In particular, the relevant
sensitive parameters are remapped to the highest priority

bufler in the FAM map 138.
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At 334, the computing device may check the execution
time of the mapped software following the remapping of the
sensitive parameters.

At 336, the computing device determines whether the
execution time for the mapped software satisfies a prede-
termined threshold execution time for one or more tasks. IT
s0, the process goes to 338. If not, the process goes back to
330 to map the sensitive parameters to a different free
memory area. Furthermore, 11 the task execution time keeps
on increasing, the remapping of parameters may be dis-
carded, and the mapped software may be eirther terminated
or reallocated to a diflerent processor entirely, depending on
the design strategy, system configuration, and the like.
Additionally, considerations to be made for the termination
of mapped software 135 may include whether control of the
vehicle can be handed over to a vehicle operator and/or
whether reducing the functionality of the ADS such as based
on a graceful degradation strategy has been defined for the
vehicle.

At 338, i1t the execution time threshold 1s satisfied, the
computing device coniirms the remapped parameters and
updates the SPM map 136 and the FAM map 138 based on
the remapping performed 1n response to the detected fault.

FIG. 4 1s a flow diagram 1llustrating an example process
400 for determining sensitive parameters ol selected soft-
ware that has been selected to be mapped software according,
to some 1mplementations. In some examples, the process
400 may be executed by the system 100 discussed above.
For example, the process 400 may be executed by the
service computing device(s) 108, such as by execution of the
mapping program 116.

The example of FIG. 4 1s described 1in the context of a
deep neural network as the selected software, but imple-
mentations are not limited to the Al applications of this
example, and may also be applied to conventional applica-
tions, computer programs, executable code and the like. In
this example, the service computing device 108 may execute
the mapping program 116 to perform the sensitivity analysis
for the selected software by first assigning p to be the
parameters 1 a trained machine learning model that, fol-
lowing the mapping will be implemented as the mapped
software 135 on the computer device. For example p belongs
to N, where N, 1s the number of parameters in the trained
machine learning model. For all parameters, p in N, the
service computing device 108 may introduce a simulated
fault by tlipping respective bits of p, and may estimate the
change 1n accuracy Aacc, , where j belongs to No such that
(0<j<N,) and N, 1s the number of bits required to store
parameter p. If the accuracy change exceeds a set accuracy
threshold, then the service computing device stores p param-
eters 1n an array V and the corresponding change 1n accuracy
stored 1n an array A_. These arrays V and A_ may be
subsequently used in determining the SPM map 136, as
discussed below with respect to FIG. 5.

At 402, the service computing device may receive the
selected software that has been selected to be mapped and
executed on the computing device, such as a vehicle ECU or
any of the various other computing devices discussed herein.

At 404, the service computing device may determine all
the parameters N, of the selected software, where N, 1s the
number of parameters p of the selected software.

At 406, the service computing device may select a next
parameter p for processing where pEN .

At 408, the service computing device may estimate the
number of bits N, required to store the parameter p.

At 410, the service computing device may introduce a
simulated fault at the bit j such that jEN,. As one example,

5

10

15

20

25

30

35

40

45

50

55

60

65

16

the computing device may flip the bit 5, e.g., from zero to one
or from one to zero depending on the current bit value.

At 412, the service computing device may determine an
estimated change 1n accuracy Aacc, ; of the trained machine
learning model following the injection of the fault into bit ;.

At 414, the service computing device may determine
whether the change 1n accuracy Aacc, ; exceeds a threshold
for permissible change 1n accuracy. If so, the process goes to
716. IT not, the process goes to 706 to select a next parameter
p for processing.

At 416, the service computing device may add the param-
cter p to the array V, and may add the change in accuracy
Aacc, ; to the array A_. The process may then return to 706
to select a next parameter p for processing.

FIG. 5 1s a flow diagram 1illustrating an example process
500 for generating a sensitive parameters memory map
(SPM map) according to some implementations. In some
examples, the process 500 may be executed by the system
100 discussed above. For example, the process 500 may be
executed by the service computing device(s) 108 executing
the mapping program 116.

As one example, to create a SPM map 136, the service
computing device may allocate the software to a test system,
such as the test ECU, e.g., the ECU or ECU emulator device
160 of FIG. 1, and may verily the task execution time for the
selected software that will be mapped. The selected software
1s fixed to one or more memory areas based on task priorities
and design constraints. The service computing device may
then find the memory areas corresponding to all the elements
in array V determined above with respect to FIG. 4, and may
get address pointers to the memory locations for all param-
cters 1n the array V. The service computing device stores
these pointers 1 the SPM map 136. Consideration 1s given
to the parameters that atfect the accuracy the most. Accord-
ingly, the SPM map i1s sorted according to the accuracy
values stored in the array A_ such that the parameters are
ranked from those that affect accuracy the most to those that
aflect accuracy the least. The SPM map may be subse-
quently stored to be accessible by the same computing
device that will execute the mapped software 135, and may
be accessed 1n the case that a permanent fault 1s detected in
the memory used by the mapped software 135.

At 502, the service computing device allocates the
selected software to the test system and may verily task
execution times for the selected software.

At 504, the service computing device allocates the
selected software to one or more memory areas based on
task priorities and design constraints.

At 506, the service computing device may determine the
memory locations of all parameters 1n array V and may
obtain address pointers for those parameters.

At 508, the service computing device may store all the
address pointers in the SPM map 136.

At 510, the service computing device may sort the SPM
map based on the accuracy values i the array A ..

At 512, the service computing device may provide the
SPM map for storage with the computing device that waill
execute the mapped software.

FIG. 6 15 a flow diagram illustrating an example process
600 for generating a free areca memory map (FAM map)
according to some implementations. In some examples, the
process 600 may be executed by the system 100 discussed
above. For example, the process 600 may be executed by the
service computing device(s) 108 executing the mapping
program 116.

As one example, the service computing device(s) 108
may determine the FAM map 138 during the design and
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development stage. To create the FAM map 138, the service
computing device 108 may allocates the mapped software
135 on the test system, such as a test ECU, e.g., the ECU or
ECU emulator device 160 of FIG. 1, and may assign all the
free memory regions to the FAM map. Then priorities for the
free areas are created by evaluating the accessibility of each
butler 1n the memory by the processor on the test device. For
estimating the priorities, a sample parameter may be stored
in the buflers, and a scalar multiplication task may be
allocated to the processor. The service computing device 108
may estimate the latency for the processor to receive data
from each builer, and the builers are prioritized from lower
to higher latency. Alternatively, the priorities of the free
butlers may be estimated based on their address values i1 the
test device has a memory controller, which can be pro-
grammed based on design requirements. The free memory
map may then be stored with the computing device that wall
execute the mapped software 135.

At 602, the service computing device allocates the
selected/mapped software to the test device or system.

At 604, the service computing device may assign all the
free memory regions to the FAM map.

At 606, the service computing device may determine
priorities for the free areas based on evaluating the acces-
s1ibility of each builer 1n the memory by the processor on the
test device. For estimating the priorities, a sample parameter
may be stored 1n the buflers, and a scalar multiplication task
may be allocated to the processor.

At 608, the service computing device may estimate the
latency for the test processor to receive data from each bufler
and prioritize the buflers from lower to higher latency.

At 610, the service computing device may provide the
FAM map for storage with the computing device that will
execute the mapped software.

In addition, the task execution time and the threshold for
maximum delay can be selected based on the tasks that the
software needs to perform. The threshold and task execution
time may also be stored to the computing device that
executes the mapped software 135.

The application 1s then executed, and the task time 1s
observed by monitoring software. If the task execution time
1s less than the set thresholds, then the remap memory
location 1s confirmed. The SPM map 1s updated with the new
memory locations. However, if the task execution time
exceeds the set threshold, the bufler 1s discarded, and a new
memory location 1s selected.

Furthermore, suppose the task execution time keeps on
increasing. In that case, the remapping of parameters is
discarded, and the application may be erther terminated or
reallocated to a different processor entirely, depending on
the design strategy.

However, special considerations must be made for the
termination of applications, such as handing control back to
the driver or reducing the functionality of ADS based on the
graceful degradation strategy defined in the design stage.

The example processes described herein are only
examples of processes provided for discussion purposes.
Numerous other variations will be apparent to those of skall
in the art 1 light of the disclosure herein. Further, while the
disclosure herein sets forth several examples of suitable
frameworks, architectures and environments for executing
the processes, the implementations herein are not limited to
the particular examples shown and discussed. Furthermore,
this disclosure provides various example implementations,
as described and as 1llustrated in the drawings. However, this
disclosure 1s not limited to the implementations described
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and 1illustrated herein, but can extend to other implementa-
tions, as would be known or as would become known to
those skilled 1n the art.

Various instructions, processes, and techniques described
herein may be considered in the general context of com-
puter-executable 1nstructions, such as computer programs
and applications stored on computer readable media, and
executed by the processor(s) herein. Generally, the terms
program and application may be used interchangeably, and
may include instructions, routines, modules, objects, com-
ponents, data structures, executable code, etc., for perform-
ing particular tasks or implementing particular data types.
These programs, applications, and the like, may be executed
as native code or may be downloaded and executed, such as
in a virtual machine or other just-in-time compilation execus-
tion environment. Typically, the functionality of the pro-
grams and applications may be combined or distributed as
desired 1n various implementations. An implementation of
these programs, applications, and techniques may be stored
on computer storage media or transmitted across some form
of communication media.

Although the subject matter has been described 1n lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
features or acts described. Rather, the specific features and
acts are disclosed as example forms of implementing the
claims.

What 1s claimed:

1. A system comprising:

one or more computing devices configured by executable

istructions to perform operations comprising:

monitoring for a memory fault associated with execu-
tion of software:

based at least on receiving an indication of a possible
memory fault, scanning a first area of the memory
based on a data structure that indicates that the first
area of the memory stores a portion of parameters of
the software that aflect an accuracy of the software
11 there 1s a memory fault in the first area of the
memory;

based at least on the scanning indicating that there 1s a
memory fault 1n the first area of the memory, remap-
ping the portion of parameters of the software from
the first area to a second area of the memory that 1s
determined to be {ree;

determining an execution time associated with the
soltware following the mapping of the portion of the
parameters to the second memory area; and

based at least on the execution time associated with the
software exceeding a threshold time, remapping the
portion of the parameters to a third memory area that
1s different from the first memory area and the second
memory area.

2. The system as recited in claam 1, wherein the data
structure 1ndicating that the first area of the memory that
stores the portion of the parameters of the software that will
allect the accuracy of the software 11 there 1s a memory fault
in the first area of the memory comprises a memory map that
indicates storage locations of parameters of the software,
including the portion of the parameters of the solftware.

3. The system as recited 1n claim 2, wherein the memory
map 1s determined 1n advance based at least 1 part on:

introducing simulated faults into a test memory at a

plurality of memory locations associated with a plural-
ity of the parameters of the software; and
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determining an indication of an accuracy of the software

following the introducing of each simulated fault.
4. The system as recited in claim 3, wherein the memory
map 1s further determined based at least on ranking memory
locations associated with respective parameters of the plu-
rality of parameters based at least on an amount by which the
accuracy ol the software 1s aflected by a respective 1ntro-
duced simulated fault.
5. The system as recited 1n claim 1, wherein the second
area of the memory 1s determined from another data struc-
ture that indicates a plurality of free memory areas, wherein
the free memory areas are prioritized, at least 1n part, based
on a latency associated with each free memory area.
6. The system as recited in claim 1, wherein the one or
more computing devices include a vehicle electronic control
unit that executes the software for determining real-time
predictions for controlling at least one vehicle system based
at least on sensor information received from a plurality of
vehicle sensors.
7. A method comprising:
monitoring, by one or more processors, for a memory
fault associated with execution of software by the one
Or MOre pProcessors;

based at least on receiving an indication of a possible
memory fault, scanning a first area of the memory
based on a data structure that indicates that the first area
of the memory stores a portion of parameters of the
soltware that affect an accuracy of the software 11 there
1s a memory fault 1n the first area of the memory;

based at least on the scanning indicating that there 1s a

memory fault 1n the first area of the memory, remap-
ping the portion of parameters of the software from the
first areca to a second area of the memory that is
determined to be {ree;

determining an execution time associated with the soft-

ware following the mapping of the portion of the
parameters to the second memory area; and

based at least on the execution time associated with the

soltware exceeding a threshold time, remapping the
portion of the parameters to a third memory area that 1s
different from the first memory area and the second
memory area.

8. The method as recited in claim 7, wherein the data
structure 1ndicating that the first area of the memory that
stores the portion of the parameters of the software that will
allect the accuracy of the software 11 there 1s a memory fault
in the first area of the memory comprises a memory map that
indicates storage locations ol parameters of the software,
including the portion of the parameters of the soitware.

9. The method as recited 1n claim 8, wherein the memory
map 1s determined 1n advance based at least 1 part on:

introducing simulated faults into a test memory at a

plurality of memory locations associated with a plural-

ity of the parameters of the software; and
determining an indication of an accuracy of the software

following the introducing of each simulated fault.

10. The method as recited 1n claim 9, wherein the memory
map 1s further determined based at least on ranking memory
locations associated with respective parameters of the plu-
rality of parameters based at least on an amount by which the
accuracy ol the software 1s aflected by a respective 1ntro-
duced simulated fault.

11. The method as recited 1n claim 7, wherein the second
area of the memory 1s determined from another data struc-
ture that indicates a plurality of free memory areas, wherein
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the free memory areas are prioritized, at least in part, based
on a latency associated with each free memory area.

12. The method as recited in claim 7, wherein the one or
more processors include a vehicle electronic control unit that
executes the software for determining real-time predictions
for controlling at least one vehicle system based at least on
sensor information received from a plurality of vehicle
SENsors.

13. A non-transitory computer readable medium including
executable instructions, which, when executed by one or
more processors, configure the one or more processors to
perform operations comprising:

monitoring for a memory fault associated with execution

of software;

based at least on receiving an indication of a possible

memory fault, scanning a first area of the memory
based on a data structure that indicates that the first area
of the memory stores a portion of parameters of the
software that affect an accuracy of the software 1f there
1s a memory fault 1n the first area of the memory;

based at least on the scanning indicating that there 1s a

memory fault 1n the first area of the memory, remap-
ping the portion of parameters of the software from the
first area to a second area of the memory that is
determined to be free;

determining an execution time associated with the soft-

ware following the mapping of the portion of the
parameters to the second memory area; and

based at least on the execution time associated with the

software exceeding a threshold time, remapping the
portion of the parameters to a third memory area that 1s
different from the first memory area and the second
memory area.

14. The non-transitory computer readable medium as
recited in claim 13, wherein the data structure indicating that
the first arca of the memory that stores the portion of the
parameters of the software that will aflect the accuracy of the
software 1f there 1s a memory fault 1n the first area of the
memory comprises a memory map that indicates storage
locations of parameters of the soiftware, including the por-
tion of the parameters of the software.

15. The non-transitory computer readable medium as
recited 1n claim 14, wherein the memory map 1s determined
in advance based at least 1n part on:

introducing simulated faults into a test memory at a

plurality of memory locations associated with a plural-

ity of the parameters of the software; and
determiming an indication of an accuracy of the software

following the introducing of each simulated fault.

16. The non-transitory computer readable medium as
recited 1n claim 13, wherein the second area of the memory
1s determined from another data structure that indicates a

plurality of free memory areas, wherein the free memory
arcas are prioritized, at least in part, based on a latency
associated with each free memory area.

17. The non-transitory computer readable medium as
recited in claim 13, wherein the one or more processors
include a vehicle electronic control unit that executes the
soltware for determining real-time predictions for control-
ling at least one vehicle system based at least on sensor
information received from a plurality of vehicle sensors.
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