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(57) ABSTRACT

A method for detecting diversion may include 1dentifying an

activity pattern associated with a clinician as being an
infrequent activity pattern that occurs below a threshold

frequency. Whether the infrequent activity pattern corre-
sponds to an anomalous behavior may be determined based
at least on one or more data models. The infrequent activity
pattern may include a series of transaction records, which
may be matched to the reference transaction values included
in each of the one or more data models. An investigative
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workilow may be triggered in response to the infrequent
activity pattern being determined to correspond to the
anomalous behavior. Related methods and articles of manu-

facture are also disclosed.
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/200

202

ANALYZE PLURALITY OF ACTIVITY PATTERNS BY AT LEAST APPLYING
STATISTICAL ANALYSIS TECHNIQUE

IDENTIFY, BASED AT LEAST ON SNR OF ONE OR MORE OF PLURALITY OF
ACTIVITY PATTERNS, ACTIVITY PATTERN ASSOCIATED WITH FIRST CLINICIAN
AND/OR SECOND CLINICIAN AS BEING INFREQUENT ACTIVITY PATTERN THAT

OCCURS BELOW THRESHOLD FREQUENCY

204

DETERMINE, BASED AT LEAST ON ONE MORE DATA MODELS, WHETHER 206
INFREQUENT ACTIVITY PATTERN CORRESPONDS TO RARELY OBSERVED
ANOMALOUS BEHAVIOR

TRIGGER INVESTIGATIVE WORKFLOW IN RESPONSE TO INFREQUENT ACTIVITY 208
PATTERN BEING DETERMINED TO CORRESPOND TO RARELY OBSERVED
ANOMALOUS BEHAVIOR
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RARE INSTANCE ANALYTICS FOR
DIVERSION DETECTION

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a national stage entry of Patent Coop-
eration Treaty Application No. PCT/US20/52824 filed Sep.

25, 2020, entitled “RARE INSTANCE ANALYTICS FOR
DIVERSION DETECTION,” which claims priority to U.S.
Patent Application Ser. No. 62/907,293, filed on Sep. 27,
2019, entitled “RARE INSTANCE ANALYTICS FOR
DIVERSION DETECTION?, the contents of which 1s incor-

porated by reference herewith in 1ts entirety.

TECHNICAL FIELD

The subject matter described herein relates generally to
data science and more specifically to the i1dentification of
rare data signals indicative of diversion.

BACKGROUND

Diversion may refer to the transter of a controlled and/or
high-value substance to a third party who 1s not legally
authorized to receive, possess, and/or consume the substance
for personal use or personal gain. High-value and/or con-
trolled prescription medications, notably opioids, may be
especially prone to diversion. For instance, a prescription
pain medication may be diverted when a clinician keeps the
prescription pain medication for unauthorized personal use
instead of administering the prescription pain medication to
a patient or wasting the prescription pain medication.

SUMMARY

Systems, methods, and articles of manufacture, including
computer program products, are provided for i1dentifying
rare data signals that are indicative of diversion. For
example, an analytics engine may analyze the activities of
different clinicians including by applying one or more
machine learning models trained to determine whether the
activity pattern of a clinician deviates from the norm for
clinicians 1n the same peer community. Nevertheless, con-
ventional statistical analysis techniques, such as machine
learning models, may disregard infrequent activity patterns
that occur at a below threshold frequency as being statisti-
cally insignificant even though some infrequent activity
patterns may be defimtive indicators of diversion. As such,
in some example embodiments, the analytics engine may be
configured to analyze infrequent activity patterns based on
one or more data models corresponding to various anoma-
lous behavior. The analytics engine may determine that a
clinician exhibits anomalous behavior based on the activity
data of the clinician including an infrequent activity pattern
matching the one or more data models. Moreover, in
response to determining that the clinician exhibits anoma-
lous behavior, the analytics engine may trigger an mvesti-
gative worktlow.

In one aspect, there 1s provided a system for identifying
rare data signals that are indicative of diversion. The system
may include at least one data processor and at least one
memory. The at least one memory may store instructions
that result 1n operations when executed by the at least one
data processor. The operations may include: 1dentifying an
activity pattern associated with a first clinician as being an
infrequent activity pattern that occurs below a threshold
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2

frequency; determining, based at least on one or more data
models, whether the infrequent activity pattern corresponds
to an anomalous behavior; and triggering an investigative
worktlow 1n response to the infrequent activity pattern being
determined to correspond to the anomalous behavior.

In some variations, one or more features disclosed herein
including the following features can optionally be included
in any Jfeasible combination. The activity pattern may
include a plurality of transaction records generated 1n
response to the first clinician interacting with one or more
data systems.

In some variations, the one or more data systems may
include an access control system, a dispensing system, an
infusion system, a compounding system, and/or an elec-
tronic medical record system.

In some vanations, the plurality of transaction records
may include one or more transaction values corresponding
to a timestamp, a patient identifier, a device identifier, a
clinician identifier, a medication identifier, a prescription
order 1dentifier, an inventory information, a patient status, a
shift identifier, a location tracking identifier, an infusion
information, a compounding information, an administration
information, a working ofl clock indicator, and/or an elec-
tronic health record identifier.

In some varnations, the one or more data models may be
generated based on a series of transaction records known to
be associated with one or more types of anomalous behavior
that are indicative of diversion.

In some variations, each of the one or more data models
may include a combination of reference transaction values
representative ol a corresponding type of anomalous behav-
ior. The combination of reference transaction values may
include one or more reference transaction values for the
timestamp, the patient identifier, the device identifier, the
clinician 1dentifier, the medication 1dentifier, the prescription
order identifier, the inventory information, the patient status,
the shift identifier, the location tracking identifier, the 1nfu-
s1on 1nformation, the compounding information, the admin-
istrative information, the working oil clock indicator, and/or
the electronic health record i1dentifier.

In some vanations, the anomalous behavior may include
the first clinician routinely selecting a second clinician to
witness a wasting ol medication while the second clinician
also serves as a witness for a third clinician wasting medi-
cation.

In some variations, the anomalous behavior may include
the first clinician routinely selecting a second clinician to
witness a wasting ol medication and the second clinician
routinely selecting the first clinician to witness the wasting
ol medication.

In some variations, the anomalous behavior may include
the first clinician withdrawing a medication for a deceased
patient and/or a discharged patient.

In some vanations, the anomalous behavior may include
the first clinician routinely accessing a medical management
device within a threshold quantity of time after another
clinician.

In some variations, the anomalous behavior may include
a paired cancellation of transactions, an unexpected forced
opening of a medication management device, a clinician
interacting with the medication management device when
the clinician not scheduled to work, the clinician interacting,
with the medication management device when the clinician
1s not clocked in to for work, and/or the clinician interacting
with the medication management device at an abnormal
time.
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In some variations, the investigative workflow may
include sending, to a client device, an alert indicating the
first clinician as exhibiting the anomalous behavior.

In some variations, the investigative workflow may
include activating one or more surveillance devices 1n
response to the first clinician interacting with a medical
management device and/or 1solating a medication accessed
by the first clinician.

In some variations, the infrequent activity pattern may be
identified based at least on a signal-to-noise ratio associated
with the infrequent activity pattern being below a threshold
value.

In some variations, the infrequent activity pattern may be
determined to correspond to the anomalous behavior in
response to a match between a first plurality of transaction
values forming the inifrequent activity pattern and a second
plurality of reference transaction values included in a data
model of the anomalous behavior being above a threshold
value.

In some variations, the threshold value may be adjusted in
response to a misidentification of more than a threshold
quantity of infrequent activity patterns.

In another aspect, there 1s provided a method for i1denti-
tying rare data signals that are indicative of diversion. The
method may include: 1dentifying an activity pattern associ-
ated with a first clinician as being an infrequent activity
pattern that occurs below a threshold frequency; determin-
ing, based at least on one or more data models, whether the
infrequent activity pattern corresponds to an anomalous
behavior; and triggering an investigative worktlow in
response to the infrequent activity pattern being determined
to correspond to the anomalous behavior.

In some variations, one or more features disclosed herein
including the following features can optionally be included
in any feasible combination. The activity pattern may
include a plurality of transaction records generated 1n
response to the first clinician interacting with one or more
data systems.

In some variations, the one or more data systems may
include an access control system, a dispensing system, an
infusion system, a compounding system, and/or an elec-
tronic medical record system.

In some vanations, the plurality of transaction records
may include one or more transaction values corresponding
to a timestamp, a patient identifier, a device identifier, a
climcian 1dentifier, a medication identifier, a prescription
order 1dentifier, an inventory imnformation, a patient status, a
shift identifier, a location tracking identifier, an infusion
information, a compounding information, an administration
information, a working ofl clock indicator, and/or an elec-
tronic health record identifier.

In some variations, the one or more data models may be
generated based on a series of transaction records known to
be associated with one or more types of anomalous behavior
that are indicative of diversion.

In some variations, each of the one or more data models
may include a combination of reference transaction values
representative of a corresponding type ol anomalous behav-
ior. The combination of reference transaction values may
include one or more reference transaction values for the
timestamp, the patient i1dentifier, the device i1dentifier, the
clinician 1dentifier, the medication 1dentifier, the prescription
order identifier, the inventory information, the patient status,
the shift identifier, the location tracking identifier, the infu-
sion information, the compounding information, the admin-
istration information, the working off clock indicator, and/or
the electronic health record i1dentifier.
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In some vanations, the anomalous behavior may include
the first clinician routinely selecting a second clinician to
witness a wasting of medication while the second clinician
also serves as a witness for a third clinician wasting medi-
cation.

In some variations, the anomalous behavior may include
the first clinician routinely selecting a second clinician to
witness a wasting ol medication and the second clinician
routinely selecting the first clinician to witness the wasting
of medication.

In some variations, the anomalous behavior may include
the first clinician withdrawing a medication for a deceased
patient and/or a discharged patient.

In some vanations, the anomalous behavior may include
the first clinician routinely accessing a medical management
device within a threshold quantity of time after another
clinician.

In some variations, the anomalous behavior may include
a paired cancellation of transactions, an unexpected forced
opening of a medication management device, a clinician
interacting with the medication management device when
the clinician not scheduled to work, the clinician interacting,
with the medication management device when the clinician
1s not clocked 1n to for work, and/or the clinician interacting
with the medication management device at an abnormal
time.

In some variations, the investigative workflow may
include sending, to a client device, an alert indicating the
first clinician as exhibiting the anomalous behavior.

In some variations, the investigative workilow may
include activating one or more surveillance devices 1n
response to the first clinician interacting with a medical
management device and/or 1solating a medication accessed
by the first clinician.

In some variations, the infrequent activity pattern may be
identified based at least on a signal-to-noise ratio associated
with the inirequent activity pattern being below a threshold
value.

In some variations, the infrequent activity pattern may be
determined to correspond to the anomalous behavior 1n
response to a match between a first plurality of transaction
values forming the infrequent activity pattern and a second
plurality of reference transaction values included 1n a data
model of the anomalous behavior being above a threshold
value.

In some variations, the threshold value may be adjusted 1n
response to a misidentification of more than a threshold
quantity of infrequent activity patterns.

In another aspect, there 1s provided a non-transitory
computer readable medium storing instructions that result 1n
operations when executed by at least one data processor. The
operations may include: identifying an activity pattern asso-
ciated with a first clinician as being an infrequent activity
pattern that occurs below a threshold frequency; determin-
ing, based at least on one or more data models, whether the
infrequent activity pattern corresponds to an anomalous
behavior; and triggering an investigative workilow 1n
response to the infrequent activity pattern being determined
to correspond to the anomalous behavior.

In another aspect, there 1s provided an apparatus for
identifying rare data signals that are indicative of diversion.
The apparatus may include: means for identifying an activity
pattern associated with a first clinician as being an inire-
quent activity pattern that occurs below a threshold fre-
quency; means for determining, based at least on one or
more data models, whether the infrequent activity pattern
corresponds to an anomalous behavior; and means for
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triggering an 1investigative workflow in response to the
infrequent activity pattern being determined to correspond to
the anomalous behavior.

Implementations of the current subject matter can include
methods consistent with the descriptions provided herein as
well as articles that comprise a tangibly embodied machine-
readable medium operable to cause one or more machines
(e.g., computers, etc.) to result in operations implementing
one or more of the described features. Similarly, computer
systems are also described that may include one or more
processors and one or more memories coupled to the one or
more processors. A memory, which can include a non-
transitory computer-readable or machine-readable storage
medium, may include, encode, store, or the like one or more
programs that cause one or more processors to perform one
or more of the operations described herein. Computer imple-
mented methods consistent with one or more 1implementa-
tions of the current subject matter can be implemented by
one or more data processors residing in a single computing
system or multiple computing systems. Such multiple com-
puting systems can be connected and can exchange data
and/or commands or other 1nstructions or the like via one or
more connections, including, for example, to a connection
over a network (e.g. the Internet, a wireless wide area
network, a local area network, a wide area network, a wired
network, or the like), via a direct connection between one or
more of the multiple computing systems, etc.

The details of one or more variations of the subject matter
described herein are set forth in the accompanying drawings
and the description below. Other features and advantages of
the subject matter described herein will be apparent from the
description and drawings, and from the claims. While cer-
tain features of the currently disclosed subject matter are
described for illustrative purposes 1n relation to detecting the
diversion of controlled and/or high-value substances, it
should be readily understood that such features are not
intended to be limiting. The claims that follow this disclo-
sure are intended to define the scope of the protected subject
matter.

DESCRIPTION OF DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, show certain
aspects of the subject matter disclosed herein and, together
with the description, help explain some of the principles
associated with the disclosed implementations. In the draw-
ngs,

FIG. 1 depicts a system diagram illustrating a tracking
system, 1n accordance with some example embodiments;

FIG. 2 depicts a flowchart illustrating a process for
detecting anomalous behavior, 1n accordance with some
example embodiments;

FIG. 3A depicts an example of a data model, 1n accor-
dance with some example embodiments;

FIG. 3B depicts another example of a data model, in
accordance with some example embodiments; and

FIG. 4 depicts a block diagram illustrating a computing,
system, 1n accordance with some example embodiments.

When practical, similar reference numbers denote similar
structures, features, or elements.

DETAILED DESCRIPTION

Diversion of a medication may occur at any point 1in time
including, for example, during the shipping, receiving,
stocking, dispensing, administration, and/or wasting of the
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medication. Prescription pain medications may be especially
prone to diversion due to a lack of suflicient custodial
oversight during, for instance, the shipping, receiving, stock-
ing, dispensing, administration, and/or wasting of the pre-
scription pain medication. For example, dispensing cabinets
at medical facilities may be accessible to multiple clinicians.
Moreover, different clinicians may be responsible for the
dispensing, administration, and wasting of the medication.
Thus, even when diversion 1s detected, 1t may be diflicult to
determine when the diversion actually occurred and 1dentity
the clinicians responsible for the diversion.

To 1dentily climicians who may be engaged 1n the diver-
sion, an analytics engine may analyze transactional data
representative of the activities of different clinicians includ-
ing by applying one or more machine learning models
trained to determine whether the activity pattern of a clini-
cian deviates from the norm for clinicians in the same peer
community. For example, the machine learming models may
be trained to 1dentily, based on transaction records from one
or more medical data systems, one or more peer communi-
ties of clinicians who should exhibit the same and/or similar
activity patterns. Moreover, the machine learning models
may be trained to 1dentity, based on the transaction records
from the one or more medical data systems, one or more
clinicians whose activity patterns deviate from the norm for
clinicians 1n the same peer community.

The machine learning models applied to analyze the
transaction records from the one or more medical data
systems may disregard infrequent activity patterns that occur
below a threshold frequency as statistically insignificant. In
doing so, the machine learning models may overlook
anomalous behavior that are rarely observed but neverthe-
less highly indicative of diversion. As such, i some
example embodiments, nstead of disregarding infrequent
activity patterns that occur below a threshold frequency as
statistically insignificant, the analytics engine may be con-
figured to analyze at least some 1nfrequent activity patterns
based on one or more data models of anomalous behavior
that are rarely observed but nevertheless highly indicative of
diversion.

Examples of such anomalous behavior may include
predatory wasting in which a clinician routinely selects the
same clinician to witness the wasting ol medications, waste
buddies 1n which a group of clinicians routinely serve as
cach other’s witness during the wasting of medications,
tailgating 1n which a clinician routinely accesses a medica-
tion management device within a threshold quantity of time
after another clinician, withdrawal of medication for a
discharged patient, withdrawal of medication for a deceased
patient, paired cancellation of transactions, unexpected
forced opening of a medication management device, a
clinician interacting with a medication management device
when the clinician i1s not scheduled to work, a clinician
interacting with a medication management device when the
clinician 1s not clocked 1n to for work, a clinician interaction
with a medication management device at an abnormal time
(e.g., when such an 1nteraction does not typically occur), an
1solated but significant change 1n behavior, and/or the like.
As used herein, “routine” may describe behavior that occurs
at an above threshold quantity, frequency, and/or proportion.
For example, predatory wasting may refer to a type of
anomalous behavior 1n which the same clinician is routinely
selected to witness the wasting of medication by being
selected at an above threshold quantity, frequency, and/or
proportion.

In some example embodiments, the analytics engine may
respond to the 1dentification of clinician exhibiting anoma-
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lous behavior by at least triggering an mvestigative work-
flow. The investigative worktlow may include the analytics
engine generating and sending an alert 1identifying the cli-
nician exhibiting anomalous behavior. Alternatively and/or
additionally, the mnvestigative worktlow may include the
analytics engine activating one or more surveillance devices
(e.g., video cameras, still image cameras, audio recorders,
and/or the like) at a medication management device when-
ever the clinician accesses the medical management device.
The mvestigative workflow may also include the analytics
engine configuring a medical management device to 1solate
the medication accessed by the climician.

FIG. 1 depicts a system diagram illustrating a tracking
system 100, 1n accordance with some example embodi-
ments. Referring to FIG. 1, the tracking system 100 may
include an analytics engine 110, a client 120, and one or
more data systems 130. As FIG. 1 shows, the analytics
engine 110, the client 120, and the data systems 130 may be
communicatively coupled via a network 140. The client 120
may be a processor-based device such as, for example, a
smartphone, a tablet computer, a wearable apparatus, a
desktop computer, a laptop computer, a workstation, and/or
the like. Meanwhile, the network 140 may be a wired and/or
wireless network including, for example, a public land
mobile network (PLMN), a local area network (LAN), a
virtual local area network (VLAN), a wide area network
(WAN), the Internet, and/or the like.

Referring again to FIG. 1, the data systems 130 may
include an access control system 1354, a dispensing system
135H, an 1infusion system 135¢, a compounding system
1354, and an electronic medical record (EMR) system 133e.
While treating a first patient 150aq and/or a second patient
1505, a first clinician 1604a, a second clinician 1605, and/or
a third clinician 160c¢ may 1nteract with the data systems 130
and trigger the generation of one or more corresponding
transaction records. In some example embodiments, the
activity patterns of the first clinician 160q, the second
climcian 1605, and/or the third clinician 160c may be
determined based on at least a portion of the transaction
records that are generated as a result of the first clinician
160a, the second clinician 16054, and/or the third clinician
160c mteracting with the data systems 130 including, for
example, the access control system 135a, the dispensing
system 1355, the infusion system 135¢, the compounding
system 13354, the electronic medical record system 133e,
and/or the like.

For example, the first climician 160a dispensing a medi-
cation for the first patient 150a from a dispensing cabinet
may trigger the generation of a transaction record that
includes a timestamp, a climician identifier of the {first
clinician 160qa, a device 1dentifier of the dispensing cabinet,
a patient 1dentifier of the first patient 150q, an identifier of
the medication retrieved from the dispensing cabinet, a
quantity of the medication retrieved from the medication
cabinet, and/or the like. Alternatively and/or additionally,
the first clinician 160a using a wasting station to waste
unused medication from the first patient 150a may trigger
the generation of another transaction record that includes a
timestamp, the clinician identifier of the first clinician 160a,
a clinician 1dentifier of the second climician 1606 witnessing
the wasting, a device i1dentifier of the wasting station, the
patient identifier of the first patient 150a, an identifier of the
medication being wasted, a quantity of the medication being,
wasted, and/or the like. As used herein, the “wasting” of a
medication may refer to the disposal of a substance in
accordance with nstitutional guidelines and/or government
regulations. For example, the proper wasting of a prescrip-
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tion pain medication may require the controlled substance to
be collected 1n a designated receptacle (e.g., wasting sta-
tions) while 1n the presence of one or more witnesses.

It should be appreciated that the one or more data systems
130 may also provide non-transactional data. For instance,
the electronic medical record system 135¢ may store a
plurality of electronic medical records (EMRs), each of
which including a patient’s history including, for example,
past op1o1d use and/or the like. While the first clinician 160aq,
the second clinician 16056, and/or the third clinician 160c¢
interacting with the electronic medical record system 135c¢
to create, update, and/or retrieve an electronic medical
record for the first patient 150a and/or the second patient
1506 may generate a timestamp transaction record, the
clectronic medical record itself 1s not a transaction record.

An 1infrequent activity pattern may refer to an activity
pattern that occurs below a threshold frequency and 1s
therefore typically disregarded as statistically insignificant.
For example, the signal-to-noise ratio (SNR) associated with
an 1nfrequent activity pattern may not exceed a threshold
value. Conventional statistical analysis techniques, such as
machine learning models, may therefore disregard inire-
quent activity patterns when determining whether the first
clinician 160a, the second clinician 1604, and/or the third
clinician 160c exhibit anomalous behavior indicative of
diversion. Nevertheless, at least some infrequent activity
patterns may be definitive indicators of diversion. As such,
in some example embodiments, the analytics engine 110
may be configured to determine whether the first clinician
160a, the second clinician 1605, and/or the third clinician
160c exhibit anomalous behavior by at least analyzing
inirequent activity patterns associated with the first clinician
160a, the second clinician 1605, and/or the third clinician
160c.

As used herein, the signal-to-noise ratio of an activity
pattern may measure a diflerence between the signal corre-
sponding to the activity pattern and the noise corresponding,
to activity patterns associated with non-anomalous behavior.
A machine learning model (or another conventional statis-
tical analysis techmque) may determine that the activity
pattern corresponds to anomalous behavior indicative of
diversion 1f there 1s a suflicient difference between the signal
corresponding to the activity pattern and the noise corre-
sponding to activity patterns associated with non-anomalous
behavior. For example, a clustering based machine learnming
model may determine that the activity pattern corresponds to
anomalous behavior indicative of diversion if the activity
pattern 1s more than a threshold distance away from one or
more clusters of activity patterns associated with non-
anomalous behavior.

By contrast, an infrequent activity pattern may be asso-
ciated with a low signal-to-noise ratio because the activity
pattern may occur too rarely for the signal corresponding to
the infrequent activity pattern to exhibit suflicient different
relative to the noise corresponding to activity patterns asso-
ciated with non-anomalous behavior. For example, the clus-
tering based machine learning model may disregard inire-
quent activity patterns that 1s not more than a threshold
distance away from the one or more clusters of activity
patterns associated with non-anomalous behavior. Neverthe-
less, some inirequent activity patterns may nevertheless be
definitive indicators of diversion.

Accordingly, in some example embodiments, the analyt-
ics engine 110 may analyze an infrequent activity pattern
associated with a low signal-to-noise ratio 1nstead of disre-
garding the infrequent activity pattern based on the infre-
quent activity pattern being associated with a below thresh-
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old signal-to-noise ratio. For example, the analytics engine
110 may analyze the infrequent activity pattern based on one
or more data models of anomalous behavior that are rarely
observed but highly indicative of diversion. The infrequent
activity pattern may include a series of transaction records
generated, for example, by the data systems 130. Fach
transaction record may include one or more transaction
values corresponding to, for example, timestamps, patient
identifiers, device 1dentifiers, clinician identifiers, medica-
tion 1dentifiers, prescription order identifiers, inventory
information, patient status, shiit identifiers, location tracking
identifiers, mnfusion information, compounding information,
administration information, working ofl clock indicators,
clectronic health record (EHR) 1dentifiers, and/or the like.

In some example embodiments, the one or more data
models may be generated based on a series of transaction
records known to be associated with anomalous behavior
that are rarely observed but highly indicative of diversion.
As such, each data model may include a combination of
reference transaction values that are representative of a
corresponding type of anomalous behavior including, for
example, patient i1dentifiers, device i1dentifiers, clinician
identifiers, medication 1dentifiers, prescription order identi-
fiers, inventory information, patient status, shiit identifiers,
location tracking identifiers, electronic health record (EHR)
identifiers, infusion information, compounding information,
administration nformation, working off clock indicators,
and/or the like. Accordingly, the analytics engine 110 may
determine that an infrequent activity pattern corresponds to
a type of anomalous behavior indicative of diversion based
at least on the infrequent activity pattern matching a corre-
sponding data model. For example, the analytics engine 110
may determine that an infrequent activity pattern corre-
sponds to a type of anomalous behavior indicative of diver-
s10n 1n response to a match between the transaction values
forming the infrequent activity pattern and the reference
transaction values 1included 1n a data model of the anomalous
behavior being above a threshold value (e.g., 90% 1dentical
and/or the like). The sensitivity of the analytics engine 110,
including a frequency and/or a quantity of infrequent activ-
ity patterns being identified as anomalous, may be adjusted
by at least adjusting the threshold value. For instance, the
threshold value may be adjusted 1n response to the analytics
engine 110 misidentifying more than a threshold quantity of
infrequent activity patterns.

Examples of anomalous behavior that are rarely observed
but indicative of diversion may include predatory wasting in
which a clinician routinely selects the same climician to
witness the wasting of medications, waste buddies 1n which
a group ol climicians routinely serve as each other’s witness
during the wasting of medications, taillgating in which a
climician routinely accesses a medication management
device within a threshold quantity of time after another
clinician, withdrawal of medication for a discharged patient,
withdrawal of medication for a deceased patient, paired
cancellation of transactions, unexpected forced opening of a
medication management device, a clinician interacting with
a medication management device when the clinician 1s not
scheduled to work, a clinician interacting with a medication
management device when the clinician 1s not clocked 1n to
for work, a clinician interaction with a medication manage-
ment device at an abnormal time (e.g., when such an
interaction does not typically occur), and an 1solated but
significant change in behavior.

To further illustrate, referring again to FIG. 1, the ana-
lytics engine 110 may determine that the first clinician 160a
exhibits anomalous behavior 11 the transaction records from
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the data system 130 matches a data model 1n which the a
clinician (e.g., the first clinician 160a) withdraws medica-
tion for a patient (e.g., the first patient 150a) who 1s already
discharged or deceased. For example, a first transaction
record from the data systems 130 may indicate that the
clectronic health record of the first patient 150a was updated
at a first time t, to change the status of the first patient 150a
to deceased or discharged but a second transaction record
from the data system 130 may indicate that the first clinician
160a withdrew medication for the first patient 1505 at a later
time t,.

The analytics engine 110 may determine that the first
clinician 160a exhibits predatory wasting behavior if the
transaction records from the data system 130 (e.g., one or
more wasting stations) matches another data model 1n which
the one clinician (e.g., the first clinician 160a) routinely
selects the same clinician (e.g., the second clinician 1605) to
witness the wasting of medications but that same clinician
(e.g., the second clinician 1605) also serves as a witness for
other clinicians (e.g., the third clinician 160c¢). For instance,
transaction records associated with the first clinician 160a
wasting a medication may always include the clinician
identifier of the second clinician 1605 as a witness although
the clinician 1dentifier of the second clinician 1605 may also
appear as a witness 1n transaction records associated with the
third clinician 160c¢ wasting a medication. Alternatively, the
analytics engine 110 may determine that the first clinician
160a and the second clinician 1606 are wasting buddies 1
the transaction records from the data system 130 matches a
data model 1n which the same pair of climicians (e.g., first
clinician 160q and the second clinician 1606) routinely serve
as a witness for each other. For example, transaction records
associated with the first clinician 160a wasting a medication
may always include the clinician identifier of the second
clinician 16056 as a witness while transaction records asso-
ciated with the second clinician 1605 wasting a medication
may always include the clinician identifier of the first
clinician 160a as a witness.

To turther illustrate, FI1G. 3A depicts an example of a data
model 300, 1n accordance with some example embodiments.
Referring to FIG. 3A, the data model 300 may include one
or more transaction records from the dispensing system
1355. As shown 1n FIG. 3 A, each transaction record from the
dispensing system 1355 may include a clinician 1dentifier, a
patient identifier, a transaction type, a transaction identifier,
a witness 1dentifier, a medication 1dentifier, and a transaction
time. The data model 300 may correspond to one o or more
types of anomalous behavior of predatory wasting, waste
buddies, and paired cancellation of transactions.

Referring again to FIG. 3A, the data model 300 may
include a first transaction 310a, a second transaction 3105,
and a third transaction 310¢ 1n which a clinician C2 routinely
selects a climician C1 to serve as a witness to the wasting of
medications. The first transaction 310a, the second transac-
tion 31054, and the third transaction 310¢ may correspond to
the anomalous behavior of predatory wasting in which a first
clinician routinely selects the same second clinician to
witness the wasting of medications while other clinicians do
not exhibit a same preference for selecting the second
clinician to witness the wasting of medication. It should be
appreciated that whether the first climician 1s engaging 1n
predatory wasting may be further determined based on the
availability of other climicians to witness the wasting of
medication. For example, the first clinician may not 1n fact
be engaged 1n predatory wasting 11 the first clinician and the
second clinician are the only clinicians on stafl during their

shift.
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The data model 300 may also include a fourth transaction
320a and a fifth transaction 3204, which are canceled at
substantially the same time. For example, the fourth trans-
action 320a, which 1s a transaction to dispense a medication
D3, may be canceled at a transaction time Time7. Mean-
while, the fifth transaction 32054, which 1s also a transaction
to dispense the medication D3, may be canceled a short
amount of time later (e.g., 10 minutes after Time 7). The
fourth transaction 320aq and the fifth transaction 32056 may
correspond to the anomalous behavior of paired cancella-
tions 1n which multiple transactions to dispense a medication
are canceled at substantially the same time. The cancellation
of multiple transactions to dispense a medication at substan-
tially the same time may be further indicative of one or more
of the clinicians associated with the canceled transactions
(e.g., a clinician C4) of engaging 1n the adulteration of the
medication D3 from the dispensing system 135.

As shown 1n FIG. 3A, the data model 300 may further
include a sixth transaction 330a, a seventh transaction 3305,
an eighth transaction 330¢, a ninth transaction 3304, and a
tenth transaction 330e i which a clinician C3 and the
climician C4 routinely serve as each other’s witness during
the wasting of medications. The sixth transaction 330a, the
seventh transaction 3305, the eighth transaction 330c¢, the
ninth transaction 3304, and the tenth transaction 330e may
therefore correspond to the anomalous behavior of waste
buddies 1n which a group of clinicians routinely serve as
cach other’s witness during the wasting of medications.

FIG. 3B depicts another example of a data model 350, in
accordance with some example embodiments. Referring to
FIG. 3B, the data model 350 may include one or more
transaction records from the electronic medical record sys-
tem 135¢. As shown 1in FIG. 3B, each transaction record
from the electronic medical record system 135¢ may 1nclude
a clinician identifier, a patient identifier, a transaction type,
a transaction identifier, a quantity ol medication, a medica-
tion 1dentifier, and a transaction time.

In the example shown 1n FIG. 3B, each of the transaction
records ncluded 1n the data model 350 may indicate a type
ol transaction that 1s performed by a clinician for a patient.
For example, each of the transaction records included in the
data model 350 may indicate when a certain type and
quantity of medication 1s administered by a clinician to a
patient. The data model 350 may include, for example, a
transaction 360 in which an excessive quantity of time
lapses (e.g., 3 hours) lapses between when a medication D1
was dispensed by the clinician C2 and when the clinician C2
administers the medication to a patient P1. The transaction
360 may correspond to the anomalous behavior of delayed
administration, which may indicate that the clinician C2
may be engaged 1n the adulteration of the medication D1
and/or the diversion of the medication D1.

FIG. 2 depicts a flowchart illustrating a process 200 for
detecting anomalous behavior, 1n accordance with some
example embodiments. Referring to FIG. 2, the process 200
may be performed by the analytics engine 110.

At 202, the analytics engine 110 may analyze a plurality
ol activity patterns by at least applying a statistical analysis
technique. For example, the analytics engine 110 may ana-
lyze the activity patterns of the first clinician 160a, the
second clinician 16054, and/or the third clinician 160¢ exhibit
anomalous behavior indicative of diversion. The activity
patterns of the first climician 160a, the second clinician 1605,
and/or the third clinician 160c may include a plurality of
transaction records from the data system 130, which may be
generated in response to the first clinician 160qa, the second
climician 1605, and/or the third clinician 160c¢ interacting
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with the data systems 130 including, for example, the access
control system 135q, the dispensing system 1355, the infu-
sion system 135¢, the compounding system 13354, the elec-
tronic medical record system 135e, and/or the like. In some
example embodiments, the analytics engine 110 may ana-
lyze the activity patterns of the first clinician 160a, the
second clinician 1605, and/or the third clinician 160c¢ by
applying one or more machine learning models. For
example, the analytics engine 110 may apply a first machine
learning model trained to i1dentily one or more peer com-
munities of clinicians who should exhibit the same and/or
similar activity pattern. Moreover, the analytics engine 110
may apply a second machine learning trained to determine
whether the activity pattern of a clinician deviates from the
norm for clinicians in the same peer community.

At 204, the analytics engine 110 may identily, based at
least on a signal-to-noise ratio (SNR) of one or more of the
plurality of activity patterns, an activity pattern associated
with a first clinician and/or a second clinician as being an
infrequent activity pattern that occurs below a threshold
frequency. In some example embodiments, the analytics
engine 110 may be configured to recognize an inirequent
activity pattern that occurs at a below threshold frequency.
For example, the analytics engine 110 may identify, based at
least on a below threshold signal-to-noise ratio, the activity
patterns of the first clinician 160a and/or the second clini-
cian 16056 as being an infrequent activity pattern. As noted,
infrequent activity patterns are typically disregarded as
statically insignificant. Nevertheless, at least some inire-
quent activity patterns may be definitive indicators of diver-
s1on. As such, the analytics engine 110 may be configured to
determine whether the first clinician 1604 and/or the second
clinician 1606 exhibits anomalous behavior by at least
analyzing the infrequent activity pattern associated with the
first clinician 160a and/or the second clinician 1605.

At 206, the analytics engine 110 may determine, based at
least on one or more data models, whether the infrequent
activity pattern corresponds to an anomalous behavior. In
some example embodiments, the analytics engine 110 may
analyze an infrequent activity pattern based on one or more
data models of anomalous behavior that are rarely observed
but highly indicative of diversion. As noted, an infrequent
activity pattern may include a series of transaction records
(e.g., from the data systems 130) while a data model may
include a combination of transaction values that are repre-
sentative ol a corresponding type of anomalous behavior
including, for example, patient identifiers, device 1dentifiers,
clinician 1dentifiers, medication identifiers, prescription
order identifiers, inventory information, patient status, shiit
identifiers, location tracking identifiers, electronic health
record (EHR) 1dentifiers, infusion information, compound-
ing information, administration information, working off
clock indicators, and/or the like. Accordingly, the analytics
engine 110 may determine that an infrequent activity pattern
corresponds to a type ol anomalous behavior that 1s rarely
observed but indicative of diversion based at least on the
infrequent activity pattern matching a corresponding data
model.

For example, the analytics engine 110 may determine that
the first clinician 160a exhibits anomalous behavior 1t the
transaction records from the data system 130 matches a data
model 1n which the a clinician (e.g., the first clinician 160a)
withdraws medication for a patient (e.g., the first patient
150a) who 1s already discharged or deceased. The analytics
engine 110 may determine that the first clinician 160q
exhibits predatory wasting behavior 1f the transaction
records from the data system 130 (e.g., one or more wasting
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stations) matches another data model in which the one
clinician (e.g., the first clinician 160a) routinely selects the
same clinician (e.g., the second clinician 16056) to witness
the wasting of medications but that same clinician (e.g., the
second clinician 1606) also serves as a witness for other
climicians (e.g., the third clinician 160c¢). Alternatively, the
analytics engine 110 may determine that the first clinician
160a and the second clinician 16056 are wasting buddies 11
the transaction records from the data system 130 matches a
data model 1n which the same pair of climicians (e.g., first
clinician 160q and the second clinician 1606) routinely serve
as a witness for each other.

In some example embodiments, the analytics engine 110
may determine that an infrequent activity pattern corre-
sponds to a type ol anomalous behavior indicative of diver-
s10n 1n response to a match between the transactions values
forming the infrequent activity pattern and the reference
transaction values included 1n a data model of the anomalous
behavior being above a threshold value (e.g., 90% 1dentical
and/or the like). The sensitivity of the analytics engine 110
may be adjusted by at least adjusting the threshold value. For
example, decreasing the threshold value may increase the
sensitivity of the analytics controller 110 while increasing
the threshold value may decrease the sensitivity of the
analytics controller 110. As such, the threshold value may be
increased 1f the analytics engine 110 misidentifies an exces-
sive quantity ol non-anomalous infrequent activity patterns
as being anomalous. Alternatively, the threshold may be
decreased if the analytics engine 110 fails to identily an
excessive quantity of anomalous infrequent activity patterns
as being anomalous.

At 208, the analytics engine 110 may trigger an mnvesti-
gative worktlow 1n response to the infrequent activity pat-
tern being determined to correspond to the anomalous
behavior. For example, 1n response to determining that the
first clinician 160q and/or the second clinician 1605 exhibit
one or more types of anomalous behavior, the analytics
engine 110 may trigger an investigative worktlow that
includes generating and sending an alert to the client 120 via
the network 140. Alternatively and/or additionally, the
investigative workflow may include the analytics engine 110
configuring the one or more data systems 130 to activate one
or more surveillance devices (e.g., video cameras, still
image cameras, audio recorders, and/or the like) at a medical
management device (e.g., a dispensing cabinet, a wasting
station, and/or the like) whenever the first clinician 160qa
and/or the second clinician 1605 accesses the medical man-
agement device. The mvestigative workilow may further
include the analytics engine 110 configuring the one or more
data systems 130 to 1solate medication accessed by the first
climcian 160a and/or the second clinician 1605. For
instance, the analytics engine 110 may configure a wasting
station to 1solate unused medication that the first clinician
160a and/or the second clinician 1606 disposes at the
wasting station by providing a separate receptacle for the
medication 1nstead of a shared receptacle that comingles
unused medication disposed by multiple clinicians.

In some example embodiments, the analytics engine 110
may trigger the investigative workilow by at least activating
a sensor or other collection device within the tracking
system 100. The activation may include transmitting a
control message to a device to configure the device to 1nitiate
collection of information for the investigative worktlow
such as biometrics of the target of the investigation, elec-
tronic medical records for patients interacted with by or near
the target of the investigation, location information for the
target during one or more shifts, peer clinician information
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(e.g., peers working with or near to the target), etc. This can
be particularly useful to collect information without neces-
sarily alerting a target of the investigation of the investiga-
tion. It the target of the investigation were made aware of the
data collection, the target of the investigation may alter
behavior or take further steps to avoid detection or under-
mine the integrity of the investigation. Such features provide
a technical solution to ensure efliciency and reliability of the
investigative worktlow.

FIG. 4 depicts a block diagram illustrating a computing,
system 400 consistent with implementations of the current
subject matter. Referring to FIGS. 1 and 2, the computing,
system 400 can be used to implement the analytics engine
110 and/or any components therein.

As shown i FIG. 4, the computing system 400 can
include a processor 410, a memory 420, a storage device
430, and mput/output device 440440. The processor 410, the
memory 420, the storage device 430, and the mput/output
device 440 can be 1nterconnected via a system bus 450. The
processor 410 1s capable of processing instructions for
execution within the computing system 400. Such executed
instructions can implement one or more components of, for
example, the analytics engine 110. In some example
embodiments, the processor 410 can be a single-threaded
processor. Alternatively, the processor 410 can be a multi-
threaded processor. The processor 410 1s capable of pro-
cessing instructions stored in the memory 420 and/or on the
storage device 430 to display graphical information for a
user interface provided via the mput/output device 440.

The memory 420 1s a computer readable medium such as
volatile or non-volatile that stores information within the
computing system 400. The memory 420 can store data
structures representing configuration object databases, for
example. The storage device 430 1s capable of providing
persistent storage for the computing system 400. The storage
device 430 can be a tloppy disk device, a hard disk device,
an optical disk device, a tape device, a solid-state device,
and/or any other suitable persistent storage means. The
input/output device 440 provides input/output operations for
the computing system 400. In some example embodiments,
the input/output device 440 includes a keyboard and/or
pointing device. In varnious implementations, the input/
output device 440 includes a display unit for displaying
graphical user interfaces.

According to some example embodiments, the iput/
output device 440 can provide mput/output operations for a
network device. For example, the input/output device 440
can include FEthemet ports or other networking ports to
communicate with one or more wired and/or wireless net-
works (e.g., a local area network (LAN), a wide area
network (WAN), the Internet).

In some example embodiments, the computing system
400 can be used to execute various interactive computer
software applications that can be used for organization,
analysis and/or storage of data in various formats. Alterna-
tively, the computing system 400 can be used to execute any
type ol software applications. These applications can be
used to perform various functionalities, e.g., planning func-
tionalities (e.g., generating, managing, editing of spread-
sheet documents, word processing documents, and/or any
other objects, etc.), computing functionalities, communica-
tions functionalities, etc. The applications can 1nclude vari-
ous add-in functionalities or can be standalone computing
products and/or functionalities. Upon activation within the
applications, the functionalities can be used to generate the
user mtertace provided via the input/output device 440. The
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user interface can be generated and presented to a user by the
computing system 400 (e.g., on a computer screen monitor,
etc.).

One or more aspects or features of the subject matter
described herein can be realized in digital electronic cir-
cuitry, mtegrated circuitry, specially designed ASICs, field
programmable gate arrays (FPGAs) computer hardware,
firmware, software, and/or combinations thereof. These
various aspects or features can include implementation in
one or more computer programs that are executable and/or
interpretable on a programmable system including at least
one programmable processor, which can be special or gen-
eral purpose, coupled to receive data and instructions from,
and to transmit data and instructions to, a storage system, at
least one 1mput device, and at least one output device. The
programmable system or computing system may include
clients and servers. A client and server are generally remote
from each other and typically interact through a communi-
cation network. The relationship of client and server arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other.

These computer programs, which can also be referred to
as programs, software, software applications, applications,
components, or code, imclude machine instructions for a
programmable processor, and can be implemented 1n a
high-level procedural and/or object-oriented programming,
language, and/or 1n assembly/machine language. As used
herein, the term “machine-readable medium” refers to any
computer program product, apparatus and/or device, such as
for example magnetic discs, optical disks, memory, and
Programmable Logic Devices (PLDs), used to provide
machine 1nstructions and/or data to a programmable proces-
sor, mcluding a machine-readable medium that receives
machine instructions as a machine-readable signal. The term
“machine-readable signal” refers to any signal used to
provide machine nstructions and/or data to a programmable
processor. The machine-readable medium can store such
machine mstructions non-transitorily, such as for example as
would a non-transient solid-state memory or a magnetic hard
drive or any equivalent storage medium. The machine-
readable medium can alternatively or additionally store such
machine instructions i1n a transient manner, such as for
example, as would a processor cache or other random access
memory associated with one or more physical processor
cores.

To provide for interaction with a user, one or more aspects
or features of the subject matter described herein can be
implemented on a computer having a display device, such as
for example a cathode ray tube (CRT) or a liquid crystal
display (LCD) or a light emitting diode (LED) monitor for
displaying information to the user and a keyboard and a
pointing device, such as for example a mouse or a trackball,
by which the user may provide mput to the computer. Other
kinds of devices can be used to provide for interaction with
a user as well. For example, feedback provided to the user
can be any form of sensory feedback, such as for example
visual feedback, auditory feedback, or tactile feedback; and
input from the user may be received 1n any form, mncluding
acoustic, speech, or tactile mput. Other possible 1nput
devices 1include touch screens or other touch-sensitive
devices such as single or multi-point resistive or capacitive
track pads, voice recognition hardware and software, optical
scanners, optical pointers, digital image capture devices and
associated interpretation software, and the like.

In the descriptions above and 1n the claims, phrases such
as “at least one of”” or “one or more of” may occur followed
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by a conjunctive list of elements or features. The term
“and/or” may also occur 1n a list of two or more elements or
features. Unless otherwise mmplicitly or explicitly contra-
dicted by the context in which it used, such a phrase 1is
intended to mean any of the listed elements or features
individually or any of the recited elements or features in
combination with any of the other recited elements or
teatures. For example, the phrases “at least one of A and B;”
“one or more of A and B;” and “A and/or B” are each
intended to mean “A alone, B alone, or A and B together.”
A similar mterpretation 1s also intended for lists including
three or more 1tems. For example, the phrases “at least one
of A, B, and C;” “one or more of A, B, and C:;” and “A, B,
and/or C” are each intended to mean “A alone, B alone, C
alone, A and B together, A and C together, B and C together,
or A and B and C together.” Use of the term “based on,”
above and 1n the claims 1s intended to mean, “based at least
in part on,” such that an unrecited feature or element 1s also
permissible.

The subject matter described herein can be embodied 1n
systems, apparatus, methods, and/or articles depending on
the desired configuration. The implementations set forth in
the foregoing description do not represent all implementa-
tions consistent with the subject matter described herein.
Instead, they are merely some examples consistent with
aspects related to the described subject matter. Although a
few wvariations have been described 1in detail above, other
modifications or additions are possible. In particular, further
features and/or variations can be provided in addition to
those set forth herein. For example, the implementations
described above can be directed to various combinations and
subcombinations of the disclosed features and/or combina-
tions and subcombinations of several further features dis-
closed above. In addition, the logic flows depicted 1n the
accompanying figures and/or described herein do not nec-
essarily require the particular order shown, or sequential
order, to achieve desirable results. Other implementations
may be within the scope of the following claims.

What 1s claimed 1s:

1. A system, comprising;

at least one data processor; and

at least one memory storing instructions which, when

executed by the at least one data processor, result 1n

operations comprising:

identifying an activity pattern associated with a first
clinician as being an infrequent activity pattern that
occurs below a threshold frequency, wherein the
infrequent activity pattern 1s identified based at least
on a signal-to-noise ratio associated with the infre-
quent activity pattern being below a threshold value;

determining, based at least on one or more data models,
whether the infrequent activity pattern corresponds
to an anomalous behavior:;

triggering an investigative worktflow 1n response to the
infrequent activity pattern being determined to cor-
respond to the anomalous behavior; and

causing a wasting station to provide a separate recep-
tacle for unused medication from the first clinician,
wherein the separate receptacle 1solates the unused
medication that the first clinician disposes of at the
wasting station from a shared receptacle that com-
ingles unused medication disposed by multiple cli-
nicians.

2. The system of claim 1, wherein the activity pattern
includes a plurality of transaction records generated 1n
response to the first clinician interacting with one or more
data systems, and wherein the one or more data systems
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include an access control system, a dispensing system, an
infusion system, a compounding system, and/or an elec-
tronic medical record system.

3. The system of claim 2, wherein the plurality of trans-
action records include one or more transaction values cor-
responding to a timestamp, a patient identifier, a device
identifier, a clinician i1dentifier, a medication identifier, a
prescription order identifier, an nventory information, a
patient status, a shift identifier, a location tracking identifier,
an infusion information, a compounding information, an
administration information, a working off clock indicator,
and/or an electronic health record identifier.

4. The system of claim 1, wherein the one or more data
models are generated based on a series of transaction records
known to be associated with one or more types of anomalous
behavior that are indicative of diversion.

5. The system of claim 4, wherein each of the one or more
data models include a combination of reference transaction
values representative of a corresponding type of anomalous
behavior, and wherein the combination of reference trans-
action values include one or more reference transaction
values for the timestamp, the patient 1dentifier, the device
identifier, the clinician identifier, the medication i1dentifier,
the prescription order identifier, the inventory information,
the patient status, the shift identifier, the location tracking
identifier, the infusion information, the compounding infor-
mation, the administration information, the working ofl
clock indicator, and/or the electronic health record identifier.

6. The system of claim 1, wherein the anomalous behavior
includes the first clinician routinely selecting a second
climcian to witness a wasting of medication while the
second clinician also serves as a witness for a third clinician
wasting medication.

7. The system of claim 1, wherein the anomalous behavior
includes the first clinician routinely selecting a second
clinician to witness a wasting of medication and the second
clinician routinely selecting the first clinician to witness the
wasting ol medication.

8. The system of claim 1, wherein the anomalous behavior
includes the first clinician withdrawing a medication for a
deceased patient and/or a discharged patient.

9. The system of claim 1, wherein the anomalous behavior
includes the first climician routinely accessing a medical
management device within a threshold quantity of time after
another clinician.

10. The system of claim 1, wherein the anomalous behav-
1or includes a paired cancellation of transactions, an unex-
pected forced opening of a medication management device,
a clinician interacting with the medication management
device when the clinician not scheduled to work, the clini-
cian interacting with the medication management device
when the clinician 1s not clocked in to for work, and/or the
climician teracting with the medication management
device at an abnormal time.

11. The system of claim 1, wherein the investigative
worktlow 1includes sending, to a client device, an alert
indicating the first clinician as exhibiting the anomalous
behavior.

12. The system of claim 1, wherein the nvestigative
workilow includes activating one or more surveillance
devices 1n response to the first clinician interacting with a
medical management device and/or 1solating a medication
accessed by the first clinician.

13. The system of claim 1, wherein the infrequent activity
pattern 1s determined to correspond to the anomalous behav-
10or 1n response to a match between a first plurality of
transaction values forming the infrequent activity pattern
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and a second plurality of reference transaction values
included 1n a data model of the anomalous behavior being
above a threshold value.
14. The system of claim 13, wherein the threshold value
1s adjusted 1n response to a misidentification of more than a
threshold quantity of infrequent activity patterns.
15. A computer-implemented method, comprising:
identifying an activity pattern associated with a first
clinician as being an infrequent activity pattern that
occurs below a threshold frequency, wherein the infre-
quent activity pattern 1s i1dentified based at least on a
signal-to-noise ratio associated with the inifrequent
activity pattern being below a threshold value;

determiming, based at least on one or more data models,
whether the infrequent activity pattern corresponds to
an anomalous behavior;

triggering an 1nvestigative worktlow 1n response to the

inirequent activity pattern being determined to corre-
spond to the anomalous behavior; and

causing a wasting station to provide a separate receptacle

for unused medication from the first clinician, wherein
the separate receptacle 1solates the unused medication
that the first clinician disposes of at the wasting station
from a shared receptacle that comingles unused medi-
cation disposed by multiple clinicians.

16. The method of claim 15, wherein the activity pattern
includes a plurality of transaction records generated 1in
response to the first clinician interacting with one or more
data systems, and wherein the one or more data systems
include an access control system, a dispensing system, an
infusion system, a compounding system, and/or an elec-
tronic medical record system.

17. The method of claim 16, wherein the plurality of
transaction records include one or more transaction values
corresponding to a timestamp, a patient 1dentifier, a device
identifier, a clinician i1dentifier, a medication identifier, a
prescription order identifier, an inventory information, a
patient status, a shift identifier, a location tracking identifier,
an infusion information, a compounding information, an
administration information, a working off clock indicator,
and/or an electronic health record identifier.

18. The method of claim 15, wherein the one or more data
models are generated based on a series of transaction records
known to be associated with one or more types of anomalous
behavior that are indicative of diversion.

19. The method of claim 18, wherein each of the one or
more data models include a combination of reference trans-
action values representative of a corresponding type of
anomalous behavior, and wherein the combination of refer-
ence transaction values include one or more reference trans-
action values for the timestamp, the patient identifier, the
device 1dentifier, the clinician 1dentifier, the medication
identifier, the prescription order identifier, the nventory
information, the patient status, the shift identifier, the loca-
tion tracking identifier, the infusion information, the com-
pounding information, the administration information, the
working off clock indicator, and/or the electronic health
record 1dentifier.

20. A non-transitory computer readable medium storing
instructions, which when executed by at least one data
processor, result 1 operations comprising:

identilying an activity pattern associated with a climician

as being an infrequent activity pattern that occurs
below a threshold frequency, wherein the infrequent
activity pattern 1s identified based at least on a signal-
to-noise ratio associated with the infrequent activity
pattern being below a threshold value;
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determining, based at least on one or more data models,
whether the infrequent activity pattern corresponds to
an anomalous behavior;

triggering an investigative workilow in response to the
inirequent activity pattern being determined to corre-
spond to the anomalous behavior; and

causing a wasting station to provide a separate receptacle
for unused medication from the first clinician, wherein
the separate receptacle 1solates the unused medication
that the first clinician disposes of at the wasting station
from a shared receptacle that comingles unused medi-
cation disposed by multiple clinicians.
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