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SYSTEM AND METHOD FOR SECURELY
TRANSFERRING DATA USING
ENCRYPTION KEYS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in part application that

claims the benefit of the filing date under 35 U.S.C. § 120
of U.S. patent application Ser. No. 17/193,564, filed on Mar.
5, 2021, and also U.S. patent application Ser. No. 17/193,
569, filed on Mar. 3, 2021, the entirety of both of which are
incorporated herein by reference.

TECHNICAL FIELD

This disclosure relates generally to the field of computer-
based communication, and more specifically to a system and
method for securely transiferring data, and a system and
method for detecting compromised devices.

BACKGROUND

Typically, a device may transmit data to another device in
an unsecured manner or using traditional security measures
(e.g., Secure Sockets Layer (SSL) protocol). These tradi-
tional methods of transferring data, however, may be defi-
cient.

Furthermore, a device (e.g., a mobile device) can typically
be compromised (e.g., jailbroken, rooted) to provide addi-
tional access to the mobile device. For example, a mobile
device can be jailbroken to provide access to the entire file
system of the mobile device. When a mobile device 1s
compromised, 1t may be freed from the limitations imposed
on the device by its manufacture (e.g., APPLE) and/or the
mobile service carrier (e.g., AT&T). As such, the compro-
mised mobile device may be able to do things 1t previously
could not, such as install unoflicial applications and modity
settings. This compromised mobile device may present a
security risk. Unfortunately, traditional methods for detect-
ing such compromised mobile devices may be deficient.

SUMMARY

In a first example, a system includes a second computing
device that receives encrypted data from a first computing
device. The encrypted data 1s encrypted based on a first
encryption key. Also, the data 1s obfuscated prior to encryp-
tion. The second computing device generates a second
encryption key that matches the first encryption key,
decrypts the encrypted data using the second encryption key,
un-obfuscates the data, and transmits the data for use.

In a second example, a system includes a first computing
device that obfuscates data for transmittal to a second
computing device. The first computing device further gen-
erates a first encryption key, encrypts, using the first encryp-
tion key, the obfuscated data for transmittal to the second
computing device, and transmits the encrypted data for
receipt by the second computing device.

In a third example, a system includes a first computing
device that has one or more processors configured to deter-
mine data for transmittal to a second computing device, and
determine transmittal mapping data. The processers are
turther configured to obfuscate the data, and then break the
obfuscated data into one or more portions, and, for each of
the one or more portions of the obfuscated data, the proces-
sors are also configured to replace the respective portion of
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2

the obluscated data with a transmaittal token included in the
transmittal mapping data. The processors are also configured
to transmit the transmittal tokens for receipt by the second
computing device.

In a fourth example, a system includes a first computing
device that has one or more processors configured to per-
form one or more tests that indicate whether the first
computing device 1s compromised. In response to a deter-
mination that the first computing device passed the one or
more tests, the processors are configured to manipulate an
authentication code to generate a first seed value. In
response to a determination that the first computing device
failed the one or more tests, the processors are configured to
mampulate the authentication code to generate a second seed
value. The processors are also configured to determine data
for transmaittal to a second computing device, obfuscate the
data, modily the obfuscated data using the first seed value or
the second seed value, and transmit the modified data for
receipt by the second computing device.

BRIEF DESCRIPTION OF THE FIGURES

For a more complete understanding of the present disclo-
sure and 1ts features and advantages, reference 1s now made
to the following description, taken 1n conjunction with the
accompanying drawings, in which:

FIGS. 1A-1B illustrate an example system for securely
transierring data;

FIG. 2 1illustrates an example method for securely trans-
ferring data;

FIG. 3 illustrates one example of using transmittal map-
ping data and reception mapping data to securely transier
data;

FIGS. 4A-4B illustrate an example system for securely
transferring data using encryption keys;

FIG. 5 illustrates another example method for securely
transierring data;

FIGS. 6A-6B illustrate an example system for detecting
compromised devices; and

FIG. 7 illustrates a method for detecting compromised
devices.

DETAILED DESCRIPTION

Embodiments of the present disclosure are best under-
stood by referring to FIGS. 1-7 of the drawings, like
numerals being used for like and corresponding parts of the
various drawings.

System and Method for Securely Transierring Data

Typically, a device may transmit data to another device 1n
an unsecured manner. This, however, may be problematic, as
an unauthorized entity (e.g., a hacker) may be able to listen
to, capture, or otherwise access the transmitted data. Fur-
thermore, even when the device transmits that data using
traditional security measures, an unauthorized entity may
still be able to access the data. For example, some data may
be sent via SSL protocol, which may be susceptible to
hacking. As another example, some data may be encrypted
using one or more encryption keys prior to the data being
sent. These encryption keys, however, are typically stored at
the first device (1.e., the device sending the data) and/or the
second device (1.e., the device recerving the data). As such,
an unauthorized entity may hack one or more of these
devices in order to obtain the encryption keys, thereby
gaining access to the transmitted data.

Contrary to this, the system 10 of FIGS. 1A-1B may
address one or more of these deficiencies. FIGS. 1A-1B
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illustrate an example system 10 for securely transferring
data 30. In one example of operation, system 10 includes a
data device 14 (e.g., a mobile phone) that determines data 30
(e.g., bank account mformation input by a user) for trans-
mittal to a receiving device 50 (e.g., a server). When the data
device 14 1s preparing to transmit the data 30 (e.g., the bank
account information) to the receiving device 350 (e.g., the
server), the data device 14 determines a transmittal token 82
(e.g., a set of characters and/or bytes, such as “/AtHM4b#”)
for each of one or more portions of the data 30, and then
replaces each of the portions of the data 30 with the
transmittal token 82. Then, the data device 14 transmits the
transmittal tokens 82 to the receiving device 50. The actual
data 30, however, 1s not sent to the receiving device 50.

Following reception of the transmittal tokens 82, the
receiving device 50 matches each of the transmittal tokens
82 (e.g., “AtHM4b#”) to a reception token 88 (e.g.,
“/AtHM4b#). Based on these matches, the receiving device
50 determines (e.g., rebuilds) the data 30 (e.g., the bank
account information mput by a user at the data device 14).
This allows the receiving device 30 to determine and utilize
the data 30 without the data 30 being actually transmitted
from the data device 14 to the receiving device 50, 1n some
examples. Instead, transmittal tokens 82 are sent to the
receiving device 50 (instead of the data 30). This prevents an
unauthorized entity from listening, capturing, or otherwise
accessing the data 30 during transmittal, 1n some examples.

In the example illustrated in FIGS. 1A-1B, the system 10
includes the data device 14. The data device 14 may be any
device that receives data, stores data, and/or transmits data
(c.g., data 30). For example, the data device 14 may be (or
may 1nclude) a personal computer, a laptop, a mobile
telephone (such as a Smartphone), an electronic notebook, a
personal digital assistant, a host computer, a workstation, a
web server, a network server, any suitable remote server, a
mainirame, a file server, any other computing or processing,
device, any other device for receiving data, storing data,
and/or transmitting data, or any combination of the preced-
ing. The functions of the data device 14 may be performed
by any suitable combination of one or more servers or other
components at one or more locations. In an example where
the data device 14 1s a server, the server may be a private
server, and the server may be a virtual or physical server.
The server may include one or more servers at the same or
remote locations. Also, the data device 14 may be (or may
include) any suitable component that functions as a server.
In the example illustrated in FIGS. 1A-1B, the data device
14 1s a mobile telephone. Furthermore, imn the example
illustrated 1n FIG. 1B, the data device 14 includes a com-
puter/data processor 18 and data storage medium 22 (e.g.,
memory) comprising instructions 26 executable by the pro-
cessor 18 to perform the functions of the data device 14.
Additionally, the data device 14 includes a communication
port 46 (e.g., receiver, transmitter, transceiver, network
interface) configured to receive and transmit information
(e.g., receive requests for data, transmit data). Further
example details of data device 14 and/or its components are
discussed below.

As 1s discussed above, the data device 14 may be any
device that receives data, stores data, and/or transmits data.
This data refers to data 30, in some examples. Data 30
represents any type of information. For example, data 30
may be personal information (e.g., a social security number,
membership identifier, name, address), business information
(e.g., a document, spreadsheet, or other information created,
used, and/or received by a business), medical information
(e.g., a medical report, a medical diagnosis, a medical bill),

10

15

20

25

30

35

40

45

50

55

60

65

4

financial information (e.g., information regarding invest-
ments, credit card information, bank information, account
number), security information (e.g., a password, personal
access number), a document (e.g., a word document, an
excel spreadsheet, a pdi), an audio file (e.g., a music file), a
video file (e.g., a movie file, a tv show file, a video clip),
account mnformation, a completed voting ballot (e.g., for
voting 1n an election for public oflice), any other type of
information, or any combination of the preceding. Data 30
turther represents any portion of information. For example,
data 30 may be an entire spreadsheet (or other document,
such as a word document), or 1t may be a portion of an entire
spreadsheet (or other document), such as only social security
numbers or other personal information included in the
spreadsheet (or other document). As another example, data
30 may be an entire medical report, or 1t may be a portion
of the medical report, such as only personal information
included 1n the medical report and/or the diagnosis 1n the
medical report.

Data 30 may be mput by a user into the data device 14,
in some examples. For example, data 30 may be account
information input by a user into the data device 14 (e.g.,
input 1nto a web browser on the data device 14, input into an
“app”, such as a mobile application, executed by the data
device 14), or selected by a user from a selection displayed
on the data device 14. Data 30 may be stored by the data
device 14, 1n other examples. For example, data 30 may be
a document stored 1n memory 1n the data device 14.

As 1s discussed above, when the data device 14 i1s pre-
paring to transmit the data 30 to the receiving device 50, the
data device 14 may (1) determine a transmittal token 82
(e.g., a set of characters and/or bytes, such as “/AtHM4b#)
for each of one or more portions of the data 30, then the data
device 14 may (2) replace each of the portions of the data 30
with the transmittal token 82, and then the data device 14
may (3) send the transmittal tokens 82 to the receiving
device (1nstead of the data 30). To do this, the data device 14
includes transmittal mapping data 78, in some examples.
This transmittal mapping data 78 may include transmittal
byte values 80, and transmittal tokens 82, 1n some examples.
Furthermore, this transmittal mapping data 78 may allow
cach byte 1n the data 30 to be mapped to (and replaced with)
a transmittal token 82.

A transmittal byte value 80 represents a value of one byte
of data. In computer technology, a byte contains 8 bits, and
cach of these bits can be etther a 0 or a 1. This means that
a byte can have a value from 00000000 to 11111111, and any
combination between. There are 256 different combinations
between 00000000 to 11111111. As such, there are 256
different possible values of a byte, and each of these values
1s referred to as a number from 0-235 (for a total of 256).
Each transmittal byte value 80 represents one of the 256
different possible values of a byte, 1n some examples.

In the example illustrated 1n FIGS. 1A-1B, each trans-
mittal byte value 80 (e.g., 0-2535) represents a single char-
acter of data (e.g., a number, a letter, a symbol). As examples
of this, 1n the English language, the transmittal byte value
“33” may represent the symbol “!”, the transmittal byte
value “38” may represent the symbol “&”, the transmuittal
byte value “49” may represent the number “17, the trans-
mittal byte value “57” may represent the number “9”, the
transmittal byte value “65” may represent the letter “A”, the
transmittal byte value “90” may represent the letter “Z”, the
transmittal byte value “97” may represent the letter “a”, and
the transmittal byte value “122” may represent the “z”. In
this example, the word “Hello” may be represented by the
following transmaittal byte values 80: “H” 1s represented by
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transmittal byte value “727, “e” 1s represented by transmittal
byte value “1017, “I”” 1s represented by transmittal byte value
“108”, “1” 1s represented by transmittal byte value “108”,
and “0” 1s represented by transmittal byte value “1117. In
other examples, each transmittal byte value 80 may repre-
sent multiple characters of data.

Data device 14 may include any number of transmittal
byte values 80. For example, data device 14 may include 256
different transmittal byte values 80, 128 different transmattal
byte values 80, 64 different transmittal byte values 80, or any
other number of transmittal byte values 80. In some
examples, data device 14 includes a suilicient number of
transmittal byte values 80 to fully represent any data 30. For
example, data device 14 may include a suflicient number of
transmittal byte values 80 to represent every number, sym-
bol, letter, and/or other character in data 30. In the example
illustrated 1n FIGS. 1A-1B, data device 14 includes 256
different transmittal byte values 80.

A transmittal token 82 1s a set of data that 1s used to
replace one or more portions of data 30, 1n some examples.
The transmittal token 82 may be any type of data. For
example, the transmittal token 82 may be a set of numbers,
a set of letters (e.g., A, B, C, etc.), a set of numbers and
letters, a set of symbols (e.g., %, !, 7, etc.), a set of bytes, a
code, any other grouping of characters and/or bytes, or any
combination of the preceding. The transmittal token 82 may
have any length. For example, the transmittal token 82 may
be an eight character token, a sixteen character token, a 32
character token, a token with a length between eight char-
acters and 32 characters, or a token with any other length.

Although the transmittal token 82 is a set of data, 1t does
not iclude any mnformation that would allow the data 30 to
be determined by an unauthorized user, 1n some examples.
For example, 11 the data 30 1s the message “Hello”, the five
transmittal tokens 82 that are sent to the receiving device 50
may be (1) “/AtHMA4b#, (2) “q?5;dS)H, (3) “Bm)z**s), (4)
“lI,v¥8Cc¢” and (5) “*0gei&jE”. As such, even if an unau-
thorized user was able to gain access (or steal) one or more
of the transmaittal tokens 82, the unauthorized user would be
unable to determine the data 30 (e.g., the unauthorized user
would be unable to determine that the data 30 was the
message “Hello”).

Each transmittal token 82 may be assigned to a transmittal
byte value 80. This assignment may refer to any manner of
allocating a particular transmittal token 82 (e.g.,
“/AtHM4b#) to a particular transmittal byte value 80 (e.g.,
the transmittal byte value 80 that represents the letter “H™).
Examples of this assignment are discussed below with
regard to FIGS. 2-3. The assignment may allow the data
device 14 to determine a transmittal token 82 for a portion
of the data 30. As an example of this, the data device 14 may
(1) determine a byte (e.g., the character “H”) that 1s included
in the data 30, (2) determine a transmittal byte value 80 (e.g.,
the value “72” which represents the matching character
“H”), and (3) determine the transmittal token 82 (e.g.,
“/AtHM4b#”) that 1s assigned to the determined transmattal
byte value 80. This may allow the data device 14 to replace
the character “H” 1n data 30 with the transmaittal token 82
“/AtHM4b#”.

Each transmuittal token 82 may be assigned to only a single
transmittal byte value 80. Furthermore, the assignment may
be changed i1 the transmuattal token 82 has already been used.
For example, 11 data 30 includes the character “H” twice, the
first character “H” may be replaced with a first transmattal
token 82 (e.g., “/AtHM4b#”), and the second character “H”
may be replaced with a second transmittal token 82 (e.g.,
“—6K82!(@™). To allow for this change, the data device 14
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may determine when the first transmittal token 82 has been
used. Then, when 1t has been used, the data device 14 may
(1) wunassign the first transmittal token 82 (e.g.,
“/AtHM4b#”) from the transmittal byte value 80 (e.g., the
value “72” which represents the matching character “H”),
(2) dynamically generate (e.g., or otherwise determine) the

second transmittal token 82 (e.g., “-6K82!(@”), and (3)
assign the second transmittal token 82 (e.g., “-6K82!(@”) to
the transmittal byte value 80 (e.g., the value *“72” which
represents the matching character “H”). This prevents the
same transmittal token 82 from being used multiple times 1n
the same transmittal message, 1n some examples.

The data device 14 may utilize a pseudo random bait
generator to generate and/or assign the transmaittal tokens 82.
A pseudo random bit generator may alternatively be referred
to as a Deterministic Random Bit Generator (DRBG).
Examples of a pseudo random bit generator (or a DRBG)
include ISAAC (Indirection, Shift, Accumulate, Add, and
Count), ISAAC-64, Hash DRBG SHA-1, Hash DRBG
SHA-256, Hash DRBG SHA-512, Cipher DRBG AES-128,

Cipher DRBG AES-192, Cipher DRBG AES-256, any other
pseudo random bit generator (or DRBG), or any other
system or method for creating determimstically random
numbers.

In the illustrated example, the system 10 further includes
the receiving device 50. The receiving device 50 may be any
device that receives transmittal tokens 82 from data device
14 and/or processes data 30. For example, the receiving
device 50 may be (or may include) a personal computer, a
laptop, a mobile telephone (such as a Smartphone), an
clectronic notebook, a personal digital assistant, a cable box,
a networked television (such as a smart television), a smart
monitor or smart display device, a smart projector, a host
computer, a workstation, a web server, a network server, any
suitable remote server, a mainirame, a file server, any other
computing or processing device, any other device that
receives transmittal tokens 82 from data device 14 and/or
processes data 30, or any combination of the preceding. As
1s 1llustrated 1n FIGS. 1A-1B, the receiving device 50 1s a
server that the user of the data device 14 1s communicating,
with via a mobile app executed on the data device 14.
Furthermore, as 1s also 1illustrated 1n FIG. 1B, the receiving
device 50 includes a computer/data processor 54 and data
storage medium 58 (e.g., memory) comprising instructions
62 cxecutable by the processor 54 to perform the functions
of the recerving device 50. Additionally, the receiving device
50 1ncludes a communication port 74 (e.g., receiver, trans-
mitter, transceiver, network interface) configured to receive
and transmit information (e.g., receive transmittal tokens 82,
transmit requests for data 30). Further example details of
receiving device 50 and/or its components are discussed
below.

As 1s discussed above, the receiving device 50 may
receive the transmittal tokens 82 from the data device 14.
Following reception of the transmittal tokens 82, the receiv-
ing device 50 may match each of the transmittal tokens 82
(e.g., “/AtHM4b#”) to a reception token 88 (e.g.,
“/AtHM4b#). Based on these matches, the receiving device
50 may determine (e.g., rebuild) the data 30. This allows the
receiving device 50 to determine and utilize the data 30
without the data 30 being transmitted from the data device
14 to the recerving device 50, 1n some examples. To do this,
the recerving device 50 includes reception mapping data 84,
in some examples. This reception mapping data 84 may
include reception byte values 86, and reception tokens 88, 1n
some examples.
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A reception byte value 86 represents a value of one byte
of data. For example, each reception byte value 86 may
represent one of the 256 different possible values of a byte.
Furthermore, each reception byte value 86 (e.g., 0-255) may
represent a single character of data (e.g., a number, a letter,
a symbol), or may represent multiple characters of data. As
examples of this, in the English language, the reception byte
value “33” may represent the symbol “!”, the reception byte
value “38” may represent the symbol “&”, the reception byte
value “49” may represent the number “1”, the reception byte
value “37” may represent the number “9”, the reception byte
value “65” may represent the letter “A”, the reception byte
value “90” may represent the letter “Z”, the reception byte
value “97” may represent the letter “a”, and the reception
byte value “122” may represent the letter “z”.

Receiving device 50 may include any number of reception
byte values 86. For example, receiving device 50 may
include 256 different reception byte values 86, 128 different
reception byte values 86, 64 diflerent reception byte values
86, or any other number of reception byte values 86. In some
examples, receiving device 50 includes a suilicient number
of reception byte values 86 to fully determine any data 30.
For example, receiving device 50 may include a suthlicient
number of reception byte values 86 to determine every
number, symbol, letter, and/or other character in data 30. In
the example illustrated 1n FIGS. 1A-1B, receiving device 50
includes 256 ditlerent reception byte values 86.

In the example 1illustrated in FIGS. 1A-1B, the reception
byte values 86 included 1n the receiving device 50 match the
transmittal byte values 80 included 1n the data device 14. As
an example of this, the reception byte value “65” and the
transmittal byte value “65” may both represent the letter
“A”. This may allow the receiving device 50 to determine
(e.g., rebuild) the data 30.

A reception token 88 1s a set of data that i1s used to
determine one or more portions of data 30, 1n some
examples. The reception token 88 may be any type of data.
For example, the reception token 88 may be a set of
numbers, a set of letters (e.g., A, B, C, etc.), a set of numbers
and letters, a set of symbols (e.g., %, !, 7, etc.), a set of bytes,
a code, any other grouping of characters and/or bytes, or any
combination of the preceding. The reception token 88 may
have any length. For example, the reception token 88 may be
an eight character token, a sixteen character token, a 32
character token, a token with a length between eight char-
acters and 32 characters, or a token with any other length.

Although the reception token 88 1s a set of data, 1t does not
include any information that would allow the data 30 to be
determined by an unauthorized user, 1n some examples. For
example, if the data 30 1s the message “Hello”, the five
reception tokens 88 that are used to determine the data 30
may be (1) “/AtHM4b#”, (2) *“q?5;dS)H”, (3) “Bm)z**s)”,
(4) “41,v*¥8Cc”, and (5) “*0gei&jJE”. As such, even if an
unauthorized user was able to gain access (or steal) a
reception token 88, the unauthorized user would be unable
to determine the data 30 (e.g., the unauthorized user would
be unable to determine that the data 30 was the message
“Hello™).

Each reception token 88 may be assigned to a reception
byte value 86. This assignment may refer to any manner of
allocating a particular reception token 88 (e.g.,
“/AtHM4b#”) to a particular reception byte value 86 (e.g.,
the reception byte value 86 that represents the letter “H™).
Examples of this assignment are discussed below with
regard to FIGS. 2-3. The assignment may allow the receiv-
ing device 50 to determine the data 30. As an example of
this, the receiving device 50 matches each of the transmaittal
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tokens 82 (e.g., “/AtHM4b#”) to a reception token 88 (e.g.,
“/AtHM4b#”). For each match, the receiving device 50 may
then determine the reception byte value 86 that 1s assigned
to the matched reception token 88. The receiving device 50
may then utilize these determined reception byte values 86
to determine (e.g., rebuild) the data 30.

Each reception token 88 may be assigned to only a single
reception byte value 86. Furthermore, the assignment may
be changed 11 the reception token 88 has already been used.
To allow for this change, the receiving device 50 may
determine when the first reception token 88 (e.g.,
“/AtHM4b#) has been used. Then, when 1t has been used,
the receiving device 50 may (1) dynamically generate (e.g.,
or otherwise determine) the second reception token 88 (e.g.,
“—6K82!({@”), and (2) assign the second reception token 88
(e.g., “—6K82!((@”) to the reception byte value 86 (e.g., the
value “72” which represents the matching character “H”).

In the example 1llustrated 1n FIGS. 1A-1B, the reception
tokens 88 included 1n the receiving device 50 match the
transmittal tokens 82 included in the data device 14. For
example, a transmittal token 82 may be *“/ AtHM4b#” and the
matching reception token 88 may also be “/AtHM4b#”.
Additionally, the assignments of the reception tokens 88 to
the reception byte values 86 match the assignments of the
transmittal tokens 82 to the transmittal byte values 80. For
example, the reception token “/AtHM4b#” may be assigned
to the reception bye value *“72” (which represents the
character “H”), and the matching transmittal token
“/AtHMA4b#” may be assigned to the matching transmittal
bye value *“72” (which represents the character “H”). This
may allow the recerving device 50 to determine the data 30,
in some examples.

The receiving device 50 may utilize a pseudo random bit
generator (or a DRBG) to generate and/or assign the recep-
tion token 88. Examples of this pseudo random bit generator

include ISAAC, ISAAC-64, Hash DRBG SHA-1, Hash
DRBG SHA-256, Hash DRBG SHA-512, Cipher DRBG
AES-128, Cipher DRBG AES-192, Cipher DRBG AES-256,
any other pseudo random bit generator (or DRBG), or any
other system or method for creating deterministically ran-
dom numbers. The pseudo random bit generator used by the
receiving device 50 1s the same as the pseudo random bit
generator used by the data device 14, 1n some examples. As
such, the data device 14 may generate and assign transmittal
tokens 82 using a particular pseudo random bit generator,
and the receiving device 50 may generate and assign recep-
tion tokens 88 using the same particular pseudo random bit
generator. Furthermore, both the data device 14 and the
receiving device 50 may utilize the same seed value(s) for
their same pseudo random bit generator. This may result in
both the data device 14 and the receiving device 50 dynami-
cally generating and assigning matching transmaittal tokens
82 and reception tokens 88.

Modifications, additions, or omissions may be made to
system 10 without departing from the scope of the disclo-
sure. For example, system 10 may include any number of
data devices 14 and/or receiving devices 50 (and/or any
number of components, such as processors or memory units
illustrated or described in the above devices). Also, any
suitable logic may perform the functions of system 10 and
the components and/or devices within system 10. Further-
more, one or more components of system 10 may be
separated, combined, and/or eliminated.

Furthermore, although data device 14 and receiving
device 50 have been described above as being separate
devices, 1n some examples, they may both be integrated into
the same device. In such an example, the data device 14 may
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refer to a first process being performed within a single
device (e.g., within a server), and the receiving device 50
may refer to a second process being performed within the
same single device (e.g., within the server). This may allow
the single device to securely transfer data between two 3
separate processes being performed by the single device.
The device (e.g., a server) may utilize a first processor to
perform the process of the data device 14, and may further
utilize a second processor to perform the process of the
receiving device 50. Alternatively, the process of the data 10
device 14 and the process of the recerving device 50 may be
performed by the same processor(s) within the single device.

FIG. 2 illustrates an example method for securely trans-
terring data. As 1s illustrated, method 200 of FIG. 2 1llus-
trates an example of securely transferring data 30 from data 15
device 14 to recerving device 50 of FIGS. 1A-1B. However,
the steps of method 200 may be utilized to securely transier
data 30 (or any other data) from any device to any other
device.

Method 200 beings at step 204. At step 208, a connection 20
1s established between data device 14 and the receiving
device 50. The connection refers to any type of connection
that allows the data device 14 to communicate with the
receiving device 50 (and vice versa) so as to transter data 30,
in some examples. 25

The connection process between the data device 14 and
the receiving device 50 may include a pairing process. The
pairing process may be any process that synchronizes the
receiving device 50 with the data device 14. For example,
the pairing process may 1involve sending one or more 30
messages between the receiving device 50 and the data
device 14 1 order to synchronize the receiving device 50
with the data device 14. Such synchronization may include
checking or veritying that both the receiving device 50 and
the data device 14 have one or more of the same pseudo 35
random bit generators, synchronizing the pseudo random bit
generators, any other manner of synchronizing the receiving
device 50 with the data device 14, or any combination of the
preceding. In some examples, the pairing process may not be
performed during the connection process. For example, the 40
receiving device 50 and the data device 14 may have been
previously paired (e.g., at the factory or 1n any other secure
method or system) and may not need to be paired again. IT
the receiving device 50 or the data device 14 1s missing
information used for synchronization (e.g., the receiving 45
device 50 does not have the same pseudo random bit
generator), the pairing process may, 1 some examples,
cause the receiving device 30 or the data device 14 to
generate the missing information, download the informa-
tion, otherwise retrieve the missing information, or any 50
combination of the preceding.

The pairing process may further include a synchromization
of the pseudo random bit generator(s) included in the data
device 14 and the receiving device 50, 1n some examples.
This synchronization of the pseudo random bit generator(s) 55
allows the data device 14 and receiving device 350 to
generate matching transmittal mapping data 78 (e.g., trans-
mittal tokens 82) and reception mapping data 82 (e.g.,
reception tokens 88), in some examples. The synchroniza-
tion of the pseudo random bit generator(s) may occur 1n any 60
manner. For example, to synchronize the pseudo random bit
generator(s), the data device 14 and the receiving device 50
may both generate, determine, and/or receive one or more
seed values (e.g., one seed value, three seed values) that may
be input into the pseudo random bit generator(s). These 65
same seed value(s) may synchronmize the pseudo random bat
generator(s), causing them to independently generate and

10

assign matching transmittal tokens 82 and reception tokens
88. After this mitial synchronization (i.e., iitialization pro-
cess or re-initialization process), mformation transferred
(e.g., transmittal tokens 82) during communication between
the data device 14 and the receiving device 50 may be used
to keep the pseudo random bit generator(s) synchronized, in

some examples.

At step 212, the data device 14 determines data 30 for
transmittal to the recerving device 50. The data device 14
may determine data 30 1n any manner. For example, the data
device 14 may determine the data 30 when 1t 1s mnput by a
user (or any other enftity). As an example of this, the user
may 1nput their social security number into a fillable graphi-
cal box displayed on the display screen of the data device 14
(or the social security number may be auto filled by a
program running on the data device 14), and then the user
may activate a button that authorizes the transmaittal of the
iput social security number. When the user activates this
button, the data device 14 may determine that this social
security number 1s data 30 that 1s to be transmitted to the
receiving device 50. As another example, the data device 14
may determine the data 30 when it 1s selected by a user (or
any other entity). As an example of this, the user may select
a file and/or document from storage (e.g., a word document
stored on the data device 14 or accessible to the data device
14), and then the user may activate a button that authorizes
the transmittal of the file and/or document. When the user
activates this button, the data device 14 may determine that
this file and/or document 1s data 30 that 1s to be transmitted
to the receiving device 50. As another example of this, the
user may select an option (e.g., one option from a list of
different options) displayed on the display screen of the data
device 14, and then the user may activate a button that
authorizes the transmittal of the selected option. When the
user activates this button, the data device 14 may determine
that this selected option 1s data 30 that 1s to be transmitted
to the receiving device 50. In other examples, the determi-
nation of the data 30 may not require user input at all. For
example, the transmaittal of data 30 may be an automated
communication between two end poimnts. In such an
example, the determination of the data 30 may occur when
the data 30 1s selected (or otherwise imput) by one of the end
points.

At step 216, the data device 14 determines transmittal
mapping data 78. As 1s discussed above, the transmittal
mapping data 78 may allow one or more portions of the data
30 to be replaced with a transmuittal token 82. This allows the
transmittal tokens 82 to be transmitted to the receiving
device 50 (as opposed to the data 30, itself), 1n some
examples.

The transmittal mapping data 78 may be determined 1n
any manner. As one example of this, the transmittal mapping
data 78 may be determined by (1) determining an order of
the transmittal byte values 80, (2) generating the transmaittal
tokens 82, and then (3) assigning each of the transmittal
tokens 82 to a transmittal byte value 80.

The data device 14 may determine an order of the
transmittal byte values 80 in any manner. As one example of
this, the data device 14 may randomize the order of each of
the transmuittal byte values 80 (e.g., all 256 transmittal byte
values 80 may be randomly ordered). The data device 14
may randomize the order of the transmittal byte values 80
using any method. For example, the data device 14 may
randomize the order of the transmittal byte values 80 using
the pseudo random bit generator and one or more seed
values. In such an example, one or more seed values may be
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input into the pseudo random bit generator to randomize the
order of the transmittal byte values 80.

The data device 14 may generate the transmittal tokens 82
in any manner. For example, the data device 14 may
generate the transmittal tokens 82 using the pseudo random
bit generator and the one or more seed values. The data
device 14 may generate any number of transmittal tokens 82.
For example, the data device 14 may generate a transmittal
token 82 for each transmittal byte value 80.

Although the transmuittal tokens 82 are described above as
being generated, 1n some examples, the transmaittal tokens 82
may be determined. The transmittal tokens 82 may be
determined by being generated (as 1s discussed above) by
the data device 14. Alternatively, the transmittal tokens 82
may be determined in any other manner. For example, the
transmittal tokens 82 may be determined by selecting the
transmittal tokens 82 from a group of stored transmuittal
tokens 82. As an example, the data device 14 may have
thousands (or millions, or any other number) of possible
transmittal tokens stored on disk or accessible to the data
device 14 (e.g., stored on a memory unit that the data device
14 has access to). In such an example, the data device 14
may determine a particular transmaittal token 82 by selecting,
it from these thousands (or millions, or any other number) of
possible transmittal tokens. This selection of the transmaittal
tokens 82 may be performed in any manner (e.g., the
selection may be random using the pseudo random bit
generator). Furthermore, because the data device 14 may
store thousands (or millions, or any other number) of the
possible transmittal tokens, the vast number of possible
transmittal tokens may prevent an unauthorized entity from
determining which transmittal tokens 82 were used, even 1f
the unauthorized entity were to gain access to the data device
14.

The data device 14 may also assign the transmittal tokens
82 to the transmittal byte values 80. This assignment may
refer to any manner of allocating a particular transmaittal
token 82 (e.g., “/AtHM4b#”) to a particular transmaittal byte
value 80 (e.g., the transmuattal byte value *“72” that represents
the letter “H™). The data device 14 may assign the transmittal
tokens 82 to the transmittal byte values 80 in any manner.
For example, the data device 14 may assign the transmattal
tokens 82 to the transmittal byte values 80 1n the determined
order (e.g., the randomized order) of the transmittal byte
values 80. That 1s, the first generated transmittal token 82
may be assigned to the transmittal byte value 80 that 1s first
in line in the determined order. The second generated
transmittal token 82 may be assigned to the transmuittal byte
value 80 that 1s second 1n line 1n the determined order, and
so on. The assignment of transmittal tokens 82 may include
a checking process that prevents 1dentical transmaittal tokens
82 from being assigned to two different transmittal byte
values 80.

The transmittal mapping data 78 may be determined in
real time (e.g., determined only when 1t 1s needed for a
secure transfer of data 30). This may prevent the transmittal
mapping data 78 from having to be stored on disk. Instead,
the transmittal mapping data 78 may only be stored in
transient memory, as opposed to being stored on disk.
Furthermore, once the transmuittal tokens 82 (from the trans-
mittal mapping data 78) are transmitted (to the receiving
device 50), the order of the transmittal byte values 80, the
transmittal tokens 82, and the assignment of the transmuittal
tokens 82 may be deleted (e.g., deleted from transient
memory) or otherwise destroyed. As such, the transmuittal
mapping data 78 may be a one-time use transmittal mapping,
data that 1s deleted or 1s destroyed after its use. This may
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prevent the transmittal mapping data 78 from being com-
promised 11 an unauthorized entity were to access the data
device 14. In some examples, all or a portion of the
transmittal mapping data 78 may not be deleted or otherwise
destroyed. For example, the transmittal byte values 80 may
not be deleted.

The determination of the transmittal mapping data 78 by
the data device 14 may refer to the data device 14 deter-
mining the transmittal mapping data 78 itself, or may refer
to the data device 14 causing the transmittal mapping data 78
to be determined. For example, the data device 14 may
determine the transmittal mapping data 78 by calling 1nto a
library or application mstalled or accessible to the data
device 14, and having the library or application determine
the transmittal mapping data 78 for the data device 14.

At step 220, the data device 14 (optionally) determines a
checksum of the data 30. The checksum may allow errors to
be detected 1n the data 30. For example, the checksum may
be used to detect errors that have been introduced into the
data 30 during 1ts transmission and/or storage. The data
device 14 may determine the checksum 1n any manner. For
example, the data device 14 may determine the checksum
using a checksum algorithm, such as Cyclic Redundancy
Check (CRC) 32, SHA-1, SHA-256, or SHA-512. In some
examples, the checksum may be derived from the data 30 1n
its raw form.

At step 224, the data device 14 breaks the data 30 into one
or more portions. The data device 14 may break the data 30
into portions 1 any manner, and the data device 14 may
break the data 30 1into any number of portions. For example,
the data device 14 may break the data 30 into individual
bytes of data. As an example of this, 1f the data 30 1s the
message “Hello”, the data 30 may be broken up 1nto 5 bytes
of data: (1) “H”, (2) “e”, (3) “1”, (4) “I”, and (5) “0”. As
another example of this, 11 the data 30 1s a social security
number, the data 30 may be broken up into 8 bytes of data,
with one byte for each number 1n the social security number.
In other examples, the data device 14 may break the data 30
into any other type of (or size) portion.

At step 228, the data device 14 replaces the portions of the
data 30 with transmittal tokens 82. The data device 14 may
replace the portions of the data 30 with transmittal tokens 82
in any manner. For example, the data device 14 may utilize
the transmittal mapping data 78 in order to replace the
portions of the data 30 with transmittal tokens 82. As an
example of this, the data device 14 may match each portion
of the data 30 (e.g., a byte of data 30) with a transmuittal byte
value 80. Then, the data device 14 may determine the
transmittal token 82 that 1s assigned to the matching trans-
mittal byte value 80. The data device 14 may then replace
the portion of the data 30 with that assigned transmuittal
token 82.

An example of this 1s 1llustrated 1n FIG. 3. Specifically, in
the example shown 1n FIG. 3, the data 30 1s broken up mto
S bytes: (1) “H”, (2) “e”, (3) “1”, (4) “I”, and (5) “0”. Each
of these 5 bytes are then matched to transmittal byte values
80. For example, the “H” byte of data 30 1s matched to the
transmittal byte value 80 that represents “H™, the “e” byte of
data 30 1s matched to the transmittal byte value 80 that
represents “e”, and so on. The data device 14 then utilized
the transmittal mapping data 78 to determine transmittal
tokens 82 to replace the bytes of the data 30. As an example
of this, the transmittal mapping data 78 may indicate that the
transmittal token 82 “/AtHM4b#” 1s assigned to the match-
ing transmittal byte value 80 that represents “H”, as 1s seen
in FIG. 3. As such, the data device 14 utilizes this transmittal
mapping data 78 to determine that the transmaittal token 82
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“/AtHM4b#” can be used to replace the “H” byte, and then
the data device 14 replaces the “H” byte with the transmattal
token 82 “/AtHM4b#”. This replacement continues for each
byte of the data 30, 1n some examples. Thus, 1n the example
seen 1 FIG. 3, (1) the “H” byte 1s replaced with the
transmittal token 82 “/AtHMA4b#”, (2) the “e” byte 1s
replaced with the transmaittal token 82 *“q?73; dS)H” (3) the
first “1” byte 1s replaced with the transmittal token 82
“Bm)z**s)”, (4) the second “I” byte 1s replaced with the
transmittal token 82 “{J,v*8Cc”, and (5) the “0” byte is
replaced with the transmittal token 82 “*0ge1& E”

As 1s seen above, 1n some examples, data 30 may include
the same portion of data 30 twice (e.g., the “1” byte 1s
included twice in the message “Hello”). Based on the
assignments 1n the transmittal mapping data 78, this could
result in the same transmittal token 82 being used multiple
times 1n the same transmittal message, 1n some examples. In
other examples, the data device 14 may change the assign-
ments 1n the transmittal mapping data 78 1f a transmuittal
token 82 has already been used. This may cause the first “1”
byte to be replaced with the transmittal token 82 “Bm)z**s)
. and further cause the second “1” byte to be replaced with
the different transmittal token 82 “{J,.v¥8Cc”. To allow for
this change, the data device 14 may determine when the first
transmittal token 82 has been used. Then, when it has been
used, the data device 14 may (1) unassign the transmittal
token 82 “Bm)z**s)” from the transmaittal byte value 80 that
represents “1”, (2) dynamically generate (e.g., or otherwise
determine) the different transmittal token 82 “{J,v*8Cc”,
and (3) assign the different transmittal token 82 “{J,v*8Cc”
to the transmittal byte value 80 that represents “1”.

At step 232, the data device 14 generates a packet that
includes the transmittal tokens 82. The packet may be
generated 1n any manner. In some examples, the packet may
also include additional mnformation (other than the transmit-
tal tokens 82). For example, the packet may include an
identifier (e.g., a header, trailer, etc.). The 1dentifier of the
packet may include an identification code (which may
identily the packet as having been sent by the data device
14), a timestamp (which may 1dentify the time and/or date
the packet was created and/or transmitted by the data device
14, such as 1n a yyyy.dd. HH.mm.sss format or any other
format and at any time resolution), a parsing format i1den-
tifier (which may identily how the packet was formed and
how the data can be de-parsed), the determined checksum,
a sequence number that may help to identily and recover
from the event of a dropped packet or out of order packets
within the commumication between two devices, any other
data, or any combination of the preceding.

In some examples, the checksum and/or any other infor-
mation in the packet may also be replaced with transmattal
tokens 82 (as 1s discussed 1n steps 224 and 228). This may
allow the transmittal tokens 82 to be sent 1n the packet,
without the actual checksum and/or other information being,
sent. This, however, may be optional. In other examples, the
checksum and/or any other information in the packet may
optionally be encrypted, or made secret 1n any other manner.

The generation of the packet (at step 232) may optionally
include shuflling of all or a portion of the information
included in the packet. This shuflling refers to a rearrange-
ment of the order of the transmittal tokens 82, and/or any
other portion of information ncluded in the packet. As an
example of this, the transmittal tokens 82 representing the
message “Hello” may be shuflled into an order that now
represents the obliuscated message “olleH” (i.e., the reverse
order of “Hello™). As such, the shuflling may further obfus-
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data device 14 may include one or more shuflling methods
that may allow the data device 14 to shuille the transmaittal
tokens 82. Examples of the shuflling method may include a
method that reverses the order of the transmittal tokens 82,
a method that changes the order so that each half 1s mirrored,
a method that flips the order of every other transmittal token
82, a method that causes the order to not be changed or
shuflled at all, a method that causes the order to be shuftled
in any other manner, or any combination of the preceding.

The shuflling method used to shuflle the transmittal
tokens 82 may always be the same. On the other hand, the
shuflling method may differ for each packet. For example,
the data device 14 may include more than one shuilling
method (e.g., 3 shuflling methods, 5 shufiling methods) to
choose from. In such an example, the data device 14 may
select one of the shuflls

ling methods to use when generating
the packet. This selection may, in some examples, be based
on the pseudo random bit generator and the seed value(s)
input 1mnto the pseudo random bit generator.

Although the shuflling has been described above as occur-
ring during the generation of the packet (at step 232), in
some examples the shuflling may occur prior to this step. For
example, the shuflling (using a shuflling method) may be
performed following the breaking of the data 30 into one or
more portions (at step 224), but prior to replacing the
portions of the data 30 with transmittal tokens 82 (at step
228). As another example, the shuflling (using a shuiils

ling
method) may be performed prior to breaking of the data 30
into one or more portions (at step 224). In such examples,
the shuflling may refer to shuflling the data 30, itself (as
opposed to shullling the transmaittal tokens 82). For example,

the shuilling may shuflle the order of each of the portions of
the data 30. As an example of this, shuflling of the message
“Hello” may shuflle the bytes into a reverse order of: (1) “0”

(2) “I”, (3) “I”, (4) “e”, and (5) “H”. Then these shuf]ed
bytes of data 30 may be replaced with transmittal tokens 82
in the same manner as that discussed in step 228. Further
examples of this obfuscation of the data 30 are discussed 1n
detail below.

The generation of the packet (at step 232) may also
optionally include adding one or more chafl tokens to the
packet, 1n some examples. A chail token may refer to data
that may i1mitate a transmittal token 82, but may not be an
actual transmittal token 82. Instead, a chail token may be a
fake token that 1s meant to hide (or obfuscate) the real
transmittal tokens 82. For example, as 1s discussed above, a
transmittal token 82 may be “/AtHM4b#”. In such an
example, a chall token may be any other combination of
characters (e.g., “97U3M.57”"), but which does not match
any transmittal token 82 included in the transmittal mapping
data 78. These chafl token(s) included in the packet may
hide (or obfuscate) the real transmittal tokens 82. As such,
an unauthorized entity intercepting the packet may be unable
to separate the transmittal tokens 82 from the chail tokens,
in some examples. Furthermore, the chafl tokens may also
increase the size of the packet, which may keep the size of
all packets consistent (e.g., chafl tokens may be added to
packet(s) so that all packets have the same size, regardless
of whether the packet includes many transmittal tokens 82 or
few transmittal tokens 82).

The chall token may by any data. For example, the chafl
may be a set of numbers, a set of letters (e.g., A, B, C, efc. )
a set of numbers and letters, a set of symbols (e.g., %, !, 7
etc.), a set of bytes, a code, any other grouping of characters
and/or bytes, or any combination of the preceding. The chail
token may have a similar format as a transmittal token 82,
in some examples. The chall token may have any length. For
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example, the chall token may be an eight character token, a
sixteen character token, a 32 character token, a token with a
length between eight characters and 32 characters, or a token
with any other length. The chafl token may have the same
length as a transmuittal token 82, in some examples. Further-
more, one or more (or all) of the chafl tokens in a particular
packet may have a different format and/or length than other
chall tokens 1n the particular packet. The packet may include
any number of chail tokens. For example, the packet may
include no chaft tokens, one chafl token, two chafl tokens,
ten chafl tokens, 100 chaft tokens, 1,000 chaft tokens, 1
million chafl tokens, 10 million chafl tokens, or any other
number of chafl tokens. Furthermore, each packet may
include the same number of chafl tokens, or a diflerent
number of chafl tokens.

Following generation of the packet, the data device 14
transmits the packet at step 236. The data device 14 may
transmit the packet to the recerving device 50. The data
device 14 may transmit the packet 1n any manner and over
any communications network. For example, the data device
14 may transmit the packet over the Internet (e.g., using a
Transmission Control Protocol (TCP) communications pro-
tocol, using a Hypertext Transter Protocol (HTTP) commu-
nications protocol), a WI-FI network, a cellular network, a
radio telecommunication network, a BLUETOOTH net-
work, a near-field communication (NFC) network, any other
wireless network, any wired network (e.g., a Public
Switched Telephone Network (PSTN)), any other manner of
transmission, or any combination of the preceding. Further-
more, the packet may be transmitted 1n a single transmis-
s10n, 10 some examples.

At step 240, the recerving device 50 receives the packet.
After receiving the packet, the recerving device 50 deter-
mines whether the packet 1s legitimate at step 244. The
receiving device 50 may determine whether the packet 1s
legitimate 1 any manner. As an example, the receiving
device 50 may analyze the identifier of the packet to
determine whether or not the 1dentifier of the packet includes
an 1dentification code that i1dentifies the packet as having
been sent by the data device 14. In some examples, if the
packet 1s determined to not be legitimate, the packet may be
disregarded by the receirving device 50. In some examples,
determining whether the packet 1s legitimate may include
decrypting or decoding one or more portions of the packet
(c.g., the header of the packet, the checksum). In some
examples, the receiving device 50 may determine whether
the packet 1s legitimate by passing the packet to a library or
application installed or accessible to the recerving device 50.
In such an example, the library or application may determine
whether packet 1s legitimate.

In some examples, determining whether the packet 1s
legitimate includes determining whether the packet was
received within a predetermined amount of time. For
example, the receiving device 50 may analyze the packet to
determine whether or not the packet includes a timestamp
that 1s within a predetermined timestamp threshold. As 1s
C
C

1scussed above, the timestamp may 1dentify the time and/or
ate the packet was created and/or transmitted by the data
device 14. As such, the recerving device 50 may include a
predetermined timestamp threshold that may allow the
receiving device 50 to determine whether the packet 1s too
late or too early. The predetermined timestamp threshold
may be any amount of time. For example, the predetermined
timestamp threshold may by 1 millisecond, 2 milliseconds,
3 milliseconds, 5 milliseconds, 10 milliseconds, 1 second,
any negative amount of time (e.g., —1 millisecond), or any
other amount of time. The receiving device 50 may compare
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the time on the timestamp to the time at which the receiving
device 50 received the packet. If the lapse 1n time 1s greater
than the predetermined timestamp threshold, the receiving
device 50 determines that the packet 1s not legitimate, and
discards the packet, in some examples. This may prevent the
receiving device 30 from acting on a packet that has taken
too long to reach the receiving device 50 (or that reached the
receiving device 50 too early), as the delay may indicate that
the packet was intercepted and/or delayed by an unauthor-
ized entity, 1n some examples.

In some examples, the receiving device 50 may determine
whether the packet 1s legitimate at a different time or step
than step 240. For example, one or more portions of the
packet (e.g., the header of the packet, the checksum, the
timestamp) may also be encoded using transmittal tokens
82. In such an example, these portions of the packet may
need to be determined using the reception mapping data 84,
before 1t can be used to determine whether the packet 1s
legitimate. As such, in this example, the receiving device 50
may determine whether the packet 1s legitimate following
step 260 (below).

At step 248, the recerving device 50 determines reception
mapping data 84. As 1s discussed above, the reception
mapping data 84 may allow the recerving device 50 to match
cach of the received transmittal tokens 82 (from the packet)
to a reception token 88. Based on these matches, the
receiving device 50 may determine the data 30. This may
allow the receiving device 50 to determine and utilize the
data 30 without the data 30 being transmitted from the data
device 14 to the recerving device 50, 1n some examples.

The reception mapping data 84 may be determined 1n any
manner. As one example of this, the reception mapping data
84 may be determined by (1) determining an order of the
reception byte values 86, (2) generating the reception tokens
88, and then (3) assigning each of the reception tokens 88 to
a reception byte value 86.

The receiving device 50 may determine an order of the
reception byte values 86 in any manner. As one example of
this, the receiving device 50 may randomize the order of
cach of the reception byte values 86 (e.g., all 256 reception
byte values 86 may be randomly ordered). The receiving
device 50 may randomize the order of the reception byte
values 86 using any method. For example, the receiving
device 50 may randomize the order of the reception byte
values 86 using the pseudo random bit generator and one or
more seed values. In such an example, one or more seed
values may be mput into the pseudo random bit generator to
randomize the order of the reception byte values 86. The
receiving device 30 may randomize the order of the recep-
tion byte values 86 using the same pseudo random bit
generator and the same one or more seed values as did the
data device 14. In such examples, the reception byte values
86 and the transmittal byte values 80 have the same random
order.

The receiving device 50 may generate the reception
tokens 88 1n any manner. For example, the receiving device
50 may generate the reception tokens 88 using the pseudo
random bit generator and the one or more seed values. The
receiving device 50 may generate the reception tokens 88
using the same pseudo random bit generator and the same
one or more seed values as did the data device 14. In such
examples, the reception tokens 88 and the transmuittal tokens
82 may be the same (or may be otherwise matching). The
receiving device 50 may generate any number of reception
tokens 88. For example, the receiving device 50 may gen-
crate a reception token 88 for each reception byte value 86.
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Although the reception tokens 88 are described above as
being generated, 1n some examples, the reception tokens 88
may be determined. The reception tokens 88 may be deter-
mined by being generated (as 1s discussed above) by the
receiving device 50. Alternatively, the reception tokens 88
may be determined 1n any other manner. For example, the
reception tokens 88 may be determined by selecting the
reception tokens 88 from a group of stored reception tokens
88. As an example, the recerving device 50 may have
thousands (or millions, or any other number) of possible
reception tokens stored on disk or accessible to the receiving,
device 50 (e.g., stored on a memory unit that the receiving
device 50 has access t0). In such an example, the receiving
device 50 may determine a particular reception token 88 by
selecting 1t from these thousands (or millions, or any other
number) of possible reception tokens. This selection of the
reception tokens 88 may be performed 1n any manner (e.g.,
the selection may be pseudo random). Furthermore, because
the recerving device 50 may store thousands (or millions, or
any other number) of the possible reception tokens, the vast
number of possible reception tokens may prevent an unau-
thorized entity from determining which reception tokens 88
were used, even i1f the unauthorized entity were to gain
access to the receiving device 50.

The recerving device 50 may also assign the reception
tokens 88 to the reception byte values 86. This assignment
may refer to any manner of allocating a particular reception
token 88 (e.g., “/AtHM4b#”) to a particular reception byte
value 86 (e.g., the reception byte value 86 “72” that repre-
sents the letter “H”). The receiving device 50 may assign the
reception tokens 88 to the reception byte values 86 1n any
manner. For example, the receiving device 50 may assign
the reception tokens 88 to the reception byte values 86 1n the
determined order (e.g., the randomized order) of the recep-
tion byte values 86. That 1s, the first generated reception
token 88 may be assigned to the reception byte value 86 that
1s first in line 1n the determined order. The second generated
reception token 88 may be assigned to the reception byte
value 86 that 1s second 1n line 1n the determined order, and
so on. The assignment of reception tokens 88 may include a
checking process that prevents 1dentical reception tokens 88
from being assigned to two diflerent reception byte values
86.

The reception mapping data 84 may be determined in real
time (e.g., determined only when 1t 1s needed for a secure
transier of data 30). This may prevent the reception mapping
data 84 from having to be stored on disk. Instead, the
reception mapping data 84 may only be stored in transient
memory, as opposed to being stored on disk. Furthermore,
once the reception mapping data 84 1s utilized to determine
(e.g., rebuild) the data 30, the order of the reception byte
values 86, the reception tokens 88, and the assignment of the
reception tokens 88 may be deleted (e.g., deleted from
transient memory) or otherwise destroyed. As such, the
reception mapping data 84 may be a one-time use reception
mapping data that 1s deleted or otherwise destroyed after its
use. This may prevent the reception mapping data 84 from
being compromised if an unauthorized entity were to access
the recerving device 50. In some examples, all or a portion
of the reception mapping data 84 may not be deleted or
otherwise destroyed. For example, the reception byte values
86 may not be deleted.

The determination of the reception mapping data 84 by
the receiving device 50 may refer to the receiving device 50
determining the reception mapping data 84 itself, or may
refer to the receiving device 50 causing the reception
mapping data 84 to be determined. For example, the receiv-
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ing device 50 may determine the reception mapping data 84
by calling 1nto a library or application installed or accessible
to the receiving device 50, and having the library or appli-
cation determine the reception mapping data 84 for the
receiving device 50.

In the example illustrated 1n FIG. 3, the reception map-
ping data 84 imncluded in the receiving device 50 matches the
transmittal mapping data 78 included 1n the data device 14.
For example, a transmittal token 82 may be “/AtHM4b#”
and the matching reception token 88 may also be
“/AtHM4b#”. Additionally, the assignments of the reception
tokens 88 to the reception byte values 86 match the assign-
ments of the transmittal tokens 82 to the transmittal byte
values 80. For example, the reception token “/AtHM4b#”
may be assigned to the reception bye value “72” (which
represents the character “H”), and the matching transmittal
token “/AtHM4b#” may be assigned to the matching trans-
mittal bye value *“72” (which also represents the character
“H”). This may allow the receiving device 50 to determine
the data 30, 1n some examples.

At step 252, the receiving device 50 determines the
transmittal tokens 82 included in the received packet. The
receiving device 50 may determine the transmittal tokens 82
in any manner. For example, the receiving device 50 may
de-parse the packet to determine the transmittal tokens 82.
De-parsing the packet may refer to breaking up the data 1n
the packet into potential tokens, or otherwise i1dentifying
potential tokens. For example, the data 1n the packet (other

than the header, for example) may include the following
string  of  characters: “97U3M.5 *0gei&] E{T,

v*8CcuY209)gBm)z**s)q?5; dS)H/AtHM4b#)KT1*IN™,
In such an example, de-parsing this header may identily
eight potential tokens: (1) “97U3M.5 7, (2) “*0gei&E”, (3)
“1Iv*8Cc”, (4) “uY209)q”, (5) “Bm)z**s)”, (6) “q?5,dS)
H”, (7) “/AtHM4b#”, and (8))kT1*IN”. The receiving
device 50 may de-parse the packet in any manner. In some
examples, the receiving device 50 may include one or more
parsing methods that may allow the recerving device 50 to
de-parse the packet into potential tokens. For example, a
parsing method may provide a format and/or length of each
token (e.g., one token 1s 8 characters of the data, one token
1S 32 characters of the data, one token has the format
XXXX-XXX-XXXX-XXXXXXxXX, one token has the characters
“A” and “X” as the first and fourth characters), allowing the
receiving device 50 to de-parse the packet based on the
format and/or length of the tokens. As another example, a
parsing method may provide a character pattern in-between
tokens (e.g., fake characters that indicate a token, such as the
first 2 characters are fake and the last 3 characters are fake).
In the example included above, the parsing method indicates
that each potential token has 8 characters of the data.

The parsing method used to de-parse the packet may
always be the same. On the other hand, the parsing method
used to de-parse the packet may differ. For example, both the
data device 14 and the recerving device 50 may include more
than one parsing method (e.g., 3 parsing methods, 5 parsing
methods) to choose from 1n forming the packet and de-
parsing the packet. In such an example, the recerving device
50 may use the same parsing method to de-parse the packet
as the data device 14 used to form the packet. Furthermore,
in such an example, the data device 14 may form the packet
using a particular parsing method, and may further add an
identifier of that parsing method 1nto the header of the packet
(e.g., the parsing format identifier discussed above). The
receiving device 50 may use this parsing format identifier to
determine which parsing method to use, and may then use
that parsing method to de-parse the packet.
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Following the de-parsement of the packet, the receiving
device 50 may filter out the chafl tokens (1f any) 1n order to
determine the transmittal tokens 82. The recerving device 50
may filter out the chafl tokens 1n any manner. For example,
the receiving device 50 may compare each potential token
(determined above) to each of the reception tokens 86 1n
order to determine 1f there are any matches. If a potential
token does not match any of the reception tokens 86, the
potential token may be determined to be a chafl token, and
may be filtered out. On the other hand, 11 a potential token
does match a reception token 88, the potential token may be
determined to be one of the transmittal tokens 82. As another
example, the receiving device 50 may compare each poten-
tial token (determined above) to a list of potential chail
tokens determined by the receiving device 50 1n order to
determine 11 there are any matches. In such an example, if a
potential token does match a potential chafl token, the
potential token may be determined to be a chafl token, and
may be filtered out. On the other hand, 11 a potential token
does not match a potential chafl token, the potential token
may be determined to be one of the transmittal tokens 82.

As an example of this filtering, the recerving device 50
may determine that the following three potential tokens of
the eight potential tokens (discussed 1n the example above)
are chaff tokens: (1) “97U3M.57; (2) “2uY209)q”; and (3)
“KT1*IN”. These chafl tokens are then filtered out, which
leaves five transmittal tokens 82: (1) “*0gei&jE”, (2) <411,
v*8Cc”, (3) “Bm)z**s)”, (4) *“q?5,dS)H”, and (5)
“/AtHM4b#”.

In some examples, the step of determining the transmaittal
tokens 82 may (optionally) include un-shuflling the trans-
mittal tokens 82 (and/or any other information) found 1n the
packet. As 1s discussed above, prior to being sent to the
receiving device 50, the data device 14 may have shuflled
the order of the transmittal tokens 82. For example, the data
device 14 may have reversed the order of the transmittal
tokens 82. As an example of this, the transmuittal tokens 82
representing the message “Hello” may have been shuflled
into an order that now represents the oblfuscated message
“olleH” (1.e., the reverse order of “Hello”). The receiving
device 50 may be able to un-shuflle the transmittal tokens
82, so as to put them back in their proper order. The
receiving device 50 may include one or more shuills

ling
methods that may allow the receiving device 50 to un-shutile
the transmittal tokens 82. Examples of the shuflling method
may include a method that reverses the order of the trans-
mittal tokens 82, a method that changes the order so that
cach half 1s mirrored, a method that changes the order to so
that the order of every other transmittal token 82 1s flipped,
a method that causes the order to not be changed or shufiled
at all, a method that causes the order to be shuflled 1n any
other manner, or any combination of the preceding.

The shuflling method used to shuflle and/or unshutile the
transmittal tokens 82 may always be the same. On the other
hand, the shufiling method may differ. For example, both the
data device 14 and the receiving device 50 may include more
than one shufiling method (e.g., 3 shuflling methods, 5
shuflling methods) to choose from for a particular packet. In
such an example, the recerving device 50 may use the same
shuflling method as the data device 14 used. In some
examples, the shuflling method used may be based on the
seed values that were mput into the pseudo random bit
generator of both the data device 14 and the receiving device
50. As such, the data device 14 and the receiving device 50
may select the same shuilling method.

As an example of this un-shuiiling, the receiving device
50 may determine that the shuflling method caused the order

5

10

15

20

25

30

35

40

45

50

55

60

65

20

of the transmittal tokens 82 to be reversed, and the receiving
device 50 may then un-shutlle the five determined transmiut-
tal tokens 82 by reversing this order. As an example, the
transmittal tokens 82 may be un-shutlled so that the follow-
ing order: (1) “*0gei&jE”; (2) “{1,v*8Cc”; (3) “Bm)z**s)”;
(4) “q?5;dS)H”; and (5) “/AtHM4b#”, 1s un-shu Tled to be
the following reverse order: (1) “/AtHM4b#”; (2) “q?5;dS)
H”; (3) “Bm)z**s)”; (4) “{J,v¥*8Cc¢”; and (5) “*0gei&jE”.

Although the un-shufiling has been described above as
occurring during the determination of the transmittal tokens
82 (at step 252), in some examples the un-shuflling may
occur at any other time. For example, the un-shuflling (using
a shuflling method) may be performed after the data 30 1s
determined (at step 260, below). As an example of this, the
data 30 may be determined to be the following bytes: (1)
“0”, (2) “1”, (3) “1”, (4) “e”, and (5) “H”—thereby forming
the message “olleH”. Then these bytes may be un-shuflled to
reverse their order to be the following: (1) “H”, (2) “e”, (3)
“I”, (4) “I”, and (5) “o”—thereby forming the message
“Hello™.

At step 256, the recerving device 50 matches each of the
determined transmittal tokens 82 to a reception token 88.
The receiving device 50 may match a transmittal token 82 to
a reception token 88 i1n any manner. For example, the
receiving device 50 may compare the transmittal token 82 to
cach of the reception tokens 88 in order to determine 1f there
are any matches. The transmittal token 82 may match a
reception token 88 if the two tokens are identical (e.g.,
“/AtHMA4b#” and “/AtHM4b#”). As another example, the
transmittal token 82 may match a reception token 88 if the
reception token 88 includes at least all of the characters of
the transmittal token 82 (or vice versa) (e.g., “/AtHM4b#”
and “/AtHM4b#L7&2(@™). As further examples, the trans-
mittal token 82 may match a reception token 88 if the two
tokens are opposite (e.g., “up” and “down”), if the two
tokens complement or complete each other (e.g., “12345”
and “67897"), 1f one token asks a question and the other token
correctly answers 1t, any other manner of matching, or any
combination of the preceding. In some examples, the step of
matching the transmittal token 82 to a reception token 88
may already be a part of the step of determining a transmaittal
token 82 (as 1s discussed above with regard to matching
potential tokens to the reception tokens). In such examples,
the step of matching the transmittal token 82 to a reception
token 88 may not be repeated. Instead, the 1nitial match may
be used.

In some examples, the matching of a transmittal token 82
to a reception token 88 may cause the receiving device 50 to
generate additional reception mapping data 84. For example,
once a reception token 88 1s determined to be a match to a
transmittal token 82, a new reception token 88 may be
dynamically generated (or otherwise determined). This new
reception token 88 may then be assigned to the exact same
reception byte value 86 as the now matched reception token
88. This may allow the receiving device 50 to determine data
30 that includes 1dentical bytes, such as the identical first “1”
byte and the second “I” byte included in the message
“Hello™.

In the example illustrated 1n FIG. 3, the recerving device
50 compares the transmittal tokens 82 to each of the recep-
tion tokens 88 1n order to determine 11 there are any matches.
In doing so, the recerving device 50 determines that: (1) the
transmittal token 82 *“/AtHM4b#” matches the reception
token 88 “/AtHM4b#”; (2) the transmittal token 82 “q?5;
dS)H” matches the reception token 88 “q?5;dS)H”; (3) the
transmittal token 82 “Bm)z**s)” matches the reception
token 88 “Bm)z**s)”; (4) the transmittal token 82 “{J,
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v*8Cc” matches the reception token 88 “{J,v*8Cc”; and (5)
the transmittal token 82 “*0ge1&1E” matches the reception
token 88 “*0Oge1&1E”.

At step 260, the receiving device 50 determines the data
30 based on the matches of transmuittal tokens 82 to reception
tokens 88. The receiving device 50 may determine the data
in any manner based on the matches. For example, the
receiving device 50 may rebuild the data 30 based on the
matches. In such an example, the recerving device 50 may
utilize the reception mapping data 84 to determine the
reception byte value 86 that 1s assigned to each matched
reception token 88. Then, the receiving device 50 may
replace that matched reception token 88 with its assigned
reception byte value 86. The receiving device 50 may then
combine all of these reception byte values 86 (and/or the
data that they represent) to rebuild the data 30.

An example of this 1s illustrated 1n FI1G. 3. Specifically, 1n
the example shown 1n FIG. 3, the reception mapping data 84
indicates that the reception byte value 86 that represents “H”
1s assigned to the matched reception token 88 “/AtHM4b#”.
As such, the receiving device 50 utilizes this reception
mapping data 84 to determine that the matching reception
token 88 “/AtHM4b#” can be replaced with the “H” byte.
Then, the recerving device 50 replaces the matching recep-
tion token 88 “/AtHM4b#” with the “H” byte. This replace-
ment continues for each matching reception token 88, in
some examples. In the example seen in FIG. 3, (1) the
reception token 88 “/AtHM4b#” 1s replaced with the “H”
byte, (2) the reception token 88 “q?5;dS)H™ 1s replaced with
the “e” byte, (3) the reception token 88 “Bm)z**s)” 1s
replaced with the first “1” byte, (4) the reception token 88
“11,v¥8Cc” is replaced with the second “1” byte, and (5) the
reception token 88 “*0ge1&1E” 1s replaced with the “o” byte.
The receiving device 50 then combines all of these bytes to
rebuild the data 30: “Hello”.

At step 264, the receiving device 30 (optionally) deter-
mines a second checksum of the data 30, and compares it to
the checksum recerved from the data device 14. The check-
sum may allow errors to be detected in the data 30. For
example, the checksum may be used to detect errors that
have been introduced 1nto the data 30 during its transmission
and/or storage. The receiving device 50 may determine the
checksum 1n any manner. For example, the receiving device
50 may determine the checksum using a checksum algo-
rithm. In some examples, the checksum may be derived
from the data 30 1n 1ts raw form. The receiving device 50
may compare the two checksums in any manner. For
example, the receiving device 50 may compare the two
checksums using a CRC. If the two checksums match, the
receiving device 50 may move to step 268 where the data 30
1s transmitted for use. If the two checksums do not match,
the recerving device 50 may discard the data 30 (as 1t may
include errors), and may request that the data device 14
retransmit the message again (using transmittal tokens 82, as
1s discussed above).

At step 268, the receiving device 50 transmits the data 30
for use. In some examples, the receiving device 50 may
transmit the data 30 for use by the recerving device 50. For
example, the data 30 may be transmitted to an application or
other program that 1s being executed by the processor of the
receiving device 30. This may allow the application or other
program to use or otherwise access the data 30. In other
examples, the reeeiving device 30 may transmit the data 30
to the user of the receiving device 50. In such an example,
the transmission of the data 30 may refer to a transmission
that causes the data 30 to be displayed on a display screen
(e.g., displayed on a display screen of a Smartphone), and/or
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a transmission that causes the data 30 to be output to another
user interface (e.g., output as sound from speakers or ear-
phones of a mobile device). As such, the user may view,
listen to, or otherwise access the data 30. In additional
examples, the receiving device 50 may transmit the data 30
to another device (e.g., a server that will store the data 30,
a television that will display the data 30). In other examples,
the transmission of the data 30 may refer to any other
manner in which the recerving device 50 may utilize the data
30. For example, the transmission of the data 30 may refer
to the receiving device 50 storing the data 30 1n memory
(c.g., storage on disk).

At step 272, the data device 14 determines whether to
transmit additional data 30 (using transmittal tokens 82, as
1s discussed above). The data device 14 may determine
whether to transmit additional data 30 for any reason. For
example, a user of data device 14 may have selected to have
additional data 30 transmitted. As another example, an

application, program, and/or device on data device 14 may
have provided additional data 30 to the data device 14 for
transmittal. As a further example, the data device 14 may
have received a request from the receiving device 50 for
additional data 30.

If 1t 1s determined at step 272 that additional data 30
should not be transmitted, the method 200 moves to step
276, where the method 200 ends. On the other hand, 1f 1t 1s
determined that additional data 30 should be transmaitted, the
method 200 moves back up to step 212, where the data
device 14 determines the additional data 30. Then the
method 200 re-performs one or more (or all) of steps
212-272 so as to securely transier the additional data 30
(using transmittal tokens 82, as 1s discussed above).

Although the method 200 may re-perform steps 212-272,
it may do so using different transmittal mapping data 78 and
different reception mapping data 84. For example, the data
device 14 may generate (or determine) new transmittal
mapping data 78 for each packet that 1s transmits to the
receiving device 50, and the receiving device 50 may
generate (or determine) new reception mapping data 84 for
cach packet 1t recerves from the data device 14. As such,
even 1 an unauthorized entity were to determine the first
transmittal tokens 82, the first reception tokens 88, and/or
data 30 from the previous transmission, these determinations
would not help the unauthorized entity in subsequent trans-
missions.

The steps 212-272 may be re-performed any number of
times, so as to securely transfer any amount of data. Fur-
thermore, the steps 212-272 may continue to be performed
even 1l a particular transmission of data 30 does not reach 1ts
intended recipient (1.e., the receiving device 50). As an
example, 11 the receiving device 50 recerves a third message,
and also receives a fifth message (but never receives the
fourth message, for some reason), the receiving device 50
may still be able determine the fifth message, and any
subsequent message or other data 30. In such an example,
the receiving device 50 may utilize the sequence number in
the identifier of the packet (discussed above) to assist in
identifying that the fourth message was not received, and to
further assist 1n generating (or determining) new reception
mapping data 84 for the fifth message. In traditional sys-
tems, such a failure to receive data in 1ts proper order may
cause 1ssues. In contrast to this, the system 10 may be able
to handle not receiving data in order. One reason for this 1s
that the transmittal mapping data 78 and the reception
mapping data 84 1s generated 1n real time, 1n some examples.
This may allow the reception mapping data 84 for the fifth
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message to be generated despite the receiving device 50
having never received the fourth message, 1 some
examples.

Additionally, the steps 212-272 may continue to be per-
formed even if data 30 1s received by the receiving device 50
in the wrong order. As an example, 11 the receiving device 50
receives an eighth message before it recerved the sixth or
seventh message, the recerving device 50 may still be able
determine the eighth message, and any prior or subsequent
message or other data 30. In such an example, the receiving,
device 50 may keep track (e.g., in a log) of the sequence
numbers from the packets it has already received. Then, 1f
the recerving device 50 1s expecting to receive the sixth
message (because 1t has already received the first five
messages), but 1t actually receives the eighth message
instead, the recerving device 50 may jump ahead to gener-
ating (or determining) new reception mapping data 84 for
the eighth message (instead of for the sixth message). This
Tump may be performed by running two extra iterations of
the method that generates (or determines) the new reception
mapping data 84. This new reception mapping data 84 may
be used to determine the eighth message. The receiving
device 50 may then store the sequence number for the eighth
message, and then 1t may reset to 1ts last known complete
state (e.g., the state where 1t had received and determined the
fifth message).

Then, 1T the receiving device 30 receives the seventh
message (instead of the sixth message), the recerving device
50 may jump ahead to generating (or determining) new
reception mapping data 84 for the seventh message (instead
of for the sixth message). This jump may be performed by
running one extra iteration of the method that generates (or
determines) the new reception mapping data 84. This new
reception mapping data 84 may be used to determine the
seventh message. The recerving device 50 may then store the
sequence number for the seventh message, and then it may
reset to 1ts last known complete state (e.g., the state where
it had received and determined the fifth message). Then, 1f
the recewmg device 50 finally receives the sixth message,
the receiving device 50 may generate (or determine) the new
reception mapping data 84 for the sixth message, and use 1t
to determine the sixth message. Then the receiving device 50
may determine that 1t has received the first eight messages,
and 1t may set 1ts complete state to the eighth message. The
receiving device 50 may now be ready to receive subsequent
messages.

Modifications, additions, or omissions may be made to
method 200. For example, although the steps of method 200
are described above as being performed by data device 14 or
receiving device 50, 1n some examples, one or more of the
steps of method 200 may be performed by any other device.
As another example, one or more steps of method 200 may
be optional, or may not be performed. For example, method
200 may not include step 208, where a connection 1s
established. Instead, communication between the data
device 14 and recerving device 50 may begin when the data
device 14 starts transmitting data 30. As another example,
method 200 may not include steps 220 and 264, regarding
checksums. As a further example, the steps of method 200
may be performed in parallel or in any suitable order.

As another example, method 200 may further include
additional steps that obfuscate (e.g., render unclear) the data
30 prior to replacing the portions of the data 30 with
transmittal tokens 82 (at step 228), and that further include
additional steps that un-obtuscate (e.g., render clear) the data
30 after the data 30 1s determined (at step 260). By obfus-
cating the data 30 prior to using transmittal mapping data 78
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on the data 30, the method 200 (and the system 10 of FIGS.
1A-3) may further protect the data 30 from brute force
attacks, 1n some examples. Brute force attacks typically
work by guessing encryption keys (or mapping data) and
looking for something recognizable 1n the resulting data. By
obfuscating the data 30 prior to using transmittal mapping
data 78 on the data 30, the obfuscated data 30 would not be
recognizable if the correct encryption key (or mapping data)
was guessed. For example, even 1f the correct encryption
key (or mapping data) was guessed, the result would still be
the obfuscated data 30 (as opposed to the data 30). As such,
the data 30 would not be recognizable, and the unauthorized
user (e.g., a hacker) would not be able to determine that they
guessed the correct encryption key (or mapping data), in
some examples.

The data 30 may be obfuscated and un-obfuscated 1n any
manner. As one example, each character (e.g., a number, a
letter, a symbol) or byte 1n the data 30 may be shuflled.
Example of this shuflling may include a method that
reverses the order of the characters, a method that changes
the order so that each half 1s mirrored, a method that tlips the
order of every other character, a method that causes the order
to be shuflled in any other manner, or any combination of the
preceding. As an example of this, the data 30 “Hello” may
be reversed, so as to be obfuscated data 30 “olleH”. Then,
this obfuscated data 30 may be later un-obfuscated by
re-reversing this shuflling, so as to be data 30 “Hello™. The
shuflling method used to shuflle the data 30 may always be
the same. On the other hand, the shufiling method may differ
for each transmission of data 30. For example, the data
device 14 may 1include more than one shuflling method (e.g.,
3 shuflling methods, 5 shuflling methods) to choose from. In
such an example, the data device 14 may select one of the
shuflling methods to use when obfuscating the data 30. Thus
selection may, 1n some examples, be based on the pseudo
random bit generator and the seed value(s) input into the
pseudo random bit generator. The receiving device 50 may
also select a matching shuflling method.

As another obfuscation example, each character or byte 1n
the data 30 may be shifted forward or backward (or any
other XOR function shiit) by a particular amount (e.g., 1
character, 2 characters, etc.). As one example of this, each
character 1n the data 30 “Hello” may be shifted forward by
1 character, so as to be obfuscated data 30 “Ifmmp” Then,
this obfuscated data 30 may be un-obfuscated by shifting in
reverse by 1 character, so as to be data 30 “Hello”. The
method used to shiit the data 30 may always be the same. On
the other hand, the shifting method may differ for each
transmission of data 30 and/or for each character or byte in
the data 30. For example, the data device 14 may include
more than one shifting method (e.g., 3 shifting methods, 5
shifting methods) to choose from. In such an example, the
data device 14 may select one of the shifting methods to use
when obfuscating the data 30. This selection may, 1n some
examples, be based on the pseudo random bit generator and
the seed value(s) mput into the pseudo random bit generator.
The receiving device 50 may also select a matching shifting
method.

As a further obfuscation example, the data 30 may be
obfuscated and un-obfuscated using a one-time pad (OTP)
method. In the OTP method, a pseudo-random stream of
characters 1s generated (or determined). The number of
characters in the pseudo-random stream of characters may
match the number of characters or bytes 1n the data 30. For
example, the data 30 “Hello” has 5 characters. In such an
example, the pseudo-random stream of characters would
also have 5 characters.
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The pseudo-random stream of characters may be used to
obfuscate the data 30 by shifting forward or backward (or
any other XOR function shift) each character or byte in the

data 30 by the amount specified in the corresponding

pseudo-random stream of characters. As one example of 3

this, the data 30 may be “Hello”, and the pseudo-random
stream of characters may be “157, 117, “27, “4”, and “0”.
In such an example, the “H” may be shifted forward by “15”
to “W”, the “e” may be shifted forward by “11” to be “p”,
and so on. This creates the obfuscated data 30 “Wpnpo”.
Then, this obfuscated data 30 may be later un-obfuscated by
reversing the shift of each character by the corresponding
character 1n the pseudo-random stream of characters. In such
an example, the “W” may be shifted 1n reverse by “15” to
“H”, the “p” may be shifted in reverse by “11”” to be “e”, and
so on. This re-creates the data 30 “Hello”.

The pseudo-random stream of characters (used for the
OTP method) may be generated (or determined) by both the
data device 14 and the receiving device 50 using the pseudo
random bit generator(s) (otherwise referred to as a DRBGs).
This may allow the data device 14 and the receiving device
50 to generate (or determine) the same pseudo-random
stream of characters. Additionally, a new pseudo-random
stream of characters may be generated (or determined) (e.g.,
in real-time) for each piece of data 30. As such, the shifting
performed by the OTP method may continuously change
(e.g., 1t changes with each transmission of data 30).

Furthermore, 1n some examples, system 10 1s not limited
to only transferring data 30 from the data device 14 to the
receiving device 50. For example, the recerving device 50
may perform steps 212-236 to transmit data 30 to data
device 14, and the data device 14 may perform steps
240-268 to determine this data 30. That 1s, both devices may
utilize the same steps to communicate back and forth
between each other.

System and Method for Securely Transferring Data Using
Encryption Keys

FIGS. 4A-4B illustrate another example system 410 for
securely transterring data 430. As 1s 1llustrated, system 410
includes a data device 414 (e.g., a mobile phone) that
determines data 430 (e.g., bank account information input
by a user) for transmittal to a receiving device 450 (e.g., a
server). When the data device 414 1s preparing to transmit
the data 430 (e.g., the bank account information) to the
receiving device 450 (e.g., the server), the data device 414
generates (e.g., pseudo randomly generates) a first encryp-
tion key to be used to encrypt the data 430. Following
encryption of the data 430, the encrypted data 430 1is
transmitted to the receiving device 430. The actual first
encryption key used to encrypt the data 430, however, 1s not
sent to the receiving device 450. Instead, the data device 414
deletes the first encryption key, without ever sending 1t.

Following reception of the encrypted data 430, the receiv-
ing device 450 generates (e.g., pseudo randomly generates)
a second encryption key. This second encryption key
matches the first encryption key (which was used to encrypt
the data 430). The receiving device 450 decrypts the
encrypted data 430 using the second encryption key. This
allows the recerving device 450 to utilize the data 430 (e.g.,
the server may utilize or store the bank account information
input the by user).

This example procedure may allow the data device 414 to
securely transfer the data 430, in some examples. For
example, not only 1s the data 430 encrypted (thereby pro-
viding a first level of security), but the actual encryption key
1s not transmitted to the receiving device 450 (thereby
providing a second level of security). Additionally, because
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the actual encryption key 1s generated by the receiving
device 450, the actual encryption key 1s not stored on disk
in either the recerving device 450 or the data device 414
(thereby providing a third level of security), 1n some
examples. This may prevent an unauthorized entity from
listening, capturing, or otherwise accessing the data 430.

Data 430 represents any type of information. In some
examples, data 430 1s substantially similar to the data 30 of
FIGS. 1A-3. For example, the data 430 may be personal
information (e.g., a social security number, membership
identifier, name, address), business information (e.g., a
document, spreadsheet, or other information created, used,
and/or received by a business), medical information (e.g., a
medical report, a medical diagnosis, a medical bill), finan-
cial information (e.g., information regarding investments,
credit card information, bank information, account number),
security information (e.g., a password, personal access num-
ber), a document (e.g., a word document, an excel spread-
sheet, a pdi), an audio file (e.g., a music file), a video {ile
(e.g., a movie lile, a tv show file, a video clip), account
information, a completed voting ballot (e.g., for voting 1n an
clection for public oflice), any other type of information, or
any combination of the preceding. The data 430 further
represents any portion of information. For example, the data
430 may be an entire spreadsheet (or other document, such
as a word document), or it may be a portion of an entire
spreadsheet (or other document), such as only social security
numbers or other personal information included in the
spreadsheet (or other document). As another example, the
data 430 may be an entire medical report, or it may be a
portion of the medical report, such as only personal infor-
mation included 1n the medical report and/or the diagnosis in
the medical report.

In the example illustrated 1n FIGS. 4A-4B, the system 410
includes the data device 414. The data device 414 may be
any device that stores data 430 and/or transmits data 430. In

some examples, the data device 414 1s substantially similar
to the data device 14 of FIGS. 1A-1B. As 1s illustrated in

FIGS. 4A-4B, the data device 414 1s a mobile telephone.
Furthermore, as 1s also illustrated in FIG. 4B, the data device
414 includes a computer/data processor 418 and data storage
medium 422 (e.g., memory) comprising instructions 426
executable by the processor 418 to perform the functions of
the data device 414. Additionally, the data device 414
includes a communication port 446 (e.g., receiver, transmit-
ter, transcerver, network interface) configured to receive and
transmit information (e.g., receive requests for data 430,
transmit the data 430, etc.).

The data device 414 may have one or more encryption
methods 434 that may be used to encrypt the data 430. An
encryption method 434 represents any type ol encryption
method that may be utilized to encrypt data and/or decrypt
encrypted data. For example, an encryption method 430 may
be Rivest-Shamir-Adleman (RSA), Data Encryption Stan-
dard (DES), triple DES (DES3), Advanced Encryption Stan-
dard (AES), AES-256, symmetric encryption methods, any
other method of encryption, or any combination of the
preceding. The data device 414 may have any number of
encryption methods 434, each of which may be used to
encrypt data.

One or more encryption keys (e.g., random strings of bits
created for scrambling and unscrambling data) may be used
with the encryption method(s) 434 to encrypt data and/or
decrypt encrypted data. However, the data device 414 may
not have any encryption keys stored on disk, in some
examples. Instead, 1n some examples, the data device 414
generates an encryption key 1n real-time prior to encryption
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of the data. In some examples, this real-time generation of
the encryption key causes the encryption key to only be
stored 1n transient memory, as opposed to being stored on
disk. Furthermore, once the encryption key 1s used by the
data device 414, the encryption key may be deleted (e.g.,
deleted from transient memory) or otherwise destroyed. This
may prevent the encryption key(s) from being compromised
if an unauthorized entity were to access the data device 414.
In some examples, the encryption key may not be deleted or
otherwise destroyed.

To generate the encryption key(s), the data device 414
may utilize a pseudo random bit generator (otherwise

referred to as a DRBG). Examples of a pseudo random bit
generator (or a DRBG) include ISAAC, ISAAC-64, Hash

DRBG SHA-1, Hash DRBG SHA-256, Hash DRBG SHA -
512, Cipher DRBG AES-128, Cipher DRBG AES-192,
Cipher DRBG AES-236, any other pseudo random bit
generator (or DRBG), or any other system or method for
creating deterministically random numbers.

In the example 1llustrated in FIGS. 4A-4B, the system 410
turther includes the receiving device 450. The receiving
device 450 may be any device that receives and/or processes
data 430. In some examples, the receiving device 4350 1is
substantially similar to the receiving device 50 of FIGS.
1A-1B. As 1s illustrated in FIGS. 4A-4B, the receiving
device 450 1s a server that the user of the data device 414 1s
communicating with via an app executed on the data device
414. Furthermore, as 1s also 1illustrated in FIG. 4B, the
receiving device 450 includes a computer/data processor
454 and data storage medium 458 (e.g., memory) compris-
ing instructions 462 executable by the processor 454 to
perform the functions of the recerving device 450. Addi-
tionally, the receiving device 450 includes a communication
port 474 (e.g., receiver, transmitter, transceiver, network
interface) configured to receive and transmit information
(e.g., receive data 430, transmit requests for data 430).

The receiving device 450 may have one or more encryp-
tion methods 434 that may be used to decrypt the data 430.
The encryption methods 434 stored on the receiving device
450 may be the same as the encryption methods 434 stored
on the data device 414. As such, the data device 414 may
encrypt data 430 using a particular encryption method 434,
and the receiving device 450 may decrypt the encrypted data
430 using the same particular encryption method 434. The
receiving device 450 may have any number of encryption
methods 434, each of which may be used to decrypt data.

As 1s discussed above, 1n some examples, one or more
encryption keys are used with the encryption method(s) 434
to encrypt data 430 and/or decrypt encrypted data 430.
However, the receiving device 450 may not have any
encryption keys stored on disk, 1n some examples. Instead,
in some examples, the receiving device 450 generates an
encryption key in real-time prior to decryption of the data
430. In some examples, this real-time generation of the
encryption key causes the encryption key to only be stored
in transient memory, as opposed to being stored on disk.
Furthermore, once the encryption key 1s used by the receiv-
ing device 450, the encryption key may be deleted (e.g.,
deleted from transient memory) or otherwise destroyed. This
may prevent the encryption key(s) from being compromised
iI an unauthorized entity were to access the recerving device
450. In some examples, the encryption key may not be
deleted or otherwise destroyed.

To generate the encryption key(s), the receiving device
450 may also utilize a pseudo random bit generator (other-
wise referred to as a DRBG). Examples of a pseudo random

bit generator (or a DRBG) include ISAAC, ISAAC-64, Hash
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DRBG SHA-1, Hash DRBG SHA-256, Hash DRBG SHA -
512, Cipher DRBG AES-128, Cipher DRBG AES-192,
Cipher DRBG AES-236, any other pseudo random bait
generator (or DRBG), or any other system or method for
creating deterministically random numbers. The pseudo
random bit generator used by the receiving device 450 may
be the same as the pseudo random bit generator used by the
data device 414. As such, the data device 414 may generate
a first encryption key using a particular pseudo random bit
generator, and the recerving device 450 may generate a
second encryption key using the same particular pseudo
random bit generator.

The second encryption key generated by the receiving
device 450 matches the first encryption key generated by the
data device 414, 1n some examples. The second encryption
key may match the first encryption key 1f the two encryption
keys are 1dentical (e.g., “58U48” and “58U48”). In other
examples, the second encryption key may match the first
encryption key in any other way that allows the second
encryption key to be used to decrypt data 430 that was
encrypted using the first encryption key.

Modifications, additions, or omissions may be made to
system 410 without departing from the scope of the disclo-
sure. For example, system 410 may include any number of
data devices 414 and/or receiving devices 450 (and/or any
number of components, such as processors or memory units
illustrated or described in the above devices). Also, any
suitable logic may perform the functions of system 410 and
the components and/or devices within system 410. Further-
more, one or more components ol system 410 may be
separated, combined, and/or eliminated.

Furthermore, although data device 414 and receiving
device 450 have been described above as being separate
devices, 1n some examples, they may both be integrated into
the same device. In such an example, the data device 414
may refer to a first process being performed within a single
device (e.g., within a server), and the receiving device 450
may refer to a second process being performed within the
same single device (e.g., within the server). This may allow
the single device to securely transier data between two
separate processes being performed by the single device.
The device (e.g., a server) may utilize a first processor to
perform the process of the data device 414, and may further
utilize a second processor to perform the process of the
receiving device 450. Alternatively, the process of the data
device 414 and the process of the recerving device 450 may
be performed by the same processor(s) within the single
device.

FIG. 35 1llustrates another example method for securely
transierring data. As 1s 1illustrated, method 500 of FIG. 5
illustrates an example of securely transierring data 430 from
data device 414 to recerving device 4350 of FIGS. 4A-4B.
However, the steps of method 500 may be utilized to
securely transfer data 430 (or data 30, or any other data)
from any device to any other device.

Method 500 beings at step 504. At step 508, a connection
1s established between data device 414 and the receiving
device 450. The connection may refer to any type of
connection that allows the data device 414 to communicate
with the receiving device 450 (and vice versa) so as to
transier data 430, in some examples. This establishment of
a connection 1n step 508 of FIG. 5 1s substantially similar to
the establishment of a connection 1n step 208 of FIG. 2, in
some examples.

Similar to that discussed above 1 FIG. 2, step 508 may
include a synchronization of the pseudo random bit genera-
tor(s) included in the data device 414 and the receiving
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device 450, 1n some examples. This synchronization of the
pseudo random bit generator(s) allows the data device 414
and recerving device 450 to select the same encryption
method 434 to use with a particular transfer of data 430, in
some examples. For example, the synchronization of the
pseudo random bit generator(s) may allow the data device
414 and receiving device 450 to both independently select
the same first encryption method 434 (e.g., AES) to use for
the transier of first data 430 (e.g., bank account informa-
tion). Furthermore, the synchronization of the pseudo ran-
dom bit generator(s) may allow the data device 414 and
receiving device 450 to both independently select to use the
same second encryption method 434 (e.g., DES3) for the
transier of second data 430 (e.g., a request that an amount of
money be transferred).

The synchronization of the pseudo random bit generator
(s) may occur 1n any manner. For example, to synchronize
the pseudo random bit generator(s), the data device 414 and
the receiving device 450 may both generate, determine,
and/or receive one or more seed values (e.g., one seed value,
three seed values) that may be input 1nto the pseudo random
bit generators. These same seed value(s) may synchronize
the pseudo random bit generator(s), causing them to inde-
pendently generate matching encryption keys. The matching,
encryption keys may be used to encrypt data 430 and/or
decrypt data 430. After this 1mitial synchronization (i.e.,
initialization process or re-initialization process), imforma-
tion or other data received during communication between
the data device 414 and the receiving device 450 may be
used to keep the pseudo random bit generator(s) synchro-
nized, 1n some examples.

At step 512, the data device 414 determines data 430 for
transmittal to the receiving device 450. The data device 414
may determine data 430 1n any manner. For example, the
data device 414 may determine the data 430 when 1t 1s 1nput
by a user (or any other entity). As an example of this, the
user may input their social security number 1nto a fillable
graphical box displayed on the display screen of the data
device 414 (or the social security number may be auto filled
by a program running on the data device 414), and then the
user may activate a button that authorizes the transmittal of
the mput social security number. When the user activates
this button, the data device 414 may determine that this
social security number 1s data 430 that 1s to be transmitted
to the recerving device 450. As another example, the data
device 414 may determine the data 430 when it 1s selected
by a user (or any other entity). As an example of this, the
user may select a file and/or document from storage (e.g., a
word document stored on the data device 414 or accessible
to the data device 414), and then the user may activate a
button that authorizes the transmaittal of the file and/or
document. When the user activates this button, the data
device 414 may determine that this file and/or document 1s
data 430 that 1s to be transmitted to the receiving device 450.
As another example of this, the user may select an option
displayed on the display screen of the data device 414, and
then the user may activate a button that authorizes the
transmittal of the selected option. When the user activates
this button, the data device 414 may determine that this
selected option 1s data 430 that 1s to be transmitted to the
receiving device 450. In other examples, the determination
of the data 430 may not require user input at all. For
example, the transmittal of data 430 may be an automated
communication between two end points. In such an
example, the determination of the data 430 may occur when
the data 430 1s selected (or otherwise mput) by one of the
end points.
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At step 516, the data device 14 (optionally) determines a
checksum of the data 430. The checksum may allow errors
to be detected 1n the data 430. For example, the checksum
may be used to detect errors that have been introduced nto
the data 430 during 1ts transmission and/or storage. The data
device 414 may determine the checksum 1n any manner. For
example, the data device 414 may determine the checksum
using a checksum algorithm. In some examples, the check-
sum may be derived from the data 430 1n its raw form.

At step 520, the data device 14 generates a first encryption
key. As 1s discussed above, the first encryption key may be
any type of key that 1s used with one or more encryption
methods 434 to encrypt data. The first encryption key may
be a random string of bits created for scrambling and
unscrambling data. The first encryption key may have any
length, may have any bits, and may be generated using any
method. For example, the encryption key may be generated
using a pseudo random bit generator. In such an example,
one or more seed values may be imput into the pseudo
random bit generator to generate the first encryption key
(and any subsequent encryption key). The pseudo random
bit generator and/or the seed value(s) may be selected in any
manner. For example, the pseudo random bit generator
and/or the seed value(s) may be selected during the syn-
chronization/pairing process discussed above. This may, 1n
some examples, allow the data device 414 and the receiving,
device 450 to select the same pseudo random bit generator
and/or the same seed value(s). In some examples, this
selection may be part of an 1nitialization process. After the
initialization process, the data device 414 and the receiving
device 450 may be able to select (or otherwise determine)
the same seed value(s) at any time, without re-initialization.

The first encryption key 1s generated 1n real time (e.g.,
generated only when 1t 1s needed for a secure transier of data
430), 1n some examples. This may prevent the first encryp-
tion key from having to be stored on disk. Instead, the first
encryption key may only be stored 1n transient memory, as
opposed to being stored on disk. Furthermore, once the first
encryption key 1s used to encrypt the data 430, the first
encryption key may be deleted (e.g., deleted from transient
memory) or otherwise destroyed. As such, the first encryp-
tion key may be a one-time use encryption key that 1s
destroyed after 1ts use. This may prevent the first encryption
key from being compromised 11 an unauthorized entity were
to access the data device 414. In some examples, the first
encryption key may not be deleted or otherwise destroyed.

The generation of the first encryption key by the data
device 414 may refer to the data device 414 generating the
first encryption key 1tsell, or may refer to the data device 414
causing the first encryption key to be generated. For
example, the data device 414 may generate the first encryp-
tion key by calling into a library or application installed or
accessible to the data device 414, and having the library or
application generate the first encryption key for the data
device 414.

Although the first encryption key 1s described above as
being generated (e.g., generated 1n real-time), in some
examples, the first encryptlon key may be determmed (e.g.,
determined in real-time). The first encryptlon key may be
determined by being generated (as 1s discussed above) by
the data device 414. Alternatively, the first encryption key
may be determined 1n any other manner. For example, the
first encryption key may be determined by selecting the first
encryption key from a group of stored first encryption keys.
As an example, the data device 414 may have thousands (or
millions, or any other number) of possible first encryption
keys stored on disk or accessible to the data device 414 (e.g.,
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stored on a memory umit that the data device 414 has access
to). In such an example, the data device 414 may determine
a particular first encryption key by selecting 1t from these
thousands (or millions, or any other number) of possible first
encryption keys. This selection of the first encryption key
may be performed 1n any manner (e.g., the selection may be
pseudo random). Furthermore, because the data device 414
may store thousands (or millions, or any other number) of
possible first encryption keys, the vast number of possible
first encryption keys may prevent an unauthorized entity
from determining which first encryption key was used, even
if the unauthorized entity were to gain access to the data
device 414.

Following generation of the first encryption key, the data
device 414 encrypts the data 430 at step 524. The data 430

may be encrypted in any manner using the first encryption
key. For example, the data device 414 may utilize the first
encryption key with one or more encryption methods 434 to
encrypt the data 430. The encryption method(s) 434 used to
encrypt the data 430 may be selected 1n any manner. For
example, as 1s discussed above, the encryption method(s)
434 may be selected during the synchronization/pairing
process discussed above. This may, 1n some examples, allow
the data device 414 and the receiving device 4350 to select the
same encryption method(s) 434 to use with the data 430.

At step 528, the data device 414 generates a packet. The
packet may be generated 1n any manner. In some examples,
the packet may also include additional information (other
than the data 430). For example, the packet may include an
identifier (e.g., a header, trailer, etc.). The 1dentifier of the
packet may include an identification code (which may
identily the packet as having been sent by the data device
414), a timestamp (which may 1dentify the time and/or date
the packet was created and/or transmitted by the data device
414, such as 1n a yyyy.dd. HH.mm.sss format or any other
format and at any time resolution), a parsing format 1den-
tifier (which may i1dentify how the packet was formed and
how the data can be de-parsed), the determined checksum,
a sequence number that may help to i1dentify and recover
from the event of a dropped packet or out of order packets
within the communication between two devices, any other
data, or any combination of the preceding. The generation of
the packet may also optionally include encoding one or more
portions of the packet (e.g., the checksum and/or the time-
stamp) using transmittal tokens 82. Examples of this encod-
ing are discussed above with regard to FIGS. 1A-3. The
generation of the packet may also optionally include adding
one or more chafl tokens to the packet, in some examples.
Examples of this addition of one or more chafl tokens is
discussed above 1 step 232 of FIG. 2.

At step 332, the data device 414 transmits the packet and
the encrypted data 430. The data device 414 may transmit
the packet and the encrypted data 430 to the receiving device
450. The data device 414 may transmit the packet and the
encrypted data 430 1n any manner and over any commuini-
cations network. For example, the data device 414 may
transmit the packet and the encrypted data 430 over the
Internet (e.g., using a TCP communications protocol, using
a HITP communications protocol), a WI-FI network, a
cellular network, a radio telecommunication network, a
BLUETOOTH network, a NFC network, any other wireless
network, any wired network (e.g., a PSTN), any other
manner of transmission, or any combination of the preced-
ing. Furthermore, the packet and the encrypted data 430 may
be transmitted 1n a single transmission, but they may remain
separate, 1n some examples. In some examples, the packet
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may be sent over separate communication protocol(s) and/or
path(s) than the encrypted data 430, so as to further enhance
security.

Following transmittal of the packet and the encrypted data
430, the recerving device 450 receives the packet and the
encrypted data 430 at step 536. Alter receiving the packet
and the encrypted data 430, the receiving device 450 deter-
mines whether the packet 1s legitimate at step 540. The
receiving device 450 may determine whether the packet 1s
legitimate 1n any manner. In some examples, this determi-
nation of whether the packet 1s legitimate (at step 540 of
FIG. §) 1s substantially similar to that of step 244 of FIG. 2.
Furthermore, the receiving device 450 may determine
whether the packet 1s legitimate at a different time or step
than step 536. Also, as 1s discussed above, one or more
portions of the packet (e.g., the checksum and/or the time-
stamp) may have been encoded using transmittal tokens 82.
In such examples, determining whether the packet 1s legiti-
mate 1cludes decoding these portions using reception map-
ping data 84. Examples of this decoding are discussed above
with regard to FIGS. 1A-3.

At step 544, the receiving device 50 generates a second
encryption key. As 1s discussed above, the second encryption
key may be any type of key that 1s used with one or more
encryption methods 434 to decrypt data. The second encryp-
tion key may be a random string of bits created for scram-
bling and unscrambling data. The second encryption key
may have any length, may have any bits, and may be
generated using any method. For example, the second
encryption key may be generated using a pseudo random bit
generator. In such an example, one or more seed values may
be 1mnput into the pseudo random bit generator to generate the
second encryption key (and any subsequent encryption key).
The pseudo random bit generator and/or the seed value(s)
may be selected 1n any manner. For example, the pseudo
random bit generator and/or the seed value(s) may be
selected during the synchromization/pairing process dis-
cussed above. This may, 1n some examples, allow the data
device 414 and the receiving device 450 to select the same
pseudo random bit generator and/or the same seed value(s),
and may further allow the data device 414 and the receiving
device 450 to generate (or determine) matching encryption
keys.

The second encryption key generated by the receiving
device 450 matches the first encryption key generated by the
data device 414, 1n some examples. The second encryption
key may match the first encryption key 11 the two encryption
keys are 1dentical (e.g., “58U48” and “58U48”). In other
examples, the second encryption key may match the first
encryption key in any other way that allows the second
encryption key to be used to decrypt data 430 that was
encrypted using the first encryption key.

The second encryption key 1s generated 1n real time (e.g.,
generated only when 1t 1s needed for a secure transier of data
430), in some examples. This may prevent the second
encryption key from having to be stored on disk. Instead, the
second encryption key may only be stored in transient
memory, as opposed to being stored on disk. Furthermore,
once the second encryption key 1s used to decrypt the data
430, the second encryption key may be deleted (e.g., deleted
from transient memory) or otherwise destroyed. As such, the
second encryption key may be a one-time use encryption
key that 1s destroyed after its use. This may prevent the
second encryption key from being compromised 11 an unau-
thorized entity were to access the receiving device 450. In
some examples, the second encryption key may not be
deleted or otherwise destroyed.
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The generation of the second encryption key by the
receiving device 450 may refer to the recerving device 4350
generating the second encryption key itsell, or may refer to
the receiving device 450 causing the second encryption key
to be generated. For example, the receiving device 450 may
generate the second encryption key by calling into a library
or application installed on or accessible to the receiving
device 450, and having the library or application generate
the second encryption key for the receiving device 450.

Although the second encryption key 1s described above as
being generated (e.g., generated 1n real-time), 1n some
examples, the second encryption key may be determined

(e.g., determined in real-time). The second encryption key
may be determined by being generated (as 1s discussed

above) by the receiving device 450. Alternatively, the sec-
ond encryption key may be determined 1n any other manner.
For example, the second encryption key may be determined
by selecting the second encryption key from a group of
stored possible second encryption keys. As an example, the
receiving device 450 may have thousands (or millions, or
any other number) of possible second encryption keys stored
on disk or accessible to the receiving device 450 (e.g., stored
on a memory unit that the receiving device 450 has access
to). In such an example, the receiving device 450 may
determine a particular second encryption key by selecting 1t
from these thousands (or millions, or any other number) of
possible second encryption keys. This selection of the sec-
ond encryption key may be performed in any manner (e.g.,
the selection may be pseudo random). Furthermore, because
the receiving device 450 may store thousands (or millions,
or any other number) of possible second encryption keys, the
vast number of possible second encryption keys may prevent
an unauthorized entity from determining which second
encryption key was used, even if the unauthorized entity
were to gain access to the recerving device 450.

Following the generation of the second encryption key,
the receiving device 450 decrypts the encrypted data 430 at
step 548. The recerving device 450 may utilize the second
encryption key to decrypt the encrypted data 430. The
encrypted data 430 may be decrypted 1n any manner using
the second encryption key. For example, the receiving
device 450 may utilize the second encryption key with the
same encryption method 434 that was used by the data
device 414 to onginally encrypt the data 430. In some
examples, the receiving device 450 may select this same
encryption method 434 during the synchronization/pairing
process discussed above. In other examples, the receiving
device 450 may select this same encryption method 434
based on an identifier included 1n the packet, 1itself.

At step 552, the receiving device 450 (optionally) deter-
mines a second checksum of the data 430, and compares it
to the checksum received from the data device 414. The
checksum may allow errors to be detected in the data 430.
For example, the checksum may be used to detect errors that
have been introduced 1nto the data 430 during its transmis-
sion and/or storage. The receiving device 450 may deter-
mine the checksum in any manner. For example, the receiv-
ing device 450 may determine the checksum using a
checksum algorithm. In some examples, the checksum may
be derived from the data 430 1n 1ts raw form. The receiving,
device 450 may compare the two checksums 1n any manner.
For example, the recerving device 450 may compare the two
checksums using a CRC. If the two checksums match, the
receiving device 450 may move to step 356 where the data
430 1s transmitted for use. If the two checksums do not
match, the recerving device 450 may discard the data 430 (as
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it may 1nclude errors), and may request that the data device
14 re-transmit the data 430 again.

At step 556, the receiving device 450 transmits the data
430 for use. In some examples, the receiving device 450 may
transmit the data 430 for use by the receiving device 450.
For example, the data 430 may be transmitted to an appli-
cation or other program that i1s being executed by the
processor ol the receiving device 450. This may allow the
application or other program to use or otherwise access the
data 430. In other examples, the receiving device 450 may
transmit the data 430 to the user of the receiving device 450.
In such an example, the transmission of the data 430 may
refer to a transmission that causes the data 430 to be
displayed on a display screen (e.g., displayed on a display
screen of a Smartphone), and/or a transmission that causes
the data 430 to be output to another user interface (e.g.,
output as sound from speakers or earphones of a mobile
device). As such, the user may view, listen to, or otherwise
access the data 430. In additional examples, the receiving
device 450 may transmuit the data 430 to another device (e.g.,
a server that will store the data 430, a television that will
display the data 430). In other examples, the transmission of
the data 430 may refer to any other manner 1n which the
receiving device 450 may utilize the data 430. For example,
the transmission of the data 430 may refer to the receiving
device 450 storing the data 430 in memory (e.g., storage on
disk).

At step 560, the data device 414 determines whether to
transmit additional data 430. The data device 414 may
determine whether to transmit additional data 430 for any
reason. For example, a user of data device 414 may have
selected to have additional data 430 transmitted. As another
example, an application, program, and/or device on data
device 414 may have provided additional data 430 to the
data device 414 for transmittal. As a further example, the
data device 414 may have received a request from the
receiving device 450 for additional data 430.

If 1t 1s determined at step 560 that additional data 430
should not be transmitted, the method 500 moves to step
564, where the method 500 ends. On the other hand, 1f 1t 1s
determined that additional data 430 should be transmuitted,
the method 500 moves back up to step 312, where the data
device 414 retrieves the additional data 430. Then the
method 500 re-performs one or more (or all) of steps
512-560 so as to securely transfer the additional data 430.

Although the method 500 may re-perform one or more (or
all) of steps 512-560, it may do so using different encryption
keys. As such, even 1 an unauthorized enftity were to
determine the first encryption key, second encryption key,
and/or data 430 from the previous transmission, these deter-
minations would not help the unauthorized entity 1n subse-
quent transmission of data 430.

In order to utilize different encryption keys, both the data
device 414 and the receiving device 450 may generate (or
determine) new encryption keys. For example, for a second
transmission, the data device 414 may generate (or deter-
mine) a third encryption key, and the receiving device 450
may generate (or determine) a fourth encryption key to
decrypt data 430 encrypted using the third encryption key.
This generation of new encryption keys may be similar to
steps 520 and 544 discussed above.

The steps 512-560 may be re-performed for any number
of times, so as to securely transfer any amount of data.
Furthermore, the steps 512-560 may continue to be per-
formed even if a particular transmission of data 430 does not
reach 1ts intended recipient (1.e., the receiving device 450).
As an example, 11 the receiving device 450 receives a third
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set of data 430, and also recerves a fifth set of data 430 (but
never receives the fourth set of data 430, for some reason),
the receiving device 450 may still be able decrypt the fifth
set of data 430, and any subsequent packet or other data 430.
In such an example, the receiving device 450 may utilize the
sequence number 1n the identifier of the packet (discussed
above) to assist 1n 1dentitying that the fourth set of data 430
was not recerved, and to further assist in generating (or
otherwise determining) the encryption key for the fifth set of
data 430. In traditional systems, such a failure to receive data
in 1ts proper order may cause issues. In contrast to this, the
system 410 may be able to handle not receiving data in order.
One reason for this 1s that the encryption keys are generated
in real time, 1n some examples. This may allow the encryp-
tion key for the fifth set of data 430 to be generated despite
the recerving device 450 having never received the fourth set
of data 430, 1n some examples.

Additionally, the steps 512-560 may continue to be per-
formed even 1f data 430 1s received by the receiving device
450 1n the wrong order. As an example, if the receiving
device 450 receives an eighth set of data 430 before 1t
received the sixth or seventh set of data 430, the receiving,
device 450 may still be able to decrypt the eighth set of data
430, and any prior or subsequent set of data 430 or other data
430. In such an example, the receiving device 450 may keep
track (e.g., mn a log) of the sequence numbers from the
packets 1t has already received. Then, 11 the receiving device
450 1s expecting to receive the sixth set of data 430 (because
it has already received the first five sets of data 430), but 1t
actually receives the eighth set of data 430 instead, the
receiving device 450 may jump ahead to generating (or
determining) the encryption key for the eighth set of data
430 (instead of for the sixth set of data 430). This jump may
be performed by running two extra iterations of the method
that generates (or determines) the encryption key. This new
encryption key may be used to decrypt the eighth set of data
430. The receiving device 50 may then store the sequence
number for the eighth set of data 430, and then 1t may reset
to 1ts last known complete state (e.g., the state where 1t had
received and determined the fifth set of data 430).

Then, 11 the receiving device 450 receives the seventh set
of data 430 (instead of the sixth set of data 430), the
receiving device 450 may jump ahead to generating (or
determining) the encryption key for the seventh set of data
430 (instead of for the sixth set of data 430). This jump may
be performed by running one extra iteration of the method
that generates (or determines) the encryption key. This new

encryption key may be used to decrypt the seventh set of
data 430. The receiving device 450 may then store the
sequence number for the seventh set of data 430, and then
it may reset to 1ts last known complete state (e.g., the state
where 1t had received and determined the fifth set of data
430). Then, 1f the recerving device 450 finally receives the
s1xth set of data 430, the receiving device 450 may generate
(or determine) the encryption key for the sixth set of data
430, and use 1t to decrypt the sixth set of data 430. Then the
receiving device 450 may determine that it has received the
first eight sets of data 430, and it may set 1ts complete state
to the eighth set of data 430. The receiving device 450 may
now be ready to receive subsequent sets of data 430.
Modifications, additions, or omissions may be made to
method 500. For example, although the steps of method 500
are described above as being performed by data device 414
or receiving device 450, 1n some examples, one or more of
the steps of method 500 may be performed by any other
device. As another example, one or more steps of method
500 may be optional, or may not be performed. For example,
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method 500 may not include step 508, where a connection
1s established. Instead, communication between the data
device 414 and receiving device 450 may begin when the
data device 414 starts transmitting data 430. As another
example, method 500 may not include steps 516 and 552
regarding checksums, and/or may not include determiming
whether the packet was received within a predetermined
amount of time. As a further example, the steps of method
500 may be performed 1n parallel or 1n any suitable order.

As another example, method 500 may further include
additional steps that obfuscate (e.g., render unclear) the data
430 prior to 1t being encrypted (at step 3524), and that
un-obfuscate (e.g., render clear) the data 430 after it 1s
decrypted (at step 556). By obfuscating the data 430 prior to
it being encrypted, the method 500 (and the system 410 of
FIGS. 4A-5) may further protect the data 430 from brute
force attacks, in some examples. Brute force attacks typi-
cally work by guessing encryption keys and looking for
something recognizable 1n the resulting data. By obfuscating
the data 430 prior to encryption, the obfuscated data 430
would not be recognizable 11 the correct encryption key was
guessed. For example, even 1f the correct encryption key
was guessed, the result would still be the obfuscated data
430 (as opposed to the data 430). As such, the data 430
would not be recognizable, and the unauthorized user (e.g.,
a hacker) would not be able to determine that they guessed
the correct encryption key, 1n some examples.

The data 430 may be obiuscated and un-obtuscated 1n any
manner. As one example, each character (e.g., a number, a
letter, a symbol) 1n the data 430 may be shuflled. Example
of this shuflling may include a method that reverses the order
of the characters, a method that changes the order so that
cach half 1s mirrored, a method that flips the order of every
other character, a method that causes the order to be shufiled
in any other manner, or any combination of the preceding.
As an example of this, the data 430 “Hello” may be reversed,
so as to be obfuscated data 430 “olleH”. Then, this obius-
cated data 430 may be later un-obfuscated by re-reversing
this shuflling, so as to be data 430 “Hello”. The shuflling
method used to shuflle the data 430 may always be the same.
On the other hand, the shutiling method may differ for each
transmission of data 430. For example, the data device 414
may include more than one shufiling method (e.g., 3 shui-
fling methods, 5 shuflling methods) to choose from. In such
an example, the data device 414 may select one of the
shuflling methods to use when obfuscating the data 430.
This selection may, 1n some examples, be based on the
pseudo random bit generator and the seed value(s) mput mnto
the pseudo random bit generator. The receiving device 4350
may also select a matching shuflling method.

As another obfuscation example, each character in the
data 430 may be shifted forward or backward (or any other
XOR function shift) by a particular amount (e.g., 1 charac-
ter, 2 characters, etc.). As one example of this, each character
in the data 430 “Hello” may be shifted forward by 1
character, so as to be obfuscated data 430 “Ifmmp” Then,
this obfuscated data 430 may be un-obfuscated by shifting in
reverse by 1 character, so as to be data 430 “Hello”. The
method used to shift the data 430 may always be the same.
On the other hand, the shifting method may differ for each
transmission of data 430 and/or for each character in the data
430. For example, the data device 414 may include more
than one shifting method (e.g., 3 shifting methods, 5 shifting
methods) to choose from. In such an example, the data
device 414 may select one of the shifting methods to use
when obfuscating the data 430. This selection may, 1n some
examples, be based on the pseudo random bit generator and
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the seed value(s) input into the pseudo random bit generator.
The recerving device 450 may also select a matching shift-
ing method.

As a further obfuscation example, the data 430 may be
obfuscated and un-obfuscated using a one-time pad (OTP)
method. In the OTP method, a pseudo-random stream of
characters 1s generated (or determined). The number of
characters in the pseudo-random stream of characters may
match the number of characters in the data 430. For
example, the data 430 “Hello” has 5 characters. In such an
example, the pseudo-random stream of characters would
also have 5 characters.

The pseudo-random stream of characters may be used to
obfuscate the data 430 by shifting forward or backward (or
any other XOR function shift) each character in the data 430
by the amount specified in the corresponding pseudo-ran-
dom stream of characters. As one example of this, the data
430 may be “Hello”, and the pseudo-random stream of
characters may be “157, “117, “27, “4”, and “0”. In such an
example, the “H” may be shifted forward by “15” to “W?,
the “e” may be shifted forward by “11” to be “p”, and so on.
This creates the obfuscated data 430 “Wpnpo™”. Then, this
obfuscated data 430 may be later un-obfuscated by reversing
the shift of each character by the corresponding character in
the pseudo-random stream of characters. In such an
example, the “W” may be shifted in reverse by “15” to “H”,
the “p” may be shifted in reverse by “11” to be “e”, and so
on. This re-creates the data 430 “Hello™.

The pseudo-random stream of characters (used for the
OTP method) may be generated (or determined) by both the
data device 414 and the recerving device 450 using the
pseudo random bit generator(s) (otherwise referred to as a
DRBGs). This may allow the data device 414 and the
receiving device 450 to generate (or determine) the same
pseudo-random stream of characters. Additionally, a new
pseudo-random stream of characters may be generated (or
determined) (e.g., in real-time) for each piece of data 430. As
such, the shifting performed by the OTP method may
continuously change (e.g., 1t changes with each transmission
ol data 430).

Furthermore, 1n some examples, system 410 1s not limited
to only transierring data 430 from the data device 414 to the
receiving device 450. For example, the receiving device 450
may perform steps 512-532 to transmit data 430 to data
device 414, and the data device 414 may perform steps
536-556 to determine this data 430. That 1s, both devices
may utilize the same steps to communicate back and forth
between each other.

Additionally, although system 410 of FIGS. 4A-35 has
been described above as being separate from system 10 of
FIGS. 1A-3, 1n some examples, the system 410 and system
10 (and their functionalities) are integrated into a single
system. In such examples, the combined system 1s able to
securely transfer data using either (1) transmittal mapping
data 78 and reception mapping data 84 (as 1s discussed 1n
FIGS. 1A-3), or (2) generated encryption keys (as 1s dis-
cussed 1n FIGS. 4A-5). Furthermore, the combined system
1s able to switch between the two methods for securely
transierring data, in some examples. For example, the com-
bined system may securely transfer a first set of data using
transmittal mapping data 78 and reception mapping data 84
(as 15 discussed 1n FIGS. 1A-3), and then it may switch so
that it securely transfers a second set of data using generated
encryption keys (as 1s discussed in FIGS. 4A-5), or vice
versa.

The combined system may switch between the two meth-
ods for securely transierring data for any reason. For
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example, the system may alternate the two methods (e.g.,
switching every other piece of data, switching every three
pieces of data). As another example, the method used to
securely transier the data may be randomly chosen from the
two methods (e.g., using the pseudo random bit generator
and the seed value(s)). As a further example, the method
used to securely transfer the data may be based on the size
of the data. In such an example, 11 the size of the data 1s less
than a predetermined threshold, the combined system may
choose to securely transfer the data using transmaittal map-
ping data 78 and reception mapping data 84 (as 1s discussed
in FIGS. 1A-3). On the other hand, 11 the size of the data 1s
equal to or greater than the predetermined threshold, the
combined system may choose to securely transfer the data
using generated encryption keys (as 1s discussed in FIGS.
4A-3), or vice versa. The combined system may then insert
a tlag 1nto the packet that indicates what method was used,
or what the size of the data was, 1n some examples.

The predetermined threshold may be any amount of data.
As an example, the predetermined threshold may be 8 bytes,
16 bytes, 32 bytes, 64 bytes, 128 bytes, 256 bytes, 512 bytes,
1 kilobyte, 1 megabyte, 1 gigabyte, any other amount of
data, or any amount of data in-between 1 byte and 1 terabyte.
In some examples, the predetermined threshold may be a
measure of the amount of data (e.g., data 30, data 430) prior
to the addition of chall tokens, header, checksum, time-
stamp, and/or any other additional information included 1n
the packet.

As one example, the predetermined threshold 1s 16 bytes.
In such an example, the combined system securely transiers
the data using transmittal mapping data 78 and reception
mapping data 84 (as 1s discussed i FIGS. 1A-3) if the data
1s less than 16 bytes, while the combined system securely
transiers the data using generated encryption keys (as 1s
discussed in FIGS. 4A-5) 11 the data 1s equal or greater than
16 bytes.

System and Method for Detecting Compromised Devices

As 1s discussed above, a device (e.g., amobile device) can
typically be compromised (e.g., jailbroken, rooted) to pro-
vide additional access to the mobile device. For example, a
mobile device can be jailbroken to provide access to the
entire file system of the mobile device. When a mobile
device 1s compromised, it may be freed from the limitations
imposed on the device by its manufacture (e.g., APPLE)
and/or the mobile service carrier (e.g., AT &T). As such, the
compromised mobile device may be able to do things 1t
previously could not, such as install unothcial applications
and modily settings. This compromised mobile device may
present a security risk. For example, the compromised
device may include malware, spyware, and/or other unde-
sirable software that could be transmitted to other devices.
Unfortunately, traditional methods for detecting such com-
promised mobile devices may be deficient.

Contrary to this, the system 610 of FIGS. 6 A-6B may
address one or more of these deficiencies. FIGS. 6A-6B
illustrate an example system 610 for detecting compromised
data devices 614. In the example illustrated 1n FIGS. 6 A-6B,
system 610 1ncludes a data device 614 (e.g., a mobile phone)
that determines data 630 (e.g., bank account information
iput by a user) for transmittal to a receiving device 650
(e.g., a server). This data device 614, however, may be
compromised (e.g., jailbroken, rooted), which may present a
security risk to the receiving device 650 1f the receiving
device 650 were to utilize this data 630 from the data device
614. To prevent against this, the data device 614 performs
various actions that may reduce the risk to the receiving
device 650. First, the data device 614 determines an authen-
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tication code 632 (e.g., a nonce). Second, the data device
614 performs one or more tests 634 on the data device 614
that indicate whether the data device 614 1s compromised
(e.g., jailbroken, rooted). Third, 11 the data device 614 passes
these tests 634 (i.e., the data device 614 i1s not compro-
mised), the data device 614 mampulates the authentication
code 632 to generate a {irst seed value. On the other hand,
if the data device 614 fails these tests 634 (1.e., the data
device 614 1s compromised), the data device 614 manipu-
lates the authentication code 632 to generate a second seed
value. Fourth, the data device 614 modifies the data 630
using the first seed value (if the data device 614 1s not
compromised) or the second seed value (if the data device
614 1s compromised). Fifth, the data device 614 transmits
the modified data to the receiving device 650.

Following reception of the modified data, the receiving
device 650 determines the authentication code 632 (e.g., a
nonce). The recerving device 650 then mamipulates the
authentication code 632 to generate a third seed value that
matches the first seed value. Finally, the receiving device
650 de-modifies the modified data using the third seed value.
If the data device 614 i1s compromised (e.g., jailbroken,
rooted), the de-modification will not be successiul, and the
receiving device 630 discards the modified data. This 1s
because the data device 614 modified the data 630 using the
second seed value, while the receiving device 650 tried to
de-modity the data using the third seed value (which
matches the first seed value, not the second seed value). On
the other hand, 1t the data device 614 1s not compromised,
the de-modification will be successtul. This 1s because the
data device 614 modified the data 630 using the first seed
value, and the recerving device 650 de-modified the data
using the third seed value (which matches this first seed
value). The receiving device 650 then transmits the data 630
for use (e.g., stores 1t 1n memory). As can be seen above, the
receiving device 650 can only de-modily the modified data
received from the data device 614 11 the data device 614 1s
not compromised. This prevents the receiving device 6350
from utilizing data 630 received from a compromised data
device 614, in some examples. It also allows the receiving
device 650 to detect that the data device 614 1s compro-
mised, 1n some examples.

Data 630 represents any type of information. In some

examples, data 630 1s substantially similar to the data 30 of

FIGS. 1A-3 and/or the data 430 of FIGS. 4A-5. For example,
the data 630 may be personal immformation (e.g., a social
security number, membership i1dentifier, name, address),
business information (e.g., a document, spreadsheet, or other
information created, used, and/or received by a business),
medical information (e.g., a medical report, a medical diag-
nosis, a medical bill), financial information (e.g., informa-
tion regarding investments, credit card information, bank
information, account number), security information (e.g., a
password, personal access number), a document (e.g., a
word document, an excel spreadsheet, a pdi), an audio file
(e.g., a music file), a video file (e.g., a movie file, a tv show
file, a video clip), account information, a completed voting
ballot (e.g., for voting in an election for public oflice), any
other type of information, or any combination of the pre-
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report, such as only personal information included in the
medical report and/or the diagnosis 1n the medical report.
In the example illustrated 1n FIGS. 6 A-6B, the system 610
includes the data device 614. The data device 614 may be
any device that determines data 630, stores data 630, and/or
transmits data 630. In some examples, the data device 614
1s substantially similar to the data device 14 of FIGS. 1A-3
and/or the data device 414 of FIGS. 4A-5. As 1s 1llustrated
in FIGS. 4A-4B, the data device 614 1s a mobile telephone,

such as a Smartphone.

The data device 614 may be a compromised device. The
data device 614 may be compromised in any manner. For
example, the data device 614 may be compromised 1n a
manner that provides additional access to the data device
614 and/or that causes the data device 614 to be free from

the limitations imposed on the device by 1ts manufacturer
(1.e., APPLE) and/or the mobile service carrier (e.g., AT&T).

Examples of a compromised data device 614 include a

jailbroken device and a rooted device. A jailbroken device
refers to an APPLE device (e.g., an IPHONE, an IPAD) that

has been freed from the limitations imposed on the device by
its manufacturer (1.e., APPLE) and/or the mobile service
carrier (e.g., AT&T), in some examples. As an example of
this, a jailbroken IPHONE may have been compromised by
removing software restrictions imposed by APPLE on the

operating system of the IPHONE. A rooted device refers to
an ANDROID device (e.g., a GOOGLE Pixel Phone, a

SAMSUNG phone) that has been freed from the limaitations
imposed on the device by 1ts manufacturer and/or the mobile
service carrier, in some examples. A compromised device
may be a security risk to a recerving device 6350 because the
compromised device may include malware, spyware, and/or
other undesirable software that could be transmitted to the
receiving device 650, in some examples. As such, it may be
beneficial to prevent the transfer of data from a compro-
mised device to the recerving device 650, in some examples.

As 1s also illustrated 1n FIG. 6B, the data device 614
includes a computer/data processor 618 and data storage
medium 622 (e.g., memory) comprising instructions 626
executable by the processor 618 to perform the functions of
the data device 614. Additionally, the data device 614
includes a communication port 646 (e.g., receiver, transmit-
ter, transceiver, network interface) configured to receive and
transmit information (e.g., receive requests for data 630,
transmit the data 630).

In the example 1llustrated 1n FIG. 6B, the data device 614
has an authentication code 632. An authentication code 632
1s a set ol data that authenticates the data device 614. For
example, the authentication code 632 may indicate that the
data device 614 has been registered with the receiving
device 6350, thereby authenticating the data device 614. The
authentication code 632 1s a two factor authentication code,
in some examples. The authentication code 632 may be any
type of data. For example, the authentication code 632 may
be a set of numbers, a set of letters (e.g., A, B, C, etc.), a set
of numbers and letters, a set of symbols (e.g., %, !, 7, etc.),
a code, any other grouping of characters, or any combination
of the preceding. In some examples, the authentication code
632 may only include numbers. In other examples, the
authentication code 632 may include both numbers and
other characters. The authentication code 632 may have any
length. For example, the authentication code 632 may be a
four character code, an eight character code, a sixteen
character code, a 32 character code, a code with a length
between four characters and 32 characters, or a code with
any other length.
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In some examples, the authentication code 632 may be a
nonce. A nonce refers to a time-varying numerical value that
has almost no chance of repeating. The nonce may be a
nonce (or cryptographic nonce) defined by the National
Institute of Standards and Technology (NIST) standards. In
some examples, the authentication code 632 may be a nonce
alter i1t 1s manipulated (as 1s discussed below).

As 1s discussed above, the authentication code 632 indi-
cates that the data device 614 has been registered with the
receiving device 650, 1n some examples. The authentication
code 632 may be first generated (or otherwise determined)
when the data device 614 first registers with the receiving
device 650. The authentication code 632 may be generated
(or otherwise determined) 1n any manner. For example, the
authentication code 632 may be generated by a pseudo
random bit generator based on the time/date that the regis-
tration occurs. After the first generation, a new authentica-
tion code 632 may be generated (or otherwise be deter-
mined) each ftime the data device 614 begins a
communication session with the receiving device 6350. As an
example of this, if the data device 614 communicates with
the recerving device 650 via a mobile app executed on the
data device 614, a new authentication code 632 may be
generated each time this mobile app 1s opened on the data
device 614. As another example, 1f the data device 614
communicates with the receiving device 650 via a browser
or webpage accessed on the data device 614, a new authen-
tication code 632 may be generated each time this browser
or webpage 1s accessed on the data device 614.

Furthermore, because the authentication code 632 1s gen-
crated when the data device 614 first registers with the
receiving device 650 (or when the data device 614 beings a
communication session with the receiving device 650), both
the data device 614 and the receiving device 650 may
generate (or otherwise determine) the same authentication
code 632, 1n some examples. This authentication code 632
may be used by both the data device 614 and the receiving
device 650 to assist 1n detecting whether the data device 614
1s compromised.

In the example 1llustrated in FIG. 6B, the data device 614
has one or more tests 634. A test 634 refers to any test or
process that can be executed or run by the data device 614
in order to test for whether or not the data device 614 1s
compromised. One example of a test 634 1s a test that
verifies that the entirety of an application’s code has not
been altered 1n any way (e.g., if the application’s code 1s
altered, the data device 614 1s compromised). Other
examples of a test 634 include a test that verifies whether
particular files/items are installed on the data device 614
(e.g., a data device 614 with a “Cydia” file or a “SBSettings”
file 1s jailbroken) and/or are accessible to the data device
614, a test that verifies whether particular files have been
un-installed from the data device 614 (e.g., a data device 614
that does not include one or more Default Applications 1s
jailbroken), a test that verifies whether or not low level
commands to the operating system of the data device 614 are
denied (e.g., a data device 614 that does not deny low level
commands to the operating system 1s jailbroken), a test that
scans the data device 614 to determine whether the data
device 614 1s jailbroken or rooted, a test that verifies whether
any of the tests 634 have been altered 1n any way (e.g., 1f the
test 634 1s altered, the data device 614 1s jailbroken), any
other test or process that can be used to test for whether or
not the data device 614 1s compromised, or any combination
of the preceding. In some examples, the tests 634 may be
industry standard tests. The data device 614 may include any
number of tests 634.
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When the data device 614 executes or runs a test 634 on
the data device 614, the test can be either passed or failed.
A passed test refers to a test result that indicates that the data
device 614 1s not compromised. As such, a passed test refers
to a “negative” or “failed” result, 1f such a “negative” or
“failed” result indicates that the data device 614 is not
compromised. Furthermore, a passed test refers to a “posi-
tive” or “passed” result, 1 such a “positive” or “passed”
result indicates that the data device 614 1s not compromised.
Alternatively, a failed test refers to a test result that indicates
that the data device 614 1s compromised. As such, a failed
test refers to a “‘positive” or “passed” result, 1f such a
“positive” or “passed” result indicates that the data device
614 1s compromised. Furthermore, a failed test refers to
“negative” or “failed” result, 1f such a “negative” or “failed”
result indicates that the data device 614 1s compromised. As
one example of this, the test 634 may cause the data device
614 to search for a “Cydia™ file. In such an example, the data
device 614 passes this test 1f the result 1s “negative” (1.e., the
“Cydia” file was not found), which indicates that the data
device 614 1s not compromised. Alternatively, the data
device 614 fails this test i the result 1s “positive” (1.e., the
“Cydia” file was found), which indicates that the data device
614 1s compromised.

In the example 1llustrated 1n FIG. 6B, the data device 614
has one or more mampulation methods 636. A manipulation
method 636 refers to a method that mamipulates the authen-
tication code 632 so as to change it, 1n some examples. A
mamipulation method 636 may manipulate the authentica-
tion code 632 1n any manner. As one example, a manipula-
tion method 636 may be a mathematical method that
mampulates one or more numbers included in the authenti-
cation code 632. In such an example, the manipulation
method 636 may be a method that adds a number (e.g., 2, 10,
—3) to the authentication code 632, subtracts a number (e.g.,
5, 7, 2) from the authentication code 632, multiplies the
authentication code 632 by a number (e.g., 0, 4, 8), divides
the authentication code 632 by a number (e.g., 1, -1, 4, 10),
mathematically manipulates one or more numbers in the
authentication code 632 1n any other manner, or any com-
bination of the preceding. As one example of this, it the
authentication code 632 1s “5879”, the mathematical method
may subtract “2” from this authentication code 632 to
mamipulate the authentication code 632 to be “5877”. The
mathematical method may manipulate the entire authenti-
cation code 632, or 1t may only manipulate a portion of the
authentication code 632 (e.g., it may only manipulate the
first number 1n the authentication code 632).

The mampulation methods 636 may include any number
of mathematical methods. Also, a different mathematical
method may be used to manipulate the authentication code
632 depending on whether or not the data device 614 passes
a test 634 (discussed above). As one example of this, the test
634 may cause the data device 614 to search for a “Cydia”
file. It the data device 614 passes this test (1.e., the “Cydia”
file was not found, which indicates that the data device 614
1s not compromised), the data device 614 may select (or
generate) a first mathematical method to manipulate the
authentication code 632 (e.g., the data device 614 may
subtract “2” from the authentication code 632 “3879” to
mampulate the authentication code 632 to be “58777).
Alternatively, 1f the data device 614 fails this test (i.e., the
“Cydia” file was found, which indicates that the data device
614 1s compromised), the data device 614 may select (or
generate) a second different mathematical method to
mampulate the authentication code 632 (e.g., the data device

614 may add “4” to the authentication code 632 “3879” to
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manipulate the authentication code 632 to be “5883”). In this
example, the authentication code 632 1s manipulated in
different ways depending on whether or not the data device
634 1s compromised.

A manipulation method 636 may also be a seed generation
method that further manipulates the authentication code 632
to generate a seed value, 1n some examples. A seed value (or
seed) refers to a value that may be mput into a pseudo
random bit generator (or DRBG). As an example of this, a
seed value 1s a string of bits that 1s used as an mnput to a
pseudo random bit generator (or DRBG), and that deter-
mines a portion of the internal state of the pseudo random bit
generator (or DRBG), as defined by the NIST standards. A
seed generation method may further manipulates the authen-
tication code 632 1n any manner to generate a seed value. As
one example, the seed generation method may combine the
authentication code 632 (which has already been manipu-
lated based on the results of test(s) 634 and mathematical
method(s), as 1s discussed above) with an entropy 1nput and
an optional personalization value to generate the seed value,
in accordance with the NIST standards. In such an example,
the manipulated authentication code 632 i1s a nonce, the
entropy 1s a secret piece of truly random data that makes the
technology cryptographically secure, and the personaliza-
tion value 1s a umique identifier for the pair of the data device
614 and the receiving device 6350. Furthermore, 1n such an
example, the entropy and the personalization value may
never change. Only the nonce changes, in some examples.

As another example, the seed generation method may
generate the seed value using only the authentication code
632 (which has already been manipulated based on the
results of test(s) 634 and mathematical method(s), as 1s
discussed above). As one example of this, the seed genera-
tion method may generate the seed value by merely selecting,
the authentication code 632 to be the seed value (which has
already been manipulated, as 1s discussed above). In such an
example, no further manipulation may occur. As another
example of this, the seed generation method may generate
the seed value by further manipulating the authentication
code 632 1n some manner (e.g., reversing the bits of the
authentication code 632). In these examples, an entropy
input and personalization value may not be used to generate
the seed value.

In the example illustrated 1n FIG. 6B, a diflerent seed
value 1s generated depending on whether or not the data
device 614 1s compromised. That 1s, 1f the data device 614
1s not compromised, a first seed value 1s generated. On the
other hand, 11 the data device 614 1s compromised, a second
seed value 1s generated. Furthermore, this second seed value
1s different from the first seed value. As one example of this,
the test 634 may cause the data device 614 to search for a
“Cydia” file. In this example, 11 the data device 634 passes
this test (1.¢., the “Cydia” file was not found, which indicates
that the data device 614 1s not compromised), the data device
614 may utilize a first mathematical method to subtract “2”
from the authentication code 632 “5879”, so as to manipu-
late the authentication code 632 to be “3877”. Alternatively,
i the data device 634 fails this test (1.e., the “Cydia” file was
found, which indicates that the data device 614 i1s compro-
mised), the data device 614 may utilize a second mathemati-
cal method to add “4” to the authentication code 632 “5879”,
so as to manipulate the authentication code 632 to be
“35883”. In this example, there are two diflerent possible
authentication codes 632: (1) “3877” for a non-compro-
mised data device 614; and (2) “35883” for a compromised
data device 614. It the data device 614 1s not compromised,
the authentication code 632 “5877” may be combined with
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an entropy mput and an optional personalization value to
generate the first seed value (e.g., “9F48k{”), in accordance
with a seed generation method. If the data device 614 1s
compromised, the authentication code 632 “5883” may be
combined with an entropy input and an optional personal-
ization value to generate the second seed value (e.g.,
“H7dB5”), in accordance with the seed generation method.

In the example 1llustrated 1n FIG. 6B, the data device 614
also has one or more data modification methods 638. A data
modification method 638 refers to a method that modifies
the data 630 so that 1t can be securely transferred to the
receiving device 650. The data modification method 638
may modily the data 630 in any manner so that it can be
securely transierred to the receiving device 650.

In one example, a data modification method 638 1s a
method that uses the transmittal mapping data 78 and
reception mapping data 84 (discussed in FIGS. 1A-3) to
securely transfer the data 630 to the receiving device 650. In
such an example, the data 630 1s replaced with transmuittal
tokens 82, and these transmuittal tokens 82 are transmaitted to
the receiving device 650 (as 1s discussed above i FIGS.
1A-3). The actual data 630 1s not sent to the receiving device
650. Furthermore, as 1s also discussed above 1n FIGS. 1A-3,
the transmittal tokens 82 may be generated using a seed
value. This causes the data device 614 to generate diflerent
transmittal tokens 82 (and transmittal mapping data 78)
when 1t utilizes the first seed value (1.e., 1if the data device
614 1s not compromised), than when 1t utilizes the second
seed value (1.e., 1f the data device 614 1s compromised).

In another example, a data modification method 638 1s a
method that utilizes generated encryption keys (as 1s dis-
cussed 1n FIGS. 4A-5) to securely transfer the data 630 to the
receiving device 650. In such an example, the data 630 1s
encrypted using an encryption method and the generated
first encryption key, and this encrypted data 630 1s then
transmitted to the receiving device 650 (as 1s discussed
above 1 FIGS. 4A-5). Furthermore, as 1s also discussed
above 1 FIGS. 4A-5, the first encryption key may be
generated using a seed value. This causes the data device
614 to generate a different first encryption key when it
utilizes the first seed value (1.e., 1f the data device 614 1s not
compromised), than when 1t utilizes the second seed value
(1.e., 1f the data device 614 1s compromised).

In another example, a data modification method 638 1s a
method that utilizes the seed value as the encryption key for
an encryption method, so as securely transier the data 630 to
the receiving device 650. In such an example, the encryption
key 1s diflerent when the data device 614 utilizes the first
seed value (1.e., 1f the data device 614 1s not compromised),
than when the data device 614 utilizes the second seed value
(1.e., 1iI the data device 614 1s compromised). In other
examples, the data modification method 638 may be any
other method that utilizes a seed value (i.e., the first seed
value or the second seed value) to modify the data 630 so
that 1t can be securely transierred to the recerving device
650.

In the example 1llustrated 1n FIGS. 6 A-6B, the system 610
further includes the receiving device 630. The receiving
device 650 may be any device that receives data 630,
processes data 630, and/or utilizes data 630. In some
examples, the recerving device 650 1s substantially similar to
the receiving device 50 of FIGS. 1A-3 and/or the receiving
device 450 of FIGS. 4A-5. As 1s 1llustrated in FIGS. 6 A-6B,
the recerving device 650 1s a server that the user of the data
device 614 i1s communicating with via a mobile app
executed on the data device 614. Furthermore, as 1s also
illustrated 1n FIG. 6B, the receiving device 650 includes a
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computer/data processor 654 and data storage medium 658
(e.g., memory) comprising instructions 662 executable by
the processor 654 to perform the functions of the receiving
device 650. Additionally, the receiving device 650 includes
a communication port 674 (e.g., recerver, transmitter, trans-
ceiver, network interface) configured to receive and transmuit
information (e.g., recetve data 630, transmit requests for
data 630).

In the example illustrated 1n FIG. 6B, the receiving device
650 has the authentication code 632, one or more manipu-
lation methods 636, and one or more data modification
methods 638. The authentication code 632 stored on the
receiving device 650 1s the same as the authentication code
632 stored on the data device 614, 1n some examples.

The manipulation methods 636 stored on the receiving
device 650 are also the same as the manipulation methods
636 stored on the data device 614, 1n some examples. As
such, the recerving device 6350 has the same (or some of the
same) mathematical method(s) for manipulating the authen-
tication code 632, as the data device 614. The receiving
device 650 also has the same (or some of the same) seed
generation method(s) for manipulating the authentication
code 632 to generate a seed value, as the data device 614.
However, unlike the data device 614, the receiving device
650 only utilizes the mathematical method(s) that are asso-
ciated with the data device 614 passing its tests 634 (not the
ones that are associated with the data device 614 failing 1ts
tests 634), in some examples. That 1s, the receiving device
650 assumes that the data device 614 passes all of 1ts tests
634, and 1t manipulates the authentication code 632 as if the
data device 614 did pass its tests 634 (even 1f 1t did not, 1n
actuality). As a result of this, when the data device 614 is
compromised, the data device 614 manipulates 1ts authen-
tication code 632 to be a diflerent code than what the
receiving device 630 manipulates its authentication code
632 to be. This prevents the receiving device 650 from
successiully de-modifying the modified data that was trans-
mitted by the compromised data device 614.

The data modification methods 638 stored on the receiv-
ing device 6350 are also the same as the data modification
methods 638 stored on the data device 614, in some
examples. As such, the recerving device 650 can de-modily
the data 630 using the same method(s) used by the data
device 614 to modily the data 630.

Modifications, additions, or omissions may be made to
system 610 without departing from the scope of the disclo-
sure. For example, system 610 may include any number of
data devices 614 and/or receiving devices 630 (and/or any
number of components, such as processors or memory units
illustrated or described in the above devices). Also, any
suitable logic may perform the functions of system 610 and
the components and/or devices within system 610. Further-
more, one or more components ol system 610 may be
separated, combined, and/or eliminated.

Although data device 614 and recerving device 650 have
been described above as being separate devices, in some
examples, they may both be itegrated into the same device.
In such an example, the data device 614 may refer to a first
process being performed within a single device (e.g., within
a server), and the recerving device 650 may refer to a second
process being performed within the same single device (e.g.,
within the server). This may allow the single device to
securely transier data between two separate processes being
performed by the single device. The device (e.g., a server)
may utilize a first processor to perform the process of the
data device 614, and may further utilize a second processor
to perform the process of the receiving device 650. Alter-

10

15

20

25

30

35

40

45

50

55

60

65

46

natively, the process of the data device 614 and the process
of the recerving device 650 may be performed by the same
processor(s) within the single device.

FIG. 7 illustrates an example method for detecting com-
promised devices. As 1s illustrated, method 700 of FIG. 7
illustrates an example where the receiving device 650 of
FIGS. 6 A-6B detects whether the data device 614 of FIGS.
6A-6B 1s compromised. However, the steps of method 700
may be utilized by any device to detect whether any other
device 1s compromised.

Method 700 beings at step 704. At step 708, a connection
1s established between the data device 614 and the receiving
device 650. The connection refers to any type of connection
that allows the data device 614 to communicate with the
receiving device 650 (and vice versa) so as to transier data
630, 1n some examples. The establishment of the connection
at step 708 of FIG. 7 1s substantially similar to the estab-
lishment of the connection at step 208 of FIG. 2 and/or the
establishment of the connection at step 508 of FIG. 5, 1n
some examples. As such, the connection at step 708 of FIG.
7 may include a pairing process, and may also include a
synchronization of pseudo random bit generator(s) included
in the data device 614 and the receiving device 650, 1n some
examples.

The connection between the data device 614 and the
receiving device 650 may be the result of a registration
process. For example, in order to establish a connection
between the data device 614 and the receiving device 650 for
the first time, the user of the data device 614 may need to
register the data device 614 with the receiving device 650.
To do so, the user may access a website associated with the
receiving device 650, or the user may download and execute
an application (e.g., a mobile app) that 1s associated with the
receiving device 650, or the user may access the receiving
device 650 in any other manner. Then the user may set up an
account (e.g., by inputting a user name and/or password).
This may register the data device 614 with the receiving
device 650. The registration may result 1n information being
generated for both the data device 614 and the receiving
device 650. For example, the registration may result 1in an
authentication code 632 being generated for both the data
device 614 and the receiving device 650. As another
example, the registration may result in an authentication
code 632, an entropy input, and a personalization value
being generated for both the data device 614 and the
receiving device 650.

In other examples, the connection between the data device
614 and the receiving device 650 may be the result of the
data device 614 mnitiating a communication session with the
receiving device 650 after the data device 614 has already
been registered with the receiving device 650. For example,
this mnitiation may occur immediately after the registration
process has been finished. As another example, this initiation
may occur any subsequent time that the data device 614
attempts to connect with the receiving device 650 (e.g., the
second time that the data device 614 attempts to connect
with the receiving device, the fourth time, the 100th time).
The initiation may be the result of the user of the data device
614 accessing the website associated with the receiving
device 650, the user opening the application (e.g., the mobile
app) that 1s associated with the receiving device 650, or any
other manner of connecting with the receiving device 650
alter the registration. The 1nitiation may also result 1 an
authentication code 632 being generated for both the data
device 614 and the receiving device 6350, in some examples.
In such examples, a new authentication code 632 may be
generated for both the data device 614 and the receiving
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device 650 each time the user opens the mobile app that 1s
associated with the receiving device 650.

At step 712, the data device 614 determines the authen-
tication code 632. The authentication code 632 1s a set of
data that authenticates the data device 614. Furthermore, the
authentication code 632 1s used to detect whether the data
device 614 1s compromised, in some examples. The data
device 614 may determine the authentication code 632 1n
any manner. For example, the data device 614 may generate
the authentication code 632, receive the authentication code
632 (e.g., from the receiving device 650, from another entity
or application (such as GOOGLE authenticator)), select the
authentication code 632 (e.g., select 1t from a group of
possible authentication codes), determine the authentication
code 632 in any other manner, or any combination of the
preceding. In some examples, the data device 614 may
determine the authentication code 632 when it 1s generated
(or otherwise determined) during step 708 of FIG. 7.

At step 716, the data device 614 performs one or more
tests 634 on the data device 614. Each of these tests 634 may
indicate whether the data device 614 1s compromised.
Examples of these tests 634 are discussed above with regard
to FIGS. 6 A-6B. The tests 634 may be performed in any
manner. For example, the processor of the data device 614
may execute or run each test 634 1n order to perform the test
634. A test 634 may be performed on any portion of the data
device 614. For example, a test 634 may be performed on the
operating system of the data device 614, on software running
on the data device 614 (e.g., on the mobile app that is
communicating with the receiving device 6350), on software
installed on the data device 614, on any other portion of the
data device 614, or any combination of the preceding. The
data device 614 may perform any number of tests 634. For
example, the data device 614 may perform one test 634, two
tests 634, four tests 634, eight tests 634, ten tests 634, or any
other number of tests 634.

Although the data device 614 may perform one or more
test(s) 634 that indicate whether the data device 614 1s
compromised, 1n some examples, the data device 614 may
not determine (or otherwise realize) that 1t has been com-
promised. Instead, the data device 614 may merely perform
test(s) 634 and modily data based on the results of those
test(s) 634. In this example, 11 an unauthorized user (e.g., a
hacker) 1s using the compromised data device 614, the
unauthorized user will not receive any indication that the
compromised data device 614 has been detected. Instead,
everything will appear to be working properly to the unau-
thorized user. This may prevent the unauthorized from trying,
to defeat this detection, 1n some examples. In other
examples, the data device 614 may determine (or otherwise
realize) that 1t has been compromised.

At step 720, the data device 614 determines whether the
data device 614 passed the test(s) 634. The data device 614
may make this determination in any manner. For example,
the data device 614 may determine that the data device 614
passed the test 634 if the results of the test 634 (e.g.,
“passed”, “positive”, “failed”, “negative”) indicate that the
device 1s not compromised. As another example, the data
device 614 may determine that the data device 614 failed the
test 634 1f the results of the test 634 (e.g., “passed”,
“positive”, “failed”, “negative’”) indicate that the device 1s
compromised. As just one example of this, the test 634 may
cause the data device 614 to search for a “Cydia” file. In
such an example, the data device 614 determines that it
passed this test 634 1f the result 1s “negative” (i.e., the
“Cydia” file was not found), which indicates that the data
device 614 1s not compromised. Alternatively, the data
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device 614 determines that it failed this test 11 the result 1s
“positive” (1.e., the “Cydia” file was found), which indicates
that the data device 614 1s compromised.

If the data device 614 passes the test(s) 634, the method
700 moves to step 724, where the data device 614 manipu-
lates the authentication code 632 to generate a first seed
value. Alternatively, 1f the data device 614 fails the test(s)
634, the method 700 moves to step 728, where the data
device 614 manipulates the authentication code 632 to
generate a second seed value. The data device 614 may
mampulate the authentication code 632 1n any manner to
generate a first seed value (at step 724) or a second seed
value (at step 728). As one example of this, the manipulation
may be a two-stage process. In the first stage, the data device
614 may first utilize one or more of the mathematical
methods (of the manipulation methods 636) to manipulate
one more numbers 1n the authentication code 632. Then, in
the second stage, the data device 614 may utilize a seed
generation method (also of the mampulation methods 636)
that further manipulates the authentication code 632 to
generate the first seed value (at step 724) or the second seed
value (at step 728).

In the first stage, the manipulation performed at step 724
1s different than the manipulation performed at step 728. In
particular, the manipulation performed at step 724 (1.e.,
when the data device 614 passes the tests 634) utilizes
different mathematical method(s) than does the manipula-
tion performed at step 728 (1.e., when the data device 614
fails the tests 634), 1n some examples. For example, when
the data device 614 passes the test(s) 634, a first mathemati-
cal method (e.g., add “4” to the authentication code 632) i1s
used to manipulate the authentication code 632 (at step 724).
Alternatively, when the data device 614 fails the tests 634,
a second different mathematical method (e.g., subtract “2”
from the authentication code 632) is used to manipulate the
authentication code 632 (at step 728). This causes the
authentication code 632 to be manipulated 1n different ways
depending on whether the data device 614 passed the test(s)
634 or not.

In some examples, the first stage (of step 724 or step 728)
may be performed only once, no matter how many tests 634
are performed. As an example of this, if the data device 614
performs four different tests 634, the first stage manipulation
of the authentication code 632 (of step 724 or step 728) may
only be performed once. In such an example, the data device
614 may only determine that the data device 614 has passed
the tests 634 11 (and only if) the data device 614 {irst passes
all of these four tests 634. If it does pass all of these four tests
634, the method 700 may finally move to step 724, where the
authentication code 632 1s manipulated (per the first stage).
Alternatively, the data device 614 may determine that the
data device 614 has failed the tests 634 11 the data device 614
fails even one of the tests 634 (despite passing the others).
If this occurs, the method 700 may then move to step 728,
where the authentication code 632 1s manipulated (per the
first stage). In this example, there may be two difierent
possible mathematical methods, and only one of them 1s
used to manipulate the authentication code 632.

In other examples, the first stage may be performed for
cach and every test 634 that 1s performed. As an example of
this, 1f the data device 614 performs four different tests 634,
the ﬁrst stage manipulation of the authentication code 632
(of step 724 or step 728) may also be performed four
different times. In such an example, the data device 614 may
perform the first test 634, and then it may immediately move
to the first stage of step 724 or step 728, where a first
mathematical method (e.g., subtract *“2”) 1s used to manipu-
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late the authentication code 632 if the first test 634 was
passed, or where a second mathematical method (e.g.,
subtract “10”) 1s used to mampulate the authentication code
632 1f the first test 634 was failed. Then the data device 614
may move back to step 716 where 1t performs the second test
634. It may then immediately move to the first stage of step
724 or step 728, where a third mathematical method (e.g.,
add “7””) 1s used to manipulate the (already manipulated)
authentication code 632 11 the second test 634 was passed.,
or where a fourth mathematical method (e.g., subtract “0”)
1s used to manmipulate the (already manipulated) authentica-
tion code 632 11 the second test 634 was failed. This may
then be repeated for each of the two remaining tests 634. In
this example, there may be eight different possible math-
ematical methods, and four of them are used to manmipulate
the authentication code 632 (1.¢., one after each test 634).

The mathematical method(s) used in the first stage (of
step 724 or step 728) may be determined 1n any manner. As
one example, the mathematical method(s) may be selected
from a list of possible mathematical methods (stored as
manipulation methods 636). In such an example, the data
device 614 may select two mathematical methods for each
test 634 (or for the combination of tests 634). The first
selected mathematical method may be used 1f data device
614 passes the test(s) 634, and the second selected math-
ematical method may be used 11 the data device 614 fails the
test(s) 634. This selection process may then be repeated for
cach remaining test 634, if any. In other examples, the
mathematical method(s) in the first stage may be generated
(c.g., 1n real-time). The selection from the list (or the
generation) ol the mathematical method(s) may be made
using a pseudo random bit generator and one or more seed
values, 1n some examples.

Following the first stage (of step 724 or step 728), the data
device 614 may move to the second stage, where the data
device 614 utilizes one or more seed generation method(s)
to generate the first seed value (at step 724) or the second
seed value (at step 728) using the already manipulated
authentication code 634. In the second stage, the data device
614 may utilize the same seed generation method (or meth-
ods) regardless of whether the data device 614 passed the
test(s) 632 or failed the test(s) 632. However, this same seed
generation method (or methods) generates a different seed
value 1n step 724 (1.e., the first seed value) than the seed
value 1n step 728 (i.e., the second seed value). This differ-
ence 15 the result of the different mampulation of the
authentication code 632 that occurs in the first stage.

As one example of this, a test 634 performed by the data
device 614 may cause the data device 614 to search for a
“Cydia” file. In this example, 11 the data device 614 passes
this test (1.¢., the “Cydia” file was not found, which indicates
that the data device 614 1s not compromised), the data device
614 may utilize a first mathematical method to subtract *2”
from the authentication code 632 “5879”, so as to manipu-
late the authentication code 632 to be “3877”. Alternatively,
i the data device 634 fails this test (1.e., the “Cydia” file was
found, which indicates that the data device 614 1s compro-
mised), the data device 614 may utilize a second mathemati-
cal method to add “4” to the authentication code 632 “5879”,
so as to manipulate the authentication code 632 to be
“35883”. In this example, there are two possible different
authentication codes 632: (1) “3877” for a non-compro-
mised data device 614; and (2) “35883” for a compromised
data device 614. I the data device 614 1s not compromised,
the authentication code 632 “5877” may be combined with
an entropy iput and an optional personalization value to
generate the first seed value (e.g., “9F4$k{”), in accordance
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with the seed generation method. Alternatively, if the data
device 614 1s compromised, the authentication code 632
“35883” may be combined with the entropy input and the
optional personalization value to generate the second seed
value (e.g., “H7dB5”), 1n accordance with the same seed
generation method. As 1s seen 1n this example, a different
seed value 1s generated depending on whether or not the data
device 614 1s compromised. That 1s, 1f the data device 614
is not compromised, a first seed value (e.g., “9F4$k{™) is
generated. On the other hand, 1f the data device 614 1is
compromised, a second seed value (e.g., “H7dB5”) 1s gen-
erated. Furthermore, this second seed value 1s different from
the first seed value.

The data device 614 may utilize any seed generation
method(s) in the second stage. In the 1llustrated example, the
data device 614 utilizes a seed generation method that
generates the seed value (1.e., either the first seed value or the
second seed value) by combining the authentication code
632 (which has already been manipulated 1n the first stage)
with an entropy mnput and a personalization value. The seed
generation method(s) used 1n the second stage (of step 724
or step 728) may be determined 1n any manner. For example,
it may be selected (e.g., from a list) or generated using a
pseudo random bit generator and one or more seed values.
In other examples, the data device 614 may only have a
single seed generation method, and 1t may therefore select
this single seed generation method as the one to utilize.

Following generation of the first seed value (at step 724)
or the second seed value (at step 728), the data device 614
may enter a waiting process, where 1t waits for data 630 to
be determined for transmittal, 1n some examples. In other
examples, the generation of the first seed value (at step 724)
or the second seed value (at step 728) may not occur until
after data 630 has been determined for transmittal.

At step 732, the data device 614 determines data 630 for
transmittal to the receiving device 650. The data device 614
may determine data 630 1mn any manner. For example, the
data device 614 may determine the data 630 when 1t 1s 1nput
by a user (or any other entity). As an example of this, the
user may input their social security number into a fillable
graphical box displayed on the display screen of the data
device 614 (or the social security number may be auto filled
by a program running on the data device 614), and then the
user may activate a button that authorizes the transmittal of
the mput social security number. When the user activates
this button, the data device 614 may determine that this
social security number 1s data 630 that 1s to be transmitted
to the recerving device 650. As another example, the data
device 614 may determine the data 630 when it 1s selected
by a user (or any other entity). As an example of this, the
user may select a file and/or document from storage (e.g., a
word document stored on the data device 614 or accessible
to the data device 614), and then the user may activate a
button that authorizes the transmittal of the file and/or
document. When the user activates this button, the data
device 614 may determine that this file and/or document 1s
data 630 that 1s to be transmitted to the receiving device 650.
As another example of this, the user may select an option
displayed on the display screen of the data device 614, and
then the user may activate a button that authorizes the
transmittal of the selected option. When the user activates
this button, the data device 614 may determine that this
selected option 1s data 630 that 1s to be transmitted to the
receiving device 30. In other examples, the determination of
the data 630 may not require user input at all. For example,
the transmittal of data 630 may be an automated communi-
cation between two end points. In such an example, the
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determination of the data 630 may occur when the data 630
1s selected (or otherwise input) by one of the end points.

At step 736, the data device 614 (optionally) determines
a checksum of the data 630. The checksum may allow errors
to be detected 1n the data 630. For example, the checksum
may be used to detect errors that have been introduced 1nto
the data 630 during 1ts transmission and/or storage. The data
device 614 may determine the checksum 1n any manner. For
example, the data device 614 may determine the checksum
using a checksum algorithm. In some examples, the check-
sum may be derived from the data 630 1n 1ts raw form.

In some examples, the data device 614 may also (option-
ally) determine a timestamp for the data 630 at step 736 (or
tollowing step 736). This timestamp may be used to deter-
mine whether a packet sent from the data device 614 to the
receiving device 650 1s legitimate. The timestamp may be
determined at step 736 (or following step 736), 1n some
examples, because the timestamp (and/or the checksum,
discussed above) may be added to the data 630 before the
data 1s modified (at step 740).

At step 740, the data device 614 modifies the data 630
using a seed value. If the data device 614 1s not compro-
mised (1.e., 1t passed the test(s) 634), the data device 614
modifies the data 630 using the first seed value (generated at
step 724). On the other hand, 1f the data device 614 1s
compromised (1.e., 1t failed one or more of the test(s) 634),
the data device 614 modifies the data 630 using the second
seed value (generated at step 728). The data device 614
modifies the data 630 using the seed value (either the first
seed value or the second seed value), and a data modification
method 638, 1n some examples. The data device 614 may
modily the data 630 using any data modification method 638
so that the data 630 can be securely transferred to the
receiving device 650.

As one example of this, the data device 614 may modily
the data 630 using a data modification method 638 that
utilizes the transmittal mapping data 78 and reception map-
ping data 84 (discussed 1n FIGS. 1A-3) to securely transier
the data 630 to the recerving device 6350. In such an example,
the data 630 1s replaced with transmittal tokens 82, and these
transmittal tokens 82 are transmitted to the receiving device
650 (as 1s discussed above 1 FIGS. 1A-3). The actual data
630 1s not sent to the receiving device 650. Furthermore, as
1s also discussed above 1n FIGS. 1A-3, the transmaittal tokens
82 may be generated using a seed value. This causes the data
device 614 to generate different transmaittal tokens 82 (and
transmittal mapping data 78) when it utilizes the first seed
value (1.e., 1f the data device 614 1s not compromised), than
when 1t utilizes the second seed value (1.e., if the data device
614 1s compromised). In some examples, this type of modi-
fication of the data 630 may include one or more (or all) of
steps 216-228 of FIG. 2. Furthermore, in some examples, the
optional checksum and/or timestamp may be added to the
data 630 before the data 630 1s modified using this type of
modification.

As another example, the data device 614 may modity the
data 630 using a data modification method 638 that utilizes
generated encryption keys (as 1s discussed 1n FIGS. 4A-5) to
securely transfer the data 630 to the receiving device 650. In
such an example, the data 630 1s encrypted using an encryp-
tion method and the generated first encryption key, and this
encrypted data 630 1s transmitted to the recerving device 650
(as 1s discussed above in FIGS. 4A-5). Furthermore, as 1s
also discussed above 1n FIGS. 4A-5. the first encryption key
may be generated (e.g., in real-time) using a seed value. This
causes the data device 614 to generate a different first
encryption key when 1t utilizes the first seed value (i.e., if the

10

15

20

25

30

35

40

45

50

55

60

65

52

data device 614 1s not compromised), than when it utilizes
the second seed value (1.e., 1f the data device 614 1s
compromised). In some examples, this type of modification
of the data 630 may include one or more (or all) of steps
520-524 of FIG. 5. Furthermore, in some examples, the
optional checksum and/or timestamp may not be added to
the data 630 before the data 630 1s modified using this type
of modification. However, in these examples, the optional
checksum and/or timestamp may be encoded using trans-
mittal tokens 82. Examples of this encoding are discussed
above with regard to FIGS. 1A-3.

The data modification method 638 used to modity the data
630 may be determined 1in any manner. As one example, it
may be selected (e.g., from a list) using a pseudo random bit
generator and one or more seed values. In other examples,
the data device 614 may only have a single data modification
method 638, and 1t may therefore select this single data
modification method 638 as the one to utilize. In a turther
example, the data modification method 638 may be selected
based on the size of the data 630. In such an example, 11 the
s1ze of the data 630 1s less than a predetermined threshold,
the data device 614 may select to modity the data 630 using
a data modification method 638 that utilizes the transmittal
mapping data 78 and reception mapping data 84 (discussed
in FIGS. 1A-3). On the other hand, i1 the size of the data 1s
equal to or greater than the predetermined threshold, the data
device 614 may select to modily the data 630 using a data
modification method 638 that utilizes generated encryption
keys (as 1s discussed 1n FIGS. 4A-5), or vice versa. The data
device 614 may then insert a flag ito the packet that
indicates what data modification method 638 was used, or
what the size of the data was, 1n some examples. The
predetermined threshold may be any amount of data 630. As
an example, the predetermined threshold may be 8 bytes, 16
bytes, 32 bytes, 64 bytes, 128 bytes, 256 bytes, 512 bytes, 1
kilobyte, 1 megabyte, 1 gigabyte, any other amount of data
630, or any amount of data 630 in-between 1 byte and 1
terabyte. In some examples, the predetermined threshold
may be a measure of the amount of data 630 prior to the
addition of chafl tokens, header, checksum, timestamp,
and/or any other additional information included in the
packet.

At step 744, the data device 414 generates a packet. The
packet may be generated in any manner. In some examples,
the packet may include additional information, such as an
identifier (e.g., a header, trailer, etc.). The 1dentifier of the
packet may include an identification code (which may
identily the packet as having been sent by the data device
614), a timestamp (which may 1dentity the time and/or date
the packet was created and/or transmitted by the data device
614, such as 1 a yyyy.dd.HH.mm.sss format or any other
format and at any time resolution), a parsing format 1den-
tifier (which may i1dentity how the packet was formed and
how the data can be de-parsed), the determined checksum,
a sequence number that may help to i1dentify and recover
from the event of a dropped packet or out of order packets
within the communication between two devices, any other
data, or any combination of the preceding. The generation of
the packet may also optionally include adding one or more
chall tokens to the packet, 1n some examples. Examples of
this addition of one or more chafl tokens 1s discussed above
in step 232 of FIG. 2.

At step 748, the data device 414 transmits the packet and
the modified data. This modified data refers to the transmit-
tal tokens 82 (that replaced the data 630), or 1t refers to the
encrypted data 630, or 1t refers to any other data that was
modified using a data modification method 638. The data
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device 414 may transmit the packet and the modified data to
the recerving device 650. The data device 614 may transmit
the packet and the modified data in any manner and over any
communications network. For example, the data device 614
may transmit the packet and the modified data over the
Internet (e.g., using a TCP communications protocol, using
a HITP communications protocol), a WI-FI network, a
cellular network, a radio telecommunication network, a

BLUETOOTH network, an NFC network, any other wire-

less network, any wired network (e.g., a PSTN), any other
manner of transmission, or any combination of the preced-
ing. The modified data may be included 1n the packet, 1n
some examples. In other examples, the modified data may be
separate from the packet.

Following transmittal of the packet and the modified data,

the recerving device 650 receives the packet and the modi-

fied data at step 752. After receiving the packet and the

modified data, the receiving device 650 determines whether
the packet 1s legitimate at step 756. The receiving device 650
may determine whether the packet i1s legitimate i any
manner. In some examples, this determination of whether
the packet 1s legitimate (at step 756 of FIG. 7) 1s substan-
tially similar to that of step 244 of FIG. 2. Furthermore, the
receiving device 650 may determine whether the packet 1s
legitimate at a different time or step than step 756. For
example, the receiving device 650 may determine whether
the packet 1s legitimate at step 780 (or following step 780,
but before step 784).

At step 760, the receiving device 650 determines the
authentication code 632. As 1s discussed above, the authen-
tication code 632 determined by the receiving device 650 1s
the same as the authentication code 632 determined by the
data device 614. The receiving device 650 may determine
the authentication code 632 in any manner. For example, the
receiving device 650 may generate the authentication code
632, recerve the authentication code 632 (e.g., from the data
device 614, from another entity or application (such as
GOOGLE authenticator)), select the authentication code 632
(e.g., select 1t from a group of possible authentication
codes), determine the authentication code 632 1n any other
manner, or any combination of the preceding. In some
examples, the receiving device 650 may determine the
authentication code 632 when 1t 1s generated (or otherwise
determined) during step 708 of FIG. 7.

At step 764, the receiving device 650 manipulates the
authentication code 632 to generate a third seed value. The
receiving device 650 may manipulate the authentication
code 632 1n any manner to generate a third seed value. As
one example of this, the manipulation may be a two-stage
process. In the first stage, the receiving device 650 may first
utilize one or more of the mathematical methods (of the
manipulation methods 636) to manipulate one more num-
bers 1n the authentication code 632. Then, 1n the second
stage, the recerving device 650 may utilize a seed generation
method (also of the manipulation methods 636) to further
manipulate the authentication code 632 to generate the third
seed value.

The first stage and the second stage of step 764 may be
identical to the first and second stages of steps 724 and 728
(performed by the data device 614). However, in the first
stage of step 764, the recerving device 650 only utilizes the
mathematical method(s) that are associated with the data
device 614 passing its test(s) 634 (not the ones that are
associated with the data device 614 failing 1ts test(s) 634).
That 1s, the receiving device 650 assumes that the data
device 614 passes all of its test(s) 634, and 1t mamipulates the
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authentication code 632 as if the data device 614 did pass 1ts
test(s) 634 (even 1f 1t did not, 1n actuality).

As one example of this, a test 634 (performed by the data
device 614, at step 716) may be associated with two difierent
mathematlcal methods: (1) a first mathematical method
(e.g., add “4” to the authentication code 632) for a passed
test; and (2) a second different mathematical method (e.g.,
subtract “2” from the authentication code 632) for a failed
test. In such an example, the receiving device 650 assumes
that the data device 614 passes this test 634, and 1t performs
the first mathematical method (e.g., add “4” to the authen-
tication code 632) for the passed test. As a result of this,
when the data device 614 1s compromised, the data device
614 manipulates its authentication code 632 to be a different
code than what the receiving device 650 mamipulates 1ts
authentication code 632 to be.

Furthermore, although the receiving device 650 utilizes
the mathematical method(s) that are associated with the data
device 614 passing its test(s) 634, the receiving device 650
does not perform any of the tests 634, 1n some examples.
Only the data device 614 performs test(s) 634, 1n some
examples.

Similar to that of steps 724 and 728, the first stage of step
764 may, 1n some examples, be performed only once, no
matter how many tests 634 are performed by the data device
614. In other examples, the first stage of step 764 may be
performed for each and every test 634 that 1s performed by
the data device 614. In such an example, 1f the data device
614 performs four tests 634, the receiving device 650
assumes that the data device 614 passed all four tests, and
the receiving device 650 performs the four mathematical
methods for the four passed tests.

The mathematical methods used 1n the first stage of step
764 may be determined in any manner that causes the
receiving device 630 to determine the same mathematical
methods that would be utilized by the data device 614 1f the
data device 614 passes all of 1ts tests 634. As one example
of this, the mathematical methods may be selected from a
list of possible mathematical methods (stored as manipula-
tion methods 636). In such an example, the recerving device
650 may select two mathematical methods for each test 634
(or for the combination of tests 634). The first selected
mathematical method may be associated with a passed test
634, and the second selected mathematical method may be
assocliated with a failed test 634. In this example, the
receiving device 6350 will utilize the first selected math-
ematical method associated with the passed test 634 (not the
second selected mathematical method associated with the
failed test 634). This selection process may then be repeated
for each remaining test 634, 1f any. In other examples, the
mathematical methods 1n the first stage may be generated
(e.g., 1 real-time). The determination of the mathematical
method(s) may be made using the same pseudo random bit
generator and the same seed value (e.g., the original authen-
tication code 632) that was used by the data device 614, 1n
some examples. This use of the same pseudo random bit
generator and the same seed value may cause the receiving
device 650 and the data device 614 to determine the same
mathematical methods for the test(s) 634.

Following the first stage of 764, the receiving device 650
may move to the second stage, where the receiving device
650 utilizes a seed generation method (or methods) to
generate the third seed value using the already manipulated
authentication code 634. To generate the third seed value,
the receiving device 650 utilizes the same seed generation
method (or methods) that was used by the data device 614
(1n step 724 or 728). This seed generation method may be
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determined 1n any manner that causes the receiving device
650 to determine the same seed generation method as the
data device 614. As one example, the seed generation
method may be determined using the same pseudo random
bit generator and the same seed value (e.g., the original
authentication code 632) that was used by the data device
614.

The third seed value (generated at step 764) matches the
first seed value (from step 724), 1n some examples. That 1is,
the third seed value matches the first seed value that 1s
generated 11 the data device 614 1s not compromised. The
third seed value matches the first seed value when the two
values are identical (e.g., “9F4$k{” and “9F4$k{”), in some
examples.

At step 768, the receiving device 6350 de-modifies the
modified data received from the data device 614. The
receiving device 650 de-modifies this modified data using
the third seed value (generated at step 764). To de-modify
the modified data, the receiving device 650 utilizes the same
data modification method 638 that was used by the data
device 614 (in step 740) to modily the data 630, 1n some
examples. The data modification method 638 may be deter-
mined 1n any manner that causes the receiving device 650 to
determine the same data modification method 638 as the
data device 614. As one example, the data modification
method 638 may be identified 1n the packet (e.g., mn the
header of the packet) received from the data device 614. As
another example, the data modification method 638 may be
determined using the same pseudo random bit generator and
the same seed value (e.g., the original authentication code
632) that was used by the data device 614. In other
examples, the data modification method 638 may be deter-
mined based on the size of the modified data, an example of
which 1s discussed above with regard to step 740.

As one example of the de-modification, the receiving
device 650 may de-modily the modified data using the data
modification method 638 that utilizes the transmittal map-
ping data 78 and reception mapping data 84 (discussed in
FIGS. 1A-3). In such an example, the modified data includes
the transmuittal tokens 82 (and 1t does not include the actual
data 630). Furthermore, 1n such an example, the receiving
device 650 may determine the reception mapping data 84
using the third seed value. Then, the receiving device 650
may determine (e.g., rebuild) the data 630 using this recep-
tion mapping data 84. In some examples, this type of
de-modification may include one or more (or all) of steps
248-260 of FIG. 2.

In another example of the de-modification, the receiving
device 650 may de-modily the modified data using the data
modification method 638 that utilizes generated encryption
keys (as 1s discussed in FIGS. 4A-5). In such an example, the
modified data includes the data 630, which has been
encrypted using a first generated key. The recerving device
650 may generate (e.g., 1n real-time) a second encryption
key using the third seed value. Then the receiving device 650
may use this second encryption key to de-crypt the
encrypted data 630. In some examples, this type of de-
modification may include one or more (or all) of steps
544-548 of FIG. 5.

At step 772, the receiving device 650 determines whether
the de-modification of the modified data was successiul. The
de-modification of the modified data 1s only successtul 11 the
C
t

ata device 614 1s not compromised, 1n some examples. If
ne data device 614 1s compromised, the de-modification
cannot be successiul, in some examples. The reason for this
1s that the data device 614 uses different seed values to
modily the data 630, based on whether or not the data device
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614 1s compromised. That 1s, the data device 614 uses a first
seed value 11 the data device 614 1s not compromised (1.e.,
the data device 614 passes 1ts test(s) 634), and the data
device 614 uses a second seed value 1f the data device 1s
compromised (1.e., the data device 614 fails its test(s) 634).
Furthermore, the receiving device 650 de-modifies the
modified data using a third seed value that matches the first
seed value (not the second seed wvalue). Therefore, the
receiving device 650 can only de-modity the modified data
if that data was modified using the first seed value (i.e., the
data device 614 1s not compromised).

The receiving device 650 may determine whether the
de-modification was successiul in any manner. For example,
if the de-modification was not successful, the result of the
de-modification may be unreadable, undecipherable, or
unusable. On the other hand, if the de-modification was
successiul, the result of the de-modification may be read-
able, decipherable, or usable. As such, 1n some examples, the
receiving device 650 may parse the result of the de-modi-
fication 1n order to determine whether the result 1s readable,
decipherable, or usable. A successiul de-modification of the
modified data may transform the modified data into data
630, 1n some examples.

If the de-modification was not successtul, the method
moves to step 776 where the recerving device 650 discards
the modified data (and/or the packet). That 1s, the receiving
device 650 will not utilize the modified data (or the data 630)
at all. This 1s because the data device 614 1s compromised,
and may present a security risk to the receiving device 650.

The recerving device 650 discards the modified data
without alerting the data device 614 to the problem, 1n some
examples. In this example, 11 an unauthorized user (e.g., a
hacker) 1s using the compromised data device 614, the
unauthorized user will not receive any i1ndication that the
compromised data device 614 has been detected and that the
data 630 1s just being discarded. Instead, everything will
appear to be working properly to the unauthorized user. In
other examples, the receiving device 630 may inform the
data device 614 and 1ts user of the detection. In some
examples, the receiving device 650 may mark the data
device 614 as compromised. As a result of this, the receiving
device 650 may discard any further data (and/or packets)
received from the data device 614 (without attempting to
de-modity the modified data at all), may transmit a message
to a user of the receiving device 650 informing the user of
the compromised data device 614, may perform any other
function corresponding to a compromised data device, or
may perform any combination of the preceding. The method
may then move to step 792, where the method 700 ends.

On the other hand, if the de-modification was successtul,
the method 700 moves to step 780 where the receiving
device 650 (optionally) determines a second checksum of
the data 630, and compares 1t to the checksum recerved from
the data device 614. The checksum may allow errors to be
detected 1n the data 630. For example, the checksum may be
used to detect errors that have been introduced into the data
630 during 1ts transmission and/or storage. The receiving
device 650 may determine the checksum in any manner. For
example, the receiving device 650 may determine the check-
sum using a checksum algorithm. In some examples, the
checksum may be derived from the data 630 1n 1ts raw form.
The receiving device 650 may compare the two checksums
in any manner. For example, the receiving device 650 may
compare the two checksums using a CRC. If the two
checksums match, the method 700 moves to step 784 where
the data 630 1s transmitted for use. If the two checksums do
not match, the recerving device 650 may discard the data
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630 (as 1t may include errors), and may request that the data
device 614 re-transmit the data 630 again.

In some examples, at step 780 (or following step 780, but
before step 784 ), the receiving device 650 may also (option-
ally) determine whether the packet was received within a
predetermined amount of time. This determination may be
made using the timestamp discussed above. Examples of
this determination are discussed above in FIGS. 1A-3.

At step 784, the receiving device 6350 transmits the data
630 for use. In some examples, the recerving device 650 may
transmit the data 630 for use by the receiving device 650.
For example, the data 630 may be transmitted to an appli-
cation or other program that i1s being executed by the
processor of the receiving device 650. This may allow the
application or other program to use or otherwise access the
data 630. In other examples, the receiving device 650 may
transmit the data 630 to the user of the receiving device 6350.
In such an example, the transmission of the data 630 may
refer to a transmission that causes the data 630 to be
displayed on a display screen (e.g., displayed on a display
screen of a Smartphone), and/or a transmission that causes
the data 630 to be output to another user interface (e.g.,
output as sound from speakers or earphones of a mobile
device). As such, the user may view, listen to, or otherwise
access the data 630. In additional examples, the receiving
device 650 may transmit the data 630 to another device (e.g.,
a server that will store the data 630, a television that will
display the data 630). In other examples, the transmission of
the data 630 may refer to any other manner 1n which the
receiving device 650 may utilize the data 630. For example
the transmission of the data 630 may refer to the receiving
device 650 storing the data 630 in memory (e.g., storage on
disk).

At step 788, the data device 614 determines whether to
transmit additional data 630. The data device 614 may
determine whether to transmit additional data 630 for any
reason. For example, a user of data device 614 may have
selected to have additional data 630 transmitted. As another
example, an application, program, and/or device on data
device 614 may have provided additional data 630 to the
data device 614 for transmittal. As a further example, the
data device 614 may have received a request from the
receiving device 650 for additional data 630.

If 1t 15 determined at step 788 that additional data 630
should not be transmitted, the method 700 moves to step
792, where the method 700 ends. On the other hand, 1t 1t 1s
determined that additional data 630 should be transmitted,
the method 700 moves back up to step 732, where the data
device 614 determines the additional data 630 for transmittal
to the receiving device 650. Then the method 700 re-
performs one or more (or all) of steps 732-756, 768, and
780-788 so as to securely transier the additional data 630. In
doing so, the data device 614 and the receiving device 650
may modily the data 630 (at step 740) and de-modify the
modified data (at step 768) using i1dentical seed values that
are generated by their pseudo random bit generator(s)
(which are synchronized in accordance with the examples
discussed above).

As can be seen above, the method 700 may skip steps
712-728, 760-764, and 772-776 when securely transferring
the additional data 630. The reason for this 1s that the
receiving device 650 has already determined that the data
device 614 1s not compromised during this communication
session. As such, there 1s no need to repeat these steps during
this communication session. If the communication session
ends, however, method 700 may need to be repeated 1n 1ts
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entirety for additional communication sessions (e.g., the
next time the user opens the mobile app on the data device
614).

The steps 732-756, 768, and 780-788 may be re-per-
formed for any number of times, so as to securely transfer
any amount of data. Furthermore, the steps 732-756, 768,
and 780-788 may continue to be performed even if a
particular transmission ol data 630 does not reach its
intended recipient (1.e., the recelvmg device 650) and/or 1f
the transmission of data 630 1s received by the receiving
device 650 1n the wrong order. Examples of this are also
discussed above.

Modifications, additions, or omissions may be made to
method 700. For example, although the steps of method 700
are described above as being performed by data device 614
or recerving device 6350, in some examples, one or more of
the steps of method 700 may be performed by any other
device. As another example, one or more steps of method
700 may be optional, or may not be performed. For example,
method 700 may not include steps 736 and 780, regarding
checksums. As a further example, the steps of method 700
may be performed in parallel or in any suitable order.

As another example, method 700 may further include
additional steps that obfuscate (e.g., render unclear) the data
630 prior to 1t being modified (at step 740), and that
un-obfuscate (e.g., render clear) the data 630 after it 1s
de-modified (at step 768). By obfuscating the data 630 prior
to 1t being modified, the method 700 (and the system 610 of
FIGS. 6 A-7) may further protect the data 630 from brute
force attacks, in some examples. Brute force attacks typi-
cally work by guessing encryption keys and looking for
something recognizable 1n the resulting data. By obfuscating
the data 630 prior to modification, the obiuscated data 630
would not be recognizable 11 the correct encryption key was
guessed. For example, even 1f the correct encryption key
was guessed, the result would still be the obluscated data
630 (as opposed to the data 630). As such, the data 630
would not be recognizable, and the unauthorized user (e.g.,
a hacker) would not be able to determine that they guessed
the correct encryption key, 1n some examples.

The data 630 may be obiuscated and un-obtuscated 1n any
manner. As one example, each character (e.g., a number, a
letter, a symbol) 1n the data 630 may be shuflled. Example
of this shuflling may include a method that reverses the order
of the characters, a method that changes the order so that
cach half 1s mirrored, a method that flips the order of every
other character, a method that causes the order to be shufiled
in any other manner, or any combination of the preceding.
As an example of this, the data 630 “Hello” may be reversed,
so as to be obfuscated data 630 “olleH”. Then, this obius-

cated data 630 may be later un-obfuscated by re-reversing
this shuflling, so as to be data 630 “Hello”. The shuflling
method used to shuflle the data 630 may always be the same.
On the other hand, the shutiling method may differ for each
transmission of data 630. For example, the data device 614
may include more than one shufiling method (e.g., 3 shui-
fling methods, 5 shuflling methods) to choose from. In such
an example, the data device 614 may select one of the
shuflling methods to use when obfuscating the data 630.
This selection may, 1n some examples, be based on the
pseudo random bit generator and the seed value(s) mput mnto
the pseudo random bit generator. The receiving device 6350
may also select a matching shuflling method.

As another obfuscation example, each character in the
data 630 may be shifted forward or backward (or any other
XOR function shift) by a particular amount (e.g., 1 charac-
ter, 2 characters, etc.). As one example of this, each character
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in the data 630 “Hello” may be shifted forward by 1
character, so as to be obfuscated data 630 “Ifmmp” Then,
this obfuscated data 630 may be un-obfuscated by shifting in
reverse by 1 character, so as to be data 630 “Hello”. The
method used to shift the data 630 may always be the same.
On the other hand, the shifting method may differ for each
transmission of data 630 and/or for each character in the data
630. For example, the data device 614 may include more
than one shifting method (e.g., 3 shifting methods, 5 shifting,
methods) to choose from. In such an example, the data
device 614 may select one of the shifting methods to use
when obfuscating the data 630. This selection may, 1n some
examples, be based on the pseudo random bit generator and
the seed value(s) input into the pseudo random bit generator.
The recerving device 650 may also select a matching shift-
ing method.

As a further obfuscation example, the data 630 may be
obfuscated and un-obfuscated using a one-time pad (OTP)
method. In the OTP method, a pseudo-random stream of
characters 1s generated (or determined). The number of
characters in the pseudo-random stream of characters may
match the number of characters in the data 630. For
example, the data 630 “Hello™ has 5 characters. In such an
example, the pseudo-random stream of characters would
also have 5 characters.

The pseudo-random stream of characters may be used to
obfuscate the data 630 by shifting forward or backward (or
any other XOR function shift) each character in the data 630
by the amount specified in the corresponding pseudo-ran-
dom stream of characters. As one example of this, the data
630 may be “Hello”, and the pseudo-random stream of
characters may be “157, “117, “2”, “4”, and “0”. In such an
example, the “H” may be shifted forward by “15” to “W?,
the “e” may be shifted forward by “11” to be “p”, and so on.
This creates the obfuscated data 630 “Wpnpo™”. Then, this
obfuscated data 630 may be later un-obfuscated by reversing
the shift of each character by the corresponding character in
the pseudo-random stream of characters. In such an
example, the “W” may be shifted in reverse by “15” to “H”,
the “p” may be shifted in reverse by “11” to be “e”, and so
on. This re-creates the data 630 “Hello™.

The pseudo-random stream of characters (used for the
OTP method) may be generated (or determined) by both the
data device 614 and the recerving device 650 using the
pseudo random bit generator(s) (otherwise referred to as a
DRBGs). This may allow the data device 614 and the
receiving device 650 to generate (or determine) the same
pseudo-random stream of characters. Additionally, a new
pseudo-random stream of characters may be generated (or
determined) (e.g., in real-time) for each piece of data 630. As
such, the shifting performed by the OTP method may
continuously change (e.g., 1t changes with each transmission
of data 630).

Furthermore, 1n some examples, system 610 1s not limited
to only transierring data 630 from the data device 614 to the
receiving device 650. For example, the receiving device 650
may perform steps 732-748 to transmit data 630 to data
device 614, and the data device 614 may perform steps
752-756, 768, and 780-788 to determine this data 630. That
1s, both devices may utilize the same steps to communicate
back and forth between each other.

System 610 and method 700 may provide one or more
advantages over traditional methods for detecting a com-
promised device, 1n some examples. Specifically, many
traditional methods for detecting a compromised device may
be defeated (or otherwise interfered with) by software
changes at the device. For example, a user may interfere
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with traditional detection methods by modifying the soft-
ware code 1n the device (e.g., the software code running on
the mobile app and that 1s associated with the receiving
device) to cause the device to skip one or more of the checks
that would determine whether the device 1s compromised.
This, however, may not interfere with the detection method
performed by system 610 and method 700 of FIGS. 6 A-7, in
some examples. For example, 11 this occurred 1n system 610
and method 700, the data device 614 would be unable to
properly modily the authentication code 632 because one or
more ol the tests 634 were skipped (due to the software
modifications). This would result in the data 630 being
modified using a seed value that does not match the seed
value generated at the receiving device 650—and would
therefore cause the receiving device 650 to not be able to
successiully de-modity the modified data, 1n some
examples.

As another example, a user may interfere with traditional
detection methods by decompiling the software code (e.g.,
app code) and changing 1t to delete the checks or to make
them always return the correct response. This, however, may
not interfere with the detection method performed by system
610 and method 700 of FIGS. 6A-7, 1n some examples. For
example, as 1s discussed above, one of the tests 634 per-
tormed by the data device 614 may be a test that verifies that
the entirety of an application’s code has not been altered in
any way. In such an example, the result of this test 634
would be a failed test (i.e., indicating that the data device
614 1s compromised). This would result in the data 630
being modified using a seed value that does not match the
seed value generated at the receiving device 650—and
would therefore cause the recerving device 650 to not be
able to successiully de-modily the modified data, 1n some
examples.

As a further example, a user may interfere with traditional
detection methods by moditying the code of the actual
checks, causing them to be called (or otherwise executed) by
the data device 614, but further causing them to not do
anything when called. This, however, may not interfere with
the detection method performed by system 610 and method
700 of FIGS. 6A-7, in some examples. For example, as 1s
discussed above, system 610 and method 700 modifies the
authentication code 632 based on whether or not the test 634
was passed or failed. IT the test 634 were modified to not do
anything when called, there would be no determination of
whether the test 634 passed or failed. As such, the data
device 614 would be unable to properly modify the authen-
tication code 632 because one or more of the tests 634 was
neither passed nor failed. This would result in the data 630
being modified using a seed value that does not match the
seed value generated at the receiving device 650—and
would therefore cause the recerving device 650 to not be
able to successiully de-modify the modified data, 1n some
examples. Additionally, as 1s also discussed above, one of
the tests 634 performed by the data device 614 may be a test
that verifies that the entirety of an application’s code has not
been altered 1n any way. In such an example, the result of
this test 634 would be a failed test (1.e., indicating that the
data device 614 1s compromised) because the test 634 was
modified to not do anything. This would result 1n the data
630 being modified using a seed value that does not match
the seed value generated at the receiving device 650—and
would therefore cause the recerving device 650 to not be
able to successiully de-modily the modified data, 1n some
examples.

In various examples, the herein described systems (e.g.,
system 10, system 410, system 610), devices (e.g., data
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device 14, receiving device 50, data device 414, receiving
device 450, data device 614, receiving device 650), com-
ponents of the devices, and methods may be implemented in
software, firmware, or executable instructions stored 1n a
data storage medium such as or including machine-readable
medium. The term “machine-readable medium”™ should be
taken to 1nclude a single medium or multiple media (e.g., a
centralized or distributed database, and/or associated caches
and servers) that store the one or more sets of instructions.
The term “machine-readable medium”™ shall also be taken to
include any medium that 1s capable of storing, encoding or
carrying a set of mstructions for execution by the machine
and that cause the machine to perform any one or more of
the methodologies of the present disclosure. Some examples
may be implemented using a machine-readable medium or
article which may store an instruction or a set of instructions
that, 1f executed by a machine, may cause the machine to
perform a method and/or operations 1n accordance with the
examples. Such a machine may include, for example, any
suitable processing platform, computing platform, comput-
ing device, processing device, computing system, process-
ing system, computer, processor, or the like, and may be
implemented using any suitable combination of hardware
and/or software. Computers and computer systems
described herein (e.g., data device 14, receiving device 50,
data device 414, receiving device 450, data device 614,
receiving device 650) may include operatively associated
computer-readable memory media such as memory {for
storing software applications and instructions used 1n obtain-
Ing, processing, storing or communicating data. It can be
appreciated that such memory can be internal, external,
remote or local with respect to 1ts operatively associated
computer or computer system. Memory may also include
any manner of storing soitware or other mnstructions includ-
ing, for example and without limitation, a hard disk, an
optical disk, tloppy disk, DVD, compact disc, memory stick,
ROM (read only memory), RAM (random access memory),
PROM (programmable ROM), EEPROM (extended eras-
able PROM), or other like computer-readable media. The
machine-readable medium or article may include, for
example, any suitable type of memory unit, memory device,
memory article, memory medium, storage device, storage
article, storage medium and/or storage unit, for example,
memory, removable or non-removable media, erasable or
non-erasable media, writeable or re-writeable media, digital

or analog media, hard disk, floppy disk, Compact Disk Read
Only Memory (CD-ROM), Compact Disk Recordable (CD-

R), Compact Disk Rewriteable (CD-RW), optical disk,
magnetic media, various types ol Digital Versatile Disk
(DVD), a tape, a cassette, or the like.

It will be further apparent to one of ordinary skill 1n the
art that some of the examples as described hereinabove may
be implemented 1n many different examples of instruction
(e.g., software or firmware) and hardware. The 1nstructions
may include any suitable type of code, such as source code,
compiled code, mterpreted code, executable code, static
code, dynamic code, and the like. The actual software code
or specialized control hardware used to implement some of
the 1llustrated examples do not limit the present disclosure.
The mstructions may be implemented, for example, using
any suitable programing language, which may include high-
level, low-level, object-oriented, visual, compiled or inter-
preted programming languages, such as, but not limited to,
C, C++, C#, Java, BASIC, SQL, Pert, Matlab, Pascal, Visual
BASIC, Go, Python, Java Script, Typescript, Objective C,
Swilt, assembly language, machine code, and so forth. The
examples are not limited 1n this context.
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The methods (e.g., method 100, method 500, method
700), systems (e.g., system 10, system 410, system 610),
devices (e.g., data device 14, receiving device 50, data
device 414, receiving device 450, data device 614, rece1ving
device 6350), and components of the devices have been
illustrated and described herein as comprising several sepa-
rate functional elements, such as modules or units. Although
certain of such modules or umits may be described by way
of example, 1t can be appreciated that a greater or lesser
number of modules or units may be used and still fall within
the scope of the examples. Further, although various
examples may be described in terms of modules or units to
facilitate description, such modules or units may be 1mple-
mented by one or more hardware components (e.g., embed-
ded systems/peripherals, processors, chips, FPGAs, DSPs,
PLDs, ASICs, circuits, registers, servers, clients, network
switches and routers), soltware components (e.g., programs,
subroutines, logic) and/or combination thereof. It can be
appreciated that, 1n certain aspects, a single component may
be replaced by multiple components, and multiple compo-
nents may be replaced by a single component, to provide an
clement or structure or to perform a given function or
functions. Except where such substitution would not be
operative to practice certain examples of the present disclo-
sure, such substitution 1s considered within the scope of the
present disclosure. In one example, all or a portion of the
system, 1its features or functional elements, modules, units,
etc. or one or more steps of the method may be associated
with, implemented by, executed on, or embedded 1n (e.g., as
embedded software/firmware) one or more hardware com-
ponents. Further, such one or more components so config-
ured may be installed or associated with one or more devices
and therein configured to perform the herein described
system functionalities or methods. The modules or units may
comprise, or be implemented as, one or more systems,
sub-systems, devices, components, circuits, logic, programs,
or any combination thereol, as desired for a given set of
design or performance constraints. For example, the mod-
ules may comprise electronic elements fabricated on a
substrate. In various implementations, the electronic ele-
ments may be fabricated using silicon-based IC processes
such as complementary metal oxide semiconductor
(CMOS), bipolar, and bipolar CMOS (BiCMOS) processes,
for example. The examples are not limited 1n this context.

It may be appreciated that terms such as “processing’”,
“generating”’, “determining”, or the like, unless stated oth-
erwise, refer to the action or processes of a computer or
computing system, or similar electronic computing device,
that manipulates or transforms data represented as physical
quantities (e.g., electronic) within the computing system’s
registers or memories into other data similarly represented
as physical quantities within the computing system’s memo-
ries, registers or other such information storage, transmis-
sion or display devices. The examples are not limited in this
context. An action such as “identifying” or “matching” when
performed by a computer or computer system may include
identification by determining, accessing system data, com-
parisons with system data, instructions, or the like. An action
such as initiating may include causing an event or thing
initiated either directly or indirectly. For example, initiating
may 1include signaling, providing power or instructions,
physical mampulation, transmission of data, calculation of
conditions, or other step resulting 1n the event sought to be
initiated. Furthermore, an action such as “storing”, when
used 1n reference to a computer or computer system, refers
to any suitable type of storing operation including, for
example, storing a value to memory, storing a value to cache
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memory, storing a value to a processor register, and/or
storing a value to a non-volatile data storage device.

This specification has been written with reference to
various non-limiting and non-exhaustive examples. How-
ever, 1t will be recognized by persons having ordinary skill
in the art that various substitutions, modifications, or com-
binations of any of the disclosed examples (or portions
thereol) may be made within the scope of this specification.
Thus, 1t 1s contemplated and understood that this specifica-
tion supports additional examples not expressly set forth in
this specification. Such examples may be obtained, for
example, by combining, modifying, or reorganizing any of
the disclosed steps, components, elements, features, aspects,
characteristics, limitations, and the like, of the wvarious
non-limiting and non-exhaustive examples described 1n this
specification.

What 1s claimed 1s:
1. A system, comprising:
a first computing device comprising:
one or more first memory units; and
one or more first processors coupled to the first memory
units and configured, upon executing one or more
first instructions, to:
obfuscate data for transmittal to a second computing
device;
utilize a first pseudo random bit generator to pseudo
randomly generate a first encryption key;
store the first encryption key in first transient
memory only;
encrypt, using the first encryption key, the obius-
cated data for transmittal to the second computing
device;
delete or destroy the first encryption key from first
transient memory; and
transmit the encrypted data for receipt by the second
computing device; and
the second computing device comprising:
one or more second memory units; and
one or more second processors coupled to the second
memory units and configured, upon executing one or
more second 1nstructions, to:
receive the encrypted data;
utilize a second pseudo random bit generator to
pseudo randomly generate, 1n real time following
reception of the encrypted data, a second encryp-
tion key that matches the first encryption key;
store the second encryption key in second transient
memory only;
decrypt the encrypted data using the second encryp-
tion key;
delete or destroy the second encryption key from
second transient memory;
un-obfuscate the data; and
transmit the data for use.
2. A system, comprising;:
a second computing device comprising:
one or more memory units;
one or more processors coupled to the memory units
and configured, upon executing one or more nstruc-
tions, to:
recerve encrypted data from a first computing device,
wherein the encrypted data 1s encrypted based on
a first encryption key that was pseudo randomly
generated, by the first computing device, utilizing
a first pseudo random bit generator, wherein the
data 1s obfuscated prior to encryption;
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utilize a second pseudo random bit generator to
pseudo randomly generate, 1n real time following
reception of the encrypted data, a second encryp-
tion key that matches the first encryption key;

decrypt the encrypted data using the second encryp-
tion key;

un-obfuscate the data; and

transmit the data for use.

3. The system of claim 2, wherein to un-obfuscate the
data, the one or more processors ol the second computing
device are further configured, upon executing the one or
more 1nstructions, to shift each character in the data forward
or backward based on a respective pseudo-random stream of
characters.

4. The system of claim 2, wherein the second encryption
key 1s 1dentical to the first encryption key.

5. The system of claim 2, wherein to transmit the data for
use, the one or more processors of the second computing
device are further configured, upon executing the one or
more nstructions, to transmit the data for storage or transmit
the data for display to a user.

6. The system of claim 2, wherein the one or more
processors ol the second computing device are further
configured, upon executing the one or more nstructions, to:

recerve second encrypted data from the first computing

device, wherein the second encrypted data 1s encrypted
based on a third encryption key, wherein the second
data 1s obfuscated prior to encryption;

generate a fourth encryption key that matches the third

encryption key;

decrypt the second encrypted data using the fourth

encryption key;
un-obfuscate the second data; and
transmit the second data for use.
7. The system of claim 2, wherein the data i1s a frame of
a video.
8. The system of claim 2, wherein the second computing
device 1s or includes a monaitor.
9. The system of claim 2, wheremn the one or more
processors of the second computing device are further
configured, upon executing the one or more instructions, to
store the second encryption key in transient memory only.
10. The system of claim 9, wherein the one or more
processors of the second computing device are further
configured, upon executing the one or more 1nstructions, to
delete or destroy the second encryption key from transient
memory.
11. A method, comprising:
recerving, by one or more processors of a second com-
puting device, encrypted data from a first computing
device, wherein the encrypted data 1s encrypted based
on a first encryption key that was pseudo randomly
generated, by the first computing device, utilizing a first
pseudo random bit generator, wherein the data 1s obius-
cated prior to encryption;
utilizing, by the one or more processors of the second
computing device, a second pseudo random bit gen-
erator to pseudo randomly generate, 1n real time fol-
lowing reception of the encrypted data, a second
encryption key that matches the first encryption key;

decrypting, by the one or more processors of the second
computing device, the encrypted data using the second
encryption key;

un-obfuscating, by the one or more processors of the

second computing device, the data; and

transmitting, by the one or more processors of the second

computing device, the data for use.
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12. The method of claim 11, wherein un-obfuscating the decrypting, by the one or more processors of the second
data comprises shifting each character 1n the data forward or computing device, the second encrypted data using the
backward based on a respective pseudo-random stream of fourth encryption key:
characters. _ _ un-obfuscating, by the one or more processors of the

13. The method of claim 11, wherein the second encryp- 5 second computing device, the second data; and

tion key 1s 1dentical to the first encryption key.

14. The method of claim 11, wherein transmitting the data
for use comprises transmitting the data for storage or trans-
mitting the data for display to a user.

15. The method of claim 11, further comprising: 10

receiving, by the one or more processors of the second

computing device, second encrypted data from the first

computing device, wherein the second encrypted data

1s encrypted based on a third encryption key, wherein

the second data 1s obfuscated prior to encryption; 15
generating, by the one or more processors of the second

computing device, a fourth encryption key that matches

the third encryption key; S I T

transmitting, by the one or more processors of the second
computing device, the second data for use.
16. The method of claim 11, wherein the data 1s a frame
of a video.
17. The method of claim 11, further comprising storing,

by the one or more processors of the second computing
device, the second encryption key 1n transient memory only.

18. The method of claim 17, further comprising deleting
or destroying, by the one or more processors of the second
computing device, the second encryption key from transient
memory.
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