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Maintain Backup Location Catalog (BLC) for Each Asset, and a
Change Record Catalog (CRC) on kEach Asset

950 .
952

send Full and Incremental Backup Data from an Asset to Primary
Backup Target (PBT) and one or more Temporary Backup Targets
(TBT)
054

Record Location of TBT in BLC
Record Changes to Asset Filesystem in CRC
956

h 4

FPossible
058

A4
""" respective 18T
960

Backup Operation Writes Data from Asset Storage to PBT or TBT.
: TBT Backups Update local BLC and CRC on the Asset f
962

Restore Operation Pulls Together Backup Data and Metadata from
{ PBT and TBT Backups. PBT can access TBT Backups Based on |
Most Recent BLC
064
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RESTORING FROM A TEMPORARY
BACKUP TARGET IN AN INTELLIGENT
DESTINATION TARGET SELECTION
SYSTEM FOR REMOTE BACKUPS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a Continuation-In-Part application and
claims priority to U.S. patent application Ser. No. 18/174,
488 filed on Feb. 24, 2023 and entitled “Intelligent Desti-
nation Target Selection for Remote Backups with Awareness
of Temporary Backup Target for Data Restores,” now U.S.
Pat. No. 12,026,385 which 1n turn 1s a Continuation-In-Part
application and claims priority to U.S. patent application
Ser. No. 17/863,048 filed on Jul. 12, 2022 and entitled
“Intelligent Destination Target Selection for Remote Back-
ups,” now U.S. Pat. No. 11,455,109 both of which are
assigned to the assignee of the present application, and
which 1s hereby incorporated by reference 1n 1ts entirety.

TECHNICAL FIELD

This 1nvention relates generally to data backup systems,
and more specifically to restoring data from a temporary
backup target selected by an intelligent remote backup
system.

BACKGROUND

Backup software 1s used by large organizations to store
their data for recovery after system failures, routine main-
tenance, archiving, and so on. Backup sets are typically
taken on a regular basis, such as hourly, daily, weekly, and
so on, and can comprise vast amounts of information. In
today’s world, many of a company’s digital assets may be
constantly moving and not always located in the same
geographic location. Some examples include an employee
who 1s constantly traveling with their company laptop, a
cloud deployed virtual machine (VM) where the location 1s
determined at deploy time, or an application or asset that
resides 1n a vehicle that 1s constantly changing locations.

Creating backups of these types of assets can be chal-
lenging because of this mobility and the various network
connections the device hosting these assets might have
available. In many situations the network connection
between the asset and a traditional backup system can be
very poor due to connectivity 1ssues. In this case, completing,
a backup might be very time consuming, or even take more
time than available to complete. This 1ssue can quickly
become critical 1f the backup system 1s unable to success-
tully complete a backup over long periods of time, which
can put the company at a high risk for data loss.

A primary flaw 1n traditional backup systems i1s that they
typically have a fixed backup target to which to send the
backup data. In addition, changing the backup target typi-
cally incurs the high cost of creating a new full backup, as
opposed to a more customary icremental backup. Another
limitation 1s that most backup systems have one primary
backup target defined for multiple assets, and do not provide
the tlexibility to dynamically pick a backup target based on
a “best available” algorithm that may result in different
targets based on the location of the asset.

Present systems typically require a user to manually
deploy backup storage targets and then configure backup
policies to then use these fixed targets. In addition they need
to manually assign the assets to policies with designated
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2

storage. Every time an asset changes 1ts geographic location,
the protection policy for that asset needs to be manually

updated to reconfigure 1t to use a different fixed backup
target. Changing the backup target incurs the cost of a new
tull backup, which can have a huge performance and time
implication for large assets. Additionally, if the backup
target and its infrastructure 1s not owned by the asset owner,
the company or other responsible party for the asset will
incur additional costs for using the backup infrastructure.

Methods have been developed to address this issue by
providing temporary backup targets to hold backup data
when an asset stores some incremental backups on an
alternate backup target. In such systems, assets typically
cannot restore data until the data i1s consolidated to the
primary backup target. It 1s therefore desirable to enable data
restores Irom backup data that 1s stored 1n either (or both) the
primary and temporary backup targets.

The subject matter discussed 1n the background section
should not be assumed to be prior art merely as a result of
its mention 1n the background section. Similarly, a problem
mentioned 1n the background section or associated with the
subject matter of the background section should not be
assumed to have been previously recognized 1n the prior art.
The subject matter 1n the background section merely repre-
sents different approaches, which 1n and of themselves may
also be 1inventions. EMC, Data Domain and Data Domain
Restorer are trademarks of DellEMC Corporation.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following drawings like reference numerals desig-
nate like structural elements. Although the figures depict
various examples, the one or more embodiments and 1mple-
mentations described herein are not limited to the examples
depicted 1n the figures.

FIG. 1 1s a diagram of a network implementing an
intelligent destination target selection process, under some
embodiments.

FIG. 2 15 a block diagram of illustrating functional com-
ponents of an intelligent destination target selection process,
under some embodiments.

FIG. 3 1s a diagram 1llustrating some main components of
the deployment and use of a temporary backup target, under
some embodiments.

FIG. 4 1s a state transition diagram that illustrates the
process of selecting an optimal backup storage target and
transmitting the backup data and consolidating data to the
primary target, under some embodiments.

FIG. 35 illustrates the selection of an infrastructure pro-
vider networks by a backup system for an asset, in an
example embodiment.

FIG. 6 15 a flow diagram 1llustrating interactions between
a backup agent and backup system when selecting an
optimal backup target, under some embodiments.

FIG. 7 illustrates an example data flow between the asset,
temporary backup target, and the final primary backup target
for a consolidation operation, under some embodiments.

FIG. 8 1llustrates the use of a Backup Location Catalog
(BLC) and Change Record Catalog (CRC) for awareness of
temporary backup targets for data restores, under some
embodiments.

FIG. 9 15 a table 900 that 1llustrates a portion of a backup
location catalog, under an example embodiment.

FIG. 10 1s a flowchart that illustrates a method of pro-
viding intelligent target selection for portable assets using
awareness of temporary backup targets, under some embodi-
ments.
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FIG. 11 illustrates some example Merkle tree representa-
tions of different backups with no temporary backup target,
under some embodiments.

FIG. 12 1s a table illustrating a tabular composition of the
example Merkle trees of FIG. 11.

FIG. 13 illustrates a table for an enhanced Merkle tree
with location information, under some embodiments.

FIG. 14 shows the evolution of the Merkle trees of FIG.
11 for the case of a single file stored over three backups for
an embodiment using multiple backup targets.

FI1G. 15 1s a table that 1llustrates attributes of the enhanced
Merkle tree of FIG. 14 after a second subsequent backup.

FIG. 16 1s a flowchart that illustrates a method of per-
tforming backup and restores using location mformation for
temporary backup targets, under some embodiments.

FIG. 17 illustrates a table showing backup URLs related
to a backup, under some embodiments.

FIG. 18 1s a system block diagram of a computer system
used to execute one or more software components described
herein, under some embodiments.

DETAILED DESCRIPTION

A detailed description of one or more embodiments 1s
provided below along with accompanying figures that 1llus-
trate the principles of the described embodiments. While
aspects are described 1n conjunction with such embodiment
(s), 1t should be understood that 1t 1s not limited to any one
embodiment. On the contrary, the scope 1s limited only by
the claims and the described embodiments encompass
numerous alternatives, modifications, and equivalents. For
the purpose of example, numerous specific details are set
forth 1n the following description 1 order to provide a
thorough understanding of the described embodiments,
which may be practiced according to the claims without
some or all of these specific details. For the purpose of
clarity, technical material that 1s known 1in the technical
fields related to the embodiments has not been described 1n
detail so that the described embodiments are not unneces-
sarily obscured.

It should be appreciated that the described embodiments
can be implemented in numerous ways, including as a
process, an apparatus, a system, a device, a method, or a
computer-readable medium such as a computer-readable
storage medium containing computer-readable instructions
or computer program code, or as a computer program
product, comprising a computer-usable medium having a
computer-readable program code embodied therein. In the
context of this disclosure, a computer-usable medium or
computer-readable medium may be any physical medium
that can contain or store the program for use by or in
connection with the instruction execution system, apparatus
or device. For example, the computer-readable storage
medium or computer-usable medium may be, but 1s not
limited to, a random-access memory (RAM), read-only
memory (ROM), or a persistent store, such as a mass storage
device, hard drives, CDROM, DVDROM, tape, erasable
programmable read-only memory (EPROM or flash
memory), or any magnetic, electromagnetic, optical, or
clectrical means or system, apparatus or device for storing
information. Alternatively, or additionally, the computer-
readable storage medium or computer-usable medium may
be any combination of these devices or even paper or
another suitable medium upon which the program code is
printed, as the program code can be electronically captured,
via, for instance, optical scanning of the paper or other

10

15

20

25

30

35

40

45

50

55

60

65

4

medium, then compiled, interpreted, or otherwise processed
in a suitable manner, 1f necessary, and then stored 1n a
computer memaory.

Applications, software programs or computer-readable
istructions may be referred to as components or modules.
Applications may be hardwired or hard coded in hardware or
take the form of soltware executing on a general-purpose
computer or be hardwired or hard coded in hardware such
that when the software 1s loaded into and/or executed by the
computer, the computer becomes an apparatus for practicing
the certain methods and processes described herein. Appli-
cations may also be downloaded, 1n whole or 1n part, through
the use of a software development kit or toolkit that enables
the creation and implementation of the described embodi-
ments. In this specification, these implementations, or any
other form that embodiments may take, may be referred to
as techniques. In general, the order of the steps of disclosed
processes may be altered within the scope of the embodi-
ments.

Some embodiments mvolve data processing 1 a distrib-
uted system, such as a cloud based network system or very
large-scale wide area network (WAN), and metropolitan
area network (MAN), however, those skilled 1n the art will
appreciate that embodiments are not limited thereto, and
may 1nclude smaller-scale networks, such as LANs (local
area networks). Thus, aspects of the one or more embodi-
ments described herein may be implemented on one or more
computers executing software instructions, and the comput-
ers may be networked in a client-server arrangement or
similar distributed computer network.

Embodiments are described for a backup system in which
a data asset sends 1ts backup data to a dynamically selected
backup target for remote backups and assets 1n motion. The
selection 1s based on a series of attributes such as network
throughput and availability. Backups which are sent to a
temporary backup target are later consolidated at the assets
primary backup target. The data assets may be mobile or
they may reside at a single location to address network or
other availability i1ssues with any source connecting to a
backup target.

FIG. 1 illustrates a computer network system that imple-
ments one or more embodiments of a network data backup
system 1mplementing an intelligent backup target selection
process, under some embodiments. In system 100, a backup
server 102 executes a data storage or backup management
process 112 that coordinates or manages the backup of data
from one or more data sources 108 to storage devices, such
as network storage 114, client storage, and/or virtual storage
devices 104. With regard to virtual storage 104, any number
of virtual machines (VMs) or groups of VMs may be
provided to serve as backup targets. For example, virtualized
data center (vCenter) 108 that includes any number of VMs
for target storage. The VMs or other network storage devices
serve as target storage devices for data backed up from one
or more data sources, such as a database or application
server 106, or the data center 108 1tself, or any other data
source, 1n the network environment.

In an embodiment, system 100 may comprise at least part
of a Data Domain Restorer (DDR)-based deduplication
storage system, and storage server 102 may be implemented
as a DDR Deduplication Storage server provided by EMC
Corporation. However, other similar backup and storage
systems are also possible.

The client and server computers are coupled directly or
indirectly to each other and the system resources (target
storage, routers, etc.) through network 110, which 1s typi-
cally a public cloud network (but may also be a private




US 12,292,800 B2

S

cloud, LAN, WAN or other similar network). Network 110
provides connectivity to the various systems, components,
and resources of system 100, and may be implemented using
protocols such as Transmission Control Protocol (TCP)
and/or Internet Protocol (IP), well known 1n the relevant
arts. In a cloud computing environment, network 110 rep-
resents a network in which applications, servers and data are
maintained and provided through a centralized cloud com-
puting platform.

Network elements that generate the data to be backed up
are referred as backup ‘clients” and backup agents deployed
throughout the system perform the data backup through
process 112 and backup server 102. The data to be backed
up by process 112 can be referred to as data assets and may
be any appropnate data, such as database data that 1s part of
a database management system or any appropriate applica-
tion supported by server 106.

The backup clients may be static clients that are fixed in
position or location and always use a fixed network address,
such as a static server (e.g., 106), or they may be mobile
clients or data sources that are dynamically deployed on
demand or according to certain policies or schedules, such
as virtual machines or data centers 108. One typical example
ol a mobile client 1s a user operating a mobile computer 130
who logs 1n to the backup server from different locations as
they move around. The term ‘asset’ as used herein may thus
generally refer to a device that generates or processes data
to be backed up, such as a server, computer, portable
computer (laptop/notebook/tablet), communication device
(mobile phone), or any other processing device capable of
being moved and used to generate data. This term can also
refer to the actual data (backup dataset) generated by the
device.

The data generated or sourced by system 100 and trans-
mitted over network 110 may be stored 1n any number of
persistent storage locations and devices. In a backup case,
the backup process 112 causes or facilitates the backup of
this data to other storage devices of the network, such as
network storage 114, which may at least be partially imple-
mented through storage device arrays, such as RAID com-
ponents. In an embodiment network 100 may be imple-
mented to provide support for various storage architectures
such as storage area network (SAN), Network-attached
Storage (NAS), or Direct-attached Storage (DAS) that make
use of large-scale network accessible storage devices 114,
such as large capacity disk (optical or magnetic) arrays.
Certain defined backup policies usually dictate which target
storage devices are used for the diflerent backup clients, and
different storage targets may be used for different clients
depending on client location and size/type of the backup
datasets. Current backup systems typically require a user to
manually deploy backup storage targets and then configure
backup policies to then use these fixed targets and manually
assign the assets to policies with designated target storage
devices. As stated previously, every time an asset changes 1ts
location, the policy for that asset must be reconfigured to
point to the primary backup target. As shown i FIG. 1,
system 100 includes an intelligent destination target selec-
tion process 120 that dynamically selects the appropnate
backup target for backups from remote or mobile backup
clients and data sources (‘assets in motion’).

Backup software vendors typically provide service under
a service level agreement (SLA) that establishes the terms
and costs to use the network and transmit/store data specifies
mimmum resource allocations (e.g., storage space) and
performance requirements (e.g., network bandwidth) pro-
vided by the provider. The backup software may be any
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suitable backup program such as EMC Data Domain,
Avamar, and so on. In cloud networks, 1t may be provided
by a cloud service provider server (e.g., Amazon, EMC,
Apple, Cisco, efc.).

In a standard backup environment, an asset (data source
or backup client) 1s assigned a single (primary) backup target
where backup data 1s always written. This provides the
highest efliciency as the primary target has knowledge about
the backup source based on prior backup operations. In
certain situations, however, the primary backup target avail-
ability 1s limited and can cause backups to be exceedingly
slow or even fail completely. This can result in compliance
1ssues as certain SLA conditions may not be achieved.

Embodiments of system 100 provide an environment
where a backup system can be configured to use a temporary
backup target (TBT) on any infrastructure provider (e.g.,
customer owned, GCP, Azure, AWS, VMware, efc.) on an
as-needed basis. The backup system will be able to use an
existing TB'T or create new 1nstances of temporary backup
targets as necessary. The backup system supports a set of
rules around the creation, lifetime and deletion of temporary
backup targets in order to customize the availability. This
will improve overall backup performance and SLA adher-
ence. The backup system also has monitoring and report
generation capability to show the history and status of all
temporary backup targets in order to provide insights on
deployment and provisioning.

A temporary backup target provides a location for backup
data to be sent to temporarily in order to minimize data loss
due to undesirable availability of a data sources’ primary
backup target. A TBT may pre-exist or 1t may be dynami-
cally provisioned on-demand as needed. Backup agents will
negotiate with the backup system to identity and find the
preferred or most appropriate TBT to send the backup data
for a particular or scheduled backup operation. If there 1s no
existing TBT that 1s be deemed to be sutlicient, the backup
agent may deploy a new TBT based on established rules. As
the future location of a mobile client may be known or
anticipated, temporary backup targets may be deployed 1n
advance to avoid the latency occurs when starting up a TBT
target on demand. Integration with a user’s travel itinerary
such as can be done with scheduling or travel software (e.g.,
Concur and others) can provide dates and locations of where
a mobile device may be on any given date.

The backup agent also maintains a set ol metadata so that
the backup data sent to a TB'T will only need to include the
data that has been changed since the prior backup. The
incremental backup data will later be sent to and consoli-
dated at the primary backup target, at which point recovery
operations of these backups can execute. Recovery opera-
tions will only be possible from the primary backup target,
and therefore data that has not be consolidated will not be
available for restoration until 1t has been consolidated.

FIG. 2 1s a block diagram of illustrating functional com-
ponents of an intelligent destination target selection process,
under some embodiments. System 200 of FIG. 2 illustrates
the five main components 1n the architecture of the desti-
nation target selection process. Assets 202 are the applica-
tions and/or the data and datasets that are being protected.
These are the systems, services, or other data sources that
contain vital customer assets need to be protected from
potential data loss. Examples of these could be file system
files, databases, virtual machines, data centers, and so on.

The backup agent will write the data along data path 201
to either the primary backup target 208 or the TBT 212 as
directed by backup system 206. The backup system 206 will
communicate via the control path 203 with the primary
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backup target 208 and TBT 212 in order to direct the backup
agent 204 where to write the data. If 1t 1s written to the TBT
212, 1t 1s later consolidated to the primary backup target 208.

The assets 202 are transmitted through data path 201 to a
backup agent 204 ultimately, as directed by control path 203,
to the backup system 206. The backup agent 204 1s respon-
sible for performing the backup and moving the backup data
from an asset 202 to the backup storage target, which may
be a primary backup target 208. The agent 204 1s a stand-
alone process that can be run on the same system as an asset
or can also run on another system. A backup agent 204 will
be able to backup one or more assets 202. The backup agent
communicates with the backup system 206 in order to
negotiate the preferred backup target. In some situations this
could be the primary backup target 208 or a temporary
backup target 212.

The backup system 206 has all the traditional backup
system capabilities like managing protection (backup) poli-
cies, assets, copies, recovery operations, searches, and so on,
as well as viewing monitoring and reporting for alerts and
jobs. In addition, the backup system 206 communicates with
the backup agent 204 regarding the asset details for the
backup operation, the schedule for when to perform a
backup, the location for where to send the backup data, and
it provides any other configuration information that might be
needed by the backup agent.

In addition, a set of rules may be incorporated in the
backup system that aflects the usage of TBT’s 212. These
may apply to a single device or a grouping of devices. Some
examples rules are: (1) prohibit the usage of TBT’s, (2) only
allow TB'T’s on certain infrastructures or certain availability
zones (e.g., AWS only), and (3) only use an existing primary
backup target 208.

The primary backup target 208 1s responsible for receiv-
ing and storing the consolidated backup data from the
backup agent or agents 204. This will be a fixed backup
storage location that will be fairly persistent and not change

very frequently. The backup system 206 1s responsible for
data consolidation from 212 to 208.

The temporary backup target 212 i1s responsible for
quickly receiving the backup data from a backup agent 204
and then forwarding that data on to the primary backup
target 208 after the backup has completed with the backup
agent. The lifecycle of a TBT 1s determined by configuration
rules setup 1n the backup system 206. These rules are highly
flexible to allow creating a TBT 212 as a single backup use
or for as long as desired, and even permanently.

For the embodiment of FIG. 2, the TBT 212 is provided
by an inirastructure provider 210, such as a public cloud
provider (e.g., AWS, etc.) or a remote data center owned by
the customer. For this use case, having the TB'T’s lifecycle
only be for a single backup could lower or eliminate
compute costs. Another use case could be where there 1s a
conference and a group of employees will all be remote for
several days, 1n which a system administrator could setup a
co-located TBT, scheduling 1t to remain up from the start to
the end of the conference. Yet another use case 1s where
there may be assets that need a long-living TBT and the
lifecycle could be configured approprlately

The infrastructure provider 210 1s used to create and
destroy TBT 212 on demand (e.g., as an AWS, Azure,
VMware vSphere element). The backup system 206 will be
configured with one or more of the infrastructure providers.
The backup system 206 can then communicate with the
infrastructure provider in order to provision new instances of

a IBT.
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In most cases a TBT will simply be data storage such as
an AWS 53 bucket and therefore will not require any
compute resources. The backup system 206 will create an
AWS S3 bucket (in the case of an AWS-based TBT) as
needed and write asset data 201 to a set of objects within a
bucket. TBT’s can be destroyed by the backup system 206
only after all data has been consolidated to each asset’s
respective primary backup target. An empty TBT (one in
which all data has been consolidated) may persist 1if any
backup target anticipates future use the TBT as configured in
the lifecycle rules.

In an embodiment, TBT’s are a type of compute-less
storage target, such as AWS S3. Backup agents 204 will
examine asset backup metadata 1n order to determine what
new and/or changed data must be sent to a TBT.

The backup operation operates on various metadata ele-
ments. In an embodiment, The backup agent 204 has access
to backup metadata which may reside on any one of three
locations, the asset 202, the backup agent 204, or at a backup
target (212 or 208). It 1s possible for this metadata to reside
in any combination of these three locations. When a backup
operation begins, the changed data needs to be determined.
There are two primary types ol backup metadata that may
exist: file-based or hash-based. The metadata 1n a file-based
system requires the backup agent to determine which files
have changed since the last backup. Those changed files will
be transmitted to the TBT 212. Consolidation 1s a simple
process where the changed files from the TBT are copied to
the asset. A list of deleted files 1s also transmitted so that they
may be removed during consolidation.

The metadata 1n a hash-based system requires the system
to 1dentily newly created hashes. This requires the backup
agent to determine the files or objects that have changed
since the last backup and then generate hashes from each
changed file or object. Each hash will be compared to the set
ol hashes that have previously been transmitted (such as a
hash cache) and only transmit the new hashes and data to the
TBT. Metadata about how the hashes relate to each other
(e.g., 1n a Merkle tree) will be retained so that consolidation
may properly construct the backup data. As above, a delete
list 1s created, transmitted and processed.

The temporary backup targets 212 can be configured to
have a lifecycle that 1s permanent, semi-permanent, or
operational just for a single backup. The backup agent 204
negotiates with the backup system 1n order to calculate the
TBT to be used 1n order to complete a backup that adheres
to the established rules such as the SLA. FIG. 3 15 a system
diagram 300 1illustrating some main components of the
deployment and use of a temporary backup target, under
some embodiments. As shown in FIG. 3, the first component
302 is the configuration of a TBT an defining how a backup
administrator can configure the lifecycle of the various TBTs
and the provisioning rules with the infrastructure provider
210. The second component 304 1s the backup target selec-
tion process that happens between the backup agent 204 and
the backup system 206. The third component 306 controls
how the backup data 1s consolidated from the TBT 212 to the
primary backup target 208 for permanent storage and recov-
ery purposes.

As shown 1n system 300 of FIG. 3, a first component of
the destination target selection process 120 1s the TBT
deployment configuration, 302. This step configures the
on-demand deployment of TBTs 1n various datacenters. A
backup system administrator will have the ability to config-
ure one or more infrastructure providers 210, which will
give the backup system 206 the ability to deploy TB'Ts 212
as needed. In addition, for scenarios where backup agents
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204 are commonly using a temporary backup storage target,
the backup manager could retain a TBT to service multiple
backups. Other additional rules could be added to allow
tuning the lifecycle of the TBTs, by implementing certain
policies, such as “destroy TBT if not used within 2 hours,”
and so on.

The next feature of system 300 involves an automatic
negotiation process between the backup agent 204 and the
backup system 206 to determine the optimal backup storage
target. The negotiation process 1s triggered either by a
scheduled backup, manually by a user, or possibly by other
system events like, but not limited to, detecting a new
network connection.

FIG. 4 1s a state transition diagram 400 that illustrates the
process ol selecting an optimal backup storage target and
transmitting the backup data and consolidating data to the
primary target, under some embodiments. Diagram 400
illustrates certain processes performed by and between a
backup agent 402, a backup system 404, an infrastructure
provider 406, a TBT 408, and a final backup target 410.

As shown 1n i FIG. 4, the process starts (1) with the
backup agent 402 sending a message to the backup system
404 providing geolocation and other potentially useful infor-
mation like IP, or network connection type (e.g., Cellular,
Wired, Personal Wireless, Public Wireless, and so on) 1n
addition to the list of valid infrastructure providers that can
be used for creating a TBT.

The backup system 404 (in step 2) uses the given infor-
mation from the backup agent in order to calculate a
prioritized list of infrastructure provider networks. Various
algorithms can be used 1n order to determine the top 1nfra-
structure provider networks to return. One example would
be to use geolocation information, and return infrastructure
providers that have the closest geographic distance with the
asset. The primary backup target will also be included with
the first list returned 1n order to determine 1f there 1s enough
significant difference 1n speed from the infrastructure pro-
vider networks and the primary backup target. The list of
possible network targets to check 1s then returned to the
backup agent 402, step 3.

Although embodiments are directed to finding and pro-
cessing storage targets with based on the closest geographi-
cal location, embodiments are not so limited. Such geo-
graphic location basically comprises a physical distance
between the data asset and a specific target storage location
(c.g., data center) as measured in straight-line miles (or
similar units). In other embodiments, other measures of data
travel may be used, such as direct/indirect routing links, data
transmission times, and so on.

FIG. 5 illustrates the selection of an infrastructure pro-
vider networks by a backup system for an asset, in an
example embodiment. Diagram 3500 shows a map of the
United States with an asset 502 located in Denver, Colorado.
Data Centers (*D’) are scattered throughout the country, and
the three closest data centers to the asset are located in
Kansas, Arizona, Texas, as shown by the circle 504, and the
primary backup target (V) 506 1s located 1n Indiana. Under
process 400, the primary backup target’s network informa-
tion would be sent 1n the list. The list of possible network
targets to check 1s also returned to the backup agent. FIG. 5
1s a visual representation of how the backup system 404
could pick the infrastructure provider networks for the asset
502 1in Denver. The three closest data centers in Kansas,
Arizona, Texas, and the primary backup target’s 506 net-
work information would be sent 1n the list of step 3.

After receiving the list, the backup agent 402 performs
some throughput and other connection tests with each of the
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given 1items 1n the list, step 4. The goal with this step 1s to
get the data needed in order to calculate the best possible
destination to which to send the backup data. Using the
calculations obtained, the backup agent 402 can take the
throughput and the backup size to estimate a backup dura-
tion for each of the destinations provided 1n step 3.

The results are then sent back to the backup system 404
(1n step 5) 1n order for 1t to determine 11 the estimated backup
duration 1s 1n acceptable limits or 1f different infrastructure
provider networks should be evaluated. This negotiation will
be repeated until either a maximum number of negotiation
attempts 1s exceeded or an optimal infrastructure provider 1s
selected. Further details of this negotiation process are
outlined in FIG. 6 below.

In step 6, the backup system 404 gets or creates the TBT,
408. There are three possible scenarios for selecting the
optimal backup target. The first 1s to select the primary
backup target 410. In this case, no additional work needs to
be performed, and the backup agent 402 can send backup
data directly to the primary backup target as the final backup
target 410. The second 1s to select an inirastructure provider
406 that does not have a TBT created. In this case, the
backup system 404 will need to provision the necessary TBT
408 using the inirastructure provider’s APIs, as shown 1n
step 7 of FIG. 3. The third 1s to select an infrastructure
provider that already has the needed TBT 408 running.

For the selected TBT or primary backup target, the backup
target information will then be sent to the backup agent 402
(step 8).

In step 9, the backup agent 402, using the metadata it
manages in order to determine what asset data needs to be
sent, will send the full or incremental backup to the backup
target given 1n step 8. The backup agent 402 then notifies the
backup system 404 that it has completed sending the backup
data over to the backup target (step 10).

The backup system 404 then notifies the TBT 408 to move
the completed (consolidated) backup data over to the final
backup target 410 (step 11). The TBT then moves the data
to the final backup target, or equivalently primary backup
target) 410.

FIG. 6 1s a flow diagram 1llustrating interactions between
a backup agent 601 and a backup system 603 for method of
negotiating selection of an optimal backup target, under
some embodiments.

Process 600 starts with the backup agent 601 obtaining an
infrastructure manager list, 602, which 1s a list of providers
and allowable locations per provider, and that 1s stored 1n the
backup system. The backup agent 601 sends a message to
the backup system 603 providing geolocation, and the
backup system 603 uses the given information from the
backup agent 601 1n order to calculate a prioritized list of
infrastructure provider networks. In an embodiment, the
infrastructure providers that have the closest geographic
distance with the asset are returned in the list, along with the
primary backup target

Upon receiving the list of the ‘P’ and ‘D’ elements (e.g.,
as 1 FI1G. 5), the backup agent 401 performs some through-
put and other connection tests 606 for each of the networks
provided in the list, and the test results are then sent back
608 to the backup system 603 for receipt 610 in order for it
to determine 1 the estimated backup duration 1s 1n accept-
able limits or 1t different infrastructure provider networks
should be considered for use. This negotiation will be
repeated until either a maximum number of negotiation
attempts 1s exceeded or an optimal infrastructure provider 1s
selected. Thus, as shown 1n FIG. 6, 1n decision block 612, 1t
1s determined whether or not the network throughput for a
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given network provider 1s acceptable based on certain
defined threshold values. If not, the process determines
whether or not a threshold number of networks has been
tested, 614. If not, the next closest infrastructure provider 1s
processed 604 for the network throughput tests, 606. If the
threshold number of networks has been tested, or 1f in step
612 the network throughput 1s acceptable, the process
selects the infrastructure provider with the highest through-
put, 616.

Once the highest throughput infrastructure provider has
been selected, 616, the process determines whether or not
there are any available backup targets 618. If not, the process
creates a new backup target in the closest infrastructure
provider location, 620. If there 1s an available backup target
available (from 618) or for a created new backup target
(from 620), the backup target information 1s sent 622 to the
backup agent 602. The backup agent then starts a backup
operation with the given backup target, 624.

With reference back to FIG. 3, the final step of process
300 1s the consolidation of the backups, 306. In an embodi-
ment, this 1s done after the backup agent 204 has completed
sending all the required backup data to the TBT 212. The
agent will then be able to mark 1ts backup complete and
notily the backup system 206. The backup system will now
orchestrate moving the backup copy stored on the TBT to
the primary backup target 208 where 1t can be consolidated
with the other backup copies. This will occur without
intervention by the backup agent 204. After consolidation 1s
complete the normal data protection activities, such as
backup restore, replication, and so on, can occur.

FI1G. 7 1llustrates an example data flow between the asset,
TBT, and the final primary backup target for a consolidation
operation, under some embodiments. Diagram 700 1llus-

trates an example consolidation of data among a primary
backup target 702 1mn Los Angeles, a TBT 704 in Chicago,

and a TBT 706 in New York over a four-day period (Day O
to Day 3). For this example, on Day 0, the asset 1s deter-
mined to have the best connection to the primary backup
target 702, so the full backup 1s sent directly there. On Day
1, the asset has moved (e.g., by a user on a laptop) to a new
location that has the best connection with the Chicago
datacenter 704. A 'TBT 1s automatically provisioned by the
backup system 1n the Chicago datacenter and the backup
agent sends an incremental backup there. On Day 2, the
incremental backup from Day 1 was moved and consoli-
dated from the Chicago TBT 704 to the primary backup
target 702 1n Los Angeles. The asset has since moved closer
to the New York datacenter and the Backup Agent sent the
incremental backup data to the TBT 706 located 1n the New
York datacenter. On Day 3, the Day 2 incremental backup
was moved and consolidated and the asset 1s now back in
Los Angeles and the incremental backup can be sent directly
to the primary backup target 702.

Embodiments thus describe a system that automatically
determines the ideal backup target for the backup agent to
send 1ts backup data. The system will automatically create
and destroy temporary backup targets in order to handle the
current backup tratlic and provide the optimal throughput.
The Backup Agent 1s able to send incremental backups to
any TB'T which are later consolidated on the primary backup
target after the agent has disconnected from the system.
TBT Awareness for Data Restores

As described above, embodiments are directed to systems
where an asset (e.g., laptop computer) may choose to send
backup data to a temporary backup target (TBT) such that
when an asset 1s first identified and backed up, the data 1s
sent to as primary backup target (PBT), where the PBT 1is the
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backup system (software and storage) where the asset was
first protected. In this case, the incremental/difierential back-
ups will also be sent to this PBT while the asset 1s 1n its
“home” location. Certain assets, however, such as mobile
devices (laptops, tablets, phones, etc.) may not always be 1n
theirr “home™ location, as they are inherently portable and
used by mobile users. In this case, sending the backup data
to the PBT 1s not always practical, and future incremental
backups may be sent to a TBT which 1s a simply a data
storage system (e.g. Amazon S3). Under the above-de-
scribed embodiments, restore operations can only operate on
data that has landed on the PBT, and data stored on a TBT
1s not available for restore until this data has been consoli-
dated back to the PBT. This results in restore operations that
may not always have access to the most recent backup,
which 1s usually the data that 1s most useful for restoration.

Embodiments are thus further directed to a system where
assets have access to all backups, including the data on the
TBT(s) before that data 1s consolidated back to the PBT. In
order to facilitate data backup to a TBT and restore opera-
tions from data located on a PBT or TB'T or combination of
both, a Backup Location Catalog (BLC) is created for each
asset and will reside on the asset. In addition a Change
Record Catalog (CRC) 1s created for each TB'T backup per
asset and each CRC will reside on the asset until the
associated data 1s consolidated back to the PBT.

FIG. 8 1llustrates the use of a Backup Location Catalog
and Change Record Catalog for awareness of temporary
backup targets for data restores, under some embodiments.
As shown in FIG. 8, system 800 comprises an asset 802
having a backup client and console 806, and local storage
812. A BLC and CRC 808 are coupled to the backup client
and console 806 1n the asset.

The asset 1s coupled to a backup console 814 of the PBT
804 over a command and control path. The backup client and
console 806 reside on each client. In addition, another
console exists on the PBT 814 which can be used to restore
data that was generated by the asset 802 to an alternate
location such as when the asset 1s no longer available as 1n
a disaster recovery situation. For the example of FIG. 8, data
1s backed up from local asset storage 812 over data paths to
the PBT storage, and one or more TBTs, such as denoted
TBT 1 and TBT 2 1n system 800. When a TBT 1s used as a
backup target by an asset, the local backup sottware 806 will
record the location of each backup in the BLC 808 and all
changes to the assets’ filesystem since the prior backup will
be stored in a CRC 808 per TBT backup. Data written to
BLC will be transmitted to the PBT storage 816 when a
connection from the asset 802 to the PBT 804 1s possible.

A copy 818 of the BLC and CRC is maintained on the
PBT. A copy of the CRC will also be maintained in each
TBT or bucket (e.g., AWS 53 bucket for AWS-based TBT)
for each backup written to a TBT (e.g., TBT 1, TBT 2) 1n
order to support Disaster Recovery operations.

When a restore operation 1s 1mitiated, the backup software
806 will pull together all of the backup data and metadata
(files/version/dates) from the PBT and TBT backups. While
all data will always be available from the local client
(assuming continued access to the PBT and all TBTs), the
PBT backup console 814 will, in addition to the PBT data,
only have access to TBT backups based on the most recently
transmitted BLC 808 to the PB'T 804. Until all TB'T data has
been consolidated, the local (on asset) version of the cata-
logs will be considered the source of valid data, and the data
in the PBT storage 816 or the TB'T CRC catalog will only be
used for Disaster Recovery operations, such as for data
corruption or complete loss of an asset.
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During backup operations, data 1s written from local
storage 812 to a PBT 804 or TBT (TBT 1, TBT 2). TBT

backups update the local and BLC and CRC 808 on the asset
802. During each TBT backup, the CRC 1s written to the
newly created bucket. BLC changes are transmitted to the
PBT when a connection 1s possible.

In an embodiment, the backup location catalog (BLL.C) 808
on an asset 802 records the date and location of each backup
for an asset. Consecutive backups to the PBT will be
combined 1nto a single row 1n this catalog. Each TB'T backup
record will be a separate row and will not be merged 1n this
catalog. Consolidation will remove TB'T entries and update
the oldest PBT entry until all data has been consolidated
from the TBT(s) to the PBT.

FIG. 9 15 a table 900 that illustrates a portion of a backup
location catalog, under an example embodiment. Each row
in this catalog consists of date/timestamp in column 901 and
a backup location i location column 902. The location
column begins with a PBT row that means that the backup
resides 1n 1ts normal backup format on the assets’ primary
backup target and will be represented 1n the form PBT:<url>
where URL (uniform resource locator) 1s the network
address of the PBT server. All other (TBT) backup rows
identily where a dump of assets’ files are located with each
row representing an additional backup. As shown in the
example, the form of those locations are recited as: <Pro-
vider>:<region>@ <storageType>:<assetName>:<date>. As
the asset name will always be unique across an organization,
a namespace (such as an AWS bucket name) will be com-
posed of the assetName and date. All data per backup per
asset will be sent to a separate bucket. During each backup
operation, the BLC 808 will be modified and stored locally
on the asset 802. The BLC will also be sent to the PBT 804
when a connection 1s available. Note that an asset with no
TBT backups (including after all TBT backups have been
consolidated to the PBT) will not have a BLC.

Table 900 1s provided for purposes of illustration only and
embodiments are not so limited. A backup location catalog
can be i1mplement using many other formats and data
content.

With respect to the temporary backup target (ITBT), each
TBT backup bucket will contain the contents of each modi-
fied or created file since the prior backup. Each created/
modified file 1s stored along with a fully qualified path as
known by the asset. As S3 and other TBT provider (e.g.
Azure Storage) typically provide object storage and not a
hierarchical file system, the fully qualified (hierarchical)
path may be emulated via the object name. Each file 1s stored
as a single object. Various diflerent file naming conventions
can be used. In addition, various different directory hierar-
chies and file system conventions can be used to implement
a TBT bucket under different embodiments. For example the
file degAlerts All.go 1n a particular directory tree on the asset
can have an object named *“/c/Data/Ul/deg/degAlerts/de-
g AlertsProducts/degAlertsAll/degAlertsAll.go,” and the
contents of this object will be the contents of the file from
the asset at the relevant point 1n time.

With respect to the Change Record Catalog (CRC), for
cach TBT backup, a change record catalog will exist in each
TBT bucket 1n addition to being stored locally on the asset.
It will contain a list of all changes to the filesystem including
some system level information. The CRC contains enough
information for the backup clients to present to the user the
state of an asset at any point 1 time. This will be used by
restore operations to locate the files to be restored or assist
in a disaster recovery situation. For example, a CRC file may
be named deltas.json and may contain file information
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included files created/modified/deleted/moved, location
information, directory links to changed file data, and so on.
Various different file naming conventions can be used, along
with various different directory hierarchies and file system
conventions to implement a CRC file, under embodiments.

FIG. 10 1s a flowchart that illustrates a method of pro-
viding intelligent target selection for portable assets using
awareness ol temporary backup targets, under some embodi-
ments. Such a process provides access by assets to all
backups before that data 1s consolidated back to the PBT to
facilitate backup and restores when an asset physically
moves from a home environment where the PBT may be
located. As shown 1n process 950, and as described above
the system maintains a BLC for each asset and a CRC on
cach asset, 952. Backup data 1s then sent from the asset to
the PBT and one or more TBTs, 954. The TBT stores only
incremental data, while the PB'T will have a full and usually
most incremental backups, as the TBT 1s only used while an
asset 1s away from 1t “home™ location. The asset backup
soltware will then record the location of each backup 1n the
BLC and all changes to the assets’ filesystem 1n the CRC for
a respective TBT backup, 956. Data written to the BLC will
be transmitted to the PBT storage when a connection 1s
possible, 958. A copy of the CRC will also be maintained in
cach TBT or bucket for each backup written to a TBT, 960.

During backup operations, 962, data 1s written from asset
local storage to a PBT 804 or TBT, and TBT backups update
the local and BLC and CRC on the asset.

During restore operations 964, the backup software evalu-
ates (pulls together) all of the backup metadata from the PBT
and TBT backups and determine which data 1s to be pulled
from the PBT and which data should be pulled from a TBT
The PBT can access the data stored in TBT backups based
on the most recently transmitted BLC. This allows data
assets to have access to all backups including data on a TBT
before the data i1s consolidated back to the PBT so that
restores can operate on data before 1t has landed on the PBT.

In general, restores evaluate the metadata to determine
what data 1s needed, and only pull that data from the PBT
and/or TBT to restore the asset to the desired state as
specified 1n the backup console by the user (e.g., yesterday’s
data, last week’s data, etc.). The consolidation step 1s a
different process where data on the TB'Ts are moved to the
PBT.

In an embodiment, restore operations 964 can be mnitiated
from either backup console 806 or 814 on the asset 802 or
PBT 804, respectively. Either the local console or the PBT
console will be able to restore any retained version of any
file assuming connectivity to the PBT 804 and all TBTs (e.g.,
TBT 1, TBT 2). In the case of the PBT, the backups available
to restore will include the PBT data and the TBT backups
where the BLC 808 data was received. In the case of disaster
recovery, the PBT 804 will search all known TBTs and look
for backups that belong to the asset. The latest version of
cach file across the PBT and all found TB'Ts will be used to
create a new asset from all available backup data for the
“lost” asset. Likewise, the asset local console 806 will be
able to restore any retained version of any file assuming
connectivity to the PBT and all TBTs.

In order to perform a restore (from either console) system
will combine the oldest PBT backup records and the CRC
data from the TBT backups to present the user with backups
from all points 1n time, as limited only by the retention
policy for the asset. A synthetic catalog will be built using
the metadata from the PBT backup and the CRC records. For
cach chosen file, the system will determine the appropriate
data source (PBT or TBT) based upon the version chosen 1n




US 12,292,800 B2

15

the restore console. Restores of PBT versions of files can use
deduplication technology to efliciently retrieve only the
necessary data, while restores of TBT versions will require
a Tull file moves. This data egress event from a public cloud
provider will generally incur a cost. 5

Consolidation 1s the process of moving data from Tem-
porary Backup Targets to the Primary Backup Target. This
1s always done starting with the oldest TBT entry in the
catalog to the most recent. Consolidation of a TBT backup
involves moving the data from the TBT location to tempo- 10
rary storage on the asset and then running the normal PBT
backup so that 1t will reside 1n the PBT 1n 1ts native format
(e.g. DeDup). The temporary storage location will need to be
remapped to the “true” location of the data so that the
backup process can properly add this new data to asset’s 15
backups. In addition to processing the created and modified
files from a TBT, the CRC must be processed so that the
assets’ backup also correctly handle files that were moved or
deleted. When this consolidation 1s complete, the TBT
bucket can be deleted and the BLC can be updated so that 20
the oldest PBT entry date 1s updated and the oldest TBT ro
1s removed.

Restores from a TBT

As described above, embodiments of the data protection
system use temporary backup targets to hold backup data 25
when an asset stores some incremental backups on an
alternate backup target. In such systems, data 1s restored
only after 1t 1s consolidated to the primary backup target.
Further embodiments improve the system by allowing
restores Irom backup data that 1s stored 1n either (or both) the 30
primary and temporary backup targets, thus allowing
restores regardless of where the backup data resides.

As shown 1n FIG. 1, system 100 includes a processing
component 121 for executing data restores from temporary
backup targets. This process uses a file view of backup data. 35
Other views such as block-based and other formats are also
possible. Backup datasets can be stored 1n various diflerent
formats, such as object-based, block-based, file-based, or
other filetypes. Of these formats, file-based storage for a file
type hierarchy 1s usually preterred as this typically matches 40
the user view of a filesystem. For this embodiment, the
backup data files are broken up into chunks and each chunk
holds a portion of the file, which may be on the order of
20K-40K bytes 1n size depending on the chunking algorithm
and data. A hashing algorithm such as SHA-1 or SHA-256 45
will represent the data in a much smaller number of bytes
(typically less than 1% of the chunk size). There are two
types of hash records, one that contains the hash of each file
data chunk, and the other that represents a set of hashes.

A Merkle tree 1s used to hold the hashes for each file so 50
that data restore workilows (e.g., full restores, restoring a
file/directory to a prior state, etc.) are enabled while mini-
mizing the amount of storage required to hold the backup
data. In the case of a single backup target, each piece of data
1s held on the backup target. In an environment where 55
multiple backup targets are used, a backup target location
value 1s added to non-data chunk hash records and can be
used to 1dentily where any piece of backup data 1s located so
that restore operations can occur when the backup data 1s
spread across multiple backup targets. 60

FIG. 11 illustrates some example Merkle tree representa-
tions of different backups with no temporary backup target,
under some embodiments. The example Merkle tree 1102
represents a file backed up initially (for data chunks respec-
tively hashed as “Hash 1,” “Hash 2,” and “Hash 3) where 65
only a single backup target and no temporary backup target
1s used. It should be noted that for these figures, only the first
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three data chunk records are shown, however every low
level hash may represent a single data chunk or could be a
hash of multiple chunks (also known as a composite chunk).

FIG. 11 shows the evolution of the Merkle tree for the
case of a single file stored over three backups, each backup
adds additional data. As shown in FIG. 11, upon the first
backup (“Backup X”) of a number (N) of backups, the
Merkle tree 1102 contains three chunks of data represented
by hash 1, hash 2 and hash 3 respectively. The file 1tself 1s
represented by the top-level hash 4, which 1s the hash of
these three data chunk hashes.

Tree 1104 1llustrates a next backup (Backup X+1) as the
Merkle tree 1s extended to include data chunk 5 and data
chunk 6. Hash 7 1s the hash of these two new chunks and the
entire file 1s represented by hash 8, which 1s the hash of hash
4 and hash 7.

Tree 1106 1llustrates a subsequent backup (Backup X+2)
as the Merkle tree 1s changed to reflect that the data within
data chunk 6 1s modified and the file 1s extended to include
data chunk 10 and data chunk 11. Hash 9 now represents the
unchanged data from Backup X (hash 4) and Backup X+1
(hash 5). Hash 12 now represents the data from backup X+2
which 1s the modified data chunk 6 (data chunk 6') plus the
two new chunks. Finally, the entire file 1s represented by
hash 13, which 1s the hash of hash 9 and hash 12.

FIG. 12 15 a table 1202 illustrating a tabular composition
of the example Merkle trees of FIG. 11. As shown 1n FIG.
12, table 1202 contains entries for the Backup, Backup Root
Hash, Chunk Hashes, and Intermediate Hashes. This table
illustrates the case of Merkle tree representations without
any location identifier, such as may be the case when no
temporary backup target 1s used.

For embodiments in which one or more temporary backup
targets (IBTs) are used, and enhanced Merkle tree contain-
ing location information 1s used, and the table 1s modified
accordingly. FIG. 13 1llustrates a table 1302 for an enhanced
Merkle tree with location information, under some embodi-
ments. As shown 1 FIG. 13, in the case of multiple backup
targets, a catalog of target IDs and locations 1s maintained,
and table 1302 represents an example backup target table.

With respect to the example of FIG. 13, there will be a
small number (typically less than 32) backup targets per
asset, and ID 0 1s always assigned to be the primary backup
target. The backup URL, which denotes the network location
of the backup storage, 1s provided 1n a format specific to the
provider and repository store, and may be provided as any
appropriate uniform resource locator (URL) or similar
string.

In an embodiment, the temporary target restoration pro-
cess 121 adds a location value to each hash record except for
those that only refer to a data chunk. As non-chunk hashes
may reference data that resides on multiple backup targets,
the location ID 1s a bitmap which indicates all the backup
targets that hold the data for any non-data chunk hash. Each
bit 1n this location ID bitmap that 1s turned on corresponds
to the IDs 1n the backup target table 1302. For the example
of FIG. 13, a location ID value of 1 refers to the primary (1D
0) as bit O 1s turned on. This 1s always a reference to the
primary backup target. A location ID value of 4 (bit 2 1s on)
in this example refers to data held on the London temporary
backup target. A value of 5 would then indicate that some
data 1s on the Primary target and other data i1s 1n London.

FIG. 14 shows the evolution of the Merkle trees of FIG.
11 for the case of a single file stored over three backups for
an embodiment using multiple backup targets. With the
addition of multiple backup targets, the first level composite
hashes (one level up from the data hashes) must all come
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from the same backup target. This means that exactly 1 bit
will be turned on 1n the location mask (value of 1, 2, 4, 8 or
any other power of 2). This will enable the restore worktlow
to be optimized. As can be seen 1n FIG. 14, the creation of
composite hash 10 and the different composite hash 9 reflect
this requirement. Whereas, previously data hash 5 was
referenced 1 composite hash 9, using multiple backup
targets as shown 1n FIG. 11, composite hash 9 only points to
data hash 5 and the new hash 10 brings together the data
from backup X (stored on the primary) and X+1 (stored 1n
Virginia).

As shown 1n FIG. 14, each non-data chunk hash record
(e.g., “Hash 4”) will have a location indicator appended as
a ficld, 1401. When the underlying data resides on multiple
backup targets (e.g., hash 10 and hash 14 1n Merkle tree
1406), the location ID will have 1 bit turned on for every
backup target needed to access the data represented by a
hash. This can be seen by looking at the location ID value
for hash 10 and hash 14. During backup for assets that have
TBT enabled, the location ID identifies all of the backup
targets that are needed to reconstruct the related portion of
the file.

FIG. 15 15 a table 1502 that illustrates backup records for
multiple backup targets with attributes of the enhanced
Merkle tree after Backup X+2 of FIG. 14. As can be seen 1n
FIG. 15, for the second subsequent backup (Backup X+2),
the backup root hash 1s now 14 (as opposed to 13 1n table
1202), and 13 becomes an intermediate hash.

FIG. 16 1s a flowchart that illustrates a method of per-
forming backup and restores using location mformation for
temporary backup targets, under some embodiments. In
general, backup workflows operate nearly i1dentically to a
system where only a single backup target exists, except for
the addition of a location value and any needed extra hash
records being generated, step 1602 (and as shown in the
example of FIG. 15).

As shown 1n process 1600, the restore worktlow, however,
changes significantly in the case of temporary backup tar-
gets. A restore operation will begin by presenting all of the
backups available, 1604. As backups may be distributed
across multiple targets and some targets may not be acces-
sible for various reasons at any point 1n time, a list of
backups along with availability status can be shown. In order
to know which backups are available, the location value of
the backup root hash record i1s examined and the related
backup targets backup URL 1s checked, 1606. The backup
availability will be based on the location value 1n the backup
root hash record.

FIG. 17 1llustrates a table 1702 showing backup URLs
related to a backup, under some embodiments. As shown in
table 1702, certain values are provided for the fields: Backup
Root Hash, Location Value, and Backup URLs. Each backup
operation of the series of backups X to X+n, has a root hash
location value and corresponding backup URLs, as shown 1n
the example of FIG. 17. In order for a backup to be available,
the backup URL ifor all of the required locations must be
available.

During a restore, the hashes of the specific version of a file
are 1dentified, 1608. The lowest level, non-data hashes are a
hash of data chunk hashes that exist on a single backup
target. For these hash, the location value maps to exactly one
location ID.

A restore operation 1s then performed through the sub-
steps 1610:

1. Get the Data Chunk Hashes for a version of a file (Cv:

Chunks per Version)
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2. Compute/determine the Chunks that exist locally on the
asset (Cl)

3. Find list of Chunks that are missing on the asset by
computing (Cm=Cv-Cl)

4. Break up Cm by Backup Target ID (CmO0O, Cml, . . . )

using the Location Value

5. Retrieve the data from each Backup Target (e.g. —-Cm0O)

6. Construct the file using the retrieved data and any local

data as appropriate

In step 1612, a cost estimation 1s performed. If a restore
cost exceeds a preset threshold (e.g., $1.00), then the user
will be given a cost estimate and the option to cancel the
restore. The cost 1s computed using the number of chunks to
retrieve and an estimate of the transfer size which 1s approxi-
mately 22K bytes per chunk. Each chunk will cost one GET
plus the fee to transfer 22 KB. In the above example, the cost
per chunk is approximately $0.004 ($0.00400198) or
roughly 4 cents for 22 MB.

The data 1s then consolidated, 1615. When data 1s con-
solidated from a temporary backup target to the primary
backup target, the location value must be updated so that the
data chunk hash location ID 1s set to 1 (for ID 0) and all hash
records up the tree are modified appropriated. For example,
when Backup X+1 1s consolidated, the location ID in hash
7 and hash 8 are set to 1.

As described, embodiments of the temporary target
restore process provide a system that allows incremental
backup data to distributed across multiple backup targets.
The system further enables restore workflows of data dis-
tributed across multiple backup targets, and provides feed-
back to a user regarding the estimated cost to recover data.
System Implementation

Embodiments of the processes and techmques described
above can be mmplemented on any appropriate backup
system operating environment or file system, or network
server system. Such embodiments may include other or
alternative data structures or definitions as needed or appro-
priate.

The processes described herein may be implemented as
computer programs executed 1 a computer or networked
processing device and may be written 1n any appropriate
language using any appropriate software routines. For pur-
poses ol 1illustration, certain programming examples are
provided herein, but are not intended to limit any possible
embodiments of their respective processes.

The network of FIG. 1 may comprise any number of
individual client-server networks coupled over the Internet
or stmilar large-scale network or portion thereof. Each node
in the network(s) comprises a computing device capable of
executing software code to perform the processing steps
described herein. FIG. 8 shows a system block diagram of a
computer system used to execute one or more soltware
components of the present system described herein. The
computer system 1000 includes a monitor 1011, keyboard
1017, and mass storage devices 1020. Computer system
1005 further includes subsystems such as central processor
1010, system memory 1015, I/O controller 1021, display
adapter 1025, serial or universal serial bus (USB) port 1030,
network interface 1035, and speaker 1040. The system may
also be used with computer systems with additional or fewer
subsystems. For example, a computer system could include
more than one processor 1010 (1.e., a multiprocessor system)
or a system may include a cache memory.

Arrows such as 1045 represent the system bus architec-
ture ol computer system 1005. However, these arrows are
illustrative of any interconnection scheme serving to link the
subsystems. For example, speaker 1040 could be connected
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to the other subsystems through a port or have an internal
direct connection to central processor 1010. The processor
may include multiple processors or a multicore processor,
which may permit parallel processing of information. Com-
puter system 1000 1s just one example of a computer system
suitable for use with the present system. Other configura-
tions of subsystems suitable for use with the described
embodiments will be readily apparent to one of ordinary
skill 1n the art.

Computer software products may be written 1n any of
various suitable programming languages. The computer
software product may be an independent application with
data mput and data display modules. Alternatively, the
computer software products may be classes that may be
instantiated as distributed objects. The computer software
products may also be component software.

An operating system for the system 1005 may be one of
the Microsoit Windows®. family of systems (e.g., Windows
Server), Linux, Mac OS X, IRIX32, or IRIX64. Other
operating systems may be used. Microsolt Windows 1s a
trademark of Microsoit Corporation.

The computer may be connected to a network and may
interface to other computers using this network. The net-
work may be an intranet, internet, or the Internet, among
others. The network may be a wired network (e.g., using
copper), telephone network, packet network, an optical
network (e.g., using optical fiber), or a wireless network, or
any combination of these. For example, data and other
information may be passed between the computer and
components (or steps) of the system using a wireless net-

work using a protocol such as Wi-F1 (IEEE standards

802.11, 802.11a, 802.11b, 802.11e, 802.11g, 802.111,
802.11n, 802.11ac, and 802.11ad, among other examples),
near field communication (NFC), radio-frequency identifi-
cation (RFID), mobile or cellular wireless. For example,
signals from a computer may be transierred, at least 1n part,
wirelessly to components or other computers.

In an embodiment, with a web browser executing on a
computer workstation system, a user accesses a system on
the World Wide Web (WW W) through a network such as the
Internet. The web browser 1s used to download web pages or
other content in various formats including HTML, XML,
text, PDF, and postscript, and may be used to upload
information to other parts of the system. The web browser
may use uniform resource identifiers (URLs) to identify
resources on the web and hypertext transfer protocol
(HT'TP) 1n transferring files on the web.

For the sake of clarty, the processes and methods herein
have been illustrated with a specific flow, but it should be
understood that other sequences may be possible and that
some may be performed 1n parallel, without departing from
the spirit of the described embodiments. Additionally, steps
may be subdivided or combined. As disclosed herein, soft-
ware written 1n accordance certain embodiments may be
stored 1n some form of computer-readable medium, such as
memory or CD-ROM, or transmitted over a network, and
executed by a processor. More than one computer may be
used, such as by using multiple computers in a parallel or
load-sharing arrangement or distributing tasks across mul-
tiple computers such that, as a whole, they perform the
functions of the components 1dentified herein; 1.e., they take
the place of a single computer. Various functions described
above may be performed by a single process or groups of
processes, on a single computer or distributed over several
computers. Processes may invoke other processes to handle
certain tasks. A single storage device may be used, or several
may be used to take the place of a single storage device.
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Unless the context clearly requires otherwise, throughout
the description and the claims, the words “comprise,” “com-
prising,” and the like are to be construed 1n an inclusive
sense as opposed to an exclusive or exhaustive sense; that 1s
to say, 1n a sense of “including, but not limited to.” Words
using the singular or plural number also include the plural or
singular number respectively. Additionally, the words
“herein,” ‘“hereunder,” “above,” *“below,” and words of
similar import refer to this application as a whole and not to
any particular portions of this application. When the word
“or” 1s used 1n reference to a list of two or more i1tems, that
word covers all of the following interpretations of the word:
any of the 1items 1n the list, all of the 1items 1n the list and any
combination of the items 1n the list.

All references cited herein are intended to be incorporated
by reference. While one or more implementations have been
described by way of example and 1n terms of the specific
embodiments, 1t 1s to be understood that one or more
implementations are not limited to the disclosed embodi-
ments. To the contrary, 1t 1s itended to cover various
modifications and similar arrangements as would be appar-
ent to those skilled 1n the art. Therefore, the scope of the
appended claims should be accorded the broadest interpre-
tation so as to encompass all such modifications and similar

arrangements.

What 1s claimed 1s:
1. A computer-implemented method of restoring data
from one or more temporary backup targets, comprising:
accessing data of a plurality of files backed up 1n a series
of periodic backups, wherein each backup of the peri-
odic backups 1s referenced by a hash value that 1ndi-
cates a location of a temporary backup target of the one
or more temporary backup targets storing a respective
backup of the periodic backups;
examining and checking the location of the temporary
backup target, the checked location storing a specific
version of a file of the plurality of files;
identitying hashes of the specific version of the file for the
checked location;
performing a restore operation on data chunks referenced
by the i1dentified hashes, wherein some data chunks
may be stored locally on a primary backup target and
others may be retrieved from the temporary backup
target.
2. The method of claim 1 wherein the restore operation
COmprises:
obtaining the hashes of the data chunks;
computing hashes of locally stored data chunks;
accessing a list of missing data chunks;
breaking a missing data chunk by backup target ID;
retrieving the missing data chunk from the backup target
corresponding to the backup target ID; and
constructing the file to be restored using the retrieved and
locally stored data chunks.
3. The method of claim 1 further comprising;:
defining a cost threshold for the restore operation; and
determiming 1f the restore operation exceeds the cost
threshold, and 11 so, providing a user with an option to
cancel the restore operation, otherwise proceeding with
the restore operation, and wherein the cost threshold
computed by factoring a number of data chunks to
retrieve and an estimate of a transier size of the backup.
4. The method of claim 1 further comprising storing
hashes of each file of the plurality of files 1n a Merkle tree
1s used to enable data restore worktflows and minimizing an
amount of storage required to hold backup data.
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5. The method of claim 4 wherein a lowest level of the
Merkle tree comprises hashes of data chunks of the backup,
and higher levels of the Merkle tree contain hashes of
immediately lower levels of the Merkle tree.

6. The method of claim 5 further comprising adding a
backup target location value to non-data chunk hash records
in the higher levels to 1dentily where any piece of backup
data 1s located so that restore operations can occur when the
backup data 1s spread across multiple backup targets.

7. The method of claim 6 further comprising;:

consolidating data chunks from the temporary backup

target to the primary backup target;

updating the location of the consolidated data chunks; and

modilying remaining hash values 1n the Merkle tree for

the consolidation.

8. The method of claim 1 wherein the location informa-
tion comprises a Uniform Resource Locator (URL).

9. The method of claim 8 further comprising storing the
URL 1n a database associating the backup target location
with one of a primary or temporary backup target type and
corresponding location ID.

10. The method of claim 1 wherein the database further
stores cost information for read operations ifrom a corre-
sponding backup target and transfer costs from the corre-
sponding backup target for cost estimations of the restore
operation.

11. The method of claim 1 wherein each backup 1s
performed by a backup operation comprising:

selecting an optimum destination storage for mobile data

assets, comprising:

automatically determining a primary backup target to

send backup data of the data asset;

sending incremental backups of the data asset to the

primary storage target and the temporary backup tar-
gets based on movement of the data asset from one
geolocation to another geolocation;
first maintaining, 1n the data asset, a backup location
catalog (BLC) and a change record catalog (CRC);

second maintaining, in a temporary backup target, a copy
of the CRC for a backup written to the temporary
backup target;
updating the BLC and CRC 1n the data asset upon the
backup to the temporary backup target; and

combining, during a restore operation, data and metadata
of the backup from the primary backup target and the
temporary backup target, wherein the updating allows
the primary backup target to access the temporary
backup based on a most recent updated BLC.

12. The method of claam 1 wherein each backup 1is
performed by a backup operation comprising:

initiating a backup of the data to a backup system through

a backup agent;

automatically determining a storage target for the backup

agent to send the data;

automatically creating and destroying the temporary

backup targets in order to accommodate current backup
traflic levels and to provide optimal throughput of the
backup data to the storage target;

sending, from the backup agent, incremental backups of

the data asset to one or more temporary backup targets
based on movement of the data asset from one geolo-
cation to another geolocation; and

transferring the incremental backups from the one or more

temporary backup targets for consolidation and storage
on the storage target.

13. A computer-implemented method of backing up and
restoring data 1n a deduplication backup system, comprising;:
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imtiating a backup of a data asset to the backup system

through a backup agent;
automatically determining a storage target for the backup
agent to send backup data of the data asset;

automatically creating and destroying temporary backup
targets 1 order to accommodate current backup trathic
levels and to provide optimal throughput of the backup
data to the storage target, wherein each temporary
backup target 1s referenced by a umique locator ID;

sending, from the backup agent, incremental backups of
the data asset to one or more temporary backup targets
based on movement of the data asset from one geolo-
cation to another geolocation;

transterring the incremental backups from the one or more

temporary backup targets for consolidation and storage
on the storage target, wherein the backups comprise
data chunks referenced by respective hashes;

checking, upon a restore operation, the location of a

temporary backup target of the one or more temporary
backup targets, the checked location storing a specific
version of a file of the files;

identifying hashes of the specific version of the file for the

checked location; and

performing a restore sequence on data chunks referenced

by the 1dentified hashes.

14. The method of claim 13 further comprising storing
hashes of the data chunks 1n a Merkle tree 1s used to enable
data restore worktlows and minimizing an amount of storage
required to hold backup data.

15. The method of claim 14 wherein a lowest level of the
Merkle tree comprises hashes of data chunks of the backup,
and higher levels of the Merkle tree contain hashes of
immediately lower levels of the Merkle tree.

16. The method of claim 15 further comprising adding a
backup target location value to non-data chunk hash records
in the higher levels to 1dentily where any piece of backup
data 1s located so that restore operations can occur when the
backup data 1s spread across multiple backup targets.

17. The method of claim 13 wherein the restore sequence
COmMprises:

obtaining the hashes of the data chunks;

computing hashes of locally stored data chunks;

accessing a list of missing data chunks;

breaking a missing data chunk by backup target ID;

retrieving the missing data chunk from the backup target

corresponding to the backup target ID; and
constructing the file to be restored using the retrieved and
locally stored data chunks.

18. The method of claim 13 further comprising:

defining a cost threshold for the restore operation; and

determining 1f the restore operation exceeds the cost
threshold, and 11 so, providing a user with an option to
cancel the restore operation, otherwise proceeding with
the restore operation, and wherein the cost threshold
computed by factoring a number of data chunks to
retrieve and an estimate of a transier size of the backup.

19. The method of claim 18 further comprising:

consolidating data chunks from the temporary backup

target to the storage target;

updating the location of the consolidated data chunks; and

moditying remaining hash values 1n the Merkle tree for

the consolidation.

20. A non-transitory computer program product embodied
as a tangible media containing programming code which,
when executed by a processor, cause the processor to
perform a method of restoring data from one or more
temporary backup targets, comprising;:
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accessing data of files backed up 1n a series of periodic
backups, wherein each backup of the periodic backups
1s referenced by a hash value that indicates a location
of a temporary backup target of the one or more
temporary backup targets storing a respective backup 5
of the periodic backups;

examining and checking the location of the temporary
backup target, the checked location storing a specific
version of a file of the files;

identifying hashes of the specific version of the file for the 10
checked location;

performing a restore operation on data chunks referenced
by the i1dentified hashes, wherein some data chunks
may be stored locally on a primary backup target and
others may be retrieved from the temporary backup 15
target.
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