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1

SYSTEM AND METHOD FOR PREDICTING
FAILURE OF COMPONENTS USING
TEMPORAL SCOPING OF SENSOR DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. application Ser.
No. 16/231,160, filed Dec. 21, 2018 and entitled “System
and Method for Predicting Failure of Components using
Temporal Scoping of Sensor Data,” which claims priority to
U.S. Provisional Patent Application No. 62/623,713, filed on
Jan. 30, 2018 and entitled “Methods and Apparatus to
Predict Failure of Components using Temporal Scoping of
Sensor Data,” both of which are incorporated in their
entireties herein by reference.

FIELD OF THE INVENTION

Embodiments of the present invention(s) relate generally
to forecast congestion in electrical networks. In particular,
the present invention(s) relate to forecasting congestion in
clectrical networks by reducing complexity of the network
and utilizing historical data to create a model to forecast
congestion to enable proactive solutions.

DESCRIPTION OF RELATED ART

When an asset of an electrical network 1s overloaded, the
asset (and perhaps the network) 1s congested. A path (or a
collection of conductors) within the electrical network of a
power company 1s congested when one or multiple current-
carrying elements (e.g., conductors, transformers, AC lines,
and the like) are operationally carrying an amount of power
which exceeds a specific threshold, for a specific time-
period.

Upon detection of existing congestion on an electrical
network, transmission utilities typically undertake conges-
tion mitigation steps, as opposed to congestion forecasting,
and proactive congestion management or congestion avoid-
ance. Congestion control approaches are, at present, rarely
proactive, and utilities react to congestion using after-the-
fact mechanisms such as re-dispatch and controlling line
flows by using phase-shifting transformers. Utilities
approach unknown future congestion by simply oversizing
conductors which 1s not economical. Power companies do
not adopt proactive congestion management for many rea-
sons including;

1. stimulations require accurate internal and external net-
work models and wide-range of scenarios which are
rarely available, expensive to create, and computation-
ally expensive;

2. planning approaches using AC power tlow with Monte-
Carlo simulation adopt high dimensional models and
are computationally ineflicient, thus rendering them
inethicient for real-time congestion forecasting;

3. presence of renewable energy generation exacerbates
problem;

4. bottlenecks oiten exist on external network models and
acquisition of hyperlocal weather forecast information;
and/or

5. data-only approaches that use line-flow {forecasts
trained on only historical measurements are not accu-
rate due to overfitting on available features and the

absence of the capability to process network topology.

SUMMARY

An example nontransitory computer readable medium
comprises executable instructions, the executable instruc-
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tions being executable by one or more processors to perform
a method, the method comprising receiving first historical
data of a first time period and failure data of the first time
period, the historical data including sensor data from one or
more sensors of a renewable energy asset, the failure data
indicating at least one first failure associated with the
renewable energy asset during the first time period, 1denti-
tying at least some sensor data of the first historical data that
was or potentially was generated during the first failure
indicated by the failure data, removing the at least some
sensor data from the first historical data to create filtered
historical data, training a classification model using the
filtered historical data, the classification model indicating at
least one first classified state of the renewable energy asset
at a second period of time prior to the first failure indicated
by the failure data, applying the classification model to
second sensor data to identily a first potential failure state
based on the at least one first classified state, the second
sensor data being from the one or more sensors of the
renewable energy asset during a subsequent time period
alter the first time period, generating an alert if the first
potential failure state 1s i1dentified based on at least a first
subset of sensor signals generated during the subsequent
time period, and providing the alert.

The renewable energy asset may be a wind turbine or a
solar panel. The one classified state of the renewable energy
asset may be based on a subset of sensor readings generated
prior to the failure and not all of the sensor readings of the
first historical data generated prior to the failure. In some
embodiments, the second period of time 1s a desired number
of days before a predicted failure associated with the first
potential failure state. The alert may be provided at the
desired number of days.

In some embodiments, the method may further comprise
training a classification model using the filtered historical
data, the classification model indicating at least one second
classified state of the renewable energy asset at the second
period of time prior to a third failure indicated by the failure
data, applying the classification model to second sensor data
to 1dentily a second potential failure state based on the at
least one second classified state, the second sensor data
being from the one or more sensors of the renewable energy
asset during the subsequent time period after the first time
period, wherein the first potential failure state 1s associated
with a failure of a first component of the renewable energy
asset and the second potential failure state 1s associated with
a failure of a second component of the renewable energy
asset, and generating an alert 1f the second potential failure
state 1s 1dentified based on at least a second subset of sensor
signals generated during the subsequent time period, the first
subset of sensor signals not including at least one sensor
signal of the second subset of sensor signals.

In various embodiments, i1dentifying the at least some
sensor data of the first historical data that was or potentially
was generated during the first failure indicated by the failure
data comprises scanning at least some of the first historical
data and comparing at least some of the sensor data of the
first historical data to a failure threshold to 1dentify at least
some o1 the sensor data that was or potentially was generated
during the first failure. Identifying the at least some sensor
data of the first historical data that was or potentially was
generated during the first failure indicated by the failure data
may comprise 1dentifying an amount of downtime based on
the failure data, scanning at least some of the first historical
data, and comparing at least some of the sensor data of the
first historical data to a failure threshold to identify at least
some of the sensor data that was or potentially was generated
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during the first failure until the amount of sensor data
identified as failure or potentially as failure based on the
comparison 1s at least equal to the amount of downtime,
wherein removing the at least some sensor data comprises
removing the sensor data that was or potentially was gen-
crated during the first failure.

The method may further comprise generating a probabil-
ity score based on a probability of the second sensor data
fitting 1into the at least one classified state, wherein gener-
ating the alert comprises comparing the probability score to
a threshold score. Providing the alert may comprise provid-
ing a message indicating at least one component associated
with the second sensor data may potentially fail.

An example system may comprise at least one processor
and memory containing instructions, the instructions being
executable by the at least one processor to: receive first
historical data of a first time period and failure data of the
first time period, the historical data including sensor data
from one or more sensors ol a renewable energy asset, the
failure data indicating at least one first failure associated
with the renewable energy asset during the first time period,
identify at least some sensor data of the first historical data
that was or potentially was generated during the first failure
indicated by the failure data, remove the at least some sensor
data from the first historical data to create filtered historical
data, train a classification model using the filtered historical
data, the classification model indicating at least one first
classified state of the renewable energy asset at a second
period of time prior to the first failure indicated by the failure
data, apply the classification model to second sensor data to
identify a first potential failure state based on the at least one
first classified state, the second sensor data being from the
one or more sensors of the renewable energy asset during a
subsequent time period after the first time period, generate
an alert if the first potential failure state 1s identified based
on at least a first subset of sensor signals generated during
the subsequent time period, and provide the alert.

An example method may comprise receiving first histori-
cal data of a first time period and failure data of the first time
period, the historical data including sensor data from one or
more sensors of a renewable energy asset, the failure data
indicating at least one first failure associated with the
renewable energy asset during the first time period, 1denti-
tying at least some sensor data of the first historical data that
was or potentially was generated during the first failure
indicated by the failure data, removing the at least some
sensor data from the first historical data to create filtered
historical data, training a classification model using the
filtered historical data, the classification model indicating at
least one {first classified state of the renewable energy asset
at a second period of time prior to the first failure indicated
by the failure data, applying the classification model to
second sensor data to identily a first potential failure state
based on the at least one first classified state, the second
sensor data being from the one or more sensors of the
renewable energy asset during a subsequent time period
alter the first time period, generating an alert if the first
potential failure state 1s 1dentified based on at least a first
subset of sensor signals generated during the subsequent
time period, and providing the alert.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a block diagram of an example of an
clectrical network in some embodiments.
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FIG. 2 depicts components that often produce failures of
wind turbines and components that often produce failures in

solar panel generators.

FIG. 3 depicts a common problem of detecting possible
failure of one or more components of a wind farm.

FIG. 4 depicts traditional failure prediction approaches of
main shaft bearing failure in wind turbines as well as
challenges.

FIG. 5 characterizes problems and propose solutions 1n
some.

FIG. 6 1s a block diagram of a component failure predic-
tion system 1n some embodiments.

FIG. 7 describes an analytics driven approach that may be
utilized by the component failure prediction system 1n some
embodiments.

FIG. 7 describes an analytics driven approach that may be
utilized by the component failure prediction system 1n some
embodiments

FIG. 8 15 a flowchart for predicting failures and/or poten-
tial failures of renewable energy assets.

FIG. 9 1s one example of removing sensor data from
historical data associated with known or possible failure of
a renewable energy asset 1n some embodiments.

FIG. 10 1s another example of removing sensor data from
historical data associated with known or possible failure of
a renewable energy asset 1n some embodiments

FIG. 11 depicts analytic results including a case study
using some embodiments.

FIG. 12 depicts analytic results including a case study
using some embodiments.

FIG. 13 depicts a block diagram of an example computer
system server according to some embodiments.

DETAILED DESCRIPTION

In wind and solar generation industry, 1t may be crucial to
forecast component failures with lead time. Some embodi-
ments described herein utilize machine learning algorithms
to build a sophisticated forecasting model based on multi-
variate sensor data to forecast component failures. In various
embodiments, systems and methods described herein over-
come limitations of the prior art including scalability, pro-
active warnings, and computational efliciency while provid-
ing improved accuracy.

Historically, various operational anomalies and historical
failures, make model training diflicult leading to 1naccuracy
in modeling. Some embodiments focus on a foundational
method which define and scope mput data for a particular
type of failure forecasting problem. Based on input data,
such as a given set of sensor data, systems discussed herein
may predict a component failure with a desired lead time. In
various embodiments, the methods and systems disclosed
herein overcomes previously existing models that overly
weighted data at the time of failure 1n creating models which
leads to maccuracy and unpredictability. Systems and meth-
ods described herein may correct the problem generated by
the previous application of modeling and provides lead time
to enable corrective action to take place prior to failure.

FIG. 1 depicts a block diagram 100 of an example of an
clectrical network 100 1n some embodiments. FIG. 1
includes an electrical network 102, a component failure
prediction system 104, a power system 106, in communi-
cation over a communication network 108. The electrical
network 102 includes any number of transmission lines 110,
renewable energy sources 112, substations 114, and trans-
formers 116. The electrical network 102 may include any
number of electrical assets including protective assets (e.g.,
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relays or other circuits to protect one or more assets),
transmission assets (e.g., lines, or devices for delivering or
receiving power), and/or loads (e.g., residential houses,
commercial businesses, and/or the like).

Components of the electrical network 102 such as the
transmission line(s) 110, the renewable energy source(s)
112, substation(s) 114, and/or transiformer(s) 106 may inject
energy or power (or assist i the injection of energy or
power) 1nto the electrical network 102. Each component of
the electrical network 102 may be represented by any
number of nodes 1n a network representation of the electrical
network. Renewable energy sources 112 may include solar
panels, wind turbines, and/or other forms of so called “green
energy.” The electrical network 102 may include a wide
clectrical network grid (e.g., with 40,000 assets or more).

Each component of the electrical network 100 may rep-
resent one or more elements of their respective components.
For example, the transformer(s) 116, as shown 1n FIG. 1 may
represent any number of transformers which make up elec-
trical network 100.

In some embodiments, the congestion mitigation system
104 provides real-time congestion-forecasting on any num-
ber of path(s) (or path equivalents) of the electrical network
102 to the power system 106. The congestion mitigation
system 104 may 1dentify a bus, path, and/or combination of
assets of the electrical network 102 which have a significant
influence on congestion as a path of interest. In various
embodiments, the congestion mitigation system 104 may
compute power flow on the identified bus, path, and/or
combination of assets of the electrical network 102. The
congestion mitigation system 104 may compare the com-
puted power flow to thresholds (e.g., which may be pre-set
by the power system 106) to assist 1n forecasting conges-
tions.

In some embodiments, communication network 108 rep-
resents one or more computer networks (e.g., LAN, WAN,
and/or the like). Communication network 108 may provide
communication between any of the congestion mitigation
system 104, the power system 106, and/or the electrical
network 102. In some implementations, communication
network 108 comprises computer devices, routers, cables,
uses, and/or other network topologies. In some embodi-
ments, communication network 108 may be wired and/or
wireless. In various embodiments, communication network
108 may comprise the Internet, one or more networks that
may be public, private, IP-based, non-IP based, and so forth.

The component failure prediction system 104 may include
any number of digital devices configured to forecast com-
ponent failure of any number of components and/or genera-
tors (e.g., wind turbine or solar power generator) of the
renewable energy sources 112.

In various embodiments, the component failure prediction
system 104 may reduce computational burden of forecasting
fallure of any number of components and/or generators by
applying machine learning tools on historical data after the
historical data has been scoped to remove overfitting or
other overly weighting features.

Using scoped historical data of component and/or device
tailure to forecast failure, the component failure prediction

system 104 may forecast failure up through the next 3 hours,
6 hours, 8 hours, 12 hours, 16 hours, 20 hours, 24 hours, 28

hours, 32 hours, 36 hours, 40 hours, 44 hours, 48 hours, or
more. It will be appreciated that the system 1s not limited to
forecasting only the examples above, but may be any
amount of time.

The power system 106 may include any number of digital
devices configured to control distribution and/or transmis-
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sion of energy. The power system 106 may, in one example,
be controlled by a power company, utility, and/or the like. A
digital device 1s any device with at least one processor and
memory. Examples of systems, environments, and/or con-
figurations that may be suitable for use with system include,
but are not limited to, personal computer systems, server
computer systems, thin clients, thick clients, handheld or
laptop devices, multiprocessor systems, miCroprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputer systems, mainirame
computer systems, and distributed cloud computing envi-
ronments that include any of the above systems or devices,
and the like.

A computer system may be described in the general
context ol computer system executable instructions, such as
program modules, being executed by a computer system.
Generally, program modules may include routines, pro-
grams, objects, components, logic, data structures, and so on
that perform particular tasks or implement particular abstract
data types. A digital device, such as a computer system, 1s
turther described with regard to FIG. 13.

FIG. 2 depicts components that often produce failures of
wind turbines and components that often produce failures in
solar panel generators. Failures 1n wind turbines often occur
as a result of failures 1n a main bearing 202, gearbox 204,
generator 206, or anemometer 208. Failures in solar panel
generators often occur as a result of failures 1n an inverter
210, panel degradation 212, and an IGBT 214.

A wind turbine has many potential components of failure.
Diflerent sensors may provide diflerent readings for one or
more different components or combinations of components.
(Given the number of wind turbines 1n a wind farm, the
amount of data to be assessed may be untenable using prior
art methods. For example, data analytics systems of the prior
art do not scale, sensors provide too much data to be
assessed by the prior art systems, and there 1s a lack of
computational capacity 1n prior art systems to eflectively
assess data from wind farms in a time sensitive manner. As
a result, prior art systems are reactive to existing failures
rather than proactively providing reports or warnings of
potential future failure of one or more components.

For example, various embodiments regarding a wind
turbine described herein may 1dentily potential failure of a
main bearing 202, gearbox 204, generator 206, or anemom-
cter 208 of one or more wind turbines. Although many
bearings may be utilized in a wind turbine (e.g., yaw and
pitch bearings), the main shait and gearbox of the wind
turbine tend to be the most problematic. For example, a main
bearing 202 may fail due to high thrust load or may fail due
to madequate lubricant film generation. Trends 1n redesign
of a main shaft 202 and/or gearbox 204 of a single wind
turbine have been driven by unexpected failures in these
units. The unplanned replacement of main-shaft bearing 202
can cost operators up to $450,000 and have an obvious
impact on financial performance.

Gearbox 204 failures are one of the largest sources of
unplanned maintenance costs. Gearbox 204 failures can be
caused by design 1ssues, manufacturing defects, deficiencies
in the lubricant, excessive time at standstill, high loading,
and other reasons. There may be many different modes of
gearbox 204 failure and, as such, it may be important to
identify the type of failure mode 1n addressing the failure.
One mode 1s micropitting which occurs when lubricant film
between contacting surfaces 1n a gearbox 204 1s not thick
enough. Macropitting occurs when contact stress 1n a gear or
breaking exceeds the fatigue strength of the material. Bend-
ing fatigue a failure mode that affects gear teeth and axial
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cracking may occur in bearings of a gearbox; the cracks
develop 1n the axial direction, perpendicular to the direction
of rolling.

The generator 206 typically converts the wind energy to
clectrical energy. Failures often occur in bearings, stator,
rotor, or the like which can lead to inconsistent voltage to
total failure. Generator 206 failure may be dithicult to detect
as a result of 1nconsistent weather, lack of motion, and/or
partial failure of the anemometer 208.

The anemometer 208 uses moving parts as sensors.
Anemometers 208 oiten include “cups” for wind speed
measurements and a wind vane that uses a “vane tail” for
measuring vector change, or wind direction. Freezing
weather has caused the “cups” and “vane tail” to lock. If an
anemometer 208 under-reports wind speed because of a
partial failure, there 1s an increase in rotor acceleration that
indicates a large amount of wind energy 1s not converted into
clectrical engineering. Rolling resistance in an anemometer
208 bearings typically increase over time until they seize.
Further, 1t the anemometer 208 1s not accurate, the wind
turbine will not control blade pitch and rotor speed as
needed. Poor or inaccurate measurements by the anemom-
cter 208 will lead to incorrect adjustments and increased
fatigue.

Similarly, various embodiments regarding a solar panel
generator described herein may 1dentify potential failure of
a inverter 210, solar panel 212, and IGBT 214 1n one or more
solar panels of a solar farm.

A solar mverter 210 1s an electrical converter to convert
variable direct current from a photovoltaic solar panel 212
into a utility frequency alternating current that can be fed to
an electrical grid. Production loses are often attributable to
poor performance of mverters 210. Solar inventers 210 may
overheat (caused by weather, use, or failure of cooling
systems) which can reduce production. Moisture may cause
a short circuit which can cause complete or partial failure
(e.g., to a mmmum “required” 1solation level). Further,
tailure of the solar inverter 210 to restart after gird fault may
require manual restarting of the equipment.

The panel 212 refers to the solar or photovoltaic panel.
The photovoltaic panel 212 may degrade due to weather,
poor cleanming, thermal cycling, damp heat, humidity freez-
ing, and UV exposure. Thermal cycling can cause solder
bond failures and cracks. Damp heat has been associated
with delamination of encapsulants and corrosion of cells.
Humidity freezing can cause junction box adhesion to fail.
UV exposure contributes to discoloration and backsheet
degradation.

Solar iverters 210 often use insulated gate bipolar tran-
sistors (IGBT) 214 for conversion of solar panel 212 output
to AC voltage. Failures in the IGBT 214 can be caused by
fatigue, corrosion of metallizations, electromigration of met-
alizations, conductive filament formation, stress driven dit-
fusion voiding, and time dependent dielectric breakdown.

FIG. 3 depicts a common problem of detecting possible
tailure of one or more components of a wind farm. As shown
in FIG. 3, there may be any number of wind turbines 1n a
wind farm. Sensors of each wind turbine in a wind farm may
generate 1ts own data. As a result, there 1s a dump of
timeseries data which 1s overwhelming for prior art systems
and prior art methods of assessment. As illustrated, moni-
toring hundreds of assets with hundreds of sensor inputs 1s
time-consuming and overwhelming for operators to test.
Existing prior art systems receirve too much timeseries data
to be effectively assessed 1n a scalable and/or computation-
ally eflicient manner. As a result, there 1s a conservative and
or reactive response to component and wind turbine failure.
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In other words, action 1s typically taken well after failure 1s
detected or when failure 1s both immanent and unmistak-
able.

FIG. 4 depicts traditional failure prediction approaches of
main shait bearing failure 1 wind turbines as well as
challenges. In this example, main shaft bearing failure may
be caused by any number of components. For prior art
analysis, challenges include 1dentitying the correct mechani-
cal systems model and nominal operating modes of that
mechanical system model.

Prior art approaches may also fail due to incorrect sensor
data mapping. Mapping of sensor data may be based on
observability and take 1into account sensor dynamic range. In
this example of the main shaft bearing failure, sensor data
regarding temperature, noise, and/or vibration may be taken
into account. For example, the sensor data related to tem-
perature, noise, and/or vibration 1s observed against the
background of other sensor data readings, and the sensor
dynamic range of each individual sensor or combination of
sensors should be recogmzed.

Prior art systems often fail in tuning a failure detection
threshold for a sensor reading. Prior art systems typically
must 1dentily model specific parameters and site-specific
parameters. In this case the temperature sensor data may
indicate a high temperature warnming relative to some high
temperature threshold. The noise data may be utilized for
resonant frequency analysis to detect residents within a
component or device. The vibration data may be assessed to
determine excessive vibration relative to some vibration
threshold.

Further early indication of failures in temperature, noise,
vibration, or other failures, can be easily overlooked i1 1t’s
nominal operating mode 1s loosely defined by the prior art
system.

FIG. 5 characterizes problems and propose solutions in

some embodiments. The graph imn FIG. 5 depicts sensor
readings from multiple sensors over a period of time leading
up to failure. The time betore the failure 1s indicated as “lead
time.” One goal 1s to improve lead time such that alerts may
be 1ssued and/or actions taken to mitigate consequences of
failure or avoid failure prior to that failure occurring.
In this example, the three sensors with sensor readings
indicated 1n the graph are part of a generator of the wind
turbine. Each of the three sensors include an active power
sensor, a generator winding temperature sensor, and a rotor
speed sensor. It will be appreciated that there may be any
number of sensors provide any number of data. A subset of
sensor readings may indicate a failure while the other
sensors may not provide data related to the failure. As a
result, 1n some embodiments, systems and methods
described herein may identily subsets of sensor readings
(from a much larger set of sensor readings) that identify
possible failure conditions.

Some embodiments of systems and methods described
herein address a problem of providing warnings a possible
fallure data before a minimum lead time given a list of
historical component failures and readings from sensors of
a number of renewable energy devices (e.g., wind turbines
of a wind farm and or solar panel generators of a solar farm).
Those systems and methods described herein may identify a
list of latent variables, and a set of timeseries features and
may maximize (or improve) failure detection accuracy.

In some embodiments, systems and methods described
herein may choose relevant SCADA (supervisory control
and data acquisition) tags for one or more relevant compo-
nents. The systems may extract timeseries features and
preset process multivariate mputs. Based on all or some of
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the foregoing, the system may learn rules (e.g., algorithms)
to predict failure of components.

Failure of systems and/or components after a gradual
degradation of one or more components may be very dithi-
cult to detect. Given time, historical data may normalize to
the degraded performance of those components thereby
making detection of ultimate failure more diflicult. Further,
in the prior art systems, overwhelming amounts of data from
any number of components from any number of devices of
a wind or solar farm may make gradual changes 1n perfor-
mance or sensor readings diflicult to detect. In some embodi-
ments, systems and methods described herein may proac-
tively predict failure of components or systems that have
gradual degradation.

In various embodiments, systems and methods described
herein may receive sensor information from active power
sensors, generator winding temperature sensors, and rotor
speed sensor, apply deep learning for anomaly detection,
mine latent variables from the data after deep learning, and
apply supervised learning to the results to generate a model
for future systems. Example systems are discussed herein.

FIG. 6 1s a block diagram of a component failure predic-
tion system 104 1 some embodiments. The component
tallure prediction system 104 may predict a component
tallure ahead of the actual failure. The component failure
production system 104 may, in some embodiments, apply a
multi-vanate anomaly detection algorithm to sensors that are
monitoring operating conditions of any number of renew-
able assets (e.g., wind turbines and or solar generators). The
component failure production system 104 may remove data
associated with a past, actual failure of the system (e.g. of
any number of components and or devices), therefore high-
lighting subtle anomalies from normal operational condi-
tions that lead to actual failures.

The component failure production system 104 may {ine-
tune the model by applying dimensionality reduction tech-
niques to remove noise from 1irrelevant sensor data (e.g.,
apply principal component analysis to generate a model
using linearly uncorrelated data and/or features from the
data). For example, the component failure production sys-
tem 104 may utilize factor analysis to identily the 1mpor-
tance of features within the data. The component failure
production system 104 may also utilize or more weighting
vectors to highlight a portion or subset of sensor data that
has high impact on the failure.

In some embodiments, the component failure production
system 104 may further scope the time series data by
removing sensor data from the actual failure time period. In
vartous embodiments, the component failure production
system 104 may optionally utilize curated data features to
improve the accuracy of detection. Gearbox failure detec-
tion, for example, may utilize temperature rise 1n the gear-
box with regards to power generation, reactive power, and
ambient temperature.

The component failure production system 104 may utilize
a set of classification algorithms based on features that are
fed from the raw sensor data, dernived features, anomaly
score, and fault score. The fault score can be computed
based on the dimensionality reduction technique such as
PCA and ICA. The Anomaly score can be computed based
on multi-variate anomaly detection.

FI1G. 7 describes an analytics driven approach that may be
utilized by the component failure prediction system 104 in
some embodiments. In some embodiments, the component
tailure prediction system 104 may receive historical data
regarding renewable energy sources (e.g., wind turbines,
solar panels, wind farms, solar farms, electrical grants,

10

15

20

25

30

35

40

45

50

55

60

65

10

and/or the like). The component failure prediction system
104 may break down the data in order to 1dentily important
features and remove noise of past failures that may 1impact
model building. The historical data may be curated to further
identily important features and remove noise. The compo-
nent failure prediction system 104 may further identify
labels or categories for machine learming. It will be appre-
ciated that component failure prediction system 104 may, 1n
some embodiments, 1dentify labels for machine learning
with or without data generation from other sources.

The component failure prediction system 104 may receive
sensor data regarding any number of components from any
number of devices, such as wind turbines from a wind farm.
The multivariate timeseries data in combination with the
labels or categories for machine learning, may assist for
deep learning, latent variable mining, multivariate anomaly
detection to assist and provide insights for component
failure indication. These insights, which may predict upcom-
ing failures, may eflectively enable responses to upcoming
tailures with suflicient lead time before failure impacts other
components ol energy generation.

It will be appreciated that 1identifying upcoming failures
for any number of components and renewable energy gen-
eration may become increasingly important as sources of
energy migrate to renewable energy. Failure of one or more
components may impact the grid significantly, and as a result
may put the electrical grid, or the legacy components of the
clectrical grid, either under burden or cause them to fail
completely. Further, failures of the electrical grid and/or
failures of renewable energy sources may threaten loss of
property, business, or life particularly at times where energy
1s critical (e.g., hospital systems, severe weather conditions
such as heat waves, blizzards, or hurricanes, care for the
sick, care for the elderly, and/or care of the young).

The component failure prediction system 104 may com-
prise the communication module 602, an anomaly based
scoping module 604, a factor analysis based scoping module
606, a traiming data preparation module 608, a model
training module 610, a model scoring module 612, an
evaluation module 614, and a report and alert generation
module 616. The component failure prediction system 104
may further comprise data storage 618.

The communication module 602 may be configured to
transmit and receive data between two or more modules 1n
component failure prediction system 104. In some embodi-
ments, the communication module 602 i1s configured to
receive information regarding assets of the electrical net-
work 102 (e.g., from the power system 106, sensors within
components of the electrical network 102 such as the
renewable energy sources 112, third-party systems such as
government entities, other utilities, and/or the like).

The communication module 602 may be configured to
receive historical data regarding electrical assets either 1ndi-
vidually or 1n combination (e.g., wind turbines, solar panels,
windfarms, solar farms, components of devices, components
of wind turbines, components of solar panels, substations
114, transformers 116, and/or transmission lines 110). The
communication module 602 may further receive sensor data
from one or more sensors ol any number of electrical assets
such as those described above.

The anomaly based scoping module 604 may receive
historical data including sensor data from any number of
sensors of renewable energy assets. The sensor data may be
from any number of sensors over a predetermined period of
time. In some embodiments, the anomaly based scoping
module 604 normalizes and extracts derived features from
that sensor data. In one example, such features may include
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a ratio between active power and windspeed measurement or
temperature difference between a control room and ambient
temperatures.

The anomaly based scoping module 604 may receive any
amount of historical data regarding any number of wind
turbines and/or wind turbine farms. In one example, the
historical data may include sensor data from any number of
wind turbines 1n a wind farm over a length of time (e.g., over
one vyear). In another example historical data may include
sensor data from any number of wind turbines any number
of windfarms over different lengths of time.

The sensor data may be from any number of sensor
including sensors that measure diflerent conditions. For
example, the sensor data may include data from main
bearing sensors, generator sensors, vibration sensors,
anemometer sensors, and the like.

The anomaly based scoping module 604 may remove
anomaly data points from a list of prior failure events during
the time to perform 1st level data scoping. For example, the
anomaly based scoping module 604 may receive historical
data including sensor data of a wind farm that extends
through a first time period as well as failure data that
indicates failures within the wind farm within that first time
period. In some embodiments, 1f the failure data indicates
the type of failure, time of failure, and the specific turbine(s)
and/or type of failures, the anomaly based scoping module
604 may remove the historical data of that failure from the
historical data. For example, the anomaly based scoping
module 604 may remove sensor data from the historical data
of sensors linked to the failure (e.g., of the failing wind
turbine and/or failing components of the wind turbine) from
the time the failure was detected through to the time that
tailure correction was determined or detected.

The anomaly based scoping module 604 may subse-
quently rerun the multivariate anomaly model to set a
second layer baseline to perform primary unsupervised
learning. The anomaly based scoping module 604 may
subsequently store multivariate timeseries data along with
anomaly status for a predetermined period of the time when
fallures are excluded. The anomaly based scoping module
604 may store the multivanate timeseries data within the
data storage 618.

In various embodiments, the anomaly based scoping
module 604 may generate different models for different
types of failures.

The anomaly based scoping module 604 may train a
multivariate anomaly model (e.g., such as an 1solation forest
or random forest) to set a baseline for nitial unsupervised
learning.

The factor analysis based scoping module 606 may run a
factor analysis of a combination of previous features to
extract secondary data. The factor analysis based scoping
module 606 can identily the top factors (e.g., most signifi-
cant factors relative to other factors) that contribute into the
historical failure of data. As a result, the factor analysis
based scoping module 606 may create a weighting vector for
high importance for particular modes of failures. The factor
analysis based scoping module 606 may perform initial
scoping of sensor variable values by applying the weight
vector.

The factor analysis based scoping module 606 may apply
the weighting vector on some input sensor data of the
historical data. The anomaly based scoping module 604 may
exclude the time period from the list of actual failure data for
primary scoping of the data.

The training data preparation module 608 may bwld a
predictive model based on the second layer baseline from
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the anomaly based scoping module 604 and the primary
scoping ol data from the factor analysis based scoping
module 606. In some embodiments traiming data 1s prepared
as a tuple of anomaly score timeseries, fault score time-
series, an indicator variable showing particular mode of fault
that occurred 1n the desired time period (e.g., 45 day lead
time).

The model training module 610 may utilize classification
algorithms for model traiming. The classifications may
include for example SVM, DeeplLearning (such as CNN or
CHAID). The training model input may include balanced
input such as, for example, scoped anomaly time series,
scoped weighted sensor timeseries, and failure indications.
In some embodiments the timeseries data 1s a matrix where
the start time the end time of the timeseries include maxi-
mum lead time, mimmum lead time, and per desired time
horizon (e.g., 45 days to 10 days before an event).

In some embodiments, the balanced input may require a
minimum of failure history (e.g., 20%) which can be copied
by subsampling the non-failure history and by boosting the
failure history data (e.g., sliding window for the failure
history data).

The model scoring module 612 may provide a probability
of failure within the predefined lead time interval using the
second layer baseline from the anomaly based scoping
module 604, the primary scoping of data from the factor
analysis based scoping module 606, and inputting the tuple
ol scoped anomaly timeseries, scoped weighted timeseries,
and failure indication.

The model scoring module 612 may provide a probability
failure within the predefined lead time interval.

Further computation of the failure can be accomplished
by counting down the time from the first date of the failure
prediction.

The evaluation module 614 may be configured to apply a
model generated by the model training module 610 to sensor
data recerved from the same wind turbine or renewable asset
equipment that was used to produce the sensor data of the
previous received historical data. In various embodiments,
the evaluation module 614 may compare new sensor data to
classified and/or categorized states identified by the model
of the model traiming module 610 to identify when sensor
data indicates a failure state or a state associated with
potential failure 1s reached. In some embodiments, the
evaluation module 614 may score the likelihood or confi-
dence of such estate being reached. The evaluation module
614 may compare the confidence or score against a threshold
in order to trigger an alert or report. In another example, the
evaluation module 614 may compare the fit of sensor data to
a Tailure state or state associate with potential failure that has
been 1dentified by the model of the model training module
610 1n order to trigger or not trigger an alert or report.
Further examples are discussed regarding FIG. 8.

It will be appreciated that there may be different catego-
rized states i1dentified during model training. Each catego-
rized state may be associated with a diflerent type of failure
including mode of failure, component of failure, and/or the
like.

The report and alert generation module 616 may generate
an alert based on the evaluation of the evaluation module
614. An alert may be a message indicating a failure or type
of failure as well as the specific renewable energy asset (e.g.,
wind turbine or solar panel) that may be at risk of failure.
Since the state identified by the model 1s a state that 1s 1n
advance of a potential failure, the alert should be triggered
in advance of the potential failure such that corrective action
may take place. In some embodiments, different alerts may

of
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be generated based on diflerent possible failure and or
different failure states. For example, some failure states may
be more serious than others, as such more alerts and/or
additional detailed alerts may be provided to a larger number
of digital devices (e.g., cell phones, operators, utility com-
panies, service computers, or the like) depending on the
seriousness, significance, and/or imminence of failure.

In some embodiments, the report and alert generation
module 616 may generate a report indicating any number of
potential failures, the probability of such failure, and the
justification or reasoning based on the model and the {it of
previously 1dentified states associated with future failure of
components.

The data storage 618 may be any type of data storage
including tables databases or the like. The data store 618
may store models, historical data, current sensor data, states
indicating possible future failure, alerts, reports, and/or the
like.

A module may be hardware (e.g., circuitry and/or pro-
grammable chip), software, or a combination of hardware
and software.

FI1G. 8 1s a flowchart for predicting failures and/or poten-
tial failures of renewable energy assets. In the example of
FIG. 8, prediction failures and/or potential failures of wind
turbines 1s discussed. In step 802, the anomaly based scop-
ing module 604 performs anomaly based scoping on his-
torical data regarding a wind farm. For example, the
anomaly based scoping module 604 may receive historical
data including sensor data from any number of sensors of
any number of wind turbines in the wind farm over a first
period of time. Subsequently, the anomaly based scoping
module 604 may filter out sensor data generated during a
known failure or generated during a statistical likelihood of
tailure.

In some embodiments, the anomaly based scoping mod-
ule 604 may receive historical data generated by sensors
during the first period of time and failure data indicating
tailures during that first period of time. The historical data
may include sensor data regarding any number of compo-
nents of any number of wind turbines. The historical data
may be received from any number of sources including, for
example, an operator of a wind farm, utility, manufacturer,
surface provider, or the like. Similarly, the failure data may
be received from any number of sources including, for
example, an operator of a wind farm, utility, manufacturer,
surface provider, or the like. All or some of the historical
data may be from the same sources or different sources that
provide the failure data. In some embodiments, all or some
of the sensor data of the historical data may be receive from
any number of sensors and/or a sensor aggregator.

The failure data may include different data indicating
fallure. In some embodiments, the failure data may only
include a percentage of downtime during the first period of
time of one or more wind turbines. In other embodiments,
the failure data may include additional information or dii-
ferent information including, for example, indications when
specific wind turbines failed and/or the type of component
that failed (e.g., generator failure).

If the failure data indicates the time of failure and the
specific wind turbines( ) that failed but not the type of failure
(e.g., a type of failure condition or specific component that
tailed), the anomaly based scoping module 604 may remove
and/or {filter sensor data generated by sensors of that par-
ticular specific wind turbine during the period of the
detected failure. If the failure data indicates the time of
tailure, the specific wind turbine(s) that failed, and the type
of failure, the anomaly based scoping module 604 may
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remove and/or filter sensor data generated by sensors related
to that specific type of failure (e.g., generator sensor data
during a time of a generator fault of a particular wind
turbine) of the particular specific wind turbine during the
period of the detected failure. Additionally, 1n some embodi-
ments, the anomaly based scoping module 604 may remove
and/or filter sensor data generated by sensors of components
that may be impacted by the failure (e.g., vibration sensor
data may be removed if the wind turbine blades stopped
moving due to a bearing failure).

In various embodiments, the failure data only indicates a
percentage or amount of downtime of the wind farm and/or
any number of wind turbines during the first period of time
of the historical data. The anomaly based scoping module
604 may review the data for sensor data indicating failures
and possible failures. The anomaly based scoping module
604 may i1dentify the strongest sensor data indicating failures
of components and/or turbines 1n the historical data. In one
example, the anomaly based scoping module 604 may
compare different sensor data of different components to
different component thresholds (e.g., data from generator
sensors 1s compared against a generator failure threshold to
determine failure).

In some embodiments, the anomaly based scoping mod-
ule 604 tracks an amount of time where failure (e.g., failure
or potential failure) 1s detected in the sensor data of the
historical period. If the amount of time where failure 1s
detected 1n the sensor data of the historical period 1s equal
to the amount of time/percentage of time 1dentified in the
failure data, then the anomaly based scoping module 604
may remove that particular sensor data from the historical
data. If the amount of time where failure (e.g., failure or
potential failure) 1s detected in the sensor data 1s more than
the amount of time/percentage of time 1dentified in the
failure data, then the anomaly based scoping module 604
may remove, from the historical data, sensor data that
includes the strongest indications of failure relative to the
other sensor data until the amount of time or percentage of
amount of time of the first period of time 1s satisfied. If the
amount of time where failure (e.g., failure or potential
failure) 1s detected 1n the sensor data 1s less than the amount
of time/percentage of time 1dentified in the failure data, then
the anomaly based scoping module 604 may 1dentify addi-
tional sensor data from the historical data (e.g., compare
against higher thresholds) to remove until the amount of
time or percentage of amount of time of the first period of
time 1s satisfied.

It will be appreciated that additional sensor data may be
removed from the historical data for any reason. For
example, the anomaly based scoping module 604 may
remove additional sensor data immediately before and/or
after failure. In some embodiments, the anomaly based
scoping module 604 removes a predetermined amount of
sensor data immediately before and/or after a detected
faillure when 1t 1s unknown when the failure specifically
began and/or ended. In various embodiments, the anomaly
based scoping module 604 removes a predetermined amount
of sensor data immediately before and/or after a detected
failure to remove data that may unduly influence the analy-
s1s. In one example, the anomaly based scoping module 604
removes 10 seconds of sensor data before and/or after a
failure (e.g., 10 seconds of generator sensor data before
and/or after a generator failure 1s detected).

In various embodiments, the anomaly based scoping
module 604 generates filtered historical data after removing,
sensor data from the originally received (e.g., nitial) his-
torical data.
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It will be appreciated that the anomaly based scoping
module 604 may filter out different information depending
on the failure data received. As such, the anomaly based
scoping module 604 may filter out different data from
different sets of historical time periods based on the different
sets of failure data.

FIG. 9 1s one example of removing sensor data from
historical data associated with known or possible failure of
a renewable energy asset in some embodiments. As dis-
cussed herein, 1 step 902, the anomaly based scoping
module 604 receives sensor data (e.g., multivariate data)
from equipment during a first time period. In step 904, the
anomaly based scoping module 604 and/or the factor analy-
s1s based scoping module 606 may optionally normalize
and/or extract derived features from the received sensor
data. In step 906, the factor analysis based scoping module
606 may train a multi-vanate anomaly model to set a
baseline. In various embodiments, the anomaly based scop-
ing module 604 recerves failure data and uses the failure data
to set the baseline in order to identify sensor data at the time
of known or possible failure. In step 908, the anomaly based
scoping module 604 may remove anomaly data points (e.g.,
sensor data generated during failure) from list of prior
tailure events during time period.

Optionally, 1n step 910, the anomaly based scoping mod-
ule 604 may re-run multi-variate anomaly model to set a
second baseline. In step 912, the anomaly based scoping
module 604 may optionally store multi-vanate time-series
data along with anomaly status for period when known or
possible failures are excluded.

FIG. 10 1s another example of removing sensor data from
historical data associated with known or possible failure of
a renewable energy asset in some embodiments. As dis-
cussed herein, 1 step 1002, the anomaly based scoping
module 604 and/or the factor analysis based scoping module
606 may optionally run factor analysis of combination of
previous features to extract secondary data. In step 1004, the
anomaly based scoping module 604 may identify top factors
contributing to the historical failure data (e.g., failures or
potential failures 1dentified 1n the failure data). In step 1006,
the anomaly based scoping module 604 may create a weight-
ing factor for high importance for particular modes of
tallures to 1dentify particularly relevant or significant fail-
ures and/or modes of failures. In step 1008, the anomaly
based scoping module 604 may apply weighting vector on
received sensor data from the historical data. In step 1010,
the anomaly based scoping module 604 excludes (e.g.,
removes) time series data from list of actual failures or
potential failures (e.g., from the failure data).

In step 804, the factor analysis based scoping module 606
may optionally perform factor analysis based scoping on the
filtered historical data from the anomaly based scoping
module 604. As discussed herein, the factor analysis based
scoping module 606 may run a factor analysis of a combi-
nation of previous features to extract secondary data. The
factor analysis based scoping module 606 may identity the
top factors (e.g., most significant factors relative to other
factors) that contribute to the failure indicated 1n the failure
data. As a result, the factor analysis based scoping module
606 may create a weighting vector for high importance for
particular modes of failures. The factor analysis based
scoping module 606 may perform 1nitial scoping of sensor
variable values by applying the weight vector.

The factor analysis based scoping module 606 may apply
the weighting vector on some sensor data of the filtered
historical data. In various embodiments, the factor analysis
based scoping module 606 may apply component analysis
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(e.g., principal component analysis), sample variance, or the
like. The factor analysis based scoping module 606 may
apply mean value clustering. In some embodiments, the
factor analysis based scoping module 606 may assess data
from a vibration sensor to determine zero crossing data and
aggregate the information over time. The factor analysis
based scoping module 606 may identily components/fea-
tures of the data using diflerent methods for different data of
different sensors.

In step 806, the traiming data preparation module 608 may
optionally build a predictive model based on the second
layer baseline from the anomaly based scoping module 604
and the primary scoping of data from the factor analysis
based scoping module 606. In some embodiments training
data 1s prepared as a tuple of anomaly score timeseries, fault
score timeseries, an indicator variable showing particular
mode of fault that occurred 1n the desired time period (e.g.,
45 day lead time).

In step 808, the model training module 610 may utilize
classification algorithms for model training. The classifica-
tions may include for example SVM, DeeplLearning (such as
CNN or CHAID). The training model mput may include
balanced 1nput such as, for example, scoped anomaly time
series, scoped weighted sensor timeseries, and failure 1indi-
cations. In some embodiments the timeseries data 1s a matrix
where the start time the end time of the timeseries include
maximum lead time, minimum lead time, and per desired
time horizon (e.g., 45 days to 10 days belfore an event). In
various embodiments, model training module 610 utilizes a
random forest or 1solation forest to classity different sensor
data of the filtered historical data (e.g., the historical data
without the sensor data at the time of failures that was
previously removed).

In some embodiments, the model training module 610
may utilize the random forest or 1solation forest to classily
or categorize a state associated with an identified failure
from the failure data. Different states may be associated with
different failures. In some embodiments, the model training
module 610 classifies or categorizes states (e.g., one or more
sensor data readings) at a time (e.g., predetermined or
undetermined time) before a known failure. The classified
state may indicate a combination of features and/or sensor
readings that signal an upcoming failure or a possible
upcoming failure. Different classified states may include
different features, different combination of features, sensors,
and/or sensor readings based on the type of failure (e.g., the
component that 1s failing) and/or how the component is
failing.

In step 810, the model scoring module 612 may provide
a probability of failure within the predefined lead time
interval (e.g., a state of sensor readings at a time before a
potential failure as discussed regarding the model traiming
module 610). In various embodiments, a distribution may be
generated based on the fit of one or more sensor readings
(c.g., the sensor data from one or more sensors) to the state
identified by the model training module. This may generate
a function to be applied to later data.

In step 812, the evaluation module 614 may receive new
sensor data after the models have been trained. The evalu-
ation module 614 may assess all or some of the new sensor
data using any number of the models generated by the model
training module 610 to determine 11 a state 1s present.

In some embodiments, the evaluation module 614 and/or
the model scoring module 612 may apply the scoring
function to determine a degree of fit or confidence of {it
and/or a likelihood of the failure based on the state of the
sensor readings.
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Based on a comparison of the state with a threshold and/or
a score with a threshold, the report and alert generation
module 616 may generate an alert. The alert may be a
message or other signal that may indicate the type of failure
that may occur, the wind turbine associated with the failure,
the lead time before the expected failure, and/or any other
information.

In step 616, the report and alert generation module 616
may generate a report indicating any number of possible
tailures, scores indicating likelithood of failure or confidence
ol sensor data fit to a previously identified state, and/or the
like.

It will be appreciated that the model may be periodically
updated. For example a predetermined intervals and/or
times, updated historical data failure data may be received or
previously received data may be used to retrain existing
models or create new models. In one example, an older
subset of previously received historical data may be
removed and replaced with recently received sensor data.
Some data associated with known failures (e.g., from new
fallure data) may be removed, new data features may be
optionally re-identified, and states re-identified so that new
models may be created with new categories to apply to new
data.

Although these examples are directed to renewable
energy assets, such as wind turbines and solar panel energy
generators, 1t will be appreciated that any systems and
methods used herein may be applied to any energy assets,
renewable energy assets, or any hardware systems that
generate data associated with performance over a period of
time.

FIG. 11 depicts analytic results including a case study
using some embodiments. The generator alignment 1ssue in
graph 1102 depicts raw data of a non-severe case. The Y axis
of graph 1102 1s 1n temperature (C) and the X axis 1s over
time (e.g., March 2015-March 2016). The graph includes
sensor readings of temperatures of three different windings
as well as outdoor temperature (the outdoor temperature 1s
consistently below 40° C.). Graph 1104 1s a generator
anomaly index (e.g., generated by the report 1n alert gen-
eration module 316) with an X axis indicating a percentage
of generator anomaly index and a Y axis of time (e.g.,
March, 2015-March, 2016). In this example, there 1s an early
indication of failure on May 2 and the generator alignment
problem 1s fixed on Oct. 9, 2015 prior to failure. Note that
during the failure, There 1s not a high value for the anomaly
index showing that the component failure prediction system
104 1s forecasting as opposed to detecting an existing
condition.

FIG. 12 depicts analytic results including a case study
using some embodiments. The main bearing failure 1ssue in
graph 1202 depicts raw data of a severe case. The Y axis of
graph 1202 1s in temperature (C) and the X axis 1s over time
(e.g., February 2015-June 2015). The graph 1202 includes
sensor readings of temperatures of generator drive and
temperature, generator nondriving temperature, gearbox
high-speed shaft Drive temperature, gearbox high-speed
shaft nondriving temperature, and outdoor temperature. In
graph 1202, the outdoor temperature 1s below 40° C. Graph
1204 1s a main bearing anomaly index (e.g., generated by the
report 1 alert generation module 316) with an X axis
indicating a percentage of main bearing warning index and
a Y axis of time (e.g., February 2015-June 2015). In this
example, there 1s an early indication of failure on May 20
and the main bearing failure on Jun. 9, 2015. A clear
detection of the main bearing failure 1s shown 1n FIG. 1204
while the raw SCADA data fails to show the indication.
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FIG. 13 depicts a block diagram of an example computer
system server 1300 according to some embodiments. Com-
puter system server 1300 1s shown in the form of a general-
purpose computing device. Computer system server 1300
includes processor 1302, RAM 1304, communication inter-
face 1306, input/output device 1308, storage 1310, and a
system bus 1312 that couples various system components
including storage 1310 to processor 1302.

System bus 1312 represents one or more of any of several
types of bus structures, including a memory bus or memory
controller, a peripheral bus, an accelerated graphics port, and
a processor or local bus using any of a variety of bus
architectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnect
(PCI) bus.

Computer system server 1300 typically includes a variety
of computer system readable media. Such media may be any
available media that 1s accessible by congestion mitigation
system 1304 and it includes both volatile and nonvolatile
media, removable and non-removable media.

In some embodiments, processor 1302 1s configured to
execute executable instructions (e.g., programs). In some
embodiments, the processor 1004 comprises circuitry or any
processor capable of processing the executable instructions.

In some embodiments, RAM 1304 stores data. In various
embodiments, working data 1s stored within RAM 1306. The
data within RAM 1306 may be cleared or ultimately trans-
ferred to storage 1310.

In some embodiments, communication interface 1306 1s
coupled to a network via communication interface 1306.
Such communication can occur via Input/Output (1/0O)
device 1308. Still yet, congestion mitigation system 1304
can communicate with one or more networks such as a local
area network (LLAN), a general wide area network (WAN),
and/or a public network (e.g., the Internet).

In some embodiments, mput/output device 1308 1s any
device that mputs data (e.g., mouse, keyboard, stylus) or
outputs data (e.g., speaker, display, virtual reality headset).

In some embodiments, storage 1310 can include computer
system readable media in the form of volatile memory, such
as read only memory (ROM) and/or cache memory. Storage
1310 may further include other removable/non-removable,
volatile/non-volatile computer system storage media. By
way ol example only, storage 1310 can be provided for
reading from and writing to a non-removable, non-volatile
magnetic media (not shown and typically called a “hard
drive”). Although not shown, a magnetic disk drive for
reading from and writing to a removable, non-volatile mag-
netic disk (e.g., a “floppy disk™), and an optical disk drive for
reading from or writing to a removable, non-volatile optical
disk such as a CDROM, DVD-ROM or other optical media
can be provided. In such instances, each can be connected to
system bus 1312 by one or more data media interfaces. As
will be further depicted and described below, storage 1310
may include at least one program product having a set (e.g.,
at least one) of program modules that are configured to carry
out the functions of embodiments of the invention. In some
embodiments, RAM 1304 1s found within storage 1310.

Program/utility, having a set (at least one) of program
modules, such as congestion mitigation system 1304, may
be stored in storage 1310 by way of example, and not
limitation, as well as an operating system, one or more
application programs, other program modules, and program
data. Each of the operating system, one or more application
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programs, other program modules, and program data or
some combination thereof, may include an implementation
of a networking environment. Program modules generally
carry out the functions and/or methodologies of embodi-
ments of the invention as described herein.

It should be understood that although not shown, other
hardware and/or software components could be used in
conjunction with congestion mitigation system 1304.
Examples, include, but are not limited to: microcode, device
drivers, redundant processing units, and external disk drive
arrays, RAID systems, tape drives, and data archival storage
systems, etc.

Exemplary embodiments are described herein 1n detail
with reference to the accompanying drawings. However, the
present disclosure can be implemented 1n various manners,
and thus should not be construed to be limited to the
embodiments disclosed herein. On the contrary, those
embodiments are provided for the thorough and complete
understanding of the present disclosure, and completely
conveying the scope of the present disclosure to those
skilled in the art.

As will be appreciated by one skilled 1n the art, aspects of
one or more embodiments may be embodied as a system,
method or computer program product. Accordingly, aspects
may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
soltware, micro-code, etc.) or an embodiment combining
solftware and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.”
Furthermore, aspects may take the form of a computer
program product embodied 1n one or more computer read-
able medium(s) having computer readable program code
embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that 1s not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-

10

15

20

25

30

35

40

45

50

55

60

65

20

ing but not limited to wireless, wireline, optical fiber cable,
RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone soitware package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

Aspects of the present invention are described below with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1imple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
processing apparatus, create means for implementing the
functions/acts specified 1n the flowchart and/or block dia-
gram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function 1n a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including nstructions which
implement the function/act specified 1n the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable
apparatus or other devices to produce a computer 1mple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide

processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

The mvention claimed 1s:

1. A non-transitory computer readable medium compris-
ing executable instructions, the executable instructions
being executable by one or more processors to perform a
method, the method comprising;

recerving lirst historical data of a first time period and

failure data of the first time period, the first historical
data including sensor data from one or more sensors of
an electrical network;

identitying failure data of the first historical data that was

generated by the one or more sensors of the electrical
network during a first failure of a component of the
clectrical network during a failure indicated by a failure
time period of the first time period;
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removing the failure data from the first historical data to
create filtered historical data;
tramning a classification model using the filtered historical
data, the classification model indicating at least one
first classified state of the electrical network at a second
period of time prior to the first failure indicated by the
failure data;
applying the classification model to second sensor data to
identify a first potential failure state based on the at
least one first classified state, the second sensor data
being from the one or more sensors of the electrical
network during a subsequent time period after the first
time period;
generating an alert 1f the first potential failure state 1s
identified based on at least a first subset of sensor
signals generated during the subsequent time period;
and
providing the alert.
2. The non-transitory computer readable medium of claim
1, wherein the components of the electrical network 1s a
wind turbine or a solar panel.
3. The non-transitory computer readable medium of claim
1, wherein the at least one first classified state of the
clectrical network 1s based on a subset of sensor readings
generated prior to the failure and not all of the sensor
readings of the first historical data generated prior to the
failure.
4. The non-transitory computer readable medium of claim
1, wherein the second period of time 15 a desired number of
days belfore a predicted failure associated with the first
potential failure state.
5. The non-transitory computer readable medium of claim
4, wherein the alert 1s provided at the desired number of
days.
6. The non-transitory computer readable medium of claim
1, the method turther comprising;:
training the classification model using the filtered histori-
cal data, the classification model indicating at least one
second classified state of the electrical network at the
second period of time prior to a third failure indicated
by the failure data;
applying the classification model to second sensor data to
identify a second potential failure state based on the at
least one second classified state, the second sensor data
being from the one or more sensors of the electrical
network during the subsequent time period after the
first time period, wherein the first potential failure state
1s associated with a failure of a first component of the
clectrical network and the second potential failure state
1s associated with a failure of a second component of
the electrical network; and
generating an alert 11 the second potential failure state 1s
identified based on at least a second subset of sensor
signals generated during the subsequent time period,
the first subset of sensor signals not including at least
one sensor signal of the second subset of sensor signals.
7. The non-transitory computer readable medium of claim
1, wherein identifying the at least some sensor data of the
first historical data that was generated during the first failure
indicated by the failure data comprises scanning at least
some of the first historical data and comparing at least some
of the sensor data of the first historical data to a failure
threshold to identify at least some of the sensor data that was
generated during the first failure.
8. The non-transitory computer readable medium of claim
1, wherein identifying the at least some sensor data of the
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first historical data that was generated during the first failure
indicated by the failure data comprises:
identifying an amount of downtime based on the failure
data;
scanning at least some of the first historical data; and
comparing at least some of the sensor data of the first

historical data to a failure threshold to 1dentify at least
some of the sensor data that was generated during the
first failure until the amount of sensor data identified as
failure based on the comparison 1s at least equal to the
amount of downtime, wherein removing the at least
some sensor data comprises removing the sensor data
that was generated during the first failure.

9. The non-transitory computer readable medium of claim
1, further comprising generating a probability score based
on a probability of the second sensor data fitting into the at
least one first classified state, wherein generating the alert
comprises comparing the probability score to a threshold
score.

10. The non-transitory computer readable medium of
claim 1, wherein providing the alert comprises providing a
message ndicating at least one component associated with
the second sensor data may potentially fail.

11. A system, comprising:

at least one processor; and

memory containing instructions, the instructions being

executable by the at least one processor to:

receive first historical data of a first time period and
failure data of the first time period, the first historical
data including sensor data from one or more sensors
of an electrical network;

identify failure data of the first historical data that was
generated by the one or more sensors of the electrical
network during a first failure of a component of the
clectrical network during a failure indicated by a
failure time period of the first time period;

remove the failure data from the first historical data to
create filtered historical data;

train a classification model using the filtered historical
data, the classification model 1indicating at least one
first classified state of the electrical network at a
second period of time prior to the first failure 1ndi-
cated by the failure data;

apply the classification model to second sensor data to
identify a first potential failure state based on the at
least one first classified state, the second sensor data
being from the one or more sensors of the electrical
network during a subsequent time period after the
first time period;

generate an alert 1f the first potential failure state is
identified based on at least a first subset of sensor
signals generated during the subsequent time period;
and

provide the alert.

12. The system of claim 11, wherein the at least one first
classified state of the electrical network 1s based on a subset
of sensor readings generated prior to the failure and not all
of the sensor readings of the first historical data generated
prior to the failure.

13. The system of claim 11, wherein the second period of
time 1s a desired number of days belfore a predicted failure
associated with the first potential failure state.

14. The system of claim 13, wherein the alert 1s provided
at the desired number of days.

15. The system of claim 11, the mstructions being execut-
able by the at least one processor to further:
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train the classification model using the filtered historical
data, the classification model indicating at least one
second classified state of the electrical network at the
second period of time prior to a third failure indicated
by the failure data;
apply the classification model to second sensor data to
identily a second potential failure state based on the at
least one second classified state, the second sensor data
being from the one or more sensors of the electrical
network during the subsequent time period after the
first time period, wherein the first potential failure state
1s associated with a failure of a first component of the
clectrical network and the second potential failure state
1s associated with a failure of a second component of
the electrical network; and
generate an alert if the second potential failure state 1s
identified based on at least a second subset of sensor
signals generated during the subsequent time period,
the first subset of sensor signals not including at least
one sensor signal of the second subset of sensor signals.
16. The system of claim 11, wherein the instructions being
executable by the at least one processor to 1dentify the at
least some sensor data of the first historical data that was
generated during the first failure indicated by the failure data
comprises scanning at least some of the first historical data
and comparing at least some of the sensor data of the first
historical data to a failure threshold to 1dentify at least some
of the sensor data that was generated during the first failure.
17. The system of claim 11, wherein the instructions being
executable by the at least one processor to 1dentify the at
least some sensor data of the first historical data that was
generated during the first failure indicated by the failure data
COmMprises:
identily an amount of downtime based on the failure data;
scan at least some of the first historical data; and
compare at least some of the sensor data of the first
historical data to a failure threshold to identify at least
some of the sensor data that was generated during the
first failure until the amount of sensor data identified as
failure based on the comparison 1s at least equal to the
amount of downtime, wherein removing the at least
some sensor data comprises removing the sensor data
that was generated during the first failure.
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18. The system of claim 11, wherein the instructions being
executable by the at least one processor further generate a
probability score based on a probability of the second sensor
data fitting 1nto the at least one first classified state, wherein
generating the alert comprises comparing the probability
score to a threshold score.

19. The system of claim 11, wherein the mstructions being
executable by the at least one processor to provide the alert
comprises the instructions being executable by the at least
one processor to provide a message indicating at least one
component associated with the second sensor data may
potentially fail.

20. A method comprising:

recerving lirst historical data of a first time period and

failure data of the first time period, the first historical
data including sensor data from one or more sensors of
an electrical network;

identifying failure data of the first historical data that was

generated by the one or more sensors of the electrical
network during a first failure of a component of the
clectrical network during a failure indicated by a failure
time period of the first time period;

removing the failure data from the first historical data to

create filtered historical data;

training a classification model using the filtered historical

data, the classification model indicating at least one
first classified state of the electrical network at a second
period of time prior to the first failure indicated by the
failure data;

applying the classification model to second sensor data to

identily a first potential failure state based on the at
least one first classified state, the second sensor data

being from the one or more sensors of the electrical
network during a subsequent time period aiter the first
time period;

generating an alert 1t the first potential failure state 1s
identified based on at least a first subset of sensor
signals generated during the subsequent time period;
and

providing the alert.
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